1 1 APR 2005 DEVI CE USI NG H STOLOG CAL AND PHYSI OLOd CAL BI QVETRI C MARKER
. Invention: The present invention relates generally to a bipe s kb y
"activated device. Mre specifically, the invention relates‘PgtgAEIR:&m5
user's identity based on a unique internal 10 bionetric marker, or
conbi nation of unique internal bionetric markers, of a user, thereby .
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| APR 20QBpHisticated, unbreakable, security measures continues. The key to an effective security '
system is the identification of the individual or entity attempting to access that which is
25 protected by the security system, be it a home, financial information, or communications.
- Mechanical keys can be copted, personat identification numbers stolen, and credit cards
misused without much trouble. The level of theft is evident from the billions of dollars
in fraudulent financial transactions taking place each year, stolen vehicles, and home
break-ins. Of particular concern is the relatively new crime wherein a persons ‘identity’
30 is stolen. In this day and age, a persont’s identity is closely tied to a bank account number,
a phone number, an identification number, a social security number, or other such
information which is easily stolen and then used to access the owner’s informafion or
property. When such a crime occurs, the victim suffers financial decimation, credit
destruction, and countless hours of agony in attempting to ‘rebuild’ their ‘identity’.
35 One form of fraud involves electronic transaction fraud, such as fraudulent credit
and debit card transactions. Typically, a magnetic strip on one surface of such cards

carries an electronic form of a series of numbers, which identifies the account to be



credited or debited. To execute a financial transaction using such-a card,
all that is needed is the series of nunmbers and aut hentlcgtlon t hat the
card is being used by the- authorized user. Such authori zat mﬁwﬂgggally
consists of photo identification or verification of a signature if the
card is being used in a person to person transaction. 5 Transactions
conducted through other nedia, such as 4he tel ephone or over the internet,
are often authenticated using sone other formof identification, such as
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user is not visually apparent, and a telephone number cannot be authentlcated. Asaresult

- ofthe increased use of e-commerce, and ensuing authentication difficulties therewith, the

25 - incidence of electronic transaction fraud has been on the increase. In the immediate

future, the opportunity and incidence of fraud will increase correspondingly unless

sufficient security measures capable of positively identifyiﬁg an individual are

implemented. -

The market has responded to the difficulties of authenticating electronic transfer

30 ~devices, and positively identifying individuals, by searching for a viable biometric

solution to the problems. Biometric technology generally involves the ;:lectronic
identification of an individual using physiological traits which are uhique to that same |

- individual. Fingerprints are an excellent example of a biometric marker used for years

‘to provide the unique identification of individuals. Because a fingerprint is unique to an

35 ~individual, the identity of that individual may be determiﬁed through an analysis of the




- fingerprint. Thus, the identity of the individual, determned froma
fingerprint, my act as a key' to unlock data or allow access t hrough a
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- the necessary 35 scanning devices 10 pr ‘Fl‘tt§/ For
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25 4,544,267, 4,699,149; 4,728,186; 4,784,484: 5,073,950, 5,077,803; 5,088,817;
5,103,486; 5,230,025; and 5,335,288 Internal biometric data has also been used to
verify that a sebject is alive. Such verifications have been accomplished by passively
verifying physiological process, such as registering electrical impulses (EKG), or actively
verifying physiological norms by introducing and capturing a modified signal, such as
30 introducing light energy to determine blood gas content (pulse oximeter). Examples of
such biometric readings are describe in United States Patents: 5,719,950; and 5,737,439.
The disclosures of each of the patents listed above are hereby incorporated by reference.
One of the downfalls of using the devices which are currently available in the
- market for analyzing external biometric markers is the cost of installing the necessary
35 scanning devices to provide the required security. For each different trait to be tested,

whether it is a fingerprint, retinal scan, voice ptint, or the like, a different piece of




expensi ve scanni ng equi pnment is necessary. Installation of such equi pnent
into machines such as ATMs is economcally inpractical because each ATN
woul d require the installation of the expensive scanning q@%iﬁﬁR t her
downfall of the bionmetric scanning devices currently available is their 5
si ze. The necessary scanning equi pnent is bulky, making it inpractical to
attach the scanning equi pnment to portéble devices such as cell phones,
credit cards, personal data assistants, portable conputers, and the |ike.
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-activated device or provide access or control over an electronic component. More
specifically, the biometrically activated device of the present invention allows non-
25 invasive access to a unique internal biometric marker, or some combination of unique
internal biometric markers, and compares the scanned biometric marker 1o a biometric
mark_t_ar or profile stored within the biometrically activated device, thereby aftempting to
verify the identity of an individual using the biometrically activated device. A biometric
‘marker, for the purposes of this invention, is a human internal _physioclogical
30 characteristic, or biologically active feature, which, preferably, is unique to each
individual member of the human race. The biometric markers of the present invention are
not merely measurements of superficial anatomical structure, but instead utilize or
alternatively include measurements of physiological traits of the various systems of the
‘buman body and/or are histological traits associated with tissues of the human body. In
35 addition; 2 unique biometric marker is one which does not significantly vary over time

such that the biometric marker is always unique to the individual. The device scans a




- selected body part or biological feature of the user, taking an internal

bi ometric neasurenent. or recording internal bionmetric data fromthe sane.
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" activated device nay be electronically constructed fromthe data or
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whet her or not the user is authorized to use the device or access the

| nf or Ml | @dcieaabodBai RMBbIoLRA! fohnfE dVALORAMILE 4 iREQLP RIS Wi Eh
a conventional door” key, the authorization or ’veri i Cation of avarid user
tri gger s MepSUreHeBL et iererdingynigoml igmetricidats front thewamhock certain i nf ormati on

or activate ora ;e Lch: vice s .profecting. In
its sinplest for n%gfﬁk: ﬁg glﬁ)g?réetg t; it%gflltﬂg%c%\&}g? ggmgegcﬁl\égtect&ﬁ;l?ﬁ@g@cgﬁ%i onetric
sensor arfgtisatae Msvige el be . eletirenisaliyrsonsitoicseinfrom tifet ddta ortheasurguensi t e

I nt er nal I; i | S..Of fr a, user and conpares the
reasur omsranss Bl ARMAIRA b Qe S o e R Ty
nmodul e. Ibiometgiciprefifetar profiesofo deermimeveethon ol fotthvaiseEEmitiorizdd6 ubetheat ches

t he neas -al fromthe user of,the .bionetrically
ot vat od el P ety ek Rl BEfs SRR e de e s ppiSiaEchss o the
‘data st orvéth awdniventienahbeos kyy, tiecutierizktiogaersifichitondifaeBaaaresepfthe | ocki ng
rrechanisrg; 9L @?rf rr?s g%f.ugctu%l?)n]ﬁon a chani cal device. The '
~ bi oret ri CYPGSY SRV Gexica uplogk SoHAR I TMakPR er acHERtg T PIOKIEASCesS human
- 2010ser . tAthpomhidnhetetibeisqmbtedtag. energy is reflected back to the .
[ [t is received. The.received signal

bi_‘Orretr'i_,caIIyIacﬁle.gvatﬁd rdev%cg,.mher_e l ; ) ] ei ved
is then transABrReYIPITEfOHR b Digmetacallyamaivatediderice cempasesn §iomeins que
bi-omet r i cemyodlantier flerdoRe misiale. The biiradtit SeARY JUREIs BR reaRifRA RENTP
bi onmetri g’.cgéof;lrl e stored in the nenory npdul e of the bionetrically
~activated® W‘Eé‘?eaﬁ‘fre‘?‘ﬁ’_étsﬁgg?tf‘ OBt BYSer ancheqraprses e piegsurrmentsor dalad thin the
- menory . 2% bigdetre préfite stk Witkih e h¥mast h¥alie ARy botetc hle\’%&%ﬁ LS
,pergntt_e . to functign in the manner i'n which it Is programmed to function.
Th> bi oS MEEOry medule mateles b measusemenss oy Hale obtamsshsomdhe aserraflthac cess,

: : TR | . . . ' |
secure  ibHreétBAllORtivaBd B&ELE ltlﬁgﬁ&ﬁétrxrﬁ?i? %@?E{e%? ﬁg\?ﬁ% %%fdr%g ?I dedegngener a

security se/stem The interna | one I on of markers
scanned id3tagtored withip a mgpiory madule.duggersthe disdngaghment of a idckingimechenismpossi bl e

to ot her%?&féﬁg%%({“glgﬁ%%m} g&gpé'.orret ric profile stored within a

bionetrically activated device Is unique to the device. Wthout know edge
of the speci f ilheimenetmgallbaciveted idevica tieesmity onaniteersrgcamaeds Hiumive

bi trically i v ' i L fil e cannot .be reverse
engﬁeer g%élib > %?ﬁélj(l:agﬂéiftga gﬁg%&g%w%gts %en@%ctt ffd\r/’%fcgq? AR BB Ay é‘F{‘Y/atCé‘it i vat ed
devi ce. Hpvioe Wherewlds wseived d185edsivedsignaldathey trandformadddttoda ¢leceiosighatcan a

o ker ) SHERRABGH, Rt ARG APRECH e B LBt e e v f

compared to a biometric profile stored in the memory module of the biometrically

activated device. If the user’s profile matches a profile stored within the memory
25 module, the biometrically activated device is activated or is permitted to function in the
. manner in which it is programmed to function. -

The biometrically activated device can provide a means to control access, secure
information, initiate electrical components, or providé a general security system. The
internal biometric marker or combination of markers scanned is unique to éach individual

30 and, thus, difficult or impossible to otherwise reproduce. Likewise, the biometric profile
stored within a biometrically activated device is unique to the device. Without
knowledge of the specific internal biometric marker or markers scanned by the
biometrically activated device, a biometric profile cannot be reverse engineered or
reconstructed so as to activate the biometrically activated device. In other words, the

35 biometrically activated device may scan a user for ﬁumerous unique biometric markers,

however, without knowing which marker is compared within the memory module,




reverse engineering is virtually inpossible. In this fashion, the

bi onetrically activated device provides superior security features over,
-present day security systens. The bionetrically activat edﬂ‘ﬂdp\p{p{@ggﬂs t he
present invention focuses on internal bionetric markers unique (0
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is a plan view of the BRIEF BB RIPTION OF T8 DRAWBNGSe of FI G- 2.
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When a user attempts to activate the biometrically activated device, the biometric sensor

creates a biometric profile of the user and compares that profile with the stored biometric

25 profile of an authorized user. I the user’s profile does not match the profile of an

- authorized user, the data or information stored within the biometrically activated device

is unretrievable. However, if the user’s profile matches that of an auth‘orized user, the

biometrically activated device becomes activated fo-r a set duration of time, thereby

providing access to the data or information stored within the biometrically activated

30 device or allowing the user to operate an apparatus which the biometrically activated
device protects. . '

 Thebiometric sensor is configured to determine specific unique internal biometric

markers of a user. In a preferred embodiment of the invention, the sensor includes an

emitter and a receiver. The emitter emits light or another form of energy which‘is

35 partially absorbed and partially reflected by a portion of flesh of a user. .Such light or

energy may include, but is not limited to, ultrasonic energy, infra red light, near infra red




light, ultra violet light, specific wavel ength-visible or nonvisible |ight,
white light, or electrical signals. The receiver collects those portions
-of light or energy that are reflected fromntheuser. Based on k Elght or
energy reflected, data relating to internal bionietric AE Egm

determ ned and a bionmetric profile of the user maybe constructed Some 5 of
- the internal biometric markers which gay be neasured or determ ned fromthe
bi onetric sensor include, but are not‘limted to, bone density,
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the device 50. Pre e user

bi onet r| EIG‘
activat & %‘HE Fi ‘E"é‘sgﬁmﬁﬁio‘bl A&F HRFIBOLY | herHe @m‘i)ft&i%) ﬁpmrqmmmr 60 for a
period gfrografinind whRRR WHPHIRY access to the apparatus being protected, or stored data

such as phone numbers, account codes, or other information which a user wishes to keep
25 private. Examples of the memory module of the present invention are further explained
below. '

Because the biometrically activated device is based upon a user’s profile, the
bior_netricaﬂy activated device is at least capable of accepting an initial biometric profile
corresponding to the desired authorized user. The profile may be determined from the

30 first use of the biometrically activated device or, alternatively, programmed before the
first use in accordance with predefined biometric profiles.

FIG. 1 illustrates a schematic of the preferred embodiment of the biometrically
activated device of the present invention. The device 50 includes a biometric sensor 60
and a memory module 70. The biometrically activated device is activated by the contact

35 of a user 80 with the biometric sensor 60 of the device 50. Preferably, the user 80 will

activate the device 50 by placing a finger on the biometric sensor 60 for a period of time




sufficient for the bionmetric sensor 60 to performa scan of at |east one
unique internal bionetric marker of the user 80. It is also understood.
that the device 5 0 may be renotely activated or nay be QE é@knednin an
activated state. Activation of the device 50 triggers the |% odhiBf
energy 65 froman emssion 5 device 61. The energy 65 is directed towards
a user 80 where it is both absorbed aqﬁe reflected. The portion of energy
65 refl ected back at the device 50 is asured by a receiving device 62.
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the menory nodul e, 70.. The a i t.hns, t y represent the n ary
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the el ectstére@hwithii &Bi\ﬁenﬁﬁ%m fle7a! mﬁﬁgélb@t@ﬂcalrs@gﬁa%@ﬁtléédﬁ@ﬂl t9khe4dlow@, Whi ch
represents profile of the user Is conpared to a known

t he. bi t
bi omet ri & %qr'égglg 7r§ltf§f*‘ Bonigtrga Ly a%%*@tedrﬁ%ﬁe@aﬁ@%trréwmd thguserR0 an
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execut i orfeyiceOpugematigally tishhoffhe nenory nodul e 70 such that the nenory
module 70 1 1 %L?g@loﬁw electrical signal 66 may be directly compared to the known

biometric profile 76, the electrical signal 66 may also be transformed within the memory
25 module 70 prior to comparison with the known biometric profile 76. The electrical signal
66 may be transformed into a mathematical representation or value based on algorithms
programed into the memory module 70. The algorithms typically represent the necessary
transforms needed to interpret the internal biometric marker represented by the electrical
signal 66. The mathematical representation or value, which represents the biometric
30 profile of the user 80, is compared to a known biometric profile 76 stored within the
‘memory module 70. If the mathematical representation or value is authenticated, access

to the data 72 stored in the memory module is allowed.
‘Once accessed, the data 72 stored within the biometric device 50 may be
displayed in some manner or used to perform an act on another device. For example, the
35 data 72 may be displayed on an output device. Likewise, the data 72 may trigger the
execution of a program within the memory module 70 such that the memory module 70




causes the actuation of a device, such as a door |ock, in conmunication
with the nenory nodule. Further exanples are described herein. FIG 2
. illustrates another preferred enbodi nent of a bionetricaLL% KﬁkhﬁgEed
" device: a credit card. A bionetrically activated device ibktla gr al
portion of a 5 bionetric device 100, which in this case has the sane
shape, size and dinensions as a typical credit card. It is understood,
however, that the shape, size, and difrensi ons of the credit card are not
limting to ng invention. As illustrated, the biometric_device 100
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o par ¢ P i MeBeristifeaont Bmms" Nious Bies ahOEb st el sotreBenon:
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pref erred -emhodi nent...0 e invention utilizes.an infra yed LED, -which-
it e " SErraraes phph BGemfonne tiiteone,  Blectif colim el Foran o & of ki n
of 13 usedevide wp@?mmﬁsiorbihgeeﬂefeaai eﬁlii ?ht hi s ref Lect Eddbackl't o the Ii ght
acceptor 114 ile e renmaj.nder. of the ight is absorbed or |ost. Base
upon the anou gy iugwnﬂa#lr’@e%ﬂwﬁg@kwt%e ?lvreblpnﬁmc FeeeHP2$EA over a
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the light acceptor 114 is corrBar ed to

the |ight a?%ggl recei ved b)ri (
bi onet ri EmiaTeR light smytasdi? ds girented toverd thegbogt Pathandhis istlered brek devi ce
100. I fdverdd e3t1ight QB&HptdrSl 1denigiclly. HeObibhRuh! QB 110 RiIPtddigieSiPr ed
within the biometric device 100," the biometric device is activated. \Were
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S t'errpo?ayi ly 35 tlurﬁgﬁ gff .r I 1 APR 280% ﬁg Phibe igh
_ emitter 112 for a fixed duration of time. Light 113 is partially absorbed and partially
reflected by the body part covering the biometric sensor 110. Reflected light 113 is
monitored by the light acceptor 114,
25 A preferred embodiment of the invention utilizes an infra red LED, which emits
sufficient infra red light to penetrate the epidermal layer of skin of a user. A portion of
the infra red light is reflected back to the light acceptor 114 while the remainder of the
light is absorbed or lost. Based upon the amount of light reflected back to the light
acceptor 114 over a period of time, a biometric profile may be established. The portion
30 of the light signal received by the light acceptor 1 14 is compared to biometric data or a
biometric profile stored within the biometric device 100. If the light signal is identical
to the biometric profile stored within the biometric device 100, the biometric device is
activated. Where the light signal does not correspond to the stored biometric data or
profile, the biometric device is not activated and the biometric sensor 110 is temporarily
35  tumedoff. .




Activation of the bionetric device 100 requires proper identification of )
the user of the bionetric device 100. FIG 3 depicts a cut-away plan view
of the bionetric device 100 exposing a nenory nodul e 120 ‘ﬁ?chm%ng cation
with the light acceptor 114 of the bionetric sensor 110. tric
profile of the authorized user is stored within the 5 nmenory nodul e 120.
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LEDs or raleh@ENAtA iRl SBMAYs. 0 QWi i08Siratdd OGS, ohyS PREBRTIFGhd & tter 35
160 :may be repl aced W th lgl@ys%tall eaw ce providing d Hémltal s%g%gﬁmfor a

t ransact i"BERRSFS 106 aragpborgedon Eabwmaiﬁlp devyice { @9. Inﬁh%wsmmmrém@@ﬂq he data
or i nf OF MRfui Py SithPAigSlay [LEDP1 SBEYNitiHREVh&xt to the account numbers 150. Upon

activation of the biometric device 100, the memory module 120 activates the LCD 155

25 and communicates the information necessary to display the remaining account numbers

151 onthe LCD 155, as illustrated in FIG. 4. Likewise, upon activation of the biometric

device 100, the memory module 120 may repeatedly send account information to a

magnetic transmitter 160 on the biometric device, as depicted in FIG. 5. The magnetic

transmitter 160 shown in FIG. 5 may reside in the same location occupied by the

30 magnetic strip of a credit card, such that the blometnc device 100 may be used in the
same manner as a credit card upon activation. -

Other methods or devices for communicating the data or iﬁfonn‘ation stored

within the memory module 120 may also be used. For example, the LCD 155 could be

replaced with LED’s or alternative display devices. Likewise, the magnetic transmitter

35 160 may be replaced with a digital device providing digital signals for a transaction or




120 by the emi ssion of visible or non-visible light. It is intended that
the bionmetric device be self-calibrating. For exanple, the origina

. bionetric data or profiles stored in the nenory nodule 12 pg%nezj
calibrated 5 through repetitive use. As the bionetricalls [ Q@h devi ce
I's used, the bionetric profiles obtained are averaged such that a specific
nunber of the nost recent successful bionetric readings, offset by the
original bionetric profile, are usedilo create a nore conplete bionetric
profile ofkﬁhe aut horized user. As part ofthe built-in security feature,:
the bi on@tiENEETRRT Whichavpuidycleasn Brdate eninfarmation gerectin thetraemeormeiiapl e, the

menory ndobe tHeénid¥yn bevRILROsARvisHEidhhat . once the user is-
aut henti cat ed and the bionetric device i's activated, the menory nodule 120

will display [t Kenigaded et thenigmstricsipviss herselfaplibaaingn df ar exeppis e y send
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exdnpl e, ofitineChEdded (D REGE 08D th GIRIPBhRYrdnBAIBHESENL AR JAN W ng
only the au%xggrl zed user t(lﬂe ability to usel t he securi tycl) Ltage Lilytlzevvl se,

drivers B impjeceshiyy disRlay of \ﬁi"’@é}@’i Bymbegs 430 @ad rﬁéecttn@@wm@ymg ¢fcal |y
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properly ere&{ie the bionetric device exa ivers 1icense
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st red W|th|n t he nenory _ nodul e coul spl ayed upon e pr oper
enticati oﬁh%blom@mcedﬁﬂtw furtherdnelude Sﬁowmommxnlé@rtosa}bplyﬂmct i vat ed

devi co_ o) ARyt SRR G USSRl |00 e i digRdci cel

phones. As cel’l phOnes one nore vance mor &~ CFf APR
2005 12 'Ehw@ﬁer\ﬁpmﬁ maythe in did fophofie batltdrylascadastdr,ad)ﬁel tedl, pr alértlstive means

W th whi GRri0sR864hE &Storage mechanism. Likewise, the power source may be

rechargeable. Examples of alternative power sources include photocells, piezo electric

25 gengrators, static generators, heat absorbers and other power generation mechanisms.
Use of the biometrically activated device of the present invention is not limited
to use in credit cards. For example, a security badge could employ the present invention,
allowing only the authorized user the ability to use the security badge. Likewise, drivers
licenses or other identification cards using the biometrically activated device would
30 guarantee that only the authorized user could properly operate the biometric device. For
example, a drivers license could employ a biometrically activated device. The data on
a drivers license, or the picture of the individual owning the drivers license, stored within
the memory module could be displayed upon the proper authentication of the user of the
license.
35 The biometrically activated device of the instant invention could additionally be

utilized in cell phones. As cell phones become more advanced and more information is




data stored therein. As cell phones and Personal Data Assistants (PDA) are
I ntegrated and conbined, the need for security wll becone even nore

i nperative. In order to protect such devices and restri ct*gqﬁ%pgs qﬂg t he
aut hori zed users of the device, a cell phone 5 or PDA (or conbl nation

t hereof) could be equipped with the bionmetrically activated device of the
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access cards, security cards, identification cards or other card-based products requiring

secure use or activation. Also included, for example, are activation mechanisms for
products such as computers, microcomputers, PDA’s (personal data assistants), cell
phones, secure access -systems, secure entry systems, software access mechanisms, PIN

25 number replacement, firearm locks, transaction activation, or voting mechanisms. The
present invention can additionally be utilized as a security feature in drivers licenses,
passports, theme park passes, safebox access and the like. Further examples include the
combination of the present invention with an interactive display screen or computer
device to protect computers or information transmitted over the internet. '

30 : Hai'ing thus described certain preferred embodiments of the present invention,
it is understood that the invention defined by the appended claims is not to be limited by
particular details set forth in the above description, as many appareni variations thereof

are possible without departing from the spirit or scope thereof as hereinafter claimed.

35




5 a bionmetric sensor for non-invasively accessing at | east one uni que
internal bionetric marker to verify the identity of a user; and a nenory
nodul e in comunication with said bionetric sensor. 2. The b| EIERC?lIIISy
activated device of claim1, wherein dqaid bionetric sensor furt

conprises: 10 an energy emtter; and an energy sensor. 3. The
bionetrically activated device of c{gianvis Wwherein said bionetric sensor
further LS 85 At %ctl vation sensor. 4. The bionmetrically activated
devi ce of %‘%—Wml n said bionmetric 15 sensor further conprises a
transl ator whereby signals received fromsaid energy sensor are translated
into a bionetrile prdﬁgm@let@allm@tnthrqec%qmgnm| vat ed device of claim?2
wherei 3 sai d enebigmetrizmidnb@r foe mohsnessérelyy adcesdinge af eash @fe wniueghtternadlve. 6.

The bi onetyidhdtit naakdrivy 9686 (ReMef@y OF a 6kl Ad Wherein said |ight wave 20

f d | I I bl I h
2 S o g R R e L S

sensor senses |4 meigica %CIB”aW eP"IcF:éIf ‘III?;ﬁr%IB Sa 18’@6% claim?7
wher ei n s&FRpOr T RIDprisefs infra red |i ght, ultraviolet light, nonvisible

| i ght,100r vi si Ehentigghkmitt@Sa®l The biometrically activated device of claim
1 wherein sai d ARABioY sed@gul € stores at | east one bionetric profile. 10.

The bi onetri cal I_y ac Hevﬁcﬁgtrfcﬁl\tf%ﬁfnﬁkdcq&ﬁ%%f QIV{}h h%aﬁelm?ﬁﬁé nodul e

i ncl udes code %II r| ca y acti vat e& devi ce,

conpri si nge"°8 PWPBH"I&I‘@\I‘PE@"‘“S% em tter in comunication with said
activation devide mi@welmymw@alha@@uwm daviesendi ainp 2 gipsreintsad Waetisr to
em t ener gynsoa fasthaororhprises ex efauslagr rvelidrelst eignalm eccpiveniibe dail yereedyd

em tter when®rarl whnshRASA NWBmeM¢aebilel Y accesses at | east one unique
internal bi OITEt Ic nﬁ'Iekﬁmn'Ie‘Ethéﬂg eIcY:va g@ cIeOﬁ‘:e cﬁe@lﬁfntﬁﬁ Whe].%#%ﬁﬁ d’éll:gafcei ved

transl at or conmuni cat.l ensor converting sai

ener gy i ntS 5“1&?1" eélillésc?“refgé’dp%%q %IHHIOfaiIg W¥enory nodul e in communi cation with
sai d transl at or® wherBmybigapwicaldy é@twateéeflevgqe@f&IalmSS phseeiysaid lighy Wavenor y

nodul e¢ 40s infralred ligRRuBROODIet light, nonvisible light, or visible light.

7. The biometrically activated device of claim 2 wherein said energy
sensor senses light waves.
8. The biometrically activated device of claim 7 wherein said light wave
is infra red light, ultraviolet light, nonvisible light, or visible light.
25 9. The biometrically activated device of claim 1 wherein said memory
module stores at least one biometric profile.
10.  The biometrically activated device of claim 1 wherein said memory
module includes code to trigger an actuator.
11. A biometrically activated device, comprising:
30 an activation device;

an emitter in communication with. said activation device whereby the
activation device prompts the emitter to emit energy;
a sensor for receiving reflected energy emitted by said emitter where said
sensor non-invasively accesses at least one unique internal biometric marker to verify
35  the identity of a user;
a translator in communication with said sensor for converting said received
energy into an electrical signal; and
a memory module in communication with said translator whereby said
electrical signal is passed to said memory module.
40




12. A bionetric device, conprising: a bionmetric sensor constructed to
non-invasi vely access at |east one unique internal bionetric marker to
verify the identity of a user, sense an internal phy5|ologt%a
characteristic of a human and verify tide identity of a hu AR 2008
menory nodul e operatively comunicating with said sensor to store

i nformation conpuni CRLREnNC §ick, 88MpRding:13. The device of claim 12 wherein

sai d bi ometric & bionRiric” ScH Ei ?&E%ruct@ﬁ' tglnt%ﬁtl fﬂg@gﬁ%&%g Qtdf ?%Hﬁ% il ter and

an el ectrorra netl.C ener
ol ect r omagh ih'nameaﬁ .10 TR AUF CAOCRHY o Py A UEer cHBFG I SUF B £ t o1

enits el ed:zhefeiﬁ@@rv@t «i:ltarathtlapf ahuman anduesrify dhegdentiiy af @ hepgy advel to
contacts an i nt er mximgripysiodile gopeadtivetsh@pmntumidating cwih sidisamsor thSstofthe

bi onetri c ifdRvimeRoéorkhahiohtdd by kad k&fer.conprising a translator, said 15
translator in comuncallon owcfannﬁa%epelﬂgﬁa bldidiflsako Igsagnpmbsd menor y

nodul e, said transl at or gna onetric sensor
wher eby a bi onﬁql??troﬁfag?‘?tﬂera&@ %‘?%‘3{%@& aé?ﬂd passed to said memory nodul e.
16. The bi onet ralc elesirapagetic| aperey 2 deterier eicanyrictpdpi oneddied Jefhestnd

conpr i wes:el@froanagaeierggiaton.ssi on conmponent for emtting energy fromsaid

bionetric sensors,  arheeBOREY of REMMVEY vRMih Ghideshniier @ﬁiﬂstaéctﬁiﬁﬁgﬁé‘tldﬁ rect ed
tovwards sghg.5eeR ¥ %ave% ha?n@%hgrﬁgt 108 Sevb&eCant htngaFngS'Qq}l%gf&hlvat e

al d energy receiver

sai d energ S.S

bi onetri c«'ﬁf’lﬂgfi '%“f/%ftae aaI}‘d corrprl sing: a substantially pl anar card
having a first Burfab bagebisplyisglskeond. Suthcs cemprigngiagraslaios ikhsor
i nt egrl | yiroshtaiinedmwiunivatios witll seidrometaic desonant said memosomodilaysaity an

ener gy em tidnilatdrospepatingt binGh SiRAITFoRNchi@ HiSMEidYschSGeviekby @ bivakedid/i ng
refl ected Iggg%ggc&ggeataﬁgl Q%eégg S ek dab od@kd energy emtter enbedded

within sai rst..su sal §; id, ener cei ver enbedded
within said first suffe a@é dr%kcet?% %‘th@ P%re%g%'deﬁ t}/' %eiftPer; an
acti vat i orfOS8%ISeY enmbedded within said first surface of said card, said
activalli on sensorenergyaingstioocomepaneniien emitting enexgy fromasal Hu'bmn’&icrsmsos,ensor

whereby said a@ileﬁatgyomsle&sc@bnﬁ@ﬁéd abs ndRiteN eadigy atiredidd aowglids i and of said
bionetric Sens and?'5 a nmenory nodul e enbedded between said first surface

d d
wih ol 0 s O RANRG aBTicd ISR 1o AL TR Eely ISl SRATRL S O

and said energy receiver.
25 17. A biometrically activated card, comprising:

a substantially planar card having a first surface and opposing second surface;

a biometric sensor integrally contained within said card, said biometric sensor
having an energy emitter for emitting energy and an energy receiver for receiving
reflected energy emitted by said emitter, said energy emitter embedded within said

30  first surface of said card, said energy receiver embedded within said first surface and
positioned next to said energy emitter;

an activation sensor embedded within said first surface of said card, said
activation sensor in electronic communication with said biometric sensor whereby
said activation sensor controls an on and an off condition of said biometric sensor;

35 a memory module embedded between said first surface and said second
surface of said card, said memory module in communication with said biometric
sensor and having capacity to store data; and




| I APR 2005 a data communi cator enbedded wi thin said second surface of
said card, said data comrunicator in comunication with said rrem)ry nodul e
for communicating data to an external source. 18. The bi dn@tAp@%
activated card of claim17 further conigrising a data 5 screen edded on
said first surface of said card, said data screen in comunication wth

sai d menory modidda cdSmuickiopBRitEesl WithiaCiid/ et s@¥dcs|oRtsailhaRE said
conpri si nQiatzﬁ(ﬁ'ngljn cabr I ffimiahilh Afth 36t HEREH RbAUE (BNbrifuhibally 3! °C

state cont %%:im actl vation swtc a“bionetric sensor erbedded
Wit hin sai tﬁé‘ﬂé’ Bnetric sensor having _an energy transnjtter for
enitting ener gy1 and HE @ﬂ@ﬁwalﬂié%l"\?@d caEst ok aigh V7 fyther epmprsing adaky gy
emtted byceshdmbeddesimn sagh {irss sirthct of saidicande saig datiatseivene th cmmusigatfaace  of
sai d cel | ukigh saidhoR@iorgmbdeet ri ¢ menory nodul e embedded within said
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said cell
conpari ngl{’é’rﬁntﬂﬁl o0 SWiEBi nal  hunan bi ometric marker, conprising:

gener altdi ng a det bomictiv snsmraimbedgediveshinf Sat;bpmeasdidlgimi@ﬁﬁnd@rhﬁvmgand
bei ng 20 anethergt athnbimdrter aﬂbrimlﬁiﬂgabnétgmdbmo reakigly Cregeik e fort eeckiving a
det ect abl ereﬂ@étéc?@ﬁe‘r‘%r erﬁit&'&% a‘i’&%ﬁﬁ&hlﬂgr $&d0rdrhnliRe ?%E'iu%h&{‘@ﬁ arsﬁf-fh&c'f ed

fromthe e&ﬁ%ﬁr%]@ ereb y | ow ng non-i nvasi ve access to at | east one

i nt er nal RePTIE marker to. forma, det tabler Iec ed signal for
verifying the it&Mmeic opeRopsgiod ubesemba%qdawﬁgi §aadd°? 1970 PRS- Bhal i nto

an el eét r imethoiynpodule i hemmemiseiiore withysaghbidmetrisf $epsareshid mpmadry madaresmi t ti ng
sai d el ectihicomimuniqatibs evithGal avtivaion swahlof siidebingarptenexi sting stored
data; conparingsali dA%aﬁ&d 'o?%iec‘chﬂﬂH%r%ﬁcéMyﬁ ﬁet%@dr% MdCcipatinbNG Hliqued dat a.
21. A net t}ﬁfén?flhgféﬁaﬁ gllr,n k% sc'%) 0 I_nt"er nal iometri'c markers and 30

utilizing Sarg ésto verify the jdentity of a
human, conpr i sigfgeratinga; fatfw on i f@vb frignete %tgagdthsﬁel%vn i GHIRg r ect ed

at a port iteflecsed dronyaarinteusdjhuman blea@tncanq@dm itorfooh 3eé¢tdctéb19rrgﬂe<§¢fbnal
refl ectingigfal; of sai d human body; receiving at |east a portion of said
em tted energy cfet&ﬁﬁg shidf lefledied si%BIil Rile&8d Grond 1@&% tfﬁﬁéﬁgadl!o%gsa' d

received %‘%%V\%%s?veg es§ D HePE Este nteprgaleglfm%l b%rggtﬁc m 0 f Hﬁ' Jret hod

of claim conpri ses:

Saj d recelve
t r ansf or m ?ﬁedfe?‘é%tsﬁ&aalgﬁfeve@@’@gg‘?fa@e@w&Pﬁg b| orret ric profile;

translating said reflected signal into an electrical 1mpulse characterized by said
reflected signal;
transmitting said electrical impulse to a memory module having pre-existing
stored data; comparing said electrical impulse with said pre-existing stored data.
21. A method of detecting at least one internal biometric markers and
30 utilizing said internal biometric markers to verify the identity of a human, comprising:
emitting an energy signal, said energy signal directed at a portion of a human
body, at least a portion of said energy signal reflecting off of said human body;
receiving at least a portion of said emitted energy signal reflected off of said
human body; comparing said received energy signal to a pre-existing energy signal.
35 22.  The method of claim 21 wherein comparing said received energy
signal comprises:
transforming said received energy signal to a user biometric profile;
communicating said biometric profile with a memory device having at least
one stored biometric profile; and
40 ~ comparing said user biometric profile with at least one of said stored biometric
profile.




comuni cating said bionmetric profile with a nenory device having at | east
one stored bionetric profile; and 40 conparing said user bionetric profile
with at | east one of said stored bionmetric profile. 16 11 !2 .
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20 generating a coded signal upon a match occurring between said generated
profile and said stored profile.
25. A method for generating a coded signal of at least one internal
biometric marker comprising:
non-invasively detecting unique characteristics of an internal biometric marker
25  to verify the identity of an individual;
electronically producing a profile of said internal biometric marker;
comparing said produced profile with a stored profile previously developed
from said individual; and '
generating a coded signal upon a match occurring between said generated
30 profile and said stored profile. '




