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| NTERFACI NG Thi's i nvention relates to an interface between a f4 neotowork
ope%ilmgg n accordance with a first transm ssion prop@gago@isshavi ng
network a o?r esses in accordance with a first addressing convention, herein
referred to as first type 5 addresses) and a second .network operating in
“accordance with a second transm ssion protocol and having network addresses
in accordance with a second addressing convention, herein referred to as
second type addresses; an®PAGKEThNETWABKIINAGRBACHNGKket s across the second

network from dnterface to.another, such interface; and ~ rel ates
particularly, ?ﬁﬁtﬁ'gg&'c’e@(ﬁﬁ%ﬂt@l § 'Pger%c?&ﬁrﬂfZYv@S?iao%'rsltonﬁé‘ﬂge‘??eﬁwgs”] n
respect hardfi@y neth Br dirsic elany@issio hofdcBY @hddREWhESn SRk ah&dteB¥esath

I nternet Protocol version 4 (IPv4) domain. Herein, the ternms packet and
mes saged&RAEdREd Wikt & diisih gedraspingn donuentianheheraire refemednty amdirstheypeer m

| nt ergne N L,gquUSe Lhic e _of rk...15 I n | nternet
techiol S aURd, 24 305eBand RBEEHA oA T acBPRENERC SUM By SebEll

| Pv4, ntedsrdissmnbprotodtdrenedhaying nodtpalrk yaddeesisas i ageotdi@cawaith adlsecadr. ess
space and,add a hierarchical —addyess, structure., The result was | Pv6 which

has a sPUEPTNECHWERR? N BPIRR '8 r & &% BPCANSY AYPS EAdiAsSEN as@sto1tt® bi t
addr eSSﬁ&n@ﬁin@oﬁpﬁd&@tﬁ\éérbsﬁgh@%%g@%dﬁéﬁ/%%ﬁ fH51R brieNsU dRVifiterfit RRAEGS

wi shing to have an overview of this general transitional area m ght ﬁFri ke to
access 8u¢h dntestacphtasdnselamsapegiculrivs hbat eoloexéingjvelyc uwe cosrofinitateon

I i i . | : o/ jetf. [1
G- olSLe bet g 0 ey e i€ P BlageRbeitlo | P ore i dhrated iy 1 ne
| nt r oduan iirteredt AréGol versioe 4 RPY4MGodin. <

draft-ietf-ngtrans-introduction-to-ipv6-transition-0l1.txt > ( also referred
to as 25 "Cui €'Yy PEIEMT RASKEtiaGE Mepsageate HERR INtefchangaable And ihavethed on
rel atessifetBRMhy] BEd tKBOMWRAM! RGRI  diindif b NisdHess & epdifi '
configured and au!l;orrati c. A confi gSr ed tulnnel IS csr eat %%'%@%hﬂf%f @

confi guPetW@K- of a tunnelling interface between an | Pv6 donmamin and an | Pv4

domaign such t hat p egeived o] I omai.n_aJe

eng?pdgul at ed Pﬁ I?%b{ftpge%bgéléggﬁgf&ageggg%%é JSB teaEPi i g@uﬁﬁefm%ﬂd{rﬁ%‘?w i.e.
t he tunpaitbéolg IPui, ardeded tbesaresimarided, IpPvdipdiyred Incressd fie s@sRbR Ad6sglomai n
cont ai niﬁgﬁq the destination.|Pv6 host. *166166* *G00002* 2 7 FEB 2004 2 .
An aut offedqec 3bd Al 2 JHerarRRIGR! rRddressatriewEe-nbbe rewtt veasu ivee svivichyheata on:
the tung@lpi@Re HARIBE SorflaR UM OIFBY IvGiRth 1Dy A8 BT WhikeOus e Ygéadi ﬁ&&r%gge}_s'g
tunnel | I'ng~ nmechanisns are currently in devel opnent w thin Y Re . "Yhese
bei ng kromnarad with 33 bit @ddressesrded 6t P¥4. Dynam ¢ Tunnel I ing, and Tunnel

Bro . 6 For fAi | i 0 i n er he.reader can obtajn
T odg O EyEREERGs Jaisfing b hAIELAHVeRleB o N benddaf R aEIEha a0 2R
"Tr ansnliks ity (rjacgéssl PUB ofl\//am‘tedrﬁv-‘ﬂ)grgagﬁwmmhrteh‘gbtkir!fgl(‘ldgbqﬂn%nfﬁuﬂﬂ_ﬁidil'nterh)ét B.4
Carpenter and.C. u , rc . or re et al ea 1n ornmatl on on to
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draft-t %Eh'rc@mr[ya%\ﬁé?@go@an{eﬂ is OTA @hide/ 36 RS ntrb&s &Rfn o%@Pv;é_:@%gﬁgtli’\Pf of

| Pv6 Dormains via | Pv ouds without Explicit Tunnels”, rpenter and

K. Moor $Vordsy <ssafe-iettnatraestintradyicianitoripeirtegsition® Ttntrel dismpfeied teasier
can tabpiafer@nl’npwe‘-r%ljf:s‘[@g.t he docunent known -as '
-ng i .

draft-tal rans-dti - t'xt. Far nore detailed infornmation .on Tunnel
Broker the reddemeationahtthierpresanm ihGehtien rditey thhandellibgERhAoKAOMANEISNng
draft-i Stf-n trans; broker- QOO t xt,, Tgcgse known automatic tunnelling

1

mechani SHRMVRESATE OF O YBPSt e and UM% the tunnel to be
automati cal | y fesdonglsdaedunndiOreloahb thye asdnuabt QhfigRefiod of PY S Adeh

sin
‘which the top | evel aggregator 20 (TLAI contains an’identifier tor tﬁ 6t a4
t unnel | intgrfaee hatwesn arifyd Hemaxand endPvaggmeiasesh tHtA)l paokets reseivee | Pv4

addrgés fr%fm ttlpglfg\}én@o%aiﬁrb% %?\ic%sulated- in IPv4 packets addressed to a specific tunnel

end point, i.e. the tunnelling interface between the |IPv4 domain and the remote IPv6
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Dynar'n' c Tunnelling via DNS Tunnel Broker www based tool European patent
application EP 840 482 discloses a meth4d of communi cating 25 be? WeihB A4

| Pv4 terminal and an i Pv6 termnal, in particular a nmethod of perform ng
prot ocol conversion on |IPv4 packets and | Pv6 packets using converting
apparatus | ocated .between LPv .4. .aral .l.Pv6...n.et.wo.rks...EP .84.0

.4 8.2..states. that zh.ere .ar_e several known rret hods for comrunl cating
between | Pv4 and I Pv6 terminals, and dZscusses the aforementioned

tunnel I i ng met hods, anong others. EP 840 482 asserts that there 30 are
several probl ekmautctrmattmnmeb&h she otherdtand dinesand rwedahdhrrtglcyonﬂgoréﬂdﬂs a
new rreth d fa I g Pv6 |nte,rnetvxﬁ:réhlgﬂgﬁvé Their gethod i s explalned

neans oft &rFUBRESNE . PR PR AHIRIN YRR HBterspingg, Spveral @uimatic Guf‘éﬁfbfé&tr ng

communi Gaddhmssny bfb @ltrddoOint vl egr%
| ookup request for hgs@inr n_Al E?E%Vgﬂmg 1h5’\{é'r|f6{hl§§51%6@ he ”W

net wor k Bri#s. ss‘?‘(@tﬁ’ﬁleé'@“r Hynamds Veanaing. iredcomvet Brakgr.appar at us, whi ch
f ds th
ot e adi o L2 e detaBa TR RS o SR PYR: PEIKP Lol BLUER P S E o e

froma pbakroonmddkawesas(nnmm Ry napvarikesthefatf l"grahamwaranéformscave( DHCP)
rned | Pv6_address, The converting apparatus stares the

15} t
oy B o St Bxele s Bo el By CHRSTIE Pe i Bd. Marer 489Peas,
and forwards the mesl gnated Mtdrskless étea,tthe réé‘&Hr'Q?atn' <5‘t9tan10§5nﬁthé [ETF,

subsequent comuni cati ons between hosts C and A, host C sets

dest i natthendagemens knewn pas dieftaetdingtrens-6194°02. txtid rag s 8ny ovartant gtiareof,
packefs)» P t € Qf Host A
0" o ovarnee gt e, e BhGs \ia-+proBRss MRy PARKEETERBE dbh¥hr i ng
appar at Usarpatier aod\werloerg. appar at us t hen | ooks up the mappi ng between

assi gned | Pv4 ddressdggg?i ﬁfgfaddress o retrjieve-the IPv6 address of host

A, and makes tH'sMPHe BRYG GRR¥naspic; Hinngiingethe tepdaygan @ptaiRys
pr esent Sremn@w IFEE, e dﬁcuh@‘rﬁﬂkhaﬁﬁ d%edr\éﬁfrgifﬂ{btralé #eOkEi.ng to a first

‘aspect of the resent inventi on, there is provided, an interface for use
between a firs °’n@t°f/R)FlRtaBB%r“aft°i"ﬁat'Pﬁh oc Bwinigh frekexi the reader gan obiaig fr¥ai on
Pr ot 950! thaneTRAHeEhdifdhe ko AELEIESI et REMIIHBRG NN @ first addressing
convention, herein referred to as first type addresses, and a second 20
net wor k oper at Thepsi knawe @utiematic winrdellingsmeohzhismarusei $szaoertypobtmmiqtmad
havi ng t second addressi ng conventi on,
her ei n ﬁgfégﬁbiedﬂfed{&ﬁé‘g@c%%agfb%ggtf%g%sgsses E’%t he Interface having both a
first typeeaddoess and a secoMdtitagpe address and conprising: a protocol
converter arran ed to convert, a ,nﬁzfa()ge havi I’J a format in 25 accordance
with the fi'rsP*¥Fansni ssion %PS‘E'@ V6~ address, I WRICh the; PP leval Apgragetipe

" mess@ge, i nto(EALATESSEAGAs kavidagtifer o ABb §tD4 a0 ARG b cHahidnd, EhdS BfePRsk:
transm ssion  protocol,. herein referred to as a second t Ee message nmeans

for encapsul al8vAL2eaPestgeiNLA) susplpadhe i vdeeddrpss af the %-@@G end pptaddr ess

t oget her w.thgan{,mrcsfu,g,yénﬁ‘grre,q;asgg]g by encapsul ating that received first
type 30 rressag_e as the payload of a resulting encapsul ating second type

message, ugi ngubheitBrpkerei ved werohasadytee! address as the destinati on addr ess

of the resultj Y, e he ond
t ype address gp%pﬁgﬁl%ﬁ erf%bg&asg\cﬁggguﬁeggggg%sg o%qh?%g??gé'h ‘f'?' %C;“"g
encafiul betweprsan dbvh tgrpma?magelmdﬁlﬂ‘dbﬁmaSHEEiﬁnlctﬁaﬂa Preih 3 @4 plronshiran
interface the interface of a

ontroller arran to r Spo tQ recej pt
Flret 1y Bt SR o i pEsHetE BRa: VB, PEEH HeiRY cofiverbia pragraor?
address pfcatdtibefviédit IFVMPENTPRAAEEIW ARSI E/PB‘MDF mmtsh@tesfthasthe‘ie 96 Wl kral O
determ ne whether the first type massage is redeterm ned format) and

if so, skReWRgMethodEdopeamBrBlicEbvRyIEent!Ryt aﬂprlgvﬁttyrr@nnbsgag@rcé@éﬁ/ed
from thetdd aﬁ:tremeﬁwéﬁ @Inﬁenmg%étrrbala arfel6tays, ®p 846liaBecH désxnsftﬁwﬁe?@

destination address of that frrst type 10 nmessage, a secon ddress
for AE Bre sererahpmbiamavyity thesenexisung nseéh@rimgandoacwvedregbrapm;céas' adeeans

the deri Wf‘éi’héc?%l?‘qu %@%E%%wb@grgéf h?ﬁ%}"‘rﬁé%hﬁé;% dxpiah &%Ben%%ﬁa&e

recei ved omthe first network controlt i S arranged to
derive t haaf@elﬁomnsrﬁp@nmm esse off am&%@tebvrmé@rneeueng\g torf\rrmrmcaatrons with

predeter %QSQGSMR%‘%Q( ﬁssrhe l‘?’lvg tQFmﬁq'angl%%t é Q\%Heof?)o&ép %géjue&sfor a host A in
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Alternatively, the controller is arranged to derive the second tige ad%n?ss
indirectly by accessing, in accordance with the destination addr FEBy

| ook-up table having entries in the formof a first type address associ at ed
with a second type address, and retrieving the second type address of an
entry having a first type 20 address matching the destination address.
Preferably, each entry of the address conversion table conprises a field
for containing an identifier for identif%i ng whether the controller is to
send that first type nessage received fromthe first network to the

prot ocol &EehBY® enatyrorko Tihire requsspsial ®eeivgd neartbe  &HvENEne rappestlist wideh

nmeans nmay I a pluralit: different engcapsul ators, ea

encapsul at %&Vng;réll‘i ﬁ‘gea'rer%é{%‘e}:‘{ t%D er 3rE™| ﬁﬂ%m@%$0‘%ﬁ‘éeé R EPE QEY)%&%W)’@' k
enca. pSul atdmsttppdeatehviehtthc appadraluse iwHieh Bgsighs aRAPY4 tRldraisefring p%fbher
the destination address of that first type nassage received fromthe tirst
‘networ k | 89gfesgRR (Hom & ddywamieyBosth Gasdigyrationg Ppitarell (DYICE! sereatbtter thaed
f or mat ' -l e sage ived, fromthe
Firer rot o v e 28, il bdnahicd aberbRCaiSRA" BE° plRifle Sanus e e

pr edet er niaagigned it addeed encitthe/retemet 1BvA agdrats tdme moldaassthedReRnsE 0Pv4

t abl e conpri L3 18 ield f?r Q@nf] inj ng an |dentifier far i entiféi ng a type
of encaps&Fg 15810 TR REFOSERE NOShEY ol BYDSRRERIBEPP BMEEications Dgsed iRty G 5
to send that Aj nelst @ petseEs apgRtihete \uWadrdss 0. bhanki AflgrRt WK aldrek8qr.
pr ot ocol convelrter or to the encapsul ati ng neans, According to a second

aspect of HRPIRY faekets; PEntandls, therracketss g tow iegeianed Ifv4 laddrass wfplpstt Ang
an | NUEG 1 ERvOMARLTD Jolbde bnllFbUQhl: BRCHAILETol s A5TREUANC R kb larduls! T St
transm ssi on protocol and having network addresses 1 n accordan [ha
first addrli@gstanyeciiog epndratus then dooksrud te mdppiogamtivieestastigped aRlk eddr@ss

and a sec r erati in,aceordance with a second transm SSiQ

pr ot ocol %ﬁg m&ﬁﬁeegmﬁ)ofgeggﬁe%e?‘fé aﬁ@f‘ﬁf?daﬂws&éh ands BasaY this the
addr essi nglestinatbornt addresdiet ehdpackeerred to as second type addresses, the
met hod conpri si e.steps of; 10 exam ning., the destination address of a
first type mss%ggaaécaé 6’@6 RIPIAALE ey mathor ondivé/IPyBanativorkisgdest i nat i on
addresssof that received first type nessage is of a first predeterm ned
format, protocol conyerting that received first type nessage; else,
encapsul ati ng t H¥SFEe8i el first 36Peaf R thesaeegeny invabtiondiere inirrbvidad a5

second I aeiags @R BéUkAben S RIWLHE ieRiIRAld MoBANESSwRN 8 firs
resulting . encapsul ating second type nessage, a Secon ype address
derived, drargmissionrproratiol exntd yavingonetvierkdeddriessdsi im amddrdanse ovithhat first
recei ved fj e. or di t thi pect of the present

i nventi on,a!d!tEj E%srsgﬁqogogfgﬁtfog\édr? égﬁn%%ﬁggd otg g?)efﬁ}zlsa{ Sxéga%i%ir?ﬁs&?f z04 %e‘ﬁﬁggﬂ a
first B@twetwodpepatating imaecwasckenedti?@ sedohdatringmissibhapretdEdiand pa@hgcol

and havin rtletV\grkdaddr esses in accor d{aﬂce with a first addressing
convent i or S W& $VRIEF r By 2EEOHENES With § pRPeoddr BAdassing nePnY apdeBn rereln

net wor k opefeatddntp bl sacad Ceddveidesd 186 GRBHakd ABGHE IYLA BFRUQERladarsds
havi ng net wor k addrcgssezadgn ‘accordance with a second addressi ng conventi on,
herein ref®F 288FNd, LY PERAGHRES 315LCUARTEASes, the nethod conprising the
steps of: 25 exadrigibfigol RndeREl RAbheid addESRrPfa dsks i
received fromthe q‘?i rst network; an.deli f the dest iangat isonﬁa )r(lgggs@g tﬁ%:tm
recei vé8 faacsdanggewitbsthrglirststransraissipp sproprasiehensini mefdrredrioans apfiostotype
convertingyk received f i t S paRd Lt est i patlon ress
of that recelg%tgg'fﬁ%stgt ;;r?)éée.sﬁ %sgg\gné“s?ao aas?eg'gnéé%gg?%dé{vgﬁm&rﬁeds?abg’ﬂ?rat,
encapsul attrenprelasion meewicek dhefdin séferrppaomessagpendnypas cassdagee With the

second transniss%g as the destination éddrgss of
resul ting encapsu

r I i ng
Bod'18 ShfenmiRiieenitesnyfe “Ehondin el afia sdorfeprmped,
directly oaddrash tegsther, withanfitshayfdeshdssape oy atdpesistiog thitateceregifnedrfper st
type mggsade. AVENDED SHIlEET . . .
essage as the payload of a resulting encapsulating second type message, using that
received second type address as the destination address of the resulting
encapsulating second type message and using the second type address of the

Interface as the source address of the resulting encapsulating second type message;
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2 7 FEB 2004 5a Preferably, the second predeterm ned address fornmat
includes an identifier identifying an encapsul ati on type. AccordéggFégz&k
fourth aspect of the present invention, there is provided an intéerfa
apparatus for performng the method of the second aspect of the present 6
invention, the Interface apparatus conprising: neans for exam ning the
destination address of a first type nessage received at the interface
apparatus fromthe first network to det 4 ni ne whet her the destination
address of that received first type nessage 'is of a first predeterm ned
format; l1amda protocol converter responsive to a determination of the

exam ni ng neans i 1.on_address of that, received first type
message i s of tﬁénﬁerréa{agp&g‘g}&”gf%rﬁ@%ﬁjgﬁ’ TRIPANY PoFRFEIRt Bhihe H’é‘@gﬂ%@%f rst
type nesséigs;typadnessages froar thenttapsietvabikitgy r esponsi ve to a determ nation of

t he exam ni nl%_ neans that the destination address of that received first
type mess&YRMINNG e desyndionsaddress obthatdirst mnscmeseaaeateceived feapdhp dirst

Lhat T apehkBiolld fletolAmeTRRSHAE 8 BECHLUAREGALLE di PSRN RS ST on

protocol, -using, as the destination address o resu g
second typedrikswage, a second type address derived, directly or indirectly,

fromthe tnpatign address of that received first type nessage. 20 The
first pregg't?éfp f9,‘rcl’eg""3f 8F folr’rﬁ?ﬁ\feﬁgrﬁa‘égg"ﬁ ? € B}eéa%Q%F?ﬁeh‘é’d’ B itbe WAbse
content i denwbfid es that received first type message as suitable for

protocol conversion. The first predeterm ned format may al so include a
second pr &F& SERVINGd SHEFYY O IndisRRS!ve Sraneihe cirstination addrase olethatdfinsy peps
addr eso Usksksage, 1 8adipail tvBatal [ sul ati ng
second type r?_eggsagee. Pr etltygr alglg&sg? ﬁgggéeggﬁﬁgtfe?f%e‘; sglgagirngs@g?@?%ggi ved -
directly Isgndiegrtoeiergpcapstlating anganeditecdetivad csesubd dvp @ agdidsel wgefhet veith

destinati ) r 1.ni step conprises the substeps
of retri esl?%gﬁrgﬁgé%e@%%aﬁ%i %gélg%?@&%é?ﬂ%ﬁtpﬁg"?%‘cm ved first type .nessage,
and accessing aPrefekstipy 80 tcahtreliémisaceandedce vedve the deRbhieMRd address
destination agdress. .Mor e 1tgrfef erab‘h])é, i n et hOOL{S for use when the | ook-up
tabl e comS'EERE RY,{eHigWing it nem; 8, Pregetesminedssubasdenssqfiplds gt 3be Hastination t h
a seconsl teydeesaddress, retrieval of the second type address of en entry
having its first type address matching the AVENDED SHEET 2 7 FEB 2004 5b
destination addr¥¥Enatedt i ther e_ntreller e arrapgad tPviariyet the secndtypeedereds ess

f a ddre . ; _
rom t he qﬁ@ch@@tBPHc@Q‘;fnrg??n %Efj&{aggfe rvﬁf&?weege§ﬁr{e@f38teyag§?§$5§?q%géurf{ ??ble

met hods for use when the ["ook-u e entries 1nc S Ier
field cont@ViiGngntiasiitetie; farey of defirytf Ypegaddresshassadiated f witht a tsgpendregpage

is to be 0 o apsul t her e included the
st eps of ?g??%tgvfaﬁla ﬁg&lﬂégﬁﬁef %%cr%’“?ryﬁ% ??fgrq%? rgs}t arﬁaegﬁ%'yi %Mﬂgff’eﬁﬁgo‘f/p? he
entry RQviadgrésssmétchig thpplessdetias sddmsshi ng the destinati on AMENDED SHEET
2 7 FEB 2004 ° The fir redet erm ned format may al so include a,second
pr edet er m ned pgjf?gg?‘P!Vmgécé‘peBﬂY@ﬁttwsoﬁfgj{?ﬁsu‘fc@yeﬁ N aRIB FPMIRTRSS Ay fipldstor
used as thendsisingnat identiteldioe xtentifyifg veSathbl fHd eirAMEr Pl ShdSaER st t/Re
nessage. Pr eferabl{ﬁé’glv@e second El%‘ge address is derived directly by

retrievi ng"Bt5%Fo pfegL e nilFEd NETNAHd te sther iPEPIgcal coRveresarni itha

address, gncapsulating means.

25 The encapsulating means may comprise a plurality of different encapsulators,
each encapsulator being arranged to operate in accordance with a respective
-encapsulation typa. _and the controller be_ln_é_ arrangad to determine whether the
destination address of that first type message received from the first network is of
one of a respective corresponding plurality of predetermined formats, and, it so, to

30 send that first type message received from the first network to the encapsulating
means corresponding to that one predetermined format.

Preferably, each entry of the address conversion table comprises a field for

containing an identifier for identifying a type of encapsulation whether the controller
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Preferably, the exanining step conprises the substeps of retrieving the
destination address fromthe received. first type nessage, and 2atdEdsiif a
| ook-up ' table in accordance with.the retrieved destination address. Mre
preferably, in methods for use. when the | ook-up table conprises entries 10
inthe formof a first type address associated with a second type address,
retrieval of the second type address ofgan entry having its first type
address matching the destination”address constitutes indirectly deriving

Lype o Shde P YRt TR B ebSodi ARl RY PR R Pl o cBEhbR L 2"

first i deahuétte;rorlﬁ; fheeérd;apgmbﬂmg\mhgna,n identifier identifying whether that
first type message is to be protocol converted or encapsul ated, there nay
be incl uded theA%‘t"é‘iS'é‘géP § apePns, AFRECE 1 thadesentdrvantion thereris mepvided, a

"identifi e af he
desti nat |ngéntha défgggéramg ag-nhér{géﬁf%@éev,'[o Eghtlé%rﬁe f#%?he?a\)\égﬁ I den§ﬁ$ |ﬁ'9atcEBH$ﬂcE
consi s% erwltkMat firstwtriao sraissio nod roprasd end)havmgvmtmodnad)dremapsmbartdaone wgth @ be
perforrre 1 hat rec ived fi rsg t I n,_met hods for use when
Phe | ook Tist pdfieasibA ke o T etastdbip AR e ihetsascemm & SRoAG7 an

identifi efetmlatdpfeyatn@ i aebwrdBAcl HitPR sedRd BBSsiREBNt frekecd Sardl Rhvpgl 1ty
of encapsul ation pes available, there may be included the steps of

retrievi METYesk | adiessesein feepidenes seibnd ferandi Afldressingl convrenting, drersip

having itg ér!‘erdsf] g?s%é’c‘?‘@ ggrgﬁﬁﬁs@ﬁ SRk MHethide c%ﬁ?&rlsmk}%nst?ﬁéjlefype and

checklng at the retri ev ‘'er i's consisten "of
encap$Ql ati on tocdminp\grmrdawnapmm atitbatss red cefirse dype nedssagpeacabasafgen the

Pr ot ocol h’c F ters are known for enabling an I Pv6 host to send nessages to
an | Pv4 HY8t NeYHR: ANlew | Pv6 host is activated in an | Pv6 donmin, it

enpl oys the 30 #ahENddheinakon Hidasss\es moukbi%el %@Qw@wes@.h@ 1§ ®ffd ARsTOUt
the identi ty of hosts AMENDED SHEET 27 FEB 2004 6a with whom it can

conmmuni cakreédgiar@intadyformat, mf@wehgwsveannwmferggaged fesittip@imeyse8e | Pv6
network addr esse:ﬁé‘rbr% @E@gﬂﬁ%@ F%tegfggcﬁ’si’?? Fne%?%ﬁe;;rﬁaéfu‘?bé(né?mgﬁe

cont ai ning that host"'s I ress nce donal n uses an
under MGi r@pctomanyposmlssmrh@mmpl segingt resr miae d,mtnngnmdadﬂressceﬁsacmuhmig .

(MAC) add e t ssa t he new
host' s IFé/%%%gg rat'ﬁﬁ &Cﬁ n|6b§ %FX 'tﬁepq\ﬁ&g g'g’r egggrgfst °é'vre?éw‘ﬁr3§fw §n '
t he new hoﬂtrewwlfrmmtthemetlrﬁa“tmn s&ftresy epthat mecshagefitsh ey sendssiggeiost ' s | Pv6

net wor k addr ess ,and ltS ress. The new host now constructs a&%}D

I\/AC
table in which ASERENG 19 &M ‘g§56?ﬁis° 188PIEFERT ARYGHIFBuNHE 1oRTOV
conpri sespatihdd oF dpakdrird ab hetdrRED mwreas al 2PstOhdrw I S raddirRs Qécéraaﬁca

nei ghbourir g host, and a second part .in the formof the associ ated
addr e24. @ ﬂf%rﬂ%ﬂ?@“ﬁﬁé@n etoteeorang ‘?ﬁ\ﬂn@ﬂ ﬂhYéNchﬁdd&ﬂseédhvmféﬁf)GaoMme%n

that | PO4faBidledifh B ABAC Abrd TVétaflQERL L ild: (0bS QuliRkEad SER ¥ Sadite ND

message and 15 sent a reply nessage, new hiave na
speci al Dettwbtk eperating rintdrsordance with a second transmission protoceol and having

network addresses In accordance with a second addressing convention, herein
referrad to as second type addresses, the method comprising the steps of:
25 examining the destination addrass of a first type message received from the
first network; and
if the destination address of that received first type message is of a first
predetermined format, protocol converting that recelved first type message; and
if the destination address of that recelved first type message is of a second
30 predetermined format, encapsutating that received first type message in accordance
with the second transmission protocol, using, as the destination address of a
resulting encaesulating second type message, a secand type address derived, directly

or indirectly, from the dastinatlon address of that received first type maessage.
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ND table having its first part formed by 128 zeros (in variants, these are
all ones) and its second part formed by the MAC address of that Jnirepf age
devi ce. Thus, when that new host wants to send a nessage to one of the
other hosts in its domain, it constructs an |IPv6 nessage and accesses its
ND table to 20 retrieve the MAC address associated with the destination
address. The nessage is AMENDED SHEET 27 FEB 2004 WD 01/ 22683 7

PCTI GB00103684 t hen encapsul ated wit hi®8 an Ethernet packet in known manner
and sent via the underlying Ethernet transport nechanismto the destination
host. 1f, on Prefeutbhertheasatont hreletwsrmoedsaddress famdtPinGiudes smgiehdfiemg its
desti natd’ Q aiddress i.n thte ffyrm of an | Pv4-conpatible or |Pv4-mapped

addr ess; ein_téy g a5 ‘?PEEE?}Q%‘?% &fded for an IPv4 host in the adj acent | Pv4

domai n, this oasbidiag on alteaspatt!dr 1hat preerdtorpehtidn, therd\2 prabided d this
.situation, the accessing al ggrlthmvm Il return the MAC address of the ‘

Def aul t IReaEAGe agRaratyie forerarfajming fthe metbedhtofithatsesopd depeet ot tieyprasent

Pr ot gcolk WEr £. ar transl ate) between correspondi ng
10 fi%:el ggfe@?ﬁ ?h&eﬁ]@é er seoe{)yfogmiggll\é%%m%wg'l Pv4 nessages. Where a field in

t he header of memng, foaaxéminthgrdmsdaseinhtisn addees néafirsdiype mesdad eiracdived
header o n 1.Pv4. nessa

e, .or ,vicewversa, the information in that field
will be® o5t® i'Htmepf’B??fEB‘\s d ety of?fsb_r'b%@'so& %%ﬁ?‘i"ﬁﬂe&’ e:‘r_‘e
t unnel | idegtih&GdN katheSs aFethlsh Qudbivead fiestadpieNBebfA¢e S0 @SSt predeléiinéLat e
anongst thensel ves when they are in spaced-apart domains. In this case, the

i nt er f ad8@&Yi ce contains a tunnell i ng nechani sminstead of a protocol

convegter. It apldiobd GPREREI ?élsggzkﬂétmhﬁﬁg{ mﬂ%’onf&rtﬁna%@éﬁi Oﬁ'steaﬁé)i fe

abl e to communi cat e bpth W th osts and with renote | oSt s;
was necdbgtthefdastination | Fdeedsoof thati rebelverbfitsh type enbssnget 5 bt tHaafirsst ack,

i.e. hay i i C, i1 If an | Pv6 host
was not \ﬂég‘g?tggrfi@gh%ﬁ;{\%%ﬁ:i@&géﬁtg\agf{%}r{{étd ﬁ&%\%aﬁ rggﬁba@re hgﬁ%l y a single MAC
addr esfs for theedef dod Enwﬁsmiati_ﬁfbi Bahﬁpoukidebmkhhaeﬂym finatdn ests tied detxgmlr:un@gt
port of a protocol conyerter, t net wor, monistrati on had deci de
Phat ©hd pBYrasahe CaRGHIsD ddrass BF ehiazariias Aol el PessaRsLE 1ot g the

woul §ls beirkh epblSiepdthiods sorafatt e dritaptuIREY thaf rdcdiViefidst NgpeERhARAEini T 25
the network adm nistration had decjided that the |IPv6 host is to be able to
communi GFCETYACR Wity he g83and traRRMipBipR (RIEtRSRE rys I NG Sader dassination @dAwSShe a
cOnmonN | gynyltye AR E ShohMuRMNsd U dPHPeORR5 s ML EE &IndOffbel Dy rbbBEHdd1T
mechani sm Specific enbodi nents of t'he present invention wll. now be
descr i bediragitiyh or eindirestbe frem Hbe ddestinagioni addiess hof 3batrirgoeived first atype
schematirg‘ﬁgg ramof an IPv4 domain interfaced with two isolated | Pv6

donmai ns; e 2 is a schematic diagramof a border router; Figure 3 is a
sche@Bti c di agFbenfoit aredefaréiiids fResatonsy imehatege; first 2oréd BEEMRERA4pEion

011 22683 P CTI 0/,03684 Fiqure 4 is.a schematic diagram.of .an_| Pv4 DNS
Respons o NESE FHBTUSIFRIIY FArieEBliot, TebAveY THREepiE) - ANS dEh gl ol
nmessage ednvargane 3; Figure 5 is a schematic diagramof an | Pv6e DNS
Response nessa resul ti fro onversion of th Pv4 DNS Response.nessage
of Figure 4. aNie SvB Gledriamiaes TOPNEr R, Sheal Mco RotiaRGS: RECPEFTIES o1
speci al piitonadfbes 26ntens RAnvlidutes fite Sdcthdt typacdddrags LiesdaE dHE debfindtiqur e
1, an IPv4 domain 10 separates a first I Pv6 domain 12, constituting
25 address of & resulting encapsulating second type message.
Preferably, the second type address Is derivad directly by retrieving it from a
predetermined subaddress field of the destination address.
Preferably, the examining step comprises the substeps of retrieving the
destination addrass from the received first type message, and accessing a look-Up
30 table in accordance with the retrieved destination address.
More preferably, in methods for uss when the look-up table comprises sntries
in the form of a first type address associated with a second type address, retrieval of

the second type address of an entry having its first type address matching the
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in accordance with the present invention a first network operating in
accordance with a first transm ssion protocol and havi ng network zqq#ggﬁﬁs
in accordance with a first 10 addressing convention, froma secohd
domain 14, constituting in accordance with the present invention a third
network al so operating in accordance with the first transm ssion protocol
and havi ng network addresses in accord nce with the first addressing
convention. Hosts in the IPv4 domain 10 are I Pv4 only, and hosts in the

| Pv6 domains 12 and 14 are )] Pv6 .only. 15 The | Pv4 domain 10, constitutes in
accor danBeSHRatien: #rdr ﬁ)"rseg%’?ﬁt't'i"r?\?éﬂ?‘F%ﬁlyag%'é’é%ﬂ‘en%ﬁ%‘rdktyaﬁeqd&’ Pﬁ'g}ﬁ"ﬁ’ the
accor danggswhdtfbnfacRPEQNEk fhad RSB sl @Rt Byl me@agand having network addresses
in accordance with. a second” addressi ng convention. For sinplifying the
drawi ngs, no | Bv4natbeds far usevdvan thamipokruretate ehtiagseinciade adirat identifieand

14 only I . t ; ectl il € r )hd S
shonn. * 20%5heOFIRg | o, BBt RoepsfRBCERER) Knef Brerbtebipsbiie ® Hhibd s
bor derk r gritecolléghveatad driencsendandd) Bube dosyabanintihdied thorpgnt elrdtdeding thdv4
domain 10 vi%,a border router 1?8. pr bor der rox%g 16B i s identical to
the bor déferytifief dromeie firg Kaphfienofietd efirtbe oMy alta. firgketPBy A9 8% n
10 cont aiflcRingoP! et e domai n name sysggm i DNS) 20 25 i ncl udi ngyatightigrl 1ty
of DNS servers 22, of which only two DNS servers 22A and 22B are shown, and
the I Pv6 domains 12 and 14 contain respective DNS servers 24 and 26.
Suppose that a host 28 in the first IPv6 domain 12 wi shes to send a packet
to a host 30 in the second | Pv6 domain 14. Thus, for this transaction, the
host 28 is 30 referred to as the source host 28 and the host 30 is referred
to as the destination host 30 . The source host 28 knows the nane of the
destination host 30, so it constructs in known manner an | Pv6 DNS Request
nmessage (not shown) requesting 2 7 FEB 2004 WO 01122683 PCT/ GB00/ 03684 9
the 1 Pv6 address of the destination host 30 . The source host 28 sends this
DNS Request nessage as a recursive request to its | ocal DNS server, which
in this enbodinent is the DNS server 24. The DNS server 24 will, in known
manner, send a nunber of iterative DNS Request nessages (not shown) to the
DNS 20 until it learns 5 about the DNS server 26. Finally, a DNS Request
nmessage (not shown) will go to the DNS server 26 requesting the 1Pv6

- address of the destination host 30. As the DNS request passes fromthe
first 1Pv6 domain 1 2 through the border router 16A to the IPv4 domain 10,
it is processed by a protocol converter (PC) 32A (see Figure 2). and
undergoes | Pv6/1Pv4 transl ation. Correspondingly, as the DNS 10 request
passes fromthe I Pv4 domain 10 through the border router 16B to the second
| Pv6 domain 14, it is processed by a protocol converter 32B and under goes

| Pv4/1 Pv6 transl ation. The protocol converters 32A and 32B:conformto a
speci fication known as Network Address Transl ation-Protocol Transl ation
(NAT-PT). They translate between 15 | Pv4 and | Pv6 addresses and keep state
during the tinme of the session, and translation between |IPv4 and | Pv6 DNS
‘Request nessages and DNS Response nessages, including translation of IP
headers and DNS payl oad information is controlled by an application |ayer
gateway (ALG. In the art, an alternative termfor a DNS Response nessage
is a DNS Answer nessage. 20 For nore detailed information the reader can
obtain fromthe Internet Engineering Task Force (IETF), the docunment known
as draft-ietf-ngtrans-natpt05.txt, or any variant thereof, "Network Address
Transl ation - Protocol Translation (NATPT)", by G Tsirtsis and P.
Srishuresh. The DNS server 26 responds to the DNS Request nessage for the

| Pv6 25 address of the destination host 30 with a | Pv6 DNS Response nessage
34 (see Figure 3) having a conventional format of destination address field
36, source address field 38, and response address record 40 that contains
the 1 Pv6 address of the destination host 30. This | Pv6. DNS Response nessage
34 travel s through the second | Pv6 30 donmain 14 to the border router 16B
where it becones converted to an | Pv4 DNS Response nessage 42 (see Figure
4) conprising destination address field 44, source address field 46,
response address record 48 and, in accordance with the present invention,
addi tional records 50 and 52, and this nmessage 42 travels through the
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2 7 FEB 2004 WD 01/22683 10 PCT/ GB00/ 03684 | Pv4 domain 10 to the border
router 16A where it becones converted to an | Pv6 DNS Response nessage 54,.
~conprising destination address field 56, source address field 58 7aﬁgB 2004
response address record 60, and sent to the source host 28. The route that
the DNS Response nessage (in its various fornms, i.e. 34, 42 and 54) takes
in 5 the domains 10, 12 and 14 depends dh the DNS configuration in each of
the domains, but it will have to pass through thé border router 16B and the
border router 1BHeifist paddetsiei@hed l'_f@l‘méto'ﬂh’@,”'a%cﬁwcldcﬁe tﬁ " bieRletErmand:
"record" are useg synonynously and interchangeably in- escription,
al t hough RHteReVAPSE 8071"‘]8@? Goﬂ%tlfgé?i%eﬂ'@l $§cqndktymetaﬁdmessi05@d esrthomestinggamt  of
a record. 34 is received by the border
router 162180\6(/?,?2Is F?gréﬂ% net V@%E&?H ace ot 18P T 62B, it is fed in
parallel to thePrmerEbkvoltha:eenoevdtmpe&ﬂlar@ndmt@r&eemte&ﬂ{r|b©rre@4e|?a,|ngaﬁ0|‘rﬁh%0 to

an enc p and n | at or, 90B. The controller 64B is
connec \%ééfjermg eﬁtsru(?ladaﬁeﬁé%éﬁofg%c% FRINGFoR HddfRsSt s of the protocol
convert er 32B) PhgeraBgaRsE| akohinBRE sty ctofﬂ?pr@eg“trﬁnga F?tﬁ]n?t?@v‘ﬂ dify

pl acing a, sujtabl e address on the control -I'i ne 65A se e appr pfiate
one of t HERSEINGEON &dgresphsomother tﬁcleéﬂedBﬂth(tVPerrewsggesesdtdmbssmgaarmmwped

message- | t rot ocol converter 32B,
(ii) ret rtl%e\P/ee 08 I%vgt@)%gw&fi?egges\%?’d%?ﬁq @Bé‘?‘f’ge record 40 and writes
this rrezgage toN@rsbmrfagblyl mm?msg?autsewmf t’ﬂtélgakiaipotfabletfomﬁﬁl%ré%ltnes
menor address o e border router

t he |é94 E&E&f ‘%‘Mat{.\réti“(ﬁ?n%‘% B ASIPRIATRY VEHUPSRAPNG By Asheddresicktriayal ofr
16B, to athet eecgrl kpcatidaisé0& ahsentPrHBRPY:sP ry
33 (1] Latapten on the protscd COREL B fhe Mol PR
esponse pecaddress e
first ad f ent _of the storage |ocation 68B as
t he secog%éggggﬁk’?gﬁg Sr e"gg?%?’%gea’gﬁéq%)’{)ﬁypee%a%saﬁﬁe resulting | Pv4 DNS

Response messagly #@thasisaforl iedwhehviniekiookivey tate spaids’ Mclfe 4 3Bsf Qentifier
transq%ss}lﬁg gonr-{r t he IPv4 donaj n 1glto the border router 16A. 30 In a
n

vari a e FEEanng 2 By ReoHbiRG Wekbapdhautrs e mies§eda i e be

cont rol | eprobeiddl cohiveedvbi bfsapsllistedRHSATMal bANSIALAYR d
by part of t er nal rn::rmrpkJ 68B. The cgztrolnl er 64B etS?%%tbpgétgéﬁlg{/ﬁ

the | Pv6 ’&88?@%’3?10%&{‘? hérst é%?ﬂiﬁ‘seé fiedd op the ety Wevings its hiirst myssagtdre@ t he
storage |®@eédH #@eB B .200 83 1 / Q
wites the | P\;ﬁ@addrggéﬁdg}lotn g %rgrggera%rgoé{%& %Bg%@ f?'h jrefgag% égﬁ ith
70B; (iii ‘50’{?&18%1‘!‘@@ \ahlﬁbelv&rl wcbrofacs! DS dReiopansncapssagen bytor iod pedyinng t he
conte of, t tion 668 and appendi ng the content of the

20 pérh?nsﬁ %%9 {%hqy?e FET3%fi t i onal

st orage Iocatl on- record 50, and the content of

the storage |ocht mthcﬁEBoaSJSé hﬂqeieﬂmdoﬁ-u@dﬁlbtei omtdibs e Qd & a2 c o RN dnitivikr
sends thi nse nessage to the protocol converter

Al o SR s T

32B. The ALG Bi™#HE p'f"bf ilieg dfRMEHvies ayp epeRrseidios Bimey andewheadbereaifce
addr ess r papgitgeof epeassutidha S %@"%ﬁ h
resulting | Pv4d DNS Resgsonsle rregé%%e&ﬁjpﬁa eCthes 8 ”F%gg%hgg'ihte gtee?ls of
records tBHHeYHEY r‘?hﬁrié?fﬁl‘f&écfmfm()thletsmohﬂ llden'a‘bg‘r éelldatbfetha Iaatrytl’menrﬁ@em firgt of
t he regei RBS t o] c erter. a

sendi ng o}bwgn en?glg?nr?g{% af{ @esttﬂgtlé)%n%é)&% |%‘ga/6°§' © 'Sgt ﬂbet 6855']8"3‘1
conver t er IdBREfipy i kengstent obiterth6 4Bpksof egtamiulatiorqts \bal ﬁéﬁfohﬁbd g onemdt ng
of the repe%lex,%g & ﬁf ge to the protocol converter 32B by the controller 64B
in the above varla y)p dAEeGAst i t ut es sendi ng the nessage to the protocol
converter 15 32BrdtBcAlcoayeasGearyi RN

DNS Resp onsi nessage 42 is recerl §gbﬁn§ﬁrgg§§@%%¢ rou@%ér)&%%h\alpgg%!t%gleg\/é
network i AR ?Y”a@@swﬁ{bwm rRew APYE host issativhted ipanaPlélddroainhiz employs ahe

1 a 8] 06 TQ 04A O 0s g
The. prorosal e idtu? o M OO ook PoshVFeC BTN HER i n® et dEor et O

conpri sing destination address fleld 56, source address field 58, response
address record 60, and additional records 50, 52; and (ii) retrieves the

| Pv6 address fromthe second additional record 52, i.e. the true |IPv6
address of the destination host 30, and inserts it into the response
address record 60 of that
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out put nmessage instead of the |Pv4-conpatible |Pv6 address for the
destination host 25 30, which the protocol converter 32A had geﬂérﬁﬁ%dm"The
controller 64A then strips off the additional records 50, 52, and sends the
resulting I Pv6 DNS Response nessage .54 j(see Figure 5) to an | Pv6 network
interface controller 62A of the border Touter 16A for transm ssion to the
source host 28. Additionally, the controller 64A iss arranged to retrieve
the I Pv4 address of 30 the tunnel term nating endpoint fromthe first '
addi ti ongl; rd. Cr . ApPI of, the | addr ess ; . :
desti nat i%d# ﬁ%&tﬂgétg%no‘&%%uggéfeegg% 'tlﬂgrqalg\(/:isttsuanpféﬁ Tg?sfﬁgﬁaﬁoﬁﬁakgﬁdﬁsoi nt,
and to sifvwé ndiverkrequliresy, dnde,eachehb® anatemédaivesi Mt d88nds % FeplEBn264gaND

01/ 22683 12 PCT/ GB00/ 03684 | Pv6/tunnel  endpgoi nt table 76A forned art of
an inter ﬁar‘t%ﬁ%%awgﬂo? 1%&@‘8%?'#‘0?‘%‘3??%4&“%&%6 g _th{sieﬁganaui‘g%k)?”uﬂo
tabl e of tﬁaﬁ%p@ﬁ%@@ﬁadiﬂ?%ﬁ%@lher’n@t ¥Ry indddia ddegss %@H{rBLW%'C)réd—‘d?é%%sw

52 are stripped fromthe Response nmessage prior to the retrieval o
t hei r TomeentRost| iecaivinchére W imessagehwilb retdiéh e i theahewebostds |Pedranatwork

attached e sag ut this.is as efficient as

stri ppi ngahg éésgaﬁﬁ\lﬁisgﬁggc@g@oar S?S%I ﬁf f% éevﬁrré%échtang%%@ie%h??t gé'@ﬁeté‘ﬁ}’ery in
t he | Pv6/fiamnedchereppoinmdsshgdlthe HaAdirmposedIPas fridthloriclaggride IR\ i@oMNG Si ng
the | Pv6 Sgdress of a correspondi ng destination host 30, a second el enent
80A conprPSfH3  the | Pv4 address of the tunnel terninating endpoint, i.e. of
the border 10 rig géw 1Bt ndRdcéi¥tfibidad NOUELR iRl \PHEBRALE BNt CorBdkponkie be
described | ater. Upon receipt of the resultant | Pv6 DNS Response nessage
54, the ¥tk GentieBRowrBgr kastiandecompasasry dirstdareds the denmh ©f theldrZSs bitriBedr d
60 and st Ssol bf § i i.ng 0,.1 es} | LON.; t
30. 1 Krisgresenode dieeliig ISR Eh toRBRE Rl Pyl S I RUERAST. 1o
packet s aViA€agidressicl udi ng a source address field and a destination address
field, and witgs the retrieved |Pv6.address into the destination address
fleld Upon recHTpiMETAEERTET PHESE RIS PIRBrCCot orizd DEeRs™ Fost broaca,
t he contrddrh&in &#Aah eldidceresv4 BentasiiinalldORadsidéaived BIND Mhegags dance
with the retrieved destination address, accesses the |IPv6/tunnel endpoint

tabl e 1764 FRY BSPo20230 R BRI Widavemnadh 8 seecial Pefautt antenirihe7ga
of an entyy.tabBh oM kPfitsR a8l THyeyes zérltag é%%%%%?ﬂqqéw&ewﬂoﬁ%w%ﬁh

term nati ng endpoi nt” fromthe second el enen at entry, an

commands izhsecondamstfaimed Bethet MAGhaddress af thathetepfackdevica. an | Pv4 packet .
Thus, the enca t a n n ' [ch i :
inserted its o%hq%vﬁﬁ%ﬁgﬁgsgg\?nﬁ%tt 3L§'\éﬁ? ggﬁgsareﬁcfggg%%@é hote?\er éi ??%\?é P25
| Pv4 t unniedsts én nitsh &bimain, eihdpoistrticsddn d886 i messagkeardb ateawabs dts Nleltdble| @

hi di I . .86 it | Pv4 agd for.thi
e R VTR e A SRR B st S OB ot Y hoi ey Lt ae b e sce

it, together with the retrieved |Pv4 tonne! term nating endpoi nt address,
to the encapsul ator 86A when commanding it to perform encapsulation. 30 In
thi s-enbodi nent, the encapsul ator -86A is arranged to receive the packet
directly fromthe IPv6 network interface controller 62A of the border
router 16A, but it does not perform encapsul ation until comranded by the
controller 64A. fn a variant, the controller 64A receives the packet
directly fromthe | Pv6 network 2 7 FEB 2004 WO 01/22G83 13 PCT/ GB00/ 03684
interface controller 62A and passes it to the encapsulator 86A if there is
a match. In practice, when the border router 16A receives a packet the
controller 64A wites it into a storage location, of its internal nmenory
68A, and the controller 64A wll pass to the encapsul ator 86A the address
of the relevant storage location, .together with 5 an instruction for the
encapsul ator 86A to access that storage |ocation. Upon receipt of the
encapsul ating | Pv4 packet at the border router 16B, an un-encapsul ator 88B
of the border router 16B strips off the | Pv4 header and retrieves the

payl oad of that | Pv4 packet, i.e. un-encapsul ates the original |Pv6 packet
fromthe source host 28, and sends that |Pv6 packet to' the destination
-host 30. The 10 controller 64B al so creates a mapping (in its |Pv6/tunnel
endpoi nt table 76B) of the
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| Pv6 address of the source host 28 and the tunnel originating endpoint,

i.e. the IPv4 address of the originating border router 16A, thes@ ThEERZI04
respectively retrieved fromthe source address field of the | Pv6 header and
t he s‘HBr"&’éz‘éadr ess field of the | Pv4 header. 15 Wen tPel/§B8¥938&t i on host
.30 returns a Reply packet, a controller 64B of the border muter 16B
retrieves the destination address, "IPv® host 28", fromthe received Reply
packet, accesses its |Pv6/tunnel endpoint table 76B in accordance with the
retri evedhegsdricagtilgfeda (t egkl : i e 3B
retrieves the .corar espongfjﬁr}:g\sl%gv?hg%e?egigk(@glI@n‘é@?ﬁgéﬁ%ﬁ%gn%%g%ﬁ#a ?Jast%% 20
encapsul atnslerlgies kther@at tpssiart eechenifeptoytheatdstination aostl Pv4 packet

addressed to an;un-epca a 88A of border router,_16A using the |Pv4
tunnel ori gi napf’ngneﬂ%pgl nt a;élé'c}{djr’e S ﬁﬁ%’i PRI e 176 PR aSE RRYPI GiBB of

the | Pv6/dastinefioreadgrebain trabicem7éBan WRARCHRERINS oPIPVdinaph&Y 4apRskete af the
border _router 16A, the un-encapsul ator 88A gerform; un- encapsul ation to

retri ede TREREPNENGEEKISF amfv4 Resbhér dbe 8t Ih\e dpmaimethis efessination
retrievedhddeddsywiRrée€he 8L 5t : spupce host. 28 and. t he
desti nati on host 30 are now ?‘nﬁgjélggtsa:ﬁgéz Ipﬁﬁﬁhgc “?Bv@‘cepa&%%%‘gp%{%%”%& ween
t hem vi a Whigetwinrtee MAG taddegsalolf ited Befandt emtey, drfethieamn elssmge auitl eresseh® Ao @l

168, Thedﬁgfovc IE%@'{ t?ed mechani sm provi des for an I Pv6 host, which is in
an 30 isdlate omain, to conmunicate with another |Pv6 host, which is

in anot her i solRrbettol Refvelesraidan ¥hig SdhvieR! BIrMRehsM8) bRMA= PR spidifput
any know ed(gge of where that other | Pv6 host is, and w thout the source | Pv6

host Aledisids PbthfohearlerhrhghelifvBeanchiPvi Bessages aMterel acirtenim tcaheader of,

pr ocedur i S : ; 4 1] 226%$3 PCT/ GB00103684
L ui thi vt £ OnRe IReehE rar 1R borrospAs A O XEhSRHe ol A B B P 8. host
nakes a Requiestversa theeinfénmatidonmi that ofielt ewillPyé IGNSnSEYeV protb @it cdrivetdion he
same net \é&%eﬁs the destination I Pv6 host,' and the border routers

automati calTy Set up respective nmappi ngs associ ating the tunnel endpoint
and the | Pv6 adas esentiinetithebd\Ry 6ruhasilifg StekRRigDes tdhe KRWHETof UhhBiy 1PVE

al terpative enbodi nents, sone of the entries in the |IPv6/tunnel endpol nt

t abl e 196155 'HEORIRAUAYICRIC MeNast Abempeives tendhpe @soimebaced-ageet detmaimsk
oper at or .|nHHi$ dage K e j ti a_tunpnel, and the, tunnel
is per rranlgn{mindtai%?' glﬁ%ﬁgtggfagt?“%@)lm& E?B%%bba?ﬁg{ngdmeﬁﬁgw% in geﬁfgl’aéo?mel .
10 As shawatdool Epguarter2lt wilidetappderiatedithet bdfole abWO FEOAMIFVESSost t6tHadable
tunnel | i ng enca sul {atgrthQOA Ilgn‘? h6t 04 tdunr] | i ng un-encapsul ator 92A) and
can thus TrfdrWereald PHNAVEBBYT hPstR 9 YHictemte IPYE haptsy itewal negessary

al t hough foon that iFaBt ISodt hemetHERYomginOmtdrtRS. toTBE BRPsiaak | BVRaGadr 4
(see Eigure '%1 used for this technique have a three-part fo?mag bgo?ﬁ\jg\l’%h

first 2BartndoEVRRAMGUPISATeR cerabilisyt § ansiPyBgrastivasi sotushial sedok, iideatcessingg
that the Dgsh®hm Wduld tAHNGl & Ling techni que
second part 98 haviungre?‘ﬁinr%t%v\% ?MA(IEgagﬁeégﬁﬁ/%@af@%?téggng,y%%%%ge
tunnel erf@goMAC addresheoft he dinpat t pdr0Oohaviprgtasioktoorivetter, Dift Shé SndcpdMa as

the inter : mhi i.S.1he i fied MAC.address of the destination host.
The secongdﬂ'ﬁo@'rstt Qé'gﬂch%ﬁs el%qujetlaetgggg'ber @Hgt@s&%g"dgg ﬁglécfﬂr"é’é‘émf'f’@%? witht IRe4
desti nat i ostgdeirieswuid be hiee ROAQREERRE df AMEMPLRPort 6F ¥ A5l RN NBVEIG B i
differgnt tunnel li ng encapsul ator, a different respective prefix is used

for tRE sHife NBLWRHs@dMinisEatien \had fecideds thateshe dRWBdhastntis, tof the @bl rtol | er
64A i s argsmeeridate ' ' f [ efix within the
retrieved desti lr]at?? gﬁ%%ﬁ%?ﬁ%f Zﬁggﬁﬁg@?vegg&pyc%t?dﬁ%ssr &PH 08T Ao i ¢ s
second pafaMmE@ntineut] Ridiessdidr doth tie piego &t @dnv emeredndeth@pahAkliag hdchafMRNd

t he 6to4 tunnel &1 NG | at.or 90A to handl e t.he recei ved packet using
the retrieved |§é¥f5§§§%§§ﬂﬂ%ﬁssofc s?'i'etsﬁ?te?"ﬁﬂf'?’\‘/ivﬁ'g s RecgBsryibegpwith

addr ess diefeente/ to fd éramangs/dl whichhe 6t 04 tunnel ling encapsul ator 90A is
arrang%d to retrieve the special IPv6 address and to extract fromits
second part 98 T'HEE pviF a sgheqmplicedi@omm (9feantiBu4 tdninein iotetfariad: withhewe, as
ment i onedsalaeiPvensaRgrol ler 64A is arranged to perform prefix

recognition, the prefix to be recognised is stored in a storage |ocation of
its internal Figure 2 is a schematic diagram of a border router;

Figure 3 is a schematic diagram of an IPv6 DNS Response message;



2 7FEB 20(14 WO 011 22683 15 PCT/ GB00/ 03684 nenory 68A, and thi sd:storﬁge
| ocation can be an entry or part of an entry of the |Pv6/tunnel &h pf(ﬁlg

t abl ewffdfi22¢83€ un-encapsul ators 88B and 92B have respegbirkghRydsaddr esses,
whi ch are used by the correspondi ng encapsul ators 86A and 90A 1 n generating

their 5 respective encapsul ated packets. In the preferred arrangenent of
border router having a plurality of di f8erent encapsul ators, e.g. 86, 90,
the controller 64A accesses the | Pv6/tunnel endpoint table 76A in
accordance wi t HgUréet iop spraresticdiageam af o IRy ONS Respansgenesdsagesssiitieg
situatio I h |.ready .been est abl i shed by the
above deﬁ?TE&gggﬁg{rﬁ%ﬁﬂ‘&I?z%Z)cr\{léjnﬁg%eongﬁzn%sﬁéegg&'ﬁ ﬁati on-specific

| Pv6/ 1 Pv4 ent ryFigwiess & & schdmeatiPdiabtampenaPdpONE REakdrRe 18 sddR)reduitingnel
has al rea*dlbézbeen est ab ishlﬁd l[?%ésone of the known tunnelling techniques and
an | Pv6/ | ORYPPIEPEne IPKd RERRNER MPRISagn @ Figwre datend 76A, of 15

whi ch ghe firstrigh@mnts 78ANRBMatich Hlagfarias o&ﬂat ?ﬁ? Lf;%'}ma fof e'ﬁ’LgEﬁ%nt

prefix corresponding to that tunnellifg techniqde; net wor K
per sonnel adésgasepusadlvwith denflioguuadeliing ténbnitpre.r out er 16 to define a tunnel

to a specific | ti I 9N _host . HSi N to4 . (aqr,_60verd) tq another
bor der router (Im%%%%'gaﬁﬁbkgdeg?%abégpgrPgiﬁ%lf'gsfd%"&dc’a‘ if&eF@ﬂ?t'tHBPaer
20 rout erin(acobrdzhosittateomresdradnvdntiona firgt hBEK olkRYSRr KB Nad diPd ariaONih) -
and for thi.s case | Pv6/ tunnel endpoint table 76A has an entry whose

th
first el _e?rEFﬁt ‘%‘A"i'§§?%8fqt%91-a@8rﬁfé{mgoww%k arlpiess emjspeenordentreewithof fitshat
desti nal | aurdely cheleriRInOrdm TRISERRERY SPESRERNEA. PAYSHIANNAL| 3 aanfigur ed

the border router 16A to define a tunnel to unspeci estrnatl

host s usi WEhehepressnt X6 eptior 4third meawotkhalso lopedeingrin uicebrdanke ahitiitghtirsee

t he borde or,a different border, router assocjated with a
further I%@%ﬁ%ﬁép #?rfgt%r?(lj afngri;?\ﬂ'i'% Neawerk REJI8S5RY (M AGEPTAANGBOVHD thebfisst76A
has an eniddredsing ognvdriiohl HaktseinetRNPv & mdin titeade0Pyl Un iy NenPhedts(iRMthe
6over4) pr eglﬁ{é foll gvved b{"st he | Pv4 address of that other border router

fol | owed BY° RAMaRhALFALelS aredhyCiasone variants the second el ement 80A of
30 thihg entry cpid @vaSdbibin $H0ASHERSS inv%i]oza?rg}d)@gthdt?\teh&regél rihggrtnt?ﬁr{_lgf

second el ement 80A of this entry contains t r ess
bor der musesend arriwosl apeestingbineacamndaniceswith arsecynchossniissish @bm@NtandSA

IS a genegl.g iLbl e .or_1Pv4-mapped | Pv6 address, i.e. its first

ei ghty bi '555‘8%4 Egé?’ﬁ&zng?‘%’ggsae dh3fgordance %W&“&dﬁ?ﬂ%@@%ﬁenmn- For
PCTJGBOO 48p8#yifg o dtdwingy, noMPVdORosts AredsNeWhaBhd irf Ba4H oSN iRVs Bbihaindr €
nul | charigt ers (zeros), the second and fourth el enments 80A and 84A contain

nul | char &€ @B\ amly offerRy$ fog) @Resnd 8Oeepertiviehs ashiefarthshtd letest is'sh@wn. The
contralg er 64A presirsd PvbRYGhAHMEls 8oL t{) 3Rk GfPY‘P%o}x%irqeltCﬂlg Q% Log ©

appropriate handling of a recelved packet In the foll ow ng nmanner °1rdetrhe
cont r ol | efougerAl §Anard the sasong P/ domaim T4 isstoreleetminto tF@APRAtdaimaly 10Nda a

el ement epieet R 8% rPEo TR T Hookish Gotenkorcey soves T atnen
addr ess, eadh cdrisaitutes anhiaterface.
The IPv4 domain 10 contains a complete domain name system (DNS) 20
25 including a plurality of DNS servers 22, of which only two DNS servers 22A and 22B
are shown, and the IPv6 domains 12 and 14 contain respective DNS servers 24 and
26.
Suppose that a host 28 in the first IPv6 domain 12 wishes toc send a packet
to a host 30 in the second IPv6 domain 14. Thus, for this transaction, the host 28 is
30 referred to as the source host 28 and the host 30 is referred to as the destination
host 30 .
The source host 28 knows the name of the destination host 30, so it

constructs in known manner an IPv6 DNS Request message (not shown) requesting



border router 16B, the tunnel endpoint. Additionally, the content of the
third el ement 10 82A of that entry is retrieved and used as a check? tfE; 2004
t he neowniewss | Pv4 destination address and t he packet PET/EBo@dishy t he
border nuter 16A are to be processed by the encapsul ator 86A. The content
of the third elenment 82A is either an igentifier for an encapsul ator 86A,
90A (e.g. "EN'? "or an identifier for the protocol converter 32A (e.g.

"PC"). a,fLutther che he. fourth el.ene 82A of that entry contains an
151 tent RPEdPYR BT G le Aneon BT T ot s CRudpte 28 Pendeathiaihy

mat chi ng Ady@esOmMsRbge AL bi Rafivdesédurat i10NitdaddEASONSAS VSt ViGSEThbads the
encapsul ation type identifier will be "DNS" to signify that the

encapsul &ROBHANT s the BNS sewar 241 ThadNDAever R4rwil4ia kiows naanrent sgndwnose
first el eypier’ fi t hi I chi first thirty
two bits, 1. cﬁﬁteépgtg\/eipgﬁ F%e{q%&stpn?g% %%/?e%gﬁ??%@v@g{ot %@nﬁggﬁ%\%ﬁ% learns
dest i nat iabouaduk BHS, sdrher2a. Hendlly, adONB Reqliestrbssagenrot shBRA) andg8464 thé

t hat t hecked ("EN' "6t 04", tively), the |IPv4
oot i nat (S SRHPECE eGuluITBI g e G Aieehe’ Soh Rt narEiast G0 of that entry
and sent W th tAetRADKS reh@&RIPESE shifoinNB e BRELRN 6 UM SR 12 ﬁﬁo&ﬁ%lﬂf%gg%?SSEd

by the encapsul ator 90A. This constitutes indirectly retrievi e second
type addredteriitshite the dtudt dempinetP. 2t is atnegdsess by fai piotbai coheederstAiQiad2on

address. (Lf_ td ey i (] i 1S &ither | Pv4-conpatibl e or
v mappaet e 3 ey SRRty PSR SN B 0 St PRRUGH e Bt PN
dest i hat irequedthpassed frofm thetiPw4 gbingindl 0 shasiulgh the batder 261i1e$ .1 68 thHa&econd
followi ng.sixteen hits will be either all zeros if the address is

| Pv4- con351'¢ Siogain 1 4o s Brasessad hha Pagigrakconerteps 2B angparergnrsIPvAEPeH
control | ararfifhidgphecks to see whether its | Pv6/tunnel endpoint table 76A
contains an entry whose first elenent ?8A has its first eighty bits all
zeros The cont eHie Bfotppe coavenersed &hvamd 32\ confancte arspesificatiahl Knolven ak|

nul I char , fumnel | s-i : ngl- .t content qf .the
Four th o Srerr ke onRabiBRRpobCriePY B NATIF . Thols aibsadietson reg
2004 PETIIEBO0AMBABYE 1@ddrhsseached keepestis eduringe tbapsmeabf Othel Seddiod! ¥84L-

The cont ent t third gl enent 8 of that entry is retrieved and used as
vy

f.th
a chock ttfensIatien Petwpeydivd M iM% | Repusstireeesagas ane DNSkBesnassei ved
by the bghé&fageoUtigdiudifg 855! &P t r I §ere 32A.
In this case,agt he coHt eg\t of %tﬁberpt hi E%Q%?E%n?)ﬁgz ﬁlsg pgk%%%i H@%ﬂ?‘?ﬂ%‘f For
t he prot csotratied\perareapdizatiore layer yP@Way (Al-Git hrethesantj amtastertahiveaent rfof ber
64A is ar t. tunnel endpoint table 76A, as before,
and only %@%ﬁﬂ%ﬁgﬁ%ﬁ%eﬂg%n@@%\nﬁk}‘éeﬁcfa%sssﬁpgt or 90A upon detecting a
mat ch2@i t h an efdrr yporandetaited Hhformasient the ceaderotarerofidif BasTs Cthel tesaci al

| Pv6 address to. the fito4d t i ncapsul ator 90A, or 10 alternatively
the contr 91'%?”@@;%?'&%6?%%%)' ﬁgg ‘z?fdﬂ"g%'g EROVReastHaftrigHnratransdpspit
and passess.itkt, i driyeviid therdBe! 1N R FaRFEd AT InsBaAN OF I3l
controller fidA, uﬁgg\r,] detecting such a match, retnrsﬁglé‘)’es tpﬁ%ﬁgﬁg?}gér?{gl-ag%ﬁ of

t he mat chiNAYTRIAT r Yy Grrfisitsss emb Rt Seehvresint ai ns the | Pv4 address of the 6to4

tunnel endpoi nt i i i.ni o | enent . 80A by the contraller
(or manual | y) u-;r)rc’)ér[\vq%:rgga i on QC?er%%fg&dféoeﬁ%?fféN$nﬁ?%§sﬁﬁﬁW%ﬁb€’ﬂitﬁ’ﬁntp,"%t he
| ocal 2BNSackressef fthe déminaton dosh@&I vdgh ias IRvte DNBY Rebpéhsee kdkagd 340 Weel N
alternati,x_/.e enta)isd' nents it can, be ofne of thﬁ | Pv4 servers 22 of the DNS 20.
1n such al'®¥Enat i V2V'8%d Aoperrienal TofraaG Pt Hestisionoaddraps stigld 36.Dgurce
Request naggagefitlRr 38bhad Risp@ntdaddifRys rasktess tRit &J}ﬁaim%eﬁﬂyéf}% rd6 dfe
20 present invention, establish a tunnel across the |Pv4 donmain 8 the

si t uat i ontNesdesdiNatioRMest BRal in that the host 30 cannot act as a source and
establish a corgsp y r e inlQ tp the hags 8.
For an | Pv6 hositﬂ?nt§owl:.§;eé (@%\Inét ﬁ?gh?%c 'ﬁé%ébgc?iﬁég\ﬁﬁggﬁ%ﬁ%quﬁﬁeb§/e°t°ﬂ§ F?éénod
of t héOprdsmenain lAvientheohordiet rostend&Es sdreye fitobetdrae OGN set&® o | HC B4l DNighat
| Pv6 host_to be an | Pv6 server an the sanme | Pv6 25 domain as that |Pv6
host,  becBtARETER AN HEIRTLISAE £ 91 4GS e RSO 26gRest Tl ik hotrce
router adaddreds fleR Ubatredddvbe %@Fes'ﬁlgreQBQﬁKBt A, ihheedopiile GAM BR resent.

established. I n other words, th Request nessage has to pass throug

e
the | Pv4 @RI arRfditRNareserds Snanpd, BNY Hus wesssage i4PgtraselshtarouagtatheDNS
server for the



i ntended destination IPv6 host. 30 2 7 FEB 2004 18 CLAINS 1. A @l jase
for user: between a first network operating in accordance with a first
t r ansvo &1%12683 prot ocol arid havi ng network addresses i pa¢GRsAREEE W th a
first addressing convention, herein referred to as first type addresses,
and a 5 second network operating in acgordance with a second transm ssion
prot ocol and havi ng network addresses accordance with a second
addr essi conventjon, herein referred to as second type addresses, the

Ev4 1482 4 o6

i nterfac s efQqrder ropser A6fr wharealidhasosmsonehveyteed tdndBs6 and

conpri sipgs RespbAtOER r ; C It sage having a
format in. 10'sBaccordg?\i%n\gmgi%10%%rgsr'#qa?gt&q}atrtgﬂs%&sl%sofﬁas;ng’ost e Rt %FI

r ef er r ediglé S8sand Fesponse pgdreseseaye 60, rnd sentes Iageolrs NEstad OT @ totd
accorda i econd transm ssion protocol, herein referred to as a
second %gte%rréersbsﬁa%g?g%nasﬁsm?%ﬁaggn(&&MaEBFﬁ§°%?§'dnge%4't H2 ranglpBhl takes riecei pt -

of a Sectheddbypmsaddy as ah8ges h@spents Mo thi 'ShSt ¥Hii b
encapsulr@;ti ng that, received first type 15 nessage alsdﬂt?ﬁi&gz%%agg 8¥ tge

resul ti 'B?ig’é'p%‘ﬂﬂ Lwihgavetypass selghthedperdeutsiutey tBRGndabeiboedersecznd
type add{@sm asatidigedesti nati on address of the resulting encapsul ating
second type nessage and using the second type address of the interface as
the source addr@stpnyeniehes, rtesubtragfiedt apdUireddroy afeaodd sty mBssHadRa and

. 20 an j ontrol ler .arranged to.respond to receipt by the

interf ac'é&tcr)‘?ﬁafé’ag%?ygtmttheAeﬁﬁggté% %?&SH?F A “F‘?P@ta Helghvisraensializntakemtnget he

dest i10ata compdasessarDbf & h@torfii r st type message received fromthe first

network to determ ne whether the first type nessage is of a predeterm ned

format, and i f™EN the IRGANT) Resranse peetagect4 ioraceivedr by hiaé botdestrotiyepe

message Y M { e, .deriving, directly or
165 ¢fa/ RE 1BV RbiPGK |h{e$1tacgec8\gf?1foher E%ﬁ it 13 %Fc% ;‘%Pg'tf’g‘)ﬁtet%ﬁ&é@ét?%.

indirectly, fromthe destination addressS of t
second tequwerduB@Bsaridoto ag@nbrpliéhed e alsbatol 410 eNBA S IatoABEB3hSE LAY O

t he enc i the derived second type address together with that
first t;%%g gﬁs'%ﬁ%e ecrﬁlev‘é%f’tfcﬁ'cr?hﬁﬁ%e'sf‘?wcwtmr%FOMNmDGSHB@Tcont@l7 FEB

2004159 idputAn dfnties f pogodts ebaldrad 328! #dn dncapb@hfd:n date &%‘t{h%l Iﬁ% is
arranged to deiri ve the second type address directly by retrieving it %rom a
pr edet er§ACABRHatRs At aad by elreingfa switable sdirrssiamtheddomsel. lie B5AAselects

i nterfac@eapprdHABnb B g,g@genaelvicegher ein the controller is arranged to
derive the second type address indirectly by accessing, in accordance with
the destinati otheaddntrolier $4Bodi{ creapghiadd ehba\thegreeivelemesSadd1gs frHNeT 2
first tyiﬁee aadress associ atgéﬂawith a second type address, and retrieving
the second’Pype MFIPER &G enabiesths, PFRIOFRIgcenveries (338, pli) aatriaves thatlPlbng

t he @estddunédsoftolh theartdpesse rebord\A0i AHE WrREE | i LI Sepiher ein
each entéé/ gf t he Iook-B .ta[)l grconpri sesr a fﬂiﬂglnﬁé%gggggn gfc!nrl #%nl%{fr?t'on

i dent i fi 9B FRIMeYBHIRAY PhsViRErm@rmement 6B ¢l errites the IRehddtifes dfithst
type nessager Fqel Y88, oML a4 | r t he protocol, converter
or to the encapsul ati né%ngha%]sl}.evzg.aei%sgﬁf\é\@ gtcutéjggg?eépéﬁ’?{ﬁ@ Fﬂg%ﬁi?t BHéﬁSf

cl ai ms 1barden rouwtieer'éiBa tohe stocagesldcatiomFoBais eOmyd B9Spart Rl ihiefndf
differe akors, each_encapsul at or bei ng arranged to operate in
accor da%gﬁ&?‘?ﬁg’r L'g)pé%ctei“(}aé E’RE&S@W%{PFW' t%é;grt&'n@zfoﬂﬂ?@%ﬁﬂﬂélmﬁﬁ is

ar r aRgedRésposeadnéssage Uik SbpbyREtHESSRER HERR ¥t%fa4ef RSLEbE Fdd ﬁé tRERVRY K
er ent encapsu ators 1n

.to the %Eipr_o riate one of said pl uraIitK of dif
dependen 'tﬂﬁigarlu eRYdt BP nand othet erntedte of ithatstoregaddratien @8R laat thii sadontly pe

: i i@ty f [ LRG3 d dent ith
Clai s e R TR T (ol BV s B Pt mesaps €8aSs

field fown Byt eetman intarfackenontrolier 7261 for densinfissiotgovert thRaPOA d@REAPS LIt i ON.

7. An inger 358 I%%gqr%&g to any one of the preceding clains, further
i ncl udi ng means T or un- encapsul ati ng an encapsul ati ng second type

messa&@e to retini @veriarts tAydoeA@d IPv6 DNS Response message 34 is fed only to the
controller 64B, which writes this message to a storage location 74B formed by part
of its internal memory 68B. The controller 64B then (i) retrieves the IPv6 address

from the response record 40 and writes this message to the storage location 668; {ii)



A

' AVENDED SHEET 27 FEB 2004 20 8. An interface accor di ng to any one of the

precedi ng clains wherein the protocol converter is further arrangeqd FEB 2004

‘ convewio @nseond type nessage into a first type nmessagger ng oﬁhﬂet hod of
ne

operating an interface between a first network and a secon t he
first network having network addresses in accordance with a first
addr.essi ng convention, herein referred to as first t ype addresses, and
transmtting nessages in accordance with a first transni ssion protocol
herein r eVeteseidner Fv4saddress: of g bnmf{geter el to hoe Src@IE 1BEANEH kIOIBa\(lu'ﬂg

net wor k S a second addressi ng conventi on,
herein ré gr%?agégt% Oﬁggifggﬁggg ﬁ%gﬁg\é\n Sgwggsag(fngy t’?Téﬁé‘PﬁgltEhgenﬁo?Féggalf;ééel n

accor danceomsige Hocatiec 668 anuaasmmnsmgomepcrm@:mbﬁ tHeERrdyd ﬁfc%%ﬁ@d?a?%ﬂe
second ty, t he. met hod conpri si the steps of: exam ning

desti nat |fg'Ffc g%‘g%gg 'gporg §G.rand therentensely ﬁ%erfééﬁgﬁéd%ﬂrmﬁﬁBeasltﬁefsecehd

t t d first t
e of 5 faf”?’?t"’r@ e Ay D R e Bl B0 P Rk s ~rasebbondne 1ot

type nesgHgwcoelcopversercapBullhe iAlg pliahe rpeo‘mCWEdofWérsér 8 RRoBBSRIUIY Rhe
accordan ond transm s 0 usi ng, as the destination
addr ess g}eea\éne% es%ﬁ%ldrﬁegsgﬁs%%sg 1SEP" thS?Pa"‘}S)bg'E?n ei%@erfﬁg%se?@é togproduemdhe ype
addr ess desulueg, IPd# rBRS| Bespbniddhdsesid V2, fﬂ@”"t"é‘l%vﬂe?ﬁé QakiQRar il ofFS 18 1§

ce

that received first type nessage. 10. A met hod of operating an Int
bet ween dSFRILYNEANGSHK and a. second network, the f| rst network having

net woRl addressesgyil B oY) SSi n co Ve tion
herein referred to' ag%@ﬁﬁ&@&&é@a@g%&ée EF gfié ﬁ g¥é©é§e| n
accor dand¥otdcohcenvdrtest328; angdrthe seanm(blaocaniabhrlfga&@hal 6r$ih9é E@ﬁitr&IQIn%%EfA rst

t h t k add
atcor dandg i REASeHEortaRE REE Y IME SHRIFG FAmnty iaaiealer sneeloniotanshe

second t medm@chifewae%celaw nidsaafaid fHen;S}oW?c%fF%gﬁ%r'té} @‘fé;gggﬁg%%nWo hidd 8459
second transm ssion protocaol, herein referred to as seco nessages,

the met hdd BB BPYEVagaRth@ndtcapstinites sxndingithe mdssage o Ithmiprmcaddrrmsteaf .a

first 16y E2ERSSAGPI4RLENNHEthd networ k; and AMENDED SHEET 2 7
FEB 2004 21 if the destinati oh%g'gtrggéﬁ{)@that received first type nessage

is of a first piedettbe ﬁPvﬂe@N&Raﬂqnsprmemgb 4D Rickivied Byharte bBFSRF ¥8Gkek 1 I St
type message; and f t he dg %ﬁatlon ad of that received first type

message i S of'% |t§é %Bem%f R&gntre err A, Big f9r in Aerelel tonthe pretesaled

first typmpsnreasag2AidhdaechHesirsiRr 84w th the second transni ssi on pr ot ocol ,
using, as the destination address of .a resulting encapsul ati ng second type
message, a secortf F§PEClEdtEs ) degsivasdfronti thecplogoas! dandertec B2A tHer ompie

dest t t A t hod
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encapsulatln 20 second
off the additional records 50 52 and sends the resulting IPv6 DNS Response

messa'ge 54 (see Figure 5) to an IPv6 network interface controller 62A of the border
router 16A for transmission to the source host 28.

Additionally, the controller 64A is arranged to retrieve the [Pv4 address of

30 -the tunnel terminating endpoint from the first additional record 50, to create a

mapping of the IPv6 address of the destination host 30 to the address of the IPv4

tunnel terminating endpoint, and to store this mapping, i.e. create an entry, in an



14. A method as clained in any one of clains 9 to 13, wherein theﬁmncjm
type address is derived directly by retrieving it froma predeter
subaddP@b22683 el d of the destination address. 25 15. A PEI/6BOD/@ss<| ai ned in
any one of clainms 9 to 14, wherein the exam ning step conprises the
substeps of retrieving the destinationqaddress fromthe received first type
message, and accessing a | ook-up table 1 n accordance with the retrieved
desti nat j e 30, . thod as clained in claim15, for use when
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it does not perform encapsulation until commanded by the controller 64A. in a

In
rst

variant, the controller 64A receives the packet directly from the IPv6 network
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25 then sends the retrieved Reply packet to the source host 28.

The source host 28 and the destination host 30 are now in a session in
which IPv6 packets pass between them via the tunnel just established between the
border routers 16A and 168,

The above described mechanism provides for an IPv6 host, which is in an

30 isolated IPv6 domain, to communicate with another IPv6 host, which is in another
isolated IPv6 domain, via an intermediate IPv4 domain, without any knowiedge of
where that other IPv6 host is, and without the source IPv6 host needing to do

anything different from a standard communication procedure with another |Pv6 host
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Naterodfvg OPst LavistLoe Berdey -rogtepssaugoptigaiosst up respectwe
QrhdpPings2 B AUl LA and the IPve address of the IPv6 hosts

behind the border routers.

In alternative embodiments, some of the entries in the IPv6/tunnel endpoint
table 76A can be created by the administrative personnel of the network operator.
This is known as manual configuration of a tunnel, and the tunnel is permanent until
changed at a later date by the administrative personnel.

As shown in Figure 2, the border router 16A also comprises a 6to4
tunnelling encapsulator 90A {(and 6to4 tunnelling un-encapsulator. 92A) and can thus
interwork with a border router which is similarly enabled, although in variants these
may be omitted. The special IPv6 addresses 94 (see Figure 6) used for this technique
have a three-part format of which a first part 96 having thirty two bits is a prefix
uniquely identifying that the packet is to be tunnelled by the 6to4 tunnelling
technique, a second part 98 having thirty two bits is the IPv4 address of the 6to4
tunnel endpoint, and the third part 100 having sixty four bits is known as the
interface 1D which is the modified MAC address of the destination host. The second
part 98 constitutes a predetermined subaddress field of the destination address of the
present invention.

In variant.s having a different tunnelling encapsulator, a different respective
prefix is used for the same purpose.

In some variants of these embodiments, the controller 64A is arranged to
recognise the presence of this prefix within the retrieved destination address of a
received packet, to retrieve from its sécond part 98 the IPv4 address of the 6to4
tunnel endpoint and to command the 6to4 tunnelling encapsulator 90A to handle the
received packet using the retrieved IPv4 address. This constitutes deriving the second
type address directly. Alternatively, the 6to4 tunnelling encapsulator 90A is arranged
to retrieve the special [Pv6 address and to extract from its second part 98 the |Pv4
address of the 6to4 tunnel endpoint.

Where, as mentioned above, the controlier 64A is arranged to perform prefix

recognition, the prefix to be recognised is stored in a storage location of its internal
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The un- encaps_ulators 88B and 92B have respective IPv4 addresses, which

are used by the corresponding encapsulators 86A and 90A in generating their
5 respective encapsulatea packets.

In the preferred arrangement of border router having a plurality of different
encapsulators, e.g. 86, 90, the controller 64A accesses tlhe IPv6/tunnel endpoint
table 76A in accordance with a set of match criteria t.o cover the range of possible
situations. These are

10 (a) a tunnel has already been established by the above described DNS
Request technique and a IPv6 destination-specific IPv6/IPv4 entry exists in the
[PvB/tunne! endpoint table 78A;

(b) a tunnel has already been established by one of the known tunnelling

techniques and an IPvB/IPv4 entry exists in the IPv6/tunnel endpoint table 76A, of
15 which the first element 78A has a first part in the form of a specific prefix

corresponding to that tunnelling technique;

(c) network management personnel have manually configured the border
router 16 to define a tunnel to a specific IPv6 destination host using 6to4 (or 6over4d)
to another border router (which might be the border router 16B or a different border

20 router (not shown) associated with a further IPv6 domain (not shown)), and for this
case the IPv6/tunnel endpoint table 76A has an entry whose first element 78A is the
IPv4-compatible (or IPv4-mapped) address of that destination host;

(d) network management personnel have manually configured the border

router 16A to define a tunnel to unspecitied IPv6 destination hosts using 6to4 (or

25 6overd) to another border router (which might be the border router 168 or a different
border router associated with a further IPv6 domain)}, and for this case the
IPvB/tunnel endpoint table 76A has an entry having its first element 78A in the form
of the 6tod4 (or Boverd) prefix followed by the IPv4 address of that other border
router followed by null characters, and in some variants the second element 80A of

30 this entry contains null characters, whilst in yet other variants the second element
80A of this entry contains the IPv4 address of that other border router; and

(e) the table contains an entry whose first element 78A is a generic |Pv4-

compatible or IPv4-mapped 1Pv6 address, i.e. its first eighty bits are all zeros and the
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W& ()-1$10 /(UU&Th(e? controller 64A uses its IPv6/tunnel endpoint table 76A to determine the

5 appropriate handling of a received packet in the following manner.

If the controller 64A finds an entry having a first element 78A matching the
complete retrieved destination address, then the content of the second element 80A
of that entry is retrieved and used as the IPv4 destination address, i.e. that of the
border router 168, the tunnel endpoint. Additionally, the content of the third element

10 82A of that entry is retrieved and used as a check that the retrieved IPv4 destination
address and the packet received by the border roﬁter 16A are to be processed by'the
encapsulator 86A. The. content of the third element 82A is either an identifier for an
encapsulator 86A, 90A (e.g. "EN") ‘or an identifier for the protocol converter 32A
(e.g. "PC"). As a further check, the fourth element 824 of that entry contains an

15 identifier for the encapsulation type. In other words, for an entry matching the
complete retrieved destination address, as just described, the encapsulation type
identifier will be "DNS" to signify that the encapsulator 86A is to be used.

If the controller 64A finds an entry whose first element 78A has the first
thirty two bits matching the first thirty two bits, i.e. the special 6to4 prefix part, of

20 the retrieved destination address, then the third and fourth elements 82A and 84A of
that entry are checked ("EN" and "Bto4", respectively), the IPv4 destination address

_Is retrieved from the second element 80A of that entry and sent with the packet
received by the border router 16A to be processed by the encapsulator 90A. This
constitutes indirectly retrieving the second type address from a predetermined

25 subaddress field of the destination addréss.

If the retrieved destination address is either IPv4-compatible or IPv4-mapped,
i.e. the packet is to be protocol converted for an IPv4 destination, then its first eighty
bits will be all zeros, and the following sixteen bits will be . elther all zeros if the
address is IPv4-compatible, or all ones if the address is IPv4-mapped. Thus the

30 controller 64A checks to see whether its IPv6/tunnel endpoint table 76A contains an
entry whose first element 78A has its ftrst eighty bits all zeros The content of the
second element 80A of such an entry will be all null characters, because no tunnel is

involved, and the content of the fourth element 84A of such an entry will be all null
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and passes it to the 6to4 tunnelling encapsulator 82A, or yet again the controller
64A, upon detecting sLJch a match, retrieves the element 80A of the matching entry.
This element 80A contains the IPv4 address of the 6to4 tunnel endpoint, which was
inserted into that element 80A by the controller (or manually) upon creation of that
15 entry.
In the above embodiment, the local DNS server for the source host 28 is the
IPvé DNS server 24, but in alternative embodiments it can be one of the IPv4 servers
22 of the DNS 20. In such alternative embodiments, although the host 28 can send a
DNS Request message for obtaining the IPv6 address of the host 30 and, by the
20 present invention, establish a tunnel across the IPv4 domain10, the situation is not
symmetrical in that the host 30 cannot act as a source and establish a corresponding
tunnel across the IPv4 domain10 to the host 28. For an IPv6 host to be contactable,
i.e. act as destination, by the method of the present invention, it is necessary for the
DNS server local to that IPv6 host to be an IPv6 DNS server on the same IPv6
25 domain as that IPv6 host, because the DNS Response message has to pass through
the border router adjacent to that IPv6 host in order that the tunne! can be
established. In other words, the DNS Request message has to pass through the IPv4
domain and not stop at an IPv4 DNS server acting as the local DNS server for the
intended destination IPv6 host.
30
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10" accordance with the first transmission protocol, herein referred to as a first type

message, into a message having a format in accordance with the second
transmission protocol, herein referred to as a second type messagé;

means for éncapsulating arranged to respond to receipt of a second type

address together with a first type message by encapsulating that received first type

15 message as the payload of a resulting encapsulating second type message, using

that received second type address as the destination address of the resulting

encapsulating second type message and usfng the second type address of the

interface as the source address of the resulting encapsulating second type message;

and .
20 an interface controller arranged to respond to receipt by the interface of a
first type message from the first network by
examining the destination address of that first type message received from
the first network to determine whether the first type message is of a predetermined
format, and if so, '
25 sending to the protocol converter that first type message received from the
first network,
else,
deriving, directly or indirectly, from the destination address of that first type
message, a second type address for use by the encapsulating means , and
30

sending to the encapsulating means the derived second type address

together with that first type message received from the first network.
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4. An interface as claimed in claim 3, wherein each entry of th_e look-up table
comprises a field for containing an identifier for Identifying whether the
controller is to send that first type message received from the first netwaork to

15 the protocol converter or to the encapsulating means.

5. Aninterface as claimed in any one of claims t to 4, wherein the encapsulating
means comprises a plurality of different encapsulators, -each encapsulator being
arranged to operate in accordance with a respective encapsulation type, and

20 the controller is arranged to send that first type message received from the first
network .to the appropriate one of said plurality of different encapsulators in

dependence upon the format of the destination address of that first type

message.

25 6. An interface as claimed in claim 6, when dependent on either claim 3 or claim
4, wherein each entry of the look-up table comprises a field for containing an

_identifier for identifying a type of encapsulation.

7. An interface according to any one of the preceding claims, further including

30 means for un-encapsulating an encapsulating second type message to retrieve

its payload.
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10/ f >@0% &'néiwbl@SWﬂhfﬁ r(e}wgﬁgﬁay@glgetwork addresses in accordance with a first
addressing convention, herein referred to as first type addresses, and
_trahsmitting messages in accordance with a first transmission protbcol, herein
referred to as first type messages, and the second network having network |
10 addresses in accordance with a second addressing co.nvention, herein referred
to as second type addresses, and transmitting messages in accordance with a
second fcransmisﬁon protocol, Eerein referred to as second type messages, the
method comprising the steps of:
examining the destination address of a first type message received from the
156 first network and _ |
if the destination address of that received first type message is of a first
predetermmed format, protocol converting that received first type message;
else,. encapsulating that réceived.ﬁrst type message in accordance with the
secoﬁd transmission protocol, using, as the destination address of a resulting
20 encapsulating second typé message, a second type address derived, directly or

indirectly, from the destination address of that received first type message.

10. A method of operating an interface betWeen a first network and a second
network, the first network having network addresses in accordance with a first

25 addressing convention, herein referred to as first type addresses, and
transmitting messages in accordance with a first transmission protocol, herein

referred to as first type messages, and the second network having network
addresses in accordance with a second addressing convention, herein referred

to as second type addresses, and transmitting messages in accordance with a

30 second transmission protocol, herein referred to as second type messages, the

method comprising the steps of:

examining the destination address of a first type message received from the
first network; and
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h& () - @3pkdtdrdiifdd totghal 08ndags(itih@ YW@ received first type message in accordance
5 with the second transmission protocol, using, as the destination address of .a
resulting encapsulating second type message, a second type address derived,

directly or indirectly, from the destination address of that received first type
message.

10 11. A method as claimed in claim 10, wherein the second predetermined address

format includes an identifier identifying an encapsulation type.

12. A method as claimed in any one of claims 9 to 10, wherein the first
* predetermined format includes a first predetermined portfon whose content

18 identifies that received first type message as suitable for protocol conversion.
13. A method as claimed in claim 12, wherein the first predetermined format also
includes a second predetermined portion whose content constitutes the second

type address used as the destination address of a resulting encapsulating
20 " second type message.

14. A method as claimed in any one of claims 9 to 13, wherein the second type

address is derived directly by retrieving it from a predetermined subaddress
field of the destination address.

25
18. A method as claimed in any one of claims 3 to 14, wherein the examining step
comprises the substeps of retrieving the destination address from the received
first type message, and accessing a look-up table in accordance with the
retrieved destination address.
30

16. A method as claimed in claim 15, for use when the look-up table comprises
entries in the form of a first typé address associated with a second type

address, and wherein retrieval of the second type address of an entry having
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its first type address matching the destination address constitutes indirectly

deriving the second type address from the destination address of that received
first type message. -

5 17. A method as claimed in claim 16, for use when the look-up table entries
include a first identifier field containing an identifier identifying whether that
first type message is to be protocol converted or encapsulated, and including
the steps of retrieving. the identifier from the first identifier field of tHe entry
having its first type address matching the destination address, and checking

10 that the retrieved identifier is consistent with whichever of brotocol conversion

or encapsulation is to be performed upon that recsived first type message.’

18. A method as claimed in either claim 186 or claim 17, for use when the look-up
table entries include a second identifier _ﬁeld containing an identifier identifying
15 an encapsulation type, "and when there is a plurality of encapsulation types
available, and including the steps of retrieving the identifier from the second
identifier field of the entry having its first type address matching the
destination address, and checking that the retrieved identifier is consistent with
the type of encapsulation to be performed upon that received first type.
20 message,
19. An interface for use betWeen a first network operating in accordance with a
first transmission protocol and having network addresses in accordance with a
first addressing convention and a second network operating in accordance with
a second transmission protoco! and having network addresses in accordance
25 with a second addressing convention, the interface being substantially as
herein described with reference to the drawings. |
20. A method of operating an interface between a first network operating in
accordance with a first transmission protocol and having network addresses in
30 accordanée with a first addressing convention and a second network operating
in accordance with a second transmission protocol and having network

addresses in accordance with a second addressing convention, the method

being substantially as herein described with reference to the drawings.
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‘network having ‘network addresses in accordance. with a first addressing
convention, herein referred to as first type addresses, and transmitting -
5 messages in accordance with a first transmission protocol, herein referred to as
first type messages, and the second network having network addresses in.
accordance with a second addressing convention, herein referred to as second
type addresses, and transmitting messages in accordance with a second
transmission prdtocol, herein referred to as second type messages, the

10 interface comprising: '

' 'meénS'for eé(amining the destination address of a first type message
received at the interface apparatus from the first network to determine whether the
destination address of that received first type message is of a first predetermined
format;

15 a protocol converter responsive to a determination of the examining means
that the destination address of that received first type message is of the first
predetermined format to convert that received first type message; and |

means for encapsulating responsive to a determination of the examining
means that the destination address of that received first type message is not of the

20 first predetermined format to e'nc:apsulate' that received first type message in
accaordance with the second .transmission protocol, using, as the destination .address
of a resulting encapsulating second type message, a second_type address derived,

directly or indirectly, from the destination address of that received first type

message.
25
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