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[ 0001] The present disclosure relates generally to networked conputer
systens. More particularly, the present disclosure relates to usefFEB 2005
aut hent i CHOIBA2%WAd access to one or nore web servers. DesecTpsipnef

Rel ated Art [0002] In a typical web-based server application, access to
information is achieved via a web server, with the application requiring
the user to be authenticated by, e.g., a user id and/or a password) Wen a
user requests access to information _controlled by a web server, the web

server typically has a IogSXﬁxmmmBHQP%E%re whi ch is independent
of previous login/a INFYC OTINRE QC e t hy the user. To
access the resour cesl%ﬁ’ggtgr opriate aaﬁgﬁﬁgﬁggﬁﬁgﬁgf‘%s be presented to
aut henticate the user to the web server. This is conventionally

acconpl i shed by requiring the user ta i nEut addi tional | ogin/authentication
information specific to the new > or by hard-coding a generic

| ogi n and mag@swor d. [0003] Both of these solutions are unsatisfactory.
Requiring the user to input additional information for each access request
pl aces a HOPA&h ofhe peeserslisclosureariated genemallyt fopletvdrkel csnmnet spstemaor ds and

may al so . bal, securjt.y.risk if passwords are transmtted

unencr ypt gﬁ%\é&@ﬁ%ﬁ)ﬁé evaFsi?.n{ @gqlgpéu%rebaéqutpiuéer&p galionapd peceshi@ passwor d
in a scri pineids ndorp&icbneivals. security hol e and does not readily provide
different | evels of access based on the identity of the user. [0004] One
attenpt at addressing these issues is found in the new technol ogy LAN
manager (WWri@hmﬁﬂe@%We”ti cation system In the NTLM system sim | ar
conponents (thé we 0 nd server) assure one another of the user's

i dentity ol8©82] he Imsdypical wehibiased seyvenapiieatiorn; atees fodnforivhsmigof t net work or

to a Mcrosoft \Wndo NT dommai usj.ng a password). This assurance occurs
. F”égl%gvgl m%‘é?%%g%@ffﬂ%’éf%ﬁné 13ng @ezvsqr te paAwtpenticatedy to the
user. Howebigle.g. fdser RYAIATFa PRGN IWRE { P YRRERS Mk &ab ifBh ANy Web

server that is not in the domain or in a trusted relationship with the
ori gi nal dwmioHed iy asvebisaeenithenvehseieen typiealiydas s Jegiw/muthentahtion mi t ed

:Jtn:jla:oteﬁ de L&%g%%u\ﬁo r ?lelg g@}é@%@&\%&? lﬁlbeuﬁ% ?‘%ﬁﬁgmﬁ?gg%g&cg 1%?688 Zu% (r)\e ntication

data. \Whenerchesteregybstthanser eTe ave@sethy S&burces) lagﬁﬁopﬁﬁte@ﬁﬁheﬁt&aﬁﬂn dadependent
network resource, system | ogon and server authentication data is

aut onomousTyStRFRIFseRtpdtp anthenticaigdhr et it tha stehsewer. dbisus senventionslly f ur t her
user interachi®fish irinb SR SR : ith a worldw de
web hypert_exth?r zsansf r Sﬁng?ﬁggﬁggﬂé?éonn%‘%’?ltgn%g%gg@gﬁg@%gﬁ% |y not

concer ned miferimation Ispertific &t thonew mwicb serser, onbphardctodingtaeneielogh andl e. These
systens majntain a password cache in the main nenory of a | ocal conputer
system Th@asﬁ‘ggg%rd cache contains a server name, user name and password
for each SH003] t BB oF&feESSREidAY afe RRASENA! Ri3kin ﬁ&%e {oSapt €d wi th an
access request, network software searches thé pa swo? cache structure for
t he ser ver additiporalinfempation forgagh aeaessoreqinst placespelngdenypri the wsertto t he server to

b . | I St r ' f
ntornet | AP AR BT R bER R B e R o w1 a

parti cul ar passwotdsadre triwisnigéd difeacrypret v thaheorlef Using algeiéd oristitr nal to a
user's conputer network. The firewall prevents the user from accessing

certain ty Bd paseuprdain 2ispHRtrifd PPISRIIAl seqirity pele e deesaiett readdyi pravada
accessing gﬁﬁggpqe‘g% dc@éﬁglbﬁ)sreﬁ‘éﬁ'ﬁ’iesid%f %E‘ﬁ'leflfsgxm accessi ng non-work

rel ated materi al, ese systens are concerned with an internal
aut hori zat {(04Jo aOnestemptmbadiressmgthase fsheshis Chundrie thermesugeholagybe publ i c

d d wth. t [ ' t henticati
i or mat 1 OR AR Tehghr b e dliopuruloeeem i T WL ck o agram

showi ng a eRMYERRLIPBANAhERISFRWsend kDl desiitY She MokkriofdleUdbPy a web
server 12 in comunication with a client 14. The client 14 executes a web

browser 16 i4gatishopnedhe uses issinitisBy antherticated do @ AdicrashBwatwoirkor ez essi ng

resour ces WicOuah WiURRTE RS (b THRVER) ST ook GUUEL ©S User




- 2 FEB 2005 WO 02/12987 PCT/USCL/2: 120G 3 data to all ow access to its
resources. The web browser 16 and web server 12 exchange communi cati on
signals in the HITP format via comunication |ink 18. 10009] _ F kopFw i n
the art; §gfyphosnave been used for data caching (retaining. 2/2@&? It is
first fetched In case it is needed again), and as authenticatlo vers
for incomng traffic at a "firewall" (that is, conventional servers accept
or reject user authentication). One exagmle of a server is an adverti senent
filter which resides with the browser on the same conputer, and which can
renove advertisenents fromweb pages. Summary [0010] The exenplary systens -

and net hod t hi | r Vi sgever,. whi,.ch i s i ndependent from
ot her appl ?"C%Hﬁ]ons‘?a‘féhgﬁ%h@i%atﬁ%g%e\?b?‘gg’gg?fv@ﬁ S}éﬁ'&] %ﬁs@ﬁg‘ff?"&?ﬁt ically
i nt er cept s aatheténation &4 aonwetespres tisat fis wninvie NP dveam ovih 6 ruste@ | nt ended for

the browser. The server responds directly to the authentication requests by
provi di ng SIRHRESHIPRER the ‘H‘é‘%ﬂl g%‘E}é‘Fi- us,ithe NIEM guthemiication systean sefswor d,

transpar enilyitelQuiiiye user. The server may interact with the web browser to
request the authentication data, but preferably, |ocates the authentication

data on t hd088&} enOihrer copantivnal gystdres dsoproeideanckssto mdepetidentéfickk The

aut henti cation sche ccording to the exenpl ary.systens and net hods of
this discl CEAPERMY Eprgmpiing Hhepser Eaﬁﬁﬁgﬁ%ﬁlﬁ’_}/%%t BB aiee sitits with a
singl e aut hedeiveCailidePFoqRe RGeS Mites andh@pehdent ARV PQotRE, gga%‘ 18gPaf Of
system use. Further, because the server perforns authenfication on behalf

of the userservenauthenticatiomdaie isautanemouslssepplied ta theindependend medrk esour ces
usi ng auth Leat | . : ted b he browser., [0012]
These and g?%g?&f%@ibt%ggs%@%ﬁ a(glésr}?%‘yes\}tégﬁgés&sgg%‘gé?eémg?%mﬁ%éri bed in
or are appawitini wiorldmiddreeb hypeptekttgandfet pioked] etedsninfent, ARd afe gexeany acy

enbodi nent s. -T—Fﬁ BEQ %{?l 05 WO, 02/ 12987 PCTI US01/2: 120C_ | 4 Bri ef

Descri pt i orf°BfeTREEWER 2RHhsgYcation Iprmationbrssdondhe yerr saples ThesesyEemSscl osur e
w |l be desgii | ' | ' firgur es

wher ei n: ﬁ%ﬁ‘ﬁ?ﬁﬁ? 8&S%F§b%h%#o%gn{i aglrélgl%gg?ﬁaglo%%ﬁc\?gﬁul&ég\r%%#&ﬁelrﬂmgr Kk

i ncl'udi ng apagsword cackscsontaimnuserca namg, uset tanze aneprsswvordfoseach eeryef t0GE5] Fi g.

2 is a block diagram of.a, netwo i ncl udi .2 web server .in.co ni cati on
qith a1 aoBathr Epaticisn it Whehd Rl i e S WebrePe kPl 5 o &
flow chart g@wardédafthes tiRRBIWGR Yadke shachu@ifortkhe 88S/eNsthentication

information before passing it on to the server to be accessed.

[0007]  Other conventional systems restrict a user’s access of Internet information
based on a rating category and/or ID associated with a particular terminal through the
implementation of a firewall internal to a user’s computer network. The firewall
prevents the user from accessing certain types of Internet information (e.g., prevents
children from accessing obscene material, prevents workers from accessing non-work
related material, etc.). These systems are concerned with an internal authorization to
access remote resources (Which are presumed to be pﬁblic resources), and are not
concerned with a system in which authentication information is required by remote
servers. .

[0008] FIG.1 is ablock diagram showing 5 conventional arrangement of network
system 10 including a web server 12 in communication with a client 14. The client 14
executes a web browser 16 which provides a user interface (not shown) for accessing

resources through the web server 12. The web server 12 requires user authentication



resources via a renote web server froma client in accordance with the

di scl osure; and [0017] Fig. 4 is a block diagram of another network
including a web server in comunication with a second exenpl ary enbodi nment
of the disclosure which allows a proprietary authentication s_c?er_rg tmme
used to tv(ugg /&gg both user identity and. other credentials. Detail g ,
Descri pti'o f B8] FIG 2 is a block diagram showi ng a neP&BSIEBI2MMC] udi ng
a web server 22 in conmunication with an exenplary enbodi nent of a client
24 according to the present disclosureg The client 24 executes a web
browser 26 and a server 28. The web browser 26 is in comunication with the
web server 22 via the server 28 through conmunication |ink 30. [0019] The
server 28 js .a_programthat provid aut henti cation service to the host
devi ce or d&faﬁ&aﬂ?gl CET o ﬁ? B%PBWES,' ﬁﬁ&?hggowqqé?@éﬁd Webweer Weexcimpgeser ver
28 can. 1 UnborirhdafBn sitinalsSH WRSHT TR Goidtak i bonfhuribition Bk s, 28 My be i nvoked
by a higher |evel program or device suc'h as the we rowser). Preferably,
the serverl0909] s Asiskeavmin thhertssemersdiave becrassetiifer dutbcdvhingyestaifhg SO as to

be able to.teadily.acc t he er.s credential s resident on the client 24.

The ser verd%‘gﬂésn %}Sgt?rgfg%ftﬂ‘;ﬁ i"ﬁ'géssg ﬁ%‘% Paediegggaé’lﬁ’ PSI((H P%?%mtwg@ww for | an

i ndi vi dual fobimeu@ty teiTHE af a ERAwallk 89205, dofvddien &%m#@arcxe@[???ﬁémgér of FIG
e

2, the server 28 receives user authentication data from rowser or
oper at i ng @henHeatioa) one examople of aseer is an FiBrizspoeEnyGitéd WhitR 8Ritles with

PCT/ USQOL/ 2. 4 re. f ex l.e on the client 24, and

aut onat i czzit}'l ¥ él%gﬁgr@r%%\gé%re é’r?fqpﬁg/)l{e(’tagag’ﬁ’é&{@&m&ﬂﬁ? 64"3&389@8?8%0&? ¥ePdes this
data to thsgeeb server 22. It is to be understood that the authentication
data nmay be stored anywhere which is accessible by the server 28. The
server 28 intercepts all authentication requests encountered by the client
devi ce 24 when conmunicating with ag server 22. For each request, the
server 28 determ nes whether it is Cm%r}red to respond to the

aut hent i caj0048] r efGheskemphny systemsvind infietliods € tif e delos1A8 phRGdd £se@ver St OF ed
wthinits giev\ﬂ.r.e ourgeles;) or can obtain (e.g., fromthe web browser 26 or
ot her resoliPERL igfenepdent;ffom pthey spnlications; igh aga npavark savep Andiwhisht o r espond
directly t ; ; b L i i er 28
det or m mes PR RREIUEE theh GANGR HOReRL B et @vdiunleh & fdBRy U0, 5°,
hyper t ext for thedfrewsqur dthe setvex tdSfidads diredikyrit itteedutieentieatidnaegeestsdyy. , by savi ng

.the original. HTTP request r augthepticati,on and jntroduci ng an
aut hori zat Pr8ﬂ1dﬁéga%g}e“g&cwpq ‘ﬁ?ga’lf‘?: a %P@Béh‘?@&%aﬂ@%ﬁﬁo@avaﬂéﬁﬂﬂést) with

the vieb Seioufit ugd. hé QpLi ) Iiterid it BOSRBBRM e 1d Rehdlpaued browser 26. I
the server 28 is not configured to respond to the reaues , the request is
passed ont @uthendiceiedn databsib prefgablylocitesthy authettication d4te onslss syster nput dat a

t o aut hentj cat he user for cess to the resources controlled by the web
server 22.ingﬁlg(éfaémt’ﬁ%es?fggﬁéﬁortsg"%cess a second remote server (not
shown) , wh[oo1fray The aagfattaioftckinid acdoRIREAB the SFRiflar QYiteRs Md Syst em (not

shown), the server 28 is capable of intercepting any authentication
request s ofetieAnef this disddasure alleye e yset to agpessusraryws protentsd wedolrcopwithtae

subst anti al; ] e g ndi,hg tQ the first authentication
request. | %ﬁl%e I%ﬁth%@%%%po)?g)g? a? g%’ %‘I ﬁ%@ ’f’ﬁ%g‘g‘%gtpggmﬁﬁs Fasgeé?igf%&‘?%“ﬁeet er ni ne

whi ch web Batheesbechuseshé sresraetfongs mthdnticitibnUnDehdE of B ef, HigGlsef@ina. Thus,
an exenpl a{)%/lﬁaut henti cati on method and system according to the present

di scl osur e bapytheidicated 4@ pcaess protested sprpprceansing athenticatiemetheds that are

aut hent i cagd,, Qoﬁ@d'ﬂ;ib%%r&ﬁ?{ers with a single sign-on procedure. [0021]
Wiile the first exenplary enbodinent illustrated in Fig. 2, shows the web
browser 26[QMHR]t hélteee erd ober featuresaad advantagehef this disdlosdde aretdescsibedihe

appreciated that th onpongnt s. of e client. 24 may be | ocated at distant
portions of" geﬁpgaft?lﬁﬂfﬁng%‘%% ,deiagl@ﬁ%gsgngtuplbegpxeé}pggyﬁg} MpEnisy i de
area network, an intranet and/or the Internet or the like. Thus, it is to
be appreciated that the conponents of the client 24 - 2 FEB 2005 WO

02/ 12987 PCT/ USA / 2~20G 6 may be conbined into one device or collocated on
a particular node of a distributed network. As wll be appreciated fromthe
follow ng description, and for reasons of conputational efficiency, the
conponents of the client 24 may be arranged at any |location within a

di stributed network wi thout affecting operations of the system [0022]
Additionally, while not shown in the figures, it is understood that the
client 24" may al so include one or nore input devices such as a keyboard, a
nmouse, speech to text- converter or the like, display devices such as a
conputer nmonitor, a display on a PDA or any other device capable of

di splaying information to one or nore users, associated controllers and 1/0

)
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rcTnson~~u~B 2005 7 disclosure. The control routine nmay operate wthin

anot her hi gher level control routine. Thus, while the control routine of
Fig. 3 ends, it is understood that control may be returned to aofFpgr %g
hi gher | Q¥gbyHegdrol routine after that control of routine finishes. E 27]
Initially, it 1s assunmed that a web browser has been | 0ad®§T§OVHROG st
devi ce and that the web browser user has been logged in and initially
authenticated to establish a user idengity with the server. The control
routine starts at step S100 and continues to step S102. In step S102, the
control routine receives the access request fromthe web browser and
continues to step S104. In sten S104, the control routine sends the access
request to the web server éiﬂgﬁgﬁﬁﬂﬁgg%ﬂiQﬂégéﬂﬂgga6. In step S106, the
control routine receives the response fromthe web server and continues to
step S108. [0028] In step S108, the control routine determ nes whether the
response M@¢ldst sEzemplary embodiments lof thei disciostpe $il0Be désbEb&bintde@l], twalt | ne
deterninesﬁ%hat he r onse. does not, request authentication, then the
control rd fq%?f%ﬁ%égig”@gg FéherSifiere control returns to the contro
routine tija014nvokgd 1698 beRMdirar 084 bR Rfiohdihetwrk 'ir(c’lud?ﬂq%@%% . Instep
S108, the control routine determ nes that the response requires

aut hent i c Prowser comammnidasing ovith afemotawemsergemt i nues t o step S110. The

request f hegti gat i eived.in step.5108, may, be in the form of,
e.g., oneﬁ?%r eBW\%Vl%ﬁ?’ﬂoé’?ﬁ l%%oﬁ@gmg}nq}wﬁ@g@wqﬁwvgq@t ocol , which
perm ts tRemBiNitiohGviBPS Girdt ¥xétiflatyVdfb FMmbMRIThOdis@bdagnt i cation which can

be accepted. [0029] In step S110, fhe control routine séarches the client
for aut hedP9P6k i n§ig. Ariop Flow durtoutindngr exessplany methed efacBdskg The

aut henti cald i.of.or mat | e.stored in a databas. irecily associated
with the gééro\gg:re's gria %ﬁ%&vﬁg E%/eeggfgrsvgr %%nllaocﬁiang@ aicgorggncg\ygﬁ} 'g‘ﬁ Idgct"é‘}/l'teh%n erver.
In step S0@17} heFunuatis ablddltmégﬂﬁndfhﬁtﬁéﬂ&@wmﬁaﬁ&m% BvedbUeRRPH Cating

i nformati on has .been found. If, in step S112, the control routlne

det er m ne<CompaHNi¢ationvitha seqond exerpplpnembadinent dfike disdosurowhith allows t he

control r i i ho er, in.st S11 t he
control 1 adrrpica hibRateh heRe B o mARRE b iR ARt R0t
found on tcdnedentialent, then the control routine continues to step S120. In
step S120, the control routine requests - z FEB 2005 WD 02/12987

PCT/ USOL/ 2a2(1 G aut henticating information fromthe web browser and
continues to step S 122. If the p&%ﬁﬁ&ﬁ:tﬁ}ﬁt henti cati on was provi ded as
an aut hentication header in HITP, er provides the browser a
returned J00M8}i zFGod iswbliek diagtahshiesityy a astwaiik DO iidhwitd Hweb sdsoer 22
appropriat.e to the aut herltbi cati %iT rreitnggg_. I n stg‘p S 122, the control
routine rdBSPPEMMICANOD Y1ty an exsrplaty gmbadimsnt of 8 glient 24 aeterding tase and

conti nues et @RcIShie: ThORAGH: 2 exShiR aShddiorobile: SOMI PlodBURT P 0Vi des
t he authenticating information to the web server and continues 10 step
S116. | n swepbrewser 26 isén commmuicationwith¢haiwele seiverc2? vib didservenes gasuglas been
gr ant ed tooé pe resources, by the web server. If, in step S116, the control
routine det 8%1%11 %1 cess has been granted, then the control routine
conti nues [0019) ep Thek8rvet D8 & EftoShiBihat 116 videH hktBéntlcadH %&@{o%@%o&lopt rol

to the control routine which called the control routine of Fig.
however , i9fviaees other dclisnbipregrams ojuch asithiervecboerowseri 26 Fhe sérugr 28cangen,has not

been grant . d j ntinues to.step.S124. In step
S124, the \?%H%l% gﬁgﬂre éﬁ%fsﬁg%%‘%éf’ g@gg&ggr fegr)?lgy oY }§%g§ﬁg‘1@8me?’ﬂues to step
S118. [ 003frbgiaim ot dévide(saxtpdsethé aeleBrowiat). Pheferibly) Bhaepfer 08 id 186t &g Nt

di scl osure_are rﬁadlly adapt abl e tq _many types of aut hentication schenes.

For exanpl the same deyice pnthey RV 28808t ibe abledn rendilz secesatheaser’sat t enpt
deni al Wi t fed@MidRSEsilt tﬁ%ﬁ@@ﬁ% o4t TRQsér@ér%@@#)&eQ&aR@qu ﬁ%&ﬁ%@%ﬁ att enpt
wi th authentication information), sonme types of authen PCaton may require
addi t i onal indivaghsal s@ver fox ammdividhal bumwsenandiot dsent i cat i on protocol is a

chal | enge- ns t henti.cation,(such th revi Qusly, descri bed NTLM
t echni que){dﬁ?mv\hi ﬁﬁ‘?W@W@Wte@?\%%“?gwgﬁlc?eﬁ‘?eg?%%ﬁ‘?"F}V&F“?eéquest f or
access f’indalitﬁaﬂi%ﬁﬁ&éﬁb'ﬁ%ﬁiﬂﬁ%bﬁ&oﬁ%ﬁﬁ%ﬂ&ﬂiﬁoﬁc&l&%ﬂ request for
access including, e.g., a network identity, and issues a challenge. The
party requesting access responds to the challenge, without transmtting a
true authentication token (such as a password) over the network, by

provi di ng sone indication that the requesting party knows a secret shared
with the server. For exanple, this mght involve the server returning the

chal l enge in an encrypted form where the nmethod of encryption indicates
the requesting party's know edge of the shared secret. In other words, the

. o o - ey - g, o " o




ot her users. [0033] Thus, it can be seen fromthe foregoing description

that the authentication nethod and system of the present disclosure

achi eves numerous advantages. For exanple, the user.can access PUFER 7085
renote Wiy §84€f S W thout having to provide authenticati i ion for .
each renote server access. Further, it should be - 2 FEBHE)&g&%@{)ZI 12987
10 PCT/ USQOL/ 2: ~20G appreci ated that because the server perforns

aut henti cation on behal f of the user, the user can be authenticated to
access protected resources using types of authentication nmethods not known
to the browser. Thus, the present disclosure allows the user to be

aut henticated,to web serv sing a protocol] (e.g., Mcrosoft NTLM or a
propri et areiﬁega’?q‘?eﬁﬁe&%mp]@ﬁn %&Eﬁ%g?” %dtar\lt%n%WBﬁ)ééﬁd raspargpids (tadhe suppor t
this prot Qg&l anforSrowdie] H6HAEs MRVARR I hE Wey%ﬁreﬁﬁi‘y.aﬂtisat%%e%ﬁﬁxgﬁmﬁcm eved
~without structural nodifications to the browser. "Nunerous othér advantages
wil |l be r dhatithgauiherdiceinon dasa tiay be storedamjiwieere/which lid adcessithebyilte. sef@p34]

Wi l e the gb di [ .t ti ft f
"t or copingrech ot RSN BHNFRIARER SEPEH TREURERO PVt |t 1S Lo
be under St&oﬁebhﬁh&%nﬂﬂddiéﬂﬁ}xg%twi web Serlv&l 73, "Fo‘?te%hﬁt%glggs%ﬁﬁe 4364 Jgh this

di sclosure is intended to include other nethods, suc iltering and

moni t or i ngletemmines nyhetlier #tis oonfigueedtoanspond to thentithentivation requestt that By owser .
The only Iiﬁritat'on to%g kacec{ upgon..t.he definition of the term
"i nt er cept VAR REFPTYH ﬁWag edg‘s%?‘ggdwg“f‘étsﬂ@ﬁest%ﬁes W8P Q8 -&er ver to

aut omat i Cafdri WO Bbwiser ZESURBdrTeddiced UnBOtlientdd R EaLM afhileMiutiog MOt €
server W thout passing such request along to the browser if the

aut hent i cadatate respoadidéreeliniol thoweb serven? mguiring anthehdeatiopr Bithe seryef 28 such

informatio f Nols i sihl.e.. Addit] onall the termis
: nt endedI t(({)ét%r%lc Ségﬁtlﬁlg%%%%tﬁprggp "'Pgé&ﬂ?ﬁ rﬁaﬁeg{, Ftec(?ﬂglg%ts ?B?’Peif??{ﬂ]elnt i cation
data from tediefer prorbeol SHTTRY adthehtidasai aghangd @fg., byneviap iidorgzinAquEse f or

aut henti cati on data al Qnagi to the browser after the server has determ ned
that the JGanshiar@ythenticalign and ntyoducipg a apfhotizatipa;headsr avitly the 9sr’smi | e thi s

di scl osure Qfe?ﬁi%@ﬂ%%d&%ﬁ?esit)&vgﬁl?ﬂie%@& %e?‘gkg\ggiaﬁtyé{éﬁcwl | {1 c enbodi ments

outlined a%ove, It i1s evl nmany a I cations and
vari at i onstrarsparapibyateetht web brdvesee 26 Kif the deriver 28hie naf donfifaredntd resgbird td he

preferred enbodi rreg{s of the discl osgre g% set forth above are intended to
be il ust r&f reauesty efaquest 1[iPassHd ontodhe ¥ish betvkvheS Wch may msacibenout

departing : b { i 7 11
REPLACEI\/EI\I‘IRI'S%%{P?EIE?'&E&%é @E&émge%g%ﬁ% Rieyi Sﬁ%@%&@gs&%ﬁﬂg@ ?’%%1 A

met hod f or wpb eariveli 22y Shonldkthe user vdsts ta avcesstamecdndrresiote sessr (motskawr)] by a web
server, the t hod, conpr.i sing; requestin ccess by a broywser to resources
protect ed BYC ‘V@gbes%srqg‘é?t,eé Wﬁq‘@rs@‘g‘fﬂqs’??ﬁm e&%’éﬁ?&rlsy terp (aQfshewn). Bg i on dat a
from the Wehv&eiRus tadald Tantef@PESY arfl adth R NE &@fegkggigfﬁl}glhg%oﬁ@ devi ce

as the browser, the request for authentication d g a hypertext
transfer psesondsimeteséren mchwilbepenasa debstantietly asiescribeddbeve for respondmg ce has

t he requesj e uthentication data; a roviding.t aut hergi cation data
fromthe séo_rtgs %’IT.t & ?}?E&W@BH §eeqp\%t_r I ijhga@é?ﬁlﬁf‘%gw&g&? REVF ’é?ﬁiedto

aut hent i catéterfinidld isthicl Web seivdrenis iftafacOs Withtol pRévidéline Godedt@afh. Ofhud, user of
the browser. 2. The nethod of claiml1, wherein the server provides the

aut hent i caf® exereRlery ahengeationimethodandesystons accarsiing @i theypresens disglasnreext
transfer p ( ?aqlﬁr . %ﬂ' . Lh the
aut henti caE1 ﬁ%\ﬁé;gg%ear%? Bé 1?%@1?&#1% uaé‘éér %Eﬁarr&ﬁgé%eﬁ ﬁ%% 1'G nrgl‘lh}ﬁ) r %‘Felr%n. 5.
(Cancel ed) with a single sign-on procedure.
[0021]  While the first exemplary embodiment illustrated in Fig. 2, shows the web
browser 26 and the server 28 collocated at the client 24, it is to be appreciated that the

components of the client 24 may be located at distant portions of a distributed
network, such as a local area network, a wide area network, an intranet and/or the

Internet or the like. Thus, it is to be appreciated that the components of the client 24




6. The nethod of Claiml, wherein the step of providing the authentication
data includes providing a hypertext transfer protocol authorization header. |
7. The nethod of claiml1, .further conprising: detecting an access deni al ‘
i ssued by the server in response to an access request; provi6i Qgf 005
suppl emeM@P2/RI¥hent i cati on header to, the server; - 2 BERAiPR.n

02/12987 PCT/ US01/ 2: 120G 12 detecting the suppl enental authentication
header; and responding to the suppl enmental authentication header by
extracting the authentication data, an@ forwardi ng the authentication data
t.o the server in an authentication header. 8. The nethod of claim1,

further conprising: requesting access by the browser to resources protected
by a secombyerconshinglintd sHealevRRldr B6I . i gatign data from
t he second web server to the_bromse?lg?kgﬁgﬁ§%¥@§$?ag%@g&%fﬁﬁﬂgﬂﬁ%ether t he
dovi oo haRet ke dsoiiteaapresistad-fiom tist follhwirgateseriptiva aefor @6aso@ sk pr ovi di ng

(e Sut etk R IB SRSt R0 fSkend se srver 1 the
e 0o R e a s e i ety e
T R T T R

| S o e e Lot aueR iR Ao SR,

aut hentic R 4% Yhenflevice sapable eldisplaying infpemagionito ohe desoretsersyi ng t he
chal | enge assdciate el he encrypted formindicates a
A0 od DL Ao

shared secret. 11. The et aim tFl'e web browser is a
non- NTLM 0@%Her Asshawreiniip. 2¢heelient 34 tnalyBeinpRineRited using a

programmed general purpose computer. However, the client 24 can also be

implemented using a special purpose computer, a programmed microprocessor or
microcontroller and any necessary peripheral integrated circuit elements, an ASIC or
other integrated circuit, a hardwired electronic or lo gic circuit such as a discrete
element circuit, a programmable logic device such as a PLD, PLA, FPGA or PAL, or
the like. In general, any device on which a finite state machine capable of
implementing the flow chart of Fig. 3 can be used to implement the client 24.

[0024]  While not expressly shown in the figures, the client includes memory
which is preferably implemented using static or dynamic RAM. However, the
memory can also be implemented using a floppy disk and disk drive, a writable

optical disk and disk drive, a hard drive, flash memory or the like. Additionally, it |

should be appreciated that the memory can be either distinct portions of a single \
memory or physically distinct memories. |
[0025]  Further, it should be appreciated that the links 18, 30 and 50 can be wired ‘
or wireless network links. These networks can be local area networks, wide area

networks, intranets the Internet or any other distributed processing and storage

networks as long at the network uses HTTP or other Internet or distributed processing

protocol.

[0026] Fig. 3 shows an exemplary control routine for providing access to '

resources controlled by a web server using a server in accordance with the present



WO 02112987 13 R-PLA. ~CEM-1~1'r S| ~I ET PCT/USOL/ 2.t20 FEB 200 12. A system

for providing access to resources through a web server, the system
conprising: a web browser adapted to receive a user request for access to a

resour cagéi@é%ggz web server; and a server adapted to pass the- &aﬁh\%g 0% st
r

to the , to automatically intercept a request P&T/UHIE | cat| on
data fromthe web server to the web browser, to retrieve the

aut hentication, and to provide the retrieved authentication data to the web
server, wherein the request fox authentication data includes a hypertext
transfer protocol authentication header and the authentication data
includes g role of a user of the browser, 13. The system of claim 12,
further c%ﬁﬁ?ﬁ‘%‘?- ngrsorelroytise may apeetewithionnothathigherdeved cottrel The system

of claim : i ' .h apted to proyide
. authenti crg’t% e al;é'é&ﬁggl(g?g%ﬁglgmp g"‘%&?ﬁég E’ﬁgh@ éflm’gﬁfsﬁcglr‘?tt}/’%té’f’flgﬂl header
froma fimapbe tatuntdito aethes Bigher levélconttbErotiisd A8 @at b@kdrddineher ei n the

server is_further adapted to request the authentication data fromthe web
browser i fUSEES- server cannot retrieve the authentication dat a, and wherein

the web b rigSis FI"BJ Hest, ti l.an a froma user, and
to provi d!a th ug@;ﬁgﬁ?&?gs aue'[dﬁ&elnt | c%ﬁ%ﬁg%aqag%%eg%ﬁ%e%ts%}@8?‘9“16. The
syst em of dedice and1Rat thaeetebrowtsheusee hashech $ogiged invexd iatiany adihemtiqatMbde t he
aut henti ca %ﬁn data.&/ for [Tgtti ng a response according to a ga/pertext
transfer fﬁt‘ léléﬁlu?eri_ R H éh%W?righe?ﬂ@@M@mS@ﬁS@F&fﬁhﬁi ) aher ei n t he
021 12687 RIS g 10! eStel 8302, sHERHo] G RRket BPOIFALLE reedtc o1 i ot
Cl ai m 12, framgheiveb btavsseanderontinuésitotsteprS 10dajhi steh § D04 ties/éoirol Fofitine

authenticati.on data in a hypertext transfer protocol authorization header.
21. The sYEERMeHCEH fﬁ%?%éa,/ &ﬁ]‘@‘gbﬁﬁvetrﬁéggﬂt%% tostep 3 109 An 5666 t 0 det ect

8 Supp! enaielodhirdl bl febattdsaic RABEIRE A oGy dbERRAEhd SorldifesidRRie et a
t he aut a

aut henti cati on header by extracting entication ta and f orwardi ng
t he aut hefil®®ation data to the server in an authentication header. 22. The

system of [(fdﬂ] m ]Iﬁ ’ste}g@q E)g,' tﬂe Egrﬁrcgl%glﬂlensetde{eormr in%f@.J %v gt Eerl &%trles%gnsqeza;[ec?uests

authentication. If, in step S108, the control routine determines that the response does

not request authentication, then the control routine jumps to step S118, where control
returns to the control routine that invoked the control routine of Fig. 3. If, however, in
step S108, the control routine determines that the response requires authentication,
then the control routine continues to step S110. The request for authentication
received in step S108, may be in the form of, e.g., one or more WWW-authenticate
header(s) in the HTTP protocol, which permits the server to specify the type or types
of authentication which can be accepted.

[0029]  Instep S110, the control routine searches the client for authenticating
information and continues on to step S112. The authenticating information may be
stored in a database directly associated with the server or anywhere else as long as it is
available to the server. In step S112, the control routine determines whether the
authenticating information has been found. If, in step S112, the control routine
determines that the authenticating information has been found, then the control
routine continues to step S114. If, however, in step S112, the control routine
determines that the authenticating information was not found on the client, then the

control routine continues to step S120. In step S120, the control routine requests



includes a challenge ta the request faor access and wherein the server is
adapted to provide the authentication data in response to the challenge by
returning the challenge in an encrypted form wherein the encrypted form

i ndicates a shared secret. 23. The system of claim 12, whereip REfe 20850
browser wmgo eo/id9g NTLM browser and the web server is a NTLM server. 24. A 1
system for providing browser access to network resources BFOUSEYV2300y a web
server, the system conprising: nmeans for requesting access by a browser to
resources protected by a web server; ngans for intercepting a request for |
aut hentication data fromthe web server to the browser at a server |ocated

on the sane device as the browser, the request for authentication data

i ncl udi ng . te transfer protqcol authentication header; neans for
det er ni ni ﬁgth %t% ﬁ%g ﬁ#ﬂ’é“%?\?i’foénﬁ?fsw& Opsef Aed centinypstie sep Sa22.dAthdat a; and
nmeans f or reguestifell avghdnficatst WeNbloGRIcH Qi‘mgﬁitﬁm{tirc&%xf ﬁ%ﬁ%ﬁ{&@hné,ﬁ]é Lhe web

server if the device has the requested authentica
aut hent i cSgVEProddes thebrewsen g returnsd euihbrizationdicaddr foewed BYEET - WO ‘

02/ 12987 = ~~FEFT . EB 2005 PCT/USO 1/2-t201 25. The system
of claim %ﬁt}l&\;\fﬁgﬁéﬁdl&eﬁgp %%’PE‘@ES%% \ﬁuﬁﬁgt‘?%né‘%ﬁth%tm D22, that a byy

f or mat t i ngorrol eSpERIEceER AhtHeAlcdtRe fnil E¥dm rof ocol . 26.
(Cancel ed). 27. The sg/st em of Cﬁ:ai %1 24@@\#&& nhﬁ‘gé‘gﬁ{%"%ﬁﬁ ation data

further iRentipYestosen Slifentification information. 28. (Canceled). 29. The

syst em of rggapim 34. rai j . the ans for proyiding the authentication data

i ncl udes Fmaaﬁ%; fé?l SE)Efowl?f %ge C&“ﬁ&}’”ﬁ‘&%&”@% ¢ @hthenticating infaumation teat i on |

header. 3the vidbesesyes trdrcodtimtleniontdds 1 1ot 465 S ERITRId Sdt@i rJBRRS for detecting |

an access ,deni.al issued by the server in response to an acceéss request: 1
}
\

means f or FFRIReS Whe CIsAe5EAsdYe heen grantediterthe casbiuwns b dibewelt ertene ISRy ver ;

means for si@dekerd ithdcd | Nt A henti.cati on header; and neans for
respondi ng ?o t He sﬁpp é?r%{ﬁ?lael aut’ g%ﬁ‘:%%ﬁcf’ J‘aﬁi’ﬁﬁéﬁaﬁgﬁ eheR et i ng t he

aut hent i ceeritwhraitine continhich 0o step i1 0 InhgepSitIiReMei BALHLY ﬂ%%t 0. the server
in an aut he%gﬁg on header. 31, The system of claim24, turther
conpri si n§o CeQpirplIQuRg Whishga e pontrd) goiimewd dig.t30 If doweveres

pr ot ect ediitesis PRY; AiboffB] RRtHE etermines that access has not been granted, then the

control routine continues to step S124. In step S124, the control routine generates an

error message and continues to step S118.

Ji

[0031] It will be appreciated that the principles of the present disclosure are

readily adaptable to many types of authentication schemes. For example, rather than a

general authentication scheme (access attempt, denial with request for authentication
information, and new access attempt with authentication information), some types of
authentication may require additional steps. One example of such an authentication
protocol is a challenge-response authentication (such as the previously described
NTLM technique), in which the remote web server denies an initial request for access
and requests authentication, and also denies a further request for access including, \
€.g., a network identity, and issues a challenge. The party requesting access responds
to the challenge, without transmitting a true authentication token (such as a password) |
over the network, by providing some indication that the requesting party knows a }
secret shared with the server. For example, this might involve the server returning the

challenge in an encrypted form, where the method of encryption indicates the :
requesting party’s knowledge of the shared secret. In other words, the requesting ' i
party responds by demonstrating that it knows the password without identifying the |



2 FEB ~Oi ~ WD 02/ 12987 PCT/ USCOLl/ 2a20G | 16 nmeans for intercepting a
request for authentication data fromthe second web server to the browser |
at the server; neans for determ ning whether the device has 2%29{?5“ |
authentication data for the second web server; and neans for®| | g the |
aut hent i W@w20a98dat a fromthe server to the second web serpefusdiihte devi ce !
has the requested authentication data. 32. The system of claim24, further \
conprising: neans for requesting the authentication data fromthe browses
if the device does not include the authentication data; nmeans for receiving
the authentication data froma user through a web browses interface; neans
for providing the authentication data fromthe web browses to the server;
and nmeanspdseword: GRtidléxegnilitg eatbodRndnt 68 tHiOMissahae EaomR frﬁiﬁ?ﬁgﬁt&?(’viﬂmo the web
server. 33. The system of claim 24, wherein the request for authentication
dat a i ncl WifyPs ot phendication seheme. hychaying the servacinteespsand mﬁpmdlhonl It he means
for provigd ' d N response to e chall enge

p HUHAG oF }(l)ér BowRkE RERd 55&)%& 0??1161 ﬁﬁécﬁ&%lr? ?ﬁ%vﬁs, ggrcetx?%

i
i ncl udes neans ret ur ni ng & o apsenpf anher ei n

the encr ypereN T brawsdk cedusisenticab dEE tSENTEM stder FiSpA¥RLPRE usk ai M 33,
wherei n the WEE browses 1s a non-NTLM browses and t he web server I's a NTLM
server. 3%dWH ‘?‘Hﬂﬂqﬁg‘faﬁ’(‘?ﬁsgqt@f?&&é"%di a conprising: information that

requests S : WSER I R5Y rQtected b we rver;
i nformation taat taE%‘{%taﬁleé}{':epts é‘bgré\ques#ﬁ%goﬁh%ue?" @R[ﬂg?ﬁgﬂxﬁfgfgﬁﬁ?om t he web
server t ocligné4bimarmeniaate with dhie/presdno datlosure WwidlCallowse: éﬁﬁgﬁ_&@ﬁyas t he
br owses; Z005. WO 02/ 12987 PCT/ USQL/242(1G 17 information that

) 5 FE - : .
det erm ne%um’é‘c"ﬁé?n 9hemedp hie usesfo shansferbath aserddendidy and ether credentials

such as the user’s role to the web server 42. The web server 42 includes a filter 52 or

other suitable plug-in which is in communication with the server 48. An example of
such a filter is an ISAPI “filter” plug-in used by Mici'osoﬁ. When the filter 52 detects
an access denial by the web server 42, the filter 52 adds a header specifying the
proprietary authentication scheme name to the set of headers sent back to the client 44
by the web server 42. As described above, the server 48 intercepts these headers on
behalf of the web browser 46, and determines whether a proprietary authentication
scheme is necessary to access the desired resources. If the proprietary authentication
header is present, the server 48 responds to this header rather than the other

authentication headers. To respond to the proprietary authentication header, the server

48 extracts the user’s token/credential (which, according to one exemplary

embodiment of the disclosure, includes at least the role and identity of the user),
reformats the token for transmission in the HTTP protocol, and transmits the
reformatted token to the web server 42 in an authorization header. The filter 52 then
accepts the authorization header as authentication for the proprietary service, and also
assigns the user a local web-server identity from a set of identities known to the
server. The local identity can be unique or a duplicate identity shared by one or more
other users. V

[0033]  Thus, it can be seen from the foregoing description that the authentication
method and system of the present disclosure achieves numerous advantages. For
example, the user can access multiple remote web servers without having to provide

authentication information for each remote server access. Further, it should be



avail abl e; and information that provides the authentication data fromthe

server to the web server if the requested authentication data is avail able.
36. The information storage nmedia of claim 35, wherein the information

whi ch provides the authentication data further conpriSes inforret iFdB #B8k
formats AVOOYpEZe according to a hypertext transfer prot FEy so?i7z'4 The

I nformati on storage nedia of claim35, wherein the authentication #%t a
includes a role of a user of the browser. 38. The infornmation storage nedi a
of claim37, wherein the authenticatiohddata further includes user
identification information. 39. The information storage nedia of claim 35,
wherein the request for authentication data includes a hypertext transfer
protocol appieeiatddcthbi ieahRaBeserv | i nedi g, of claim
39, wherein the information that&%fgfgﬁgse%lﬂ%ﬂg%élﬁ@lnﬁh%ﬁ%lbsgf’zh‘?urt her
conpri ses WHGRMsauiientinated for apeess protectbd psotress usinggypéLot Antihacfion

aut hori zatj . arhe info tion storage nedia of claim 35,
further cté*‘n%??‘iéﬁﬁc’g%?wﬁi? %etnﬁr%s%iﬁ{&%é@f‘eﬁrﬁeﬂéﬁlsa@é@g@llwﬁ theusestoled by t he

server | n augsntiased ton #8h 360@SBir R0l (ol NEBLLMNTIRE cPLOYIdes, o

suppl ement al. auyt henti cati on header to the server, Mhet ect s
the suppl HEsREsationmraioel) Atitharbrawaetdhat dersinotrsippporathiprotdeat elgsponds to

th | t [ ' d b t ti th t ti ti

data. - and TauBy NEVIEAER), P BB RE pe R e iR e o

aut hent i canodificdtiond és the browser FNBnReAR o‘tﬁ%rga%rge%%z witd bE %dﬁ?géﬁﬁe%tﬁg( 42.
nge |

The i nforgﬁti on st.orage.nedia of claim 35, further conpris rmation
that requd@?sS oiorHaayFkill wdheadwser to resources protected by a second web

server; i ti . i nt e reqguest for,.authentication data from
t he seco ngb%ﬁ}as e%héylpg at)ﬂ‘}ee %%cgc\%%\ger &ﬁfg%‘?gﬁ%@e&%tﬁn qf the $exvarias ane Rt
det er mi nes‘intbreeptingtthe authuitivatibereqhite ok 1heRéhsRsbA8r, 3k o b gcond

web server, gﬂld %ﬁor ma{.)i on that proyides the authenticati onﬁnddaegﬁogrom t he
server t o b4 nedeipiton ahthe torpeintercepty as yaad indhis slisclasurerie intersled do

aut hent i cahdlade ' ' - OL. nedi a aof clajm 35, further
conpri si ng : i nf%rﬁﬁllﬁnfglﬁd?’ﬁgtal ésgglﬁétras ta%lﬁ(%h %@hﬁgﬁ}e&g{n{w{u&a&{o&s PYRCRhe
§

br owser i renadesirver ahdehe iwtwsemn cThedmly limitatibheytd 1 'Q?oﬁq{ea; i nformation
g

t hat receidvggjﬁt hef%ajt hentjcati op datg froma user throu a web browser
i nt er f ace: e on of the term “mtercept” as used in this disclosure is such that enables the

server to automatically respond to requests for authentication data from a remote
server without passing such request along to the browser if the authentication datais
available to the server without prompting for such information from the browser if

possible. Additionally, the term is intended to include the function of receiving a

request for authentication data from the remote server and passing and/or generating a
request for authentication data along to the browser after the server has determined
that the authentication data is not otherwise available.

[0035]  While this disclosure has been described in conjunction with the specific
embodiments outlined above, it is evident that many alternatives, modifications and
variations are apparent to those skilled in the art. Accordingly, the preferred
embodiments of the disclosure as set forth above are intended to be illustrative and

not limiting. Various changes may be made without departing from the spirit and.
scope of the disclosure.




information that provides the authentication data fromthe web browser to
the server; and information that provides the authentication data fromthe
server to the web server. 44. The information storREPLACEMENT SHERT3S.
wherein.the request for authentication data includes a chall engeptprp %05
request W@p2/z8ess and wherein the information that provipggrdh 54206

aut hentication data in response to the challenge further inclu

information that returns the challenge in an encrypted form vvhereln t he
encrypted formindicates a shared sedret. 45. The information storage nedi a
of claim44, wherein the web browser is a non-NTLM browser and the web
server is a NTLMserver. ' ]7TM\]7MY]7M"]7M || o] 7TM38W ] 7TM@ 7TMAS] 7TM

SOl 7MA6] SWRIATIVES MI7ASMIYBI 6M 7M }] 7M ] 7MB/ >dou| 40#] =

K5cj zupke™ [ UU] caj c lc cal.cal caU] ca] ca] caU] ca] cal] ca] c

a] ca] ca] ca] callcal c “&%cf%’} RIQYifing prowser sFeessip mgoskatesounqes atdfasted Wy v 7>E;

gnni wr | gbamgemwl(eaﬂalau]d@aﬂbﬁﬁﬂg:a] ca] c”a]calcal ca] c
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6} CaU% ca] ca] Cart@m@hﬂg ajembd m]aﬁﬁblg)ﬁwd}-l?agaﬂéﬁﬁg%at&g@rgergg Sﬂée browser
cMa] c™aj ca ajc ca- S5z ‘
>>>>>F@J@é'ﬁ1] H@f‘ %%‘B’f’% ‘U}rE‘éﬁeé thy ’E?&‘Uf’cfﬁl eufhyngiedtionfetaU] caU] ca] c
a] c0a] caUhdadispihypajiodthmay ﬁﬁ}déal]aﬁalbﬂtiba&cﬁxa{eﬁ&a] cal ca] cal] ca] cal] ca] ca@iHl |

2] ca] cal] ca] o AOPIUTOE PHSRSF i deRr Softe Feiaf L aypehetion dats and

S]ZIC ;\U% %]a} ca] C@i\o%l}ijnga}le aljthan}licaibe dhta dohCit edave?ad thd]weed server if the device
a[ ar aaal\fo}%%)b ¢ ue W‘%’] &éaj’ Hsrethpntisytion data inclyding argle Al pEsy ©4] ca] ca] caU]
ca] C the browser.
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L109%& () - uqemdentlﬁcatiﬂwmﬂgmatlon

5. (Canceled).

6. The method of Claim 1, wherein the step of providing the authentication

data includes providing a hypertext transfer protocol authorization header.

7. The method of claim 1, further comprising:
detecting an access denial issued by the server in response to an access
request; ‘

providing a supplemental authentication header to. the server;
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responding to the supplemental authentication header by extracting the
authentication data, and forwarding the authentication data to the server in an

authentication header.

8. The method of claim 1, further comprising:

requesting access by the browser to resources protected by a second web
server;

intercepting a request for authentication data from the second web server to the
browser at the server;

determining whether the device has the authentication data for the second web

server; and

providing the authentication data from the server to the second web server if

the device has the requested authentication data.

9. The method of claim 1, further comprising:

requesting the authentication data from the browser if the device does not
include the authentication data;

receiving the authentication data from a user through a web browser interface;

providing the authentication data from the web browser to the server; and

providing the authentication data from the server to the web server.

10.  The method of claim 1, wherein the request for authentication data
includes a challenge to the request for access and wherein the providing of the
authentication data in response to the challenge includes returning the challenge in an

encrypted form, wherein the encrypted form indicates a shared secret.

11. The method of claim 10, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.
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12. A system for providing access to resources through a web server, the
system comprising:

a web browser adapted to receive a user request for access to a resource via the
web server; and

a server adapted to pass the user request to the web server, to automatically
intercept a request for authentication data from the web server to the web browser, to
retrieve the authentication, and to provide the retrieved authentication data to the web
server, wherein the request for authentication data includes a hypertext transfer protocol

authentication header and the authentication data includes a role of a user of the browser.

13. The system of claim 12, further comprising memory storing the

authentication data.

14. The system of claim 12, wherein the server is further adapted to

provide authentication data in response to a supplemental authentication header from

a filter for the web server.

15. The system of claim 12, wherein the server is further adapted to
request the authentication data from the web browser if the server cannot retrieve the
authentication data, and wherein the web browser is adapted to request authentication

data from a user, and to provide the user entered authentication data to the server.

16.  The system of claim 12, wherein the server is further adapted to
provide the authentication data by formatting a response according to a hypertext

transfer protocol.

17. (Canceled).

18.  The system of claim 12, wherein the authentication data includes user

identification information.
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19. (Canceled).

20.  The system of Claim 12, wherein the server is further adapted to provide

the authentication data in a hypertext transfer protocol authorization header.

21.  The system of claim 12, wherein the server is further adapted to detect
a supplemental authentication header and to respond to the supplemental

authentication header by extracting the authentication data and forwarding the

authentication data to the server in an authentication header.

22.  The system of claim 12, wherein the request for authentication data
includes a challenge to the request for access and wherein the server is adapted to
provide the authentication data in response to the challenge by returning the challenge

in an encrypted form, wherein the encrypted form indicates a shared secret.

23.  The system of claim 12, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.

24. A system for providing browser access to network resources protected by

a web server, the system comprising:

means for requesting access by a browser to resources protected by a web server;

means for intercepting a request for authentication data from the web server to the
browser at a server located on the same device as the browser, the request for
authentication data including a hypertext transfer protocol authentication header;

means for determining whether the device has the requested authentication data;
and

means for providing the authentication data from the server to the web server if

the device has the requested authentication data, the authentication data including a role

of a user of the browser.
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25.  The system of claim 24, wherein the server provides the authentication

data by formatting a response according to a hypertext transfer protocol.

26. (Canceled).

27.  The system of Claim 24, wherein the authentication data further includes

user identification information.

28. (Canceled).

29. The system of Claim 24, wherein the means for providing the
authentication data includes means for providing a hypertext transfer protocol

authorization header.

30.  The system of claim 24, further comprising:

means for detecting an access denial issued by the server in response to an
access request;

means for providing a supplemental authentication header to the server;

means for detecting the supplemental authentication header; and

means for responding to the supplemental authentication header by extracting
the authentication data, and forwarding the authentication data to the server in an

authentication header.

31.  The system of claim 24, further comprising:
means for requesting access by the browser to resources protected by a second

web server;
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erver to the browser at the server;

means for determining whether the device has the authentication data for the

second web server; and

means for providing the authentication data from the server to the second web

server if the device has the requested authentication data.

32. The system of claim 24, further comprising:

means for requesting the autheﬁtication data from the browser if the device
does not include the authentication data;

means for receiving the authentication data from a user through a web browser
interface;

means for providing the authentication data from the web browser to the

server; and

means for providing the authentication data from the server to the web server.

33.  The system of claim 24, wherein the request for authentication data
includes a challenge to the request for access and wherein the means for providing of
the authentication data in response to the challenge includes means for returning the

challenge in an encrypted form, wherein the encrypted form indicates a shared secret.

34.  The system of claim 33, wherein the web browser is a non-NTLM

browser and the web server is a NTLM server.

35.  Aninformation storage media comprising:
information that requests access by a browser to resources protected by a web

server;

information that intercepts a request for authentication data from the web

server to the browser at a server located on the same device as the browser;
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information that determines whether the requested authentication data is
available; and

information that provides the authentication data from the server to the web

server if the requested authentication data is available.

36.  The information storage media of claim 35, wherein the information
which provides the authentication data further comprises information that formats a

response according to a hypertext transfer protocol.

37.  The information storage media of claim 35, wherein the authentication

data includes a role of a user of the browser.

38.  The information storage media of claim 37, wherein the authentication

" data further includes user identification information.

39.  The information storage media of claim 35, wherein the request for

authentication data includes a hypertext transfer protocol authentication header.

40. The information storage media of claim 39, wherein the information
that provides the authentication data further comprises information that provides a

hypertext transfer protocol authorization header.

41.  The information storage media of claim 35, further conﬁprising:

information that detects an access denial issued by the server in response to an
access request;

information that provides a supplemental authentication header to the server;

information that detects the supplemental authentication header; and

information that responds to the supplemental authentication header by

extracting the authentication data, and forwards the authentication data to the server in

an authentication header.
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second web server;

information that intercepts a request for authentication data from the second

web server to the browser at the server;

information that determines whether the device has the authentication data for
the second web server; and

information that provides the authentication data from the server to the second

web server if the device has the requested authentication data.

43.  The information storage media of claim 35, further comprising:
information that request the authentication data from the browser if the device

. does not include the authentication data;

information that receives the authentication data from a user through a web

browser interface;

information that provides the authentication data from the web browser to the
server;, and

information that provides the authentication data from the server to the web

SCrver.

44.  The information storage media of claim 35, wherein the request for
authentication data includes a challenge to the request for access and wherein the
information that provides the authentication data in response to the challenge further
includes information that returns the challenge in an encrypted form, wherein the

encrypted form indicates a shared secret.

45.  The information storage media of claim 44, wherein the web browser is

anon-NTLM browser and the web server is a NTLM server.




