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BACKGROUND
L Field
[0003] The following description relates generally to wireless communications,
and more particularly to utilizing restriction codes in conjunction with attempts to

connect to wireless access points.
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base strationgjartdomadledi dexixick.iihppe wkdngc.cdlowies bisdimdtionl one
gormrql?nrlﬁat?ofn between the devices on the wireless network. As mobile devices move
throughout service areas, cells utilized for communication by the devices can be
reselected between one or more access points (e.g., macrocells, femtocells, etc.). This
can occur, for example, where an available access point, or serving cell thereof, can
offer a better signal or service than a current access point. The mobile devices can
measure parameters related to one or more cells, such as signal quality, service level,

etc. and rank the cells according to desirability, which can be based on one or more of

the parameters. In one example, the available access point can relate to a home access



the paraneters. In one exanple, the avail abl e access
point can relate to a hone accesspoint for a given
woreloloesdsievi ce of fering desirable billing, covRCHYE2008/083465
service options, etc. Accordingly, cells utilized for
comuni cation can be reselected to the nore desirable
access poi nt when within a spécified range. SUNNARY
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conmuni cat1 on net rovid i 'nclud
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more efficient reselection. It is to be appreciated that the list can alternatively list cells
to which reselection should not be attempted; based on the restriction code in this
example, cells can be added to the list.

[0009] According to related aspects, a method for connection establishment in a
wireless communication network is provided. The method includes determining
whether a group identifier related to a restricted association access point is present in a

maintained list of accessible access point group identifiers. The method can further



whet her a group identifier related to a restricted
associ ation access point is present in a maintained
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determine whether a group identifier related to a restricted association access point is
present in a maintained list of accessible access point group identifiers. The computer-
readable medium can also comprise code for causing the at least one computer to
request connection establishment with the restricted association access point based at
least in part on the determination. Moreover, the computer-readable medium can

comprise code for causing the at least one computer to receive a rejection in response to
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[0017] FIG. 3 is an illustration of an example communications apparatus for
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employment within a wireless communications environment.

[0018] FIG. 4 is an illustration of an example wireless communications system
that effectuates utilizing restriction codes in connection establishment rejections.
[0019] FIG. 5 is an illustration of an example methodology that facilitates
performing cell reselection in wireless networks.

[0020] FIG. 6 is an illustration of an example methodology that facilitates
requesting connection establishment based on a maintained list of accessible access

points.



performng cell reselection in wreless networks.
[0020] FIG 6 is an illustration of an exanple
woreionoaBiogy that facilitates requesti ng conneRCT/082008/083465
est abl i shnent based on a maintained |ist of accessible
access points.[0021] FIG 7 is an illustration of an
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| i st of accessjble access points based on received. .
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may be evident, howgyeFAt B DIYCRIEIRY]I ment (s) can

be practiced without these specific details. In other
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ENVAE€af FOR n61i1,|0n of hardware and software, software, or software in execution.

For example, a component can be, but is not limited to being, a process running on a

n._of

processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can
reside within a process and/or thread of execution and a component can be localized on
one computer and/or distributed between two or more computers. In addition, these
components can execute from various computer readable media having various data
structures stored thereon. The components can communicate by way of local and/or
remote processes such as in accordance with a signal having one or more data packets

(e.g., data from one component interacting with another component in a local system,



one conputer and/or distributed between two or nore
conputers. In addition, these conponents can execute
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[0030] The techniques described herein may be used for various wireless
communication systems such as code division multiple access (CDMA), time division
multiple access (TDMA), frequency division multiple access (FDMA), orthogonal
frequency division multiple access (OFDMA), single carrier frequency domain
multiplexing (SC-FDMA) and other systems. The terms "system" and "network" are
often used interchangeably. A CDMA system may implement a radio technology such

as Universal Terrestrial Radio Access (UTRA), CDMA2000, ezc. UTRA includes
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as mobile device 116 and mobile device 126; however, it is to be appreciated that base

station 102 can communicate with substantially any number of mobile devices similar to
mobile devices 116 and 126. Mobile devices 116 and 126 can be, for example, cellular
phones, smart phones, laptops, handheld communication devices, handheld computing
devices, satellite radios, global positioning systems, PDAs, and/or any other suitable
device for communicating over wireless communication system 100. As depicted,
mobile device 116 is in communication with antennas 112 and 114, where antennas 112
and 114 transmit information to mobile device 116 over a forward link 118 and receive

information from mobile device 116 over a reverse link 120. In a frequency division
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[0035] According to an example, mobile devices 116 and 126 can travel over
service areas performing cell reselection among disparate base stations and/or
femtocells during travel. In this regard, the mobile devices 116 and 126 can effectuate

continuous wireless service seamless to users of the mobile devices 116 and 126. In one



one or nore nobile devices 126 nuch |ike the base
station 102, but on a snaller scale. In one exanple,

WO 209v06®Bl 124 can be configured in a resi denceCT/US2008/083465
busi ness, and/or other close range setting (e.qg.,
t heme park stadi um apartnent conplex, etc.). The
fenmtocel | 124 can connect to the network 122 ut|I|2|ng

a backhaul link c nn ctio mhlch can be over
a&éﬁ%éma shayyy mebil E SO0 (Y9 hesn C&P@Wﬂé@ﬂng with the base

SHRSE fOZbﬁﬁnlLtﬂlg & thPRiobile Qi@@ilcg 116 %Ad ban hdl ARG BNABR Becified
The net wor k can similarly provide access
rangophticifontocelt 12helmbbirtgrdahe mebil@ GevifdDBBJan have reselected

Accordi n 0 an e e devices 116 126 )
B%WItIPélr\?th%’{FZﬂle‘ﬁéa‘gg teéﬁtgggsi“ 8 ?‘E\‘}I}Vrﬂ Iﬁﬁr eé*@f“rfa%?e wireless service
L&3q) g6bhe Bx ShHE, ahérshasat @Mﬁ%e%ﬂ@&ﬂ&d@%es@ %ln@ for the mobile
fentocells durlng travel. In this regard, the nobile

dI@WQ:Qé affiingraore desitable biflingendir ethsdaeccsrantionsi neinethst
a)ﬁa Vp'i%éh e%m%cnezlzl x%‘n*pﬁ%g esla %fd t hgus) e%ls Io V?n%\é Iggt\e?lﬁg% g‘ré%ns or data

fdbrdday ﬁlehemcﬁwmme@mﬂ \Fb@uw Thus, hﬁ)bhaa@v@é 226 e rd¥fect one
simlarly to the mpbile device 116, and can have noved

pimgreelpedited tthe Apecdt 134e reestrcowish failpper ontigng.hinsaddition,
t

B0 ol e B I Bl STy AN 22N el B8R84 G PR

thoreto,desa Vahzltyeoﬂ\neaﬁine Qs gstrmitpatcaatessncd on dreedemtocell 124, to

exanpl e, the . fentoc 124 canp be a ho access poi nt
FSFIVE AR BPHIRal g gr PSEFaRdtarquRBP Hof’e ) desi r abl e

[ioski ng ang{ t%ve%@ Sbeﬁﬁéﬁ%cé’ Qltehorﬂébﬂé c'[bv?c%@tl ﬁ‘@ hnd/or 126 can
exanpl e, the fenmtocell 124 can be rel ated
boinnels moasuvenadalt foe$e| stgioop{uches basedaittlan tl az) tanatdeglly (such

the res tive ness or v bi devi

DGR, A B BEr Be Sl s e Pt IR e T prgieeich i

baleriereld thd 2bble dEE6&] M@ R 1081 TRE BdafPlhb @RS include, for

addition, as nobile device 126 noves toward base

sxaarml@mval_ozt,mg‘ signeed quildy etheaghputessiryicesgvatlade tahwirdess, access

er%Vl YL $ {&/ the fa (%;egsaﬁoqﬁtfs ar(cﬁi)llgthi 5&8 E]a§ed%%to%e or rnore of the
VEMF Erence on the Fent 8t o recelve

oRbdur@herss, @inemobilc ddvideeds$ednd/br RokupUhnk ﬁfcéss)pon[t@%@&:selection.
In traveling over the service area, nobile devices 116

Hinem deternmpiginghe %htqgnﬁlﬁwq}oﬂﬁ@ﬁw%i Hyvand/eqni2é cpaagempt cell
| &t%sto(t g %?ra*ﬂﬁﬁl &L {pﬁfﬁt 1ﬂ?e)ddltfo%méh%9§éﬂﬂ% &%&8@116

as entoce and/ or ot her access pol nts,
glet/@r rorvan wheemamed list o€ sekestitle ameBSpd’JEm ahd/ot gﬂoupsnof dveessible

nobi | e .devjces 11 and/or 126. Th urln

PRCIRRETIS SHC B5eaRENIE SCcsyah Ut icrr rtg I oaPlcy Festicted
5&689@6}9&&%@%&{& st RItiRRIcGiced) 1 Jn%/&sﬁ6 ALARRorized to
provider related to the access point, and/or the |ike

Basectndror emwhoh agorse isgfrefehed nea@ama@fmvgrabtdmvenothﬁt &cess
devgces 116 and/or 126 can rank access points for
l ection. Upon determ ning the ranking, the nobile

fmgrres 11f @fdxample thedBmtcrbll @0PtarC®d duch a restricted association

access point. Restricted association access points, for example, can be restricted in

some aspects where each access point provides certain services to certain mobile
devices (e.g., mobile devices 116 and/or 126) but not necessarily to other mobile
devices or access terminals (not shown). For example, the femtocell 124 can be
restricted to not provide to the other mobile devices or access terminals registration,

signaling, voice call, data access, and/or additional services. Restricted association
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provides communication for multiple cells, such as for example, macrocells 202A —
202G, with each cell being serviced by a corresponding access point 204A — 204G. As
described previously, for instance, the access points 204A — 204G related to the
macrocells 202A — 202G can be base stations. Mobile devices 206A — 2061 are shown
dispersed at various locations throughout the wireless communication system 200. Each
mobile device 206A — 2061 can communicate with one or more access points 204A —

204G on a forward link and/or a reverse link, as described. In addition, access points
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[0042] For example, mobile device 206D can be associated with femtocell
access point 208C. As the mobile device 206D moves from macrocell 202C into 202D
and closer to access points 204D and/or 208C, it can begin the cell reselection process,
as described herein. This can include, for example, measuring surrounding cell
parameters (e.g., related to access points 204C, 204D, and 208C) to determine a
desirable connection. The parameters can relate to, for example, signal quality,

connection throughput, services offered, a service provider related to the access point,

and/or the like. The mobile device 206D can additionally verify an identifier of the
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[0044] Furthermore, as described, the mobile devices 206A — 2061 can maintain
a list of accessible access points and/or groups thereof. In one example, the list can
include only certain types of access points (such as femtocells) since other types of
access points (such as macrocells) can be accessible from substantially any mobile
device. The list of accessible access points and/or groups can be originally populated,
for example, by one or more access points in communication with the mobile device

206A — 2061, which can retrieve the information from an underlying wireless network
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restriction code received in response to requesting the connection establishment, and an
access list controller 306 that can maintain a list of access points or groups of access

points with which communication can be established by the communications apparatus
300. In another example, the access list controller 306, as described, can maintain a list

of forbidden access points or groups.
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access point from the maintained list such to mitigate the connection requestor 302
attempting connection establishment with access points having the same group identifier

(e.g., where the access point group is related to a certain service provider inaccessible

by the communications apparatus 300).
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system 400 can be a MIMO system. Also, the components and functionalities shown
and described below in the wireless device 402 can be present in the access point 404
and/or restricted association access point 406 as well and vice versa, in one example; the
configuration depicted excludes these components for case of explanation.

[0050] Wireless device 402 includes a cell reselector 408 that can measure cell

parameters, as described, and reselect a cell for receiving wireless communication
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in a residence, office building, venue, efc., as described. The wireless device 402 can
perform cell reselection among the access points, as described, when coming into range

of a new access point, such as restricted association access point 406 and out of range of
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restrlcted whereas the restrlcted association access point 406 can be verified for

presence in the list. If the restricted association access point 406 is not in the list, the
wireless device 402 can evaluate the next access point in the ranked list for cell
reselection; in one example, the next ranked access point can be the current access point
404 such that the wireless device 402 ceases cell reselection.

[0055] If, however, the restricted association access point 406, or related group

identifier, is in the list maintained by the access list controller 414, the connection
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S RRLE D, I SRRSO S e Skt hgon
whiekiRized &séstdbtikh 8hrmeXdrSwith @lcat@elce® association access point 406, the
access list controller 414 can remove the restricted association access point 406, and/or
a related group identifier, from the list. Thus, the wireless device 402 can skip the
restricted association access point 406, and/or similar access points associated with a
related group, in subsequent cell reselection attempts conserving resources on the
wireless device 402 by mitigating failed connection establishment attempts. It is to be

appreciated that some restriction codes can result in not removing the access point 406



communi cating with the wirel ess device 402.
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access point, for example) and/or decrease consideration of other access points. At 504,
the surrounding cells can be ranked according to the determined parameters. The
ranking can indicate an order of desirable cells from which to receive wireless

communication services.



| acki ng resources to handl e the wirel ess device 402.
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%Listfoﬁ“g?r%?dcgreltaggeg; Boelgtsvg?lg}o? Elgoutpg1 ganhtl)egrtﬁgﬁ’l airgeeglr,1 lése &jesgr%tl)eld, in which
case access can be requested based on absence of the identifier(s) in the list. In
addition, an access point can have an individual and group identifier. It is to be
appreciated that one or the other, both, or neither of the identifiers can be in the list. At
608, a restriction code can be received from the access point in response to the request
for connection. For example, the access point can deny a connection request specifying
a restriction code to indicate a reason for the rejection. Subsequent action can be taken

based at least in part on the restriction code value, for example.
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event data, whether or not the events are correlated in close temporal proximity, and
whether the events and data come from one or several event and data sources. In one
example, inferences can additionally be made in determining parameters of cells during
measurement based at least in part on receiving further information from one or more
mobile devices.

[0064] Fig. 8 is an illustration of a mobile device 800 that facilitates utilizing

restriction codes received in connection establishment attempts to determine access



a restriction code to indicate a reason for the
rejection. Subsequent action can be taken based at
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(DRRAM). The memory 808 of the subject systems and methods is intended to
comprise, without being limited to, these and any other suitable types of memory.

[0067] Processor 806 can further be operatively coupled to an access list

controller 810 that can maintain a list of accessible access points. As described, the list



measur enent based at | east in part on receiving
further information fromone or nore nobile devices.
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avatd Iﬁﬁ’ﬁt%r GRARASIS 'salq@gﬁoe%ss% qgﬁgaésecﬁe Wchhrianahy@atom the list.

signal and/or interfer strength, information
Reimavad drano therlisassi lgnieded dtd easéIn, paplowethe reséi@ion@od¢. higor example,

i ke nd any.other sujtable information far ..
1 SROCAE e iomaories TataRAIG AP AT TR a0; 14Ck plauthorization to
SR LonRABH WitB AR £RBssafdditt Mubkldbvict 80@ sl Rir@ePESmprises a
and/ or algorithnms associated with esti mati ng and/ or

oodulator §¢4 ane mansmatter(©d 6¢hat rpwpeetovotamodulptesiad trapsipi signgls to,
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F336%usE1 s 450 oMbt S0P L Rin

siphtues frvllthé ploecIBINTOGY itas to s upplaidtdEthaefi® hycesPlist @aitroller 810,
i ncl ude both volatile and nonvol atile nenory. By way
estrictipy sedeaicrdrer SR adamerdulaten §04y prghor medijeiraP |4 @n be part of the

m Matel¥ ry (ROV,

rggsis%{\rrrrrab rﬁ%?ﬁ@ﬁrpg%%t rically programmabl e ROM
(@BRON) , eFizcHris amilluytraionsdlal sgstBROI0 (tEEPRM M cs opedifyash
menpry. Vol ati l/\)i‘i? enory can include random access . .
FRSFFSHS sprosfgfion O 0 &SSP HU A0 CRRN TR F3fabligpment
Ve, Thd Y3tehPddoUdndRBedPbadeisBtibRODO (e, g.%%ipoint, femtocell,
aval |l abl e i'n many fornms such as synchronous M

(.ORARY a rabgivan? B RAMcCERANignal(s) from one or more mobile devices 904

through a plurality of receive antennas 906, and a transmitter 924 that transmits to the
one or more mobile devices 904 through a transmit antenna 908. Receiver 910 can
receive information from receive antennas 906 and is operatively associated with a
demodulator 912 that demodulates received information. Demodulated symbols are
analyzed by a processor 914 that can be similar to the processor described above with
regard to Fig. 8, and which is coupled to a memory 916 that stores information related
to estimating a signal (e.g., pilot) strength and/or interference strength, data to be

transmitted to or received from mobile device(s) 904 (or a disparate base station (not



synchronous DRAM ( SDRAM), doubl e data rate SDRAM ( DDR
SDRAM), enhanced SDRAM ( ESDRAM), Synchli nk DRAM

W@ 30DegweBe and direct Ranmbus RAM (DRRAM) . The PENDS82008/083465

808 of the subject systenms and nethods is intended to
conprise, without being limted to, these and any

ot her suitable types of msrmr%/5 [ 0067] Processor 806

can further be operatively coupled to an _access |i st

Y bindPT gotherpitalip fasmgtion felgtedity perfermypg thegiapipws actions
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Identifiers for restricted association access points
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e dictcr@nRl rystridtidsaccess list controller 810 can be
consulted in requesting access to a restricted
HOIBL at i oAcerdimgdo p@ examplTihe basgstasios 9P camepccivhe connection
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aasm@habn@& m5rerre§h£tncﬁ1ts e6latotl thrmob R aeticd(§) d0AeonBIting to the
device 800. In addition, processor 806, and/or
bassatatien 9892 The haseslation P2 pan biyerattiicied ysseeiapdte dor xample as
Hgs%}lf)éd: t\x}h%fk &9 I{lg&% d’e%{cegsé %ret eﬁl%‘bveﬁ%‘? d%&@h&e?s to the base
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Base | east .in rt o e code, the access |i
SRS ]éf‘rreéti’(?tle%ﬁg e el& 3R BRRF G TRETIGHRYY Qﬂdeaelated to the

H&Eﬁﬁlﬁé’d &RHP S'uQ&Qhéxft gﬁ{he rEé'tHEﬁdnt Sdb et be HMsthifi@ o the mobile
precl ude the nob vi ce fromrequesting

d@ncrﬁés:)t%émo asilcaibd at leasmnﬁor vhetd¢ntaheThus eHews ﬂ]@lrmblbrdewce(S) 904
ho sane grou 0 |l ong.as the i
R R bftTioR S T R B B vt it o it “According
ar’ﬁplé ﬁﬁé&%sth@tlcﬂ?éxtahﬁfbr@]@ chi® 8éteingihb @nigIofe/or F&¥friction
exan‘g there can be restriction codes that indicate
B qtl@twptgraada}ahaa@kr omilaidatostprednpiohond).eShaduarg pan be
O A BTl DR REE RS BRI BBl ) Sl S mBRO

Fidinstiotd, @r[h(ﬁl:gﬁ dbblatedrae %B@gtsbpfeﬁ‘hty firclthlc @trceceami 914, it is to be
transmt signals to, for instance, a base station,

ansedieed Hebhedesiacanevaluator OAP ,trﬁ%m@mpno@&ie spesiiend2Bei ng
FEREALE: of c%o %&/@mﬁ&ﬁ&%? 593 c% pa{r{ of the f)ﬁ%g gr 914 or multiple

apprecl ate e access St contro
pmessom(nmrshowd)a recei ver 812, denodul at or 804, and/or

B R PRI % .
Witk S ERhnBRicRiontsySiat BIT0AUPictshatk bfa%étﬁti&nalt(ﬁé .and one mobile

specifying restricted association identifier in
Wsvied HE foosaira of brvitpnHovrarnecitioie bestpatsiciagddrtbattsystem 1000 can

ST A B PR B DR
8dditidlapbade @ eiod € on Bdraihi(cSdevide® BAOREsuBktaiRAI Ry siRhd & different
gg;rlll e?ggrsnp?eo‘tise station 1010 and mobile device 1050 described below. In addition,
it is to be appreciated that base station 1010 and/or mobile device 1050 can employ the
systems (Figs. 1-4 and 8-9) and/or methods (Figs. 5-7) described herein to facilitate
wireless communication there between.

[0072] At base station 1010, traffic data for a number of data streams is

provided from a data source 1012 to a transmit (TX) data processor 1014. According to



through a plurality of receive antennas 906, and a

transmtter 924 that transmts to the one or nore
woreloloesosievi ces 904 through a transmt ant ennaP@UDBS2008/083465

Recei ver 910 can receive information fromreceive

antennas 906 and is operatively associated with a
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b S0P 5 b % e AREDF i 1685
BFectively.

[0076] At mobile device 1050, the transmitted modulated signals are received
by Ny antennas 1052a through 1052r and the received signal from each antenna 1052 is
provided to a respective receiver (RCVR) 1054a through 1054r. Each receiver 1054
conditions (e.g., filters, amplifies, and downconverts) a respective signal, digitizes the
conditioned signal to provide samples, and further processes the samples to provide a

corresponding “received” symbol stream.



wi rel ess communi cati on system 1000 depi cts one base

station 1010 and one nobile device 1050 for sake of
wWhe@vioe4930 However, it is to be appreci ated thaPCBHYS10081083465

1000 can include nore than one base station and/or

nore than one nobil e device, wherein additional base
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simlar or different from f@xarrpl e base station 1010
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kno manner and can be used at nobile device 1050 to

&y taimmtber ohdatmsthcanedpon s dataThercml D36, phadudadepby amodnkitor 1080,
dd f t t |, at ed .
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sehenme (e.g., binary phase-shift keying (BPSK),
uadrature phase-shift keying (QPSK), M phase-shift
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program codes and data. Processors 1030 and 1070 can also perform computations to
derive frequency and impulse response estimates for the uplink and downlink,
respectively.
[0082] It is to be understood that the embodiments described herein can be
implemented in hardware, software, firmware, middleware, microcode, or any
combination thereof. For a hardware implementation, the processing units can be

implemented within one or more application specific integrated circuits (ASICs), digital

signal processors (DSPs), digital signal processing devices (DSPDs), programmable
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functions implemented by a processor, software, or combination thereof (e.g.,
firmware). System 1100 includes a logical grouping 1102 of electrical components that
act in conjunction. Logical grouping 1102 can include means for determining that a
group identifier related to a restricted association access point is present in a maintained
list of accessible access point group identifiers 1104. As described, a list of accessible
access points and/or groups can be maintained to conserve resources in establishing
communications. Where access points and/or related groups are not present in the list,
connection establishment requests can be avoided as the access points or those in related
groups can be unsuitable. Moreover, logical grouping 1102 can include means for

requesting connection establishment with the restricted association access point based at



i nk message transmtted by nobil e device 1050.

Further, processor 1030 can process the extracted
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determ ning the beanform ng weights. [0081] Processors
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[0087] The various illustrative logics, logical blocks, modules, and circuits
described in connection with the embodiments disclosed herein may be implemented or
performed with a general purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field programmable gate array (FPGA)
or other programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions described
herein. A general-purpose processor may be a microprocessor, but, in the alternative,

the processor may be any conventional processor, controller, microcontroller, or state



external to the processor, in which case it can be
comruni catively coupled to the processor via various
WOrem@n®6430 i s known in the art. [0085] Turni ng RPCI/BE2P08/083465
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flossr° . P2 Pl e st'egseaﬁ‘&d/&' LliSnsot i imedSd 4eRELS %ddesgnbed in
I'ST" of accessiblée”access p0|n?s andy or grodps can be
o@ingt innelh tHe BPasEdivEoded$otHiCBay bb cobbaiel id§BtRdin hardware, in a
communi catj ons. Where access points and/or rel ated
e modalepgecyiedppProcasspher i1 & compigafiicefthptwo. A software
i ' .
o YO L RN e E e KB 20 Pt R ER R P memory.
NBPROWMWE menlongi regiktery o ipidrdisk] 4 0@moaabld disht, adeD RE@MS of @ty other
equesting connection .establishnent with the
Al medie ROPErn s P 6 TP B SRy 8k Medum iy be
PRl B thdSrod L& BidhahitR: dibP&sorl@HSead ihfdrRGtion from, and write
|d£%t|f|er or group identifier 1sinthe list, the
mdometiph om tesstatie stedem. lnghe béerngguetestbrigeoneditig may be

acce ol nt. Furthe | oqgi cal rouypi ng 1102
PR e Moot Tt ur Ry dsp g MR e S @ed s storage
FRERANSEy tQideNS ah QIS A dasicHaNNaES ASIC aalyablii® iemer terminal.
I ndi cating establishing connection with the restricted
bstho gltemptove, theqweersisiand thossterage mpdivagmay ogidepadiscrete

.1 he gt ion.: N ne_e I .
OAREGRA b DGsha8lih! iRy th n RO EXATRE Stops andjor actions

604 egtidd or aRotlemie frab echidAddinkiodagy bymbiaytsdnedn stl&odadand/or
i nclude a nenory 1110 that retains instructions for )
BREegions gn puprchinsisadgblegaedivadndjor Ronapwet iep¢ahle medium, which

BOTRORRA R o 1 L0n @IDkABB il © shoun as bei ng

0 nenory e under stood t hat
EI088] r i cal Ircanpement aspktB4the TifbionadebciibéiBmenhe anplsiented in

t.hi n nmepor 110. [0086 at .has been descri bed .
aHEYES ?ﬂﬁ%éﬁ%%ﬁ%@%#%ﬁ@%@ ﬁlﬁ{fee?- HBRIGHRsRted in peftware,
IR futioROHa$ e sRREd RASRLRIER R oAEBEMoRENSY & Mns or code on a
concel vabl e” conbi nati on of conponents or nethodol ogi es

tanpyerpedabic wedides dCorhpuier-techdabdd wedmamtlidosddth computer storage

enbodi nents. but. one of. grdi nar sgill in.the art
PRRagA ey i el or G prlasing g b el g T & danR ofa
Bshpteirb S Pdm\6AE ipRids tearH MANtSragé MePRHESMBY Be any available
Accor di ng %’ t he L

media that can be accessed by a computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM, EEPROM, CD-ROM or other
optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other medium that can be used to carry or store desired program code in the form of

instructions or data structures and that can be accessed by a computer. Also, any

connection may be termed a computer-readable medium. For example, if software is



descri bed enbodi nents are intended to enbrace all such
alterations, nodifications and variations that fal
wawraboetdshe spirit and scope of the appended cP@EI/B82008/083465
Furthernmore, to the extent that the term"includes" is
used in either the detailed description or the clains,
such termis intended to be itclusive in a manner
simlar fo the term"conprising"” as "conprising” is
rrmsa}%?%%@a AWMERLErnSTYSTHet OHST KRG AQITET BYiRg 2 fRdelicablg, fiber
Epid éﬁ‘ble,FHJ&i%!éalfpaR! Gt shHQKEE: 1ﬁ1e9(r5%'12§or ird1 8 tE836ILRE Quch as
aspects and/ o enb%dlnents may be described or clained
infirardue raslin god an¢rowiaee, phar tht coaxid eablenfpbcaoetic vatllggwisted pair,

ibmtation to th I nqul ar. i licitly.stated. . .
58 S isEiery Cotgpfocki et B i B S Ptisn g d e Fiip petuded n
arteahABAbLf RYIRE Disklahd @thcWstRed@hére®! i 1udes EbrpucPllisc (CD),
any ot her aspect and/or enbodi nment, unless stated

bstralivg gptice] doe digitrh aersatile divs (PMDUsflopity disk ansihlegay disc where
SR SR e FREMBe L LGS BB fRuRER ! gy omicany
wehilagetse bt aatdhs pethkabsvdshoutdulsd Beinefidéd RthRaE€scope of
processor, a digital signal processor (DSP), an
eppPyteicreablameding i ¢ integrated circuit (ASIC), a
field programmabl e gate array (FPGA) or other
programmabl e | ogi ¢ device, discrete gate or transistor
| ogi c, discrete hardware conponents, or any

conbi nation thereof designed to performthe functions
descri bed herein. A general-purpose processor nay be a
m croprocessor, but, in the alternative, the processor
may be any conventional processor, controller,

m crocontroller, or statemachine. A processor may al so
be i nplemented as a conbi nati on of conputing devi ces,
e.g., a conbination of a DSP and a m croprocessor, a
plurality of mcroprocessors, one or nore

m croprocessors in conjunction with a DSP core, or any
ot her such configuration. Additionally, at |east one
processor may conprise one or nore nodul es operable to
performone or nore of the steps and/or actions

descri bed above. [0088] Further, the steps and/or
actions of a nethod or algorithmdescribed in
connection with the aspects disclosed herein may be
enbodied directly in hardware, in a software nodul e
executed by a processor, or in a conbination of the
two. A software nodule nmay reside in RAM nenory, flash
menory, ROM nenory, EPROM nenory, EEPROM nenory,

regi sters, a hard disk, a renovable disk, a CDO-ROM or
any other form of storage nmediumknown in the art. An
exenpl ary storage nedi um nmay be coupled to the
processor, such that the processor can read
information from and wite



information to, the storage nmedium In the
alternative, the storage nedium my be integral to the

WEe@eeewdr . Further, in sonme aspects, the procRCHUS20881083465

the storage nmedi um may reside in an ASIC.

Additionally, the ASIC nay resjde in a user term na

In the alternative, the procégéor and the storage
medi um may reside as dlscreie components in a user
termnal. Additionally, in spects, the steps
and/or actions of a nmethod or algorithmmay reside as
one or any conbination or set of codes and/or

Wist rsuddiinodss:on a nachi ne readabl e medi um and/ or
conmput er readabl e nedium which may be incorporated
into a conputer program product. [0089] In one or nore
@S peChSmethb@ fdréBRRdcADS ARSI BhRRCN TBYirdl8ssi BRINARMLBH nkfvork,
har dware, software, firmmare, or any conbi nation
edrepresatig: | f i npl enmented in software, the functions may

be st etgr%ugmg wheﬁfc’e%nefgtroeu%aggrg%ne? raadteﬁr?o a resprlctted sgoic?a%’on access

or codé on a

ﬁ@m@tpeéseﬁﬁﬁdabdlﬁtaﬁﬁdm@t oMmebeiddte 20ER podiTRIWPrid&itidicage

medi a and conmuni cation nmedia including any nmedi um

t hat fequggting gpencctipn pdatlishyentaywvith fsuewricted ayesiation greess point
medi um may be any

g%%?ﬁ %%ﬁn%gé? lﬁg%ﬁgéﬁ tt]'g{&?\zg]@essed by a conputer. By

way ofeceixang ejecandinmnespdnieriot tht rauestsigabnnection establishment, the

BB bi e hneG e B3 Sl Y et o

ésttQJl@Hﬁ e RER&TIRANL R, St Or age deVl ces, or any
her nédlun1that can be used to carry or store

deS|red program code in the formof instructions or

ggtngu?éﬁ(‘ Hl%}%]%rge s t Eﬁﬁlgg ?q%ﬁ%p% S f'qege Pﬁéla)ug identifier from the

ARMRMA&T hidt %@Qéﬂéks@bl@ﬁ%e’d%mﬁ@groﬁﬁ ¥Rt Bers bhscBQk 4RI part on the
istransmtted froma website, server, or other renote

Eestion. using a coaxial cable, fiber optlc cabl e,

twi sted pair, digital subscriber line (DSL), or

wi rel ess technol ogi es such as infrared, radio, and

Bl cr oThy ercthiod & clahte 2¢ adxical dat@blgahe fidapridepiicefrombhelist is
twisted pair, DSL, or wireless technologies such as
fisthenpasad af lent & pathen ATSHEWAVE04s-e i ncl uded in the
definition of medium Disk and disc, as used herein,

i ncl udes conpact disc (CD), |aser disc, opti cal disc,

éli gi t @he wethodtof kckidils wh¢Wikqudstiog pynmtcsdn eﬂtublibhmemay

ere |sks sually reproduce dat etical
rrtorentd oseahy dtian e Tai5F HRILIECKE N oSpY fhe Al gpwlxeﬁest?’wted
hR8&hSon LRERIPAI Ons of the above should al so be
included within the scope of conputer-readable

medi a. CLAI M5 VWhat |s clained is: 1. A nethod for

g? C\Sﬁ"&é r%%thoato?’b alrn ﬂereln requélgltnrlg COIlIlSeCtIOIl %a%hsﬁt er?tr}s

performed over a backhaul connection with the restricted association access point and

the rejection is received over the backhaul connection.

6. The method of claim 1, further comprising participating in cell reselection from
a disparate access point where requesting connection establishment is performed during

the cell reselection.



conprising: determ ning whether a group identifier
related to a restricted associ ati on access point is
wWEe@9oa930 N a mai ntained |ist of accessi bl e acR&€BES2008/083465
poi nt group identifiers; requesting connection
establishment with the restrigcted associ ati on access
poi nt based at |east in part the determ nation; and
receiyj rejection in response to t req ing, .
Zonnedbs Biedoss I Hmeherey égFOéﬁPéé?%{]? Ef‘é%‘r fostg regtricted
AgBLinh G AR GRAR i§ 3l pdspdll cat es the group i denti fier
I'S unsulitab for establishing the requested
connection. 2. The nethod of cIa|n11 further

ng..del etjn [fier. fromt
B ht Rnaa o of i denBedingie ridid i ilinicngaty point is
tdenrtddf k@h %rcb@(ﬁﬁg s%halln%aa&ta laBccR@ régi@PatioR CarldPdr@Eivi@based at
3. The net claim wherei'n del eting the group
ledgsrin pat e thorgptrictien ¢ddst i s further based at |east in
part on a restriction code. 4. The nethod of claim1,
wherei n requesting connection establishnent is
per f oTheghethodlof chenal wharth thbecquejti@tdoancdtidn ce@Blishattnt
over the air fromthe restricted association access
granprises gicluding sihendigatm infarmgiian inghe Fequasty equest i ng
connection establishnent is perforned over a backhau
connection with the restricted associ ati on access
p@i nt Aamideltdsecomameddtations ayparawe compriongr t he backhau
connection. 6. The nethod qf claim1, further
conprWgFﬁﬁoﬁ%?¥¥%¥ﬁéWPﬁ§mﬁ i®el| reselection froma

di sparate 2G5S
est abl i shnent ?€a€§$?§}ﬁ%gﬁﬁﬁ%?ﬂ%gﬁﬁgagégQﬂﬁﬁ%&&ﬁﬁﬁmwﬂon

r esel esessqroint. witthe ammmeéilsmfapmsalblmqmse ippint Eeoup identifiers;

group identifi reI ed.to. the re SOC|at|on
accens por Hturd cple it SutbishmentyEth el B G o Hecess
wher epdint bied 8SIbAs: Gf St &fﬁﬁl@qyr@tahmfaﬁ@g%ap RRinAticd 18 the
restricted fromproviding signaling, data access,

regi smeatdined likrandor servi ce based at least in part on

the restri P 'ef\)zg a(‘fgs?r?ctlo co-(li-? fi I%)I'ﬁ%gt tfgs ?éqsuﬁmn#tconnectlon

wher ei n the req connec n és

conpr bSiﬂSlShﬂﬁéﬂltdﬂdilﬂ@lr@Lthb grfub dddnitidiar isninewitabld R corthettich
request. 10. A wireless comuni cations apparatus,
conpr?%@%@ hmgit; prchst one processor configured to:

a memory coupled to the at least one processor.

11. A wireless communications apparatus that facilitates establishing connection
with one or more access points in wireless communications, comprising:

means for determining that a group identifier related to a restricted association
access point is present in a maintained list of accessible access point group identifiers;

means for requesting connection establishment with the restricted association
access point based at least in part on the determination; and

means for receiving a restriction code in response to the requesting connection
establishment indicating establishing connection with the restricted association access

point is restricted.



verify presence of a group identifier related to a
restricted association access point within a

worehoneddsed | i st of accessi bl e access point grBCpUS2008/083465
identifiers; request connection establishment with the
restricted associ ati on access_  poi nt based at |east in
part on the presence of the g} up identifier in the

ngi ntained list; and receive a restriction code in

s pofts@TPY Y REC U] PEXICh GOBBHMBEt i on est abl i shment

i ndi cathh t%ﬁ?eaSétﬂé‘Hlehﬂl%{‘&drﬁﬁﬁn .S unsui table for

connecti oh establishnent; and a nory coupled to the

at | easte foneaupingee bssrone tdmphienta dltessncwhether agbip rentifier
apparatus that facil.itates establishing connection

AR B ool ol deqss RO R AT adgaintained it of
Q&@&Eﬁﬁlbﬁ@éek@%tﬁnt EOMPIdeniifigs; means for determ ning that

a group identifier related to a restricted association
acceseodsdpneausingpheaidenst Pre eompmiterttarspigsticosrecgpn establishment

%?tﬁ%ﬁeye?tlrl%te%ca%se‘é% £ Iagct:es ; olﬁpb '59(? arl]ttllea];slt er{]pc' oF %@Sde{e%ﬁnation;
reques]il ng CoRneCt P on €8T BBl Shneit “wi t e

sebtricted association access point based at least in

part on the determ nation; and neans for receiving a

r est r fodei fohcaisie thaatleaspersemmuitertie recetygadeicaigon in response to
R b AR SANE M ERY Rl SRR 3 Holfiction code tha
paicatesitise gresp ideatifiet. il Ansultablefprudseablipiiiog canmepti@duct |
conprising: a conputer-readabl e nmedi um conpri si ng:

code for causing at |east one conputer to determ ne

et hah 3p8hQURondRRidef i er related to a restricted

associ ation access point is present in a naintained

li st aof a@essdss chritwllac hesmapding a hstod pciedebliciabiass point group

de.f [ th . { t ! t
e ot Sl iRl RRG BRI Bl gh DB hccess
ASIRPRIpAEAn AKCIRFS Poi nt based at least in part on the
determ nation; and code for causing the at |east one

conput epnncetioereghestorghatap@issts gpniostio ephanishmert witlethe restricted
LRIUgRe &%es%%%ﬂﬁ BhiAM ?eSaEt%g' 'aft &AL de&&‘ﬂ% it%neq%(tthé’ Decess list
conprises a restriction co % hat T ndrcates the group
telenllcfiagd i s unsuitable for establishing connection.

13. An apparatus, conprising.: an access |ist

cont r BFISEICHOR £pdGveceiv el that racqiyesta restrigiiqiecosic pn ecspense g the

&(Bllu&ttmg leBHfection establishment indicating the group identifier is unsuitable for

establishing connection.

14.  The apparatus of claim 13, wherein the access list controller deletes the group
identifier from the maintained list of accessible access point group identifiers based at

least in part on the restriction code.

15.  The apparatus of claim 13, wherein the connection requestor requests connection
establishment over the air and the restriction code receiver receives the restriction code

over the air from the restricted association access point.



identifiers and determnes a group identifier rel ated

to a restricted association access point is present in
W@ b@®9k64980 a connection requestor that requestBCT/US2008/083465

connection establishnent with the restricted

associ ati on access point based at |least in part on the

determ nation by the access 14%t controller; and a

J:gstrr tion code recekger t hat receives a restriction

de A FRASHORSY dPm he Whetri HicicABNSCHAR EWUFPYAT requests connection
ESSARKISIVIRAE & bAdhGRldoRBe 4iBR wIhAHP rdsHRAd Jsk@cﬁatio% access point
unsui tabl e for establishing connection. 14
apbthe a¢strsctoh collarareil 8y revdiesre ithe rehteclaacasis olvalsnhe backhaul
controller del etes the group identifier fromthe
FEHt%Med 1ist of accessible access point group
identifiers based at least in part on the restriction
code. 15. The apparatus of claim 13, wherein the
é?m nedh¢ apparaeueisdam e duésr somprisieg & |th reseleetbr thehpasheipates

m ceﬁl r%se?ec? n fr%Pnd allggarat%s%crelsg ém%p Wﬁg o%%'ec}/tleorn reglhestor requests
recel ves restri 'on code over he alr rom

tRsbhhtien caslsBamahi ARingakess] ﬂ%@éléttnoi;.ﬁ- The appar at us

of claim 13, wherein the connection requestor requests

connection establishnment over a backhaul connection

Y4 th ﬁ"ﬂ?a daectf'att{lé &ttcefﬂnlalsjs Qleftid % %1 nt R ?%lat%&go [ilR&cstricted

restric n code recelver recel e restrict

amdea@me&mﬁhqwhﬂakhaukmabnnect|on. 17. The apparatus

of claim 13, further conprising a cell reselector that

participates in cell reselection froma disparate

A6.CS DB Baih'B, GHIRGE QB GRHARIO bedeRAHESmines the

the connection establishment during the cel

re@E@teelcassmatlon&cce'sh pomppar:smctsd ﬁbntrbravudl@,lgmheg glatn access,
oup [ entlfl rel ate o the restri -

lée§§s 1%1% Iaapfga E%lgg glle rappzirrgt% b%ed gﬁg.& n par ¢ restriction code.

appar at us of cIa|n113 wherein the restrrctron code

receiver determnes the restricted associati on access

2oi nt Theappasatuy efcdainf kp mhpre@w theicagnastigh stduagor inakudes

%&ﬁgn catt15 1%|f01{11raﬁ5f1 ik ‘fhte ?Q ?[rfors gon%I g’[?o e%ta%ﬂ?h ‘ar at Us

FHCtT SR code. 20.

The appar atus of cIa|n113 mherern t he connection

requestor includes authentication information in the

request for connection establishment.



