17/ 06/ 2005 WO 02/ 052576 PCT/ US01/ 44377 ENHANCED SPECI AL PROGRA W@’G 5
FI ELD OF TI;H;OL,WE‘ (IO\I 5 The present invention relates to the field o
testing sem conduct’or nenories. More particularly, the prcSEMYSHIHAYERL i on
relates to a special progranm ng node for a sem conductor nenory that uses
hashing to help to [[[ QRtl M testing 8L ~& SEM GOAQ r menory.
BACKGROUND OF THE | NVE T e-'-,~- - LN iy Erogram"n' ng

met hods have been devel oped to program nonvolatile nmenory. Figure 1 shows
prior art pr .n qOr.i 10 for a prior art nonvolatile erasable

pr ogr anmabl e%ﬁﬁa '"U-".ltlgg' EPROM') that does not include on-chip
program gnd erase_automation circuitry. A mcroprocessor coupled to the
EPROM exetut es prld§rRassanh SVaN Y iolas %U.he‘f'ﬁ@ of {e5tiRp SEEYHOPELSEbr sends a 100
m crosecond programing pulse to the EPROM The m croprocessor then
performs a WOFEOURY-i MptapartieHiany. fq prepeMdnyention eclaies ¢p 2 spe@Aded to be
programed into the EPROM has been successfully programmed. The al gorithm
‘terninates |ATOQRMHRING ARCE Toma Femisopdugeamemonoinal uses nasbingtth&elp thand, i f
the word was successfully progranmed, then the algorithmrepeats as it 20
st eps t hr ougiptioneshieaiingr efssserficondustor méroory. prior art progranmi ng al gorithm
15 for a prior art early- generation flash nonvolatile nenmory. A

m cr opr oces ACKORD UMD GF THE INVENITI@Nt fl ash nenory execut es programi ng
al gorithm 15. The flash nenory is programred on a word-by-word basis. The
m croprd@essor wovkethedeprspdifferard praxpammith inethole hblabéenrdewiypeasl toh a 10

m crosecond tine out. Thus, the programm ng operation takes 10

mi.er osecondprogkamGfoh2@fie memory. Figure 1 shows prior art programming algorithm 10

for a prior art nonvolatile erasable programmabie read-only memory (“EPROM")
that does not fnctude on-chip program and erasc;: automation circuitry., A
microprocessor coupled fo the EPROM executes programming algorithm 10. The
15  microprocessor sends a 100 microsecond programming pulse to tﬁe EPROM.
The microprocessor then performs a word verification to determine if the word
intended to be programmed .into the EPROM ha; been successfully programmed.
The algorithm terminates if 25 attempts fail to program a word. On the other
hand, if the word was successfully programmed, then the algorithm repeats as it
20  steps through each address.

Figure 2 shows prior art programming algorithm 15 fora_ prior art early-
generation flash nonvolatile memory. A microprocessor coupled to the prior art
flash memory executes programming algo_rithm 15. The flash memory is
programme_d on a word-by-word basis. The microprocessor writes a program

25 command toi the_ﬂash memofy with a 10 microsecond time out. Thus, the

programming operation takes 10 microseconds.




WO 02/ 052576 PCT/ USQ | 44S77 Fol | owi ng each progranm ng operation,
j ust” progr ' verified by the m croprocessor. The programri/—éfﬁggwég

i s
operation I's Zz(f‘"f’l?ﬁt ed by the mcroprocessor witing a pr®§Tamoverity
command into a comuand register of the flash nenory. The program verify
operation stagesftoge iflash menory f.or 5 Vﬁl’i fi cﬁat i on of the wo(%;g | ast
programed. The fCASHHEAED Prappmmild aperplgns EAST PO YR REPAREN S gi n
vol tage to the d,. The m croprocessor then rforms a read  cycle to
out put the WETECY PEIHG METGHTEST REntPs POgTAM ey OPETHIBR ByBGRtecHydne
m croprocessor then conpares the data word read fromthe flash nenory to
the data wiPGrIPRRESBHEVHHNGr HPTOSERE YBHTVICRIERRNAINOR CROFPARTIIRIE ¢1HEE T | ash
menory. A 10Q successful_ conpari son_between the progranmed word and the tine
data means TERAMEPIYwIhE Pg&’a%@é%%ﬂ'%}" ?i%@ﬁrt&ﬁh%éﬁ] memarhérdat a was not
successfully programmed, then the program and verify steps are rePeat ed
with a | Pni tvepficaiign ohtheanprddastpregragimgd. t e fashdnermpry@peliss amii@nalypr i or
art programming algorithm 18 for a later-generation 15 prior art flash
menory t hat 9eAga atgn voltagede dap wetdantheemipseprecassomthcoperfeimsaready. The
on-chip program and erase automation circuitry includes a commuand user
interface, &YSlgita eutptisthe waxd fionethediagh mencaypathatroiciopaomtsaos tEiteus )
regi ster. The program algorithm 18 begins with the m croprocessor coupl ed
to the 20 friesprocesanr yhamr campayes thr daja aord edaddrone theeftadh (heraory tdthe
Hexadecimal ) to the command user interface of the flash nenory foll owed by

a second wr date vapre tizdtiteenmidrbploce et iiftemded thpregenassd the fastiinamofy.t ar
sudcessful receipt and interpretation of the requested program operation,

t he conmmndswessiunddrigarieen dbtddis the dedyrampiE Worll @h¥aAkEEma dataimehad ed
signal to the wite state nmachine of the flash 25 nenory then takes over,
control I'i nghapthe@tNals SicOssHMlyairagrakdnhin. Wr tHal dutd Ras hbeslbcedsiutly
programmed, then the program and verify steps are repeated with a limit of 25
aftempts to program the word.
Figure 3 shows a prior art programming algorithm 18 for a later-generation
15 prior art flash memory that includes on-chip program and erase automation
“circuitry. The on-chip program and erase automation circuitry includes a
command user interface, a write state machine, a data comparater, and a status
) - register.
| The program algorithm 18 begins with the microprocessor coupled to the
20 fiash mem.ory writing & program setup command (i.e., 40 Hexadecimal) to the
command user interface of the flash memory followed by a second write operation
that specifies the address and data. After successful receipt and interpretation of
the requested program operation, the command user interface of the flash

memory forwards a translated signal to the write state machine of the flash

25 memory then takes over, controliing an internal program algorithm within the flash
- 2




17/ 06/ 2005 WO 02/0525 76 PCT/USO 1/11877 menory. |n particular, _}}1@ ydirdﬁs
state machi ne sgp_ervi ses internal programand verify circuits t]t) p p

the fol | ow™YYH%4EKE: (1) program pul se control, (2) pul se PEBWSEILEHTN
control, (3) tine-out control, (4) programverification, and (5) status
regi ster update. 5 Assumi ng the _rrerm{qy Icigati on to be witten to Bad been
previ ousl y dregery. Ippagiculagite wetesiple Hatuag sysagses N #1938 3HFogr am t he
word in the flash nenmory array, the wite state machi ne sends a

pr ogr ammi ng Vedfvsarcsits ip pariemette fallawing @t H 1} Brogtss BUlsR ReREOlc B)IPYISehat need
to be programmed froma one to a zero. Programverification then occurs in
two steps. Acpelitighseatrelet® timg-eugantralo(4) srazye vesficaipn.i g Gbsiehe
just-progranmed cells. The resulting bit line currents are then fed

i ndi vi dual | yegistesbpdaieanpl i fi ers, one sense anplifier per cell. The outputs
of factory-set programreference circuits, adjusted to V,p (i.e., the
program bhr eshol ésswhingdleg mearagy wicgtior e wiitten thehaddepe préveusieergeed
anplifiers. The outputs of the sense anplifiers are then routed into a

dat a conpar diteoystbmms atidbdied!ionns), fhorsler tbrogriahathe evord onthafiesh trieeraoyt put s of
the sense anplifiers to the contents of a data register. The data

conpar at or - mappths vritestaesmbtisin®endsa paigrahming dulse dfe pretdeerminat e
machi ne, which in turn determnes if pulse repetition is required. If the

program vewidth eathioss nepedrqicethahoved foltaf progrardhed ot acmid 1 awrd. t o be
reprogramed, the 20 above program and programverification steps are

repeated until epiogfim akfifidalien tredl dcBulrif tWeBlebs eA msrgmeacRashylrdéad
pregrammed or a tine-out occurs. Wien pulse repetition ends, the wite

-state mpghi J?atag@rasiap@;eaggwé S{'ﬁ%%l’é@ﬁh@ﬁrﬁe@ B&sS tiHe W ﬁ@gﬂﬂﬁwgur@n&s geven of

asul
the status register (i. I's set to zero when the wite 25 state

V\nfriiCPiene I'S PURYed RdlvidBYF R HnskMnpifielstSnd 8istfhplifier péicell® TREBUHIRS the
of factory—set program reference circuits, adjusted to Vy, (i.e., the program
threshold voltage), are also fed into the respective sense amplifiers. The oufputs
of the sense amplifiers are then routed into a data comparator for collation. This -

15  collation compares the outputs of the sense amplifiers to the contents of a data
register. |
The data comparator reports the results of its collation to the write state

} machine, which in turﬁ determines if pulse repetition is required. [f the program

verification operation shows that one or more cells need to be reprogrammed, the

20 above program and program verification steps are repeated untii either all the
cells are verified as successfully programmed or a time-out occurs. When pulse
repe.tition ends, the write state machine sends a signal to update the status
register.

Bit seven of the status register (i.e., SR.7) is set to zero when the write

25  state machine is busy. Bit seven of the status register is set to one when the write
3




3 17/ 06/ 2005 WD 02/ 052576 PCT/ US01/ 44877 state nmachine is done 1(7?'65 a%q 5
when’ programﬁzgg ends) and is ready to perform the next operation. { q
four of th&&PAFEYSregister (i.e., SR4) is set to one, th&CT/USAUIHGTR es

that. an error occurred in programming the word. If the address at which the
data word was programred is not the last 5 address, then the, external

m cr opr oces SBHE MAEHBAEHEN (FHCH AR PRSIRRBRSESS) ARG ISIBBL ICHEHD ons. 1 n
ot her words, the mcroprocessor sends the nenory a 40 Hex program setup
command f ol Fewaxt eperation.i f bitdpachtheovioln moispeten Sisdr ifset IoReeBht ed
address and_the associ ated data word. The nenory prograns the data word,
per f or ns i ningcatas thatoyr emeneactred it prewamanad iedeess the status 10

regi sters. The above process is repeated until all the data words are
programed. Al t Hbihgraddressratarhichothe slataowerel sepsaprogramimed i nad e laslgeneral |y
advant ageous because the external m croprocessor is freed to do other

t asks, of- chtlgress, thprative extarndlirciatoporcehss ivemedisdbel wddteage@pd rageets on- chi p
program verification, voltages 15 are continuously being slewed fromlow to
hi gh | evel stherabove openatiosa, Invdthertwords iex midryproeegsoh sasdpthegnemoriyregdQ i nes.
Mor eover, voltage and timng settings for the program and program

verifi cati oHexp®gain essipaommaidilchesena Weitd apsthttonias Spedfesaheondi ti ons,
whi ch al so generally | engthens progranm ng times. Furthernore, a program

command pr egedaRnRRCAIdIesPatding dsQodigted HAANAGTAE O he Aémbryrdrogranisithe easi ng
programming tines for long strings of data words. 4 17/06/2005 WO
92/} 052576 Reath Wetd, beAbRdd inBzh&prblraRldifit40dnCond bbd KA WNtatus
10 fegisters. The above process is repeated until all the data words are
programmed.

Although prior art on-chip program verification is generally advantageous
be‘caus_e the external microprocessor is freed fo do other tasks, on-chip program
veriﬂcétion has some disadvantages. With on-chip program verification, voltages

15  are continuously being slewed from low to high levels and vice-versa, which
generally lengthens programming times. Moreover, voltage and timing settings for
the program and program .veriﬁcation operations are often chosen to handle worst

‘ } case conditions, which also generally lengthens programming times.

- Furthermore, a program command precedes each data word to be programmed,

20 further increasing programming times for long strings of data words.




‘shows a prior artDBPIRFEEHAVERICRIYHHFT 3R

|

The present invention is illustrated by way of exanple and not Q{@@E?Z%S
n

in the figures of the acconpanying drawi ngs, in which like ref

i ndi cate s%ﬁ?l"ﬂ?ﬂﬂél ements and in which: 5 Figure 1 ill ust redressoassrior art

programm ng al gorithmfor prior art EPROVs wherein an external

m croprocessQr. _ver| iss t he progranm of each word. Figure 2 shows a

prior art pr Yeoo g dgH f 3 ¥ art early generation flash

menory wherein program and program verify commands are wused; 10 Figure 3
émwaa of gramplgand et ivfatiqyinor art

flash menory that includes on-chip programand erase autonmation  circuitry;

Fi gure 4 shdb@ligiras st thgraseersBavinbeigmingst B whieh Bryefrspnesisdndicale fERATY i n

accordance with an enbodi nent of the invention; 15 Figure 5 is a bl ock

di agram of &leme¥sandinwhiahi | e nenory that includes special programm ng

node circuitry; Figure 6 shows flash nenory circuitry associated with

program Overi f i cHtduse 1dhstrates aspineiasl prpgregraingrialugrithonifor prpgant EPROMSs

illustrates the procedures for entering, exiting, and disabling a 20

speci al pr ogtherein ag exteden! iicroprockssdr vesins the pFogrameni®) of dachtwades t he

progranm ng operation during the special programm ng node; Figure 9 shows

"~ the verificati onFiges atshows aguior ag prégrammpdreg aljogithogoaapringart eadie; 5

17/06/ 2005 WO 02/052576 PCT/ USQO /44877 Figure 9A illustrates an
al ternati vegpnagti@nfashgneraatyameediprofram and program verify commands are

Y used,;
et
10 Figure 3 shows a prior art programming algorithm for a later-generation
prior ért flash memory that includes on-chip program and erase automation
circuitry;
Figure 4 shows a host processor coupled te a flash nonvolatile memory in
accordance with an embodiment of the invention;
15 Figure 5 is a block diagram of a flash nonvolatile memory' that inciudes
special programming mode circuitry;
Figure 6 shows flash memory circuitry associated with program
. } ' verification and the special programming mode;
Figure 7 illustrates the procedures for entering, exiting, and disabling a
20 special programming mode for a flash memory;
Figure 8 illustrates the programming operafion during the special
programming mode;

Figure 9 shows the verification operations during the special programming

mode;




enbodi ment; Figure 9B illustrates an alternative verification s
one - enbodl nent; 5 Figure 10 shows the programm ng and verifi Caﬁ]qf'f(%?ch{OS
procedur esMB1*52¥peci al  programi ng mode that incl udes haghiusgrssBigure 11
shows an alternative procedure for entering the special fl programm ng
nmode. 6 17/06/2QQ05 %\é} OF/ g5ég76 PCT/ \USO01/ 44877 DETAI LED SCRI PTION A
speci al progr anth ‘HYhBadus G qlisEg F%Pf‘igée'ﬁ“m@ FEERTCBYGct or  nmenory,
such as a flash nonvol atile nmenory. The special progranm ng node is also
referred t o®BEO¥RE N act ory programi ng nmode, given that the node would 5
often be ernployed in a factory setting involving the testing of a
seni conduct or  rfd#Be/ SR fliusiratep ma?diewghe Y%rﬂfrqaéa@ genuenge pheRaged. As will be
described in nore detail below, for one enbodi nent a host conputer- such
as a m crop?Bed®EPL is coupled to a flash nonvolatile nemory. The
m croprocessor sends one or nore conmands to the flash nenory to enter )
10 the shecial Figdreattshiryvnbaeromamieg and veriEation P@C@‘éﬁaﬁfﬁfﬁépﬁﬁ@é t he
flash nmenory cells are progranmed wi thout the use of internal data
veri fi cati qfogpmmieg modesthahieplbdgs haghing; | ash menory progranmi ng oper ati ons
are optimzed for speed. The host m croprocessor can permanently disable
future entry i nFigutes! ¥ stveran dierpatygrmaveduge frveotesipg femstiasipl a di sabl e
factory progranmm ng node conmand to

programming mode, :




the flash menory. Enbodi ments of the invention help to reduce ”167}’6%'72-605
takes to t ,’a_fl_ash nmenory to see if the flash nenory can be

successf ul WW'B@?.’émmd. A reduction in testing time of aPCTASNI/M8ADry can
hel p. to increase the overall efficiency of 20 manufacturing products

cont'ai ni-ng @ﬂ%@? =§“§ci ally at high volunes. Enbodinents of the
invention h g&ta progranm ng of a flash nenory. Figure 4
shows an arrangenent of conponents for speci.al, progr i e
operation, also &FP W%?’B@'”& PR I§HFS &farfg%g{ﬁrb‘??r%%gkgg%%:a!%i on. Host
25 conputer 22 is coupled,.tq a nonvolatile flash nmepory 24 vi ines 26.
Li nes 26 7 W’B‘@W?ﬁﬁfg’ as\/@)ﬂ@%W@%’PWPJ%1+rfls£e&'ag8r?§?amrﬁg‘pﬁrﬁgédeggsses

that transmt address, control, and data signals. st,, co ter 22 can be
a nicroprocé d?g%ﬁddf’ﬁé h%mpﬁ@rﬁ@gﬁg-mg%@l\gg\t aww@%ﬁw% ler, a
personal _conputer, a personal digital assistant, a network processor, a
wor kst at Pon Ot8R %8 smpleweddie faeleplieating 'P@Y'"%?‘?ﬁt@?é‘?ﬂ O ?ZSWQBQ@QEOH he
testing of 5 flash nenory 24. Al though for one enbodi nent of the

i nvention, MSWATY aﬁﬁfi@ad%’ﬁﬁglfﬁ%ﬁi?ﬂﬁ”d@@ﬁﬁquypes of seni conductor menory
can be used. In addition, for other enbodinents of the invention, nenory
24 can be embedddd wilkbexdesarived in mges,detail beawaionPig eabrdimentad9st ry. For
exanpl e, nmenory 24 can be enbedded in a systemon-a-chip containing

di gi tal andcematieg—-suel @k Eryicaprogdssoasiscotpledde adiegh nopvoigileBeMoY.ocessor
22 includes processing circuitry 33 for using a special progranmm ng node

t 0 _progr am TeeroligroprbceTdve sepds dad opmoty commagdaiodbe flash emoRoisteni®locessor
22/to send data words for programm ng by nmenory 24 and allows nenory 24 to
ent er ai@pethieadpepibprogrammingrodds. Bhengethe sgatial pregiafinoiag inde, the flash

memory cells are programmed without the use of internal data verification by the
flash memory.
The flash memory programming operations are optimized for speed. The
host microprocessor can permanently disable future entry into the factory
15  programming mode by sending a disable factory p‘rogrémming mode command to
the flash memory.
Embodiments of the invention help to reduce the time it takes to test a flash
) memory to see if the flash memory can be successfully programmed. A reduction
in testing time of a flash memory can help to increase the overall efficiency of
_20 manufacturing products containing flash memories, especially at high volumes.
Embodiments of the invention help to optimize data programming of a fiash
memory.
Figure 4 shows an arrangement of components for a special programming
mode operation, also referred to as a factory programming mode operation. Host

25 . computer 22 is coupled to a nonvolatile flash memory 24 via lines 26. Lines 26
7




is done externally by host processor 22. Circuitry 33 of host pr s
15 includes _ci r(_:-)u_i ts for performng external data verification (}uof’?ﬂé(}%ﬁ%
speci al p\de'?’Q?n?i?%g node. Host processor 22 is al so coupl eATAUBHMEHTry 34
for storing code and data for processor 22. The code stored in nenory 34

i ncludes the algorithm used by st prgcesso 2 1o te nor That
ooy ¢ est MAPGRPIRITH PHETARAGL: 2HTst BPaGH TR 6r OB B SRR RS y 24
that relies on external progranmn verification by host processar 22.
Norory 34 SFRLPEE BHCOPIRESSAI P B SRPBYIGHBEENS, SHER B QRSO HIEL Hat a used
by host processor 22 includes data to be rogramed into nenory 24. Host
processor 2RETEPN) CARRL G eHBRFORA dé@taéassé%ﬁ‘&t% e PEPCEEKe? dat a read from
menory 34 as part of the external program 25 verification routine executed
by host pr o¥@&sighonor a mainfraneg coouRiten\osbpI9sessPs 2POYRISSES (ede8YE For one
enbodi ment, nenory 34 is DRAM For other enbaodi nents, other types of

seni conductshmeemery #anAlBwugh & onegimbasimentiad theinsenfioReesiory dfory 34 can
conpri se hard di sk nenory or nonvolatile nmenory. For one enbodinent,
nenory 34 iflasbxemeny other pes opserpiesrbictar merpaiy captherusede dpaddit@rhf@”  menory
34 can be included as part of host processor 22, formng a systemon a
chip, for ethersinrhodivenisms thnipeentioanmemoesndd garRhie embediiédirha olipeol ati | e
menmory that includes wite automation circuitry. Menory 24 includes
control ci reuvice cpni2@ind ather sircuitoy pfF erdexbmpée, Mesdry Zdrmanybeaamizgdded .in ont r ol
circuitry 28 includes special 10 programm ng node circuitry 32 that allows
menory 24 tsgstemten-aahipsoritainingpiigitaibnd phialgy aincditngasradi as Bthar ngentdre. speci al
pragranmm ng node, internal data verification by nmenory 24 is disabled

t enpor gpi | y andHext sobédsod R anckieis fpreddksiag circuitry 33 for using a special

programming mode to program memory 24. The special programming mode
allows host processor 22 to send data words for programming by mem_ory 24 and
allows memory 24 to enter a special programming mode, wherein data verification
is done externally by host processor 22. Circuitry 33 of host processor 22
- 15  includes circuits for performing external data verification during the special
programming mode.
Host processor 22 is also coupled to memory 34 for storing code and data
) for processor 22. The code stored in memnory 34 includes the algorithm used by
host processor 22 to test memory 24. That memory test algorithm includes an
20 algorithm for programming memory 24 that relies on external programming.
' Qeriﬁcat’ion by host processor 22, Memory 34 also stores data to be used by host
: pfocessor 22. That data used by host processor 22 includes data to be
programmed into memory 24. Host processor 22 also uses memory 34 as a
scratch pad to store data read from memory 34 as part of the external program

25  verification routine executed by host processor 22.




occurs externally through the use of host processor 22. Flash r
20 includes individual flash nenory cells for nonvol atile stor‘;g]é/éﬁ?i&dis
i nf or mat i on¥ 950 “Ifr'éfure 5 shows nore details of flash nonvolITVUSIHETDry 24.

Flash menmory 24 is conprised of a flash cell array 20, a command user
interface circuitr

ciouitry 32, | EBUEPOEPRRINIES naesrtn%‘r‘fm@?f% o R G SR, BB 0, D00

buffers 53 and5 ut p mul ti Iexe ent [ fier |ste st at us
Cogi Ster 53 DR e SeBURCRHuptoOmEply EX5he Sk, HroUs Otﬁﬁfe'agﬁﬁi*&egﬁnput buf f or
61, address latch 62, address counter ower reduction ontrol

circuitry 73‘"er5{°rdfé'tf‘o‘?fé‘r°°7’1p“\°’e(§'@ﬁfg3‘ék WO%PE'&’WH%'F%@@”‘O%I Sswitch 41,

and Y gating/sensing circuitry 74. The flash cell _array 20 prow des random
access nonv&ngdine amsmoae%w%%raal tegptRjecesEBr 2nEOEMB8Ui ment, the flash

cell array 20 is_arranged as a set of array 25 bl ocks 20a-20x. BI ock 20a
is a 16 Ri | GRRIMAE BEHER. SBrastie bglyded a&PB“I@f h%ﬂ@@sqfﬁ%é&”ﬁb@ﬂsa

02/ 1) 52576 PCT/ USO1/ 44877 paraneter block. Block 20c is a 8 kil obyte
par amet er biSyERM B deRipovgexamplegs kil obyte main bl ock. Bl ock 20e is a 128
ki | obyte main bl ock. And block 20x is a 128 kilobyte main block. Qher 128
ki | obyte mai n bl bekenegimpgdirrnta meayory @4 & @ fiagit nonyatadite msmoghthebl bus 106 i s
part of data lines 26 of Figure 4. Data bus 104 is al so part of lines 26
of Fi gure 4inciugiesagie Butomubon ciscyiiay.t Memory 2reinciges apntro! cixeditrg 28 thalis 102,
data bus 104, and control bus 106 couple the flash nmenory 24 to host
processor Zzouprecat:m flestongm2ry dreesy 20- Chitrol pragina#s actiides apeciaut omat i on
Ci¥cuitry that 10 includes the command user interface 40, wite state
machi ne1@8, pabgtammogpacdd arcuitfl32 thadaltivat rnemosRStoemt&@r exit a special
programming mode. During the special programming mode, internal data
verification by memory 24 is disabled temporarily and external data verification
occurs externally through the use of host processor 22, Flash memory array 20
includes individual flash memory cells for nonvolatile storage of information.
15 Figure 5 shows more details of flash nonvolatile memory 24. Flash
memory 24 is comprised of a flash cell array 20, a command user interface
circuitry 40, a write state machine 28, special programming mode circuitry 32,
} input/output logic 47, input buffers 51, 52, and 55, output buffers 53 and 54, output
multiplexer 45, identifier register 85, status register 83, data register 91, data
20 comparator 81, address input buffer 61, address latch 62, address counter 63,
power reduction control circuitry 73, X decoder 71,Y decoder 72, program/erase
voltage switch 41, and Y gatingfsensing circuitry 74.
The flash cell array 20 provides random access nonvolatile large-scale data

storage. For one embodiment, the flash cell array 20 is arranged as a set of array

25  blocks 20a-20x. Block 20a is a 16 kilobyte main block. Block 20b is a 8 kilobyte
9 : _ '




The command user interface circuitry 40 is a request interface fq/6k2ﬂ®5
menory 24. The basic job of the command user interface ci rcuitry1 40
arbitrate P& RE8HEhost processor 22 and internal device 24ptunsviromsz The
15 command user interface 40 serves this role via a command register to
hold the issued request, a conmand decoder to interpret/translate that
request, angaEmeter &y Rlogkodficis @B KilnbyleRagaragier Black-aBlackiZOr és2 PRcl ude
communi cati ons between command user interface 40 and wite state machine
28, read pakilpbyielreainibinek. Sherk 2qedisiss138gphyte main bioplec RA Gl E0KI%%r i ng. 20
The command user interface 40 resides on an internal data bus. Conmmands
are input om2&kitoRytei main byckp@rthar 128 Kiobyigaainbiocks pl/ash avay 2thare Whnmands
get latched and interpreted after WE# is returned to VIH Address

i nformati onstawrcaptured in the address latch 62 and programdata is stored
in the data register 91 when WE# is driven high in a second bus cycle. 10
17/ 06/ 2005 WO CndSPBRG1080E a0/ dMB lires\Bbeof Riguee ds Sdatd bus MBfials®s a read
operation (for exanple, fromthe Il identifier register 85, or the status
regi st ers 8part aflineh 26 0 Figuye dr aldré3)pust162 is panoélimes 1BSe alsontAeldfesse 40
ensures that the output nultiplexer 45 gates that data to the output

buf fers 53 td(R4data bisif0g, ahdtentnsidios 1166 26upmie tiie fidsh rhémodi 24 orhest _
conponents within flash nenory 24 needed to program erase, and verify the
array 20. ThecewsbtZ2.state machine 28 conprises integrated oscillator and
control circuitry to carry out program and erase operations. The wite
state machi ne 28idsh refitgGAhAZENchHoEan dndsdrasiChitdmation cheweetaor for
pepform ng program erase, and other 10 operations on array 20. The wite

state mRCchijRGudd thd ebMARMdAReATHEMIRI 4T WitOdtate HAHIne 98 NRHtA bofphiRese
registers, a control store, and a control sequencer. The
81, and status register 83.

The command user interface circuitry 40 is a request interface for flash
memory 24. The basic job of the command user interface circuitry 40 is to
arbitrate between host precessor 22 and internal device 24 functions. The

15  command user interface 40 serves this role via a command register to hoid the
issued réquest, a command decoder to interpret/translate that request, énd the
control logic to initiate action. Activities include communications between

) command user interface 40 and write state machine 28, read path selection, and
status register 83 checking and clearing.

20 The command user interface 40 resides on an internal data bus.
Commands are input on data pins DQg-DQy with CE# and WE# driven low. The
commands get latched and interpreted after WE# is returned to Vi, Address

information is captured in the address latch 62 and program data is stored in the

data register 91 when WE# is driven high in a second bus cycle.

10



wite state machine 28 uses information received fromthe comua r
interface 40 to access the appropriate |ocation of the program ﬁ&rﬁg/%’(’f’
execute i Mé@PYERF®ns needed to perform an operation. Conmmant/usgiisr
interface 40 to wite 15 state nachine 28 signaling forwards transl ated
user requests for processi ng and control. The wite state nmachine 28
execut es the i mplémsHhaissead sPEERaHRS rerd oreiaiRiediel sigmAi fitryiwevol t age
circuitry of Y gating/sensing circuitry 74 in order to } apply charge to
the flash cdigniiiigrregister H6y ayt%zcst@ma re@sipR 3 Ragengmemartay 400488  cel | s of
the array 20. 20 The wite state machi ne 28 generates signals that initiate
a strobe to ggmmangfusesintejacetG engures Wgtﬁbﬁ@gtmﬁmﬁﬂsrég@a@ﬁ taatrd#da 20 to
erase. The wite state machine 28 al so generates signals to supervise
strobe pul sdo itieditputipdifarssscard 84 tinmings. The wite state machine 28
generates signals that control the data conparator 81. The wite state
machi ne 28 gener Wids siatgmatkine 28tcantrgladise differehteathparients withit feshlat a :
conparator 81 to determ ne pul se repetition control and 11 17/06/2005 WO
02/ 052576 PCEMIBY 24 448d5d i progoen cerasq dmt evetify thdbarrsy 20 uThe egitssstate 83. The
wite state machine 28 generates signals that initiate an address counter
63 for eraseagshiae @3didmpises integratrchsseillptor end tyntrot circditng torcayat 6utg/ sensi ng
circuitry 74 conprises read/wite path circuitry for 5 accessing the array
20. More papidgedih antl ¥radelsperatitaisi NeSANs sige fatkink 28Ys Z4petiffdeddes source
switch circuitry for applying the appropriate voltage |levels to the array

20.. for an efemeed M_@ﬁhét@:’ﬁ-seTb&?c‘é.sgéHfbﬂﬂérﬁ?rﬂﬁigrlﬁo?# hE dkddey arfd ofepO i ncl udes
pregramload circuitry for driving programlevel voltages onto the bit

| ines ofg ar paifatiotld JHEHAYRET PEE @MEt ﬁ(gte mEcHIRSSS MoRBES 8A%ridndiRASgct he array

20 by transferring addrésses over
: unit, general purpose registers, a control store, and a control sequencer. The

write state machine 28 uses information received from the command user
interface 40 to access the appropriate location of the program memory to execute
instructions needed to perform an operation. Command user interface 40 to write -
15  state machine 28 signaling forwards translated user requests for processing and

control. The write state machine 28 executes the implementation aigorithms for
sequencing the high voltage circuitry of Y gating/sensing circuitry 74 in order to

‘ ) apply charge fo the flash cells of the array 20 and remove charge from the flash
cells of the array 20.

20 - The write state machine 28 generates signals that initiate a strobe fo bits of
array 20 requiring program or a block of array 20 to erase. The write state
machine 28 also generates signals to supervise strobe pulse width and associated
timings. The write state machine 28 generates signals that control the data
comparator 81. The write state machine 28 generates signals that request

25 feedback from the data comparator 81 to determine pulse repetition control and
' 11




user 'address bus 102 while signaling read cycl esover the user c {Qk %gﬁ)s
106.  The ST nd_user interface circuitry 40 detects the read C é
causes the" 2dddr®ds 1 atch 62 to transfer the addresses froRECT/HEIGEE
address bus 102 through - to the X decoder 71 and Y decoder 72. The conmmand
user interface circuitry 40 15 al so. causes. the. output nultipl exer 45 to
transfer t h‘éro}”éﬁ(?”d-&’(dét%oc}ﬁ? ?W@JS\""‘QG%( 5397@8% lt‘ﬁ@%a%f maghipe Qgﬁﬁn%r\%?s t he
user data bus 104. The host processor 22 wites data to. the array 20

gener at i ng HgRaletha) fiade agpgpress RRYNOR0E f?rteFaéﬁsﬁr%?c’rtaS]ftGQWQrﬂr E&tfands and
data to the command user interface circuitry 40. The command user
interface c¥&®uitry 40 verifies the 20 program conmands, and queues the
program conmands, and address and data paraneters, to the wite state
machi ne 28. The Thei ¥ gathaisansingairuilly 74 ceampriseheeadiwiite pRBF Y 5@ ati on by
progranm ng the specified data into the array 20 at the specified address.
Wite stoat caqegesingéheomraynd.uMers rariielartys thelp 9ptio/eansing sigudy 7di sabl i ng t he
25 special programm ng node of flash menory 24. Wen the speci al

pr ogr anmi ndncladesisyued 20 civgity Ip0shen Pt apsoanriaisvatage develsstodh@bl ed by
circuitry 32, the wite state machine 28 prevents the verification of data
witten to amay@0fonanayasedunatieni flhe at gatinglenping girawiirg Z¢ alsodneledes nor mal
operation of flash nmenory 24. The normal verification operation of flash
menory 24 ipsograpl lahd edcusy forfddling weognam eved freltages entothEibijuines obaraad 6.
Figure 6 shows certain circuitry of flash nenory 24 in nore detail. Data
conpar at or 29kuriagpesdraaimihg t he normal program verification operation by
flash menory 24. Data conparator 81 is controlled by the wite state

machi ngo28. TheHwEi frocedsar 82 meskithe a?dy 0Pl amasfehingaideessesmper theor 81
during programverification and erase veritication operations. The

user address bus 102 while signaling read cycles over the user controf bus 106.

e

The command usef interface circuitry 40 detects the read cycle and causes the
address latch 62 to transfer the addresses from tﬁe user address bus 102 through
to the X decoder 71 and Y decoder 72. The command user interface circuitry 40
15 a!s§ causes the output-multiplexer 45 to transfer the read data from the Y
gating/sensing circuitry 74 over the user data bus 104.
The host processor 22 writes data to the array 20 generating write cycles
' ) over lines 26 to transfer program commands and data to the command user
interface circuitry 40. The command user interface circuitry 40 verifies the
20 program commands, and queues the program commands, and address and data
paraheters, to the write state machine 28. The write state machine 28 performs
the program operation by programming the specified data into the array 20 at the
specified address.
'Write state machine 28 includes circuitry 32 for enabling or disabling the

25 special programming mode of flash memory 24. When the special programming
12 :




10 data conparator 81 collates just-programred cells of array 2 NSt
data stored, in the device data register 91. For erase verifi ca&ﬁ&bgétoaog’

conpar at or %Qm%ﬁﬁﬂ’ar es erased | ocations agai nst the data VEITUESHRRFNE7
hexadeci mal . Erased |ocations are cycled through the data conparator 81
via address counter circuit 63. 15 For program verification and erase
verificati orMo%eis enapledyrpireayci2, 81 wiite skte §1achiBe 2ERIPYEtSei ts col | ati on
to the wite state machine 28, which in turn determnes if pulse
repetition ivernifiaiignoddata Witk oanespraray @R- i \erfisationef resam RIS it e
state machine 28 sends a signal to update the status register program or
erase st at udopngl opgratian offlasbmemesd4i n status regi ster 83. 20 For nor nal
program verification, a margining function occurs just ahead of the data
conpari son done Epeaatraalm*gaatwd}pewtpnpéﬂaqml@gm@m FeisipPiEd®As, current

| PMRGN, derived froma program margin bias read of a columm containing the
pr ogr am &el Ifollswsawitheseference to Figdres ptanddhFiptretthehoves eastadnecienyiyiof flashs
117a-117p (assuming a 16 bit word) with reference current |IPREF, which is
t he current nigromy 2416 miofe @ietdi0 (Hata Winp@atdn 33 iF 6eRGT tabeIbrimalagggram
factory-set programreference circuit 111. The margin current IPMRCGN is
derived fr ooifivatioh epatatidn byddsiv olenage 24.p phtaecbrimaratoe 8) is¢ontrobert aymed cel | .
If IPMRGN is |less than | PREF, then the particular sense anplifier of sense
anpl i fiers terarittklateondghirics 28 Ty el stateenachines2®pmiphlys the datzur s for ei ght
or 5 sixteen bits in parallel, depending on the bus width of the program

- operation. Ehepa@tdtdi diringqirogiaki esificition dtdrate vaifieasord ssuratidne, Jaase
anplifiers 117a-117p are sent to the data conparator 81 for collation

£ T PR P P A e o e i S At e
-verificati of tRE QeGEY Hat SR tENo W HJr @raskdkffication, data comparator 81
compares erased locations against the data value FFFF hexadecimal. Erased
locations are cycled through the data comparator 81 via address counter circuit
- 63,

15 For program verification and erase verification, the data comparator 81
reports the results of its collation to the write state machine 28, which in turn
determines if pulse repetition is required. If pulse repetition is not required, the

) - write state machine 28 sends a signal to update the status register program or
erase status bit, which is reflected in status register 83. |
20 For normal program verification, a margining function occurs just ahead of
the data comparison done by data comparator 81. For .prograrn vériﬂ'caﬁon,
current lemran, derived from'a program margin bias read of a column containing

the program cell of array 20, is fed into one of the 16 sense amplifiers 117a-117p

“(assuming a 16 bit word) with reference current lprer, which is the current froma.

13




10 machine 28. Circuitry 32 can either tenporarily disable the pr
verification b}/_ wite state nachine 28 or pernmanently disable 977?8@212005
verificati P B # %t e state machine 28. For one enbodi nentecafushivess?7

i nvention, circuitry 32 conprises code stored in array 20 and associ at ed
circuitry that acts to disable the program verification procedure within
f1 ash nmenor yagiary-seherqarag refaranseicireeihl Tonl TEFNBIAHE @HIaTE Irvaen i§ICEVEther

di sabl ed tenporarily for the programming of certain data words, or the
progr am ver iffoncan enajedoeadiveliage applird E@gh%ﬁbn@wrmg%eﬂad to prevent an
out si de user of nmenory 24 fromentering the special programm ng node.
During the speci Hlilrvaso iy lasmihay lswed dhercihe paiticuiar sensgi anaplifies opsergeam
verification. 20 Status register 83 shown in Figure 5 is another conponent
in the autemplifiens 1di7acidi7p oytpots 4 logida! omnofhis 2heraBtrmoceurs Egieighdor 83 i s
conprised of bits that are an interface to the outside world of flash
nmenory 23. Sixeemwbitsen phatiel, dematdingeor2Bierbeis giidtb of thequbaraikn bperation. sTiuppor t
circuits, thereby allowing the wite state machine 28 to keep the status

regi st er 83eight bieot siatzen bheutpatualnds fremrthe Seriset amplfiess #H¥aabt hemt.seBi t seven
of the status register indicates whether the wite 14 17/06/2005 WO

- 02/ 052576 Pfslihb/Tdid 48Bparaii 81 SorrtlBlisreagainst eadystéred iredetavregiter oher commands
(a logical one) or busy performng tasks (a logical zero). Bit four of the

status regi ster $skdid)PrspbRmindmogs aiteips216f whte shité mMatiineods shavirlin
register 83 is a logical one, that indicates an error in the word/ byte

progr ammi ngriglife 4 B&n BisQBIEFA ?ﬁo@?é%ﬁ vBlificaliOV proc8ddrel R8H BRlwr8kfate 5 t hat
i ndi cates suCcessful word/ byte“progranm ng. Status register contents are

driven gyt macr%é%sPQ@.l-mgagtFy §5n cgﬁéaqé? %dy?gﬁi:gfdisgli){éﬁggﬁbﬁq’@& n\}lﬁitﬂé‘%ﬂbfn CE# or

. 2 :
OE#, whi chever occurs e rea e driven

- high, then §oW:Ad3L 0 M RirkESE o PG HRENH ALY plcrd SelttRbh b \Wdier
state machine 28. For one embodiment of the invention, circuitry 32 comprises
code stored in array 20 and associated circuitry that acts to disable the program
verification procedure within flash memory 24, The program vgriﬁcation

15  procedure can be either disabled temporarily for the programming of certain data
words, or the progra’rﬁ verification procedure can be permanently disabled to
prevent an outside user of memory 24 from entering the special programming

} . mode. During the special programming mode, circuitry 32 disables program
verification. -

20 Status register 83 shown in Figure 5 is another component in the
autoration circuitry of flash memory 24. Status register 83 is comprised of bits
that are an interface to the outside world of flash memory 24. The write state
machine 28 receives feedback from its support circuits, thereby allowing the write
state machine 28 to keep the status register 83 current and the command user

25 - interface 40 abreast. Bit seven of the status register indicates whether the write
14




53 and 54. Host processor 22 then reads the output of status regi
over- 10 data lines 104. Figure 7 is a state di agram show ng theﬁ%@éé@i&s
for enteri MO 0¥%1ng, and disabling the special progranmmpay/vsvdesior
flash menory 24. Bracketed information in Figure 7 indicates the state of
the command user interface 40. Information within the circles under the

br acket ed i rstase machiw is reidy 46 eeceivedudhescammmansis (8 lagital oRel ATilyS¥xer 45 of
flash menory 24. The special progranmm ng node procedure begins at operation
or state 1peffomning tasks (alpgicabrerebsBibfoupof the siRtuy regisderdd laglcﬁfleégr ami ng
mode command to flash nenory 24 via lines 26 to be stored in the command
user i nterf poegram statBor [fditdowrd) sthtureienistst 8Bl ailogient onerthatindicalgp @nspeci al
programi ng node 20 conmand is used to enter the special programm ng node.
For an al t eerat inihe vwamtibgiernsograchasag.i hthe pragrao etatistbif foutdeladegical zero,
speci al - sequence of commands is wused in order to cause the command user

i nterfacé tthatindicates swasessiyl Badibgteeprognamming. speci al programm ng node. At
state 152, the command user interface 40 has entered the special 25
programm ng nodeSttiat registereontehfsidre mirilen q@iteondsitsABQe D0 uf data Bsatddsatsi gnal .
At 15 17/06/ 2005 NO 02/052576 PCT/ USUI /44877 state 152, the conmand user
interface 4thecfallingedge o€ CEHoy CE, ehichevdrecstiatiast imtteghiene cffet Bitertpgn t he
speci al progranm ng node. In the special progranmng node, circuitry 32

. di sabl es i nk@&Ned dVerORign) thiér iow Agdin, ensdnd dipdardd oetertto 24 olexttbufleast
conputer 22 sends a data stream setup conmand to the 5 command user

interface 483 ghd bhasdshpideesso? 42 tierdehdd MeJulh@ of bthtusiegitaiad oled, the
copgmand user interface 40 i's in a data streamsetup state (i.e., the DS

setup 4 at @tq 1iAbs 64t e 154, output nultiplexer 45 outputs a status signal.
The data

Figure 7 is-a state diagram showing the procedures for entering, exiting,
and disabling the special programming mode for flash memory 24. Bracketed
information in Figure 7 indicates the state of the command user interface 40.
Information within the circles under the bracketed information indicates the state

15 of output multiplexer 45 of flash memory 24.

The special programming mode procedure begins at operation or state

150, with the host processor 22 sending a special programming mode command

_ ) ' to flash memory 24 via lines 26 to be stored in the command user interface 40.
For one embodiment of the invention, a single special programming mode
20 command is used to enter the special programming mode. For an alternative
embodiment described in more detail below, a special sequence of commands is
used in order to cause the command user interface to cause circuitry 32 to enter
the special programming mode.
At state 152, the command user interface 40 has entered the special

25 programming mode state. The output multiplexer 45 outputs a status signal. At
15




stream setup state 154 causes the wite state nachine 28 to preﬁ-afrfgﬂglﬁb5
menory 24 for a streamof data words to be progranmmed into flas r/
array 10 2¥C ®B4F2¥he enmbodi ment, the stream of data words @EF&IMoOLsTRQUITe
sequential addresses. For another enbodi ment, the stream of data words is
for sequential addresses. At state 154, the command user interface 40, the
‘wite statesimehfhdéhe canmand userdnigpiass 40 capeRF AN G2 RINE R PRI try 32 are
all in the data stream setup nbde awaiting the input of data to be
streaned i ntr@china$B terenter jhepepefciat pf%a@ﬂwga@@d?-n’fbigﬁé9eg6lPrW@”HB‘J?E event
to occur is that data is streaned from host processor 22 over_data bus 104
to flash nemudy, deuitiyci2 Gerblesriptrtnaniegiem Yaidcalapdytflash MefaP 2%us 104 is
16 bits wide and each data word is accordingly a 16 bit w de data word.

The data stream Nextshasécomputef 28 seadwedata steapesetn ceemandite tha ash nenory
array 20 20 starting with the start address. For one enbodi nent, the stream
of data $wrdsmmdod siseointerfage b of §asiumetiony 24 tigeide siate B4, Ahgeteelo4,

enbodi ment, the streamof data words is for sequential addresses. The
start addr e#® domrsamt udsy intedce 40 sde ssiata 2w setupdthte fise. dbs DDgetup 1 ash
menory 24. Once data is sent over data bus 104 to flash menory 24, flash

Menory conm@agk)usestaiet B, bapeit Alitplesents oatpstsas stafusGigvdli The idstat he dat a
stream state. In state 156, the output 16 @@ 17/06/ 2005 [ WD 02/ 052576

“PCT/ USQl / 448 e sétub bt 3£ Eaddesqbié it stattematiihei2s & prephre fashst at e 156,
wite state machine 28 and special programmng node circuitry 32 are al so

in the dat gmghbRAm fik allreaflbfidith WoRIsIBR prbgraaimditinloflash émegnarndy dat a
wor'ds are being 'sent to flash nenory 24 from host processor 22 via data

bus 1045 The) WilRedMRimeBHR dRadBordila Wofddddes oBredireseqldetialat a
streamwords to be stored at addresses within flash nmenory array 20. For
one embodi nppfescbhe AR GRSEIBEEment, the stream of data words is for sequential
addresses. At state 154, the command user interface 40, the write state machine
28, and the special programming mode circuitry 32 are all in the data stream
setup mode awaiting the input of data to be streamed into flash memory 24 for
15  storage in array 20.
The next event to occur is that data is streamed from host processor 22
over data bus 104 to flash memory 24. For one embodiment of the invention, data:
. ) " bus 104 is 16 bits wide and each data word is accordingly a 16 bit wide data word.
The data stream is a series of data words to be written into flash memory array 20
.20 starting with the start address. For one embodiment. the stream of data words
does not require sequential addresses. For another embodiment, the stream of
data words is for sequential addresses. The start address is sent by host
processor 22 over address bus 102 to flash memory 24. Once data is sent over

* data bus 104 to flash memory 24, flash memory command user interface 40

25 enters state 156, which is the data stream state. ‘In state 156, the output
16




not Sequential. For that enbodi ment, the host processor 22 send;t.}sﬁﬁ /2005
various addresses over address bus 102 and does not continue t 8 12t9
ori gi nal AHUPEES 6 0r  anot her enbodi ment, the address sentPUIUSHY 44877
processor 22 over 10 address bus 102 renains the ori gi nal starting address.
The wite state machine 28 and circuitry 32 sequent II S ough
addr ess couMWHPI®EAP %%%th%afb‘%ség”a{/\d%b@at@o ewgf[e ¥8¥%ﬂ th&‘P 3@ 'écg
sequential addresses within flash nenory array As shown in Fi gure 7,
the data th&Pefial HeAfarEy g IRCdeAITgulY rew'wa.t%%te strgamSiRle- 2 series of
data words are being sent to flash nmenory 24, For one enbodi ment, address
equal s the previ BysnaH ¢aia Stfﬁﬁm@ﬁt?@ﬁprﬁﬂa@t“é?r@s arg RENEIEGIC t he dat a
stream For another alternative enbodi nent, however, _various addresses can
be sent. Théagomearaly 24dion hesPraressa2 Vip deta kusatld. Thearitastads, and -
speci al programm ng node circuitry 32 remain in the data 20 stream state
156 unti$ amaghines?d sadrrirasitii Feauss too Aalatsteam wogadobasorediat The dat a
stream state 156 differs fromprior art programm ng operations. For prior
art progr amatldrgsegewithindlash mamudty agay B8. Goeocst embodiment, de addgresgagrareevery
data word in the data stream there would be a program command 40

hexadeci mal pof seduewndal. Fpr thas emfbdimiant, dhevbpst mrocksadu22sandsftbe vaiats by
program 25 verification. In other words, for the prior art to programa
second dat aagdredsed over atldres2/b06A02D@hd ddeEs B2t dafinod 6 FOT/thSTligiadls77 second
addr ess, anot her progranm ng command 40 hexadeci mal woul d need to be sent

to.flash megdngss. THer SesieerEniidimedt! theaidresdiess By nostiptbdesor A%owent  to
the flash nmenory, and then a programverification operation would occur.

Thus, f@5 tA@irBES Blis AP rerhdifs GRS Stagy Etfedat Breupitt ktt@hisehine
command-data 5 verificati on, command-data-verification, etc. would occur as
the desired)@ddy @fs&fy 32 sequentially step through address counter 63 to cause the data
words to be stored at a series of sequential addresses within flash memory array
20.
As shown in Figure 7, the data that is sent equals data X, which indicates
15 that a series of data words are being sent to flash memory 24. For one
embodiment, address equals the brevious address, which remains the start
~ address of the data stream. For another alternative embodiment, however,
) various addresses can be sent. The command user interface 40, write state
machine 28, and special programmi-ng mode circuitry 32 remain in the data
20 stream state 156 until a data stream termination condition is encountered.
- The data stream state 156 differs from prior art programming operations.
For prior art programming operations, such as the one shown in Figure 3, for
every data word in the data stream, there would be a program command 40

hexadecimal, followed by a single data word and address, followed by program

25 verification. In other words, for the prior art to program a second data word at a
17




are stepped through. For the prior art, after each word was Verif&?g6?3005
prog“r.ammdw(r)gg,_vw}te state machine would go into a "ready" stat]e a

i ndi cat ed by ¥ %even of the status regi ster being in a [P6FVEAIA-BAR
state, assumng the data word was properly programmed. 10 In contrast, for
t he enbodi nent of the invention described w tJIggeference to Fieggrte 7, the
wite state S8a%H #iiross, partkienBrOSRTYMING OIEPAN G FshenaderMah woult 1578 Cst r eam
of a plurality of data words is progranmed into flash nenory array ,20. The
"busy" st at degenbiciflash seemerynddrisseontdata Ware pphaddr eB@W&“‘ﬂdé@&é‘? 5‘%%% 0 |
stored in bit seven of status register 83, 15 The speci al progranmm ng node
sequence dedetefieghwpemonyesrd theaa Rregram YRIfieationeparatan woild OFHE- menory

bl ocks that are to be programed have been previously erased. For flash
memory ar r ay h2s, fongherpriar fiitalba seauendescosrarhidatpwerifigatisn, cospmand-dalgs a

| ogi cal one. Wien the flash cell is programmed, the flash cell stores a

| ogi cal 2er gerifipation e mhardtatarvesdficaton, ethewelld opcuirasdie desifrisaddRsséfased a
20 block at a tine. In other words, a data block is the smallest unit of
data that care stbepest thsauph. \Retheapritrtaat, Bftercdachsvasd sugsdreriiecb@ds cel | wit hin
that block is made to store a |logical one. Individual bits or cells of

f1 ash menor pragraragedOthearritb etate maghiasvedid gointd & &rebdyistate asrindicatad 8Yt o t he
| ogi cal zero state. Neverthel ess, individual bits cannot be programred
from t he | opit salerzefrtoe statisereyisten betjic allogios oRb s&ttetassuiningothe data es to
programa bit or cell froma logical zero state to the |logical 18

17/ 06/ 2005 wi¥¥d W3¢ ploperd pRigFabd/ 44877 one state-wi thout erasing the
bl.dck, the individual cell wll sinply not respond (i.e., wll not hold
the chayge or hgh@ohfigstStontid) emboditest & thd pivEntithadiiberbwid Zefaenoe tat ed
with the data stream ng state 156 during the special programm ng node. At

process bl ogjy,R0A thd Bfitd $@& machine 28 remains busy at state 156 until the entire

stream of a plurality of data words is programmed into flash memory array 20.
The “busy” state of write state machine 28 is indicated by a logical zero stored in
bit seven of status register 83.

15 The special programming mode sequence described with reference to
Figure 7 assumes that the memory blocks that are to be programmed have been .
previously erased. For flash memory array 20, when a flash cell is erased the

) flash cell stores a logical one. When the flash celf is programmed, the flash cell
stores a logical zero. To erase flash array 20, the flash array 20 must be erased a
20 biock at a time. In other words, a data block is the smailest unit of data that can
be erased. When a data block is erased, each cell within that block is made to
store a logical one. [ndividual bits or cells of flash memory array 20 can be
programrﬁed from the logical one state to the logical zero state. Nevertheless, -
individual bits cannc;t be programmed from the logical zero state to a logical one

25 state. If one tries to program a bit or cell from a logical zero state to the logical
18




5 menory 24 receives data over data bus 104 from host processor Il
programm ng node. The data sﬁ/%/fzﬁJ%

fl ash rrerne{(iuéélwiﬁs I n the speci al

menory 24 “GHfa streamthat starts with a data word z@CE/USII&SET art
address within flash nenory array 20. At process block 206, the wite
state machi ne 28 and, speci al rogramm ng. nod ireuitry 32 cause.the flash
nenory arr'af"f(ﬁ%% Wik fLgy! @t@oﬁgc&gﬁ%pga@ﬁﬁqeﬁdyaﬁgw B%ter§’§pcff|d§(b?<"208,
the wite state hine. 28 begins th ogrammng into array 20 of the
first data \mbaﬂﬂ??(@ﬁ@caﬂafgﬁ%f?f}%im%‘g?‘% sent from host processor 22.

G ven the nature _of flash nmenory, only those bits of the data word that
are to be prograﬁi%’&egﬁ?)‘ﬁ‘i’%prl%ﬁé‘é' Qgﬁésﬁ%'at’é&”ﬁ@i”&@atiépﬁa%"@ dtual Iy 15
programed. Prior to progranm ng, each bit in the block of the array 20 to
b~ pr ogr anmisl GU&ng febenggiel HOOREMNGE made. JNeprasaredIqak 204, thaleshrrr

hexadeci nal state). Those bits that need to be changed froma one to zero
are progPamieRIN®y 24geeriresAatagvendate bupded frow host procesgor gegwdiedlagh ock 208,
only a single progranm ng pulse is used for each cell 20 to be progranmmed.
I n ot her \/\/01"&%{'%1&14%@ th epegielaragraprepg aresiendhesata sentip flagh memoagr anmi ng
pul ses are not sent to each cell, as would normally occur during a :
non- speci al 2Aivadataftizgmribakstape nithiagiata Whidzdie by staot asjsisess within flash
programm ng of the words.. If the special programm ng node is to be used
for testingemdry aghy B&nbt proedssablotk 206, diog write, statkenddhiren28randsyed@d wi | | be
newy 25 fabricated, and thus a single programm ng pulse will usually be
sufficient pwgra@mihg/MEie20Qbitr\ID CIs83RS TashRGambig1drtdy2Bib/be ercatdedsfoul | y
programa flash menmory cell. This is in contrast to an older flash nenory,
whi ch ey rpeparanemimgl ti pl e programm ng pul ses for a cell to be fully
programmed in the normal progranm ng node.

: At process block 208, the write state machine 28 begins the programming.

info array 20 of the first data word in the data stream being sent from host
processor 22. Given the nature of flash memdry, only those bits of the data word
that are to be programmed from a logical one fo a logical zero are actually
15  programmed. Prior to programming, each bit in the block of the array 20 to be
programmed is already in the logical one state (i.e., the FFFF hexadecimal state).
Those bits that need to be changed from a one to zero are programmed by
) programming the respective cells.
At process block 208, anly a single programming pulse is used for each cell
20 to be programmed. In other words, during the special prog.ramfning mode,
multiple programming pulses are not sent to each cell, as would normally occur -
during a non-special programming mode operation. This helps to speed up the
- programming of the words.. If the special programming mode is to be used for
testing a flash memory 24 at the factory, the flash memory 24 will be newly

25 fabricated, and thus a single programming pulse will usually be sufficient to
19




At process block 210, the wite state nmachine 28 and speci al pr '

node” ci rcujt r{% 32 check for a data streamterm nation conditi oni%gvir}gmg
done by ¢ st "H@f"’fhe data bus 104 and the address bus 102 RGI/$e44577t he
proper termnation information is on those busses. If the data bus 104 and

t he address bus continue to indicate_that .additionpal t rds are
ot g sent - (HEESSIY ARGTEHUS GeHEmBaRt Hindds 55 CPTGASh RO 0N ¢ hen
process 202 noves to 10 process bl ock 212. At process bl ock&2§3}2 the wite
state nmachi MBEDEY; WHICBRRY LAUTR DA PIOBERM spsdaeR s&oksitier 63 to
step to the next address. For one enbodinent, the addresses are
sequent i al . PERgraged indhe APTNA PRRESBAMAHhTCdBhe addresses are not

sequential and the host 22 sends various addresses. For that alternative
enbodi ment, the AHBEFSESS blogk2d. the whks striedashing 8 and seedalProgrABMIBI next
address is received fromhost 22. Programflow then returns to process

bl ock 208. e GiExitrywba eheck fera fata glrapmdermisatinroepnditiend Thistio dena By menory
array 20 at the next address as indicated by internal address counter 63
for one enbbéskinmthe daja bus 04 end thepasdirersrus t0ktosertf theldrapss came from
host 22. Process flow then continues to process block 210. The wite state
‘machi ne 28 kominadiogprforraatiqurie gnamrscriysaesielf tha data buy 182 aot dokaddyess for the
data stream termnation condition by nonitoring the data bus 104 and the
addr ess busbi®202 téntirtuedo dadicats that aduitievatidagd womis @om Heing sanf thatare
encountered, then the internal address counter 63 is again increnented by

w-ite stat einfariedie fHgaimmes s Bashah@nbr2d@, théproaasy Jor mewdo@ ment, t he
next address instead cones from host 25 22. Process flow then continues to

pr ocessi®! ogdec@SBoiabrl 2t DeAngiticesBIEcK M2 g whe Sidle(RACHID2S WBriéi1®2576
PCT/ USO / 44877 note that the data streamtern nation condition has been

triggered. iﬁférrna?lfla!ﬁ{sﬁéﬁér?%d@fes%%ﬁnt@ﬁ@@fg §Rplo tHetxthadiass peidiess need

not be acconpani ed
embodiment, the addresses are sequential. For an alternative embodiment, the

addresses are not sequential and the host 22 sends various addresses. For that
alternative embodiment, the address counter is not incremented. Instead, the
15 next address is received from host 22. Program flow then returns to process
block 208. The next word to be programmed is programmed into flash memory
array 20 at the next address as indicated by internal address counter 63 for one
) embodiment. For another embodiment, the next address came from host 22,
Process flow then continues to process block 210. The write state machine 28
20 and special programming mode circuitry 32 check again for the data stream
fermination condition by monitoring the data bus 104 and the address bus 102. If
the data stream termination condition is not encountered, then the internal
'laddr-ess counter 63 is again incremented by write state machine 28 at process
block 212. For another embodiment, the next address instead comes from host

25 22, Process flow then confinues to process block 208 and the next word in the .
20



a data word of FFFF hexadecimal to trigger a data termnation c Y
For .anot her enbodi nent that relies on the host 22 sending vari Oﬂsnfj%bg‘}’b005
addresses WQ#/Fai7a, the data term nation condition can beprhassgpding of a
sane, address as the | ast address coupled with a data word of FFFF
hexadeci.mal . For a variation of that enbodi ment, the same address need not
be acconpanielg that the ddta dreapr teronatierrondiicadms hegn tiggered. g@ra a dat a

term nation condition. For another enbodinent of the invention, the data

st ream t er nvaritiooof fitat eobddimen, the changesipettressmestaoébea Becamepartfd Bendi ng of
a data word that is all logical ones on data bus 104 from the host
processor 22 datas wird §flFSIT headegim2ito tiigger @t deta tanmirgdion comdifidmal data wor d
in the data streamis specified as FFFF hexadeci nal. For one enbodi nent of
the invention, fhmsmotremempodinert tixdireligs ondbe édstrsendinghvariepeci al

programm ng node in the factory, so the test 15 specifications set forth

t he requ r easdresddsatitit teta) thetdatiateaminatich conditivm chatba the seading bba bame
programmed for test purposes is a data word containing all |ogical ones.

For yet anoidweseadpd astniddadsstodapliet wethta duta widné of BSEF Apecletineht Fons
require that the address on address bus 102 sent during the data stream

increnments 4 Q#riatidA®N tiER BRTH6IWRER, the RafiehritraddIéed nohBe agstngsaed bynar enent
as new data words 20 are sent over data bus 104 from host processor 22

during thi 4 paekdbf PFOPharEHelmaTRs Rigdat & daatedihatihdidnbmen. For t hat
enbodi nent, the data stream term nation condition is triggered by an

address on addr ¢552Ruhed §3bBRment BHETRBHIGH 1ROURE Sitelinlibmnstfyn. wor d of

FFFF hexadeci mal . I'n ot end of the data streamis indicated
by the,gdd " ' ; - oot t
s%/r earen1gou£ﬁ%§§'t’§\/rit] ?%hggs ae{agt?\?\%rg% %@’%&%‘#@)ﬁ(@ e%%%owg‘gt ,nga Hll 8‘%? 2805 WO
02/052576 ke Ldggjaila‘léﬁg YOﬁrb&ethéhSEteerPe%Qbez £5tn@%dsiF ARG 2R §9r amm ng

ry woul'd chec

node circuit
other words, the final data word in the data stream is specified as FFFF

hexadecimaf. For one embodiment of the invention, flash 'memory 24 is being
tested during the special programming mode in the factory, so the test

15  specifications set forth the requirement that the last data word in the data stream
to be programme‘d for test purposes is a data word containing all logical ones.

For yet another embodiment of the invention, the test specifications require

' ) that the address on address bus 102 sent during the data stream increments for

each memory word. In other words, the addresses increment as new data words -
20 are sent over datd bus 104 from host processor 22 during this special
programming mode data sfream condition. For that embodiment, the data streém :
termination condition is triggered by an address on address bus 102 not
incrementing coupled with a data word of FFFF hexadecimal. In other words, the
end of the data stream is indicated by the address staying the same for the last

25 data word in the data stream coupled with a data word of FFFF hexadecimal. The -
22 _




for Such a data streamtermnation condition. For a variation of, 1h
enbodi nent, {{{ the condition of an address not increnenting \Aﬂr-‘féﬁkr/@g{b@?
a data terWMHBOFH 6condition even if not acconpani ed by a dat/aswesgrof FFFF
hexadecimal . 5 As shown as Figure 8, if the data streamterm nation
condition is detected at process block 210, then process fl ow noves to
process bl o¥fiteogtate 'A'LBCBPS@gsaé‘d SBEgeiProgrammipg Modgrewtridd i geckng

speci al programm ng node circuitry 32 disable further programm ng pul ses
so no addi t f$HFN Rotada skeam freidRREaNdiRD Fonawiafemet YpabeinBodipent. pr ocess
fl ow noves to process block 216, which causes 10 the wite state nmachine 28
and speci al fsregdiian of @nrasidesssinptineementng weorlditdgasr @ dagg feapinaiom r om f ur t her
progranmm ng. Process flow then noves to process block 218, at which point
t he progr anfenfitiast eensif petanconpanied Pwedasa watdofifiFdshhaxedeeipal. array 20 ends.
‘For one enbodi mrent of the invention, the bl ock boundaries on flash 15
menory a?ray 20 A®shown asFiguse Bdt the satecsiraane tarinination aonditieti isidetested n ot her
words, the data stream programr ng can conti nue across bl ock boundari es

wi t hin fl agtproeess hlog 2 HY tix pratessdiovrrepver tograsass ipckf2 1datid prameds can
continue wuninterrupted even across flash bl ock boundaries, assumi ng that
“each bl ock biask 2btemitprstaie meshipe EB8asddpelial feyramming MareRdiguity 32 once t he
data term nation condition is received by flash nenory array 24, then the
process f| odisatde stter progbmtringlnfsdsastknd additi@iaé woildsZare ptoggbmbredlibd, t he
command user interface is in the special progranm ng node state and the

out put mul tiiaghexemnodfareiit 70Ut Brogesst fRiwkdodeOBdHrocdsdadkPaagihich Rausksy a stream
has been programmed, the flash nmenory 24 remains in the 25 speci al

S o R Ao g s ot o Bt 2
array 20 from further programming. Process flow then moves to process block
218, at which point the programming of a stream of data words into flash memory
array 20 ends.
For one embodiment of the invention, the block boundaries on flash
15 memory array 20 do not act as data stream termination conditions. In other
words, the data stream pregramming can continue across block boundaries within.
flash memory array 20. Therefore, programmihg of data words can continue
) uninterrupted even across flash block boundaries, assuming that each biock has
been previously erased.
20 ‘Returning to‘Fi'gure '77, once the data terfni'nation _éondition is fecéived by
flash memory array 24, then the process flow moves from state 156 back to state |
152, At state 152, the command user interface is in the special programming
mode state and the output multiplexer 45 outputs a status signal. Even though

the data stream has been programmed, the flash memory 24 remains in the

25 special programming mode state. Nevertheless, up to this point there has been
— 23 '




no internal verification by flash nenory 24 of the successful pr 8 gg?%
of the data streamsent during step 156. The next operation i n]t e g? ?
pr ogr anm nNYOBAE2Y3¢ ocess flow is to perform program verif PEBMUSOMEX er nal
to flash menmory 24. This. external 5 verification process flowis started by
the host processor 22 sending a read array _command to command user
i nterface 4moguigrnaliveaticaisn bﬁaﬁh@ﬁﬁ‘qfhz‘ﬂipéﬁ}ee'ﬁ@?eﬁsﬁéPrq@é%iﬂrr%ﬂgr%@h%ommnd
sent to the flash nmenory 24 causes the process flowto nobve to state 158.
At state 158ata slecarosrahdiriogstepi tiferface 40 is in the read array state
(i.e., the RD Array state). The output nultiplexer 45 outputs a read 10
array signal. Dufhagestepesatibbdn thengpasiss pragramasnpmoge piosgeslewss @at a t hat
had been programred into flash nmenory array 20 during the data stream ng
during st aperfo66 préyraimngriftatioe exsgnal th fastosenuoyPat Enis 2termealds t he dat a
and verifies whether or not the stream ng data words had been successfully
progranmiéd ivetificatianpagceds flods Faded by theshasiprodesser2icssndingss 280 @Y

external programverification during the special progranmm ng node of flash
menory 24. Abmpiarceesonimakd 1BERintdrfree 40oster fines 2B sAs sB@vii gokiggrea?, tkead ar r ay
command to conmmand user interface 40 over lines 26. The process flow then

nmoves to. pr egrbard) oskmahd sedttto Wi Rdshpnembry 2 eadskastie provessyfladdtoset s t he
data conparison level to the verification level. 20 At process bl ock 254,

instead of dwiva t6erar88.0Aat fatepslf gddrimand ubérantebce 40 3gnatm seaxdi f i cati on
with respect to the data word, the data word is not verified internally,

even thoughagansiafd (iieS, tHOR® Mgy @akk) THRE 0DRSI ARiIPIEX@r 85 botpats a Recess flow
noyes to process bl ock 256. At ‘process bl ock 256, the host 22 will issue a

S50, OGP RTINS R Al g emdestndab i 29,
17706/ 2005 peen programmed:-into flash memory array 20 during the data streaming during

state 156. During state 158, the host computer 22 feads the data and verifies

whether or not the streaming data words had been successfully programmed into

array 20.

15 Figure 9 shows the procedures 250 for external program verification during
the special programming mode of flash memory 24. At process block 252, the
host processor 22 issues a read array command to command user interface 40 -

3 ) over lines 26. The process flow then moves to process black 254, at which point
the flash memory 24 sets the data comparison level o the verification fevel.

20 - At process block 254, instead of data comparator 81 performing an internal
program verification with xjeSpeCt to the data word, the data word is not verified
internally, even though sensing is done using a margined-sensing scheme.

‘Process flow moves to process biock 256. At process block 256, the host 22 will

issue a read command to command user interface 40 to read one data word,

25 which is the first data word in the data stream that has been programmed into
24 :



WO 02/ 052576 PCT/ US01/ 41877 flash nenory array 20. Upon receipt 10{ ngﬁﬁg
conmmand fr\?@(ﬁ@%alﬁos" processor, the command user interface 40, 41

state machi ne 28, 'and the special programing node circui B¢YUSB/AFT| cause
the first data word to be sent over data bus 104 to host processor 22. 5

The wri e SAYENIRGN 028 A0t PRECLRb PABIARTHASHRER REley (Y 32 cause

the read oper sh nenory array 20 to occur at the

D 00LaM eSO - Bl el n B ORE R 0ok, g e v Lo

state I anm ng node Ci se a

mar gi ned- sensing schene t e us . I A0S LS+applied to
the 10 prog?pfﬁ?é%r%?ﬁn?!ngfﬁ‘gggﬁﬁugﬁ 3%&%%%@8??{?@@&1?&%@ a pr(g)égﬂtamred
margi n bias_ read of ol uimm contaiLning the progranmed cell, is fed into
one of the %‘@ﬁg@ga Blrlﬁ)w]"feﬁog}%yﬁrf?%s-sﬂ%' with reference current tPREF, which
is the current fromthe, factor et programreference cir.cuit 1. If

| PMRCN ifléj | ess tfﬁ‘é?nwrl't?ﬁﬁi‘? ”fal?g‘ﬁ%t eandgslgregla?mo&ra@@ﬁgén% P Df sense
anplifiers of 117a-117p outputs a zero. If 15 | PMRCN i s greater, than | PREF,
then sense GYSPiH% @adﬁfpe@%é’v'g‘r{ﬁﬁﬁ’?qtg‘?gaﬂ"f‘ﬁmfﬁ}’?ﬂrayoéff IORSBUEE1BGi cal one.
These operations occur for all the hits of the word in arallé%ll, usi ng
each of t hePre@iaseveifsalien ¥ltage fexgls 171yS. RERMOARFSIRICHr o0ete WIs A58, t he
host processor 22 perfornms a verification _of the first data word

ext er nal | y.mawhing 28 aad5periAdriedramming Madesicuigh 32cpused Magneftat i on
operation 258 is a conparison operation wherein the host processor 22 uses
processi ng sensiogischgmgdo be us n elavhieddaed vakaae is eppliedde the om f | ash

mepory array 24 with a nmenory word stored in nenory 34. That nmenory word

st ored 10n mpeogramnnied ¢alst Adeauirghtlakrewoderiviedtfamia gragyamowd pagirekisdr 22 to
be stored into flash nmenory array 20. Host conputer 22 thus uses nenory 34
to 25 st or esadef thatcalmn eantaining thdypsigrpnoedssiris £2 isornetof the agtsemenory 24

as part of 25
' ~ amplifiers 117a-117p with reference current lerer, which is the current from the

factory set program reference circuit 111. If lomron is less than Ipger, then the
particular sense amplifier of sense amplifiers of 117a-117p oqtputs a zero, If
15  lpmron IS greéter than lerer, then sense amplifier of sense amplifiers 117a-117p
outputs a logical one. These operations occur for all the bits of the word in
paraltel, using each of the sense amplifiers 117a-117p.
) Moving to process block 258, the ho_st processor 22 performs a verification
of the first data word externally. For one embodiment of the invention, the
20  verification operation 258 ié a comparison operation wherein the host processor
22 uées procéssing circuitry 33 to compare the data word received from flash
memory array 24 with a memory word stored in memory 34. That memory word
stored in memory 34 is the original word intended by host processor 22 fo be
stored into flash memory array 20. Host computer 22 thus uses memory 34 to

25 store the data stream that host processor 22 sent to flash memory 24 as part of
25




17/ 06/ 2005 WD 02/ 052576 PCT/USU | /44877 the data stream oper ati_P)n T1}3)t05
data in nenory 34 is then conpared with the data stored in flaslh rr%%
array 22 iWQ)%ﬂB?”fo performan external data verificati oRCTUSeI/HIBTTESS
flow then noves to process block 260. At process block 260, 5 the host 22
sends anot her read command to the command user interface 40 over |ines 26.
This causes thpdetasireps eragatianhd NebEaiRd" Smeryisids IhenCRBPEERGWE éam  from
flash menory array 20 over data bus_104. In process block 260, host 22

al so sends datr dem@ddgdlagh memorgaray v imordsr iseperiass asveteraalfdas bus 102 to
flash nenory 24. At process block 260, the wite state nmachine 28 and
speci al 10 NEG#fE4ATE ng node circuitry 32 of flash menory 24 performa read
operation with respect to the second data word using nargi ned vol t age
sensing | evel s, &helpsengds flowmehesenoyes @dtrecasshipain2s0. ddpeodgas bibgk 268, host
processor 22. Process flow then noves to process bl ock 262. At process

bl ock 262, Heshost22 seed$ enothearead cofrimzd to the coromand orgraniesiang 46fovehe
second data word with respect 15 to the data word intended to be

pr ogr ammed. lifés 26.i Thid @agsdschashaz ko waetthe setdnel dadatvardiortoe dats streacessful |y
programmed in data array 20. The process flow continues. The host 22 reads
t he next daframvitast rymosemdiyBf ever dath msmMEndnipoodekablockeeorhyoshbiay 24
along with an address. The flash nenory 24 responds by performng a read

at a mar gi nglde sends thg ddeiveds aititk d4ta hendtoige i svendddrebabuen 02 tofldsdst
processor 22 via lines 26. The host processor 22 then perforns a

~verificati omedionh24 e pppficet Sblblabemans witd falonbehind2s BR@EpSSall | ow
cofdtinues. Finally, at process block 270 the host processor 22 reads the

2242, 0l ksl v v b s i o chpppoages o 7
responds byeLsadifethd fohddkitadddd Wi hmARidee bidBE 8oAth levels, and send
the second data word over data bus 104 to host processor 22.
Process flow then moves to process block 262. At process block 262, host
22 performs a verification (i.e., comparison) of the second data word with respect
16  to the data word intended fo be programmed. This is done to check whether the
data word was successfully programmed in data array 20.
The process flow continues. The host 22 reads the next data word by
. ) sending a read command to flash memory array 24 along with an address. The
flash memory 24 responds by performing a read at a margined'-sensing level and
20 sending the read data word to host processor 22 via fines 26. The host processor
- 22 then performs a verification with respect to that next data word.
The process flow continues. Finally, at process block 270 the host
processor 22 reads the last data word in the data stream. At process block 270,

host processor 22 sends a read command and an address to memory array 24.

25  Flash memory 24 responds by reading the last data word using a margined
26




26 17/ 06/ 2005 WD 02/052576 PCT/ USQOL/ 44877 vol tage and sends thg?}@gt/z%adg
word over lines 26 to host processor 22. Process flow then nov t

process bl StRZ953576at process bl ock 272, host processor 22 PCTEisof/i637 t hat

| ast data word by performing a conparison with respect to the last data

d f t he { { ' . 34. Th t i fi ti

brocedur o o PR RTRAE: 1ot S datedvdli Bk s 26 0 pRetsSeOt 2 hros w4 hoot
22. checks whet h Il th inth t t full

P ompar od dor 1o THa BRI o s I 021 SR pltetobete i P LaRe s poet
22. ILf all .t t d [ full [ dt h t

Pords. i ot endiatties Hat tosl Gafiiatiol s io na areamasiogh S rReR QUBRRSL f ow

nmoves 1 10 %Fgae\{ro grss ‘BI ock 276, at which point the external verification_

N8 Ward e

procedure e 6 dalasstpam Rloeran oy e essor 22 concl udes t hat

all the rds digr not succe,?sful lr% conpare as part of the external
verificatd on, thebegPdraalverfipalioniioeaduie,23 headroves derrosess biaek gfbcess

bl ock 278, host processor_ 22 reprograns. the failed data words. This is
done by hostAFBeassRipckir 45 bast nigcasserdachacke whethsr abthepvergaitaing d8t&r | i nes
26 to command user interface 40 of flash nenmory 24. This is shown in
Fi gure 7 by Ste8mhaHreatyiully ¢ampased duwinmotBe extesnal verification prasepp superpset essor
22 then sends the data word with an address to flash nenory 24 over |ines
26. This calydwst peecessarerd [lglktheidateewsrds suamssivllgoompaedde theedald4 to state
156. At state 156, failed data words are reprogrammed into flash nenory
array 20 20 wordsindendediid bg pregraimomed into flakb nemary 84| theo peodeas iflew rdaves wor d,
then only that failed data word is reprogranmed into flash menory array 20
at the fd@spézpioress hidk 888, atidith pointdbs sxterri2R védfeaticeprdsedire etidsa st ream
termnation trigger to flash
If at process block 274 host processor 22 concludes that all the words did
not successfully compare as part of the external verification, then process flow
moves to process block 278. At process block 278, host processor 22 reprograms
the failed data words. This is done by host processor 22 sending a data stream
15 setup command over lines 26 to command user interface 40 of flash memory 24.
This is shown in Figure 7 by the movement from state 158 fo state 154. The host
processor 22 then sends the data word with an address to flash memory 24 over
: ) ' lines 26. This causes the command user interface 40 to go from state 154 to state
156. At state 156, failed data words are reprogrammed into flash memory array
20 20in a streaming fashion. If there is only one failed data word, then only that
failed data word is reprogrammed into flash memory array 20 at the respective
address.
Host processor 22 then sends the data stream termination trigger to flash
memory 24. The command user interface 40 then jumps from state 156 to state

25 152. The process flow for external verification 250 shown in Figure 9 then moves
27




‘menory 24. The command user interface 40 then junps fromstate ]1'5:]6/{']& agﬁig
25 152. The process flow for external verification 250 shown in-Fi‘g é

t hen novesWQR/$75706/ 2005 WO 02/ 052, 76 PCT/ USQl / 44877 to mcoasss4sipck
280. At process block 280, the host processor 22 perfornms an external read
and verification of the reprogramed words. In particul ar, the host
processor Zﬂoﬁ@%sé)@féa'@oarﬂtﬂo%%ﬁ%@ ’f‘ﬁ@ogbﬁ’fﬁﬁ‘?ﬁf%%roe %3 hce 40
via lines 26. The conmand user interface then noves from stat %,52 to
state 158, Sxeronerd ardygriscation phiheBROIGHHREY M¥dD Andapiralas ‘E@ @5t ommand
Wi th respect to each reprogranmed data word., The flash nmenory array 24
reads the rmpeesgoaRAmsandn® featbrtry commdned iodhg cABmangiseniitgrtare40 sends
those data words to host nenory 22 via lines 26. Host processor 22 then
verifies (i.loes26cdinpanoewpancheserintedacrohen awves fiom staleciSeda stade 1A% expect ed
data word stored in 10 scratch pad rrermr%/ 34. Process flow then noves to
process W ocdhod®an Figwe 7i Theihpat progessar 22 peades seasl earkmamd with Fespigskio
processor 22 checks whether any of the reprogrammed words did not verify
and thus st iddchfreprogchrbied dateewordl Thefiash owmary arrag 2t reads thay of t he
reprogrammed data words still failed, then process flow noves 15 to step
286. At st epeg®@grdnombd platcessibrat #2 medgeedasensingdevel ant kendssihese det@ t he
programm ng of flash nmenory 24. In other words, at step 286, the host

processor iwiiHE RS IRsst infierhorly 22 vid krsds 280 Hiosy pbebsdr axkheheetifiest(i.elone as part
of the special programm ng node. For an alternative enbodi nent of the

i nvention, ichrphles) BacHBa@SvEldGs M rRiv@das BRséxdciedcdatd Word storeaf incess
bl gck 274, then the host processor 22 would exit the special progranm ng

node andpat gty sy FreR{p@sam the failed data words using nornal
progranm ng techni ques 1 nvolving internal verification by flash
Process flow then moves to process block 282 shown in Figure 9. At
process block 282, the host processor 22 checks whether any of the
reprogrammed words did not verify and thus still failed the external verification
test. If any of the reprogrammed data words still failed, then process flow moves
15  to step 286. At step 286 host processor 22 notes an error, with respect to the
programming of flash memory 24. In other words, at step 286, the host processor
indicates that the flash memory 24 failed the test done as part of the special
} programming mode.
For an alternative embodiment of the invention, if all the words did not
20 successfully compare at process block 274, then the host processor 22 would ‘exit
the special programming mode and attempt to reprogram the failed data words
using normal programming techniques involving internal verification by flash
memory 24. As part of that reprogramming, flash memory 24 would apply multiple

programming pulses for each word in order to-attempt to program those words. |f

25 -for that alternative procedure the reprogrammed words are not successfully
28




menory 24. As part of that reprogramming, flash nenory 24 woul d aPP{)gérZ%JS
3

mul tiple RIQHAIMNY pul ses for each word in order to atte t
t hose words. Pj;l g for that alternative procedure the rep %rds

are not successfully 28 17/06/2005 WO 02/052576 PCT/ U8111144377
reprogr amredsepdie é\’nmeﬁsﬁ‘\eﬂ?iggﬁa sl H'u%u|&ﬁ&1€§t%% sRuRlRbiderBeghst er 83 the

failure to reprogramthose , however, at process bl ock 282

the host congylen ,?Hng iR v%l:i of t he reprograrmed words correctly
verified and t Ogeg%( al ésc’i t%trabe properly 5 programred, then process

flow moves (o proggss logk, ouB8ds ciPT096S RoblBfbud HiorlfiRsTIBsta Ry oCessor

i ndicates that thé testihg ash nenor ray wmth Trespect to th
d I
B?SSimefngsfhéﬁé%ﬁ%"ﬁﬁ%@wﬁ%ﬁ%ﬁ%% eﬁ%@éﬁ@%@‘%ﬁ’%é@ Hland vser
terf 4 ' I t t at
155¢ iy ch opaiited SPREBAG HAEholet B AER HR Y A pleelB bR o ot e
| ts test th i t he host '
i1 S P s PR Bk BT DR oS o B BB 55 ey
h t t th I th t f h 24
Z)“aised"oth.rasw%f 158 o e i el geS Sacpb siesstl by Thost
D ends. an- " exi POUBEEAPRROURATTIAROTE: L AanEY GOmTRH rﬁEé%%%y 24 via
lines 26. The exit speci al %ro ramm ng node command i s received by the

command usePyth%?@Waeéua@f iplerfepe 4. thendiecommand,gses Giadaee ﬁ%a#wavaterface

t-hén enters state 20 160. In state 160, the command user interface is in
the staibs §tovesto slatestaf whiahgs the iadairepstaterul ti pl exer 45 outputs a stat us

signal. At state 160, the flash nenory.
: Once the host processor has completed all its testing during the special

programming mode, the host processor will want to exit the special programming
mode. The host processor 22 may wish to exit the special programming mode
whether or not flash memory 24 passed or did not pass the various programming
15  tests done by host processor 22.
In order to exit the special programming moc.ie,, host processor 22 sends an
exit special programming mode command to flash memory 24 via lines 26, The
‘ } exit special programming mode command is received by thé command user
interface 40 of flash memory 24. The command user interface then enters state
20 160. In state 160, the command user interface is in the Status state. Afstate 160,
the output muliiplexer 45 outputs a status signal. At state 160, the flash memory .
‘array 24 is no longer in the special programming mode. Once the flash memory
array is no {onger in the special programming rﬁode_, the flash memory array 24

can perform its usual internal program verification operations.
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érray 24 is no longer in the special programi ng node. Once the.f
-- tne 11 28R/ 2005

menory ar l,&,410 | onger in the special programm ng node,
menory arrgf/(y?ﬂ&@gn performits usual internal program vePfTiUSAt#EH

operations. 29 17/06/2005 WD 02/052576 PCT/ USQO /44877 For one enbodi nent
of the invention he speci.al s de can er di sabl ed
wWth respect to F Pé%ﬁ"le @ﬁgﬁtg@ﬂﬁ&ﬁﬁ%ﬁﬁ%@&eE@eoﬁer%%glpfo%%rﬁringgﬁﬁg%k%n after a
flash menory 24 successf ul compl et h rogr any test  during the
Spectal pr obp I IS G oS RePer tp ot Beftng b 4r emefeimghEy oo
t hat a custqner purchasi the fla menory 24 is unaple to enter, the
Speci al _pr oJTaliiil Aae Toph Mrsy 2. NSy PR s SIAT e peci al
progranmi ng node is a special factor ogranm ng node. used, exclusively for
Factory t esPPiE thesPEPRLPTODEBAGLTRAR | |EFREREY BrOOFEI98aTate Br ogr armi hg
node, th 0 process flow noves to state 162. At state 162, the host
processor 2 é‘ség'ﬁe Sodhaf; as%ﬁcgner%g?aéfngﬁﬁug dpsivmemprmdds WEME Hhe
command user interface 40 over |ines 26. Process flow then noves to
process bl oERECIH progigmping mede.p retken wards, faidhat egbrdimantide sregiah nanent | y
di sabl es the special programm ng node. In 15 particular, at process bl ock
164, the w PiogTaN@ING Medaisfespegiahfgtan pragsamninopedertiseryexalervely fosui try 32
set an internal register or CAM (content addressable nenory) that prevent
the wite stagtosy testing.ne 28 and special programing node circuitry 32 from
ever further entering the special programm ng node. Wen the special
pregranm ng noddniogdgrde permanently disadiedkéd bpetialtphegremtingsmodeHtba can no
l'odger enter the special progranmng node. That neans that even if a host
conput & 22 wer @roaessend a- speci al progranm ng

flow moves to state 162. At state 162, the host processor 22 sends a disable

special programming mode command to the command user interface 40 over

lines 26. Process flow then moves to process block 164. At process block 164,

the flash memory 24 permanently disables the special programming mode: In

15  particular, at process block 164, the write state machine 28 and special

pregramming mode circuitry 32 set an intemal register or CAM (content

addressable memory) that prevent the writé state machine 28 and special
} programming mode circuitry 32 from ever further entering the special

programming mode. When the special programming mode is permanently

20  disabled, the end-user then can no longer enter the special programming mode.

That means that even if a host computer 22 were to send a special programming

mode command to the flash memory 24, the write state machine and circuitry 32

would not allow the flash memory array to enter the special programming mode.

With the special programming mode disabled, then programming of the flash
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node command to the flash menory 24, the wite state machine ancip}, gzr#g(x
32 muldwg”l,qutheflash nmenory array to enter the special og E)
mode. Wth the Spécial progranmm ng node di sabl ed, then prBgFAMEHE of the
flash 30 17/06/ 2005 WD 02/052576 PCTI USO01/ 11377 menory array woul d occur

[0 1t 0% MehcAear i WOl A0SR e w IORERRL YAEG] Cat | on for

each progranm ng ‘o ata wor For ative enbf) dn’gnt .

| b tt t
P code {hat egerT e @%ﬁ?ﬁ???@‘%@smmﬁﬁ?@%{%stSﬁiamﬁh. ne 36, 'FB? that
alternat i ve enbogioPBRLeheli L RoEANIRNT S aUaNGHS oM ReguaadyLo al Ler

theldlsabllng of A ! sequepceﬁ
dnot b t t
r?;sh“ﬁm?y%%é@a@&zwm T s T R
10 in a Pegrilled 3%’*?%&@18928 E‘Fao?ﬁaa‘fa@%rgé@?’% BB P e A an ar ¢ cred
o e s o e Bl AR Bt B
S?SS?Zm%"ﬁSfaﬁ%% %?%aqé%%r&é‘&%ﬁg%u goufia Pl ter G DO pﬁ‘éaﬁ% ai |

_below, multiple words e then progranmed into the menory. Because the
refdae

speci al  pr oflRAHfACHEeRIdRe flash meaiane of or ek aneiher altarmatveiamtogiment. ihe
di sabl ed. The speci aI progranm ng node of the nenory is then exited. 20

thur e 9A | ﬁilsa%'fercaﬁwéryaﬂthdraﬁmmm@éppﬁlawramlngma@mhmted

odinent. First the status register is read at process bl ock 300. For one
10 in a register or CAM, could be accessed by the manufacturer and altered even

once the bit or register is set to permanently disable the special programming
mode.
For one embodiment, entering a special programming access code into the
command user interface 40 enables the special programming mode of the
15 memory. As will be described in more detail below, multiple words are then
programmed into the memory. Because the special programming mode is
enabled, the internal verification is disabled. The special programming mode of

) the memory is then exited.

20 Figure 9A iIIru-strates an alternative programming sequence of one
embodiment. First the status register is read at process block 300. For one
embodiment, when the status register reads 0, then the program (PGM) phase is
ready to begin as shown in process block 302. Next, the data is written to the
memory in process block 304. The data is sent continuously until a program time

25 (Xas) has expired (i.e. timed out) as shown in process block 306. Next, the last
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enbodi ment, when the status register reads 0, then the program (Wgﬁ%
is ‘ready to begin as shown in process bl ock 302. Next, the dat itte
to the meWOr'% PH"Hrocess bl ock 304. The data is sent cont PRUESEYSTntil a
programtinme 25 (X's) has expired (i.e. tinmed out) as shown in process

s checked PRep 6bededhi brac3omoeR BOfr T e eF! G WRRT IS RELABIV N The

menory, then the program process repeats,as shown in proces 304,
S0, it nearagy B8 AP AE osER RRsaE SHNGy PRERES BEREs BB R phase
is ended by, witi ng FFFE in the bl ock addrﬁss as shown in procgsds%?l ock
310. 5 Fi gubfdhoigst PRlgLYord as SRt @ IPe MRV NGR M i EdATHRNSE]R SHEE one
enbodi ment. The verification npy be acconpli shed 'tE r by an external
verificati oWiiR@EEEE d theblesx Eidr%es&ﬁeff‘?i $h 'P@ﬁofﬁ%gk’g 5,‘101- nternal to the
menory, if enabled. First, the status is checked in process bl ocks 312,
313 to deternine if 10 verification phase is ready. Next, the sane data
words sent during the program phase are resent to the nmenory in process

bl ock 314 and t Qw@sﬁénﬂiu%ia%t%ﬁ o pernatiyeveriippinneeauendenef At a wor ds sent to
the menory during the program phase. For an alternative, the data words
may be sentembotioiemt.t hee vrifiseijommay desscemalishegrither itan aem@é program
phase. For one enbodinent, if any one of the words 15 does not verify

* during the varificelioapiooesset epbithe, verifieationtpsoeasspr istebnal &k thefmameds ifar e
reprogramed into the nenory as described above. The verification is then
repeat ed. Favabded. afitstrihasiaies iechediateniprodess hlogknBE2, 3l tthdeteomine iloes not
ver/ify during the verification step 314, then the one word that did not
veri fy mustvdificatictpstege dnrsady aNaxy ¢ie sarmatatarwerdp eenteirinbidd proghen st at us i s
checked in process 20 bl ocks 315, 316 to determine if verification phase is
done. |f thshdsasdre fident 9QhE memory in process block 314 and the resent data words

are compared to the data words sent to the memory during the program phase.
For an alternative, the data words may be sent to both the memory and a second
memory during the program phase. For one embodiment, if any one of the words
15  does not verify during the verification step 314, then the entife btock of words are
reprogrammed into the memory as described above. The verification is then
repeated. For an alternative embodiment, if any one of the words does not verify
) during the verification step 314, then the one word that did not verify must be
reprogrammed and verification repeated. Next, the status is checked in process
20 blocks 315, 316 to determine if verification phase is done. If the last data word
was verified, then the program phase is ended by writing FFFF in a different
address as shown in process block 318.
Figure 10 shows programming and verification procedures 320 for an

special programming mode that includes hashing. For the operation 320 shown in
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was verified, then the program phase is ended by witing FFFF ic‘l,s'f‘/OG/ZOOS
di fferent ngﬁg%ﬁas shown in process block 318. Figure 10 sho !
progr anmi ng Ahd veri fication procedures 320 for an speci alPCFABYHAIRHT ng
node that includes hashing. For the operation 320 shown in 32 17/06/2005

WD 02/ 052576,.PCT/ [44877 Figure 10, _the process flpw sho i igure 7
general |y apEﬁgiué%%g&%gﬁce?%F@‘?ﬁéowﬁlfﬁﬁ:'gF@npg?”%é@tﬁpﬂge%ﬁx?%gqqﬂgmry 24,
For operati on(?"%{_ﬁZO(b there . is a hash operation associated with each data
word rather PHARH V@"?ii"‘ig@étﬂaéﬁnéeﬁ%i ed with the reading of each data
word. At 5 the d of the programmng of the data sfream there is a
single verificat :apd?{ apegaylons 3%@&0?%5 ?%@SEGI;PﬁrélF'P%S?FOGFt%‘é"H‘ 9%‘5’[1‘2@? As shown
in Figure 10, éﬂe rogram f| ow 320 starts at process block 322. At process
bl ock 322, Vg aW&%’%E&P Hyerdiragon asfosiated with Hisdending phrershAak wgrd- molde.
Thus, flash nmenory array 24 enters the special programm ng _node state 10
152 by the ﬁB@tenﬂrOSést%@Bfaé‘Hﬁﬂgr?éth%daéa§g'8%ﬁ”aihefﬁ'§@rsﬁ}ﬁlﬁ W iftcahempi@Pt o f1 ash
menory 24. The process flow noves to process block 324. At process bl ock
324, the ddPgoldpg dimrerarafsos ohhastivaldesent to flash nmenory array 24 via
lines 26 by host processor 22. Thus, state 154 is entered. 15 Process flow
noves to process Asl SongnEiguse 1rihe program fomodbsstats Aprocassdoakn®22 i r st
data word in a data streamto flash nenory 24 via lines 26 for programmi ng

into array Z9.pragessdienke’23f flaghenemonpardwdeentersttee Spaxial4fogremesngo  state
156, which is the data streamng state. At state 156, the flash nenory
recei ves a swodsganifufs, flastememodsanda?4 antergthe gpeciagdodratnmind asldersdater y ar r ay
20/ 20 For one enbodinment, the stream of data words does not require
sequent ft@l 152 by the host processor sending in a special programming command to flash
memory 24,
The p’rbcess flow moves to process block 324. At process block 324, the
data stream setup command is sent to flash memory array 24 via lines 26 by host -
processor 22. Thus, state 154 is entered.
15 Process fiow moves to process block 326, at which host processor 22
sends the first data word in a data stream to flash memory 24 via lines 26 for
programming into array 20. The state of the command user interface 40 moves to
| } o state 156, which is the data streaming state. At state 156, the flash memory
receives a stream of data words that are programmed into ﬁash memory array 20.
20  For one embodiment, the stream of data words does not require sequential
| addresses. For another embodiment, the stream of data words is for éequentia[ .
addresses.
The process flow moves to process block 328, at which the flash memory

array performs a hash with respect to the first data word that has been

25 programmed. The hash performed at process block 328 is a dynamic hash
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addresses. For another enbodi nent, the streamof data words is fo%/0 2005
sequenti al &pﬂr_gsses. The process flow noves to process bl ock §2 ) gt/
which the fY&% U:’rﬁgﬁory array perforns a hash with respect PCF/4HEHBIT st
data word that has been 25 programmed. The hash perforned at process bl ock

328 is a dynani c hash 3 17/ 06/ 2005 WO 02/ 052576 PCT/ US01/ 44877 because
it is perfoPfERHSH 'ﬁ% H‘eéé%% with respert g gegh éllatrad"’?frdc?gﬁ?%l'ﬁ%‘&? 'H{Oﬁqsﬁash

menory array 20. In other words, the hash is perforned one word at a tine.
At process HIERRYZH8Y %00 dn Rifier woedsathe hasens H@f@'@e&rﬂﬂ‘et“ﬁgds%éé'i"}ﬁ-

progranmm ng node circuitry 32 performa hash by running the first data word
5 through a hashﬁh@oﬁ?wlpﬁwEEﬁﬁWﬂﬁes?t‘?tﬁlniaa!‘ﬁ@ Hhand therspedabnal | er data
word that is the output of the hashing algorithm The wite state machine
28 and ci r cBIAF3MBYNg MEHD EIreHAlTY §2 pedera @ Rashby Rnpinatbe Hrd @ataedondn process -
bl ock 328 at a location wthin flash nenory array 20. Array 20 al so stores
t he hash® al §seighahasiing algorithm behdisiilsdhe Aptadnivemsmalierdata wakddhati isn, t he
wite state machine 28 and circuitry 10 32 store the hash algorithmin

m cr ocode wihehiuiputies the hashing algerithmc Aihgavrits statPmackiss 28l ang aifgeitryd8ves t o
process bl ock 330. At process block 330, a second data word i s programed
into the fl tephparaniy storathedyashOzluBpredicedtiherocees biodk 828 at adeadtiofi t he dat a
stream Process flow noves to process block 332, ‘at which the flash nenory
24 15 per f within flasthasmeparray 20N Avialy 20radspstotesttive hasteglgodthaatZonanr d t hat
has been programed in conjunction with the hash of the first data word.

Lnot her wogltisnativelenthrtiriest @ @id ihbentioRCPeRRe atté RREhHe @ dhd deultgsul t  of
the first hashi ng operation and the second data word. The hashing

al gori t4om o34t §BkeStha HaR RIJRGtHM Irth EPsHodk QvithAHHhB Write Wt hathinger ed in flash
menory array 20. .
Process flow then moves to process block 330. At process block 330, a
second data word is programmed into the flash memory array 20. This is the
second data word of the data stream.
Process flow moves fo process block 332, at which the flash memory 24
15 performs a hash operation with respect to a second data word that has been
programmed in conjunction with the hash of the first data word. In other words,
the hash algorithm receives as ihputs both the result of the first hashing operation
) | and the second data word. The hashing algorithm outputs a hashing intermediate
output, which is stored in flash memory array 20.

20 _ The process flow 320 continues for the next series of data words within the
data stream. Each data word is programmed into flash memory array 20. Flash
memory array 24 performs a dynamic hashing with respect to each programmed
data word. The hashing algorithm uses the new programmed data word and the

result of the previous hashing operation to create a new hash value, and the result

25 s stored in array 20. The process flow 320 continues to process block 350, at
34




20 The process flow 320 continues for the next series of data wgr 1,0
the  data %6§ﬁ%_7§ach data word is programmed into flash mmﬁﬁ?&%%f’
Fl ash nenmory array 24 performs a dynamic hashing with respBEEUSHEHECH

programmed data word. The hashing al gorithm uses the new progranmed data
d and the,. Lt .of th ' hashi ti t t hash
o o Bkl O PrBEGR S PR RO TR kL, o0 o
ti t |l ock 350, 4 17/06/2005. WD 02/ 052576
BCT) USar nag TARY B AR Eess? Bk oP e MBS PIEAAPNg PRG SBF Tt o array 20

by the flash nenory 24. At progess block 352 the wite state machi ne and
special  pr &% WBG%C'E‘F'B%gfP@U?fﬂﬁé‘agéa'[gﬁgthﬁh@w OFBa& Wa%th t o per form
a hash operatign w,h reseech Eo the | ast data word Rro ranmed by the
f1ash nmenor PPEREOEWR EesReEyiodls lash fRigiwase PrassamEsRitydna figeh Memery

resulting hash value is stored in arrat)f/1 20. The LEzrocess fl ow t hen noves to
process Bl ol MEYouspulgpiRfdas hashipg algsutnm. ; Hhe 1esyiting hashesale iIssforgd ifpar es
the hash value stored in flash nmenory array 20 with a hash value that the
host proces@6®Y 2% had stored in menory 34 to see if 10 they are the sane.
The hash value stored in menory 34 is a result of a dynam c hashing of the
data stream wor ddesireeess floy thermrgresdo progessielpek §%tAéVOh@ﬁ§tblo¢N3ﬁﬂessor 22
for progranmng into flash nmenory 24. In other words, host processor 22
execut es t hBedQpePREstsong2 spgparastihe hesh valsh siesetbinylash mednadry arreggéct to the
data words to be programmed into flash nenory 24. If the hash 15 val ues
stored i n awittay hash waite freatiineg/h@t pascessdTe2dwmuestorel ém menowg 84 té sesif noves to
pr.ocess bl ock 356, which neans that the data words in the data stream have

all  bekh dhereeshelshyepribgrfmstediicttared irmglemoend4 is 2desultlit dysarhiecause a
hash operation neans that there is a high likelihood that the result- of
the hash opesshing@fithe data stream words stored in memory 34 that were sent by host
processor 22 for programming into flash memory 24. In other words, host
processor 22 executes the same hashing algorithm as flash memory 24 with
respect to the data words to be programmed into flash memory 24. If the hash
15 values stored in array 20 and memory 34 are the same, then process flow moves
to process block 356, which means that the data words in the data stream have all
been successfully programmed into flash- memory 24. That is because a hash
) | operation means that there is a high likelihood that the result of the hash operation
is a unique number. There would only be an extremely small possibility that the
20  hash values would compare even though the data stream words had not been
successfully programmed into flash memory 24. If the hash values compare at
process block 354, there is a high probability that the data stream was
successfully programmed into flash-memory 24.

Once the hashing technique 320 is completed, host processor 22 would

25  cause the flash memory 24 to exit the special programming mode.
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is a unique nunber. There would only be an extrenely small possi]g.'él/hgy %@ﬁg
the 20 hash val ues woul d conpare even though the data stream wor cf
been succ‘ggs"fz{‘)ﬂ‘“ﬁ(' programmed into flash nenory 24. |f thePR&EIROYHBIes
conpare at process block 354, there is a high probability that the data

stream was succ full ogr. d,into fl ash : ashi ng
techni que 320 i jﬁ%%‘?‘%&%k%é@%ﬁ&%@gg%ﬁmgg qu%ﬁﬁ{e\ééﬁﬁé%%é&[ %%E?%qash
menory 24 to exit, the special programin de. 3?}}]1/ 200 2/0 5 2
576 BT USAF AR S e B T Ve i HORrs S koAt 93 8PS i nes
that the hash yalues are pot the sang, then process, flow npoves tQ, process
bl ock 358, OSWRICCRSS BRindIet b ebReeysP PP HEsE M aRg2A i Phe
programm ng of flash nmenory 24. |f the hash values are not the sane, it is
hi ghl y |1 kelthe RS VaHeS 8ie s 8 samebis dighly Sheipihakonay e YR daer ui 1 y
prograrm%d into flash nenory 24. For one_ enbodinment of the invention, if an
error cordi tYHHS Wasinphpceeadfulit prograspased intp exh msmory #bn t he hashi ng
process flow 320 is repeated for all the data words of the data stream
For an al ternati Fer empeabadimensel hadnvemtienti] eherrercondition isindicated i cat ed i n
} 10 process bl ock 358, then the special progranmm ng node is exited and
host  procepseness blagki3sfpthentiee haghingpreress e 3R@isuepeatad feiaidhe Baital
programm ng techniques that involve internal programverification by flash
menory 24. Rerdaef thedetasiteéare enbodi nent of the invention, process flow 320
could include the hashing of status information stored within flash nenory
24 i'n addition HE& arvaltdneathvesmibiginent dféhginvgniiond andarca isvodigstedymani cal | y.
The status information could include the status value stored in status
regi st etQ 83parereblochs58then thet staial programming mode is exited and host

processor 22 attempts to reprogram flash memory 24 using normal programming

techniques that involve internal program verification by flash memory 24.

For an alternative embodiment of the invention, process flow 320 could
include the hashing of status information stored within flash memory 24 in addition
15  to the hashing of the programmed data words dynamically. The status information

could include the status value stored in status register 83 as well as other status

information. Host processor 22 would store in its memory 34 an expected hash
' )  value that would result from the hashing of the data stream words and expected

status information from flash memory 24, The hashing of status information in

20  addition to data words would aflow the host processor 22 to check for correct

operation by flash memory 24 in addition to the correct programming of the data

stream. For example, if a blocking error occurred, the aiternative hashing

procedure might capture that error. If status information and data words are

hashed, the write state machine 28 and the special programming mode 32 would

25 oversee the running of the-hash-algorithm.
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I nf o_,r‘ mati on. Host processor 22 would store in its nmenory 34 an iﬁ)&ghe@
hash val ug,phafpoul d result fromthe hashing of the data stre 3fa
expected status Tntormation fromflash menory 24. The hasHiGiUB~$t7at us

information in 20 .addition to data words would allow the host processor 22

to check for correct peration by, flash nenp in additi to. t he
correct programm fﬁau@fﬂlﬁ%ﬁﬁéﬁsaan %I{elr %%@19 pﬁ%?edéieaﬁé fgr eri?tfgru&g B]%o%&?r% hc’lig error
occurred, the alternatié(g hﬁshi n@ proceduﬁr@ m'ght capture tha’Ej error. If
status i nf or FEETBRMLIA A% SR AGFP DG HEMI Y REE SPEHR AP PRMIRA I CYFachi ne 28
and the special praqgr 1 ng node 32 25 oversee the runnin f the
nash i gor | SHHTAGY S5 TR DEUS OHBSETLSTERR TR Vg1 PEFRIAPS 11
illustrates an alternative proc dazre 402 for en_terin'% t he_speci al

progr ammi ng YRS§E ceMrRed S?%‘éﬁﬁ‘cﬁg? GNELNgiyssr ks sy i B‘P%g?ﬁﬁ%ﬁpﬁ‘@c%ﬁ%
command sent from ho:si%pr_ocessor 22 to flash nmenory 24, the procedure 402
uses a conmedfy Bekeeiessdikely thah ag ead yser wpdld @afar ke spack! PRIGrFMMINghus,
procedure 5 402 nmakes it less |likely that an end user would enter the

speci al pr odhaden Adnantiadurepwruld iese the Riocadue $0R cepfidentialpnsdusguitish 402
confidential and use such a procedure for factory testing of the flash
menory 24, fRsecedusgrfirdactaydestingof e as§ueermery/BR fasxemples as fol | ows. Host
processor 22 sends a read array command to command user interface 40 over

| ines 26, whi ch Jdhespecialseoueasshiliopergtes astfollowst diost pracessti22 sendsat e
404, the command user interface is in the read array state and out put

mul.ti pl exer rd&d argyp admmand dadoramaay usegnidrfacAy0 osedines 284whicheatisesh nmenory
24/is not in the special progranmng node. If the host processor 22 sends
a program sénushy meenorp2d tb entehetatoadmngt stsier404] teaohasanhddiser imerfagenicess 1 ow

noves to state 418, wherein command user 15 interface 40 is in the program
set up node anghetrBad @tthp dtatéThd bithexRlitiflexeud PUlitbutd a read array signal. At
state 404, the flash memory 24 is not in the special programming mode. If the
host processor 22 sends a program setup command to the command user
“interface 40, the process flow moves to state 418, wherein command user
15 interface 40 is in the program setup mode and the output multiplexer 45 outputs a
read array signal. Alternatively, if process flow starts at state 404 and the host
processor 22 sends an erase setup command to the command user interface 40
} then command user interface 40 moves to state 416, wherein the command user
interface 40 is in the erase setup state and the output multiplexer 45 outputs a
20 read array signal.
If process flow starts at state 404, then in order to enter the special
pfogramming mode, host processor 22 sends a series of special programming
mode commands {o the flash memory 24 on sequential bus cycles of bus 26.

When the first special programming mode command is sent by host processor 22,
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read array signal. Alternatively, if process flow starts at statﬁﬁggﬁ}%_g
the host RF@EHESS; 22 sends an erase setup command to the commdnd r
interface 40 then command user interface 40 noves to stat @4 AFET ei n
the conmmand user interface 40 is in the erase setup state and the out put

mul ti pl exer A8 comintcbustr #lerfRahRd ety s%;it@.ﬁ@{&?; whith gf%{?ﬁ%ﬁ%%’@\é\%‘ﬁhﬁ{%s al

state 404, then in order to enter the specia progra t

] ah memory ok o oeqner Al KRR A meAp e SR FATEIEL. °cpoc

flash nmenory 24 on sequential bus cyc r'st speci al

progr amm ng node ' t.. progc 37 17/06/2005 |1 WO
02/ 052576 PCT/ usgqt ﬁ%ﬁﬁdﬁ L?’%E&’f:%bém?gﬁg ‘%Q‘esﬁ)%?ﬁgf ga%“em% %%4ees§§?est ate 406,

which is a jea ) r: j at e_and the output.

nul ti pl exer | ngleigf g’é&g‘ '?g'?ggg? ?!gg‘g ‘g?%lr?g%)g“r?%’tt%ha“"g%‘?ﬁ?&’ﬁa‘aﬁ%f89fﬁn}m'89f ace 40

is in speci ) nunb.e , i,ch is 0 s .bl ock 406,

the reobrpt AR AEl B8R fe ShBRnanRD Mlastics 48 € B B Ao 8 he

comand usek, 4.0t .00 to state 408 njch is the eci a

pr ogr anmi ngqsrrflt)1 es‘ﬁ%é%gérroﬁganirﬁg\génoq% ’?Wal?eﬂg %Biep\g‘ﬂﬂhﬁqﬂ ‘?‘i’tB'FtéWé’?‘&%ef tputting

~aread arra [ |, Anot her .specjal., programm ng node command sent by the
host proceségtﬁhg@%taor ear@éfr?fﬂ{ﬁg MPQW#EPFE@QQWE‘QUQ%@ PIMARdt o gt ate

- 410, which | s 3Re%i a}hDBro%ra 'nﬂ node nunber 3 state for command. 10
user int erfg%g AGNE RRPHPPRE S8l H IR NASPIANE s IMedse Al 9aUses aJ4BREP ar r ay

si gnal . Clhteé%é guenti al special progranm ng node conmands cause siml ar

states to b¥PHsS IHY 1S AeaiPesEmMMing dhedg aumber 3 state for egsemand

pr- grar’qn' ng mpde commands are sent, the state 412 is entered by the _

comand! s eyserifiedagad@ wth thaputpubmeltiplexer ¢5outpoifingredread erraj sigerf. ace 40 i s

in the special 15 progranm ng node n-1 state, and the output nultiplexer 45
outputs a read &thaysequential special programming mode commands cause similar

states to-be assumed by command user interface 40. If n-1 special programming
mode commands are sent, the state 412 is entered by the command user
interface 40. At state 412, the command user interface 40 is in the special
15 programming mode n-1 state, and the output multiplexer 45 outputs a read array
signal.
At states 406, 408, 410, and 412, the flash memory 24 is not, however, in
.- ) the true special programming mode. When command user interface 40 is in
- states 406, 408, 410, and 412, the receipt by command user interface 40 of a non-
20  special programming mode command can cause the command user interface to
enter a normal state, such as a read array state 404, a program setup state 418,
Or an erase setup state 416, for example. In other words, the special
programming mode has not been entered.
| i, however, once the command user interface is in state 412 and another

25  special programming mode command is received on the nth bus cycle, then the
38




signal. At states 406, 408, 410, and 412, the flash nenory 24 is]J?bG/ZOOS
however', i o38k6s7;F ue special programm ng node. \Wen command us

interface 40 I's in states 406, 408, 410, and 412, the rec&CPtUSBYH8¢dmmand
user. i nterface 40 of a non 20 special progranm ng node command can cause

the conmand é@%ah@hgérfiaféﬁa&@jm@attersta@e g?ﬁ,fm#icﬁrs%ssggﬁ%*@@?@nﬁ@d array

state 404, a program setup state 418, an erase s for

exanpl e. I n pblier a0edS 14 5 SRAGLAD L ATAGIATTNG IR Jag pot been

entered. |f, however, once tI onmand user Thnterrace is 1N state 412 and
R R R B 1
L S O
process oA Phellh ¥ e Theth ARSI BB sfiau g
tare ara. RAERY ool AT R B BT ostsbtn B8 ek tteo ke P omrand

user interface 40 and the_ fl ash nory 24 are in state 414, they remain in
the special BF HCh SRR %Ethﬁﬂg?q' MeMETh 4 @rg incrtale dd. ey ERIMAE a exit
speci al pro%{]ﬁ_\lmﬁ ng. ['mde conmrand to cause the flash nenory to go to state
10 160, whi EhPSPPHE! RPgARMEPApestaiedinihing hoskprorasssr R4sendwa exthus, t he
true special progranm ng node state is only entered if a series of n

speci al pro@?-‘g?‘ﬁﬁﬂﬁ@ﬂrm”%mﬁ?&ﬁ@@r&?’@ g eause g fashiregmyryita gefiesis cycl es.
For one enbodi ment of the invention, the integer "n" is ten, which neans
ten spéRi all®Pmitchiiniie gtatsrealenframmandauseeintedfdcee®. of n are possibl e,

however .

Thus, the true special programming mode state is only entered if a series of
n special programming mode commands are sent sequentially in the bus cycles.
For one embodiment of the invention, the integer "n" is ten, which means ten
special programming mode commands. Other values of n are possible, however.
15 For the alternative embodiment shown in Figure 11, the host processor 22
can send a disable special programming mode command to flash memory 24 after
the special programming mode has been exited to disable the procedure 402 from
__ ) ever in the future causing the flash memory 24 enter the special programming
mode. In other words, the host processor 22 can send a disabie special
20  programming mode command that would permanently disable the special
programming mode,
Alternatives with respect to the procedure 402 are possible. Additional
cycling or complex procedures could be added to help prevent a user from
hacking into the special programming mode. Thus, further complexity could be

© 25 added to the special programming mode command sequence to further increase
' 39




15 For the alternative enbodi nent shown in Figure 11, the host pff’?ﬁ;jﬁo&% ‘

can send a.ggahlespeci al programm ng node command to flash mem)rzl

after the special programm ng node has been exited to di saffi @UTHEST7

procedure 402 from ever in the future causing the flash nmenory 24 enter

the spect al PERERAIH fien e LieaRsrPhRy nidte. BOSH pRFesTaty 22 can

send a di sabl e specral 20 pfrogranmn that woul d permanently
di sabl e the ' gﬂgA& : ' j ; 4o the
pr ocedur e 40@%?%3%82(2?3%. ﬂ%{%%pl@@?ﬁ?ﬁﬁs‘ﬁfE%Yrrﬁpai?\g)%ﬁ%@ggtgau.r es could
be added to I fr 1.Ng, | ' ramm ng
node. Thus, %re%ﬁ@rrp %é?n}h?@(f?@élzecrg&ﬁ%g'b@g%hag%éﬁéﬁgw ﬁ%ﬁ@gg}l& a?rpgp')@ggramﬁ ng
node conmand,s. C I r ] 9.17/Q6 576
peT) Uso1/ 1ad P g et boet el braifloBtices feeabie B A4 e et oce.
Such further City. ., m ed .if ial _progr 1.0 de was
not per ntas ne n%sf%'ﬁﬁ% Fg‘%%?!&f 9&%}58&%%:@?% t8 ,tmgg%ﬁﬁ%ﬁ?@% F'%lmog}' ag}ggg%ﬂ%gmr y 24
m ght not want to .jpermanent i sabl e the f]ash special, programm ng node
because the rﬁ%’ﬁﬁWa?&e'ﬁrL@FS\%ﬁésﬁef%g%Wé‘ém?rﬁe éB‘é"@PISP p%ﬂ?%ﬁ?@e%e to
troubl eshoot, fl ash nenory 24 after flas ry 24 is used in the field by
cust oners. Ah%ﬁﬁ‘ﬁﬂ’%f“ﬁgra%%ﬂg @qd@rWMEFQ%gg’BBHéF%’EBE? YPETIF¥Yyr armi ng node
woul d al | ow_hel p tﬁ prevent a user from intentionally or acci dené al, Ly
entering thé“%’b‘{&tﬂa Y oba@&my@t%wethmw@mawprammmg magle, 8y webld 8%or ned
manuf acturers representative to follow the proper procedures 10 for :
entering t h@layapiirferpedmearfacieroarresentativrtor folievgBieRyoBgrarPsedtEs’S on, the
i'nvention has been described with reference to specific exenplary
enbodi nédt s farestasing. the spedial progremswieg mdsle. evi dent  that vari ous
nodi fications and changes may be nade thereto w thout departing
In the foregoing specification, the invention has been described with

reference to specific exemplary embodiments thereof. 1t will, however, be evident

that various modifications and changes may be made thereto without departing

from the broader spirit and scope of the invention as set forth in the abpended

15 claims. The specification and drawings are, accordingly, to be regarded in an

Hlustrative rather-than a restrictive sense.
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fromthe broader spirit and scope of the invention as set forth in the '
appended 15 cl ainms. The specification and drawi ngs are, accordi ngl¥/06d 205
regarded in an illustrative rather than,a restrictive sense. 1 40

17/06/ 2005 41 Clains What is clained is: 1. A nethod conprising: enabling
a special progranmm ng node of a nenory by entering a special progranmm ng
access code in a state controller, wherei menory includes-automation
circuitry for internal programverificati®®on and wherein enabling special

pr ogr amm n%@imgodei di gables the internal programverification by the

aut onat i on &§ 8 the nemory; progranmming a plurality of words into
the nmenory during the special_ programm ng node w thout having the

aut omati on ci r cti Amethad GoMPOSEEHry to performthe internal  program
verification; exiting the special programm ng node of the nenory after the

plurality of coablig alspecial phrgrammpingymadeeiia metmory byeentenng yspepial manent | y

di sabling the special progranm ng node in response to exiting the special

pr ogr anm ngrogR@eningReceeNadticiing statecdritodler atheRsi® B amenidy iifdleddsiaafonefiohhe
menory after exiting the special programrm ng node, wherein one or nore

brogr am vert Lol SREAH AOFEE PiRad S and BB bRk Splonfodinifig 1) o1 17
morory. by ot tlel st e uiinn e SRR IR AT STt " 0 11
memory;
programming a plurality of words into the memory during the special programming
mode without having the automation circuitry of the memory to perform the internal
program verification;
exiting the special programming mode of the memory after the plurality of words have
been programmed into the memory;
permanently disabling the special programming mode in response to exiting the
special programming mode; and
enabling the internal program verification of the memory after exiting the special
programming mode, wherein one or more words subsequently programmed into the
memory are verified by the internal program verification performed by the memory.
2. The method of claim 1, further comprising verifying the plurality of words
programmed into the memory by a verification processor externally coupled to the
: memory during the special program mode of the memory.
3. The method of claim 2, wherein the verifying further includes:

determining if all of the words in the plurality of words are verified;




menory during the special program node of the nmenory. 3. The method of
claim2, wherein the verifying further includes: deternining if1ld/0&f2006
words in the plurality of words are vé#ified; 17/06/2005 42 if any one of
the plurality of words does not verify then repeating the programm ng of
the entire plurality of words and repeating the verifying by the

verification processor; and if al] of the yrality of [ er-| t hen
exiting the ¥pexpng ofgheplueakity alw éloﬁﬁnmﬁ’ﬁ‘ggrémgauﬁ’.g%g?@#%gééf claim
2, wherein the verifying further includes: determning if all of the words
i n the pl uhekitirg pbirality pilwortsend eepeiingitheiverifing Wntle yerieAlon PRRCEFCILGf
words does not verify, then repeating the progranm ng of the word that did
not verify agdil bme?wrmyhmemmire&ify,ammm théepecial pfagrammming medscdssor ;

and if all of the plurality of words verify, then exiting the special
programi ng. fRARPf the menory. S. The nethod of claim1, wherein upon
exiting the special programm ng node of the nenory, the speci al

programi ng node,d s r e | . Lyt ernal program
verification Cglﬁ%?m%ﬁmg?ﬁg%é,%%ﬂ%ggpwgﬂ%%%%@g%ﬂg node. 6. The
met hod of claim ], wherein upon exjti t.he speci al _programm ng node of
menory, i nt delpaninngihal ef therwe &%ﬁhﬁﬂ??"gﬁllWngpﬂféﬁﬁF‘ilvé)%gg;abl ed. 7. The

met hod of claim 1, wherein the programmi ng of the plurality of words into
the menory dbanyrdneef thegiturglityrofiwords donginet wertfy themtapgating the Progragg of; ¢ o
each word of the plurality of words. 8. The nethod of claim1l1, wherein the
programi gg wérdithe did not Feiifyyandf repeatialy thenenification byetho verificativogprocessetmemor y
perform ng internal programverification continues untit a progranm ng
ending copgytion is net.

if all of the pluratity of words verify, then exiting the special programming mode of
the memory.

5. The method of claim 1, wherein upon exiting the special programming mode of
the memory, the special programming mode is permanently disabled such that the
internal program verification cannot be disabled via the special programming mode.

6. The method of claim 1, wherein upon exiting the special programming mode of
memory, internal program verification by the memory is enabled.
7. The method of claim 1, wherein the programming of the plurality of words into
~ the memory comprises using only a single programming pulse for each bit of each word
of the plurality of words.
" 8. The method of claim 1, wherein the programming of the plurality of words into
the memory without the memory performing internal program verification continues until

a programming ending condition is met.




43 17/ 06/ 2005 ' 9. The nethod of clai %8, wherein the progranmm ng endi ng
condition is a pre selected time. 10. e method of claim8, wheddiA06K2005
programm ng endi ng condition is an ending address. 11. An apparatus
conprising: a first nenory conprising: an automation circuitry to perform
internal programverification unless the automation circuitry is disabled,

the autonmati on gi4,cuit I pcl udi a_.speci al r.oqr ) Lecuitry to
di sabl e the aut 9 ﬁtiléﬁlpg §’ e&?’”ﬁ%%ﬁ%’[‘)’ﬂlﬁ‘g |@g?§%4m&]§rs%??§m
verification when the special programm ng node circuitry is enabled; and a
host pr oce&d&ted¥Rfruni cativel y coupled to the first nemory, the host
processor sending to the first nenory a first plurality of words to be
progranmed i nt olQ.Fhemietised ofadainy § whicrdin the programining endingeqndfionfisathi ng t he
internal programverification during the special progranm ng node; exiting
t he speci aéndiiggidesssi ng node of the fast menory after the first plurality
of words have been programmed into the first nmenory; permanently disabling

t he speci al progr.grﬁrggﬂgmﬁg%m isiigsponse to exiting the special
- progranmm ng node; and enabling the internal program verification of the

first menory, r Lting.the special programm ng node, wherein one or
nore words sau%%@lﬁlgﬁﬁé&ﬁ&bs &mred into the first menory are verified by

the internal programverification performed by the first nepory. 17/06/ 2005
as {I{ 12. The FBFRANQE YLy P e QEmWF%?agiPHOWWQPmEﬂ“d@g%§ further
verifies the first plurality of words programred into the first nmenory

wi t hout ha&aviomstion sireyiny is disshled; theoputomation circuitry including a special

programming mode circuitry to disabie the automation circuitry that performs the internal
program verification when the special programming mode circuitry is enabled; and
a host processor communicatively coupled to the first memory, the host processor
sending to the first memory a first plurality of words to be programmed into the first
memory without the first memory performing the internal pro gram verification during the
special programming mode;
exiting the special programming mode of the first memory after the first plurality of
words have been programmed into the first memory;
permanently disabling the special programming mode in response to exiting the
special programming mode; and
enabling the internal program verification of the first memeory after exiting the special
| programming mode, wherein one or more words subsequently programmed into the first

memory are verified by the internal program verification performed by the first memory.




performthe internal verification. 13. The apparatus of claim 12, wherein

t he host processor, w thout invoking the internal programverifil@t06A2005
performed by the first nenory, reads b&ék fromthe first menory the first
plurality of words that have been programed into the first nenory, and
conpares a second plurality of words stored in a second nenory coupled to

the host processor with the first plurality of words read back fram.the
first menory tolllahbfaypmof@m%Whermﬂﬁwwmﬁiﬁsgfﬁwagnaﬁ%}geﬁﬁn

programmed. into the first nenory successfully, the second nenory being
separ at ed glualityt dfavdrds iogramimed intonthe dixttenenadrytwithouhbaving the fipg msmpry 1. The
apparatus of claim 13, wherein the host processor further reprograns the

entire firsifohh WintdiialQkrifeftida, i nto the first menory if any one of the
first plurality of words is not verified successfully by the host

processor. 15. lsh%hgwéf%c#f% th\eﬁh%%ﬁjrﬂcés&ﬁ-,ﬂﬂ%utﬁ{v‘éﬁﬁ?&ﬁé

further reprograns nore of "the tirst rali1ty of words into the
first memary that did not verif syccessfully without reprogramm ng a
remai nder 18 ogfn ye WFSPPF‘%“W%&@%B{SIH “MQ%r i fi es successful ly. 16.
The apparatus of claim 11, wherein the host processor djsables the special
progr amm ng Pﬁ@déﬂdiﬁ@mthﬁﬁwﬂéxmeiﬁigtmmhgmféﬁsﬁw Vg de of the
first menory. 17. The apparatus of claim 11, wherein the special :
pr ogr anm pepgrambmed into thd firgt memdrysaid ed when a programm ng endi ng condi tion
Is met. 17/06/2005 45 18. The apparatus of claim 17, wherein the

progr amm ng cmfirega el phflity Bf Yordd stors@irPL$Rend highoryl Sbupledao #lasat us of
claim 17, wherein the programr ng ending condition is an ending address.

processor with the first plurality of words read back from the first memory to verify

De

whether the first plurality of words have been programmed into the first memory
successfully, the second memory being separated from the first memory and external to
the first memory.

14. The apparatus of claim 13, wherein the host processor fusther reprograms the
entire first plurality of words into the first memory if any one of the first plurality of
words is not verified successfully by the host processor.

15. The apparatus of claim 13, wherein the host processor further reprograms one |
or more of the first plurality of words into the first memory that did not verify
successfully without reprogramming a remainder of the first plurality of words that
verifies successfully.
16. The apparatus of claim 11, wherein the host processor disables the special
programming mode circuitry when exiiing the speciai program mode of the first memory.
17. The apparatus of claim 11, wherein the special programming mode circuitry is .

disabled when a programming ending condition is met.
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18. The apparatus of claim 17, wherein the programming ending condition isa
pre-selected time.
19. The apparatus of claim 17, wherein the programming ending condition is an

ending address.




