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1 TITLE OF THE | NVENTI ON PROCESSI NG SYSTEM FOR
PORTABLE ELECTRONI C APPARATUS, PORTABLE ELECTRONI C
APPARATUS, AND PROCESSI NG APPARATUS FOR PORTABLE-

ELECTRONI C APPARATUS 5 BACKGROUND OF THE |
present invention relates to, for exanple, WMW@"’MM'H‘
processi ng systemfor a portable electronic a ,
the portable electronic apparatus, and a-procesSig—___
apparatus for the portable electronic apparatus all of
10 which achi eve vari9yspt ypes ef RWF@%%N”Q by

s. In

transmtting and recei ving conman general, an IC
car chruseth A DATALIRR el@etAmN GaRRMAIS ANoRidess,

a card-like main body fornmed of plastic or the |ike

and roRTAS IR dul Fer Tevhedd edh BERATU S, hestRi FRATas INEN HEGRATUS
nmodul e includes an IC chip. The IC chip conprises a
nonvKilRat B G RT ABIITO I FSITRONAS  AEERRAUUE! ectrical ly

Erasabl e Progranmabl e Read-Only Menory) or a flash

ROM whi ch can hol dBAZGRE@Ren W t hidut INGEPOWRY suppl y,

and CPU configured to performvarious 20 arithnetic

oper at i onsiie T 0 o aritl BT e 1 g Poritabi R examle, a
IC card can also communicate with an external

appar RIS SINbrace™ e 4 @TErAP @t Fsiterhc apparatus,
co Ihi cat eolE X rit rlmeti C _aperations based (gn :
conmull dated Ut & - 5 T T R E i e idiact &H%SEF 59

t hat_ f or.gi t | rd i.s difficult.. For _ex | e,

an FEERH T O i R RS oL of

or tJHﬁéﬂI%%ﬂf%Gg(v5¥ious types of processing by

transmitting and receiving commands.

In general, an IC card used as a portable
electronic apparatus includes a card-like main body
formed of plastic or the like and an IC module embedded
in the main body. The IC module includes an IC chip.
The IC chip comprises a nonvolatile memory such as
EEPROM (Electrically Erasable Programmable Read-Only
Memory) or a flash ROM which can hold data even without
a power supply, and CPU configured to perform various
arithmetic operations.

The IC card offers high portability. The IC card
can also communicate with an external apparatus.
Moreover, the IC card can perform complicated
arithmetic operations based on communicated data.

The IC card is characterized in that forging.the
IC card is difficult. For example, an IC card in which

highly confidential information or the like is stored
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~~~~~~~ 2 can be used for a security system or

el ectronic commerce. The above-described IC card
stores various applications. Upon receiving a command"’
froma reader 5 and witer (card reader and witer)

for the IC card through non-contact conmunication, the

I C card executes an applicatiop corresponding-to the
recei ved command. Thus, the I C card can achieve

various functions. However, when the IC card transmts
and gecepyessedOrslata $o-ahd fromihe sard seadsr;and
witer, an error nmay occur I1'h the data. That is, data
transgidded-by the transmitter fails to match data
received by the receiver. Thus, for exanple, Japanese
Pat ent NoTh368K229-deseribes acpesrtabbeoetectaonbts
apparatus 15 configured to add validation information

t o dappliocabeonsr angmt t ecee Then@bovesdesed i bedn a reader
portabl e el ectroni c apparatus generates validation

i nf ornAtvonhtér ofrae chadactend vnitehe fatathe be card
transmtted and adds the validation 20 information to

t he Fhhpsah sRPRNCAUAtCT ACPrBERESH hgON aphaf attisCRBf $Recutes
I C card corresponding to a receiver generates the

val i 8at FRRL 1 PR oF PRt FORT $TRMEHRI Ehat ARt BFSST Ref heommand.
recej ved da%g. The'frocessi appar at us tEen conpar es

the TBE&i vk v%?i%%?o%arésa?ﬁ?%iz Y7 oh°We t h'tfeton=-

generatedﬁvag%ggtiggein{génﬁ&i Qrdfggaxgkkggtggg'rgggives

exanpl e, cards conformng'to

data to and from the card reader and writer, an error
may occur in the data. That is, data transmitted by
the transmitter fails to match data received by the
receiver. Thus, for example, Japanese Patent
NQ._3607229 describes a portable electronic apparatus
configured to add validation information to data to bé
transmitted.

The above-described poftable electronic apparatus
generates validation information from the characters in
the data to be transmitted and adds the validation
information to the transmission data. A processing
apparatus for the IC card corresponding to a receiver
generates the validation information from the
characters in the received data. The processing
apparatus then compares the received validation
information with the generated validation information
for validation. For example, IC cards conforming to

the international standards ISO/IEC 14443 wvalidate data
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the international standards |SQO | EC 14443 validate
data 1 - 3 - using CRC. or a hash. The anount of data
that can be transmitted during a single comunication
operation is predeterm ned. Thus, if a |arge anount
of data needs to be 5 transmitted, the IC card divides
the data into a plurality ot fganmes for transm ssion
The IC card generates validation information for each
frame and adds the generated validation informtion

to theindransmssiondata. 10 Alternatively, the data
stored in the IC card may itself be validated. In

this caserhdaimoti®r WOf CHat £0theePOAdi g Yabhdatto8d during
information is added behind the data is stored in the

| C cardindhe syahhaaidonion dperation is gesesatetdined.
based on pre-validated data. 15 The IC card and the

pr ocBsss ngi fppatatys dovutthecf Clatardegéneratlee

val idation information fromthe data and conpare the
genet aeeeniat ¢dat ilon TGf crndt donides hthdedaval i@h@i@n
informati on added to the data for validation.

HoweR BRI 2 kst Yedkr f HRe abbve, LT RN ERES HaPa- t?la%smt%ﬁd
by the IC card is too large_to transmit durlng

Si ng‘F%“%B"f‘ﬁﬁml%%%%%%tb%%rja‘?f%ﬁma’fh%” protesdngirame and

appar ahus, {9 %‘éner#ﬁ § v%1{§§€15’ SlﬁP&rﬁaePf‘éﬁt% the

franes "in or sadvant ageous

processl 0g: p@g@éus for the IC card cannot
det erm ne r or  not validation information is

present Uﬂltérﬁ@@ively, the data stored in the IC card may
itself be validated. 1In this case, data to which
corresponding validation information is added behind
. the data is stored in the IC card. The wvalidation
information is generated based on pre-validated data. -
The IC card and the processing apparatus for the IC
card generate validation information from the data and
compare the generated validation information with the
validation information added to the data for
validation.

However, as described above, i1f the data
transmitted by the IC card is too large to transmit
during a single communication operation, the processing
apparatus for the IC card receives the separated frames
in order. Thus, disadvantageously, the processing
apparatus for the IC card cannot determine whether or
not validation information is present until the

processing apparatus receives the frame containing the
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processi ng apparatus receives the frame containing the
4 - validation information. BRI EF SUMVARY OF THE

I NVENTI ON  According to one enbodi ment of the

i nvention, a processing systemfor a portable

el ectronic apparatus, 5 the portable electronic
apparatus, and a processing -apparatus for the
portabl e el ectroni c apparatus can be provided, all of
whi ch can efficiently execute processing. A

pr ocessi Mgk sYist 8o €ivd S an enbodi nent of 10 this
i nvention, has a portable electronic apparatus and a

processi ng appar arug rofsupmiatrablor alHer tNENT TON

apparatus, the portable el ectronic apparatus

conpri si ngccarflingt t¢ rams nessodimamd ¢Ecelpt i onveetcioon a
configured to transmt and receive data to and from

t he picces oLes st Yt apparatausyortdh Iste beofagel scxpparptus,
configured to store information to be comunicated to

t he Proce’st#glappht @t iR R PRR At 'sS f *RNA F rafect oS bed
transmtted to_the rocessinfoagﬁaratus

assoRPRATBRIS wfth Die BiotHe %FEF%Q&EL%#p%E%YT%WFan be
configure 0 20. select. one of the. form tored in

Che FEPEt et oragh Coatti Oh Baset oh LR Ha S 70 %

tran P$%é$%i$§ the processing apparatus and to

transm e data to the processing apparatus using

the sel eched foLERE hgaBdstBR, RROEESSLNGnaPRBAALMENT of
conpri ses: a second frahsm ssion 25 and reception

sect{RRs CORNTLAUEBH, tRakransdttapnd c18€6€iyRi dadgpiPatus and

and fromthe portable el ectronic
a processing apparatus of portable electronic
apparatus, the portable electronic apparatus
comprising: a first transmission and reception section
configured to transmit and receive data to and from the
processing apparatué; a first storage section
configured to store information to be communicated to
the processing apparatus and formats for a frame to be
transmitted to the processing apparatus, in association
with one another; and a control section configured to
select one of the formats stored in the first storage
section based on the data to be transmitted to the
processing apparatus and to transmit the data to the
processing apparatus using the selected format, and the
processing apparatus comprises: a second transmission
and reception section configured to transmit and
receive data to and from the portable electronic

apparatus; a second storage section configured to store
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apparatus; a second storage section configured to
store - 5 information comuni cated by the portable
el ectronic apparatus and the format of the frane
transmtted by the portable electronic apparatus, in
association wth each other; and a recognition
section configured to 5 recognize iLnformation

communi cated by the portable electronic apparatus
based on the format of the frane received fromthe

POft?Qk@rﬁé@f&ﬁ8@%&h&ﬂ&%ﬁé€&sbfytﬁé%%?§@£§ﬂ%|%1ectronic

transm ssi on and recepti on sec i on. porta

el ecs%}ggkgtggvm@, i £ St aps 10, enbodiarent s 95t i Sq by
I nventi on, conprises: a transm ssi on and receptlon

sectitga soOntLigLk el d o tsaNS N ppaRgh us £Ch VEs 8la¢ Bat Pon with
and fromthe processing apparatus; a storage section

conféguhedther stae & nferdmti Ohoh 0sdet 1 €onmdmf Cah eed t ©o
the processing apparatus and formats 15 for a frame to
be transgittedinbotiet processhngl cappariay ushe iportable
associ ation wth one another; and a control section

conf ¢ §EERECR &C st 2 bihe pIseheod ot Sormaored the t freame
first storage section based on the data to be

t r anSRT e+ B8t br ethet B RESEI LS aphRF R Wt amPRdrPous by the
transmt %he data, to. the ﬁocessin?'ap ar at us usi ng

the SEEPRdt BT OPHBT.OA BT { BT e BTRLLTORT £odevi co,

which is an__epbodi nent _of this. invention, conprises:

n tr ansni SoPBhC G TLCEhiTBRC SaEt e O Tt Bd o

tranéﬂ%éd?ﬂgngSOfe&ﬁiyeiﬁ@@ﬁtfgn?ngo£59f%é§? Qo{iéﬁ%ﬁﬁssion'

el ectronic apparatus; a storage section configured to
StOorgnd reception section configured to transmit and

receive data to and from the processing apparatus; ;
storage section configured to store information to be
communicated to the processing appafatus and formats
for a frame to be transmitted to the processing
apparatus, in association with one another; and a
control section configured to select one of the formats
stored in the first storage section based on the data
to be transmitted to the processing apparatus and to
transmit the data to the processing apparatus using the
selected format.

A portable electronic device, which is an
embodiment of fhis invention, comprises: a transmission
and reception section configured fo transmit and
receive data to and from the portable electronic
apparatus; a storage section configured to store

information communicated by the portable electronic
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i nformati on communi cated by the portable electronic 1
~ 6 apparatus and the format of the frane transmtted
by the portable electronic apparatus, in association
with each other; and a recognition section configured
to recognize information comuni cated by the portable
5 el ectroni c apparatus based-ongthe format of the
frame received fromthe portable el ectronic apparatus
by the transmission and reception section. Thus, this

i nveg%#%&?@ PLOVIKle B FOCESSI NG SYSLEM f K sRitted by
portabl e el ectroni c apparatus, the 10 portable

el ectRONhSr ERPRE Al UsSet Wi @ Pepsessidy iappasatustion with
the portable el ectronic apparatus can be provided,

al | efcmhbehe £eanaed fi cienddyi EXEEUsect psrocesst hgured to
Addi ti onal objects and advantages of the 15

enbode eyt sz&i 1 hf bensetof ocdtmimi ¢hiecdeser tipe i porwab th
follows, and in part will be obvious fromthe
descelpttonniorapmyrbeus cazned dy practorEmabfofhehe frame
i nvention. The objects and advantages of the invention

may BECEEEET ZBECRNEND LR AT FRRl By heahECDt Ct AlePapatus by the
instrumentalities and conbi nations rticularly

poi nEEANSBHESHRE eFNAf F TSP BRPEFS BES %I?QVPTI ON OF THE

SEVERAL V, THE. DRA NG FILG I
dlagranll#Fthfgpﬁﬁglnven Fen ganl P%?bidg Q ?%%ce 1ng

an-exanp he conf gura

of ag g%?%ﬁs%ng S%é%f&%iQre?e8§r88£EaQ§Sa?£€SErOEhQ

appar accor
portable electronic apparatus, and a processing

apparatus for the portable electronic apparatus can be
provided, all of which can efficiently execute
processing. |

Additional objects and advantages of the
embodiments will be set forth in the description which
follows, and in part will be obvious from the
description, or may be learned by practice of the
invention. The objects and advantages of the invention
may be realized and obtained by means of the
instrumentalities and combinations particularly pointed
out hereinafter. |

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

FIG. 1 is a block diagram illustrating an example
of the configuration of a processing system for a
portable electronic apparatgs according to an
embodiment of the present invention;

FIG. 2 is a block diagram illustrating an example
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enbodi nent of the present invention, FIG 2 is a block
diagramillustrating an exanple 7 of the

configuration of a ternminal apparatus shown in FIG

1, FIG 3 is a block diagramillustrating an exanpl e

of the configuration of an IC card shown in FIG 1; 5
FIG 4 is a diagramillustrating an exanple of data
transmtted by the IC card shown in FIG 3; FIG 5 is

a diagramillustrating an exanple of the data

tra ' it rok s in H X ' :
a dirlzf;rgaﬁrﬁe i ﬁfsltqjglt%tnqg&gn&ex%%ﬂ%ﬁt %ep p;‘;é‘fogzt!& $hddn in
confggyration a frane of the data transmtted by the

IC card; FIG 7 is a diagramillustrating an exanple

of the condi guradisponicehat 8¢t si shoybraidy Gnbexample
FIG 8.is a diagramillustrating an exanple of the 15
conféoQurted i Of g SR ion G aB; IFIGard dtsoan diragfBE 15
illustrating an exanple of the configuration of EOF

in FIG 6IF G 19 ésdpagiagrahlustustiagi ag example of
additional -information table; 20 FIG 11 is a

f | ovibhag ttaanawitrtad iy priveeEsi ey d exdeedit e byl ¢ hed/

“term nal af(garatus shown in FIG 2; and FIG 12 is a

di agram i1+ @st? at? ry THRIEHFoF LRt 67 hak e of t abfaale of the
CETALED PRSI VS ME JMVENIL 0L 2o Wiherg

FIG. 6 is a diagram illustrating an example of the
configuration a frame of the data transmitted by the IC
card;

FIG. 7 i1s a diagram illustrating an example of the
configuration of characters shown in FIG. 6;

FIG. 8.is a diagram illustrating an example of the
configuration of SOF in FIG. ©6;

FIG. 9 is a diagram illustrating an example of the
configuration of EOF in FIG. 6;

FIG. 10 is a diagram illustrating an
additional-information table;

FIG. 11 is a flowchart illustrating processing
executed by the terminal apparatus shown in FIG. 2; and

FIG. 12 is a diagram illustrating the error
information tables.

DETAILED DESCRIPTION OF THE INVENTION

With reference to the drawings, description will

be given below of a processing system for a portable

electronic apparatus, the portable electronic
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be given bel ow of a processing systemfor a portable
el ectroni c apparatus, the portable electronic 8
apparatus, and a processing apparatus for the portable
el ectroni ¢ apparatus according to an enbodi nent of the
present invention. FIG 1 is a block diagram
illustrating an exanple 5 of the configuration of an
| C card processing system 10 according to the

enbodi nent of the present invention. The IC card

proc§§§£99t§¥§tgﬁﬁlg Shows & Do Kl Gopdra CQEPEL 8@ portable

proc I ng apparatus (term nal "apparatus) 1 for a

port aple. BhECLT OPH & APRAT AL USraNd gt he POr&Abbeiddnt of the
el ectronic device (IC card) 2. The term nal apparatus

1 angrébent Cigaeflt2ofiransmt and receive data to and
fromeach other by contact communi cation or
non- cont agtG.communkcalbok. diagthe dé$Sostpbtong &b esample
assuned that data is transmtted and received in
accopiante wbnhigheatsoTypé Bucbfinuaréaproncppdrecsystem 10
specified in the international standards |SQ IEC _
14443¢ccPrding te ahpl eBROGIBERANPF| FO8t PEEPRGTaRnVENEION.
exanple of the configuration of the tergingl .
appar at usT8Rowf FATIFPECCESSABISRYRASI LRI &10YD {RefIG- 1
term nal a gratusol 20.%nc|ude§ a con gg%igggtg§§a%§tus) 1
a di SBPRYL13S 2 REGHGAr4"913PPar25Fa 1 eaddt " and Wri T er
14, and a storage_s i nﬁéﬁf %E o% ectLop, 11
' bl
IR e R
ggngggth%BﬁiQDSEeﬁbgn(?& cd2gbhe terpknab-APRAfabHpatatus
1 and the IC card 2 transmit and receive data to and
from each other by contact communication or non-contact
communication. In the description, it is assumed that
data is transmitted and received in accordance with the
Type B communication protocol specified in the
international standards ISO/TEC 14443.

FIG. 2 is a block diagram illustrating an example
of the configuration of the terminal apparatus shown in
FIG. 1. As shown in FIG. 2, the terminal apparatus 1
includes a control section 11, a display 12, a keyboard
13, a card reader and writer 14, and a storage
section 15.

The control section 11 comprises CPU, ROM, and
RAM. The control section 11 controls the operation of
the terminal apparatus 1 as a whole.

The display 12 displays various types of

information under the control of the control section
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The display 12 displays various types of information
under the control of the control section - 9 11. The
keyboard 13 receives operations input by an operator
of the term nal apparatus 1 as operation signals. The
card reader and witer 14 is an interface 5 device
configured to allow communicatign with the IC card 2.
The card reader and witer 14 supplies power and a
clock to the I1C card 2, controllably resets the IC

cardi 2, aruk ty | t$ and-decejyesopiat & 1oh anthf oMy an
the 1C card 2. That is, the card reader and witer 14

10 fomstions @S tehd MonNSi sl odpEith 1egeptd O SeELt Ohn

The control section 11 allows the card reader and
witergdsl 40 i nput various conmands to the IC card 2.

For exanpl e, upon receiving a data wite command from
the card FTeadeardnteanéet eand4yrither | Gl chs da? wnféebace
the 15 received data to an internal nonvolatile
mentit§VicFuEIheramred Uponl Fet et i tcatat @n rebich the IC
conmand romthe card reader and witer 14, the IC
car 2 ¢ eads TR Gt GHSpettd iwd 1L the 8t iRy power
command fro n_internal nmenpry and transmts the

i nf ot Mt o‘?'lﬂ]t)%(tth% 9 c%oc"’f]ggd%’r Y M T el egqEs the
cont f ol tion, ecutes various types, of

pr ocfeéé)sclz%gg bia’sec ont %qesnglati% ar}%créef%/veld‘y%)_sr ocrlﬁui%et? ¢ nd from

car dtl%e IT&‘ecé'P&Vz‘i‘.' deﬁ'ﬁ‘!ﬂ blesd, C@(éj d ! g{rﬁatacﬂé;l Y%%g%ﬁer 14

transmts and receives data to an

25 Foinexpsmpd esas id dhendiG £ ¢h Zad$ Lo eds &Se fon .

non
The control section 11 allows the card reader and

wfiter 14 to input various commands to the IC card 2.
For example, upon receiving a data write command from
the card reader and writer 14, the IC card 2 writes the
received data to an internal nonvolatile memory.

Furthermore, upon receiving a data read command
from the card reader and writer 14, the IC card 2 reads
information specified by the_received command from an
internal memory and transmits the information to the
card reader and writer 14. The control section 11
executes various types of processing based on the data
received from the IC card 2.

The above-described card reader and writer 14
‘transmits and receives data to and from the IC card 2.
For example, if the IC card 2 is configured as a non-
contact portable electronic apparatus, the card reader

and writer 14 comprises a signal processing section, a
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contact portable electronic apparatus, the card reader
and witer 14 conprises a signal processing section, a
- 10 transm ssion and reception circuit, and an
antenna. The signal processing section encodes,
decodes, nodul ates, and denodul ates data transmtted
to and received fron1the I C card 2. The transmi ssion
and 5 reception circuit anpllfles dat a nodul at ed by

the signal proceSS|ng section and data received

throughy, Lhes o SN AU LA LIANSAS M2t dhna.

the 1C card 2 generat ng magnetic fie

Fur t her nofg, éIﬁhéﬁ“é%%@bsé@h%e§@8@i@§5e$8§d9§tadecodes,
transmtted by the I'C card ased on an inductive

cur rigpdu genes atady e @ctLamagnetd ot rdmehict 4 0.t Jhehd
control section 11 sets conmunication with the IC

car drecdyvad | ovsmg Hder cattr-d eaderTiande i $ef sddbort aand

.15 transmt an initialization command to the IC card

2. Thecemttémald zatiion auwehides sjatformexabpte] oy stra t

command or a select command. In order to sense the IC

car ds 29N hePee@ ek § eadieve Anidewran@rdaig repeat et ychrough the

transmts the start command (for exanple, a request 20

conmAMeEREQB) and a wake up connand (WUPB) ) to a

connunlcatlon range. |f_ the gard
h

en
within g %amrhswn@ 28 Enonel I8 Fhes 2 by
?Z?%sr?gn%%%gq forgetlxéjl 1eIdsan a}':nufl%:ehe%rr?orreegutehe antenna
recognizes the data transmitted by the IC card 2 based
on an inductive current generated by electromagnetic
induction.

The control section 11 sets communication with the
IC card 2 by allowing the card reader and writer 14 to
transmit an initialization command.to the IC card 2.
The initialization command is, for example, a start
command or a select command. In order to sense the IC
card 2, the card reader and writer 14 repeatedly
transmits the start command (for example, a réquest
command (REQB) and a wake up command (WUPB)) to a
communication range.

If the IC card 2 is present within the
communication range, an answer to the start command
(for example, an answer to request (ATQB)) from the IC
card 2 is returned to the card reader and writer 14.
Thus, the card reader and writer 14 senses the IC card

2. Furthermore, the card reader and writer 14
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25 card 2 is returned to the card reader and witer

14. Thus, the card reader and witer 14 senses the IC
card 2. Furthernore, the card reader and witer 14 -
11 transmts the select conmand (for exanple, an
attribute command (ATTRIB)) configured to select the
desired IC card 2. Upon recei Yhng_ATTRI B, the I C card
2 transmts an answer to ATTRIB (ATA), that is, a
response to 5 ATTRIB, to-the card reader and witer

14. . i t] ; t ibu
&%énelrt%o;g]ﬂf“s‘éaié&”lcﬁgln & (eﬁr&;roré%% et veen the ipute

card rea witer the IC card 2. The card

r eademr@dih WA te{ L4 @oﬁfﬁ%u@éﬂﬁ B ApRldesr H%ired .1C

anpl i tude nodul ation to a carrier of 10 frequency
13. 5 M2 basgsbronrgadiar i bertrmysridd ed; andl furddiersmits
encodes the carrier in accordance with a non return

to zar ar(dNRA) tsehamMRIBThATEG carttht? iof, tehercBppamdd to
appl i es phase nodul ation and NRZ encoding to a

subddiTiigy, dfo. IBhd raeuenmpBA7 By fased on datust o

be transmtted. Furthernore, the term nal apparatus 1 :
t r AR ke a AT A2 TR LY (At ash ROmRaTd &1 e d @eader
card 2 as  required. This allows a nutual '

aut feHt ivtation Wt coes£he d hefaBcut ed. 20 The storage
ti ' i tabl | ati Th
Section 15,1 oia'tew | {aol sopuel i i T

st or age I'gur'ed to store ~con

pro%%%gﬁ5%9%hg %(%ﬁbfkgf&ggﬂﬁﬂ%%ﬂ%fgﬂt&b%}%§¥§¥éfng£

pur pt ermmnal " appara he contro
Semﬁ%tﬂé‘nc&p%.‘ sen pddidignalsea to be transmitted,

and further encodes the carrier in accordance with a
non return to zero (NRZ) scheme.

The IC card 2 of the Type B applies phase
modulation and NRZ encoding to a subcarrier of
frequency 847.5 KHz based on data to be transmitted.

Furthermore, the terminal apparatus 1 transmits a
mutual authentication command to the IC card 2 as
required. This allows a mutual authentication process
to be executed.

The storage section 15 1s a rewritable nonvolatile
memory. The storage section 15 is configured to store
control programs and various data depending on the
operational pﬁrpOSe of the terminal apparatus 1.

The control section 11 comprises an additional-
information table 1la. The additional—ihformation
table 1lla is a storage section configured to store

information communicated by the IC card 2 and the
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25 information table Ila. The additional-information
table Ila is a storage section configured to store

i nformati on comruni cated by the I1C card 2 and the 12
format of franmes transmtted by the 1C card 2 in
association with each other. Before receiving data
fromthe IC card 2, the controly,section 11 determ nes,
with reference to the additional-information table
Ila, 5 whether or not any additional information is

addeﬁofr%?a t(bf“ Fﬁﬁéye&q’?{f]ﬁl A dIWOna @fc§ﬂ§2 in

addi t1ona ornatlon I nformati on

tab'é%séé@lé(\tién werlesed had, bel O%efdr_% ]’.?éd‘él\alr% Qe

diagramillustrating an exanple th

conff g athonr©f cdhe 4,.C ey dc@n’@f@l"’nséé’tfdrﬁlﬂ- detSrmines,
shown in FIG 3, the I'Ccard 2 conprises a card-1ike

mai nwbioidlyr e edrtb@nt d GHodd @l 22on acoipos atedh o neddhee 11a,
mai n body 21. The I C nodul e 22 conprises one or nore

| C chivpsheB andhat commatdiat i am ks eiot f orm@di orThies 15dde€l to
chip 23 and the conmunication section 24 are forned

in thee | Capdite dXsqus the beyromiectisl addiet haral

‘The | C chip 23 conprises the conmmuni cati on section

24, @@statmmz hRAADIT 1 enwbnvief @itid el dferforyl gl 1a will

and %%ﬁ]% section 29. 20 The conmuni cati on
sect?% %§9¥% B f ace configured to communicate

wth the £ éq egger ter t er m nal le
appar at us i. T%e d%&%ﬂ%?%d?%%% %%c{ig%sﬁﬁa?h%%t?%n%xanp
as a,} 1 ANSNLS5E LR r AN §SERLLON SECHIOM chown in FIG. 1.

As shown in FIG. 3, the IC card 2 comprises a
card-like main body 21 and én IC module 22 incorporated
in the main body 21. The IC module 22 comprises one or
more IC chips 23 and a communication section 24. The
IC chip 23 and the communication section 24 are formed
in the IC module 22 so as to be connected together.

The IC chip 23 comprises the communication secfion
24, CPU 25, ROM 26, RAM 27, a nonvolatile memory 28,
and ‘a power supply section 29.

The communication section 24 is an interface
configured to communicate with the card reader and
writer 14 in the terminal apparatus 1. The
communication section 24 functions as a transmission
and reception section.

To communicate with the card reader and writer 14
in a non-contact manner, the communication section 24

comprises an antenna configured to communicate with the
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25 To communicate with the card reader and witer 14
in a non-contact manner, the conmunication section 24
conprises an antenna configured to communicate with
the - 13 card reader and witer 14. Mreover, the
communi cation section 24 conprises a transm ssion and
reception circuit configured tg anplify received data
and a signal processing section configured to execute
5 processing such as decodi ng and nodul ati on. CPU 25

U202 R AL P SRULBIES oD STl o

t he as a 0] execu varl o

type - ssi ! rol . :
contrort il E e PSR PR A B NP P g Bhpm
MeNDE Yr28i t Fedn eXAMR &, + SPALLD BXedit &S, d@rdpuUs dypes

of processing in accordance with commands: received
fromighel carsbeeadey ek Wi tedn ddytegeneratecdat a
such as responses as a result of the processing. ROM

26 isracesning atudle aenbrgodionf igut etbdwl prieen 15 store
the control prograns and the control data. During

manuf act uFPWgse S ROMIQBL dms whs ch ¢dret coht sett ign ogerafsgured
and the control data are stored is incorporated into
the 1€ eararel TratlG scaithel contd dihoks ogr@is ahgexecutes
control  data stored in ROM 26 are 20 _pre-incorporated

i nt oO"FECHT TP Ph PRI HAHE P Th o1t _h("eorltrOl programs
SPeCk{A RPN OIS S eirt) 2ol 2T 10 yalatide
t enpxg%ﬁ%y Yol Och?'r a"%ne&eé' NG pPrACesselye SO XA & ypes
RAM enporarily stores data
of processing in accordance with commands received from
the card reader and writer 14 to generate data such as
responses as a result of the processing.

ROM 26 is a nonvolatile memory configured to pre-
store the control programs and the control data.

During manufacturing, ROM 26 in which the control
programs and the control data are stored is
incorporated into the IC card 2. That is, the control
programs and control data stored in ROM 26 are
pre-incorporated into the IC card 2 in accordance with
the specifications of the IC card 2.

RAM 27 is a volatile memory functioning as a
working memory. RAM 27 temporarily stores data being
processed. For example, RAM 27 temporarily stores data
received from the terminal apparatus 1 via the

communication section 24.

Furthermore, RAM 27 temporarily stores programs to
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25 received fromthe termnal apparatus 1 via the
communi cation section-24. Furthernore, RAM 27
tenporarily stores prograns to - 14 - be executed by
CPU 25. The nonvol atile nmenory 28 functions as a
storage section. The nonvolatile nenory 28 conprises
a nonvolatile nmenory to whichdata can be witten and
in 5 which data can be rewitten, for exanple, EEPROM
or flash ROM The nonvol atile nenory 28 stores

ContkSé)'exé%ﬁPcQJc?rB%/ atqpb vzaSr_i ous data in accordance with

the operational "‘purpose of the IC card 2. For

exanpl e, programdiles antbidatp 5|65 onddicrealdrage
in the nonvolatile menory 28. The control programs :

and y@a¢t ous. datrie afehwwliddien emeach of ddiprdentLd
files. CPU 25 can achieve various types of processing

by exetedlng thendgy as Wwiiiaflredidin tden bwnwoleddd eand in
menory 28 or ROM 26. 15 If the ICcard is a
non-woittactatpordaabliee redvect o c appar-atnsle t HEERROeror
supply section 29 generates power and an operation

cl ockl#som@A! carftiemorfyalm tihle deaneb 73 atfers tanck swgargyrol
14. The power supply section 29 supplies the power

and RHEGHET 1D Tl 6tie 2P & Eadr<edanit oft tthehee

card 2. Upon being supplied. with the power, each:
sect?%erfao%q I%gi%%é)?iemc Gt #tive. FIGS. 4

and 5 are_.diagrans, illustrating an exanple _of. data
ranam t (B DYATELS © BEHAE ol (et 2 A8 P
created in the nonvolatile memory 28. The control

programs and various data are written to each of the
created files. CPU 25 can achieve wvarious types of
processing by executing the programs stored in the
nonvolatile memory 28 or ROM 26.

If the IC card is a non-contact portable
electronic apparatus, the power supply section 29
generates power and an operation clock from a carrier
from the card reader and writer 14. The power supply
lsection 29 supplies the power and the operation clock
to each section of the IC card 2. Upon being supplied
with the power, each section of the IC card 2 becomes
operative.

FIGS. 4 and 5 are diagrams illustrafing an example
of data transmitted by the IC card 2 shown in FIG. 3.

FIG. 4 shows an example of data to which
validation information is added. 1In the present

example, a hash, a cyclic redundancy check (CRC), or



25 FIG 4 shows an exanple of data to which validation
information is added. In the present exanple, a hash,
a cyclic redundancy check (CRC), or - 15 the like is
used as validation informati on used to validate data.
The validation information is placed after the data
bits. FIG 5 shows an exanple ofg data to which no
validation information is added. 5 To transnmit data to
the card reader and witer 14, the IC card 2

sepat e; weig%geah oarﬁ%f-aa%@'éﬁ eg %&n%tﬁfrs

s, &afh o
~of a predeterm ned nunber o ts (for exanple, 8

bi t s)a1ifiterd Gieadd Zriadds, & $f@fdn bidrSelat {0 | 08i€1 aced
"0" and a stop bit set to logic "1" to each 10 group

of aaptedeties Maned miwmer ofcbid sshoOvgeneratende of data
character. The IC card 2 adds a start of franme (SOF)

and an windclofnd reaei {(BOR)n tin fhengenet al e dded act er s

to generate a frane. If a plurality of characters are
transnm tt®d tpadSmoneddtranme; the chadactedsr aged writer 14,
separated fromeach other wth an extra guard tine _

( EGTSRe Flff t B¥F ot eSeRNA T clahrdl Patal eulke dsr TRl 1nto
all the data bits in the generated franmes and inserts

CRC Sdlet viRer EUB Akl @ M SRBERY et $Phel Stlak s pifor
the 20 st bit,. EGT, , d EOF t dtao .
oo carate o e o T i fedis e i =

exanpl e of.th.eo.. ﬁ%rl)éil%usrtati qgitof the frame. é)fs,,iiata

t r anshi ]t?%%jc byt card showh Th HE to each

group of a predetermined number of bits to generate a
character. The IC card 2 adds a start of frame (SOF)
and an end of frame (EOF) to the generated characters
to generate a frame.

If a plurality of characters are transmitted in
one frame, the characters are separated from each other
with an extra guard time (EGT).

Furthermore, the IC card 2 calculates CRC from all
the data bits in the.generated frames and inserts CRC
between EQOS and the characters. The start bit, the
stop bit, EGT, SOF, and EOF are not used to calculate
CRC.

FIG. 6 is a diagram illustrating an example of the
configuration of the frame of data transmitted by the
IC card 2 shown in FIG. 3.

The frame comprises SOF, a character row, CRC, and

EOF. CRC contained in the frame is information

required to check the databefore—and-after
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25 The franme conprises SOF, a character row, CRC, and
ECF. CRC contained in the franme is information
required to check the data before-and-a-ftez 16
transm ssion for consistency. CRCis different from
validation information required to validate the data
itself. FIG 7 is a diagramillystrating an exanple of
the 5 configuration of SOF shown in FIG 6. SOF is

i nformation indicative of the head of the frame. SOF

AL S 100 AR FSTD SR TP

the state o ogi c

eac f 5 v [ 5 s j ' 10 T C

car zv %%%ﬁ%t%ﬁoﬁrﬁ a%oﬁggdﬁﬁ{%gdﬁs% ltl(])c%%gleec%eard ke
readefrsangd witer before transmtting the first

character in the frane. A subcarrier with no phase

transiti onI¢or7 aisyncdi oo zat i Dnudt ret {ldR1An needsot® of the
be provided before SOF in order to allowthe IC card 2

and cdif idierdteran nafl Hppartatws in tEGynehroni ze with

each other. The IC card 2 is controlled such that

after ge¥lerats omigireatsiubrainderative cartherh¢ad nof the
nmodul ated for a predetermined tine. That is, TRL is a

dur a5 P%E f r othlgerferati oot St FUbdHr g untidsizy edge and

nmodyl ation i.s started._ Upon recejyvin ignal in the
aboV i HESEr T 10t T CHE tem el Hppaiat deate o
det er m nes, t,hat en received. T

S a

ogica é&f Q%? kpe d cr teLWinl-' e.

apparat Us 1 ther 2 deter Mied thst e R eacetré?”}eo(gﬁ%“

to bﬁu%rﬁﬁgﬂhkiggtransmits the above-described SOF to the
card reader and writer before transmitting the first
character in the frame. A subcarrier with no phase
transition for a synchronization time (TR1) needs to be
provided before SOF in order to allow the IC card 2 and
the terminal apparatus 1 to synchronize with each
other. The IC card 2 is controlled such that after
generation of a subcarrier, the carrier is not
modulated for a predetermined time. That is, TRl is a
duration from generation of a subcarrier until
modulation is started.

Upon receiving a signal in the above-described
form, the terminal apparatus 1 determines that SOF has
been received. The terminal apparatus 1 then
determines that the character row is to be transmitted
by the IC card 2.

FIG. 8 1s a diagram illustrating an example of the

configuration of the character row shown in FIG. 6.
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25 by the ICcard 2. FIG 8 is a diagramillustrating
an exanple of the <configuration of the character row
shown in FIG 6. 17 The character rowis the main
body of the data transmitted to the term nal
apparatus 1 by the 1C card 2. The character row
conprises a plurality of charaeters. Each of the
characters conprises a 5 predeterm ned nunber of data
bits, a start bit, and a stop bit. Furthernore, EGT,

whi ch is %@'C#I}asz%tc & Jpigal el and ﬂ?)‘%w[ % %he data

predet erm ne ength, i's |located between

charachensit rethe d &HE nal - ARpRAr alds L ecagni zes,d he carg
data bits 10 in the character based on the start bit

and 1 he m{ophdadct ekhirowaldomws ithe tergnnall iappay@at us
1 to individually recognize the data bits in the
pl urald taectafs .charast erfS dhe tdie dfacae.s Bdmprd des @

diagramillustrating an exanple of the 15

confpxpaetd mnirefd EORIshowt idathl Gite, EOstart bit, and a

information indicative of the tail end of the frane.

EOF $%°ra WlitgnalFusttdemineg awi 86T milsiohy isdge Pidnddtago

the state of logical "0" lasting a predetermned

ti meloRfter th'ardid NEHE S Fe ISRt 20 icst d@nerthin itthe

frame, the I C card 2 transmts the above-described

ECFrE‘te%Céttr?éj ST EadeE SENFGYSES 14, Upon recei vi ng

a signal j.,n the above-described .for the ter 'naAOa .

appar at usFlL}le dteetren}lrﬂanlesaq%aaﬁatéﬁz ]harserggogélelnzﬁsectg%e Fhits

thati&”%%éréHg%JB%%rb%gﬁm&FQQ{%ﬁ%& start bit and the stop
bit. This allows the terminal apparatus 1 to
individually recognize the data bits in the plurality
of characters in the frame.

FIG. 9 is a diagram illustrating an example of the
configuration of EOF shown in FIG. 6.

EOF is information indicative of the tail end of
the frame. EOF is a signal starting with a rising edge
and has the state of logical "0" lasting a
predetermined time. After transmitting the final
character in the frame, the IC card 2 transmits the
above-described EOF to the card reader and writer 14.

Upon receiving a signal in the above-described
form, the terminal apparatus 1 determines that EOF has
been received and that one frame has been received.

The lengths of TR1, SOF, the characters, EGT, and

EQOF are determined based on the Type B specified in

ISO/IEC 14443.
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25 The lengths of TR1, SCF, the characters, EGI, and
EOF are determ ned based on the Type B specified in
| SO | EC 14443. 18 For exanple, when the frequency of
the subcarrier” is defined as fs, the length of TRl
Is at least 80/fs and at nost 200/fs. Furthernore,
when the tine required to transigt 5 1-bit data is
defined as an elenentary tine unit (etu), the length
of logical "0" of SOF is at least 10 etu and at nost

11 etu. dltlolgp : Vtﬂlgéa I egtp]fg(% ér?% % ell_'s@éc%rrier

SOF i s at ?eas}fa e

| engt l gg%lfse Sc%llser?q Ae trdp £l @nﬁeasl@ &/t

nost her’nor e aracter, the start

bi t é§d altefﬁéjsttj@@;d@ga bits are 8 et u, and t he stop
bit is 1 etu. That is, the I ength of the character is

10 etu. tﬁrtrh@rrh&@andhéﬂsa@rsm t smdataqt ordéhecd er mimahit
apparatus 15 1, the length of EGI is at least 0 etu

and atbhosdat?a ets. défirideramora, ¢hendength ofmé ogrcal (etu),
"0" of EOF is at least 10 etu and at nost 11 etu.

Bef otlee t Tamsmh t ¢ f nogatal t'00t hef c30d ieaderlddst PO etu and
CPU 25 in the IC card 2 first checks the configuration

of the math ib deutrabdditiewrlior exanpteytioptf 2150glcal
determ nes whether or not additional informatjon,

exanpl &, o4 a$PdatF ot | hPdFied i DY 229 abEBCEh ¢ het ‘&iat {That

to b trn
fs, ?hgnléégt e} rgggeéntlrngéFcygcgg eas%yff etu and

at most 14 etu.

Furthermore, in the character, the start bit is
1 etu, the data bits are 8 etu, and the stop bit is
1 etu. That is, the length of the character is 10 etu.
If the IC card transmits data to the terminal apparatus
1, the length of EGT is at least O efu and at most
2 etu.

Furthermore, the length of logical "O" of EOF is
at least 10 etu and at most 11 etu.

Before transmitting déta to the card reader 14,
CPU 25 in the IC card 2 first checks the configuration
of the data to be transmitted. For example, CPU 25
determines whether or not additional information, for
example, validation information, is added to the data
to be transmitted. Moreover, CPU 25 checks the type of
the additional information added to the data to be |
transmitted. If the additional information is

validation information, CPU 25 determines whether the
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25 the additional information added to the data to be
transmtted. If the additional information is
validation information, CPU 25 determnm nes whet her the
19 wvalidation information is a CRC value or a hash
value. The CPU 25 determ nes the I engths of TR1l, SOCF,
EGI, and EOF based on the presence or absence and type
of additional information. Thus,” as shown in FIG 3, 5

t he nonvol atile nmenory 28 in the IC card 2 contains an

addi £1 onal ¢4 o 0 rﬁ‘%fn‘? 'e 28 "‘hi&eh $ e, RILESENES e .

or a sence and ype O |ona or mation are

~associ at ed,wi tpythe é@{gﬁ@[ﬁéstbﬁef@ﬁ%hgh& TR1, SQE,

addi ti onal -i nfornmati on 28a 1 s sane as the 10

addi gtpnadnd nE@F n@aéé’dﬂ drablige b Aeddn ddest eikggé}%e and type
apparatus 1. FIG 10 is a diagramillustrating th

addi ¢ f onadi+t i o1 Nt f ormdwddes | tuanda 28 oW d CFIG. 3,
card 2 checks the data to be transmtted 15 for

addi theonadnvafor e i remoThely W tthe ef@rence 2 ccordtwins an
addi tional -information table 28a, the I1C card 2

det ex @i Hekon k- foferematofon Heald famd$a tion behtetansm trezkence
The control section 11 of the term nal apparatus 1

checks aheeter nwtd of YRheO T e e riat aln tign 2D
reference to dltlonal-lnforrmtlontable 11a, the

d
contFoTOSkEtF Wﬁ@‘ determieat et s bramit
addi t i, onal mi

tion is present_and th eofth

2ddi 1181 T A oF VRLTBIE Fheoh & 190 Honitol Tetion

11 f&&& &Qﬁﬁaﬁslﬁféﬁ% §Hgﬁ'é§bf Cfi in the terminal
apparatus 1.

FIG. 10 is a diagram illustrating the additional-
information tables 1lla and 28a.

The IC card 2 checks the data to be transmitted
for additional information. Then, with reference to
the additional-information table 28a, the IC card 2
determines the format of the frames to be transmitted.

The control section 11 of the terminal apparatus 1
checks the format of the received data. Then, with
reference to the additional—information table 1la, the
control section 11 determines whether or not any
additional information is present and the type of the
additional information. That is, the control section
11 functions as a recognition section.

For example, to communicate the presence or
absence and type of validation information to the

terminal apparatus 1 in accordance with, for example,



10

15

20

25

25 For exanple, to comunicate the presence or
absence and type of validation information to the
term nal apparatus 1 in accordance with, for exanple,
20 conditions shown in FIGS. 10(A) and 10(B), CPU 25
of the ICcard 2 controls the lengths of TRL and SOF.
That is, if validation infoLnag?on_is present, CPU 25
controllably sets the time for to shorter than 5
100/ fs. If no validation information is present CPU

25 contdald &S e rddTe 1o ) TRL 4 9 Als)l easly &5y°F

100/fs. 1t the valldatlon |nfornat|on is a hash

25_ gontyoldabl y seks the inlenalyafs |agigal ol s@fF

SOF to 10 at |east 10 etu and shorter t han 10 5 etu.

If thestvald datd amiinfaarimat 0¥ drsdeRon GRUpAR sent, CPU 25
controllably sets the interval of l|ogical "0" of SOF

to atoriteastl &l b wits tanrd tamenBir TRletth sHe teonttuhain
section 11 of the termi nal apparatus 1 15 checks TR1

i n thed fiecei ViED rdatve ltigladetaar ninfe nteetilver ior pmegtent, CPU
validation information is present. For exanple, if

TRL 3% ede- reldeiRlad stdtsa tihe ghara don HdH 100/4ts, 1 aasd
control section 11 determ nes that validation

i nf oY#iSn is present.. That is, the control section

20 11 determ nes tha the rec |ved dat a. i ncl.udes

val i dat i oﬁg Hior ELOn 1T BphmdPU 25
rece Vnetdro ta%ls aettsI ec%St 1 Oe/rfvsdl Cor}.tcraql 'SOe'CtlforéOF to
11 d:e(t erm nes ]t3ha5( no va | i s

Presenticast 10 etu and shorter than 10.5 etu. If the
validation information is CRC, CPU 25 controllably sets
the interval of logical "0" of SOF to at least 10.5 etu
and at most 11 etu.

The control section 11 of the terminal apparatus 1
checks TR1 in the received data to determine whether or
not validation informationris present. For example, if
TR1 in the received data 1is shofter than 100/fs, the
control section 11 determines that validation
information is:present. That is, the control section
11 determines that the reeeived data includes
validation information. For example, 1f TR1 in the
received data is at least 100/fs, the control sectton

11 determines that no validation information is
pfesent.

Moreover( upon determining that validation
information is present, the control section 11 checks

the interval of logical "0" of SOF and determines the
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25 Moreover, upon determ ning that validation
information is present, the control section 11 checks
the interval of logical "0" of SOF and determ nes the
21 type of the validation information. That is, if

the interval of logical "0" of SOF in the received
data is at least 10 etu and shgrter than 10.5 etu,

the control section 11 determnes the validation
information to be 5 a hash. If the interval of Iogica
"0" [ ceived. d ta |s at st 10.5 e

and g§p§§£% qqé féll %p%o%?fo et |on de%ern1né%he

the yg{éQ@AiOﬁf 1@59&5@“«@ L€ @@%%93 tfé”w@é{%& ad®s is

communi cate the presence or 10 absence and fype o

val i datignsi nferomt i ongtond heer texm nah ?Q@@ﬁatﬁﬁelcéﬂkrol
accordance with, for exanple, conditions shown in

FI GSsed (&) ﬁDddéﬁ%iﬁlnéiwkﬁé P41:1dhei dC cFffr@ation to be
controls the lengths of EOF and EGI. That is, if

val i dabasn. i NI Drinted | omtésver esentog TR 26015 f SOF in the
controllably sets the length of ECF to at |east 10 etu
and shorieedtdaia 10s aetleast hd. vattdaandmt most 11 etu,
information is present, CPU 25 controllably sets the

| engthe ofoFEOOt oSt iemst] 1deteetinandtae okidatier u.

If the_validation information is a hash, CPU 25 20

cont FBF PEBF QR &° t'hfe $%ngth of EGT to at least O etu

and short et the valjdatjon informtion
E CRC c@@f%@e%ﬂ%?oﬁ%bwmwicﬁ% FRRGPFE BN €GO o0

_ e t etu. The.control sectlon
11 o%@?% 3? 5&dﬁ%&x§c> lldﬁF 1on 1nformatron "to the

erm appara us
terminal apparatus 1 in accordance with, for example,

conditions shown in FIGS. 10(C) and 10(D), CPU 25 of
the IC card 2 controls the lengths of EOF and EGT.
That is, if validation information is present, CPU 25
controllably sets the length of EOF to at least 10 etu
and shorter than 10.5 etu. If no validation
information is present, CPU 25 controllably sets the
length of EOF to at least 10.5 etu and at most 11 etu.

If the validation information is a hash, CPU-25
controllably sets the length of EGT to at least 0 etu
and shorter than 1 etu. If the validation information
is CRC, CPU 25 controllably sets the length of EGT to
at least 1 etu and at most 2 etu.

The control section 11 of the terminal apparatus 1
checks EOF in the received data to determine whether or
not validation information is present. For example, if

EOF in the received data is at least 10 etu and shorter
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25 checks EOF in the received data to determ ne

whet her or not validation information is present. For
exanple, if EOF in the received data is at |east 10
etu and shorter 22 than 10.5 etu, the control section
11 determnes that validation information is present.
That,is, the control section deterni nes that the
recei ved data includes validation information. For .
exanple, if EOF 5 in the received data is at |east

10. 5t }% ry ﬁpd% :%t% S‘tthe 1clod1§ctf’ld 1 ts:qeﬁ%tcioon& rlcil <:‘1Seetcet rin?inn elsl that

determnes t vali 1 on ormation 1S present.

Mor eOVES 44 URAD i%&mﬂﬁef%%ﬁeyﬁwat QL is

. . is, th
information Is present, section 11 checks

10 thend engtdeofi FOI 1 determdae dhe toRe fcdheed data

validation information. That is, if the length of EGT

I n thecreded wedl dadtai drs iaif d eastidh et wande sditer if EOF
than 1 etu, the control section 11 determ nes the

val i datilon redenfwrdratdton it<0 de lsedwmshio 1§ dthe drengith most
of EGI in the 15 received data is at least 1 etu and

at nbktetu ettihe tdmnt xohtyas tiswetd brdetle detres s test tie
validation information to be CRC. After receiving one

fr amed L idt kontFofogeiian 48l presssitves the next frane
and perforns an arithnmetic 20 operation process

cor r espond? ML Yor 1 NP et TR HRt 13pe-Pdf Yokl dation

vali b o o Rt on.. ol SaBLe f 0 ual | £
CaIC%% LS kPQ?Q %%ﬁ;%% Jg%g%%fﬁgtgﬁé(¥§§gk%§f%ﬁg

each character
validation information. That is, if the length of EGT

in the received data is at least 0 etu and shorter than
1 etu, the control section ll.determines the validation
information to be a hash. If the length of EGT in the
received data is at least 1 etu and at most 2 etu, the
control section 11 determines the wvalidation
information to be CRC.

After receiving one frame, the control section 11
receives the next frame and performs an arithmetic
operation process éorresponding to the determined type
of the validation information.

For example, 1if the validation information is a
hash, the control section 11 calculates a hash value
based on the data bits of each character in the
received frame. On every reception of a frame, the
control section 11 calculates a hash value. The

control section 11 compares the hash value contained in



10

15

20

25

25 received frame. On every reception of a frame, the
control section 11 cal cul ates a hash val ue. The

control section 11 conpares the hash val ue contai ned
in 23 the final frame with hash val ue cal cul ated from
the data bits to determ ne whether or not the
received data is valid. Furthenmore, if the
validation information is CRC, 5 the control section
11 cal cul ates a CRC val ue based on the data bits of
each ichag ge er ¢ ddhd H&Hkﬁ%é’rﬁ%d‘f@%alﬁla@c@{ Yerom the

reception of a franme, the control section 11

cal cad#d esi 8 GRC el digninkher e d0losefdd Ahd received data
conpares the CRC value contained in the final franme 10

w thi £RG viad ue cal cul ated fromthe data bits to

determ ne whet her or not the received data is valid.

FIG 11 iEufmmérmwjﬁutifIﬂnstv&midqtidmainﬁﬁfmémﬂbmﬁis CRC,
the term nal apparatus shown in FIG 2. \Wen

commitf certorP i s esitiall i shewh ot hides teh&RCLY dlarqribrlied on
apparatus 1 and the IC card 2, the termnal apparatus

1 t raR At Lo Sy cdmkait e thehe ragaiyer frame.
The | C card 2 executes processing in response to the

r ec i €t TofmreitEP R I% Gar'd FFurifercot s a0 11
respo cula:?_cetsh tCeP{dn ppalrhat uciscin]td:cggeﬁehzc fqerg: grald

appar r eCGI vVes a tr ansm

t ot (%“qu"&i %4 ca rﬂt}o r2C l:I&:)S( q}g)-lal aﬁ E':l.é Ornettaa '%Cegcfr;%?n 3: ,qj %t rh%nqsagl Egariagne

2 storges chead dat adn.charactsrs, ind ranes of 4 he

f ormat shown
determine whether or not the received data is wvalid.

FIG. 11 is a flowchart illustrating the operation
of the terminal apparatus shown in FIG. 2.

Wheﬁ communication is established between the
terminal apparatus 1 and the IC card 2, the terminal
apparatus 1 transmits a processing command to the IC
card 2. The IC card 2 executes processing in response
to the received command. The IC card 2 further
transmits a response to the terminal apparatus 1. The
terminal apparatus 1 receives data transmitted by the
IC card 2 (step S11).

For example, if the command transmitted to the IC
card 2 is a data read command, the IC card 2 stores
read data in characters in frames of the format shown
in FIG. 6. The IC card 2 then transmits the frames to
the terminal apparatus 1. 1In this case, with reference

to the additional-information table 28a, the IC card 2
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25 in FIG 6. The ICcard 2 then transmts the franes
to the termnal apparatus 1. In this case, with
reference to the additional-information table 28a,
the ICcard 2 - 24 controls the lengths of TR1L, SOF,
EOF, and EGT of each of the frames in accordance with
the additional information ad to the data to be
transmtted. The term nal apparatus 1 checks each- of
the 5 conponents of the frame in the received data

he CPRRGCRS of " eabhF A rea: HEE e Tanh e SRg OF eacn
i T on - oG e 1 6 (ol e T b (&1 67 s1% ChRREH on

10 therbengthoRfagach of dRL, oK, tEFe epanEETtpéat he

frame, the term nal apparatus 1 determ nes whether or

not additirgeateirnfipaMBEppArsdGE ascMaktkdathen of the
information is added to the succeeding frane (step

S14) cohboivbnesvef , thasédama fhethengéhebdfeéadhtoaf (IRip
SOF, EOF, and EGTof the franme, the term nal apparatus
1 détermi nBRathést ypeeoterhénatidappenarubnt ochacksnthe
added to the succeeding frame (step S15). - The
terniABPtApphr adas afekBtut 89FprbeEssang 20T -
corresponding to the_identified additional information
(step S16)NeTh&rFéPAlLnaPPaPAaHEL bsTE BRGECFPNIERes t he

D oC 134 E0RR, COEE TP 0L ISP, (Lot rges on
the LRLM DALLAPRAT ALUS drCXREULESFA RPHPCCSRGOkGT of the
frame, the terminal apparatus 1 determines whether or
not additional information such as validation
information is added to the succeeding frame (step
S14).
Moreover, based on the length of each of TR1, SOF,

EOF, and EGT of the frame, the terminal apparatus 1

-determines the type of the additional information added

to the succeeding frame (step S15).
The terminal apparatus 1 exéecutes processing

corresponding to the identified additional information

(step S16). The terminal apparatus 1 thus finishes the

processing on one frame. For example, if the
additional information is a hash value or a CRC wvalue,
the terminal apparatus 1 executes a‘process of
calculating a hash value or a CRC value from the data
bits of the characters in the received frame. If the

IC card 2 further transmits data, the terminal

{
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25 cal culating a hash value or a CRC value fromthe
data bits of the characters in the received frame. If
the 1Ccard 2 further transnmts data, the term nal 25
- apparatus 1 receives the next frame. As descri bed
above, the term nal apparatus 1 and- 1C card 2
according to the present enbodi,nent conprises the
additional -information table IlI'a and 28a, 5
respectively. To transmt data to the term na

apparatdis, &, the J & cald 4, ef8lenasg,d he additional

i nformation ta O contro ormat of franes

to be transmydded depending %M@%H\g{ngf aratus .1 and

additional information Is present and on.the type of

10 the @ddi ti onado +dfiy N 1o W Aef 8HeNeand & thenprises

additional -information table |Ila, the term nal

appagiad usddi hedres M eso mired el b ot Bddidd onad
information is present and the type of the additional

i nf orexgte onibalsed dro ttheaforinatdafa tthe tleceiaradinal
franmes. 15 If data transmtted by the I1C card 2

i nclartesrataddili o Thformhtd ore ke di Midetdintiorsa L -
plurality of frames, the termnal apparatus 1 can

det et MEna bkt HetP bt Tt teridiqnitoral g ofvetatorp§ sframes

pr estent and the, t%egcg q?f thde_ additiv%rgl I nformation
upon™¢ etei Vi HY - TR ¥t ! X HE 1% i nal
P . .

apparﬁ?%uc;roln c];m. tart, processl n% correspondi ttO t he £

addi 17oh et o Upor® eI ng 1 het i T8t type o

framg, . A& ¢ {GSH Lo 2006, A7 56Nt m?i@r&’q!{)ﬁf eri?é‘é‘ to the

provide a processing systemior a portable electronic

appaf M MSiod M information table 1la, the terminal
apparatus 1 determines whether or not additional
information is present and the type of the additional
information based on the format of the received frames.

If data transmitted by the IC card 2 includes

additional information and is divided into a plurality
of frames, the terminal apparatus 1 can determine
whether or not additional information is preseﬁt and
the type of the additional information upon receiving
the first frame. Thus, the terminal apparatus 1 can
start processing corresponding to the additional
information upon receiving the first frame. As a
result, the present embodiment can provide a processing
system for a portable electronic apparatus, the
portable electronic apparatus, and a processing
apparatus for the portable electronic apparatus all of

which can efficiently execute processing.
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25 portable el ectronic apparatus, and a processing
apparatus for the portable el ectronic apparatus all of
whi ch can efficiently execute processing. - 26 The
tine of 1 etu varies between a transm ssion rate and
the frequency of the carrier. For exanple, if the

transmssion rate of the ICcang 2_is 106 kbps, the

ICcard 2 transnmits 1-bit data in eight clocks. If the
5 transm ssion rate of the IC card 2 is 212 kbps, the
IC card r ' - hi ' .cloc . 1 he
transm ssllz%én ?gf{%n %f %h%&? C\sj%%?edé 93%2‘9%‘2{2 Tgbép%?n%rﬁleg%n
car r j = i i o Lo
T anSey Sot on Vit o T Te ) C car 375 508 ke, TheRE”
10 catd ZrdianssBisn Irdid SRatend nones € ockis A6 kbps, the
exanple, if the transmssion rate is 106 kbps or 212
kbpsic tdwerd engt fsn ofii SOF, -H506F, datyd £Cle tatix belodRY € If the
preci sely controlled. For exanple, if transm ssions

and reveptionsoaretperdorvied B8 @ dd 2 riansii Ssimrs r dttee IC
of 212 kbps, the intervals of logical "0" of SOF can

be seard o¢ Morananit®. it atd. 51 efer ART6s et UL difte

11 etu. In this case, four types of information can

be eXpAEEse N thete mleriid slofcardgt cat 44F psothe IC
20 Furthernore, the association of the format of_th

franed’ ';{htﬁ‘fésrph?%rlrrﬁqlitoré?%i%ﬁ% ot ey oﬁ nthe

“additional. information is .pr nt_ a t he of t
it ORI AT S! it 1ot SROETT ATAT (b th obe | the e

Fon 1s not

according, {0,1de; aboyes deseri bed, efpodi g . Any
manner of

For example, if the transmission rate is 106 kbps
or 212 kbps, the lengths of SOF, EOF, and EGT can be
more precisely controlled. For example, if
transmissions and receptions are performed at a
transmission rate of 212 kbps, the intervals of logical
"0" of SOF can be set to 10 etu, 10.25 etu, 10.5 etu,
10.75 etu, and 11 etu. In this case, four types of
information can be expressed by the intervals of
logical "(0" of SOF.

Furthermore, the association of the format of the
frames with the information indicating whether or not
additional information is present and the type of the
additional information is not limited to that according
to the above-described embodiment. Any manner of
assoclation is possible provided that the association
is established between the IC card 2 and the terminal

apparatus 1.
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25 association is possible provided that the
association is established between the IC card 2 and
the terminal apparatus 1. - 27 Mreover, in the
above-descri bed enbodi nent, the 1C card confornms to
the Type B specified in ISOIEC 14443. However, the
present invention is not limt to this aspect. The
present invention is applicablé to 5 any comruni cation
schene provided that the format of transnmtted data

i s redundant_according to the connunication schene.
The presgﬁ r?%%%%ti%%g%%e AP T A& 107N q% é&ﬂent' the

co [ L O , l.e, ont act.

i nter acg%&t Oer?gl ng et%/\ﬁhee_ S@%c%lsﬁefgl%ﬂn oIrS({J@BE.C
Furtheraor e, ud @ty EXAML.pddsd e I{e&AhA Sis not limited
conpatible with a nulti-interface, the interfaces can

be operaied isbdad al lele drofs&xamieond ford £ WA itdable to
of interfaces operate at the sane tine, the IC card

can dby comtmoh i ddei Jrordrienod pransdad tethidadree Siiedinat of
that the card reader and witer can determ ne that

t he pramsihityed ofatiantier frasbsndaret iacopsetiatd om the

Furt hernore, based on the format of the franes

t r anSRERECHYL ehes¢@rear d The tivee st aterappar atus 1

20 can determ ne whether or not any error has occurred

in RIS RER dt2. 2aTH0r T T orRRIM T3 ok forh el &

an error _detecting code (EDC) erraor, y. error,

a parit
a C@‘?@}%T,aa%%n He" 153K e cdie o%ﬂrrﬁﬂge wire protocol
CONMMUdY, SALT ON. jop

Furthermore, for example, if the IC card is
compatible with a multi-interface, the interfaces can
be operated in parallel. For example, if a plurality
of interfaces operate at the same time, the IC card can
control the format of transmitted data such that the
card reader and writer can determine that the plurality
of interfaces are in operation.

Furthermore, based on the format of the frames
transmitted by the IC card 2, the terminal apparatus 1
can determine whether or not any error has occurred in
the IC card 2.

During communication, for.example, an error
detecting code (EDC) error, a parity error, a CRC
error, and the like may occur during communication.

As shown in FIG. 2, the terminal apparatus 1
comprises an error information table 1lb. The error

information table 1lb is a storage section configured
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25 As shown in FIG 2, the term nal apparatus 1
conprises an error information table |ib. The error
information table Il b is a storage section configured
28 to store error information comunicated by the IC
card 2 and the format of frames transmtted by the IC
cards 2 in association with e ot her. Furthernore,
as shown in FIG 3, the IC card 2 conprises an error
5 information table 28b. The error information tables

I1Db d Ccorr ond to each other.. To transnmt data

Lo 1 R8 TorReral Sppal ATUe ToCP I8 T L TG caF a1z oard
checks e t erro occurt.ed

CPU gSaggtggﬁi%%gﬁ%%egfygéa%%ét ean%%fgg%ﬁngnggg tE%ards

erropsinMREeovesy i ¥h thi £ef LeNCO RO L her @ f Rk rmore, as
i nformation table 28b, CPU 25 controls the format = of

framesote be Fransy) tted, rdependi Ng-ofo£hee s dgt es i ded
type of the error. Upon receiving data, the contro

sect inhotdavfotheablld 2@ m nahe appas at Ust dredecks tdi€les
format of the received data. Wth reference to the

err ot lbngodnadh orormbseondl | be ¢heh corhhenl section 11

det erm nes whet her or not any error has occurred and

the type ép thengprrbrdphsedo ohetherdenet nipedréonsmi,. CPU
20 For exanple, the |IC card 2 controls the format of

a podPtidnthd ThectFane SRRAKASTAR a4t cFOF sCEF®S®- t olf an

the head of the frame depending on whether or not an
erro?rfgrp?%%e%?c%ﬁﬂe?heg%§p%gd?e?%@“%W?%rﬁthb%?et the

termipal,- apRgr &l Us 4. can, del. oL ng; whelher, of - 0ot any.
error information table 28b, CPU 25 controls the format
of frames to be transmitted, depending on the
determined type of the error.

Upon receiving data, the control section 11 of the
terminal apparatus 1 checks the format of the received
data. With reference to the error information table
lib, the control section 11 determines whether or not
any error has occurred and the type of the error based
on the determined format.

For example, the IC card 2 controls the format of
a position in the frame such as TR1 which is close to
the head of the frame depending on whether or not any
error is present and the type of the error. Thus, the
terminal apparatus 1 can determine whether or not any
error is present and the type of the error before
receiving all of the data in one frame.

FIG. 12 is a diagram illustrating the error
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25 error is present and the type of the error before
receiving all of the data in one frane. FIG 12 is a
diagramillustrating the error - 29 - infornmation
tables |IIb and 28b. Upon receiving a command fromthe
termnal apparatus 1, the IC card 2

execut es-processing in respon to the received
command and creates response 5 data. In this case, the
| C card 2 determ nes whether or not any error is

preseptoand 1 e Lype. of the etrop, during execution of

processing on the received cormand™ or upon reception

of the co tggf%@§%£S%C§rgoﬁm£§%effgﬁeghéhgegﬁ{ggl

i nformati o ased on e I ésence  or

abse@ﬁﬁeagit@@ B roke and thegtype, of jthe L LELOLs T 5 i,

control a signal for TR located in the front o

frameegpobse ttansma tteski Wd heshSi@neRdt Ord e £ FDponse
information table |lib, the term nal apparatus 1

det edaimes Whetthies @asaottranylC 1baed rordése piesentwiadther

the type of the error based on the signal for TRl in

the ¢rxrombt ofny herrecel vaurakdat dod comrunycatef tittee error

presence or absence of an error to the.termnal

appaf'af I 1° ¥ Hekdt dahder ake s iipron eempieceived command

condi-tions shown in FIG 12(A), CPU 25 in the 20 IC

car d°® TR cER &P et ey Ot retmand er rbie | KC prasgent

dependi ng on whet her or not_to add a nodul ati on

it 6F Vol - TO- RIS 15, S FO Y 7 o= 6 pf S s e the

25 IS &, modul ation interval of |engt t least 1 etu

and oSt 2 e%ﬂ)sl n écfptch% Thterva %rfé]'l%ie. WpenOOf the
error to control a signal for TR1 located in the front
of the frame to be transmitted.

With reference to the error information table 1lb,
the terminal apparatus 1 determines whether or not any
error is present and the tyve of the error based on the
signal for TRl in the front of the received data.

To communicate the presence or absence of an error
to the terminal apparatus -1l in accordance with, for
example, conditions shown in FIG. 12(A), CPU 25 in the
IC card 2 indicates whether or not any error is present
depending on whether or not to add a modulation
interval to TR1. That is, if any error is present, CPU
25 adds a modulation interval of length at least 1 etu
and at most 2 etu into the interval of TR1. If no
érror is present, C2U 25 controllably inhibits the

carrier from being modulated all over the interval of

TR1 as in the case of the conventional art.
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25 error is present, CPU 25 controllably inhibits the
carrier frombeing nodul ated all over the interval of
TR as in the case of the conventional art. 30 The
contrel section 11 of the term nal apparatus 1 checks
TR1 in the received data to determ ne whether or not.
any error is present inthe lCgard 2. For ‘exanple,

if the interval of TR in the received data 5 contains
a nodul ation interval of length at least 1 etu and at

most 2 et#hetggngpgfrgi%%ﬁfﬁ;Pf &% gﬁ%egg%ﬁfg%&géﬁﬁ%fgkus 1

error has occurred 1n t card 27T f .

the garLigerrks mttﬁ@gf’édiétie\%& nyAany of Oc?g]teernilirﬁee.rmakier or

of TR1L in the recelve a, the contr 10 section

det ef ot Nasy tdatoNoi erg A sdias gecd et idhthe | Ggard
2. To communi cate the presence or absence of an error

to tdeaheren nat appaimidisall id aceDr dange Wddbi &l data
exanpl e, conditions shown in FIG 12(B), CPU 25 in the

15 1 ©Oraath? a nibdatesi whetrierrorl nof Bnygter rar isast 1 etu
present according to an encodi ng schene for data
frameyd tat beost rarstit tldte ratrék, sedtioy kr rartémnines
present, CPU 25 encodes the data franmes according to

t he Niichast@FroemeddligFuafedolerlor 16 preseht, dPYor
encodes the data 20 franmes according to the NRZ

encoOtFHP & i T HPTESE ofS e RS Ondl kYt OfHde

control sectio of the termnal apparatys 1 checks

he BT SHERe For The 4 0ee Vhd fidi e control

:j(e:t egégﬁeog{\hﬂ hc%té)fmirhoets Waterr{oorellrsoprheassencgcci nrrtehcia in the
IC card 2.

To communicate the presence or absence of an error
to the terminal apparatus 1 iﬁ accordance with, for
example, conditions shown in FIG. 12(B), CPU 25 in the
IC card 2 indicates whether or not any error is present
according to an encoding scheme for data frames to be
transmitted. That is, if any error is present, CPU 25
encodes the data frames according to the Manchester
encoding. If no error is present, CPU encodes the data
frames according to the NRZ encoding as in the case of
the conventional art.

The control section 11 of the terminal apparatus 1
checks the encoding scheme for the received data to
determine whether or not any error is present in the IC
card 2. For example, if the encoding scheme for the
received data is the Manchester encoding, the control

section 11 determines that an error has occurred in the
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25 card 2. For exanple, if the encoding schene for the
received data is the Manchester encoding, the contro
section 11 determ nes that an error has occurred in
the 31 I1C card 2. For exanple, if the encoding schene:
for the received data is the NRZ encodi ng schene, the
control section 11 determ nes {hat no error has
occurred in the ICcard 2. 5 reover, if any error
has occurred, CPU 25 in the 1C card 2 connunicates

the fdps lg—{iéh52§% oé),;_ﬁﬁ?pfge fe{k% n?%g%agjpar at eme for the

based or exanp & OCCUr i
erro ror, _ et h
N LI T

OccuéééﬂgoﬁrIPrdéﬁeﬁﬁh&gg:@E&@rnoCg%&og5h§§n$ééﬁ£§@ﬁyln the
sets the frequency of the subcarrier to .

the pccousrdéing. error is a parity error, CPU 25
controllably sets the frequency of the subcarrier to

1. 695 MHzMo#&oThe, cohtamy secdbronadlooefuthedfecprinab in the
apparatus 1 checks the frequency of TRl in the
recelvedatdt a comeeterthethdet Yypeodfthdheseronrto the
occurring in the 1C card 2. For exanple, if the
frequefieynot JP2Tates osdrased OI78F MMz, 12 He) corffeplexample,
sectjon 11 determnes that a 20 CRC error has occurred

i n tJn‘g FIEC CAFTHBE LY FHPT FrRRiery DFFTRL &0 Adse to

trol 11 det t hat
D 811 07 o Blct vt 1 L AT TS Lar g B 1R mior ©o
[reasencyyel TR IS el 98,10 nd O M dihe:gont 0y,

section 11 determnes t
25 controllably sets the frequency of the subcarrier to

3.39 MHz. 1If the occurring error is a parity error,
CPU 25 controllably sets the frequency of the
subcarrier to 1.695 MHz.

The control section 11 of the terminal apparatus 1
checks the ZIZrequency of TRl in the received data to
determine the type of the error occurring in the IC
card 2. For example, if the frequency of TRl is close
to 6.78 MHz, the control section 11 determines that a
CRC error has occurred in the IC card 2. If the
frequency of TRl is close to 3.39 MHz, the control
section 11 determines that an ERD error has occurred in
the IC card 2. If the frequency of TRl is close to
1.695 MHz, the control section ll_determines that a
parity error has occurred in the IC card 2.

The control section 11 generates the next command

to be transmitted to the IC card 2 based on the
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25 parity error has occurred in the IC card 2. The
control section 11 generates the next conmand to be
transmtted to the IC card 2 based on the - 32
determ ned type of the-error. In this case, the

control section 11 shifts to processing on the next

command before receiving all of,the data in the frane.
If any error occurs in the convéntional I1C card 2, 5
the IC card 2 transnits status information indicating

that the erro thas OC€ r.r to the card. reader d
wri tF elzfan;p n%ececf L%rtbetehreoelt‘ror Juss‘ﬁﬁ%r S on

fron&éﬁf $f:§@%f£3% 1 H%?g; sM4 t%{ %if

trans s the conmman aga n an

exec%maﬁ@%@f%%&@lle er ’oﬁstt‘?@s&r&?gldn Weframe

the 1C card 2 according to the present e

control s the;signalor fQkcihe iﬁtﬁﬁya&oﬁgeﬂ%goﬁﬁltﬂ§ card 2,
like, which is close to the head of the frane,

depetit NI otk e hefardmitgd @iy dS of f Ofmd 51 ¢ eseitcating
and the type of the error. Based on the signal for

TR1, thde tles nemadr apparatascdedet ey ninesca vdet dwte orand

not any error is present inthe ICcard 2 and the

t ypevoitehel &rr diporThusse ithiend erind naf roapparatusirif @amtion
determ ne whether or not any error is 20 present and

t he 1306 bt tHe @i%re heflst caeteisAdRy attd wiltde 14

data in one frame. As a result, the present enbodi nent

can Prefie-S th Gy 'Sy st Forcar Pot tat g and re-

el ect ronl C, ap ar at us the port abl e electronic
appaf At US; Cand @ Processt
However, as described above, the IC card 2
according to the present embodiment controls the signal
for the interval of TRl or the like, which is close to
the head of the frame, depending on whether or not any
error is present and the type of the error. Based on
the_signal for TR1, the terminal appafatus 1 determines
whether or not any error is present in the IC card 2
and the type of the error. Thus, the terminal
apparétus 1 can determine whether or not any error is
present and the type of the error before receiving all
of the data in one frame.
As a result, the present embodiment can provide a
processing system for a portable electronic apparatus,
~the portable electronic apparatus, and a processing
apparatus for the portable electronic apparatus all of

which can efficiently execute processing.

A preconditior for the above-described embodiment
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25 apparatus for the portable el ectronic apparatus al
of which can efficiently execute processing. A
precondition for the above-descri bed enbodi nent f 33
is the Type B conmuni cati on protocol. However, the
present invention is not limted to this
configuration. The present invention is applicable to
any conmmuni cation schene provided that the :
communi cation 5 schene allows the format to be

hanged., i nvention is al licable to
e e Bt B P L | 08 R Po e v arer, | Che

nodi f j ion i)l i | c . t hose, ski ] :
The Brf bR el e ST o e Rk h BB P dfeacion.
asp j [ - . 10 : i f ails and
rep?géinéiﬁ%%éfe%%%%?ﬁ%%?sl%h%%ﬁﬁéﬁgggis%§i%ﬁ% herein
ACCOf Shigh Ye a V6 h ObiShe @) £ 4 £ 84 L QNShABYL e MBEEunication
wi t hout departing fromthe spirit or scope of the
genesahemn@vent owe cloncepimas tdebé negatyed he Bppendesent
clains and their equivalents. 34 WHAT IS CLAIMED | S:
1. Alpvecessi ngs sybtenolicalpbs tabl eort &ct romimeunication.
apparatus conprising the portable el ectronic apparatus
execut i ngApdbeessi hgadinanespensend omad Ebhpantoandvalb
processing apparatus for the portable electronic
appaf 23 USLY viPeF'er nt? nel et tabl bl ek rehf c2BpparHerefore,
conpr.i ses: . N ' . .

the 1nvention in its broader aspects is not limited to

the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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a firs- transm ssion and reception section 10
configured to transmt and receive data to and from
the processing apparatus; a first storage section
configured to store information to be comrunicated to
the processing apparatus and formats for a frame to
be transmtted to 15 the pracessj ng apparatus, in
association with one another; and a control section
configured to select one of the formats stored in the

first storage section haged;gn-;hhgedata.to be
transmitted to the processing apparatus 20 and to

transmt the gapastostDegpPEocessi RY-apPak AL MS1e USi B8t ronic
the selected format, and the processi ng apparatus

CONP&bSEBatds SESONEI & 1:8d St & SOt ANle I €TEPE ¥ ONi SeLdpHatus
configured to transmt and receive data to and from
the eR6cpothabbecetecini@nic appasatdsto aa sesshd and a
storage section configured to store information
commpndcasednpyapherpons abbe ehecpronilel 85 lapparatus
and the format of the franme transmtted by the

port aPParafe8troni c apparatus, in association wth
each other; and a recognition section configured to
recognizethr?hPoFﬁﬁtP%ﬁt%%ﬁﬁuﬁﬂéﬁFéﬂnb9 the2 pattabl e
el ectroni c apparatus based on the format of the frane
recef V8 *PFom t he portabl e el ectronic apparatus: by

the second ctranspls3LQPsand, " §§§PLLRN385h! Q0ction
configured to transmit and receive data to and from the
processing apparatus;

a first storage section configured to store
information to be communicated to the processing
apparatus and formats for a frame to be transmitted to
the processing apparatus, in association with one
another; and

a control section configured to select one of the
formats stored in the first storage section based on
the data to be transmitted to the processing apparatus
and to transmit the data to the processing apparatus
using the selected format, and

the processing apparatus comprises:

a second transmission and reception section
configured to transmit and receive data to and from the
portable electronic apparatus;

a second storage section configured to store

information communicated by the portable electronic
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2. The processing systemfor the portable 10

el ectroni c apparatus according to claiml1, wherein the
first storage section and the second storage section
store information indicating whether or not validation
information is added to the data and the format of the
frame in association with each her, 15 the contro
section selects the format for e frane based on
whet her or not validation information is added to the

ot 2P0, A102 LS5 LB SEcts o ST NP MELIELs vy

ioninfornmation i s a 0]

bas f .t receiy e .
R L e e L
transgigsbomeAandynd eception section. 3. The processing

system for the portable electronic apparatus

accor di ngat e&bgh M don WeE €1 Bnt BEn £ 2GuFdl StoSTOFEG.i ze
section and the second storage section store

i nf of mad roat 1 owdi catruwng d¢atped of y viathd dad i b 1 ¢ nd D et droic
added to the data and the format of the 36 - frame in
assozppd fatun bhdsedodn otter fothet contrlod Sewté areceived
selects the format for the frame based on the type of
t he YaPmdalte are T ilokerat § ort rosiaduerh 1ot whebyatle @webnd
5 the recognition section determ nes the type of the
val i R P IR T R Of it orF ERRfetP® oS¢ Hel ¥fat a, based on the
format of .the frane recejved fromthe portable

el ectroni ¢- appaf AP TRCHTSHHE S¥ebMA tPanshE skPbhiahe

electronic apparatus according to claim 1, wherein the
first storage section and the second storage section
store information indicating whether or not validation
information is added to the data and the format of the
frame in association with each other,

the contrbl section selects the format for the
frame based on whether or not validation information is
added to the data, and

the recognition section determines whether or not
validation information is added to the data, based on
the format of the frame received from the portable
electronic apparatus by the second transmission and
reception section.

3. The processing system for the portable
‘electronic apparatus according to claim 1, wherein the
first storage section and the second storage section
store information indicating type of validation

information added to the data and the format of the
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reception section. 10 4. The processing systemfor the
portable electronic apparatus according to claim1,
wherein the first storage section and the second
storage section store information indicating whether
or not any error is present and the format of the
frame in association 15 wth h other, the contro
section selects the format for e frane based on
whet her or not any error has occurred in processing

corr§§gﬁgdlgga§go g@ﬂg@.&brecelved f om t he

pr oceéssi ng appar atus, ~ and t he” recog%{tlon section

deter”‘ne%hghggﬁgfogasggﬁ1o¥ag%g§%£9nthgf?5?ﬁ££opoksthe

added to the data sed on ormat o e fr

recer¥ede f 9824 hen POk abl g eb eCtroni £1 9@9@{@& Uf»npcyrﬁch@lon
second transm ssi on and receptl on section. 25

processitig@esyss emmd oflatdhe pogtable electronic

apparatus according to claiml1l, wherein the first

st or age sebei oacagdithenseecontlost oeagenseeti ohe 37ype of the
store information indicating type of an error and the

f or mad 1 bfat hen f raheriat bes ozdddd oo wiltd @aich, obtdesd on the
the control section selects the format for the frane
baselCoHRAE hef t Y brandhereeebrehali oy deewrererble 5
theng[oce53|ng correspondi ng. to the conmand recei ved

f r ont t et ProtesIPRRY ApparY ushe atrC e Ferdyht $5 b and

sectkggedetern1nes the type of the error having
occuf e T ot he® potTabl e el ect roni ¢
4. The processing system for the portable
electronic apparatus according to claim 1, wherein the
first storage section and the second storage section
store information indicating whether or not any error
is'present and the format of the frame in association
with each other,
the control section selects the format for the
frame based on whether or not any error has occurred in
processing corresponding to a command received from the
processing apparatus, and
the recognition section determines whether or not
validation information is added to the data, based on
the format of the frame received from the portable
electronic apparatus by the second transmission and
reception section.
5. The processing syStem for the portable

electronic apparatus according to claim 1, wherein the

first storage section and the second storage section



10

15

20

25

apparatus, based on the format of the frane received
10 fromthe portable. electronic apparatus. by the
second transm ssion and reception section. 6. A
portabl e el ectroni c apparatus configured to execute
processing in response to a command received froma
processi ng apparatus, the portqy;e_processing 15
apparatus conprising: a transnmssion and reception
section configured to transmt and recelve data to

d fromthe_processin appar at us; sforage section
22nf? ﬁf%dl?%g§T%?%p?n?%?ﬂgng%g Ebp?o % a%oﬁﬁﬁ%?c%?%d°he
to t S pa atus and . fornmts. a fra
S AR R T et T TERA RS MR U St e

aSSOC'at'QHe“%EHtPQf apeot her: ﬁ@ﬂg?@scgﬂér9grﬁ§gtfgg ﬁhe

configured to select one o ormats store

firstrshorggs-gest i one based op 29 éP?ogaﬁ§v£9gb§ccurred in
transmtted to the processing apparatus and t

tr anshétptheedat agt €t hespseeessi vg @Iﬁ)@a&@hh@nd UsdB8ived
the selected format. - 38 7. The portable electronic

appaf atmstlaecprocagsimg ab@hnabysf ushder conpri sing:

an | C nodul e conprising the transm ssion and
receptiontsecteongniheostorageosedetenninnd the type of the
control 5 section; and a main body in which the IC
moduPBEPE RREHAY | @ecurBed Alpr beesed ngelabpar ke esronic

configured to proce S a ortabl e el ectronic apparatus
and %%ﬂ%?@ ?ﬁg based on the format of the frame received

from the portable electronic apparatus by the second
transmission and reception section.

6. A portable electronic apparatus configured to
execute processing in response to a command received
from a processing apparatus, the portable processing
apparatus comprising:

a transmission and reception section configured to
transmit and receive data to and from the processing
apparatus;

a storage section configured to store information
to be communicated to the processing apparatus and
formats for a frame to be transmitted to the processing
apparatus, in association with one another; and

a control section configured to select one of the
formats sfored in the first storage section based on
the data to be transmitted to the processing apparatus
and to transmit the data to the processing apparatus

using the selected format.
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a transm ssion and reception section configured to 10
transmt and receive data to and fromthe portable

el ectroni c apparatus; a storage section configured to
store informati on comunicated by the portable

el ectronic apparatus and the format of the frane
transmtted by the portable_}5:£§eqﬁronic appar at us,
in association with each other;”" and a recognition
section configured to recognize information

[ d th bl t [ t .
e B Bor L AL £ el O o PR AL, i o
portgPAEmeégcﬁégggé%z%gﬁgfggfngy the transm ssion and

recepti on section.

an IC module comprising the transmission and
reception section, the storage section, and the control
section; and

a main body in which the IC module is instailed.

8. A processing apparatus configured to process a
portable electronic apparatus and comprising:

a transmission énd reception section configured to
transmit and receive data to and from the portable
electronic apparatus;

a storage section configured to store information
communicated by the portable electronic apparatus and
the format of the frame transmitted by the portable
electronic apparatus, in association with each other;
and

a recognition section configured to recognize
information communicated by the portable electronic
apparatus based on the format of the frame received
from the portable electronic apparatus by the

transmission and reception section.



