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(57) Abstract

A memory module containing a plurality of memory circuits, a non-volatile memory which stores a predetermined oodé, counting
means to count up (down) to (from) a predetermined value on power-up of the module, control means to disable the module if the
predetermined code is not received by the module before the predetermined count is reached.




-. many nodern offices have a | arge nunber of conputers, each containing
sone 20 SIMW which neans that there are areas with a | arge
concentration of -SIMW. Due to the snall size and the i medi ate

i nterchangeability of these devices they are not easy to protect from
theft. The SIMW could be renoved from each conputer every night and stored
in a safe but this is not feasible in a |arge office because of the trouble
involved in renoving and reinserting these devices each day. 25
Conventional SIMvs contain a nunber of nenory circuits, frequently DRAM
(Dynam ¢ Random Access Menory) circuits, on a small printed circuit board
(pcb). On power-up of a conputer, the processor within that conputer tests
whet her any SIMVs are present in the appropriate connector slot of the
conputer. SIMVs do not usually contain any nenory managenent | ogic or
controllers as these woul d be superfluous. Thus, apart 30 fromputting
sone physical (visible or invisible) mark or tag on each SIMMthere woul d
seemto be no way of identifying it. The use of a mark or a tag for
security purposes has -1- WO 97/ 05618

PCT/ GB96/ 01874 a nunber of disadvantages. It would not stop the use of
stolen SI MV since the mark or
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tag fmust be seen to enable identi.fi_ga_ti'.‘-on;.;a.hd detection of the SI MM as
stolen. It would not informthe unwary user of the SIMMthat the SI MM was
in fact stolen. It would be better if there was sone net hod by which any

conput er coulgqo48 that the particular SIMM5 connect Red1874 act
stol en and then Jf’fﬁ)l e operation of the SIMM The present ?%en?sl on

provides a nenory nodul e containing a plurality of nmenory circuits, a
non-vol atil e nenory which stores g‘gg contro] neans to intercept access
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The present invention is nost suited to nenory nodul es which utlﬁlse

partial menoriemory Medules (RAVEMS) whichare usedin gy erammonpersonalcomputers trexténd
nodul e to redjr C faul | ocations. If this controller was
by- pagsed the °%‘§€'ﬁ§&?\°£m%§°ﬁi§f&¥mm. If the invention was used on a
st andar d smenmory nIHete Bad Been a tentariabiti thdreidein theminilser bf gidemts 66thef ot SinglR
by- passed because the additional controlling neans are not needed for
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easily be aVQ{)Q@ﬂfG&e{?&&%oﬂs’%mry nodul es. The present invention provides
a nenory nodule contarning a plurality of nmenory circuits, a non-volatile

menory whi ch stor deyaresmalkamt hightewhiclo dheansabatrtbéra ds me dificuity in aausporting( down)
to (from) a predeterm ned val ue on power-up of the nodule, and control 20
means to disable @ module if the predeterm ned code is not received by

the nodujge bef Qr e they are easy to remove from a computer system;
- they are interchangeable and largely transparent to the user, so there is no great
compatibility problem; ‘ '
- they are valuable, SIMMs may sell for $75 each;
-  there is a large demand for SIMMSs on a world-wide scale;
15 - they are hidden from view in operation so stolen SIMMs are very difficult to trace;
- modern software requires a large amount of memory to run so they are becorhing
more desirable;
- SIMMs are very difficult to secure (physically) from theft;
- many modem offices have a large number of computers, each containing some

20 SIMMs which means that there are areas with a large concentration of SIMMs.

Due to the small size and the immediate interchangeability of these devices they are
not easy to protect from theft. The SIMMs could be removed from each computer every
night and stored in a safe but this is not feasible in a large office because of the trouble
involved in removing and reinserting these devices each day.

25 Conventional SIMMs contain a number of memory circuits, frequently DRAM
(Dynamic Random Access Memory) circuits, on a small printed circuit board (pcb). On
power-up of a computer, the processor within that computer tests whether any SIMMs are

’ present in the appropriate connector slot of the computer. SIMMSs do not usually contain
4 any memory management logic or controllers as these would be superfluous. Thus, apart

30 from putting some physical (visible or invisible) mark or tag on each SIMM there would

seem to be no way of identifying it. The use of a mark or a tag for security purposes has
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t he '‘predeterm ned count is reached. For a better understanding of the
present invention, and to show how it may be carried into effect reference
will now be made, by way of exanple, to the acconpanying draw ngs in which:
25 FvdHirfesergShows both sides of a nenory nodul e (i rpdritpvsigip! e a
SIMM. Referring to the drawi ng, Figure 1A shows the front side of the
nodul e 1 populated with DRAMcircuits 2 and Figure 1B shows the rear of the
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The present invention provides a memory module containing a plurality of memory
circuits, a non-volatile memory which stores a code, control means to intercept access to
the module on power-up of the computer, such that the correct code needs to be entered to
enable the initialisation of the memory module.

10 The present invention is most suited to memory modules which utilise partial
memory circuits because they already have a controller on the module to redirect accesses
to faulty locations. If this controller was by-passed then the module would not work. If the
invention was used on a standard memory module then the additional controlling means
could be by-passed because the additional controlling means are not needed for normal

15 operation of the module. Thus the security measure could easily be avoided on normal
memory modules. '

The present invention provides a memory module containing a plurality of memory
circuits, a non-volatile memory which stores a predetermined code, counting means to
count up (down) to (from) a predetermined value on power-up of the module, and control

20 means to disable the module if the predetermined code is not received by the moduie before
the predetermined count is reached.

For a better understanding of the present invention. and to show how it may be
carried into effect reference will now be made, by way of example, to the accompanying
drawings in which:

25 Figure 1 shows both sides of 2 memory module (in this example a SIMM).

Referring to the drawing, Figure 1A shows the front side of the module 1 populated
with DRAM circuits 2 and Figure 1B shows the rear of the module which contains a
contro] circuit 3 and a non-volatile memory 4.

It is not necessary to have the control circuit and non-volatile memory on the

30 opposite side of a SIMM to the memory circuits, the control circuit and non-volatile

memory could be on the same side of the module as the memory circuits or the system
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i.nitialisation cycle. The host conputer nust be allowed to performthe
initialisation 5 function on power-up. However, once the nenory is
initialised it would not be easy to disable it. The present invention

over cones thi ?,cp%,%ggﬁm by using a counter which increments (gipéiofFENts)
on power-up of the nodule. If the nodule has not received a certain code or
sequence of codes before the counter reaches its predeterm ned val ue then

the control nec i sm o%.t he rT'BduI e disabl es the nodul e, for exanple by
di sabl i ng t he® © AFROeSs 1P ATY SeL PCREG ¥ g an error in the conputer. The

counter Used may Uy a e dRMAL BPeratldhDrRSINRY istlor il ©Pihs SSekAite e

nunber of read or wite cycles or sone other operation, for exanp
number of ti nissa tpreblen e iGgirupting Athd rhost coanpatrewhichJioldsothe SIMMvduringr its

i nactive). The.c . Qr guenge of codes | tared, in_the non-vol.atile
nMenory on theﬁ"rﬁt)cmfg?%g.8 qé‘é_ l'ﬁlﬁt ofsﬁ(é(’mq'ger" rg'ﬁ% b?)faﬁ?wgd 1‘coo}‘r‘;p"ij)t“é'r FH’@P‘@%@"M
sequence f chsiesonérd poweeupnHowederonck g wthsry (SaRtialisdd ipwbhlDiobbd eaSy il €M)
or fromsoftware, for_exanple fromthe initialisation files of the

conput er. Thedigahtie itor Thecpratent inveptionoeivescomes thig rpbissy by usingea eqynter gihich -
nmariual |y by the. s Q‘%ﬂﬁ r DEfie d ed in a
simlar way t% a pg%g%.\gr . %ﬁ@&&g’@ﬁg@ eveﬁ‘foglggl ??&%@b%‘g"%ﬁé‘gﬂ}é’%?ro%e
speed, e.g. tdestaihtcodeonsequenad of codes befate thetountenredches its piedetemtinedsvahie théne
user's password. In_ so enbodi.ments. the,pon-volatile nemyr I he
control necha §ﬂ?%ll’?e ‘%°?W§’%°§H?£?@ﬂég‘e('%ﬁﬁkp r%ﬁnﬁsﬁy%g&nﬁ@
Integrat gl Ci dfia'biffer. thus causing an error in the computer.

The counter used may count clock cycles, the number of refresh cycles, the number

of read or write cycles or some other operation, for example the number of times that the
Column Address Strobe (CAS) goes active (or inactive).

_ The code or sequence of codes is stored in the non-volatile memory on the module.

15 At the user end of the computer the code or sequence of codes will be entered by the BIOS
(Basic Input/Output System) or from software, for example from the initialisation files of
the computer. The code or sequence of codes may even have to be entered manually by the
user. The code or sequence of codes would be entered in a similar way to a password. The
code may even be linked to the keystroke speed, e.g. the “time warped” interval between

20 characters of the user’s password.

In some embodiments the non-volatile memory and the control mechanism will be
in the same device (an Application Specific Integrated Circuit).

The output of the memory circuits could be disabled by disabling the output enable
of these memory circuits or of the memory device.

25 The advantage of the present invention is that the control mechanism waits for the
memory module to be initialised before it requires a security code to enable or disable the
module.

The code would preferably be entered manually each time the computer was booted-
up, although it could be entered using one of the initialisation files (e.g. the autoexec.bat

30 file in a personal computer), but this has the disadvantage that the files can be duplicated

and examined to retrieve the code.



The ‘out put of the menory circuits could be disabled by disabling the output

enabl e of these nenory circuits or of the nenory device. 25 The
advant age of the present invention is that the control mechanismwaits for
the menory nodule to be initialised before it requires a secpghéy to
enabl e or di sa? & nodul e. The code woul d preferably be entered nmanually

each time the conputer was booted- up, although it could be entered using

f the initialisation files. (e,qg. .the, aut ; hat fila]
e sonal | comput er A% BUEREIF-40 bt Hisdron<Es s I8 A8 i = FhasH oot ERkAM
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a FLASH boot ESFEp/PObinstalatinnprogramy prompls dheriiper fos » Wyeh g dnstallation,

installation géﬂ&a@ge%gg%%%%e%%&%g% ehdbid ﬁ%lﬁgﬂ;&p smﬁg;%mglgr pt s

t he user for passSwor he I on software” enco ong with
the key ngedegrdgtaneizabéreaddedtohetonfigses attoéxec hetorother itialising batoly prugrans t hen
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to the controller on the memory module. Failure to provide the cotrect password would
result in the counter timing out and the memory of the computer becoming inoperable.

It will be appreciated that various modifications may be made to the above

10 described embodiment within the scope of the present invention.



to pronpt the user for the password, which is then used to decrypt the key
file and wite this to the controller on the nenory nodule. Failure to
provi de the correct password would result in the counter timng out and the
menory of the ter becom ng inoperable. It will be appr Eg B, t
vari ous nodi N@%F"B%‘ﬁi may be made to the above 10 descri g’e en@gﬁ?ﬁent
within the scope of the present invention. -4- WO 97/ 05618

PCT/ GB96/ 01874 Clainms 1. A nenory m)dulqa%ﬁsnt aining a plurality of nenory
circuits and a non-volatile nmenory to s a predeterm ned code

char act er i sedy,i A nfehidty mbdld dohtamaf aphurality Ofmemaryirtdits and\Shori-Colatile memory
predeterm ned val ue on power-up of the nodule and control nmeans to disable

the modul e if tth&topsranredetermingdepds ghpracterised in that ifiinciyles,counting Means tR.coyet or e
A u . . ) . A
Char et er 1 sed 16 SASKmlrSd bAAFSE et up bt [ HRSAiITHA dofin ERAEAO habld 60 21 T

cycles. 3. A nombdgle rmétué ereeemitded gol® ic|mi medeivel abya che mcginte befordiabe t he

counter neans counts ]
. predetermined count is reached.

2. A memory module according to claim ! characterised in that the counter means
counts the number of read or write cycles.

3. A memory module according to claim 1 characterised in that the counter means counts
the number of clock cycles.

4. A memory module according to any preceding claim characterised in that the
predetermined code is a sequence of codes.

5. A memory module according to any preceding claim characterised in that the
predetermined code is entered manually.

6. A memory module according to any preceding claim characterised in that the control
means disables the module by setting the output disable inactive.

7. A memory module according to any preceding claim characterised in that the memory
module is a Single In-line Memory Module.

8. A computer system including a memory module according to any one of the preceding

claims.



the nunber of clock cycles. 4. A menory nodul e according to any preceding
claimcharacterised in that the predeterm ned code is a sequence of codes.
5. A nenory nodul e according to any preceding claimcharacterised in that

the predeterm e is entered manually. 6. A nenory nodu rding to
any precedingvgfgwﬁg@haracterised In that the control means %ﬁi@ﬁﬁﬁ&gg%he

nodul e by setting the output disable inactive. 7. A nmenory nodul e according
to any preceding claimcharacterised in thaj,the menory nodule is a Single

In-1ine Menory Module. 8. A conputer syste AMcIuding a nenory nodul e
according to any one of the preceding clains.
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