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Techmcal Field

The present invention relates to some methods and devices for

carrying out end-to-end user authentication between different networks.

10 Background Art
In recent years, due to high functions of mobile units such as
cellular telephones, a mobile unit which alone can perform WWW
browsing by installing the browser of WWW (World Wide Web)
(hereinafter, referred to as “WWW browser™) in the mobile unit is put on
15 the market. By using the mobile unit, a user can receive provisions of
several kinds of services from the information provider on the Internet
(hereinafter, referred to as “IP™).
Among services provided by an IP, there are some which are only
provided to users who sign a contract, or others that require secrecy;
20  therefore, the IP which provides these types of services carries out user
authentication to provide services with the object of prevénting a fraudulent
use by a third party. As a user authentication method, the method of using
a password has been used in general. However, there is a danger that the
password might leak to a fraudulent third party through the user
25  authentication method based on the use of passwords, and anyone can use
the service fraudulently once the password gets leaked. Hence, for
instance, when providing a service such as a bank transaction service using
NetWare (hereinafter, referred to as “net banking”), in which a complete

security has to be ensured, a user authentication method, which can ensure



a password has been used in general. However, there is a danger that the
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information to an IP server on the basis of the transmission request.
iii. An IP server carries out user authentication on the basis of the personal
identification information transmitted from the mobile communication
15 network.
Conventionally, fraudulent use by a third party has been
effectively prevented by the above-mentioned user authentication method.
However, personal identification information is important
information as it pertains to the privacy and the property of the user.
20 Hence, there is a danger of causing some unexpected damage to the user of
the mobile unit if the mobile communication company- provides personal
identification information of users to an IP without any restriction. A
mobile communication company signs a contract with the IP to which
personal identification information the company retains is provided
25 beforehand to prevent such unexpected damage, and ensures the
trustworthiness of the destination to which personal information is provided
in this manner. Since a contract has to be signed beforehand in this
method, it is not possible for an IP, which does not have a contract with a

mobile communication company to use personal identification information
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transmission process for the cellular terminal to transmit personal
identification information for identifying a user pre-stored in the cellular

156  terminal with certainty, only when it is determined in the detection process
that the data string exists; a forwarding process for a relaying device, which
relays transmission and reception of data between the first network and a
second network to forward personal identification information transmitted
from the cellular terminal to the second network; and an authentication

20  process for a server being connected to the second network to authenticate
a user of the cellular terminal on the basis of the pers'onal identification
information.

In this configuration, personal identification information the
cellular terminal transmits can be transmitted in a format, which cannot be

25 read by any device other than the server. In this case, the server, in the
authentication process, deciphers the personal identification information
transmitted from the cellular terminal, and authenticates the user of the
cellular terminal on the basis of the personal identification information.

Also, prior to the reception process, the relaying device can be



In this configuration, personal identification information the cellular
termnal transmts can be transmtted in a format, which cannot be 25 read
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aut henti cati on process, deciphers the personal identification information
transmtted fromthe cellular termnal, and authenticates the user of the
cellular termnal on the basis of the personal identification information.
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I“'on process, a transni ssion process for the server
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the personal identification information only when the permission of the

15 user is obtained in the determination prompting process. In this case, in
the determination prompting process, instead of only displaying an image
to prompt the user’s determination, prompting the user to enter input
identification information, and transmitting input identification information
inputted by the user along with the personal identification information in

20 the transmission process are also possible.

Also, after the authentication process, a transmission process for
the server for transmitting an input data to prompt the cellular terminal to
enter input identification information after the authentication process; a
process for the cellular terminal, which received the input data transmitted

25  in the transmission process to prompt a user to enter the input identification
information on the basis of the input data; a second transmission process
for transmitting input identification information inputted in the process for
prompting input; and a second authentication process for authenticating a

user of the cellular terminal on the basis of the input identification



enter input identification information after the authentication process; a
process for the cellular termnal, which received the input data
transmittef0Y%/3186 he transni ssion process to pronpt a user to enter the
input identification information on the basis of the input data; a second
transm ssion process for transmtting input identification information
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communi cation
personal identification information for identifying with certainty a user

pre-stored in a terminal, by receiving data from a first network, determining

15 whether a specific data string-exists in the data, and only when said data
string is determined to exist; a second network, which is connected with the
first network via a relaying device; and a server, which is connected with
the second network for carrying out authentication on the basis of the
personal identification information.

20 The present invention provides a cellular terminal comprising
a communication unit for carrying out communication with others via a
first network; and a controlling unit, by carrying out communication, via
the first network and a second network being connected with the first
network, with a server in the second network by the communication unit,

25  for reading out personal identification information from memory installed
in the cellular terminal or memory connected with the cellular terminal, and
transmitting to the server via the connection when data containing a
specific data string is received from the server.

Also, the present invention can be carried out by an embodiment



the first network and a second network being connected with the first
network, with a server in the second network by the communication unit, 25
for readi ngP448B19&rsonal identification information frommenory installed
in the cellular termnal or nenory connected with the cellular termnal,
and transmtting to the server via the connection when data containing a
specific data string is received fromtéde server. Al so, the present
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enbodi msn'?éi\uclfi{]%d gBI gpgbb?g{coérgld'?%grgam showi ng a configuration of IP server W
of the sanme enbodinent. 10 Fig.3 is a diagram show ng an exanpl e of an
HTML data source of the sane enbodinent. Fig.4 is a diagram show ng an

exanpl & of Brie DesagiptionorfrBspwingsng to the data shown in Fig.3. Fig.5is a

di agram show ng drriem)ry.conte t of personal 15 identifi cat'ﬁon dat abase 113
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enbodi nent. Fig.9 I's a di agram Show ng an “exanp an i mage di splayed on
l i qui d cryihieadantt spbadimgntnit 24 of nobile unit MS of the sane
10 Fig.3 is a diagram showing an example of an HTML data source

of the same embodiment.

Fig4 is a diagram showing an example of the image
corresponding to the data shown in Fig.3.

Fig.5 is a diagram showing memory content of personal

15 identification database 113 of the same embodiment.

Fig.6 is a diagram showing memory content of search database
GWS 1 of the same embodiment.

Fig.7 is a block diagram showing a configuration of mobile unit
MS of the same embodiment.

20 Fig.8 is a diagram showing memory content of record storage table

TBL of the same embodiment. |

Fig.9 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

25 Fig.10 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

Fig.11 is a flowchart showing the process carried out by CPU 211

of mobile unit MS in the same embodiment.



enbodi ment. 25 Fig.10 is a diagram show ng an exanple of an inmage di spl ayed
on liquid crystal displaying unit 24 of nobile unit M5 of the sane

enbodi ment FOE#&§3136] js a fl owchart showing the process carried out by CPU
211 of nobile unit M5 in the sanme enbodi nent. F0448/ 3136 7 Fig.12 is a

di agram show ng an exanple of an inage displayed on Iliquid crystal

di splaying unit 24 of nobile unit M5 of 7the sanme enbodinent. Fig.13 is a
sequence chart showing the flow of a signal in 5 communication system1 of
the same enbodi rreﬁtg-lgilsgaﬂagéarﬁ shieyiagan example ledvdmimage displayetl an

signal in ,comrunicatiop system 1l of the sane, erbodi.nme Fig.15is a
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di spl ayi ngeﬁr{ﬂ&diﬁl%n?f nobile unit M5 of the sane 1o enbodinent. Fig.16 is
a di agram show ng an exanpl e of an imge displayed on |liquid crystal

di spl ayi ng unit 160 bigl b t t I 7:1Ss a

di agr am show ng 2&%%@0% gﬁg%écﬁ@?na%q@gc}ggtl I cgtsflo?] dlg?lg%alsde 113
in nodij i cebimmurixatiphaysterkiloofithel sarpe ensteydimegttowi ng an exanple of an
i mge displayed on |iquid crystal displaying unit 24 of nobile unit M5 in
nodi fication exanpigeld.1sFiagsequencen dhazyrsawingnithg flovexafi esighahnin nage

same. o FoEgRadRh Syl urf Bs i eBtbimarigr am ohowing &
configuration of mpbi4 g HUikgrabfPenbWiliR Wnl LEAMPA of %A Mz displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
10 embodiment.

Fig.16 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS of the same
embodiment.

Fig.17 is a diagram showing memory content of personal

15  identification database 113 in modification example 1.

Fig.18 is a diagram showing an example of an image displayed on
liquid crystal displaying unit 24 of mobile unit MS in modification example
2.

Fig.19 is a diagram showing an example of an image displayed on

20 liquid crystal displaying unit 24 of mobile unit MS in the same
modification example. | |

Fig.20 is a block diagram showing a configuration of mobile unit
MS2 in modification example 3.

Fig.21 is a block diagram showing a configuration of UIM 2000 in

25  the same modification example.
Fig.22 is a diagram showing memory content of personal

identification database 113 of the same modification example.

Best Mode of Carrying out the Invention



Fig.21 is a block diagramshow ng a configuration of UM2000 in 25 the
sane nodification exanple. Fig.22 is a diagram show ng nenory content of
personal FP#EAt13Fi cati on database 113 of the sane nodification exanpl e.
Best Mbde of Carrying out the Invention F0448/ 3136 8 Hereinafter, the
enbodi nent of the present invention is explained by referring to figures.
The present enbodi nent is achieved by &dapting the present invention for
nect.ed to the Internef. 5

th bi | i cati t k, .which |
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of nobile uni‘ts , a plurality of base stations BS, nobile packet
comuni catbfApedtettortke Mdrneat eway server GWA5, Internet | NET, and a

plurality of IP servers W In Fig. 1, only one specific nobile unit, base
statioh, and |IP server fromanong a plurality of 15 nobile units M5, base

stations BS,  and |.P servers Whelonging to comunication system1l are

shown to éﬁoloe% Rraen A ﬂﬂ%gmb%ﬁﬂﬁwmbi le unit MSis a portable

~electronic a . Su Sk t el ephone, which is able to
<@Q§§1ﬁﬁ%ﬁf&ég§] G Eﬂ‘tl?%lbb'gfe?ﬁ>

perform da I Oh"Via no packet conmuni cati on network MPN

shown in Fig.1, ppd peid of MloER! @Pa%rafvh CEHEWHHC ahk 0BoNTigutdtforiO8f | the
t el ephone network (not shown). MobiTe unit MS Teceives provision of several
ki nds of semmuekatioarsystemefithe présdnt edabadimemtini cati on via nobil e packet

communi cati on network MPN. Also, nobile unjt MS stores peésonal
i dent19i cati on i ASoThAWR dn, thenHgure, scRIMMENISAHEBNNSeMe hi 9F fRamresent

' nformati 89111}0%irln%n Uonslsts oFQ ﬁlﬁ(r:gl'it\ireof mobile units MS, a plurality of base

stations BS, mobile packet communication network MPN, gateway server
GWS, Internet INET, and a plurality of IP servers W. In Fig. 1, only one
specific mobile unit, base station, and IP server from among a plurality of
15 mobile units MS, base stations BS, and IP servers W belonging to
communication system 1 are shown to avoid complicating the figure.
Mobile unit MS is a portable electronic apparatus, such as a
cellular telephone, which is able to perform data communication via mobile
packet communication network MPN shown in Fig.1, and performs voice
20 communication via the mobile telephone network (not shown). Mobile
unit MS receives provision of several kinds of services from IP server W
by data communication via mobile packet communication network MPN.
Also, mobile unit MS stores personal identification information, and
transmits personal identification information to IP server W to receive
25  provision of a service which requires user authentication. At this stage,
with regards to personal identification information, any information can be
used as far as the information uniquely specifies the user, but the serial
number of mobile unit MS is used in the present embodiment.
IP server W is a WWW (World Wide Web) server owned by an IP,



25 provision of a service which requires user authentication. At this
stage, wth regards to personal identification information, any
infornatiorfoééﬁ_b@ used as far as the information uniquely specifies the
user, but the serial nunber of nobile unit M5 is used in the present
enbodi nent. |IP server Wis a WW (Wrld Wde Wb) server owned by an IP,
F0448/ 3136 9 and provi des several kindg of services, such as "net banking"

(for instance, "remttance', “"balance inquiry" and so forth), or a
servi ce, mmdhpru%ng%é%\r@fraﬁhmd@@ $CTiYisRSe SYRN msc grat haaking” fishi instamda, VS

Fig.2 is a.Jdlock diagram,showi ng the confiquration of IP server W _ 5 As
shown in t hECHFHGINGE ) as@%%r”&)"é@nsiaéﬁs ng fﬁgbia Fafs§FR4FSNn Which s
adm ni steri |45 i cat i ' : rgenal identification
dat abase 115.9,%;{# %’%%ﬁ%?@#?%pﬁ%@@‘iw %é)#i%t?@ﬁgssa on adm ni stering
unit 111, for insFanoes achleksdiaefim sEdWi r [ | wWoM
(Read Only Menory) ;ag]ang a hard : go rgi sc (lggﬁﬂgf@m%:lﬁﬁgéz %Ig{wgﬁ%‘&%). “I'n
the harsl difs,shovensimribe digmreddiPa senvefTMWY (tdmsdsts Teft divir Kiundmangiege)
format corresponding to resources such as a honepage or Wb Page

(her ei naf t edmimsterpgqual 441y apthentigation unindl B2,URersonad etdemgificatiemch

HTML data. | p,Rom.is, stgred a controllin rogram whi ch transmts data,

when a mesgﬁgaé)aisﬁ I,A%T,@n?%gmupé%thrguwtghg@er Protocol ) or HTTPS using GET

met hod (hereinaft f : e o 1" )eal LV L om pobil e

unit M5, in respo;ggga?lgan? Hggggb%cﬁ@qnd%ls@?ljﬁ@ﬁ#g@eldgp gznéstg\ﬁgé’aﬁ?gﬁlﬁgssog?

processes (OPWc@ertealcProddsbingt mﬁmﬂ{%@? %Ifead?@ﬂ_l?SMlﬁﬁgrﬂ§ Eolig awggffd area
ata transm

of CPU. At this stage, anong the ted from data
transni®si discati of wthieh are nat shawn).t oIn thehasd disEare starbé spnesdata in
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and a URL is set up for each HTML data. In Rom is stored a controlling
program which transmits data, when a message in HTTP (Hyper Text
15  Transfer Protocol) or HTTPS using GET method (hereinafter, referred to as
“GET request”) is received from mobile unit MS, in response to the GET
request. CPU executes several kinds of processes in accordance with
these programs. RAM is used as the work area of CPU.
At this stage, among the HTML data transmitted from data
20 transmission administering unit 111 to Internet INET in the present
embodiment, there are some characteristic conﬁgurations, which
conventionally have not existed.
Fig.3 shows an example of HTML data’s source in the present
embodiment, and Fig. 4 is a diagram showing an example of an image
25  corresponding to the data shown in Fig.3. In Fig.3, <A herf = “"></A> is
an anchor tag, and the URL corresponding to the page pertaining to the
service, which IP server W can provide to mobile unit MS is designated by
the anchor tag.

In the menu item “Remittance” in Fig.4, the anchor tag <A herf =



25 corresponding to the data shown in Fig.3. In Fig.3, <A herf = ""></A> is
an anchor ta and the URL corresponding to the page pertaining to the
service, WRAEH314 server Wcan provide to mobile unit MS is designated by
the anchor tag. In the menu item"Rem ttance"” in Fig.4, the anchor tag <A
herf = F0448/3136 10 "http://ww. 00. coj p/ Az#utn"></ A> shown in Fig. 3 is
attached, and at the end of the URL dé8ignated by the anchor tag, is
attached g

datg stri "utn. A Jhe. data,string "utn'.is,a data,strin
Showt g RBIDYPWGRISef NGNS RE ook s ratiovea TBnFig: S ds SBiadnet, e
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As expl ai rgh aborpe &@@ngtrfn? ¥OEES iPovatiedirdyg | Aceinge thal/ [P seppbi W uni t
M5, there are sone which require user authentication Such as a "net
banki ng" geqivéste thetransgassivneofpersonakidgeifidatash informativentimremafter
contract. In some of the above-nentioned HTM. data, personal, )
i denti §i cabe dettemswingtnon iscrpfeedda as spersapal ydantificadansaformatior. of a
page pertai ni%%l_&o a seryice of these types. Then, as an HTM. data
cont ai ni ng®qu Qt%SW%I‘?-personal i dentification information request data

string "utn" is d ' l.ved ' i ' 5
desi gnat ed by m)%‘lc% ggglﬁ??éﬁﬁbﬁbﬁﬁoﬁfg# }‘ﬁgggrxgﬁﬁ%g[}? hlte#]%egzetét
cont ai ni ngnéthige YRt MS ethepéldiegomerwhieh réglané ukee abitehticationn@idipas ar e-
stored in nobile unit M5, to the GET request. Thus, as the GET request
cont ai ni n¢fnpebankag’l derticé,i onti servied ovimehi isnspecifiedrisinthe erembenshipbi | e
unit MS, data transpission admnistering unit 11 Mt t he URL 0
cont ailfed CORtiagt GEIn r 690Kst0f 8 13 NN, t iLcafitl@n BErEonaln.
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containing a URL to which personal identification information request data
string “utn” is added is received by mobile unit MS, and the URL is

15 designated by mobile unit MS, mobile unit MS transmits the GET request
containing the URL after adding personal identification information pre-
stored in mobile unit MS, to the GET request. Thus, as the GET request
containing personal identification information is transmitted from mobile
unit MS, data transmission administering unit 111 extracts the URL

20 contained in the GET request, and transmits to authentication unit 112.

Authentication unit 112 carries out user authentication on the basis
of personal identification information transmitted from data transmission
administering unit 111 and information stored in personal identification
database 113.

25 Fig.5 is a diagram showing memory content of personal
identification database 113. As shown in the figure, personal
identification information corresponding to each user ID is stored in
personal identification database 113. At this stage, user IDs stored in

personal identification database 113 are IDs given to each user by IP server



25 Fig.5 is a diagram show ng nenory content of personal identification
dat abase 113. As shown in the figure, personal identification information
correspondi %481/%13§ach user IDis stored in personal identification

dat abase 113. At this stage, user IDs stored in personal identification
dat abase 113 are IDs given to each user by IP server F0448/3136 11 W If
the service provided to the user by IP server W for instance, is a "net

banki ng" ser,vi the user ID.js, used to identjfy the _bank account of the
doer"on t " ofhihe RERHCE IrORIAET IS fhe afssr Gt dBRasyer SVadow spstonce, fha

e o5 BePhafR Ny I RED) 15 nidel Rl et eiRY S °
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For instance, e configuration can be suc er register

servi ce cotrahemissionhef IcBntevits chhevaser! PDs ¢ iededMoy chioiliafigigt e seprical 10
nunber of nobile unit M5 to the enpl oyee. Also, the configuration can be
such tHat €h@&rger establishes a site by which SSL (Security Sockets Layer)

comuni cation can,be perfornmed, and the user, registers personal i

i dentification i @Mf%ﬁtreyoacéﬁgmgome igferEmationsiasg usebi IIds unvith Vs,
When this I al -hdentikfication.informtion such as a
15 seria Ponan ideREReHfo BEERYT1S M b 48 VBd # SHep] fattfte,
addi ng peFspriabtandenihé | @ifi@tationy tt K t
correspondi ng tg t he page ofg:ut}ﬁfelggi tegﬁ S,‘f‘!;l %nggﬁtﬁﬂe%??fﬁﬁfgﬁﬁ a

i nf or mat i oservicet canstertafethe IRnwhicka ownsuiPrierviepWabyi shicaviig fge ekital 111,
authentication unit 112 searches 20 personal identification database 113
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identification information by accessing the site by using mobile unit MS.
When this method is adopted, personal identification information such as a
15 serial number stored in mobile unit MS needs to be transmitted after adding
personal identification request data string to the HTML data corresponding
to the page of the site.
As personal identification information is transmitted from data
transmission administering unit 111, authentication unit 112 searches
20 personal identification database 113 on the basis of the personal
identification information. Then, if there is informatibn, which accords
with the personal identification information in personal identification
database 113, the user ID corresponding to the personal identification
information is read out. Then, several kinds of services are provided in
25  accordance with the user ID.  On the other hand, if there is no information,
which accords with the personal identification information in personal
identification database 113, authentication unit 112 determines that the user
of the mobile unit does not own the proper right, and refuses provision of

services.



25 accordance with the user ID. On the other hand, if there is no

I nformation, which accords with the personal identification information in

personal H04é#B136 cati on dat abase 113, authentication unit 112 determ nes

that the user of the nobile unit does not own the proper right, and

refuses provision of services. F0448/3136 12 Conmmunication unit 114

rel ays transm ssion and reception of tige data between Internet |INET and
,__comuni cati on unit

data transm ssi on adni ni.stering. upj 11. Specificall
114 transm 1 {hEQETRREHOY i8in 114 solgs raRErssionan TersRiRsal e
o : o111 : o ‘
£ anem seidate RanvrpSaerfg INER SR ued e viop EERInRME TR 414 che
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packet contuni cati‘dn service to I'le uni consi sting gat eway

server G\SNGEH (3 @Atdr@dndmiisefonbadminitainenmiBel 1aaddi sanomiipek dath t he
packet subscriber processing unit (not 10 shown). Gateway server GA5 is a

conput 6r seat from datatraesinissiathadmobistering anitel 1 o EntgynetelNlilng station to

connect Internet INET to bi |l e packet connuni cati on networ N, and
rel ays recepti onNg¥d, t MOMIE sBrekelof Coﬂﬁﬂ‘énﬁéﬁlﬁﬁenn@i“fqri‘r mﬁhﬁf\%r I .

wobi | o uncemEeB iR REE B oo abddke! RRriRbRiRY SehhRE A0 ner

after conyahbil@pit MS,R?stf%‘)iH{\é]?fgﬁafé%@é SOrvEERES @Bﬂawgg@%ﬁtzrbﬂp?ﬁé ol

Protocol /I'nternet Protoco I nternet | NET conpli So,

gateway setmeonsB§, aﬁdriS/e?niqapetlavﬂhtthetpa@ﬂtetrsmbﬂmﬁarqjmbemngeunit Kedt t o t he
transm ssion 20 protocol for nobile packet communi cation network MPN, and
t ransndt s showmobi | e packet comuni cation network MPN. Al so, as gateway

Gat vy server  CHETENBERENGIE DD 15 BGHAPHIS DA dDERHe O DG mabilf
forwards therCElafeSHiPidlading th66A%b connect Internet INET to mobile packet
communication network MPN, and relays reception and transmission of
data between different networks. Specifically, gateway server GWS
15 transmits the data transmitted from mobile unit MS of mobile packet
communication network MPN to Internet INET after converting its
protocol to adapt to TCP/IP (Transmission Control Protocol/Internet
Protocol) which Internet INET complies with. Also, gateway server GWS
converts the data transmitted from Internet INET to the transmission
20 protocol for mobile packet communication network MPN, and transmits to
mobile packet communication network MPN. |
Also, as gateway server GWS receives a GET request in HTTP
transmitted from mobile unit MS, gateway server GWS checks the URL
contained in the GET request, and forwards the GET request to Internet
25 INET if the URL is general on Internet INET. Then, the data returned
from Internet INET in response to the GET request 1s forwarded to mobile
packet communication network MPN.
Also, as gateway server GWS receives a GET request in HTTPS
from mobile unit MS, it checks the URL contained in the GET request, and




25 INET if the URL is general on Internet |INET. Then, the data returned
frominternet INET in response to the GET request is forwarded to nobile
packet comhUAt&3Bon network MPN. Al so, as gateway server GAB receives a
GET request in HTTPS fromnobile unit MS, it checks the URL contained in
the GET request, and F0448/ 3136 13 enables the SSL site corresponding to
the URL and nobile unit M5 to directlylscomuni cate with each ot her.

Furt hernore, gateway rver GAS produces M._data corresponding to, for
i nst ance ae%ﬁ]@ﬁa'gg, Sgﬁ\,@@e FgEespRadaRs fterthg, UL and enpbisecunis tcequest

from nobi | g. unj seryer provi des several kinds of services
to nobile aﬁﬁﬁilﬁwgﬁﬁﬁﬁﬁég@ H%HI'I\/L data to nobile unit M. A
servi ce gat eway AR Prayi bi ni Ok 1 ange, is a
search service O?F?%Hérervef #ﬁ%ﬁﬁgo_g‘%?‘?h@‘?ﬁpPo@@%“{ h?t&gﬁ‘phgg%lryi ce,
gateway secugespyfling tegubprastante ahiom&Resh Wé@g\ag% NP sb 5t B 1S a
di agram showi ng nenory content of search ‘dat abase 1. As shown’'in the

figure,b i nrespansé tdatlxbasqueansirom anwbsleonait MBne Gatewnaydseioer @R Sh

corresponding .to titles of each page stored in IP server Wand the URL
corres pondpﬁg’lé%s ﬁﬁ%eraid%nd%p%t S ¥ICSs dgemoRidenygnitSMSRby transeuttimg sbar ch

dat abase T, SuASh SRR RS PR e Bl vt B SroVleSs o
e o O S, IO 8 QB e, SR W N,
10 P IS oD b VT R A
ser verlOGnsWvildasearels dawbase GWiSbase GA5 1 on the basis of a request from
mobil e uni t M. E]hlgng %2%16 1Réf|asf§£,s\fl%rwi%é\8metrrrlgrglsrcﬁo}ltsentt hoef g%'clhli éat%%ager esult
of the search to l'Ater
GWS 1. As shown in the figure, in search database GWS 1, are stored
some keywords for search corresponding to titles of each page stored in IP
server W and the URL corresponding to the page. At this stage, among
15 URLs stored in search database GWS 1, a personal identification data
string (in other words, “utn”) is added to the URLs of pages pertaining to
services, which require user authentication. For instance, in the example
shown in the figure, the pre-stored URLs which correspond to “QOQO
Bank” or “ A A  Bank” (in other words, “http:/www. O O
20  bank.co.jp/index.html#utn” or “http://www. A AN
bank.co.jp/index.html#utn”) are the equivalents of such URLs.
Gateway server GWS searches search database GWS 1 on the
basis of a request from mobile unit MS. Then, gateway server GWS
transmits the URL hit as a result of the search to Internet INET by
25  producing an HTML data specified by the anchor tag. For instance, in the
case shown in Fig.6, if the title “OQC Bank” is hit, gateway server GWS
reads out the URL “https://www. O O bank.co.jp/index.html#utn”,
produces HTML data containing the URL, and transmits to mobile packet

communication network MPN.



25 producing an HTM. data specified by the anchor tag. For instance, in the
case shown in Fig.6, if the title "00 -Bank™ is hit, gateway server GA5
reads outFQ448/3 "https://ww. O O bank.co.jp/index.htm #utn", produces
HTM. data containing the URL, and transnmts to nobile packet conmmunication
network MPN. F0448/3136 14 <B. Configuration of Mbile Unit M5> Fig. 7 is
a bl ock diagram showi ng a configuratida of nobile unit M of the present

enbodi nment hown .in t L.gur.e ile unit M5 is equipped with 5
controll iﬁ@-&zlntsﬂ@f?tlfmé)rfﬁpéélgmngm%cept ion unit 22, conmand inputting
unit 23, liquiderystal, di ' ' | Ng;:
transm ssion anc}%ge elgt? gk&% a@ﬁ}gnﬁgb \%)vewéﬁgeggﬁngggﬁ%tggxg ﬁfr@%@%wsgggn and
receptio | le@¢+ comruni cation with base station BS of
nobi | e pac e?fgggngﬁ:é@g?@r?ﬂﬁﬂif%rk MPN. 10 Command inputting unit 23
consists of sevexgl shawdsinf theutfigme, sushilasufiB MSsihs beduippedanstithur sor

keys, and as an inputting operation is carried out by a user, the
oper ati orcattallinguris 2dn dangmissioneanchpesaption upletZatdospmagdpinputtiog t o CPU

211 of controlling unit 22. CPU 211 identifjes the inputed co nd by the
user frorfife pgl#‘&‘t" r?rﬁ%ala,dléﬁgay"ﬂg é%’é’bui‘gs %%ﬂ%dﬁorura%ngrystal
di spl ayi ' | . ' | ' h as a liquid crystal
panel , a%a%S@gﬁ@@?@?ﬁlﬁ ﬁggaggﬁ\ﬁrﬁgﬁlﬂgﬁlﬁﬁﬁrﬂn er the control of
control i ng uni tTrhsfekibh ahtlireBepibh Wit 00NseridrinefadiBlecthmurieMidh2, RAM
213 and 20 flash nenory 214, and controls each unit of nobile unit MS. In
ROM 212, withebasendtation BS bé nsebilapacketheomaiumosiion network®IEN per sonal
identification information, the controlling program fa:l)r .cqnt rff)gl i ng the
entiné nobile dsommmd dupeiting RNHdZ3ogondstsrol several kindhedl BHIORS] t he

VWV br *Y&ich IISO i’ﬂj i(ﬁtPslhagliltrt]gh) B¥d %l%ltrgci)rni(g%,daaﬁcf‘ ad%H fn%%ttfiflg rBpoetrQﬁE)n is
carried out by a user, the operation data corresponding to the inputting
operation is provided to CPU 211 of controlling unit 22. CPU 211
identifies the inputted command by the userl from the operation data, and

15  executes the command.

Liquid crystal displaying unit 24 consists of displaying devices
such as a liquid crystal panel, and displays several kinds of information
under the control of controlling unit 21.

Controlling unit 21 consists of CPU 211, ROM 212, RAM 213 and

20 flash memory 214, and controls each unit of mobile unit MS. In ROM
212, are contained the serial number of mobile unit MS as personal
identification information, the controlling program for controlling the entire
mobile unit MS, several kinds of controlling information, and the WWW
browser for displaying, by obtaining data desired from other

25 communication device (such as IP server W), the image corresponding to
that obtained data. RAM 213 is used as the work area of CPU 211.

CPU 211 executes several kinds of processes in accordance with
several kinds of controlling programs stored in ROM 212. For instance,
as CPU 211 reads out the WWW browser stored in ROM 212 and executes,



25 conmuni cati on device (such as IP server W, the inmage corresponding to

t hat obtained data. RAM 213 is used as the work area of CPU 211. CPU 211
execut es sBYEBAI3Ki nds of processes in accordance with several kinds of
controlling prograns stored in ROM 212. For instance, as CPU 211 reads out
t he WA browser stored in ROM 212 and executes, F0448/3136 15 the foll ow ng
process is carried out in that executiofy procedure. In other words, as the
user desi gnat the desired URL hy command inputting unit 23, CPU 211, on
the basis &hleﬁﬁbwmpf@&swmﬁﬂedr% iwothadexecutipnt piocgdune.t P3,otherri es
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"utn" is added. Then, as the HTML data corresponding to the GET request is
returned fRSWark MBN.er Wor gateway server GAS, CPU 211 writes the HTM

on 11 qui 0 oryst arABPs Y SnEY TRy PrOeS s Hersaneto e BHICH OB Nt Gpmatian h -
Chown i n CRAIFTGaRacstfile YRREM hd0A Ao el LR Ten@el e, Sh TRt
acords. (REroI ol Lo, 1 he DR et Comnat S CTY PR dcads et Basdatcra"
URL") 10Al ddentificaties ponftirmptian etsenial ecmmobét}l storequent ROM 212 nantll ag F
Tutn s A GOENOIRITCAUOst 69 oRhich paigaRl idenaiciongnformation, 11
shows thatequest data string “utn” is added. Then, as the HTML data

corresponding to the GET request is returned from IP server W or gateway

server GWS, CPU 211 writes the HTML data on RAM 213, and displays

15 the image corresponding to the HTML data on liquid crystal displaying unit

24.

Flash memory 214 is equipped with record storage table TBL
shown in Fig.8 to register access records. As shown in the figure, in
record storage table TBL, is contained URLs of resources, which the user

20  has accessed by using mobile unit MS as access records (hereinafter, the
URL as access record is referred to as “record URL”).  Also,
corresponding to each record URL, request data string flag F showing
whether personal identification information request data string “utn” is
added to the URL is stored. If request data string F is “1”, it shows that

25  the request data string was added to the URL, and if request data string F is
“0”, it means that the request data string was not added fo the URL.

In some cases, after failing to download the HTML data from IP
server W, mobile unit MS makes another attempt to download the HTML

data again. In that case, mobile unit MS reads out request data string flag



25 the request data string was added to the URL, and if request data string
Fis "0", it means that the request data string was not added to the URL.
In sone cd¥d48/3k¥ter failing to downl oad the HTM. data fromIP server W
nmobile unit M5 makes anot her attenpt to downl oad the HTML data again. In
that case, nobile unit MS reads out request data string flag F0448/ 3136 16
F in record storage table TBL, and det & m nes whether to transmt personal

Rl AR TRL St LRGP Pt BT,
et ST TR SN R DR, 1
B s s A
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Hereinafter, by referring to figures, operations of the comunication

syst enpof toHP sereeeW. eOmothicnether haadewhen reguest dathstringflaging “0”,
expl anation, the nmemyry cont epts of per soaaﬁg¢| identificati.on dat 113
and sear cl§OBSIOLBAE &1 11 mgrely feans &s Qb seayesEicgniaigg 18erURl  and

the serial nunber  of bi L, uni s -A 00" Kk .

expl anat i &Hrlf?ﬁpgngw&i q c.tl%ll:i %&Pﬁlﬁlq‘ﬁe%#éﬁgnc%ertgﬁgglaa?%%r}et?ﬁ%%?‘l)ges

t hat he/st;ﬁf(ﬂﬂfdtL&{.gotten to pay the apartment rent through bank
remttancé, he/she perforns an inputting operation to carry out browsing
by command inputting unit 23 of 20 nobile unit M5 to receive the "net
banki ng" service by searching the honepage of "00 bank"” in which he/she
has amo0accduBtOperationspftthe Embadinestt vi ce of gateway server GAS. In

accordance with e jnput b con&and in uttb%% unit 23, .CPU 21]1, ret= ds out
t he VWAV br owser FAna 2Py I i 49 ott8UrSbk e PPPEHAS atQ%on WPt h t he

fg;ikgt e ;&@W@ﬁgcar%@éfgfsﬁgﬁf gﬁfihé' Preséht SHbddifhed drkSRplalitiketn the
following explanation, the memory contents of personal identification
database 113 and search database GWS 1 are the same as those of Fig.5 and
15  Fig.6, and the serial number of mobile unit MS is “AAAAAA” to make
the explanation more specific.

Firstly, in the instance that a user notices that he/she has forgotten
to pay the apartment rent through bank remittance, he/she performs an
inputting operation to carry out browsing by command inputting unit 23 of

20 mobile unit MS to receive the “net banking” service by searching the
homepage of “OQ bank” in which he/she has an account by using the
search service of gateway server GWS. In accordance with the input by
command inputting unit 23, CPU 211 reads out the WWW browser from
ROM 212, and carries out packet registration with the packet subscriber-

25  processing unit (figure is omitted). Packet registration is a registration
process for mobile unit MS to perform packet exchanges with mobile
packet communication network MPN. Thus, as packet registration is

carried out, mobile unit MS is able to perform packet exchanges with

gateway server GWS.



process for nobile unit M5 to perform packet exchanges with nobile packet
communi cati on network MPN. Thus, as packet registration is carried out,
nmobi | e uni FOMB/3186abl e t o perform packet exchanges with gateway server
GW\5. F0448/3136 17 Hereinafter, as the user inputs the URL corresponding
to the search service of gateway server CGES by command inputting unit 23 of
mobile unit M5, nobile unit M5 transmtg a GET request containing the URL
to nobil e packet communication network MPN. As gateway server 5 GAS

recei ves the GET Herpingfter,i as tthenyser snphts el acorespapding rto the t he
search i mage nobj | e packet conmmuni zﬁg on network MPN. The configuration
of the seaﬁ%@fcﬁr%‘élc@aﬂ BALGWAK HETY &5 )blﬁomﬁlatﬂﬁjenwléé]élr& ungnidddphent

the pon! noHdtil AlsoMS BoblR: whiE A 1 3] “%Aa BT S8 Conainhia-Hie o
Then, the {RL (43habite Pfa@kepeéfrﬁg%ﬁﬁfah R ummgge '&s ga?é"&?y%%r%

transm ssi on and reception unit ansm {t ed

to CPURIIGWS @cémhhe GET repest) it mmenﬁwmmwaat:pcoﬁ@@ bhiinglat a
(refer to Fi i s displayed on Ilcg«eld crystal displaying 15 un|t 4. At

this stageto th smeln imagetto mobileepa tgtqmmmlcmnonemtwbrkd\dBNspdmb ng to
the service IP,TS/She \M‘Ng s to sgarch (in Bpher vvords gp l.etter strings
for sear chCORQRUIEIR; Plgthe SRATER HRALE FHD tlFln%lenf?% 199, t ipdhel presant Vs,
and carrie ut.L] t.| n resul{, CPU 211
of mobile létd”égﬁ* t:l}'% E{)gﬂgHgﬁg’:‘? %&gﬂ% Té%"%r ﬁtrt”ﬁés ?@q&gqrgh ae ngs
are added f{ u’l@éﬂ' inetl"%a 34 | 7,

request is If|i)ece| ved ayBgatpe&V\gwge?gﬁ t%&%ré%?@m%wégﬁ aﬁéx‘?ra s the
| etterist rFiggd.for the necessary search, contai ned in the GET request (in
ot her words, the letter strlﬁs for the search, "net banking"). Gat eway

server GAS, on thehamsthe dATME data @Omﬁmndlngs te othe tsearclet ithagki isg"

search, Sef%rcCereesci E?%acnhsrr?lés‘ts%n and receptlofla‘s unit 22 of mobile unit MS, and is

transmitted to CPU 211. As a result, the search image corresponding to
the HTML data (refer to Fig. 9) is displayed on liquid crystal displaying
15 unit 24. At this stage, the user inputs the letter strings for search
corresponding to the service he/she wishes to search (in other words, the
letter strings for search “net banking”) by command inputting unit 23 of
mobile unit MS, and carries out the inputting operation to determine. As a
result, CPU 211 of mobile unit MS transmits the GET request to which the

20  letter strings are added to mobile packet communication network MPN.
Then, as the GET request is received by gatéway server GWS,
gateway server GWS extracts the letter strings for the necessary search,
contained in the GET request (in other words, the letter strings for the
search, “net banking”). Gateway server GWS, on the basis of the letter
25  strings for the “net banking” search, searches search database GWS 1. As
a result, the URLs corresponding to “OQO bank” or “AA bank” are
selected on the basis of the key word “net banking” within search database

GWS 1 (refer to Fig. 6).
Then, gateway server GWS reads out the URLs “https://www. O



a result, the URLs corresponding to "00 bank" or "A A bank" are selected
on the basis of the key word "net banking" within search database GA5 1
(refer to Hd4¢8/36)6. Then, gateway server GA5 reads out the URLs
"https://ww. 0 F0448/3136 18 0 bank. co.|p/index. htm #utn" and "http://ww.
A A Dbank.co jp/index. htm #utn" corresponding to "00 bank" and "AA bank"
fromsearch database GA5 1. At this stage, since "net banking" is a
service which requires security as described abagve, ﬁersonal 5

i denti ficdt) on baloeegpiindex byubiindat a #0di ng P/ WeVWont alhed i 4t he

URLs of the pages corres ding to these,servyicg Then. . gat eway. sepver

eV produd@qﬁ—ﬁq@/ﬂﬁie&m%‘%t e@%?sﬁq{gjlﬁgc}‘lfbr @igjf @rah‘!(hea s JAVA
correspondi ng.t@o "0 1 ! nk" Al fL:opLs abase GA\S
1, and trg?_‘?srﬁﬁt@o%gﬁgﬁ:agt%%gﬁe@g%unﬁégﬁgoﬁa_ %’t%%_%%%%a%hgﬁ the
HTM. data 4 s seRG86 VashiY t FejusrdsS S5 eCeRistABed UndBovd? Opergdbial € unit
M5, and is transmtted to 211. CPU 211 displays the inmage

cor r espondidegtificatibe infanmaiion extqiEM. dida astnimgl “gtn’d is cegreeaiediinpthagyi ng

unit 24. As a result, the titles (such as, "00, bank” 15 and ",LL bank") are
sel ect ed dJRAsrefsthiet pagestamsTespandmng 10 these wuvieey. JheauBAteWAYSereRB ar e

‘ELS.‘” %ie:ﬁw?é‘r%@%@{ﬁ&fr ifﬂﬂ‘féﬁ%é’sﬁériéfbet;?b?}? %ﬁ(ci&?rpbﬁ”é o IV RIESn o
i 3 i > 3 » 1 i 20
he she haITCpobbEE B nERCR A g MENZRTBRAK” Rad 000K Bk KBl 7O i

23 of nobidfabsyet GBS 1hgnd etdnemisd to maSbite paekppodniiguhization newrork t em
are highlighted. In the highlighted condition, as the user carries out an

i nput tiong MANati on to determ ne by command inputting unit 23, CPU 211 of
rocess. CPU 211 et e i BB TatAcis aeenvq pa: fadainission and Teception
unit 22 of mobile unit MS, and is transmitted to CPU 211. CPU 211
displays the image corresponding to the transmitted HTML data on liquid
crystal displaying unit 24. As a result, the titles (such as, “OQ0 bank”
15 and “AA bank”) are selected as a result of the search carried out by
gateway server GWS are displayed as menu items on liquid crystal
displaying unit 24 as shown in Fig. 10.
At this stage, as the user carries out an Inputting operation to
choose the menu item corresponding to the name of the bank in which
20 he/she has an account (in other words, “OQO bank™) by command
inputting unit 23 of mobile unit MS, the letter strings cofresponding to the
menu item are highlighted. In the highlighted condition, as the user
carries out an inputting operation to determine by command inputting unit
23, CPU 211 of mobile unit MS executes the procéss shown in Fig.11.
25 During this process, CPU 211 first extracts the URL “https:/www.
OObank.co.jp/index.html#utn” corresponding to the menu item chosen
“OQ bank”, and determines whether personal identification information
request data string (in other words, “utn”) is contained in the URL.

In the instance that, personal information request data string is not



OObank. co.j p/i ndex. ht M #utn" corresponding to the nenu item chosen "00
bank", and 84825]{? nes whet her personal identification information request
dat a stringée Pher words, "utn") is contained in the URL. In the

i nstance that, personal information request data string is not F0448/ 3136
19 contained in the extracted URL (Step S2 "No"), CPU 211 determ nes
whet her the URL designates an SSL conmud cation (Step S9). At this stage,

CPU 211 determ nes .whgt h t eskgnates .an .SL ni cation on the
basi o of wrabmuned il e Suatied R TSI 2, Mo cpU T iferiingt e
desi gnat es c | | ( S )0 ecu he

process to“g{oéﬁn’}réﬁglg ﬂ@&@éfg@%n’rsm% ?astll‘ %r?rralétﬁgbéaéic%:lesgegpé S?ry)anséfftﬁgssa CET
request (Sg@peS CPU 11 idegerhiis Rahethet f thée UL (RQsomaks dasi 9981e an
SSL communication (Step S9 "No"), CPU 211 transmts a C%_T request wt hout
the SSL hacommakmcanon Steth818gsis Wiemhethtt fid SRy degime vidih ‘4t @ccess
record and_ "O0" request data string flag F_in record storage table TBL

of flagh nﬂh&?%gglﬁhe%ﬁfe@%@&df{ﬁlgn%tﬁé esS8h epamtnisation (Step SOage
st ance, - FE en§ ¥ et Eho BERRICS, othespBERAS 1icklc o COMAERLS LR xd Shet od
(iop sz TR TS S SO R s i O R S e RN YO, 12
on |iquid theysthet hdhdpifahelJRLUdbEs 26t d&digRaS3An SSL edhhuMRation ESteptter
string to pronpt a user to nake 20 a deci Sion such as, "Personal
i dentifical ?o“ ?’F’Df, (ﬁF@t?Ph transneity asGET reguest without ithe SSL thardshiakei t 2",
ani t 28 of (EBR W uniTiens CHY £k stoiesiie ORL fnanisgess racsdians oBas
AN S AN C R O S I

(Step S12).

Differences in operation at this stage will be explained in detail

later on.

15 On the other hand, in this instance, the menu item “OQ) bank” is
chosen. Hence, in the URL extracted by CPU 211, is contained the
personal information request data string (Step S2 “Yes™). In this case,

CPU 211 displays the image shown in Fig.12 on liquid crystal displaying
unit 24 (Step S3). In other words, a letter string to prompt a user to make

20  adecision such as, “Personal identification information is requested. Would
you like to transmit it?”, along with “Yes” and “No” buttons, are displayed
on the liquid display unit 24 of mobile unit MS. At this stage, if the user
hits the “No” button, CPU 211 determines a “No” in Step S4, and ends the
process.

25 On the other hand, if the user carries out an inputting operation
selecting a “Yes”, CPU 211 determines a “Yes” in Step S4, and determines
whether the URL extracted in Step S1 designates SSL communication
(Step S5). At this state, CPU 211 determines whether the URL designates

SSL communication on the basis of whether the URL begins with “http” or



selecting a "Yes", CPU 211 determnes a "Yes" in Step S4, and determ nes
whet her the URL extracted in Step S1 designhates SSL conmunication (Step
S5). At t HD44&3136e, CPU 211 deterni nes whether the URL designates SSL
comuni cation on the basis of whether the URL begins with "http" or

F0448/ 3136 20 "https." Then, in accordance with the outcone of the
determnation in Step S5 two differegd processes, as described bel ow, are
executed in comrunication system1l. (i) Process 1 5 This process is

{
execut ed theps{’heTORY, iR apsosdanceedvith Wespyivamee ofsihe FefRIMERIN 19 n
ot her words, Step. S5 "Yes"). For instance, when he URL which beains with
Tt st aSHmeS Trtwon i Berent aices e B esbRg) PRESY frk SResited o
correspondin . l,tem "00 bank" is designated, Process 1 is
execut ed. Qﬁgph&ls}“g?grs@g%ﬁqslie'nce the process to comence SSL conmuni cati on
S executgﬁ;ﬁmcg@qﬂl (Step S6), transm ssion and reception of the data
shown in FI'g-13 are carried out in comunication systeml. In this
process, CPU 211This prigese isiokecutBdfwhen the dhR kI issdetexmimeaxd to slegimlat®©S 1

to gateway server GAS via transm ssion and reception unit 22. As signal 15
DS 1 is r8&83i vemmuyaication @aoiber wawds, SirmSOs” YalD. clipiamstangeyishenps? t o

| P W t I SSi f .gi I 2 tg |P. W ends i [
manner gt cPieh HeEins aHifh { St Sc then Ui apP BRI W GHar D 3
t bi | | t g t td bef dis ., Si | DS
s 20 PRkicouRinB BRALRPT cifitepoRlingROAE ey e (21 bpik"e

si gnal DSt dé%h_ﬁ’te‘d@ﬂ@ée%ﬂ fsexdédutedt hell o" signal DS4 transmtted from

mobi | e unit i s received by communication unit 114 of IP server Win
this mmnner, dafmProegssnl ssinoe themrocesseté sggmmence S81; consmundcatBen ver

recept i onforxeaiteddna QP il HRishe B ofraedmitsile ndhieceBonah Sha B akes
pl ace shown in Fig.13 are carried out in communication system 1. In this
process, CPU 211 of mobile unit MS first transmits “connect” signal DS1
to gateway server GWS via transmission and reception unit 22. 'As signal
15 DSI1 is received, gateway server GWS transmits “TCP Connect” signal
DS2 to IP server W.  As transmission of signal DS2 to IP server W ends in
this manner, gateway server GWS transmits “Connection established”
signal DS 3 to mobile unit MS.
On the other hand, as “Connection established” signal DS 3 is
20 received, CPU 211 of mobile unit MS transmits “Client hello” signal DS4
to IP server W. As “Client hello” signal DS4 transmitted from mobile unit
MS is received by communication unit 114 of IP server W in this manner,
data transmission administering unit 111 transmits “Server hello” signal
DS5 to mobile unit MS. As a result of transmission and reception of
25 signals DS1~DS5 explained above, the SSL handshake takes place
between mobile unit MS and IP server W, and end to end SSL
communication between mobile unit MS and IP server W becomes
feasible.

Then, CPU 211 of mobile unit MS executes Step S7, adds personal



bet ween nobile unit M5 and IP server W and end to end SSL conmmuni cation
between nobile unit M5 and I P server Wbhecones feasible. Then, CPU 211 of
mobi | e unik04¥B/3¢%%ecut es Step S7, adds personal F0448/3136 21

identification information (in other words, the serial nunmber) "A ,LO AO A
" to GET request DS6 containing the URL "https://www. 0 O

bank. co.jp/index. htm "™ corresponding t@ithe nenu item "00 bank", and
transmits to nobile packet communication network MPN (Step S7). Then, 5 CPU
211 st or esdentfigRion pnfqrmatian(00pEE. words/thadexiahmmben ‘e Nalcsé

{1 ash monry” 216 (8 Bp reayestop She comainRanihe oLEET Higiedt o) O |
| Server Tk DL PolfBshOnd Sl Fts RigFTTEM, TDCIMARS el O

"https: // wWindRitdan kndiAld E\éélf@l%xﬁhfdﬂicﬁﬁéﬁ%ét@oﬁﬂwm‘ésgérp t@gg gkt or es

in RAM  Then, data transm ssion adm ni stering unit basi s ’of

the URE «BUelilnstBAdd thietERE h‘éﬁtpﬁﬁe\t\hm@(ﬁﬁnaﬂ{.ubgp/iddsk.fmﬂﬂUYasf, heh user
of nobile unit M5 requires user authentication. And If user authentication

15 i s det écaesrercoosd Badunneaesequest dasa stringiflogi B in sacaxthstorage tablg ofi t
111 returns.the HT coLrtesponding to the URL stored in RAM and ends
t he proce S@Wﬁﬂ‘éiﬁﬁgﬁé)l n this instance, the service the user of

nmobil e unit desi ' ! banktng i o -
determ nation 2? rg?%%z)é@er Qg{x%, ?? laﬁ‘r;\g% rsezﬁ%:\rélt a(igsm6 ﬁ@fsgpllt%j Eﬂ)ﬁp T?Plle
determ _ne%rﬁhfmlsui’@rreééi&@dnbycébhﬁﬁuhﬁ:dﬂﬁﬁﬁfiﬁﬁ{ N14200F B EcaobE MeEr gangl
identification information AAnAAA" added to GET request DS 6, and
t ransndt s ttansmaissioanadmanisceringiunit 141 axtrpetss tiralUREe tthitps vavisan. OO

informatiogn is transmtted from dat ransm ssion adm nistering unit 111
inthis ﬁ@r?o-ﬂlléfﬁxﬂ@mgcaﬁigéﬂ t@nﬁéTl@%@éF dpes, pads staaes iimeRAMcat i on

database 133 W dfla transmission administering unit 111, on the basis of the URL

stored in RAM, determines whether the service desired by the user of
mobile unit MS requires user authentication.  And if user authentication
15 is determined to be unnecessary, data transmission administering unit 111
returns the HTML data corresponding to the URL stored in RAM, and ends

the process.
On the other hand, in this instance, the service the user of mobile
unit desires is a “net banking” service. Hence, in the determination
20 process, data transmission administering unit 111 determines that user
authentication is necessary, and extracts personal identification information
“ANANAANANNANA” added to GET request DS 6, and transmits to
authentication unit 112. As personal identification information is
transmitted from data transmission administering unit 111 in this manner,
25  authentication unit 112 searches personal identification database 113 with
the personal identification information “AAAAA A as the search key.
Then, as a result of the search, if personal identification information “A A
ANNNA s not selected, authentication unit 112 determines that the user

of mobile unit MS from which GET request DS 6 was transmitted is not the



t he personal identification information "A A A A A A" as the search key.
Then, as a result of the search, if personal identification information "AA
AAAA" i s nBl4488N8&t ed, authentication unit 112 determ nes that the user of
nobile unit M5 from which GET request DS 6 was transmtted is not the
F0448/ 3136 22 authorized user, and transmts an order to data transm ssion
admnistering unit 111 to term nate thg process On the other hand, in
Fig.5, personal identification information "A AAAAA" is stored in

per sonal .methonfzedalsanraruhtr@@égutmm order thidgta srangBusSign: HUMNISIRTRG uni t
112 reads out ghe user. I D "user.a" corresponding to personal identification
i nf or mat i owntt 1d1dogermipage ihg PB‘?ﬁeﬁér sonal identification database 113, and

transmts to dat Iﬁtﬁgsdﬁ%?um d,ai?.mﬁ*i'% erfhdi| e#ﬂfh} atithE nfdt ?ﬁﬁl n

transm ssion adm n1nes e user o

unit M5 is«pm Ayl zgd sttﬁ‘éﬂ 'in sbﬁalt fd%ﬂﬁﬁctaﬁohodét'abﬁﬁé‘?‘m' NEA ﬂHTM dat a
DS 7 corresponding to the . C0.j p/index. htn-d" which

was st gr edcdse, Bﬂfﬂen@camoﬁrmeslslZreﬁﬂsmmrtheamrllsl) é‘aser gd comes?bﬁdlm is
deternmined that the URL does not deS|gnate §L@n& i cation n ot

wor ds, St e wrsml)ldenmilCAQOGle@zmaéronrmlﬁll exﬁ@m eBeIROdebss 2,
transnlsS|on a d recep is carried.out in

f ot dat a
comuni cat1|dt§ﬁl 594pRm 94 tange ang%n EE}AP“@{]PL tguc#é%?s tﬁ%@%nysﬁmv A 0

bank. co. | n or k{11 Whi ch
begi ns wi té}drﬂﬂﬁ%‘teﬁtng ffg{ets}lf tg(gl%ﬂ %@%gg&g@gﬁggggphg %ﬁﬁ rocess 2,
CPU 211 ad&’aeﬂﬁfr%@,nﬁiatlt%@nhséﬁ eatmobileni®it MAS @9 thenautopizedwasels , aride
serlal nunber) "A A AAAA" to CGET request DI containing the URL

" ht t p: 10/ wiransiniss ban]ntcmqt AN TIMEd altlanDS HOCGHs@mnﬁlmg to thadURdnu item
S7).  Then, “FEiRS: Hupa ol Sbapk Qo ke S DM EABIRRIIE RANndex. hi n- o
as an acce(slﬁ I;r%%ggsdzand

This process is carried out when it is determined that the URL
does not designate SSL. communication (in other words, Step S5 “No”).

15 As CPU 221 of mobile unit MS executes Process 2, transmission and
reception of the data shown in Fig. 14 is carried out in communication
system 1. For instance, when a URL such as “http://www. A A
bank.co.jp/index.html#utn” corresponding to the menu item “AA bank”
which begins with “http” is designated, Process 2 is executed.

20 In Process 2, CPU 211 adds personal identification information (in
other words, the serial number) “AAAAAA” to GET request D1
containing the URL “http://www. A A bank.co.jp/index.html#utn”
corresponding to the menu item “AZA bank”, and transmits to mobile
packet communication network MPN (Step S7). Then, CPU 211 stores

25 the URL “http://www./\ /\bank.co.jp/index.html” as an access record and
“1” as request data string flag F in record storage table TBL of flash
memory 214 (Step S8). GET request D1 transmitted from mobile unit MS
in this manner is received by gateway server GWS thereafter, and its

protocol is converted. Then it is forwarded to Inter net INET as GET



"1" as request data string flag F in record storage table TBL of flash
menory 214 (Step S8). CGET request D1 transmitted fromnobile unit M5 in
thi s mannerF04#48/886ei ved by gateway server GAS thereafter, and its protocol
is converted. Then it is forwarded to Inter net INET as GET F0448/ 3136 23
request D2. Then, as CET request D2 is received by conmunication unit 114,
a process identical with above-nentionegy Process 1 is executed by data
transm ssi on adm nistering unit 111, and HTM. data D3 corresponding to 5
the URL htre@uesxt\mv. AAbank. co.jp/index.htm ™ is transmtted to Inter net

| NET. Then, it is I?orwar as HTI\/LQ&ata 4 fr at evva .server Gﬁ

HTM. data D4 or D57CRr&hSHET TEQUES lé(fpﬁ%‘vleﬂot&’] F'PULHF?@ i LUREnt Idned

P 1

h o 5ot s o elfasEidetiod HEFRNGTe Hefidhod Bl T, id Ao RYCaRT ' "
MB. At thi grapkafiSsion hankRisteting %ﬁq1t1h@naqqq'ML0dé@CBBV@orr@§paﬂcﬁhg% of

services corresponding to each™of the nenu itens correspond ‘to eaCh of
menu it ens tedh QKL i“hetphéwiiwuhe\ bahkico. ggades titmlt'he thiisinitrer rebpengéng to
each of these menu iteps, it is optional whether to use the 15 URLsS

cont ai ni ng IN&IsonBhen,dinis ffpé‘dﬂrdﬁd iast B clata dadefronaagatewtayi sgrvemt n.

| f furtherﬁa@%hentl cation is necessary, URLs to whi ch personal

identifica i nformation request data stri ng "utn" is added shoul d be

used, and URLs e ige n t data
string "utn" sh% gﬂggwgsgg&nﬁ%s?grﬁgﬁ %I caf ?oé\ﬂlélg%%) I?é] tégcglg@; 20 At
this stageabaveséntidiedPERGSs 10oPRY0dRS 2r1@%céweblaw mébilé LANCRIS %rer I es
out an inputting operation selecting "bank rem ttance" through conmmand

i nput t g umagezhowfn mmokiig 4 Suisi dispiayethen Jiquie csysml displegmgaanitt Bhtofof t he
above-nenti o eEﬁ %IS ex cuted by nohil e unit and transmts a GET
request cof URALC $é§%ﬁ?ndhﬁgUBJJS Bgo 2‘8 'thepagesnteTeERi VRobi | e

packet CO”BP&&%H U 1R N R B51HLAY of the menu items correspond

to each of menu items shown in the figure. With regards to the URLs
corresponding to each of these menu items, it is optional whether to use the

15 URLs containing personal identification information request data string

13 ”

utn.” If further authentication is necessary, URLs to which personal
identification information request data string “utn” is added should be used,
and URLs without personal identification information request data string
“utn” should be used if user authentication is not necessary.

20 At this stage, a user who wishes to pay the rent by bank remittance
carries out an inputting operation selecting “bank remittance” through
command inputting unit 23 of mobile unit MS. Then, the same process as
that of the above-mentioned Fig.11 is executed by mobile unit MS, and
transmits a GET request containing the URL corresponding to “bank

25  remittance” to mobile packet communication network MPN after adding
personal identification information “AAAAAA” At this stage, on the
basis of whether the URL corresponding to the menu item designates SSL
communication, a process identical to one of the above-mentioned Process

1, or Process 2 is executed.



personal identification information "O AL\ AAA" At this stage, on the
basis of whether the URL corresponding to the nenu item desi gnates SSL
comuni catF0dA8/3a36r ocess identical to one of the above-nentioned Process
1, or Process 2 is executed. F0448/3136 24 Then, as the HTM. data
corresponding to the GET request from |P server Wis transnmtted, the

I mage for bank remttance shown in Fig2i6 is displayed on liquid crystal

Moot 41 ng oper at e, 8 epbkT Mk daF: GOMESESHMBeto Haf S ErTeanest Biamt ance
ndi . . Th
g e nser dBVHaret 3F S TR, GRBS R ﬁ&aﬁea&lﬁﬁiﬁ?&%@gt@*& 18hen
i ! GET .
e tonet "ods BispHYEY diPtiaid! Byetd diSpRSIE Jupi 194 BEORRIIORAN ME. G

the GET rerpgehfies theansed chated bamihputtiry bpeum@ndvsolmputnthemwm | P
server Wextracts several kinds of information fromthe received GET

request, anmmber to shidutharémmitancers cararedeoutOthe Benatntatorresponding tthe
i nst ance t hat there is deterjoration in comunication while nobjle unit
MS is in tthe rsnbcsss S@f otiwn| d8ENNERC HELT RITIEANPUL AN IIHHBEpBRRHANP 0 t he

attompt oichoapfituhBelh sodRiRiBEah G IrE P PbEs TR dPeietliscge o

Fig.16 agahp. idforiatidnCatd a ORI feyiédt VonfhaHE PersdRaUeaEnEAEAISA! | NY

flag F in record storage tab TBL. "Then, the process changes as descri bed
bel ow, defaféingion “A(AwﬁeﬁtierAr’equ{&stthdaGE”létreqngstf iagransnstted” fram” 1.
(a) Wen Request Data String Flag F = "1" In this case, CPU 211 of nobile

unit N8B, whehilerangnMS iing this @nneé,q&Bsser&@r rWsﬁdﬁ’tﬁCﬁ‘ig seyeralekingsg @1t or
GET  cauedpTOmaAton  FTAEh ot FosRbIetn G E S P tor ] | s oty acPaik
request dgig.string "utn
On the other hand, in the instance that there is a deterioration in
communication while mobile unit MS is in the process of downloading the
15 HTML data corresponding to the image of Fig.16, and fails to download
the HTML data, mobile unit MS must attempt once again to download the
HTML data corresponding to the image of Fig.16 again. In this case,
mobile unit MS reads out request data string flag F in record storage table
TBL. Then, the process changes as described below, depending on
20  whether request data string flag F is “0” or “1.”
(a) When Request Data String Flag F = “1”
In this case, CPU 211 of mobile unit MS, when transmitting a
GET request corresponding to the image for rereading, adds personal
identification information “AAAAAA” to the GET request. For
25  instance, when personal information transmission request data string “utn”
is added to the URL such as menu items “OQC bank” or “AA bank” of
the above-mentioned Fig.10, “1” is stored as request data string flag F in
record storage table TBL of mobile unit MS as a result of the process of the

above-mentioned Step S8 in Fig.11. In this case, when the HTML data



is added to the URL such as nenu itens "00 bank" or "AA bank" of the
above-nentioned Fig.10, "1" is stored as request data string flag F in
record stoFeé/3labl e TBL of nobile unit MS as a result of the process of
the above-nmentioned Step S8 in Fig.ll. In this case, when the HTM. data
F0448/ 3136 25 <corresponding to the image is reread, CPU 211 of nobile unit
M5 adds personal identification informgtion to the GET request and
transmits to I[P server W As a result, the inage shown in Fig. 16 is

di spl ayed eorresppaiding doytreaimagepisayenegdufiRUo2 1 holfi hohitd unitSM Shadds
services such as i‘{"g:an.l%. 5, rem'tltanc,e" areh(grggjrded i kewi se. (b) Wen
Request DaR@Sena) KgNHIGRUON-INEImMagiqmia;t T apquest apd transmus dai kP vs

d t add | i i fd cati i nf th.on "A AAAAA to the CET

oanest wietvEr Wi ettt s Bl i AT Hig; 160 ohelud oaBabichy o

the i t [alcX : AN h d ' t

expl af ned ST ey R o Y e, B S G R B,

rem tt gnceaenbittance€Xatd byo\tihledslak@,vms_)cess is carried out by conmunication
system 1] when a wuser of nobile unit M5 receives a service specified in a

menber shi gdb) WheoReqgurst DiatasStrintgeFtaghnFigti®%t i on of user aut hentication
nmet hod of the present enbogi?r{ﬁgi IS sucB_that, the nobile unit transmts
personal identi NS 6ASEnEPedi bfimobHe ynit NS, gloesi not add pespenat of

(e user BNk BRI PR S AR B ATt S
o Her L o oo AR P e dple R TN
i nf or mat i gqereaingbe carried out by every IP wthout any special contract
wi th nobile conmunication conpanies. 25 Al so, the configuration of the
nobi l e unit of tH&Yss expesations of the present embodiment are explained with
reference to an instance, where a user carries out bank remittance, but
exactly the same process is carried out by communication system 1 when a
user of mobile unit MS receives a service specified in a membership

15  contract.

Thus, the configuration of user authentication method of the
present embodiment is such that the mobile unit transmits personal
identification information to the IP server with the consent of the user, and
the IP server carries out user authentication on the basis of personal

20 identification information when the personal identification information
request data string is added to the URL contained in the HTML data.
Hence, user authentication by using personal identification information can
be carried out by every IP without any special contract with mobile
communication companies.

25 Also, the configuration of the mobile unit of the present
-embodiment is such that it transmits personal identification information
only when the user’s consent is obtained by displaying the image for
obtaining the user’s consent on the liquid crystal displaying unit when

personal identification information is transmitted. Therefore, it is possible



enbodi ment is such that it transmts personal identification information
only when the user's consent is obtained by displaying the i mge for

obt ai ni ng K4d8/8s¥r ' s consent on the liquid crystal displaying unit when
personal identification information is transmtted. Therefore, it is
possi bl e FO448/ 3136 26 to effectively prevent fraudul ent use of personal
identification information as a resulgeof transmitting personal

i dentification infornation t hout the ser's %&& Al so, i.n the present
enbodi nentto effesiivehe pée\éﬁIah?M auduleat use @ BersenaLﬂ ificatiQinfarmatian t he

URL of a page, rovides a serv Fin er_.aut he |
transmtt & %fr?g‘?/qt Qg&? ﬁgngeﬂ)géﬂﬁ? @%ﬁ%t tgfpﬁ?{n?qﬂ%r? rﬁﬁm’ ?rtbauest
data stri Q%'e 'égr]ﬁ{eelftore even when the |P server is accessed by using the
search sertvie user authentication can be ensured with nore certainty

because the CET pggyest the i’é@?ﬁ@rﬁb@@lﬁ%ﬁp wh@nnﬁesm@thls‘éewcef bEaheon
i nf ormation. Furthernore, |n the present enbodi ment, the M. format is

used 3s tduewaynservéons tuueddatha URibsaf ta gugey owhioh Ip?omiesela senvise
forth; therefore, the present invention can& fe fective even when

exi sting rﬁgumnglwraa@th@@aaauqa, 1 traaspiieenaite ipgnthe ¢ personal
confi gur at.i,on t he seri al VS _as ,un gHe

per sonal | ideRilisdch R B Ee @aﬁeagml agE i ety eyttt
ormationy . prese;{& nfé i ?1 g‘Hi?’féc?r% sefHge! ﬁﬁéi“édth@{%tlﬁﬁﬂgﬁeca‘x'lsgg as

wel | . Int ta strln ut n" use

personal ieggatdd wied ingutel cér@amay lb@@aumtthleEErmquséatm tedrismigted witlal so be
used wi thout. any problem In the present enbodi nent, the case in which

nmobi | aounipers@al gderitofioation mmiorimegdidon vi a nobil e packet conmuni cat i on

network MPN was exlalned But the res I nven ot limted,to
this process, 25FHHGCIMOEGHN earﬂ'ﬁfﬁ Eoiﬁ’cmﬁ%tn téﬁmm SRRAhILUEedNn al so

by usi ng %s the format for the data transmitted from an IP server and so forth;
therefore, the present invention can be effective even when existing
facilities are used.

15 In the present embodiment, the configuration in which the serial
number of mobile unit MS as unique personal identification information is
used was explained, but in formation such as the telephone number of
mobile unit MS can be used as well.

In the present embodiment, the data string “utn” is used as

20 personal identification information, but different data strings can also be
used without any problem. |

In the present embodiment, the case in which mobile unit MS
performs communication via mobile packet communication network MPN
was explained. But the present invention is not limited to this process,

25 and it can be adapted so it can perform communication also by using a
terminal such as a personal computer, which belongs to a fixed telephone
network. In this case, the same process as that of the above-mentioned
embodiment can be executed by equipping the personal computer with the

same function as that of mobile unit MS of the above-mentioned



term nal such as a personal conputer, which belongs to a fixed tel ephone
network. In this case, the sane process as that of the above-nentioned
enbodi ment FO4#8/bB6execut ed by equi ppi ng the personal conputer with the
same function as that of nobile unit M5 of the above-nenti oned F0448/ 3136
27 enbodinent. The data transmtted to nobile unit M5 fromIP server Wor
gateway server GA5 in the present enbodiment are explained as data in HIM
format. However, the present invention is not limted to the 5 HTM

f ormat , an@ﬂdlqthmetﬂﬁ-r kup | anguages such as XM. (eXtensive Markup Language)

can be used as wel|. <. 1-3. Mdification .Exanples> <Mdification Exanple
1> 10 In the prengh? datgoHRRemItted He %Fhlf%d%r}ﬁfm ifEO%zk perateraVear ch
service is i &l i uk-ppi Ng. gat e server, GAB with
a search f&%é@yﬁg%\%@gﬁs lﬁh@]%séwgggpﬁﬁﬁéﬁg%gr@% S’éPV\%X% &rd¥@ 1M pe
search engigmeEMVgD ne Sthap t S . tal hi s
case, the sane efngfgl'?[ asq—%(?]\gtﬁ-%l? E@e%?ﬁén@%%?ﬁ%nﬁégganﬁéﬁ 1% Ea}gz i eved
by equippi HIMie foemathardgotirerwitdikapskapuagdat adsas Xbdi f(eSelengive
Exanple 2> In the present enbodi nent, the configuration is such that the
search of Makupdrangungeaisasdd wseshas well.out by gateway server GW8 in 20

accordance with the keyword transmtted fromnobile unit MS. However, nany
of the services transmtted fromgateway server GA5 to nobile unit M can

be carried.quf M%d?ﬁgitﬁéﬁ%}njl shion. For instance, the configuration of

setting up renu itens corresponding to several kinds of services such as

"net banki eyfodificatidREExAfpld1¢>homepage of gateway 25 server GA5, and
produci ng pages corresponding to each nenu itemis possible. In this case,

for instance, merim thegpresentembedimenhathlecarfiguracionuis suchpdgesa search
correspondi ng.to, each qf these menu .itens. Then, .
service is provided to mobile unit MS by equipping gateway server GWS
with a search function. However, the source of the search service can be
the search engine on Internet INET as opposed to gateway server GWS.
In this case, the same effect as that of the present embodiment can be

15 achieved by equipping the search engine with a search database.

<Modification Example 2>
In the present embodiment, the configuration is such that the
search of the search database is carried out by gateway server GWS in
20  accordance with the keyword transmitted from mobile unit MS. However,
many of the services transmitted from gateway server GWS to mobile unit
MS can be carried out in a different fashion. For instance, the
configuration of setting up menu items corresponding to several kinds of
services such as “net banking” or “game” on the homepage of gateway
25  server GWS, and producing pages corresponding to each menu item is
possible. In this case, for instance, menu items such as “OC bank” are
set up in pages corresponding to each of these menu items. Then,
personal identification information request data string “utn” is added when

the URL corresponding to the menu is designated by an anchor tag. The



personal identification information request data string "utn" is added when
the URL corresponding to the nenu is designated by an anchor tag. The
F0448/ 3136FO8t8/318&r of nobile unit M5 can find the required site on gateway
server GAB by this configuration. <Modification Exanple 3> 5 In the
present invention, the configuration is such that IP server W carries out

user authentication only in accordance28ith personal identification
information transm tted from nobi) e li'gt MS. wever, the config i on of
usi ng ot heusermfomqa@ﬂkeownlrcsl\dgo%m bingl the EqaliFed SH@ON gakeeht semter t h

nore certaj nty. For.insi.ance, mnmethods below can be to options. i) Method a
In this nmePhods Ct%’élg}g@ Ofig pronpted to i nput his/her password after user
authentication is carried out on the basis of personal identification
information. 15 The nmenory content of personal identification database 113

is alteredMgdifieanbni Exdrple 3% when this nethod is adopted. In other
words, personal identification information and the password are stored in
corresppndence t dnethelpresent indentivnt Hiescentigaratidreipasdwtirad IPsserwer e
given by the | P when the IP and the user of nobile ynit M5 sign the 20
contract ofars®syiQE prseyi sﬁlﬁﬁl‘?nt‘%ﬁ?n d&NdY t BN AACOEIACCad I s PeFsaRRpluni t

111 of IP A A CET. DS D2 Whi - |

dent i 11 catieuTicanaparorg o & AR nitER fom Bob Rt 87 W0Rkurrithia ¢ om
bi | [ ; S SFETS D

T R L L R S e

request DSgythentiatiomdvith rmoseicestaimyautFumninstaidegmmetliddslbelow can be
Aut hentication unit 112 searches personal identification database 113 on
t he basi s optione personal identification information, reads out the user

| D correspsr]&ieﬂlgoc}g t he

In this method, the user is prompted to input his/her password after
user authentication is carried out on the basis of personal identification
information.

15 The memory content of personal identification database 113 is
altered as shown in Fig. 17 when this method is adopted. In other words,
personal identification information and the password are stored in
correspondence to each user ID. At this stage, the password is the one
given by the IP when the IP and the user of mobile unit MS sign the

20  contract of service provision.

Then, data transmission administering unit 111 of IP server W, as
GET request DS6 or D2 to which personal identification information is
added (Fig. 13, Fig. 14) is transmitted from mobile unit MS, extracts the
URL added to GET request DS6 or D2, stores the URL in RAM, extracts

25 personal identification information from GET request DS6 or D2, and
transmits to authentication unit 112. Authentication unit 112 searches
personal identification database 113 on the basis of the personal
identification information, reads out the user ID corresponding to the

personal identification information, and transmits to data transmission



personal identification information, and transmts to data transm ssion
F0448/ 3136 29 adm nistering unit 111. Then, as the user IDis transmtted
from aut heR044843136n unit 112, data transnmission admnistering unit 111
stores the user IDin RAM and transmits the HTM. data corresponding to
the image for inputting a 5 password and so forth (hereinafter, referred to
as "password inputting image") as showyin Fig. 18 to Internet INET. Wile
the password inputting i nrage shown in Fig. 18 is displayed on liquid
crystal diagimamsteyingbnit2Ullafter the HTM. data is received by nobile unit

M5, and as i nput t'l"l&%po erations ho,i nput the password and the 1o user min
command i nputting 99 NG UseHAD is thansmiksed Jrephauthatication yaited d2pat i on

are carrie u teol i uni.t. 21 of bile unit N5 anspits a GET
request co?ﬂ?@i ﬁ?{\%ﬁ{kﬁg&bg@%&gﬂgrl&gdﬂ% ﬁgr ?tﬁ’,r?? gh%bﬁer 682@1&1\4» an

Fr anon soi AT HES et FYIML Rl SpeSpofigHEE o, Iy B9 € clor bftive & cor g
and the ussdsswdridr et b fSrth @@rsinhfteRn fe eI bt &s DasdWdp@N At unit
112. Authentication unit 112 reads out from personal identification

dat abase limdagdio asahowon th Eogr b8 poddterpet BNERe user ID transnmitted from

data transm ssio d]*rgéni stering unit 111. Then, authentication unit 112 20
det er mi nes whet he theRasssrd, npytidng imgeshowadnkigd 18risdisplayed from

of ¢ he aurobar e, ATt BElav e Al AR A L, (A iireBeived bihen
data transibbeleamiaMSNRHRI iputfthb dpbtafioRy t18Sipdt BR PheavoRd Und /" Lhe

user is determ ned to be the adthor user as a res user

aut henoi catseprdD imcohimand$eputting it BSnof artbilunkt Mt ssmhBualdags ad
whenever | P server Wprovides a service for the necessity of ensuring
security, dgtematlcautaf@nemmd dhite eprieolliagr vadt Ak afningobite penitoMB
| dentifi °3tinits a GET request containing the passwords and so forth, to mobile
packet communication network MPN. As the GET request is received,
data transmission administering unit 111 of IP server W extracts the
15 password and the user ID from the GET request, and transmits to
authentication unit 112.
Authentication unit 112 reads out from personal identification
database 113 the password corresponding to the user ID transmitted from
data transmission administering unit 111. Then, authentication unit 112
20  determines whether the password read out and the password transmitted
from data transmission administering unit 111 accord, and transmits the
outcome of the authentication to data transmission administering unit 111.
Then, data transmission administering unit 111 provides a service only
when the user is determined to be the authorized user as a result of the user
25 authentication.
In this case, the authentication method can be altered whenever IP
server W provides a service for the necessity of ensuring security, or user
authentication can be carried out only by personal identification

information. Also, the configuration of transmitting biometrical



information. Al so, the configuration of transmtting bionetrical F0448/ 3136
30 information such as fingerprints instead of the password is possible as
wel |, ii) FRet836b In this nmethod, the user is pronpted to input the user
ID when nobile unit M5 transmits personal identification information, and
user 5 authentication is carried out by transmtting the user ID inputted
by the user and personal identificatign information to IP server W In
this case, a box for inpuiting the user ID is added to the image displayed
on |i qui dIRIOFEREIONGUSH %g/%lﬁgemﬂmtsznswﬁadn%fbﬁheepmwondssmsglblﬁzqs wiehl. t he
above-rrent.i)%aetﬂoﬁéep S3 of Fig. 11. Fig. 19 is a diagramshow ng to an
exanmpl e oflt gt Be di splayed on liquid crystal displaying unit 24 of

o N . P ! .
D, and hits thellt VRCRELrn, bt SRS S ACing MM STPRaL Uo7
di spl ayedm@mid it IMS wainkmits perdBibill fietificdior riﬁﬂ@*ﬁaéﬁoﬁ?‘érﬁigﬂéﬂ DS6

or D2 to which the inputted usei ID and personal identification
i nf or it i antheneicatidrds cRimged 8ut BiydramgmittingohelusepdExaputtedhbipithetisen

network MPN. On the _other. hand, an | P,server W data transm ssion
adni ni st eRnd@erspnal idantidcation infosamatipmto IBsgryes Wati on i nf or mati on and

th ID f =T t 0SB . 2 dt 1St thent i cat i

ani t 112, 20 ActHeHt S28pol, bgw ot inpurtpetBs def Lt St HPEAMERE on '« ne
basi s of reatt ol : > 1 . preat i
172 1 eads g g B AN Lry el TS lag g ARAE DY CRObISHIENS TEiE Thay™

i denti ficat tienabovd-anertionmsd Stp 8SpeMHingl 1.0 Fie 1Ses al Mapranssidwask f rom

data transm ssion adm nistering unit 111, and determ nes whet her the
per sotal 2B eaxdeplefofcte tmaganidisplayedrombiguid ecrystad alisplayiegirfit 24t 0bn
accor o THIDILE GRS T4 GEmi PUIEES SFASE Ao e WETaBPNEn PRYBFT B§Cbut core
to Jata JDRARTHIR MR PARIMIsSIGH bl Whilk the iR e HARATHe Rgure is
displayed, controlling unit 21 of mobile unit MS transmits GET request
DS6 or D2 to which the inputted user ID and personal identification
15 information are added (Fig.13, Fig.14) to mobile packet communication
network MPN.
On the other hand, in IP server W, data transmission administering
unit 111 extracts personal identification information and the user ID from
GET request DS6 or D2, and transmits to authentication unit 112.
20  Authentication unit 112 carries out user authentication on the basis of the
transmitted information. Specifically, authentication unit 112 reads out
from personal identification database 113 the personal identification
information corresponding to the user ID transmitted from data
transmission administering unit 111, and determines whether the personal
25 identification information and the personal identification information
transmitted from data transmission administering unit 111 accord. Then,
authentication unit 112 transmits the authentication outcome to data
transmission administering unit 111.  Data transmission administering unit

111 provides a service only when the user is determined as the authorized




Il provides a service only when the user is determ ned as the authorized
F0448/ 3136 31 wuser as a result of user authentication. Ensuring user

aut hent i catf0é#8/d6ones possi bl e not only by using personal identification
i nformati on, but also by using other authentication nethods along with
this method in this manner. In particular, with regard 5 to a service
pertaining to the property of the user guch as "net banking", it 1is very
effective to carry oyt tt43er aut henti cati on using nore than one nethod, as
opposed touéélfﬁl%/ﬁrﬁ@ﬂﬂhp WSeF aulkienEisatioft i on on the basis of personal

i dentification in&ﬁrmation alone. 10 <Mbdi fication Eﬁfrrple 4> Fig. 20 is a
bl ock di agram sho ﬁ@?géJS@Brﬁqtg?ﬂté%tbﬁ’P CRPMS BOsgIRiG noE onlyby msipgesent
nodi ficati | ' e nt.s in the figure,

Wi ch are PRsarF iticARaF nRh AT alo By Sl TR hel hul RS 4108
characteri gtd ' | i fi ' ' Iy MS
IS equi ppegidvtmﬁ?ﬁgg{dl\r/lﬁgﬁ%?gﬁr ggggﬁgﬂr}]mp? %ﬂ?gq%%ﬂﬁ%‘ét ﬂakﬁl R%&é%ﬁféi&ﬁx{eﬁ%&
Modul )5 2000 a(seevieerpdrtaning' tortlee paopérty ofathier esdrafueth &s “nél bnkingnditi s
used by being connected with UM At this stage, UM 2000 is a nodul e

cont ai ni nglss ¥EEY i Hfethv itoncamepehtuses authenteatienchsiag poorehehamndre shi p
nunber of t%éégr. Contﬁrgﬁl}i ng unit 21 of nobi +le unit M 2 exchanges the
data with O 85 PRYSEE ¥ GREYINgs0UL H§eF hgRUCatigR o dhet basishahge
servi ce of ,enRbiLheiR3 Rgm}tm 3] work MPN. Also, in the present
rmdificatign POI’II nsitigénaée, t eh?rrlg%)glpaslﬁﬁ%' nunber is issued for each UM
2000 as SIMof GSM (d obal System for 25 Mbile Comrunications), and
charging is carried out to each UM 2000. Next, U M 2000 will be expl ai ned
i n gr ek er <Modificatingixampleda bl ock di agram showi ng the configuration of
U M 2000. As shown in the fjgure, U M 2000 consists of CPU 2001, external
|/F unit 2002, 230318 aﬂﬂc%og@graﬂh skepirag) thgosontiguration of mobile

unit MS 2 of the present modification. Identical codes are given to the
elements in the figure, which are the same as those in the above-mentioned
Fig. 7.

15 As a characteristic configuration of the present modification,
mobile unit MS is equipped with UIM interface unit 26 to connect UIM
(User Identity Module) 2000 (hereinafter, “interface” is abbreviated as
“I/F”), and is used by being connected with UIM. At this stage, UIM
2000 is a module containing some information inherent to the user such as

20 the membership number of the user. Controlling unit 21 of mobile unit
MS 2 exchanges the data with UIM 2000 by UIM I/F unit 26, and receives
the packet exchange service of mobile packet communication network
MPN. Also, in the present modification, for instance, the membership
number is issued for each UIM 2000 as SIM of GSM (Global System for

25 Mobile Communications), and charging is carried out to each UIM 2000.

Next, UIM 2000 will be explained in greater detail. Fig. 21 is a
block diagram showing the configuration of UIM 2000. As shown in the
figure, UIM 2000 consists of CPU 2001, external I/F unit 2002, ROM 2003,
RAM 2004, and EEPROM 2005.



F0448/ 3136 32 External I/F unit 2002 relays transm ssion and reception of
the data between CPU 2001 and UMI/F unit 26 of nobile unit M52. ROM 2003
is a fixedftdBfB32§6 and stores the controlling programand the program for
anal yzi ng, executing, and responding to the controlling 5 command provi ded
by nobile unit M5 2 along with data adm nistration. CPU 2001 controls each
unit of U M 2000 by executing the proggam stored in ROM 2003. RAM 2004 is
used as the work area of_ CPU 2001. In, EEPROM 2005, are stored information
i nherent to user £xedal Kt weit 200dh sekysptransmession Ayl re¢eptian idh thech as

Laﬁv? e 190 ?vrvs?{a#ﬁﬂ@é@béﬁgﬁa@éﬁ?&ﬁsﬁ@@ﬁe@?{‘ﬂeﬁﬁiﬁﬁlﬁ(ﬁﬂ |
(o char ged ALbarar ira eEgh iR SMfres” e Kol roBharh (FRA e S50

I's not chaggedam T6F OMealyyifg,f @Reéd’tﬁl%,afmdl%ﬁﬁmdiﬁg Whethed ¢&stySHing or
transm ssion~1s received. Hence, in the comunication system which places
a servisce cymnpadapmorideddyt mabild MniaMS$ i nheng veske datawdirhimstration.

downl oadi 28 i dentical contents fraudul ent(ld by a plurality of nobile
units M5 2CBH 20081 sasireloeach wnit@f UBM, 20QQbyexegutingthe fragramestiored U M

2000 i | ' 2 di f.i cati on, fi ti

s such | id Roug, 2005 CRABL 004" S8R} of dn8 Stk e AT CRT At 0"
U M 2000 (¢ t b | ; hal U 0"

per sonal 1 GRRRTYEA00oh. Pt Gl na ifofmatioh inRffen?l (o 4SERY oBbh Y H00r of

nobi | e unimeberahipneumbersidirf irformation swgaag the sehial apenbet ofiSUTM t he
present 25 nodification exanple, the portions different fromthe
above-10ent2@Mkd enbodi ment are explained. First, in nobile unit M5 2 in

1'% S6 Shown i n FiAf (13 SigeeABTiELTe SRUATS BIRRHRTOER Fabbils MBIt 1 s 2
GET requesfp {f}val 9 sfmk DfithSse frhnsmit character contents, music contents and
so forth. A fee for these services is charged according to the contents of
these services; therefore, a user is not charged a second time for the same
15 service when a request for transmission is received. Hence, in the
communication system, which places a service charge according to a UIM
as in the present modification, downloading identical contents fraudulently,
by a plurality of mobile units MS 2 on the basis of a single service charge
by using identical UIM 2000 is possible. Hence, in the present
20 modification, the configuration is such that user authentication is carried
out by information unique to UIM 2000 (in the present -modification, “the
serial number of UIM 2000”) as personal identification information as
opposed to by the serial number of mobile unit MS2 alone.
Hereinafter, with regard to the operations of the present
25  modification example, the portions different from the above-mentioned
embodiment are explained.
First, in mobile unit MS 2 in the present modification, the same
process as that carried out in Steps S1~S6 shown in Fig.11 is executed.

Then, when mobile unit MS2 transmits a GET request in Step S7 in Fig. 11,



F0448/ 3136 33 CPU 211 requests U M 2000 for transm ssion of the serial
nunmber of U M 2000. CPU 2001 of U M 2000 reads out the serial nunber from
EEPROM 200B08/3113¢ transm ssion request for the serial nunber is sent from
nobile unit MS2, and transmts to nobile unit M52 via external I/F 5 unit
2002. Then, CPU 211 of nobile unit M52 transmts a GET request to which
the serial nunber of U M obtained fromEHI M 2000 is added to nobile packet
comuni cati on network MPN along with the serial nunber of nobile unit M5 2

read out fCPU ROV 2Gdests RUREr 2600 Yo s @i sgioh dothés@lriAuhliaBer GRUPY ON
the basis of the serial nunber of nobile unit MS 2 and the serial nunber

of U M 200208QdedCPV 1201t réiMe 200 sreads esut t thet serimk muoynteantfesin of

per sonal |§lﬁgﬁéw ti daf abase 113 of IP server Wis altered as shown in
Fig. 22. | astthe transmusp1qiurpeuesdf forothiel scriali nuviber Bndenthe

serial nu r_of UM are red, 15 as .personal..identifjcation inforpation
corr espongﬁﬁgl 11160}%12%”“&%&%#)’@“ i&i‘PﬁHHf% &%W@‘:ﬁllﬁmﬁ MS deacsHeraal Wit her
the twy seph@boparbers transmtted fromnobile unit M5 2 and infornmation
stored in personal identification database 113 accord, and determ nes that

aut henti cat i on haFherlje€PUs 24¢esh mdbitbarmit MS226aRdfits 20 FETOFCH NG i@ t he

present nodification, the configuration is such that user authentication
i s carri edwbigh the seriad mombenlof UM sebtamedhdndrar UdIM 2060 risbaddedinot  but

hi's. manndRobREREKe CRRFMERIGHLosReaY Ay MERR oni wtomensadnamber
cutherts 46 ARG, $A5.7 Sek e 3P ML LS SORENT 3R SRy 2
such a9 Uhider SN 3atford dn@he!BRis of the serial number of mobile unit MS 2
and the serial number of UIM 2000 added to the GET request.
As a result, the memory content of personal identification database
113 of IP server W is altered as shown in Fig. 22. In other words, the
serial number of mobile unit MS 2 and the serial number of UIM are stored
15 as personal identification information corresponding to each user ID.
Authentication unit 112 determines whether the two serial numbers
transmitted from mobile unit MS 2 and information stored in personal
identification database 113 accord, and determines that authentication has
been successful when they accord.
20 According to the present modification, the configuration is such
that user authentication is carried out by using not only thé serial number of
the mobile unit but also the serial number of UIM as personal identification
information in this manner. Hence, simplicity, certainty, and
trustworthiness of authentication can be ensured not only when calculating
25 a service charge according to the mobile unit, but also for a system

according to a module such as UIM.



1. A user authentication nethod conprising: a reception process for a
cellular termnal belonging to a first network 5 to receive data fromsaid
first net k9dK8/3B3€det ecti on process for said cellular terminal to detect
whet her a specific data string exists in data received in said reception
process; a transm ssion process for said cellular terminal to transmt
personal identification information f@gg identifying a user pre-stored in
said cellular to termnal with certaint only when said data string is
determined to exist in said det ect(i:bﬁ\leScess; a forwardi ng process for a
rel ayi ng device which relays transm ssion and reception of data between
said first network and a second network to forward personal identification

informatign t ' ' I o termnal to said second

net wor k; and éﬁ%ﬁa&iﬁﬁtgﬁmﬁmﬁ?%@@sdg%@#mlgger ver being connected to said
second net }"Dh"’rebegﬁb}ﬁ heptesafdt AcolAlarbrmidhal t{;@bhgi@r td &' fitshHetRorkhe
basis of said personal identification information. 20 2. A user

aut heng i cad ireceivetdatal froomeadi figst wet®@ikn 1 wherein said cellular termnal,
in said transm ssion, process, transmts said personal identification

information i A detestiont progesshiemmsaid ellulae depménald toydeteot cebetdiemea t han
sai d server; erein said.server, aii d ayt hentication process,

d i
deci pher s SB&f i dHaMHng £XISES 4R qt?‘iregl{"]ir‘l'sa On¥add FEETRIHOD RRACESSt hent i cates a

user of said : ! i r ¥ . fhhcation
i nformation. ge&aﬂu@fesrs léarﬁmﬁﬁscgit}i %ér}arré@ ﬁ%lgr gércor |lﬁ§ ﬁ‘gﬂ@nét: &gﬁg(#%a}t her
conpri si ngdentificApse inforaeaion for identilfyigg ay user pryisestelidinseatceliaran
address of F0448/3136 35 said server in Said second network in accordance
Wi t h #0 r eteresinal waith sertdintyedhly whemnesaidrddta sitingdb deserinainedt to exist in
cellular termnal .receives in said reception process is data corresponding
to a sear SAGLUIEEHENIYOSCSSsult of a search

a forwarding process for a relaying device which relays transmission
and reception of data between said first network and a second network to
forward personal identification information transmitted from said cellular

15 terminal to said second network; and

an authentication process for a server being connected to said second

network to authenticate a user of said cellular terminal on the basis of said

personal identification information.

20 2. A user authentication method according to Claim 1
wherein said cellular terminal, in said transmission-process, transmits
said personal identification information in a format, which cannot be
deciphered by devices other than said server; and
wherein said server, in said authentication process, deciphers said
25  personal identification information, and authenticates a user of said cellular

terminal on the basis of the personal identification information.

3. A user authentication method according to Claim 1 further comprising:

a search process for said relaying device to search for an address of



5 carried out by said relaying device in said search process. 4. A user
authenticagi {}% t6hod according to Caiml wherein said data is witten in
a mar kup | Hg > and wherein said data string is a specific identifier

contained in said data. 10 5. A user authentication nmethod according to
Claim1 further conprising: a determ nation pronpting process for said
cellular termnal to pronpt a user of i85elf to determ ne whether said

personal identification..informatjon.can be transmtted only when said data
String is SOKeITRER f4id secqnd BelWArk N ccserdaniseoiifh doegsiestuhentsi saidai d

cel lul ar t?émlfﬁ?lt rrhﬂ] §ai d transm ssion process, transmts said personal
identificatron’i n?orma ion only when a perm ssion of the user is obtained

in said determ 41N ¢ B0 | _RY; DT A hent ion net hod
according to gwg?%lg \?\ﬁgr giafnEll gg}cg (%gﬁléf atr%Prpg?ar%i ﬁ%@o?ﬁq}s}a?%ddigé?ﬁlﬂﬁti on

pronpting proceseds dada spreespoadingreger seaihoolicdi€ d4S8resuldeseh Ndadth on
and pronpts the user to enter input identification informtion;, wherein

sai d cdl | ufariedepw ypsaid relaying devineihswiidsearabcpaxess.r ansnits 25 i nput
identification information inputted by the user along with said personal
identification information; and wherein said server, in said authentication

process, Ccarripe . i I he-basis of personal

i dentifi caﬁtﬂ"l or/1x ??1 orurrtgt%ﬁgﬁaﬁglﬁﬁ%o@%%@&ﬁgéﬁgﬁlﬁgﬁsﬁd ssi on process and
sai d input i damhéxfe‘iﬁ@hi@aaﬁ%%ﬁ&éa%%nilznikg ' U user

aut hentication nmethod according to daiml E’plt%hggagg’rr%w\si ng a

transm ssi on pvberess shit dstai dringriser sperific idestificricogtainedtindatia daad
pronpt said cellular termnal to enter input identification informtion
after 19sai d authentication process; a process for said cellular terninal

whi ch recey veg gald iRBcAR method according to Claim 1 further comprising:
a determination prompting process for said cellular terminal to
prompt a user of itself to determine whether said personal identification
information can be transmitted only when said data string is determined to

15  exist in said detection process;
wherein said cellular terminal, in said transmission process,
transmits said personal identification information only when a permission

of the user is obtained in said determination prompting process.

20 6. A user authentication method according to Claim 5
wherein said cellular terminal, in said determi-nation prompting
process, displays an image to prompt the user’s determination, and prompts
the user to enter input identification information;
wherein said cellular terminal, in said transmission process, transmits
25 input identification information inputted by the user along with said
personal identification information; and
wherein said server, in said authentication process, carries out user
authentication on the basis of personal identification information

transmitted in said transmission process and said input identification



transmtted in said transm ssion process to pronpt a user to input said
input identification information on the basis of the input data; 10 a
second trah@hB8dBén process for transmtting input identification
information inputted in said process for pronpting input; and a second

aut henti cation process for authenticating a user of said «cellular term nal
on the basis of said input identificatigen information transmtted in said
second transm ssi.on process. 15 8. A user authentication nmethod according
to O ai m UnfpER@liANsaj d personal identification information is a serial
nunber of said cellular termnal. 20 9. A user authentication nethod
according to Claiml wherein said personal identification informtion

consi sts a i i i I i I m nal and
Cifornation A SRTAEAGRRn fAARbA AccOHURE o Iat LAGEher OTRLS Witk
said cellular a traneimgdion 5rotlss foriseid astveeorChhdit kgg to
Caim1l wherein said fi rst%ﬁnet.vmrk is a nobil ercommn} Eﬁglgqgﬂnﬂgta\%fﬁa and
wher ei B sgirompt] said aelludamienainalstcaemtebiihpulidentifidation oeforimesicnubfter
conmmuni cati on vi.a sai d nobile conmmuni cati on network. F0448/3136 37 1 | A
communi catSedh ABhQILIGAHORPTOSESSy: a cellular terminal for transmitting to

wth certainty Bosss erQor ol st it Rt TetRy Rosail ingutidasd  om a
! oL eS8 MAALIGH FoP Sl prB S A S0 i
net wor k whdentifisationnefdrethtivn on she asisroft thedhpat Hate;a a  rel ayi ng devi ce;
and 10 a second transmission process for transmitting input identification
information inputted in said process for prompting input; and
a second authentication process for authenticating a user of said
cellular terminal on the basis of said input identification information
transmitted in said second transmission process.
15
8. A user authentication method according to Claim 1
wherein said personal identification information is a serial number of

said cellular terminal.

20 9. A user authentication method according to Claim 1
wherein said personal identification information consists of a
combination of a serial number of said cellular terminal and information
stored in a user identification module which is connected with said cellular
terminal.
25
10. A user authentication method according to Claim 1
wherein said first network is a mobile communication network; and
wherein said cellular terminal is a mobile unit, which carries out

communication via said mobile communication network.




10 a server which is connected with said second network for carrying out
aut henticatjon on the basis of said personal identification information.

12. A cel | §P4#8/8E¥ni nal conprising a comuni cation unit for carrying out
comuni cation with others via 15 a first network; and a controlling unit,
by carrying out conmunication, via said first network and a second network
bei ng connected with the first network,smwith a server in the second

net work by said conmunication unit, for reading out personal
identification information fromnmenory installed in the cellular 20

th the cellular termnal, and transmtting

term nal ofqa Kgﬁﬁl ﬁﬁnn ct ed

t he person ﬂ'i PHPRAIGA00T; SYSHRGQMBRr I8 ai d server via said connecti on,
when data cont aiu ifil £,d I is received fromthe server.
13. A program %aét}%slpﬂaglaéélgg@p%tgorr %ﬁéﬁﬁ@iﬁé:wﬁa’zﬁf gl’rrétcé@éwwnf(sr esasanalbout
personal i fiimtifidatian @iforMaQoAThT To¥rt ' e cel lular
termnal or menory connected Wt hg%br{giﬁltﬁ:r%% Fﬁ@rcgﬁgﬁr&ﬁéapggah%%&gﬁg%ti ng
t he perisonaltermasalj by aeceiving rfata fedmom firat rﬁ@@v@r]@,eﬂé’t%fmminﬁa%etper a
comuni cat i oqr}:;éfni by carrying out conmunication, via a first netwrk and
a second nHGBHK R YrEgneastsetn e Hatae andr enlyrodwsy 84id6dag sHehPOIK,

wth a ser I econd network by a commrunication unit, when data
cont ai ni ngd'%téglgg&%¢focé F’a string is received fromthe server. 14. A

recordi ng mediUpsdd iddgw g r i ng. onputer to execute a
process of reading out pgrﬁg%g{&l {egplhﬂlé%%ﬂogﬁ{h ﬁg&fﬁﬁﬁn‘éﬁtwp% Yéndry
install ed Iieiay;ingejdvtild:@rand erm nal or nenory connected with the cellular
termnal, and transmtting the personal identification information to said

serverlOby sai @ saryenwlichis canoedted byithesraﬁd/isegowfneomﬂvﬁ'bxc@éﬂrgfhb%}bu?

communi cat ?{]1 10$P3nit, v'ba a fi rfst .network and a second networ i ng
connect ed WRFGAIOR Ppdhe basisnisaidinersenalddestificatiphdnfemationet wor k when

data containing a specific data string is received fromthe server.

12. A cellular terminal comprising
a communication unit for carrying out communication with others via
15  a first network; and
a controlling unit, by carrying out communication, via said first
network and a second network being connected with the first network, with
a server in the second network by said communication unit, for reading out
personal identification information from memory installed in the cellular
20  terminal or a memory connected with the cellular terminal, and transmitting
the personal identification information to said server vié said connection,

when data containing a specific data string is received from the server.

13. A program causing a computer to execute:

25 a process of reading out personal identification information from
memory Installed in the cellular terminal or memory connected with the
cellular terminal, and transmitting the personal identification information to
said server by said communication unit by carrying out communication, via

a first network and a second network being connected with the first
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network, with a server in the second network by a communication unit,

when data containing a specific data string is received from the server.

14. A recording medium storing:

a program for prompting a computer to execute a process of reading
out personal identification information from memory installed in a cellular
terminal or memory connected with the cellular terminal, and transmitting
the personal identification information to said server by said
communication unit by carrying out communication by a communication
unit, via a first network and a second network being connected with the
first network, with a server in the second network when data containing a

specific data string is received from the server.



