WO 2020/098837 PCT/CN2020/074247

100

1/26



WO 2020/098837 PCT/CN2020/074247

202 204 206
Particihant A / Parficipant B / Participant C /

N
b,
<
N
ek,
<3
N
s 3
<2

i
]
1;??2%
]
)

]

hN
200
FIG. 2
;@0
Benficiary R
Bank oA
7 N
306 308 *@/ S
P Issuing
o Bank
Cloud node
FIG. 3

2/26



WO 2020/098837 PCT/CN2020/074247

- -~

-

Trusted Compufing Module 420

Trusted Timing Module 422

Computing and
Trusied idenfity Module 424 | ™\ Connectivity
Component
Router
426 45}8
A
zf?g
I Blockehain Network |
| |
| 410 42
: \ !/‘ /‘ I
| ' |
| Blockchain | Blockchah | 1
! node | T node i
| |
| |
L |
FIG. 4

3/26



WO 2020/098837 PCT/CN2020/074247

900

J

1 standby letters of credit
fable Shic {

shicNo:string;

shicTypestring;

issueBankCode:string;

beneficiaryBankCode:string;

maxAggregate Sum:Balance;

maxAggregate SuminWord:string;

principalstring;

borrower:string;

expiryDatetime: ulong = 0; /lexpiry datetime, utc time
effectiveDatetime: ulong = 0; / sblc effective datetime ,utctime
remainAggregateSum:Balance;

fotall oanAmount:Balance;

actionNolist: [SbicActionNo];
status: string; }

FIG. 5
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1500

Raceive, from a compuling device associated with an applicant, an application of a
guarantes made by at least a first quarantor fo a beneficiary, whereln the application 1502
indudes information associated with an identity of the applicand, an idenfity of the 1
beneficiary, and one or more predetermined conditions of execiting the guaraniee

A

Genarale a digital vers(ian of Ehs: guaramag hgseﬁi on the information 11504
included in the application

Encrypt the dighal version fo generate cyphertext of the quarantes 1 1506

{enerate one or more zeroknowledge proafs {2KPs) related 1o one or more 11508

values associated with the quaranies

Send the cyphertext of the guarantee and the one or more ZKPs to a blockehain
network fo store the cyphertext of the quarantes on a Hlockchain, wherin the cypheriext
of the guarantes is stored on the blockehain through consensus of blockehain nodes of 11510

the blockehain network after the one or more ZKPs are sucosssfully verified
by the blockehain nodss

FIG. 15
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1600
7

Receiving module 1-1602
Generating module 1-1604
Encrypling module 1606
Sending module 1-1608
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1700

Receive a cyphertext of a digital document specifying a quarantes from a first compuding

device associated with a first quarantor and one or more zero-knowledge proofs (ZKPs)

related o one or more values associated with the quaranies, wherein the guarantee s &7 1702

made by the first guarantor fo a beneficiary, and the digital document specifies one o
more predetemined condifions of executing the guaraniee

Yarify that the one o more ZKPs are coradt L1704

3

Upon venfying that the one or more ZKPs are correct, store the cypheriextio a 1706
blockchain based on performing & consensus algorithm I

¥

Recaive a first message from a second computing device associated with a beneficlary
or a represaniative of the benefickery, the frst message indluding an 1~1708
acceplance of the quarantes by the beneficiary

Update a status of the guarantee to indicate that the guarantes has been 1710
acoepted by the beneficiary !

FIG. 17
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; 800
Receiving module 1-1802
Verifying module 1-1804
Storing module 1-1806
Updating module 1-1808

FIG. 18
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1900

Receive a cyphertext of a digital document specifving a guarantee and one or more zero-knowledge proofs

{ZKPs} related to one or more valies associated with the guaraniee, wherein the quaraniee is made by at - 1802

eas & first guarantor fo a beneficiary, and the digiial document specifies one or more predefermined T
conditions of executing the guaranies

i

Varify the one or more ZXPs

%

Upon successfully venfying the one o more ZKPs, store the cyphertext fo a blockchain based on ) s 1806
performing a consensus algoritm

¥

Receive a drawdown request of the guarantee from a first compuing device associated 17 1908
with the beneficiary or a reprasentative of the baneficiary

. - 1910
Store the drawdown request to the blockehain based on performing 2 consensus algorthm 1 e

!
Deliver a first message about the drawdown request to a second computing devics associated 1912
with the first quaranior i

+

Receive a second message from the second computing device associated with the first uarantor indicating 1014
that the first guarantor agrees fo make 2 payment to the beneficiary acconding to the guarantes ’

%

Update a status ofthe guarantee stored in the biockehain to indicate that a drawdown request of the ~1916
guarantee has been processed by the first guarantor ’

%

Deliver a third message to the first compuling device associated with the bensficlary or the representative 1918
of the beneficiary indicating that the first guarantor agrees to make the payment lo the -4
beneficiary according to fhe guerantee

¢
Recsive  fourth message from the first computing device associated with the benefiiary or the representative - 1620
of the beneficiary indicating thatthe payment from the first quarantor has been received by the beneficlary

!

Update a status of the quarantee stored in the blockchain to indicate that the payment of the quarantse 1922
has been recelved by e beneficiary i

11904

FIG. 19
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2000

/
Receiving module 1-2002
Verifying module 1-2004
Storing module 1-2006
Delivering module 1-2008
Updating module 1-2010

FIG. 20
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2100

Recaive a cyphertext of a digital document specifying a guarantee and one or more zero-knowledge procfs
{ZKPs) related to one or more valties associated with the guarantee, whereln the guaraniee is made by at - 21 ()2
least a fist guarentor to 2 beneficiary, and the digtal document specifies one or more predetermined ]
conditions of axecufing the quarantee
Varify the one or more ZKPs v 2104
Upon successiully verifying e one or more ZKPs, store the cypheriext fo a blackehain based on | e 2106
performing a consensus agorithm
Receive a first message from a first computing device associated with the beneficiary or a represenative i 2108
of the bensficary indicating thers is no oulstanding dlaim for the guarantee
Send a second message {0 & second compuling device associated with the first guarantor fo confim that i 21 ‘i G
the firs! quarantor is discharged fom undertaking payment under the guaranies
Receive & third message from the second computing device assaciated with the first guarantor requesting ) 21 ’f 2
astatus of fhe guarantee to be changed to expired
Update the status of the guarantae stored in the blockehain to indicate that the guarantee has exphed 1 2114

FIG. 21
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i.?@@
Receiving module 12202
Verifying module L2204
Storing module 1-2206
Sending module 1-2208
Updating module 1-2210

FIG. 22
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2300

Receive a first cyphertext of a first digital document specifying a guarantee from a first computing device
associzted with ot least a first guarantor and one or more zero-knowledge proofs (ZKPs) related toone & 2 3 Q 2
more values associated with the quarantes, wherein the guarantee is made by the ai least a firs! guarantor -
to a beneficiary, and the first digital document spacifies one or more predelsrmined
conditions of execufing the guaraniee

12304

Verify that the one or more ZKPs are comect

Upon verify that the one or more ZKPs are correct, storing the first cyphertext b a blockehain based 1 2106
on performing a consensus dgorithm

A4

Raceive a first message from a second compuling device assodiated with a beneficiary or a representative e 2 108
of the beneficiary, the first message including 2 reguest to modify the guarantee |

X

1-2310

Send a second message about the request to modify the guarantee o the first computing devics

¥

Receive fram the first computing device a sacond cypheriext of a second dighal document specifing the ) 3 19
guarantes, the second digital document representing a modified version of the first digital document in <
which the modification was made based on the request

FIG. 23
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2400

4
Receiving module L2402
Verifying module 12404
Storing module L2406
Sending module 1-2408

FIG. 24
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2500
Recaive a cyphertext of a digtal document speciiying a quarantee from a first computing device asscoiated
with atleast 3 first guarantor and one or more zer-knowledge proofs (ZKPs) related o one or more values 9 502
associated with the guarantes, wherein the guaraniee is made by the at least a first guarantor o a -
beneficiary, and the digtal document specifies one or more predetermined
conditions of execuling the guaranies
Verify that the one or more ZKPs are correct 1 g 2504
Upon verifying that the one or more ZKPs are comect, store the first cyphertext to a blockchain ) 25@5
based on performing a consensus aigorthm
Recaive & first massage from the first computing device associated with the at least a first guaranior, the e 2508
first message including a request te cancel the guarantee ’
Store the request to eancel the guaraniee in the blockchain L 25110
Send a sacond message fo a second computing device associaied with the bensficiary or a representalive ) 25 12
of the beneficiary, wherein the second message includes the request to canced the guarantee
Receive a tird message from the second computing device associated with the beneficiary or the 9 51 4
representative of the beneficiary, whersin the third message includss a confirnation that the 1
beneficiary accapls cancefiation of the guaraniee
Update 2 status ofthe guarantes stored in the blockchain to indicate that the guarantes has bean canceled L 2 5 1 6

FIG. 25
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2600
7

Receiving module 12602
Verifying module 12604
Storing module L2606
Sending module 12608
Updating module 12610

FIG. 26
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receive, by a bicckehain node of a first blockehain network, & cross-chain request for relaying a cyphertext
of a digita document fo a second blockehain nefwork, wherein the cross-chiain request is sent from a first
computing device associated with a first quarantor, the digital document specifies a quarantee from the first - 2702
guaranior and one or more predetermined condifions of executing the guarantee, and whereln the guaraniee .
is made by the first quaranior to a beneficiary, and the digial document specifies one ar more
predetermined conditions of exscuting the guarantee

¢

store the cross-chain requast and the cyphertext to a first blockchain associated with the first s 2 ?Q4
blockehain network hased on parforming & consensus algorthm ’

k-

receive a message from a second computing device for relaying information between the first blockchain 2?@ 6
network and the second blockchain network, the message includes a confrmation that the guaraniee is -
accepted by the beneficiary and stored on a second blockehah associated wikth the second blockchain nebwork

%

update a status of the guarantze fo indicate that the quarantes has been voided on the fist blockchain 1 2708
FIG. 27
2800
J
Receiving module 1-2802
Storing module 1-2804
Updating module 12806
FIG. 28
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