METHOD OF AUTHENTI CATI NG A CONSUVABLE BACKGROUND OF THE | NVENTI ON 1.
Field of the invention. 5The present invention relates to an inaging
device, and, nore particularly, to a nmethod of authenticating a
consunabl e used in an i naging device. 2. Description of the related
art In"the'imaging arts, a consumable is an itemthat is used by
t he i magi ng device during i in%. One exanple of a consumable is a
supply item such as fiHlds EAUTHENVICATENG ANDONSEMIABYL.Ean i nk | et
printhead cartridge, a toner tank, or el ectrophotogaphic process (EP)

cartridge, that contains a BueRGROVNIPOF! riBgt ance, such as
"for exanple ink or_toner, that is consune uring an imgi ng process.

Exanpl es of sdch aﬁexdr?ﬁgwﬁ’&""ﬂ@?f ce include an ink jet printer and/or
copi er, or san el ectiieqpiei:ogicaihirdatsith B BiasRB AL %ﬂpin%;pm%ﬁll%ri}@to a

&)

i mging with the i i.ng.devi ce, the anpunt of. the i maging
substance is Bﬂéag'ﬂogggag‘.the%fﬂ@,ga&@ﬂ?&%‘ﬁ%‘“@ﬂ@@%é@%gi ng substance
supply of the2suppPsscriptiondf theerlitadiatted, the supply itemeither may be
di scarded or may | she le“Q ' i.nq hstance., Ln either
event, the COI’lSl_JITEt?jI‘ﬁ tﬂﬁcﬁ%@%%{% %80 a ngfvc\/qg;%lplsl i/fi%{fls WQ@WW&‘%%@&H&% in
order to cont P¥iRg inpgieg. rfone example of a conswyehie i ssupplp tterl siich ak for exardole] @ a
et hod of 19Ut BRI Rk GRS Coaril § A5icP1atl) B YA B SIS e
in an i magi ng dev%;’lg(%P S MVAR@ %ﬁ% | E IN%%N%'I ) taﬂlg & e %rhéétégéﬁmc
i nvention prot°tEd )n_@m"’éﬁﬁ’ Bt QEEHeATRRY Phep Bnagis subsiabtee sibed fm an
i magj ng devi cexamplyEhieoritohes at  Bonsinibd Aithg! A AL RS, BRIRESEfubh &
met hod of aut ﬂx?a@-ﬁ:'g%%&qu&eanink Jet printer and/or copier, or an electrophotographic printer

and/or copier. During imaging with the imaging device, the amount of the imaging

15 substance is depleted. Thus, eventually, once the imaging substance supply of the

supply item is exhausted, the supply item either may be discarded or may be replenished

with imaging substance. In either event, the consumer must provide a new supply of

imaging substance in order to continue imaging.

What is needed in the art is 2 method of anthenticating a consumable, such as a
20  supply item, used in an imaging device.

SUMMARY OF THE INVENTION
The present invention provides a method of authenticating a consumable used in

) an imaging device,

(‘ 25 The invention, in one form thereof, relates to a method of authenticating a
consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring usage of the consumable; determining whether the
consunable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an

30  authentication code signifying the renewing of the consumable; and storing the
authentication code in the memory.

In another form thereof, the present invention relates to a method of

authenticating a consumable used in an imaging device, including the steps of providing

the consumable with 2 memory having an authentication code stored therein, the
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consunabl e used in an i magi ng device, including the steps of

provi ding the consumable with a nenory; nonitoring usage of the
consunabl e; determ ni ng whet her the consumabl e has reached a usage
threshol d; and, if the consunmabl e has reached the usage threshol d,
then performng the further steps of: renew ng the consumabl e;

enerating an e t he renew of .the
gonsumabl g ﬁl o{ritlglnegh% ﬁ%’t‘ %mta’ﬁ%n?w%gﬁggéﬁn%%n&gl °F SRS AE .°°de

| n anot her fobawdtqmearse@ﬁt Jlocated mdhedmeging dem@mduﬁwmmn@toe@m&nememwm@d of
aut hent i cati nge %ox%ﬁﬂ%fﬁ%h Q:ohnigé?ﬂ%'t}{é meﬁﬁ@@dnn&agi%%e vérfg)ﬁﬁé’jgc;dggwt he

steps of providing the consu a nmenory havi
aut henti cat i oiiPt%H’éW%tBﬁ’f&?fﬁfk?@Fléﬁﬂha“thoﬁéﬁ 1 aut henti catl on code

si gni fyi ngsa renewgl angthert REmC Magbiaiy %res@@rlﬁi‘cﬁﬁdnngelﬁesvﬁ)r laf kil Gede
based on a secret | qcated in the {mging device and i nformation

stored in t he®™fReHRIES CoRFE=bls K FReas TB2Eing (gVies gl R o ftpps of providing
aut hen]tl cat i othe CRA®mAblE hv%q‘lt}he m&{\dﬁgf \YpemGRfie fiex fadval ot nee \Whethis; t he
renewal was a n er for er e presen

i nvention rel getngr%rwgoa %S 8@% @ﬁ‘ﬂ@ﬁ@“ﬁ& ﬁﬂ r?eggh@ﬁr?é’ﬁf'%hﬁééﬁ in
an i magi ng dewitheaticationdodefinriy ndrersifépsomimpiovi di ng t he consumabl e
with a meqgry; pefg %H“ﬁ&g £m! besebs, rtﬁé‘gs‘f@ént %¥e§1§c§1 9&%&“?@ ethod of

generating a first authentication code signitying t renewal ;
and storing t #ehepticaEns peepsmanble vied inomm inesies devics, weluﬂmﬁpytensrofpmwdmg

consunmabl e. 1@k NoaRlbig i) aMhidtey; eﬁ&fomﬁnﬁt? apﬁﬁs RALwdl DY QRS 'o@ﬂ]:ufh@#léat es
to & nethod of authenticating a _consumable used in._an |ma%| ng devi ce;

i ncl udi ng t heSTHEIRE 2 Frshmees W@WWQ%%FB signifing rgnewal;
performng a ftodoytthe BA@IEh fefmdntdey SaRSEHIRR:Ble; @EMRLIR 4 $60n@ rédetvllof

h Cl f Athe f
Storing e MREISER %%ﬂ%&%ﬁ ondntiish Stidaten b PARPNEP R Bt one
renewal of 15@wmmm@ongeﬁewm02ngfhamsmwnﬂthﬁmmme
authentication Codﬁaiom}mﬁie&@ﬁ Mbﬂ&&g&ﬁ%ﬂﬁ&%&%ﬂtﬁ%ﬁ&%ﬁof@ﬂé?at&.%&r' ng

the MAC2 in the rmr ggs consunmg er eo
the present i ?‘B?%ﬁ t pigary nimbe dgving 2 g avalier AH DI thesiecond
conve& t|b ng a bmar;mmbbaammmmmd ﬁt@ﬂbﬁtﬂbﬁs,fthd;ﬁ’ét ﬂﬁiﬁﬁﬂffﬁﬁib@ﬁé e&@ a
secon i nary er er o its, the firs

of bits bglang t° congﬁwnﬂeér?fg %ﬁﬁ%@# fipmg jarkey having %H’i‘rﬁg

the steps of ntm&henoﬁgtsathkﬁmdlnamﬁaangf Tatstblaingdwﬁfbrdlﬁﬂb o firktinu@bertoliGitd doi r d
nunber of bit V, e bi ts form
a quotient; dlﬁ)\l}llg cﬁ‘g Q#i d“? %ﬁl bi ngmw %%er%to t’bf’{ﬁT g
groups of bi tB“m‘&f B‘rmabfythlwuvmibaﬂbeu%gﬂaﬂalgrtbmmd@ﬁmwp‘éblb@fﬂg

equal to the I{é}' b4dn BER gouﬁéc ha%ﬁ 8 nithbek Behits %bfual ﬁ%@qlfa{lent Q@n‘@étﬂg Bah

haV|n a i ts equal the quotient; correlatin
1ng r&g gﬂ' oP fL Eey {0 one Broup of the plural&y of groups of bits of the first bmary pumber;

selecting from the plurality of groups of bits of the first binary number each group
having a corresponding key bit having a predetermined binary state; and selecting at
least one bit fiom each selected group of bits based on a mod function to form at least a
portion of the second binary number. '
30 BRIEF DESCRIPTION OF THE DRAWINGS
The above-mentioned and other features and advantages of this invention, and
the manner of attaining them, will become more apparent and the invention will be




25 bit of the key to one group of the plurality of groups of bits of
the first binary nunber; selecting fromthe plurality of groups of
bits of the first binary nunber each group having a correspondi ng key
bit having a predeterm ned binary state; and selecting at |east one
bit fromeach selected group of bits based on a nod function to form
at least a portion f th ond bi nary nunber. 30BRI EF DESCRI PTI ON
OF THE DRAW Negter tudersigod bypigtseentee Rt H AlgWiE dlewtaim ¢lommbodisenia o te

advant ages of :ﬁvmﬁsntanmﬁm@mn@nﬂﬂa&ﬁmmﬁt@mg@fawﬁg& Gitiglet them will

becone nore appar t .and the invention ter understood by
reference to the f 381 ol ané‘a%fé"%?tf“ W%?P%?gaeﬁﬁtﬁﬂ %f“sasﬁﬂ“‘a%l%m

i nvention takemsenningatigrincti on with the acconpanying draw ngs,

ascoci ati of wi e 2 uEuAYOERR bR AERG b 8Pl hE oo 1

depi ction of the rigndry soflockhdiagram showirgl @n@bnﬂ:h@ckslof the gsxcsoﬁ Bigal.

bl ock di agram sho f 1N |0

Fig. 4Ais a fl om%%gm i gtﬂbgglﬁgrgl %er%%%l(e)é %foﬁﬁdecmg 7 0%9 r?éhg]dn%ft hod
of aut hent i cafithfgticatinghensapble useidn ap Aoaging dewegi mgc@m@émhuthp present
accordance W imherkipe present i nvention. 10Fi g. 4Bis a flowhart of a
general process of a%%t her ect of a rret hod _of . aut hentlcatl ng a
consumablé used i Hi& lﬁﬁgqoﬁ"ﬁ e cernerplProfes i duethes aspeptipLaeetindefent
i nvention. authenticafiiga cdnsinseble vbdddunehinabing i} i Recofiande el Pheirisent
process for g%geeglggl ng a MAC suitable for use as the authentication
code or veri fy| ng code; in accordance with the 15 present invention.
Fig. 6 is a fl owchi :a@pﬂmohﬁgd@mmmu exsrplpl progesp foo gemsatibpn MAC
generating a MAGH & erhad Lasethg Qﬁthéiﬁ@aﬁ% c&f@%r% ggiﬁ@tc&ﬁah' ﬂ&r&aggaewﬂl{ the

verifyi ng code I n accordance wth the pres i nvent 1 on
present mvention.

Fig, 6 is a flowchart depicting another exemplary process for generating a MAC
suitable for use as the authentication code or verifying code, in accordance with the
present invention, |

Fig. 7 is a flowchart depicting an exemplary method of generating a mask for use

20  asthe mask of Figs. 5 and 6.

Corresponding reference characters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of
the invention in any manner.

25
DETAILED DESCRIPTION OF THE INVENTION

Refetring now to the drawings, and particularly to Pig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and = host 14, Imaging device 12

30  communijcates with host 14 via a communications link 20.

Imaging device 12 includes a user interface 22, an image recording wnit 24, a
supply item 26 and an Application Specific Integrated Circuit (ASIC) 28, ASIC 28
communicates with image recording unit 24 via a communications link 30, ASIC 28

3



Fig. 7 is a flowhart depicting an exenplary nethod of generating a

mask for use 20 as the mask of Figs. 5 and 6. Cor r espondi ng
reference characters indicate corresponding parts throughout the
several views. The exenplifications set out herein illustrate

preferred enbodinents of the invention, and such exenplifications are

not to be construed a I e.scope of the.invention in. a
manner. 25 DETRFTEIPEERT WV%@ FRAVRIGAT ORIk i 42 qﬁ ‘#l‘"ﬁ&[ﬂ%ow
to the draw ngm beaﬁqdempk; auitinjet pritey afid/gp. cofier, oihpareecirephethgraphicoprinter

di agrammati c %E on of a system 10 used in association with the

pr esent |nvent| on 'stem 10 includes an i magi ng device 12 and a host
14. 1 naging devi cdn 1 gutesiophiliaicsamues i inegingsieviee 1yigiyen above, image

communi Cat gonsklk h 24 cm RGN GG o6 1 e MRt iEC o

interface 22, anlmage record unj t asup item 26 an an

Appl i cation Splewtop O@gifmbiégma%ammddml@deﬁ axswegm@@a Abypsed fog forming an
g Smﬂi g || g at2 gs Wheab o H@ﬂ?&aﬂ:@@@ t&dih @Qabmzbttof ﬂnt\ﬁaaxaan@@muah&@memabﬂ nk
ommuni cates W | a, a,.conmuni C S
R e PR “aliﬁ%fﬁ%éﬁffahﬂhﬁﬁlﬁ?s? ke Por
and/ or copier forexan:@le mimmb&m%dulp,gymnm&:capbc,ﬁtexan@tadémnkmmﬂyank,ahn
the conte o . jwage
5 recordi Ny uie gyt 26, TGOS b BedkpBlot i ROKEs @ryRaC,
an el ect r ophotasides Itk qfrWlmh mtaulmgta suppl qfraelm aﬁstﬁnm@udgam@ad 29
used for fornyHgh,RNnl SFRGR: Mt B oéﬁé&%&dc%ﬁg aftmagig Brods. afm'%&ﬁggevﬁbf: 1print

nmedia or a photoconductlve nmenbe For convenience, each
substrate 34 Wies the faasingrsiistaacs cwéwmwavlyt@%w fﬁmﬁ@émagwnpm media

exarrlpl et pringa. rmfdme(ﬁéaat oihlB@lt‘dfekér@{jB ﬁl&t@@@t § fabki® br tEaepaTRhRes. ?n Ik nk
supply ta an n car er.ta or
an el ect rgghot ogr ?ecg]d[.l)]?‘{)g'gté ufgﬁ?re@ﬁyagq%dlgagegag%@{ﬁm“ﬁgeﬁd SUpDYy’

cont ai ni ng a #eppb yapbe fomeda gidividusiudistetenmits, os tehbambined 2oaa fgégeali nk
or toner, tha j ice
12 uses e | cuieRRMEBE U8, P b TR 9 1B RSRPE 1 RO\ DBAEY 0

i mage on prins® lnéeg@h“mmﬂﬂi’@ %&D%theé@lmégeﬁfbﬂd‘é@ml@iwmﬁt S

of paper, fabgiCadi &%ﬁ%ﬁ%&@%a&&ﬂ%ﬁﬁmﬁh&"{ﬁﬁ foP cdnieRbe el | |
recogni ze that i ﬂlge recording unit 24tﬁ supply item 26 may be

formed as Zondi¥Fid PlYéFF%’éﬁséfeé%%?ﬂc?%Passcﬁ* ¢rale dreretesaBfisaton ‘?‘i@ﬁm"’g‘d
integral unit codfig@atonaiRiciBiisbbR] 2 id@Dixehple oby cHlashieR. Ptet&b@@supﬁ@r

Fot pr i nt hoad SAPD/PUBESRR PAED AARLR PhROFECBIVBH SRR PR, ot

printl aead fontmecﬂﬁamoa Talty tlam;bed:cbdsmmﬂﬂ mespecho $ig. 2orlhdonsenbbink dst t he

p

. printhead cartridge PH, memory 33 may be fonmed on a part of the printhead silicon,
L. 25 Host 14 may be, for example, a personal computer including a display device 16,
an input device (e.g, keyboard), a processor, inpui/output (/O) interfaces, memory,
such as RAM, ROM, NVRAM, and a mass data storége device, such as a hard drive,
CD-ROM and/or DVD units. During operation, bost 14 includes in its memory a
sdftware program including program instructions that function as an imaging driver 38
30 for imaging device 12. Imaging driver 38 is in communication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates
communication between imaging device 12 and host 14, and provides formatted print

data to imaging device 12,



20 term"supply itent is used to enconpass either the discrete
configuration or the integral configuration described above, and is
an exanpl e of a consumable. Preferably, supply item 26 has nounted
thereto a nenory 33 for storing information relating to supply item
26, nore fully described below with respect to Fig. 2. In the case of
ink jet printhead cartrldge PH menmory 33 may be formed on a part of
the printhead sil i eUpmups k120 may bgesstablishech o epieset qahike os optidal
conput er i ncl ugisBGiod, &H53P4 ﬁétw&ﬁvdoﬁxﬁ:ctﬂoﬁ sué‘}f‘as' BPHﬁafngféVduCﬁhérﬁ'et%cal ares

keyboard), a pr-ocessor. 'iLnput/outp i nterfaces, nmenor such

ne” Pt (Rowt. REARANALaNY Gorpsicotione Mt roa 2 Hexhe e iehedh on s anoeb
C{N ve, CD ROVhsiﬁgith tklar®WiebtHEn &aﬁhng[alﬂbtsbﬁu&@@ﬂ &Hy%ele&?ﬁﬁne%ﬁbn,' nc![ Edfs in
its nmenory_a so r.am i ncl.u m.i.nstructions,tha
function a2 an i g%dg E@%&%@lﬁﬁlﬁnﬁﬁﬁg% J@\FP*&‘@“‘E‘%’“%%F&P%
driver 38 is anhavingramiorality iodmembdy3eoliGhsCnadd:lnfa mamgt s%ghoie@mtn-a ikfides a
comuni cat i ong,| Gl L1t

bet ween i magi ﬁg I;(Ti(gekﬂlgl ce féﬂ%%g&ﬁ%eg rhtﬁ&ur%ggmn oV o %%ﬁﬁgﬁ?
data to i magi KPrepsspues with information Wh@rﬁﬁmifﬁm Eﬁ)ﬁmswﬂmn?@ﬂm;debee 12
establ i shed bh{n@dﬂ'!nr egt u@@@i’ %néﬁingoﬂ&'icﬁalb ﬁﬂﬁ@efﬁénio?ﬁsec%n Ry i@r Qt

connecti on Suc or e | e an Et her net | ocal area network

Comuni cat' ont qqnﬁtp@ ugef ﬁ@mSWW%@P&ﬂ%IZpSﬁE%ﬂ Efe@t‘i’fb'elkﬁﬁmsémhby
usi ng standard;eeﬂ;cﬁeaéscmhn@abiylsaﬁo@rnemt&dbh@wses or by wireless
conpection. 5 Fi gé 3}9 g cal L@%lgn of 33 which for
conieni ence is de ?’?%8%% AR VRS apﬂ? P g:erajpry » SEhfing for
namel y, a nenmerapplbectnony lek@tidnk d0-1) 40e2, udésmqimm.pl*‘mgsmnﬁadn idehtnetli on
gener ated durj f i th i

pr ogr armed wi b lhhgﬂ cq?g? rsr%ﬁdgi% &%Iy RGIHE%P 13@&@0%&521691 f(ligt}u%n % Fltgeﬁa can be

| magi ng dé¥i cEoTEd anmAmReRTag Slﬂmléf lﬁ@éd@ﬂﬁfiﬂﬁﬁg ingoatien 40k there carplrecktoged
Menory secti o fiftiaf @odk oF ik Qubshey: raad,umbcstfosdmf@ﬁmé%myg ry ng

supply item 26. Act ocat i.ons, vvlt he above descr

rrelrorgr);i sect i oﬁgaﬂ‘gﬁcﬁmﬂgtm%o ﬁ‘.ﬁﬂ“ﬁ“@?}@i ’Wé’ n@?‘@%ﬁ’i’l’lﬁ ﬁfeE?OZG as

i ncl udes a pl mfrmﬂ neeamgfaummmnlmmm&pmnmg;budam&@ﬁngeaﬁmcem

menory | ocati g %%P@ﬁ 40- 2, 40-3 and 404. For exanple, in |ocation
ore

40-1 there can b En’ supply itemtype identification; in
| ocati on 40-2 theﬁ\éenmstvaomﬁz snebideda ghwratignof a:cmorwénéasmsuim!uwngtf&m

| dent fi cati Oflanys, hOREYI0RIA0 1! hES 000, Bowot Qe 81 KLl i

anount of imaglng subst ance: | ocat er é can

stored a rems EFF’&%t“‘ﬁTll tﬁ@“’é’é‘aée S*Pﬁ’é WW&F@@@t@ﬂPﬁ@ﬁ%é’@nbﬁaﬁPm) for
desig n?t et 'S Upgupply it 26,36 1@suoal4mmermtﬂﬁ¢ ﬁ&:e@éll’éfﬂ@t oy Q*affdr%nﬁg & fhe of
remanuf act urin e aut hentj catj.on

ren@nuf act uri ﬂ%ﬁ}gﬂﬁ%‘}%%@ﬁﬁ%& ﬁ@%ﬁﬁﬁ‘é‘?g lﬁﬁa ?q'%zya%‘?mﬁ%’rﬁ?ry
| ocati ons2si nsitbraaﬂlantyné (arraseﬂ‘arﬁbi etorime rvine htowhith @ﬂSmd@nglsubé@ncE usdgd- 3,
42-4, 42-5, 42 e EX 42- here.can b
stored a pseudo- ran‘%J %g@@;ﬂa L&fji%hibclﬁt%ﬁg%ﬁ%ﬁm% %torgiﬁwflarﬁy

in |ocation 4% stortms émgahWbe‘h Hisopredicted thatbased onaifie PO gngrsulstaned us%ea
time of '“'“&‘Jm;bﬂb’é&d?s' gotawtﬁef av3UR Yol 8 Hitdfnds Ny W%ﬁ% B GEm1 2

in |location 42 there can be 25 stored a tinme arr sto’rlnga
time at whi chiOSOR fagi thee Ms%ﬁ@é“%%@’é‘ BEripR AS aroBeRTE! doitdictmtties

i nvoked; Bm Iﬁﬁm\iﬂgodif ﬁk&ﬂetehhﬁécﬁ tlﬁ&ﬁolbﬂe‘&ls%ieﬂaagmﬁ is@Rtaas Sohsubeptib for
storing a tine

t redi ct t ed, on the i'maging
subst ance usasdlgl?1 gﬁ’ﬁ&ﬁg%ﬁ ’il‘c’tljvnsugé1 BEmh “Wﬁ’?&“a‘k?aﬂﬁﬁﬂsé“ PRI mEgge bits
subst ance supibhtycamibe Iprogamdrmﬁ lte tneidate it ttavhiag bﬁﬁed@&xﬁn&&ﬁfﬁm&:ﬂe@ﬂs @ ray
of usage bits, icate t 30 .reachi ng of
pr edet er m nedmiagﬁég‘%gﬁn :ﬁveﬁgog%lgpgdi rbgfﬁ)%ﬂ s%pg dpt i on for
supply item 26 as a new supply item a in location 42-5 there is an
array of usage bits that can be progranmed to indicate the reaching




The HD that is to be stored in location 42-1 can include a fixed
portion and a randomy generated portion. The fixed portion can, be
provi ded by the manufacturer, such as for exanple, by using a
portion, or ail, of the manufacturer's supply itemidentification
stored in location 40-2. The randomly generated portion nay be 5

generated by i magi ice .12 using, l.e re-cireul ating

counter triggered @%Pgﬁ}ﬁ!rlagles t?é%n?rﬁ‘g%clf}éoag@ %ﬂ%&dﬁﬁm M $f& ED
has a predet erasienly ganemdtest pogionbiThe Ayedqudion aabezgrdded fiyrtheamynuégiater,Pl D
gener at ed. I i 0 L - -6 I t he
plurality of S‘é"%g"g iﬁ# %’tsm%laeyg}rr gggggé:g%?&éﬁusag’gg ﬁhg\%/ﬂg iuf%%rﬁgrke}s%gﬁﬁ?%%l to

an anount of ifsafptionnigiehdn Jestiamadite f Fisnyandendy monejated; poriions maydre
exanpl e, each ghictatdiy iﬁ@gﬂfg@éﬁw:z%ﬁg,ﬂeﬁﬁwa ﬁ%&ﬂ&ﬁn@ﬁqﬁ%@&%%éré&%g‘ n

the quantity of_ i maging_sybstance contajned in supply item a
more parti cul &F@yERTEeclodks [p ore pRgmest dhenBlR %ﬁ@mre%fieﬁﬂgl}edéa‘aﬁ%ﬁ
can repr esent bapRToax Adiedsforani ichPDefetendd. depl eti on of i magi ng
substance from supply, it 6. h e.l.evel. bi.t be pr.ogr anmed
based on reachi ngplgney%%rs? gg“ﬁﬁ"&d%é @@@%ﬁ“é&%‘?&%ﬂ%‘ﬂ%f Bﬁag“géggﬁﬁye,
15 may be reprepsasert edisazs leyel dorresgdndie $oubys traovaeofdet oftimaging substanchvifwmr y
section 444 n I I ' ' uch L Or
xarpl 6, onoryiipaeaad? ik St Qe YRR/ kTl WAL S ond
44-1 there cafh ¥e qumbyefimasing sebstanps serdpined usvhpinitee 36.1 Ana motgativde! ) |
al so sonmeti nes L Behiib i [ ' 5 I an
be Zt ored a se)édéﬁ%@nes_s §g§_4%ath%#gg??§cﬁ Hgtoéggq%dﬁ%ﬁ@cj%ngpgngg
someti nes r ef @FFwEY denrtign 0fdmening subsiance fram sunply omEP. Eagh ustgedeveltdianavn
nmenory | ocat i 08 pfgralinied badedBh idacHikpodn dséiRiafell iiftlge THREBIRWHIE, SLRIYle] t €M
26 was aut orizeg and l\/ACZ can.be % orergti n . nenory |location 44-2 to
Signify that CHECEEREHGCHaHHpengs E\’Biﬂ $F¥%m 26 was aut horized. By
attachi ng menory 3¥eneryswegion y4iihdwme? 6, phiralite o6 enmery birtios) arding for
i nformation a%z?éﬁ?ﬂléhﬁﬁowl&ﬁti%ﬂ%h)éud ILI0 7P LAlbid In%&'&omgth&%ﬂi%

g de er. I g. I's a bl ock

item 26 25 fromagne i magin vice to anat her
di agr am showi §§fih &t Fissiessh pherticatig eqda (HACH), Ao gometimpes tpfetraistoces2 8

i ncludes a commyn h,%_&%ﬂﬁ&aﬁbﬁl:}@zﬂﬁ%%arﬁ&st@éﬁ ﬂmt g%ﬁkaﬁ@&gﬁtﬁ%gggde gn
i magi ng regor njit interfage- 54, cr stora ul e an
an_ enbedded amﬁgiﬂ%‘&f"?ﬂb"ﬁ“@%ﬁ%&f R"éﬁ@)ﬁgﬁﬁ%ﬁmﬂﬁ Hag g? stEd Bdded
aut hent i cat i omespstlemi¢iBAS) toGRnifEiatiie frg cabed odsupsly figth 26 Whesrhafizedsuch
as for exanpl i i r Vi r

Some ot her | odad PACaM 8 60l AR U RGO Rty eleocoBERRG &Y

exanple in i nﬁ@phgitem 26 was aunthorized. By attaching memory 33 to supply item 26, in essence,

( the stored information associated with supply item 26 can travel with supply item 26
" 25 from one imaging device to another.
Fig. 3 is a block diagram showing functional blocks of the ASIC 28 of Fig. 1.
ASIC 28 includes a communications interface 50, an embedded processor 52, an
imaging recording unit interface 54, a secret storage module 58 and an embedded
authentication system (EAS) 60,
30 Alternatively, embedded authentication system (EAS) 60 may be located on
supply item 26, such as for example, on the silicon containing memory 33, or located at
some other location in imaging device 12, or located on host 14, for example in imaging

driver 38. The decision where to locate embedded authentication system (BAS) 60 may
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driver 38. The decision where to | ocate enbedded authentication
system (EAS) 60 nmay be based on, for exanple, a desire to provide
hei ght ened security agai nst physical tanpering, and/or, a desire to
provi de hei ghtened security agai nst unaut horized progranm ng access,
such as by hackers. Communi cations interface 50 facilitates

conmmuni cati on ing dri v 38 5 of 14 via conmuni cations
link 20 (see gF\gﬁ e&.”&n?‘)% CXRRG E?)F"OE“B?@%B ned SECUTPh ASRIBS thhysigal,
coupl ed to corgpeiigftings 4 esiel RCBrobide \Heidhtehed Cekirtp| agfiadk Nun@idhorized
| magi ng recordi ?é unit inter egyb(gg; [ s3 conmuni cat i velay coupl edontzo

enmbedded pr oc E¥EEFELE {FFES SfBEE ®Spath 64, is communicatively
coupl ed to i mage r@monaiications fritérfa@slSOfhalitaemmmniniadtionseit mgngﬁhveﬁmi is

Enbedded: adt hehfosE 3y s ublpBRB i hrusb kg AT HILERL BlSeich 8 17
communi cat i onsoruedgatizale cowpled t edmmeunicalionl iptefdse 750, via selectrical path 62.
communi cative Haggi%‘iﬂioﬁﬁlgt&thﬁf&ﬁ%e s£6 anﬂhtﬂﬂzaﬁ%{];cohgéd% Eﬁﬁﬁd%ré(de&or

el ectrical pat I'S conmuni cative to secret” storage

nodul e 58 vi a %F”éc"i“?ci”&%ll Pa&a?%lswmﬂﬂﬂ‘ﬁ%égﬁolﬁﬂeéé%é%w repording ugi &t vils
gener Ftl contr edd;ﬁmml cfaﬁd?]nsl ][mghmg 6@ Vb C@mﬁﬁmc@elgngbzplsd Ltse@ldr?rss 371:«129
exanpl e, tqQ contro e i.a past p

and to cor}ﬁr PHEY %rfsatbi”g lsg ﬁnﬁ %tad‘EI nucﬁté?gec?y%%ﬂt@e&;os #% ed
i magi ng data ccmmm@cad‘fdl)r ompleddglcmgmutmauens iBi@rface 50 videle@ifical path 74, is

cont i gur ed_ as ol ifent Qufled friddbe :fbrafl bl ARk \égh%ae%c&éf%a%

intg ASIC 28, 1.oretr|eve nt1cation co
aut hent i cati o 98%8“12@"@)(/?@}’13‘1Fofse‘ﬁ?té@@ﬁﬁm‘)@#‘bﬁ%é’eﬁ dlestried path $0.33 of

supply item 26 an@ﬂm&nw&s@o@zm edehi a@%@%&ﬁ%ﬂﬂé&&%& fh&f&&'ﬁhm
such as a %epl catl @‘WQ %fa enti cati_on al hm used
for MAC geé I%PFG P’é? 8’1150 Pﬂ%bqgﬁﬁp%a’é dip §4 pas ?ﬂm‘,ihe%% agdhe
renewal of supoyirdl tlmrnpﬂxﬁummf peinthéud 2D Amskd ob th atteDiASing bfta tdd@ved

verifying codﬁ %P é}{?% ggener at ed by imaging device 12 is the same
as the authentrcation 3 e.g., MAC, that 25 was stored in. nenory

33 during the rendAd 600 cmﬁgmegraa fumywaGn ASH@ A3, tdn eltermtiestals pmmmed
aut hori zed; ofpELMtSK, tﬁtra'ﬁe‘fe%ﬂ%nm DAL s %gggﬂegsﬁgz au%lp%hgéh%grﬁo

verify each MAC as aut hentic devi'de

I nagi n
secret st 8P ag@iputfinsesen siosed i @@W@W 33§§6“HP1§' itgerRSrand foregequbee EHndEOr

example, if sa:lﬂﬁhtjcah&:eﬂgo%ﬁ:r& lsm% Ta&eﬂhb@ioﬁ b%@ﬁﬁssﬁ’ée At ANER ot and
MAC2, then imm %glgﬁlce ntal cret storage 30 nodul e

58 two separ a’f ERET P’so ehfiv %8? égﬁml%th"é%é@t el y
to the 1VI AClsupply @224 wabauthmzecf i Bdother words] bfethe waefyiag codepnena M,

i ense. Ty cEmipel b ERERE d”%”l.z”é%ﬁg Hete & RNl SR O Rl
was stored in memory 33 uring the renewal of supply item 26, then the renewal was
authorized; otherwise, the renewal was not authorized. In order to verify each MAC as
authentic, imaging device 12 will include in secret storage module 58 the seeret used in
generating the MAC. For example, if supply item 26 supports the storage of two
MACs, MACI and MAC?, then imaging device 12 will contain in secret storage

30 module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MACI or MAC2 to be verified.

The type of renewal of supply ifem 26 will depend upon whether supply item 26

was subject o license. Types of renewals may include, for example, license renewsl,
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i magi ng substance repl eni shing and supply itemrenmanufacturing. For
exanpl e, when the supply of avail abl e i magi ng substance is depl eted,
if supply item26 is licensed and supply item 26 has a reserve anount:
of i magi ng substance to accommodate |icense renewals, the |icense can
be renewed at which time a MAC will be supplied for storage 5 in

g hg subst SRR & *‘*ﬁ@“%? Aol oAb e el SRR AR vl

for continued ﬂEPsséPPllé 131‘“@#9%1’@@6 is Bspletedpif emp@hiam@GﬁhE::anMgldn g
subst ance Supﬁhﬁﬁlﬁften@%%sya &&&% %ﬁm Bf%b%? shtls ce%'\éfe% olidte Sanse
stored in nenory 33. I's a frowchart of a generar

process of on ée%g’ﬂéélﬁe lippnsg CWH@E‘F’@? at piyich timp 8 MAC will hequlanhcd)fms storegsl e

used in an 5 Nagimdeh ygcgg GEO
A CStep 8100, SiRaRde. skl AR f“’?ﬂ%ﬁ”ﬁ*‘fﬂfﬂéﬂm@?ﬁé%ﬁ%t o BT

i s provided f&i?bsfaﬁ%,ez %’lpmlé{t“?f&r?ﬁucw begsliied gr srEanuRcture Om&onﬁltvérgummhasa

pseudf) r andomfsiphyle, lbyedﬁmjdﬁﬁgfgfz luﬁiglﬂg(fgasﬂh%g@ﬁ ol &tsgﬁﬁgﬁﬁ%jat vil}tﬁchf or

exanple, in evi ¢ and i's stored in [ocation
PLe L0 A8 Cll Mg, de 60

42-1 of nenor suppl’y so, other information, such as
time information, ¥gg4A iST@ flowehartbel 5 pemestl probdss iof ohcoa.«i@ect ndtactlethod of

however, tHat Liguk pyelold o andom item

i dentifi ed nurr%er & éstﬁ(lg(r;e st%%bgé&m ulr“ﬁﬁg“@‘?h? fﬁﬁc‘ﬁ"é egv%%tﬁl? PN o e

ot her preset V&EH¥S, such as for exanple, ti mss Tl and T2. 20At step

8104, the usage ofas 500! h @BRsARaH] t £Ee
bt&:p sefatlled sHEs E]_F‘a%ﬁl 9¥\@| i

sup}ﬁl y item26 is ﬁ_] et printl aead car
fromthe ink jpé“dﬁ op PptalagoR Wippgingevieg 12 an be m)nltored by counti ng

t he n:mber of ink ﬂrmlﬁz,a@saﬁoﬁm b#p@lymmn%éaﬁmtm%/mﬁ% ﬁ@éﬁe]lfa%a,
exanple o nunber o ations of .ink expelling
el ement s, C’f)s[rJ f )ééx% er. oFt?‘gro sg’f:]%gﬁ’fﬁ:ﬁ&% ctJSStBré Bl WEPFF@YY%
i magi ng dat a. 3§GEWPBIY§FIBéﬁcélmwﬂm;nf@@ammgatmdnﬂ)maamc@gnﬂ‘ofrmy
such factors as stoﬁ‘e@rzt AP, ﬂo%ve?\ﬂ?@%ﬁ&éd%amoﬁ Sf‘iﬂ%g%fd &tdom supply

varlatlons ¢ ar i tIOI’lS %g { ste

det er m ned Wné enétéf‘ﬁ ?rtl%?’?? Here lgmgg@ﬁuf%@ag,tagwg}l. axseme nthermeseteach
a predefined uslag&subhise”&m&nﬁble LimepTiogBnge, several usage threshol ds
nmay be defj ned _E

bit of usage array tls(% :S %gqﬁ%’rﬁggg% %]/5?12‘;5#2%5 u(g]?t‘t) P%&Z&%ﬁ% vﬁ;%her
and 42-6 of mewplyyit@s 26 nxa&pii!ktjet\/ﬁ'ln}headiadﬂrl@gb Eigtushg® oFiigINIbY thd @ik jet
Femai g avaPl s Ee 2 diF 0GRS calh 8 Putif 65k AP ot
by sinply subtfomdhs ﬂgﬁhewe gshg:ey & exenfoteaeut hie counfirtg] tid mustbpyif ctaatonsnt
stor ed in | ocaf inknexfdding éffments, or the number of drops commanded to be expelled by the
L 25  imaging data. Such a drop count may be corapensated to account for such factors as, for
example, ink evaporation, temperature variations, humidity variations, eto.
At step 8106, it is determined whether supply item 26 has been used to an extent
to reach 2 predefined usage threshold. In practice, several usage thresholds may be
defined, wherein upon reaching a subsequent fhreshold, another bit of usage array 1 or
30  usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
to signify the aitainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply
sublracting the nsage data from the initial supply amount stored in location 40-3 of

-
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menory 33 of supply item 26. One of the predefined thresholds,
however, will be designated as the threshold at which the anount of
remai N1i ng -avail abl e i nmagi ng substance has been depleted. Prior to
reaching this threshold, the process returns to step 104 to
continui ng nonitoring usage of supply item 26. Upon reaching this

e b 8% Bt 9 Thc bt o B Pade cmie)e  Be
of Isuppl y it edebigfatedl 4sl md&h%ldmow?m%kmommimﬁmgmﬁﬁ?Mag@{) Iect
to |icense. w of t of a e
| magi ng subst%ﬁ%ﬁaﬁh?&gﬁq‘f}e& & q’én qﬁlcg:g%éssggd ﬁmms t?ér?‘? 26
has a reser veltdnoontinghg mm@nn@usw @umﬂﬁ}amflﬁ oUdegﬂmglﬁmsethteshw@hse
renewal s, §hethé§18&%§p§oc%@d§t@%%nrs@ Wed at which tine an aut hentication

code, such a authéntication code (MAC), wll be suppl | ed

for storage in rreﬁf)ﬁt?P 108, pypply itsml 36 TAEhR BEVHe A5l @bireathn te of
reserve amounkheRkh b 19%@%%%@@11& %btfﬁpdvhéﬂici aiispl?;ﬁteﬁm % s e d

for continued, use, _suc e hi n
obss ance o disire o Forseisms £ Tk Poge Bapired YR, O ol aedink Bt
of a valid a%ﬁ;ﬁﬁhﬂeﬁaaﬂ tnliceode and kippBi e 2§ Hahatredehe L unagmg

I d..
genaral - prbcasetPe GibeRlndiaE nepe rpeaf mf Rosh® oo bo RAEHA bl fog
consu nrabl e usaadmﬂlmtaamonrm@i suoh ebeaiestage puthcatiebonicnde SAAL), mll;ﬁesuppbe@ ent

I nventi on. er Y, S
supply it em pr%%ﬁ%ry §fﬂ L ?Iyl%ﬁ Zedd}‘)@s ﬂoégcglg%ﬂ%@ﬁt@g%logn
code, such as‘magl%@lbs@#@r é@Plﬁ’H@Fﬂe?%caﬂ'ﬂFFem&W et Pentipyed isg; gad: as for

Si gﬂl fies a re‘i&ﬁF euzbgﬁﬂtféf&u bmbp Ea%rzsbweﬂwvg
wi t respe t to Fi Item ea
cartri dge H &% Weg’é’ﬁ%ﬁ/" ??,V%g% %"ﬁ*&ﬂ%‘?&ﬁ%‘”{’{a@ séﬁ“%g ng
PH, e.g., whetemi26 wemghyiz88 is 25 integral with printhead 29 of ink
jet printhead car %Rg at es
a verifying code E{gsg%%bgﬁgw@é%?’gtg%@ ?‘“&éﬂm e?%é&?%f}%;&%ﬁ%%
and i nf or mat i yfesficgingd Jopsumetippspd slsandmawﬁede@@hsmmmd@ce mﬂgthe PIesgpbl v
item 26. In apph@derred inplenentation of the invention, the
thenticati h d ted

?ﬁ d eggn hgﬁq : 3nug?ggst%qgﬁbatﬁgg%rplrov}/d]e&] gcgngurc?abﬁe, su aesns%{zp yietem 26, provided

with memory 33 that has an authentication code, such as a MAC, stored therein. The

authentication code signifies a renewal of the consumable, such as that described above

with respect to Fig. 4A. Supply item 26 may be an ink jet printhead cartridge PH with.

memory 33 attached to ink jet printhead cartridge PH, e.g., wherein memory 33 is
25  integral with printhead 29 of ink jet printhead carixridge PH.

At step 3152, imaging device 12 generates a verifying code based on a secret
located in the imaging device 12 and information stored in memory 33 of the
consumable, e.g., supply item 26. In a preferred implementation. of the invention, the
authentication code and the verifying code are generated independently using the same

30  algorithm, such as a hashing algorithm. The information stored in memory 33 may
include, for example, the psendo-random identification number of supply item 26 and
time parameters (e.g., TO, T1 and T2)., The pseudo-random identification number may



30 algorithm such as a hashing algorithm The information stored in
menory 33 may include, for exanple, the pseudo-randomidentification
nunber of supply item 26 and tinme paraneters (e.g., TO T1 and T2).

The pseudo-randomidentification nunber may be generated by imaging
device 12, such as through a random generation process, at a tine of

tall at f ' 12. . At st
B4 | gt ng e Ry hEEAE el 1) TR o B b SR smpton B
menory 33 wtmm&véms@mwoﬁWQMijmaam&dem 12t ep S152 to determine
whether the 5 r e”e)&@%gﬂ‘@ﬁﬁﬂﬁz{%&%'d@ﬁ% 12 ccuéuéaaﬂ thétaﬁﬁe@%n dolle, 4tk
a

det erm ned whet her “aut he ation codé nmatches the verlflcatlon
code. | f mevesry S5 with thgrvesying codesgenerated\i step i 5% toodstesming whethadke t o

step 8158 V\f'erx%re'vﬁl\?béaﬁtﬂdyz%t ed to the user that the authentication
of the consunab upply em 26, has 10 not passed. |In ot her

words, if the rene%ﬁtel? S1¥o it ﬁ@ﬁﬁ*‘?@e‘lﬂh&m@%@ﬁ whpRtisHiop e melehesite s

t aken, such asveﬁ@gau@@.a@l e, by advising the user to acquire an

Gser i ntort ach 22 BiaEoh & HERD13hab NP kb b PR ftn B SEufe T c

renewal of th enmcntrﬁumﬂ)b hger fedthezutifesticationai b eonsarabizp b.g.nsuphly itgn 66, han

Lo bse suptly g fesphll B tde hobtiP e e P 1Ey enrab BN B sl BT D
process proc ee’@?ﬂst Pehsasdlpr eumplesfyeadeisipg the gser rscgvirecd @@Omé replsesmephat

the ﬂut hori Zatb@ﬁpﬁlﬁ‘ﬁeﬂ% §?Hast1ﬁ£'a Qg8 at Mﬂ&rfadefzztof‘& JFREVEbE 1S4,
aut kori zed, ma pl ary pr ce ses for

t hen nor r
generating a h&@@%”ﬁ’%‘fﬁ @eF‘??Fw‘ﬁggth&éwglﬁlﬂaﬂé’ﬁtf%eﬁmﬂﬁ aZf'P
verifying codeanamegmmnbed;pblglwmmﬁt&naespef&ew@ of Gé&nseTo am;uﬁﬂy The
MAC generaﬁ%} E%é%cesses of Figs. 5 and 6 utilize a keyed hashed
nmessage au cation coded (HVAC) protocol. A hash finttion is a
one- way functlon s Ufche tehditat step Sﬁﬁaﬂmtﬁhﬂprmalplrmadntcea@iiﬁlﬁ@whﬂ'e1t1s
construct the hRoH @k Rednd Wl dibbhiAliorOlh Bllos, HGBHYPHL 1% LhfaPASH

dom suc ne b e’

function may be pseudoran I npu
changes, was authorized, then normal printing may proceed.

Exemplary processes for generating a MAC suitable for use as the authentication
20  code or verifying code are described below with respect to Fips. 5 and 6. The MAC
generation processes of Figs. 5 and 6 utilize a keyed hashed message authentication
coded (HMAC) protocol. A hash fimction is a one-way fimction such that it is
computationally unfeasible to construet the input given a particular ouiput. The output
of the hash function may be pseudorandom such that if one bit of the input changes,
25  there is a 50% probability that each bit of the output will change. One example of a
hashing aigorithm is commonly referred to as the Secure Hash Algorithra (SHA-1).
This aléoritbm is specified by the Federal Information Standards Publication 180-1,
which is incorporated herein by reference, and is available through
the Internet at hitp://www.itl.nist.gov/fipspubs/fipt80-1.bim, ot
30  hiip://esre.nist.gov/publications/fips/fipsl 80-2/fips180-2.pdf.
The generation of MACI, also referred to hersin as Key2a, to complete g first
renewal of supply item 26 will now be described vﬁth respect to Fig, 5. While the
example of Fig. 5 is described for convenience with supply item 26 being ink jet
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25 there is a 50% probability that each bit of the output will

change. One exanple of a hashing algorithmis commonly referred to as
the Secure Hash Al gorithm (SHA-1). This algorithmis specified by the
Federal Information Standards Publication 180-1, which is

i ncorporated herein by reference, and is available thr ough the

Internet at http://wwilimstgov/li pspubs/4180 1l.htm or
http://csrem §ﬂ§b@ﬁﬂﬁwdﬁ%%¥sl®$§ﬂ?ﬂeﬂé? the kY 8??0@“?3|t]&?§7h8®1°235§)@ﬁ171g Sis

The gener at i 0R4BfabiWR dher &psPoflsRi 1&:@ aﬁ@orh@fsﬁhﬂble&SAls@%i&%nceTt
conplete a first, rengwal f su I 8%6 vmlJlnowb escr4 W|th
respect to Fi gunes ItFES &%ﬁ'ﬁﬂ‘ Bl vagiables 1§ g8 ’B‘Fy
conveni ence Wehdig&itp pd:opmnméam e d&ignmgastmkts pix partieniandylterad Atsay it isitalbee

PH, those §E: lgxlufejéstoo bl Pt?eagagme\/\él (;nﬂ{n? %Deg% Zg@ne&:ﬁé”‘tnhg /ﬂ&ﬁcpfoP 9&%%%} tfé g.

5 i s adapt ypes of or consuna
Al so, ref er encensupabipesi ﬁl#pglyntmb%ﬁs Bﬂrxﬂiea@&rtedaﬁéb eton cands Hegddtyi ieazing t h

particul ar vaaé@éé'mna/éueytqm e n@%mmeeodé@m%efc@mﬁ%%%t €

the design constraints of a particg tem istob

under st ood t hMAG Fered Wims Ip VerY the eah%cﬂa@ﬁ@F eVl ensimeedls o
renewal of the COH&%E@@S@O 28d §202, ﬁmiemmédeme%& théink ﬁstb@ﬁmaa@aa&&ﬁgéﬂge

PH, etc., can_he used nd/ or _host 14
gener at i nd %t h@ﬁ\)%?FDPW Glg“‘%g( r&d C\‘i&ﬁm@m’é %Rég%t%? ed
in menory 33 bmseemésbytepmmmﬁmpmdddyocﬂveﬁdﬁmmtwmd consunabl e..

e, 3200 005 S SR I I i B 087,

a Co
a col or pi gmeB204¢ B2Q6ror 808 a mﬁclwlsfém@thwbctsi épﬁmtaﬁastféd écasuongs SD

expanded to C@(}f%lop&yg%dgpgo,tcmwgmm Depend| ng upon the ink type,
e.g., nmono, color dye or color pignent, steEs S204, 3206 or_ S208 a

specific 35 bit sedFeet ftep S2N0eatidpit were adieg tor MAGHESY2e55 f or -
col or dye, anegkl&Rdf or col or p| grrent 15Al so at step 8210, a 32-bit

AN s e T P TORER T A
of secrets SlVsecSB SM, SBFor SP.
At steps 5214, various parameters stored in memory 33 of ink jet printhead
20  cartridge PH are retrieved, In this example, step S214-1 retrieves the 5-bit time
parameter TO, step S214-2 retrieves the 3-bit time parameter T1, step 8214-3 retrieves
the 3-bit time parameter T2, step S214-4 retrieves the 4-bit D1 from location 40-1, step
S214-5 refrieves the 4-bit ID2 from location 40-2, and step S214-6 refrieves the 32-bit
psendo-random ID (Key1) from location 42-1.
= 25 At step 8216, the 64-bit secret from step S212 is concatepated with the
parameters refrieved in steps S214 from memory 33 of ink jet printhead cartridge PH to
form a 115-bit output.
At step $218, the 115-bit output from step 5216 will be processed using a SHA-~
1 algorithm to generate a 160-bit output digest.
30 At step 3220, the 64-bit secret generated af step S212 is concatenated with the
160-bit output digest of step 8218 to form a 224-bit input to step S220, which in turn is
processed using a SHA-~1 algorithm to generate a second 160-bit oufput digest.

-
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At steps 8214, various paraneters stored in nmenory 33 of ink jet
printhead 20 cartridge PH are retrieved. In this exanple, step 8214-1
retrieves the 5-bit tinme paranmeter TO step 8214-2 retrieves the
3-bit tinme paranmeter T1, step 3214-3 retrieves the 3-bit tine
parameter T2, step 3214-4 retrieves the 4-bit 13)1 from |l ocation

0L 3L 5RO S S Bt B k%, SR B Afi

| ocati on 42- 1dy625ﬂm’th®t1e?ﬁﬂ8f2$6.fort the Bt minewal ethe epsehdoonis tvel) BR213HA S

concat enat ed 1. fro rmry
33 of ink jet @SI’I nt E@%‘gﬁgrt ri d%D *{@Mf@r*%%ﬁﬁ»ﬁfﬁépgd&[ pu?v st ep
8218, t he 115%43 trepoagenaitontateanania Q;ad’?,ﬁ 6edvin [the BIeADraippathaed itgeasgtha
SHA- . gori t 0, era 605 b qQu di gest. 30At step
3220, the (|§4 B‘?‘tltr%{gieca}sel?%geﬂr%éW&éﬂklfmegﬁ%qﬁﬂﬁiﬂs concatenated with
the 160-bit out putAtdiep82iZ, ofmagk eiprgdR1B-bilpsfude-randon? M (Kiyi) Fomplvcation

step 8220, whigl wmcﬂwmmelu%sﬁseacﬁ%@e@da@lmvawmeépe& talﬁggoﬁl isheate
generate a second 160-bjt out exanmpl e, for

the process ofedjgede! §“?ﬁ?'3131‘§ @%tegﬁ%%?foé%@EMf?gn%Kb%%

printhead cartri dgﬂesfepsmbﬂaeﬁ&mmwédmhmm?wﬁmm sediFig, 2)ae:
SHA(Sa** *SHAig gé *@D**IDZ*%% **T2**SD**Sa**pad)**pad),
wherein "**" e f "pad" is used in the SHA-1
algorithmto incr ébszecdnhmocﬁtemmﬂndtrmebﬂ of sbpBy ténd 26,ngoaLtink §ud @riSheddi S

bsetdo: r andonet ez e oryesl EEER Ao ust, R PrirEe el
in nore detai to ktinwas Kevdd, tesqrenide & gedpidyrengyal jof suppbitano 26 el pew thiee
160-bi t out PUleselitd€SHitOfestbeR Big26 TWhilBmbi dednflo of ¥dN M esdiibe for

KeyZ2a
y2a). 15  convenience with supply item 26 being ink jet printhead cariridge PH, those skilled in
the art will recognize that the process of Fig. 6 is adaptable to other types of supply
items and/or consumables. Also, reference to specific numbers of bits used in

association with particular variables is exemplary, and may be changed to accommodate
the design constraints of a particular system. Also, it is to be understood that the same
20  algorithm used generate the MAC for renewal of the consumable, e.g., supply item 26,
printhead cartridge PH, etc., can be used by imaging device 12 in gemerating the
verifying MAC to be compared with the MAC stored in memory 33 to verify the
anthenticity of the renewed consumable.
At steps S300 and S302, it is determined whether the ik jét printhead cariridge
25 PHis a monochrome cartridge, a color dye cartridge, or a color pigment carfridge. Of
course, these steps can be easily expanded to cover other ink types,
Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
5304, 8306 or S308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.
30 Also, at step S310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.
At step 8312, a 64 bit secref is created by concatenating secret Sb with one of
secrets SM, SI> or SP.

12



At step 8224, the 18-bit MACL is stored in nenory |ocation 44-1 (see
Fig. 2) of 10 nenory 33 of ink jet printhead cartridge PH. To
accommopdat.e a second renewal of supply item 26, e.g., ink jet
printhead cartridge PH, the process of Fig. 6 may be used. The
generation of MAC2, also referred to herein as Key2b, to conplete a
second renewal of suppl y.item26 will now he described wth respect
to Fig. 6. Wile tHet@x 2 gawius pargmetess jstgred 48 apepoy3X of ik Set printhead

conveni ence WedrkidgdIPHI 3te Ir&tgéne@ m%@gxamyl@ Js&b Bd-DLREARs @ Spitdar PH
those skilled in the art recogﬁféﬁg the process of Fig. 6 is
adapt abl e to B??F%‘?Ier&?pﬁt%p 43&&’61’%9 i %We@bﬁéﬁﬁﬁﬁwé‘sf’ remeg@
referenf:e to ﬂ:pecbutfﬁnfemnﬂa{ef’sz stép mlnsr&ﬁadsﬂhad—aﬁwpﬁ@ﬁlo@ﬁo%@@ step
particul ar ;va X an tQ ac ate
t he design cor%élt%r al nege%otﬁ gwﬁi&%ﬁ gc@%#@% S(i%a@gi iTpLipEs &8%
under st ood t hpseudolrendomi® (E@Ylétﬁg:@ tacationviZrd crdd efemideit retrittee thvINGH Biey2a

renewal of thm@ﬂ%ﬁgéagon&g supply item 26, printhead cartridge
PH, etc., can be use é rragl devi ce 12 inrsgeneratl ng the

verifying MAC to tﬁ%@fme SERSSH iis conssrenatpd gith &e
verify the auﬁﬂ@ﬁ&d@e&uvﬁfmétaﬁsmrﬁ%ﬂﬂdewﬂm &pnntheadc geﬁxfreps
8300 and g It %g%@ﬂ\gﬁg; et her the IE Let m nt hea
cartridge’25 PH |s‘°*:it P SHePt ARt Ry e 3716 gilbbe ngressedysingiadid- or
a col or pi gnehslge#inh to glgeate O 60tdiompet digeltese st eps can be easily

00, mono, col or ‘gl 5220l SHBESerc prureRRAERE 12403 el B 180 o

speci fic 32 bif0- béte@lﬁlélf of Stezs§lﬂécipéélm 8 @4 yhmﬁtoﬁepswzmowmdnm’cunﬂ@ for

col or dye, - t a 32-bit
color, (522 co?(r%% &&i‘m }9![1@! e&&z&w&coxﬂlaﬂf%’u‘;ﬁﬁ&ﬂm A step

8312, bit se ‘égt W?W@a@@éeﬁgc %@%ﬁ%@%@@%@ﬁ@g\mmmmne
of secrets SMrinfleadreaititige for the Aol eRBwBS ke plaib-84E RAl WLt S8

stored in rre ad cartrlde PH are retrieved.
Tnthi's oxampentesike iR B i e o B e, 10
step 8314-2 rmerswves’ febsetshichoateh#tion,DeSa@ B Gded Tih thes BBR-1834tBn to
retrieves thei §r-b| g{tl mnggt% gf%ter é’”‘a st%% 3314-4 retrieves the
4-bit 1D1 frofvFoesr § PHE)ponEI 913, k- Bt ipput, Apd SHAHS the F{A-1
11-212 fr@&m iarligdridmatlon 40- 2 step 8314-6 retrieves the 32-bit
pseudo-random | D I20f £ Qh. etrieves
the 18-bit Key2a CE] f2 oc a?i‘de Xﬁ%sé'udo ﬁaﬂﬁloﬁﬁ?ﬁce?il)‘lﬁom loGatton
2-1, whi 1 be descnhed in more detail below with respect to Fig. 7, is used to
reduce the 160-bit output digest of step $320 to 18 bits to form MAC2 (i.6., Key2h).
( At step 5324, the 18-bit MACR is stored in memory location 44-2 (see Fig. 2) of
25 memory 33 of ink jet printhead cartridge PH.
In order to generate a verifying MAC, for example, the same process described
above is used, wherein the EAS 60 residing in ASIC 28 of imaging device 12 accesses a
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
30 random identification number of location 42-1; time values T0, T1 and T2 of locations
© 422, 42-3 and 42-4, which EAS 60 can then use 1o generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in
memory 33 to determine the authenficity of the consumable. For example, if the

13



At step 3316, the 69-bit secret fromstep 8312 is concatenated with
the paraneters retrieved in steps 3314 fromnenory 33 of ink jet
printhead cartridge PH 10At step 8318, the 133-bit output fromstep-
8316 will be processed using a SEA- 1 algorithmto generate a 160-bit
out put di gest. At step 8320, the 64-bit secret generat ed at step

224-bit | npat S PAY et BE SRR VA CUbR e Blmoh) 8 6 1E el
algorithmto gemﬁvemazeeamw&ﬂedmsbmmmnm gest. 15Thus, for

exanpl e, foi: thergE &gg@s ﬁfﬁX&ﬁﬁﬁg%C%%%%ga}e%&gmﬁ%O cog‘ge TN

nmono printhead car

be: SHA step 8222 of Fxg 5 and 8322 of Fig. 6. In general, the method conve:ts a first binary
(Sb** SM** SHA( Keler fidVing 216 lﬁ%&%@&@@éf&b@@f&%ﬁ% *o’{l@ag %@dﬁh
wherein "**" rep resents concat enat 1. on IS use

algorithmto Plﬁerfé*ae@fbwwsfaﬂdwbmé Mgamahsww‘mﬁw%esmb. t

i nput, and SHhetmbdef bitPoftheBstei@r duirden is greater thin B SENRBEhits A RS K
using the 32-bit npseudo- random JD (Keyl) fromlocation 42-1, which

will be descrf FROTBF® et ai | bel ow with respect to Fig. 7, is
used to reduce the&tk&@ 3400, ackey,puth abi Kuydtis défined dpt BS 20hirdmbdbebot Wist 0

km MAC2 (g %o e En%{fb %?ﬁ& 3 Bh o b o8 O i)
rrem)ry | ocat I on see FS nmenory Jf;
print head car pncfecﬂ@br Moutlmem@elr szﬁxgemenﬁhekeahaee‘armbity ﬁhﬁglwdqdc’w

exanpl e, the sapss SusHleeadal & ﬁla%ﬁnt'n'ﬁm'd&%gms}é\éh@fn@td’thk B&ubAS 60
resfding in ASIC 28 | magi ng devi ce 12 accesses
random supply item ID, stored at location 42-1 in memory 33 Without kmowledge of

Keyl, the output of the mask carmot be predicted. Keyl (32 bits) may be defined to
15  have sixteen “ones™, wherein the sixteen “ones” may be used as the basis for the mask,

At step 8402, the first binary number is divided into a plurality of groups of bits,
The number of the plurality of groups is equal to the number of bits of the key. Each of
the groups has a number of bits equal to the quotient. In the present example, the 160-
bit digest output is divided into 32 groups of 5 bits.

20 At step 8404, each bit of the key is comrelated fo one group of the plurality of
groups of bits of the first binary number. For example, this means that each bit of Keyl
(32 bits) has a possibility of lining up with five bits of the 160-bit digest ountput. For
example, bit zero of Keyl will line up with bits 0-4 of the digest output, bit one of Keyl
will line up with bits 5-9 of the digest output, bit two of Keyl will line up with bits 10-

" 25 14 of the digest, ete.

At step 8406, the method selects from the plurality of groups of bits of the first
binary number each group having a corresponding icey bit having a predetermined
binary state. The predetermined binary state is one of a binary one (1) and a binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in

30 the key, the corresponding group of five bits from the first number is selected. Thus, for
example, assuming a 32-bit key, and assuming that there were 16 “ones” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the
second mmber.

14



secret residing in secret storage nodule 58, and accesses nenory 33
of supply item 26 to read the information pertaining to supply item
26, such as for exanple, the pseudo- 30 randomidentification nunber
of location 42-1; tine values TO, Ti and 12 of |ocations 42-2, 42-3
and 42-4, which HAS 60 can then use to generate the MAC. Once the

verifying MAC is generated, it can.,he co red to the respective MAC
stored in nenory %‘3 SR SR é"rlFﬁWeSﬁ °’&L?F%%E]F‘Ft?ﬁ ﬁ’?fupd‘%%ftﬁ@ selerted hsed| e
For exanpl e i 2 bdo@ fﬁ:\bﬁbﬁ to/ fong aflvl@ﬁt equaibs of the sé@fﬁ@eﬁﬁxﬁr\éﬁmwsce-ﬁ-t geed
in menory 33, then.the cqnsu £, e q ite , .Jpeen
verified as b‘é‘#ﬁg gt 2 ﬁ“‘*ﬁ?"g%"“}d g‘?ﬂ%ﬁéé’fﬁf*iﬂ”é@e‘%?‘ﬁl 052%5%‘@%%% of
generati ng t hgoupaskd aewi4 Hneitn xooldeclet byvep B2 22 tefiveibgs ofn gogh. 3822
of Fig. 6..1n_ge > i '?pﬁx r
having a fir sstoglﬁ 31% n%%#m%%tngﬁ @Epgg%&%%ﬁéﬁégo dg S%géo%%b' |°g:t]§% gg ':hgqt% put,
to a second bheraeficisainrer misepioprsson BETFbNSiE aIodbfin fuis axample this willn
18-bit MAC. ASednhdt RRrexa P bRs (ohtlte tRUGD)Ehat Sfill Rbilvedthe bOSIbAY StheRpnary

nunber is greater than_the_nu r of .bits of the second binar
uber | At "ot e REFO Siredn isgegpeo Yhen i R goiARRA o
third nunber pieaftiadrid ofitheisedohd Endrpinentieh enfthis efamplepbe MAT ndw ks 16f
the first _binary nunber to forma quotient, preferably w thout a

r emai nder ¥ Fo ts'exarrpl e, if the key has 32 bits, then 160 divided by

32 is 5. As previ tiadwevet, atneuber Ehitslgréater &aB 26 f5i desiredther oreor mesyidtadi ng
33, (Wt hout KRS Fad SBRspuinb ¢, bits a0 B5, Bl el dibnd 6 by Bl oY
predi ct ed. Keymbefr spnogienatigy wilh threpartigadofithe 3odanmbel gmerated 'dertly " |
wherein the sgth@eMe RS préte¥. AecoHSatl, 8Shik BRudds ks thPsaddids vidasik 5
15  and bit 150) can be used in conjunction with the 16 masked bits to form an 18-bit MAC.
The following is an exemplary pseudo code for implementing the method of Fig,
7, so as to convert the 160-bit digest to the 18-bit MALC.

20
For bits 0 through 15 of MAC:
HD =HMAC Digest |
Leti=0
Leti=0 to 31
T 25 IfbitiofKeyl=1
Bitj of MAC = the value of HD bit (5%(bit i of Keyl+1) - Keyl mod 4-1)
=+l
End
For bits 16 and 17 of MAC:
30 Bit 16 o MAC = bit 150 of HD
Bit 17 of MAC =bit 5 off HD.

15



At step S402, the first binary nunber is divided into a plurality of
groups of bits. The nunmber of the plurality of groups is equal to the
nunber of bits of the key. Each of the groups has a nunber of bits
equal to the quotient. In the present exanple, the 160- bit digest
output is divided into 32 groups of 5 bits. 20At step S404, each bit
of the key is corr 0 a9 " u Y,40f ;.0
bits of the first I%%ﬁﬁagge‘bﬁf eﬁl. gt%lgnee%a%il&d%ﬁﬁ?%i m%éﬁ% ° 5%? each
bit of Keyl (@Rethirtizye khasleat poseiehbik pat.y Idherd isnt Jegst one biti seththen ineghit s
of the 160- bi QH%B bit zero of Key' will l|ine
up with bits gvgceQ?ﬁ{dh Hégathﬁgitthgfgtﬁ alﬁlie one of Key' will line up

with bits 5-9 of tThes, @rgml%@tsmﬁyaﬁhqmqsme@ﬁd ke invgptiqn cpp bratsediow t h
bits 10- 2314u@fmddhiRs Hradsst 5 84 6 1o convertAhe I6®Bi 3P, digReoBE HdAC

o Lo Rl AL 2 S Bl el B

pr edet er m ned3disthray aihabdfocaildne 44t adetier m ned bi nary state i s one of

o edet et i ned. b, nay rapS P A B bitnstbet, A AR WRtchared sl e arspnt
the key, the boentiespambh fughaymmm[ﬁedwltﬁmﬁe spirit endf soopm of tigs dibalestren Thiser
I's sel ect gg. I%b‘ﬁgaémﬁ 9f th@féﬂ)?&’ eﬂdeﬂig U%ch‘ %avgﬁ%?(ﬁe;uséa%e& @S SF MY

that there stage there
has been defi Wéeph%ugm@p@ne@aﬂ p:mctpéesmrfthers@lsl aﬁplgetmrxsaﬂﬁemﬂgd torreve sibnd

numaer ¢ bit sglf@&n %q%sen@gmdhﬁ&%tas%i@e@iﬂhnﬁowﬂ?&%&mﬁﬁ) ta‘olta@&lmt
ro (0] I TS I e C ase on.a or a e a
gort :Oon of th&e %i%ﬁ’ %g’ﬂﬁf‘ aggﬁ'hmh?ﬁ eQIIEB‘FS g}‘g’& ‘?%

nod5 functionclimsl d sel ect betmeen aII five of the bits in a group,
and a nod4 function would sel ect between four of the five bits of a
group. In 5 sone inplenentations it may be desirable to use nod4
since a nod4 function is nuch nore efficient on a m croprocessor.
However, by using nod4, in this exanple this will mean that there are
32 bits (out of the 160) that will not have the possibility of being
chosen. Once the bit fromeach group is chosen, then the bits are
concatenated to format |least a portion of the second binary nunber.
In this exanple, the MAC.now has 16 10bits. | f, however, a
nunber of bits greater than 16 is desired, then one or nore bits from
the first binary nunber, e.g., bits 5 and 150, can be selected from
the first binary nunber for concatenation with the portion of the
second nunber generated directly through the nmasking process.
Accordingly, in this exanple, the two addition bits (bit 5 15 and bit
150) can be used in conjunction. wth the 16 nasked bits to form an
18-bit MAC The following is an exenpl ary pseudo code for

i npl erenting the method of Fig. 7, so as to convert the 160-bit
digest to the 18-bit MAC '
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20 For bits O through 15 of MAC. IID = HVAC Digest Letj = 0 Let i =0
to 31 25If bit i of 1Ceyl= 1 Bit j of MAC = the value of HD bit
(5*(bit i of Keyl-Fl1) - Keyl nod 4.1) j---j-i-1 End For bits 16 and
17 of MAC. 30Bit 16 of MAC = bit 150 of HD Bit 17 of MAC = bit 5 off

HD. WHAGIHGLAIMIER IS2 will read nenory |ocations 44-1 or 44-2
to determine whether there is at |east one "one" bit set. If there is
at |least one bit set, then inmaging device 12 wll attenpt to validate

t he MAC val ue. ) . . .
1. A method of generating a mask for converting a first binary number having a first

number of bits to a second binary number having a second number of bits, said first number
of bits being greater than said second number of bits, comprising:

defining a key having a third number of bits, said third number of bits being divisible
into said first number of bits to form a quotient;

dividing said first binary number into a plurality of groups of bits, a number of said
plurality of groups of bits being equal to said third number of bits of said key, each of said
groups having a number of bits equal to said quotient;

) correlating each bit of said key to one group of said plurality of groups of bits of said
¢ first binary number;

selecting from said plurality of groups of bits of said first binary number each group
having a corresponding key bit having a predetermined binary state; and

selecting at least one bit from each selected group of bits based on a mod function to

form at least a portion of said second binary number.

2. The method of claim 1, wherein said first binary number is a digest output of a

hashing function.
3. The method of claim 1, wherein said mod function is a mod4 function.

4. The method of claim 1, wherein said predetermined binary state is one of a binary one

and a binary zero.

5. The method of claim 1, further comprising concatenating at least one bit from said

first binary number with said portion of said second binary number.

6. The method of claim 1, wherein said second binary number is a message

authentication code.
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Thus, for exanple, in summary, the mask nethod of the invention can
be used in 5 the nethods of Figs. 5 and 6 to convert the 160-bit

out put di gest of the HMAC operation at steps S220 and S320 to the
18-bit value of the MAC to be stored in nenory 33, such as at one of

locati ons #4-1 ARgkiftfof generating\Wiab@edtfbafor £HE8RradnfiAsbRE SRS | bed
as having a preferred design, the present invention can be further

1odi 11 ed W thi ol 0h fdchiifidlod EREdS cdillbhstihaglosur e. This 10

application is t ore In 0 cover any variations, uses, or

adaptations of the i.nvention usi.ng i.ts, geperal,. principles..Further,
Lhi s appl i cat i dHOTE P oREEG T 6 BB oHFE e apisption Buhergiingfdin
present disclosure as cone W thin knpwn or customary practice in the
art to whi @8R sAiadRCE R MBI HIToRRtIFPm sgd idgniifgaron pEMdern t s
of the appended clains. WHAT IS CLAIMED IS: 1. A nethod of

gener ating a meeSRPFessing 63id prelimigpraninbes using a sempressidyeal gdrithinipt atikizes st
nunber of bits to a second binary nunber having a second nunber of
bits, sai dsafd idedtifivatidresunfer tti gesetatsl anguthestidaton vdleanfos asedn aethonita er
of bits, conprising: defining a key having a third nunber of
bits, sai talddonshridbid)esid @Bmpliegﬁngmmndérﬁggké@d Srelififarp@irtb ek hidig a first

nunber of bits to forma quotient, ividing said first binary

nunber int a4 i i. d,.nl alit
RunfbePb Wil th k¥ d YhitneHtRuRsh Wiu taklﬁlg g%ﬁé&ﬁnggrﬁﬁlggfogm,%mg £ y y

of groups of bits being equal to sai its of sai

o122 RS AR SN g Y0 e 1o oo

quoti ent; eac o one group of said

plurality of gr s.of bits of said.first, . hin . nunber ;.
sel ecting fr omdg‘g?Ferb‘f&fr rﬁtng}mg?r ‘gggﬁb’éa@flgﬁ}t%x%“%%&r’fi rst binary
nunber each-group _having a correspondi ng key bit having a
predet er m ned WiYiding saif Rredimingyy number intg @ phyplity gt sgoup ts.caempier of r om
each sel ected group of bits based on a nod function to format | east
a porti on seid purlityoé grugs bf itsbgingentrd to saidthirinemivet dfdits of said ai m 1,
wherein said first binary nunber is a digest output of a
identification number, each of said groups having a number of bits equal to said quotient;
correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;
selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value,

8. "The method of claim 7, wherein said preliminary number is an output digest of a

hashing fonction.
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hashing function. 3. The nethod of claim1l1l, wherein said nod

. function is a nod4 finction. 4. The nethod of claim1l, wherein said
predeterm ned binary state is one of a binary one and a binary zero.
5. The nethod of claim1, further conprising concatenating at |east
“one bit f§om spidhéhedst dhinar, whetdbeid mbd fnstiords paradtdindPisaj d
second binary nunber. 6. The nethod of claim1, wherein said second
bi nary nunber is a nessage authentication code. 7. A net hod of
generating an authentication code for a consunable, conprising:

assigning an igentifi | ; i SlerE@REURRY state is one of a binary
processinb&an ?LPﬁﬁfﬂﬁﬁﬁg%ﬁg u%%@%ﬁggﬁ% i dentification nunber,
using a first algorithm to generate a prelimnary nunber different
from sai donerEdta HREREFE8n nunber ; conpressing said prelimnary
nunber using a conpression algorithmthat utilizes said
identification nunber to generate an authentication value for use in

aut henti cati ng said consumabl e, said conpressing step, convert] ai d
prel i m nany. nurthemetizd ofgladmTy e QRIS o0t p G oE o 1ba

aut henti cation val ue having a second nunber of bits, said firs
number of LRifiee Rl pEliGHRe ermlidnaithsailgposmuof euin awheicafionyaus, to fomm

said authentication code.

12. A supply item including an authentication system, said authentication system
configured to perform the steps of:

processing an input including at least an identification number assigned to said
supply item, using a first algorithm, to generate a preliminary number different from said
identification number;

compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate an authentication value for use in authenticating
said supply item, said compressing siep converting said preliminary number having a first
aumber of bits to said authentication value having a second number of bits, said first
number of bits being greater than said second number of bits;

determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third nurhber of bits of said

identification number, each of said groups having a number of bits equal to said quotient;
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determining a third nunber of bits in said identification nunber;
.dividing said prelimnary nunber into a plurality of groups of bits,
a nunber of said plurality of groups of bits being equal to said
third nunber of bits of said identification nunber, each of said
“groups having g, uuERe k. @ibitdfissideesmalicdtion sainterquobé grotp of said plurality of
correlating each bit of said identification nunber to one group of

said pluralit f. Q : i of prelimnary nunber;

sel ecti ng@?%#@éﬁsg%gﬁgﬁjé%%%rbroups of bits of said prelininary
nunber, each group having. a,cofre | - i bleiatid L marEe edactbi t
havi ng a pr ede%ei?cﬁpﬁgamtﬁ%}@’flvag{”é)? 8‘% ﬂgén%%lfsg?%%?fgcti nagﬁgt I eag(t; one

bit fromeach selected group of hits based . i: ; orm
at | east gropp hﬁ?iéglaé?ff@a?%ﬂl%‘fiﬁ‘@ﬁic%%rf egﬁ?&%{lﬁggq{?gaﬁﬁlﬁ%ﬂd&%
claim7, wherein said prelimnary nunber is an output digest of a
hashi ng f gttt aeh. 9. The nethod of claim7, wherein said nod
function is a nod4 function. 10. The nethod of cl aj m;, wher.ei n sai d
predet er mi ned ey aSlead ené bit Gmm eath wlagted grappeiditahese O’bﬁﬁé’ﬂ%‘?&f’%.
11. The method of claim7, further conprising the step of
Concatena?&ﬂ)gmadttléaﬁ%%rt%l@ofl%hiﬂaﬁﬂﬁﬁﬁcﬁﬂéﬂvqhaal i m nary nunber with said
portion of sald authentication value to form said authentication
code. 12. A supply itemincluding an authentication system said

aut henti cati on systemconfigured to performthe steps of:

13.  The supply item of claim 12, wherein said preliminary number is an output digest

of a hashing function.

14.  The supply item of claim 12, wherein said mod function is a mod4 function.

15.  The supply item of.claim 12, wherein said predetermined binary state is one of a

binary one and a binary zero.

16.  The supply item of claim 12, further comprising the step of concatenating at least

one bit from said preliminary number with said portion of said authentication value to

form an authentication code.

17.  The supply item of claim 16, said authentication code being stored in a memory of

said supply item.
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processing an input including at |east an identification nunber
assigned to said supply item using a first algorithm to generate a
prelimnary nunber different fromsaid identification number;
conpressing said prelimnary nunber using a conpression algorithm

that utilizes sQidnldent dutlcaédtap 2 RUSIREDIE Asai}amdinagial device, wherein the
aut hentication value for use in authenticating said supply item said

conpr essi

mumber - of ArFaFRARCRIPb DR L uRhcal il AR R KRR RIS Riting Sode,
bits, sald i r.st sai d second numnber
of biter dHS é?lﬂfﬂ?ﬁge HHpkerdt ﬁﬁ%‘ﬁﬂ%@%&?ﬂf fip cg%”%e PSReRTE barlon
nunber ; i.,viding, said preli n nunber i q’@ E ci”al it

groups of Wli%tlcaécdn atbwhersm tagyer &j1§ gensrated ity fyaetied ganpRgis rng
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each of said grsings firshalgngitem frietveratest profimmenquarber difsentirerani ent :
con-el ating each bit of said identification nunber to one group of
sai d pl ur abedtificefiorgrmipes; of bits of prelimnary nunber; selecting
fromsaid plurality of groups of bits of said prelimnary nunber,

each group havidgpeessiag kA8 peigiingy helehdrufihg atbrapresividasorthib tm\mm@sa
predeterm ned binary state; and selecting at |east one bit from

each sel e%@a&ﬁﬂfe&l&ﬂ‘nﬂﬁeﬁ%&%% @erﬁ;af;%zdae éaqd)ébnsﬁesfs ?@eﬁt | east
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second number of bits;

.determining a third number of bits in said identification number;

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal fo said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.
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16. The supply itemof claim 12, further conprising the step of
concatenating at |east one bit fromsaid prelimnary nunber with said
portion of said authentication value to forman authentication code.
17. The supply itemof claim 16, said authentication code being
stored in @.nenmieméthodef daiflii®) Whetelntyald prdl8nifariy@i®er i @h output digest of a
aut henticating a consumabl e used by an inmagi ng device, wherein the
met hod conm&hﬁggnﬁuaﬁlylng an aut hentication code for conparison with
a verifying code, wherein if the verifying code matches the

aut henti cation code the consumable is authenticated; and wherein the
verifying code is generated by a nethod conprising: using a

first alg nerat e | i m nar nber .diff nt .from an
identific aéq %r%%‘ﬁ ‘f"fatlalmglgfrﬁsg?’é’i H %%dyénﬁlrogll? ﬁﬂ?ﬁ? %’nﬁﬂ%er usi ng
a conpression algorithmthat utilizes said identification nunber to
generate the verifying code, said conpressing step converting said
prelimnary nunber having a first nunber of bits to said

aut hent i catli. on Thglnesshdviaefi abrymel 8s wherh saidipbesieteohinbd bimarysstdtelisfone of a binary
nunber of bits being greater than said second nunber of bits; .

det er m ni ngreand Abimdrywesher of bits in said identification nunber;
dividing said prelimnary nunber into a plurality of groups of bits,
a nunber of said plurality of groups of bits being equal to said
third nunber of bits of said identification nunber, each of said

groups havj,ng (a:%h@'fﬁg?ﬁd'd Sedhtig, ﬁlgl'ﬁ@lj con rist %‘ﬂw‘% tdf%&rwatenatln at least one

correlatlng ea bit of saididentif tiro er to one

said plur r s of b f

6l ecti ng FiTRSS dgle?wp et pppbli Soaﬁffp%m%?n ol aBﬁ”&%‘f"‘B"’bP’@P‘f?ﬁfﬂﬁ?y
nunber, eac r haV|n a correspondi ng identification nunber bit
havi ng a pf P aﬂ@ﬂc Shary state; and sel ecting at | east one

bit fromeach selected group of bits based on a nod function to form
at least a portion of said authentication val ue.

23. A verifying code for a consumable used by an imaging device and generated by a
method, comprising:

processing an input including at least an identification number associated with the
consumable, using a first algorithm to generate a preliminary number different from said
identification number;

compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate the verifying code, said compressing step
converting said preliminary number having a first number of bits to said authentication
value having a second number of bits, said first number of bits being greater than said
second number of bits;

determining a third number of bits in said identification number;
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hashi ng function. 20. The nethod of claim 18, wherein said nod
function is a nod4 function. 21. The nmethod of claim 18, wherein
said predeterm ned binary state is one of a binary one and a binary
zero. 22. The method of claim 18, further conprising the step of
concat enat i ng atividegshidanelirkinkryfmimbesiatot: Pialityrof gaiys oftittes nwhbdi osai d
portion of said authentication value to form said authentication

code.  23.gfy Mﬁfahﬁydff%@@@?bﬁsoﬁel@ &ARSY TR HfrdRAbePYE 1R of SREI NO

devi ce and generated by a nethod,” conprising: processi ng an

| nput | nC! eeittadiln hiBRR ,te%aT bigsr%pft% p%mlﬂg g@)&fof%ﬁ:é aﬁsoesqld%ﬁ%&he

consunabl e using a m nar

different from sai den i 1.0

prelimnary nurﬁ?gleld tcog Pécgegﬁﬁmagfl BBTPTIH%O??%U%?%&%?%%%
identification % to generate the verifying code, said

conpr essi n%o'éﬁsé’g E%ﬂ PRIHGTSBRPesr el i mi nary nunber having a first
nunber of bits to said authentication value having a second nunber of
bits, said firselepingfeemstidpluraity of grgupsradfites! waivmpreliminarysaothed ealnber
of bits determining a third nunber of bits in said identification
nunber ; group having adiongssadthgpdenkifindtiva mymberthieiavimtapred epdrmireet ibingryo f
groups of bits, a nunber of said plurality of groups of bits being
equal to sqdtel alti rd nunber of bits of said identification nunber,
each of said groups having a nunber of bits equal to said quotient;

correl ating eaceBide Ricas@nd bitdRR chhQﬁEdtSH’%'g%pﬁf tstbgseﬁrbﬁ a%&ijﬁn&fon

said plurality of groups of bits of prelim

sel ecting r its of sald prelimnary
nunber, ee%ﬁ&m &ﬂ‘éﬂw{éﬁ#ﬁ%ﬁ bf%ldfgrue}gzﬁg%n%mgentl fication nunber bit
having a pr edet erm ned binary state; and

24, The method of claim 23, wherein said preliminary number is an output digest of a

hashing function.

25.  The method of claim 23, wherein said mod function is a mod4 function.

26.  The method of claim 23, wherein said predetermined binary state is one of a binary

one and a binary zero.

27.  The method of ¢laim 23, further comprising the step of concatenating at least one

bit from said preliminary number with said portion of said authentication value to form

said authentication code.
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selecting at |least one bit fromeach selected group of bits based on
a nod function to format |east a portion of said authentication
value. 24. The nethod of claim23, wherein said prelimnary nunber
is an output digest of a hashing function. 25. The nmethod of claim
23, wher ei 28.sai Ain patlerfticatdn cnleifsr @ consuifialile mexid lynan inREing Teeiceaptivodn die
claim 23, wherein said predeterm ned binary state is one of a binary

one and a hQifRtiyatieRicOde médithes EnRrifighh@de diat &l grherntdd by & eHettod] comprising:
conprising the step of concatenating at |east one bit fromsaid

prelimnary nungtesshd bn ﬁ@hfimemaitngme@ét A 2 GAREMbat ase&laf@d Hih iR
formsaid authentlcatlon code An aut hentication code for a

consumabl e e
mat ches. a ARG u‘é‘fﬂgdaé‘ﬁ%tﬁgmﬂéﬁﬁg%%%%egﬁdg@ln%ﬂ%ﬂ%@?%%%ﬁ Sopcan
processing..an.in uding at |east an identification nunber
associatedeW##’g ‘%@ﬁ%vn&ble using a first algorithmto generate a
prelimnary nunber different fromsaid identification nunmber;

conpr essi ng sai WIPFSHREFHAPPlLIFMMSETIRRET FUnga OBWRFEeRI envithin it vilizes said
that utilizes said identification nunber to generate the verifying
cod; said demtficetier mynter épganerteshe verdyisacetlepsadd cammensipgstepisenveriing saig
a flrst nunber of bits to said authentication value having a second
nunber of Rekminasaiuchbet isingufirstenmbtr dibitstokeidrgthgttzati@rvatdehavisga steond
second nunber of bits; determning a third nunber of bits in said

i dentii fi Cagingdr eﬂmegmd first nurﬂbéf'o@bﬁgbéi’r?gf Sedérehdr ValtBdeYoriduiider bfHiQ; a
plurality of groups of bits, a nunber said plurality of groups of

bi ts being equy %chﬁlla' Lo BHSHRRE Pl ey ifthahdeglent | T cation

nunber, each of sal oups aV|ng er o] Its equal to said
otient; el at eac sa d 4.d i f o:

ane group of saﬁ*adwﬁa?lslpﬁqwsm Bisherdhiod Titali 5 éfau%ﬁ |m rfa%nyu%g fspid

selecting froms lit rou S..0 its o
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havi ng a predeternlned bi nary state; and
number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each group
having a corresponding identification number bit having a predetermined binary state; and

selecting af least one bit from each selected group of bits based on a mod function to

form at least a portion of said authentication value.

20, The method of claim 28, wherein said preliminary number is an output digest of a

hashing function.

30.  The method of claim 28, wherein said mod function is a mod4 function.
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selecting at |least one bit fromeach selected group of bits based on
a nod function to format |east a portion of said authentication
value. 29. The met hod of claim28, wherein said prelimnary nunber
is an outPut diltpenethed ofclpiag B$.ivherein seid predetmminpddingsy Hete io pne pha binary
28, wherein said nod function is a nod4 function. 24 one and a

bi nary zeme.and 3dinafyieeroet hod of claim 28, further conprising the step
of concatenating at |east one bit fromsaid prelimnary nunber with
said portion of said authentication value to form said authentication
code. 33. A consumabl e used by an inaging device, wherein nenory is

enti 11 o2t ont HngEPS BRABRY 4 S e R BRETRaBH O aiffing a eastgpe bi

aut hentication code matching a verifying code generated by a nmethod
conpri si fipm said prelypipassrymberarith saidiportion af sridgausientieation Edyegto form said
identification nunber, using a first algorithmto generate a

prel i m nauthenticdven cddé.f erent from said identification nunber;
conpressing said prelimnary nunber using a conpression algorithm
that utilizes said identification nunber to generate said verifying
code, said conpressing step converting said prelimnary nunber having

a first nber, of bits, to id authentication val ue having a secan
nurber of b t & SusirepieBed Rt s Bl 40 i@ bRt BeRly i eh A e
second nunber of bits; determning a third nunber of bits in said
i dent i fi CARFURAbIG, Mipanemory compaisingdi ng sai d prelininary nunber into a
plurality of groups of bits, a nunber of said plurality of groups of
bits bei ng equalid¢ntifsatich tumbeat asnontaerd with thietcenafmabdd; dnd dent i fi cati on
nunber, each of said groups having a nunber of bits equal to said
quoti ent; an authentication code matching a verifying code generated by a method
comprising:
processing an input including at least said identification number, using a first
algorithm to generate a preliminary number different from said identification number;
compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate said verifying code, said compressing step
converting said preliminary number having a first number of bits to said authentication
value having a second number of bits, said first number of bits being greater than said
second number of bits;
determining a third number of bits in said identification number;
dividing said preliminary number into a plurality of groups of bits, a number of

said plurality of groups of bits being equal to said third number of bits of said

identification number, each of said groups having a number of bits equal to said quotient;
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correlating each bit of said identification nunber to one group of
said plurality of groups of bits of prelimnary nunber;

selecting fromsaid plurality of groups of bits of said prelimnary
nunber, each group having a correspondi ng identification nunber bit
havi ng a pr edet enreiatiag elxdhridf of saklddentifieatidn numberste b€ kiong ofiaid glagitityafe
bit fromeach selected group of bits based on a nod function to form

at | east agPapd s of peBinthadpfesyd cation value. 34. The nethod of
claim 33, wherein said prelimnary nunber is an output digest of a

hashi ng functi : . LA I .’”ﬂ@ﬁi

functi gn is a ?r%l ﬁtn?ggﬁ?:%lgglg wrg@g oﬁﬁgﬁé’rﬁ%%g%?a@ﬁgﬁm : "&%ﬂg’%ﬁﬁl

sai d predeterm ned binar tat.e | ne of ,a .binary one.and.a binary

cero. 57 EERERARE D Bebertliferie e PR e S g AP s SRR sy

concat enat i ng__agl% | east one bit fromsaid prelimnary nunber with said
d

portion of st aut hentication value to formsaid authentication
code. 38. A data structure associated with a consumabl e used by an
i magi ng devi ce,sclepiéngriteastene it figre cachsplestederovpaf bitkdreseck dncampd fanction
nunber associated with the consunmabl e; and an aut hentication
code mat chiorfgimaatdenst & pontign obshid gehmtiadtiod vblpea net hod conpri si ng:
processing an input including at | east said identification nunber,
using a first algorithmto generate a prelimnary nunber different
fromsaid identification nunber;

34.  The method of claim 33, wherein said preliminary number is an output digest of a

hashing function.
35. The method of claim 33, wherein said mod function is a mod4 function.

36.  The method of claim 33, wherein said predetermined binary state is one of a binary

one and a binary zero.

37.  Themethod of claim 33, further comprising the step of concatenating at least one
bit from said preliminary number with said portion of said authentication value to form

said authentication code.

38. A data structure associated with a consumable used by an imaging device, the data

structure comprises:

an identification number associated with the consumable; and
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conpressing said prelimnary nunber using a conpression algorithm
that utilizes said identification nunber to generate said verifying
code, said conpressing step converting said prelimnary nunber having
a first nunber of bits to said authentication value having a second
nunber of bits, asaiitbnticdtioh codedelichif akbiifbidodeRtddaly dh@dhosai d
second nunber of bits; determning a third nunber of bits in said

i denti fi cafdQ8sfsrber; dividing said prelimnary nunber into a
plurality of ‘groups of bits, a nunber of said plurality of !coups of

bits being equ sald.thir 4 f.bits.of .said jdentifigation
number, each 01% r%%e?%fﬁg?‘gh“ 3{ gl\ylgqunggfeﬁsgﬁ%‘g}&eg?gﬁh?gn r&heaﬁ uing %@rf{j
quoti ent; .,carrelatin ach bit of said identifj.cation number to
one group Heoihmgo senprate ?E‘{F?Hfmﬁy Bﬁrﬁger(ﬁ Eent drogy Saf#@?‘?t}ﬁcﬁ%?“ynq%h?ﬁer;
selecting fromsaid plurality of groups of bits of said prelimnary
nunber, each gr@ﬁwrmmgﬁyd@r%mm@“sp@mgﬁernrgmg@@nmpremm lgerithorthatrutibas
havi ng a predeterm ned binary state; and sel ecting at | east one
bit from esahidssfifoetieningnimarpo génehite widrasifdnpeoda, saulkoinpmesingstepo f orm
at least a portion of said authentication value. 39. The net hod of
claim 38, winettihfsHabblipfigdry Mfbdrhatidg B Gist nBmBér P BltPtd safll MERhti@kioR

hashi ng function. 40. The nethod of claim 38, wherein said nod
function i gle KRG of Sebid ihber Gibits TR ARt R ePbr s e 3Ieat MABH SR
said predeterm ned binary state is one of a binary on€and a binary

zero. 42..Ihe o .claim38, further conprising the step of
concat enatsleng ar{mf%agﬁﬁ%he bit fromsaid prelimnary nunber with said

Egzitel on of sai dde%%ﬂl%?gt ellﬁ'l%:[dln%%b\éla (|> ?ts 519 saflc? {dgﬁtlsr'f%%gonarlﬂ}m Eé:rr];t I cation

dividing said preliminary number into a plurality of groups of bits, a number of
said plurality of groups of bits being equal to said third number of bits of said
identification number, each of said groups having a number of bits equal to said quotient;

correlating each bit of said identification number to one group of said plurality of
groups of bits of preliminary number;

selecting from said plurality of groups of bits of said preliminary number, each
group having a corresponding identification number bit having a predetermined binary
state; and

selecting at least one bit from each selected group of bits based on a mod function

to form at least a portion of said authentication value.

39.  The method of claim 38, wherein said preliminary number is an output digest of a

hashing function.
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40.  The method of claim 38, wherein said mod function is a mod4 function.

41.  The method of claim 38, wherein said predetermined binary state is one of a binary

one and a binary zero.

42.  The method of claim 38, further comprising the step of concatenating at least one

bit from said preliminary number with said portion of said authentication value to form

said authentication caode,
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