CLAI M5
[Aaim1]

An aut henticating apparatus conpri sing:

receiving means that receives an inmage region as an
authentication target read from a surface of a target object
possessed by a user together with an authentication request
fromthe user;

identifying neans that identifies a position in one
reference i mage regi on corresponding to the inmage region as the
aut henti cati on t ar get and one reference i mage regi on
corresponding to the imge region as the authentication target
in a plurality of previously stored reference inmge regions
read from respective surfaces of a plurality of target objects;
and

aut henticating neans that determ nes authentication
failure in response to the authentication request if the
identified position in the reference inmage region is included
in a used imge region including a position identified in past
for the reference inmage region by the identifying neans.
[Caim2]

The authenticating apparatus described in Clam 1,
wherein, if the authentication request received from the sane
user by the receiving neans is determned to be valid by a
predeterm ned number of tines, the authenticating neans
det er m nes aut henti cation success in response to the
aut henti cation request received fromthe user.

[Caim 3]
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The authenticating apparatus described in Claim 1 or 2,
further conpri si ng regi stering means t hat registers
identification information to be linked to each of at |east
parts of the plurality of reference inmage regions,

wherein the receiving neans receives identification
information together with the authentication request, and

wherein the authentication neans executes authentication
in response to the received authentication request based on
whether or not the registered identification information
mat ches the received identification information.

[C ai m 4]

The authenticating apparatus described in one of Clainms 1
to 3, further conprising reading position determ ning neans
that determines a reading position of an image region to be
read fromthe target object possessed by the user,

wherein the receiving nmeans receives the inmage region as
the authentication target read based on the reading position
determ ned by the reading position determ ni ng nmeans.

[ C ai m 5]

The authenticating apparatus described in Claim A4,
wherein the reading position determning neans determ nes a
readi ng position of an image region to be read next time from
the target object possessed by the user in the one reference
image region corresponding to the inmage region as the
aut henti cation target excluding the used i mage region.

[ C ai m 6]

The authenticating apparatus described in Caim 5,
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wherein, if the authentication request has been determned to
be valid, the reading position determ ning neans determ nes the
readi ng position of the inmage region to be read next tinme from
the target object possessed by the user.

[Caim7]

The authenticating apparatus described in Claim 6
wherein, if the identified position is included in the used
i mage region, the reading position determ ning neans determ nes
the reading position of the imge region to be read next tine
fromthe target object possessed by the user
[Cl ai m 8]

The authenticating apparatus described in one of Clainms 1
to 7, wherein, if a maxinum value of correlation val ues between
| ocal regions set for each of the plurality of reference inmage
regions and the image region as the authentication target is
equal to or greater than a first threshold serving as a
criterion for simlarity and less than a second threshold
serving as a criterion for match, the identifying neans
identifies a position in a local region corresponding to the
maxi mum value as a position in the one reference inmage region
corresponding to the image region as the authentication target.
[ Cl ai m 9]

The authenticating apparatus described in Claim 8
wherein, if the maxi num val ue of the correlation val ues between
the local regions set for each of the plurality of reference
i mage regions and the imge region as the authentication target

is less than the first threshold or equal to or greater than
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the second threshold, the identifying nmeans does not identify
the position in the one reference image region, and

wherein, if the position in the reference inmage region
has failed to be identified by the identifying nmeans, the
authenticating nmeans determnes authentication failure in
response to the received authentication request.

[Caim10]

The authenticating apparatus described in one of Clainms 1
to 9, wherein an inmage size of the reference inage region is
greater than an imge size of the inmge region as the
aut henti cation target.

[Caim11]

An authenticating system conprising a term nal apparatus
and an aut henticating apparatus, wherein the term nal apparatus
i ncl udes

reading neans that reads a surface of a target object
possessed by a user, and

means that transmts an inmage region as an authentication
target read by the —reading neans together with an
aut henti cation request fromthe user, and

wherein the authenticating apparatus includes

receiving neans that receives the inmage region as the
aut henti cation t ar get and t he aut henti cation request
transmtted,

identifying neans that identifies a position in one
reference i mage region corresponding to the inmage region as the

aut henti cati on t ar get and one reference i mage regi on
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corresponding to the inmage region as the authentication target
in a plurality of previously stored reference imge regions
read fromrespective surfaces of a plurality of target objects;
and

authenticating neans that determ nes authentication
failure in response to the authentication request iif the
identified position in the reference image region is included
in a used image region including a position identified in past
for the reference image region by the identifying nmeans.
[Caim 12]

A program for causing a conputer to function as:

receiving means that receives an image region as an
authentication target read from a surface of a target object
possessed by a user together with an authentication request
fromthe user;

identifying nmeans that identifies a position in one
reference i mage regi on corresponding to the inmage region as the
aut henti cation tar get and one reference i mage regi on
corresponding to the inmage region as the authentication target
in a plurality of previously stored reference imge regions
read fromrespective surfaces of a plurality of target objects;

aut henticating neans that determ nes authentication
failure in response to the authentication request if the
identified position in the reference inmage region is included
in a used image region including a position identified in past
for the reference image region by the identifying nmeans.

[Caim13]
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An aut henticating apparatus conpri sing:

receiving means that receives an inmage region as an
aut hentication target read from a surface of a target object
possessed by a user together with an authentication request
fromthe user;

i dentifying nmeans t hat identifies a position
corresponding to the imge region as the authentication target
and one reference image region corresponding to the image
region as the authentication target in a plurality of
previously stored reference inage regions read from respective
surfaces of a plurality of target objects; and

authenticating neans that executes authentication in
response to the authentication request based on the identified
posi tion,

wherein if a maxi mum value of correlation val ues between
| ocal regions set for each of the plurality of reference inmage
regions and the image region as the authentication target is
equal to or greater than a first threshold serving as a
criterion for simlarity and less than a second threshold
serving as a criterion for match, the identifying nmeans
identifies a position in a local region corresponding to the
maxi mum value as a position in the one reference inmage region
corresponding to the image region as the authentication target.
[C ai m 14]

An authenticating system conprising a term nal apparatus
and an aut henticating apparatus, wherein the term nal apparatus

i ncl udes
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reading neans that reads a surface of a target object
possessed by a user, and

means that transmts an inmage region as an authentication
target read by the reading neans together with an
aut henti cation request fromthe user,

wherein the authenticating apparatus includes

receiving nmeans that receives the inmge region as the
aut henti cati on t ar get and t he aut henti cation request
transmtted,

i dentifying nmeans t hat identifies a position
corresponding to the imge region as the authentication target
and one reference image region corresponding to the image
region as the authentication target in a plurality of
previously stored reference inage regions read from respective
surfaces of a plurality of target objects, and

authenticating mneans that executes authentication in
response to the authentication request based on the identified
posi tion, and

wherein if a maxi mum value of correlation val ues between
| ocal regions set for each of the plurality of reference inmage
regions and the image region as the authentication target is
equal to or greater than a first threshold serving as a
criterion for simlarity and less than a second threshold
serving as a criterion for match, the identifying neans
identifies a position in a local region corresponding to the
maxi mum value as a position in the one reference imge region

corresponding to the inage region as the authentication target.



[C ai m 15]

A program for causing a conputer to function as:

receiving means that receives an inmage region as an
aut hentication target read from a surface of a target object
possessed by a user together with an authentication request
fromthe user;

i dentifying nmeans t hat identifies a position
corresponding to the imge region as the authentication target
and one reference image region corresponding to the image
region as the authentication target in a plurality of
previously stored reference inage regions read from respective
surfaces of a plurality of target objects;

authenticating neans that executes authentication in
response to the authentication request based on the identified
posi tion,

wherein if a maxi mum value of correlation val ues between
| ocal regions set for each of the plurality of reference inmage
regions and the image region as the authentication target is
equal to or greater than a first threshold serving as a
criterion for simlarity and less than a second threshold
serving as a criterion for match, the identifying neans
identifies a position in a local region corresponding to the
maxi mum value as a position in the one reference inmage region

corresponding to the image region as the authentication target.



