MEMORY DEVI CE HAVI NG PROGRAMVABLE ACCESS PROTECTI ON AND METHOD OF OPERATI NG
THE SAME'5 TECHNI CAL FI ELD The present invention relates generally to
menory devi ces, and nore specifically to providing access %&%& in
such menory WR¥26283., 10 BACKGROUND ART El ectrically erasab

programuabl e read-only nenori es (EEPROV) are used wherever reprogram mable
nonvol atile nenory is required. Typically, witing 15 to such devices
requires asserting a wite enable signallfb the chip at the same tine the
wite operation takes place. This prevents inadvertent witing of the
menory. Data contained in an EEPROM péeveiiionl S

PROGRAMMABLE ACCESS PROTECTION IN A FLASH MEMORY DEVICE

5
TECHNICAL FIELD
The present invention relates generally to
memory devices, and more specifically to providing access
protection in such memory devices.
10

BACKGROUND ART

Electrically erasable and programmable
read-only memories (EEPROM) are used wherever reprogram-
mable nonvolatile memory is required. Typically, writing

15 to such devices requires asserting a write enable signal
to the chip at the same time the write operation takes
place. This prevents inadvertent writing of the memory..

Data contained in an EEPROM, however, is
susceptible to various sources of corruption. For

20 example, transients due to powering up and powering down
an EEPROM present an opportunity for data corruption.
EEPROMs typically find application in harsh industrial
environments, thus exposing the devices to noise spikes
on the contrel lines. It is therefore desirable to

25 provide enhanced protection against inadvertent writes,
in addition to the simple write enable signaling
presently used.

EEPROMs also find use in situations where
controlled read access is desirable. For example, smart

30 cards incorporate EEPROM-type memory which require some
form of protection against unauthorized access. Such
cards are used in personal banking applications, health
delivery services, and so on where privacy of the
information contained in the card is fundamental.

35 EEPROMs can be found in radio frequency identi-
fication devices (RFIDs), where the memory device is used
to store information identifying the object to which an
RFID tag is attached. Typically, RFID tags can be




susceptible to various sources of corruption. For 20 exanpl e,
transients due to powering up and powering down an EEPROM presént an
opportunity for data corruption. EEPROVs typically find application in

har sh i ndus V|ronnents t hus exposing the devi ces treCTrusP®Bs28pi kes on
the control |nes S therefore desirable to 25 provi de enhanced
prot ecti on agai nst |nadvertent wites, in addition to the sinple wite
enabl e signaling presently used. EEPROVs-gl so find use in situations where
controlled read access is desirable. For exanple, snmart 30 cards

i ncor porate EEPROMtype nenory which require some form of protection
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appl i cations, heminthsieli veRprps @byl CeSua Byl ha@eOSomdi&ica-tpbk VegLOf the
i nformation Cc”Bf%t@%QiLﬂ éiB%ﬂEi&@yi§n&L¥EEH“%@EéLs control. Such read
access control is currently implemented by providing
5 password mechanisms which gate access to the memory
incorporated in the tag, resulting in a bulky device.
What is needed is a strategy which prohibits
readiﬁg some or all of the information contained in a
memory device, as well as write access to the memory. It
10 is desirable to avoid having additional circuitry to
imglement such capability, thus permitting smaller and

more compact applications which require read access
protection.

15 SUMMARY OF THE INVENTION
In accordance with the present invention a

memory device comprises a memory array and access logic
to control access to the memory array. A first bit store
provides access information which determines the

20 accessibility of the memory array. In a preferred
embodiment of the invention, the memory array is divided
into a plurality of memory blocks, each block having
corresponding access information for access thereto. A
second bit store contains access control information to

25 control access to the first bit store. A write protect
pin sets the second bit store to a first logic level.
Write access to the first bit store is permitted when the
corresponding bit in the second bit store is at a second
logic level. Further in accordance with the piesent

30 invention, at least one memory block is subdivided into
pages. A third bit store is provided to control access
to each such page.

In a first variation of the preferred

embodiment, the present invention is configured as a

35 serial memory device. In a second variation, the memory
device is adapted with a parallel interface. In yet a
third variation, the present invention includes a radio
frequency interface to provide radio frequency signaling



35 EEPROVE can be found in radio frequency identi- fication
devi ces (‘RFIDs) where the nenory device is used to store information

identifying the object to which an RFID tag is attached.'@g¥call , RFID
tags can be wo 9989/ 26253 7US98/23525

PCT/ US98/ 23525 -2- written i'n order to store information in addition to an
identifier. RFID tags usually have sone sort of wite protection capability
and read access control. Such read access3tontrol is currently inplenented
by providing 5 password nechani snms which gate access to the nenory
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operate with either a serial type memory device or a
parallel type memory device.

5 BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows the memory architecture of the
present invention.

Figs. 2A and 2B depict the access control logic
shown in Fig. 1.

10 - Fig. 3 illustrates the access logic for memory
block 0.

Fig. 4 shows a memory map of the access
protection page.

Fig. 5 shows the present invention in an RFID
15 application.

BEST MODE OF CARRYING OUT THE INVENTION
Referring to Fig. 1, a preferred embodiment of

the memory device 100 in accordance with the present

20 - invention includes an electrically erasable programmable
read only nemory store (EEPROM) 102. A serial interface
is provided to access the EEPROM, comprising a serial
input/output data pin SDA for receiving op-codes to
operate the memory device and for receiving data to be

25 stored in the memory device. The serial data pin feeds
into device control logic 106 which produces control
signals to operate the memory device in accordance with
received op-codes. Serial data pin SDA also feeds into a
data store 108 which serves to hold data to be written

30 into EEPROM 102, and to hold addresses for accessing the
EEPROM. Memory addresses are decoded by the X decoder
and the Y decoder, the latter serving as a selector input
to an output MUX of EEPROM 102. The serial data pin also
serves as an output pin. An output buffer 110 drives

as data onto serial data pin SDA via transmission gate 122
and output transistor 116. Transmission gate 122 is
operated under the control of access control logic 120.



reading some or all of the information contained in a nenory device, as
well as wite access to the nenory. It 10 is desirable to awoid having
additional circuitry to inplenent such capability, thus permtting snaller
and nore conpasde-gRRl i cations which require read access pr @ic@fajshiisslS
SUMVARY OF THE I NVENTI ON I n accordance with the present invention a nmenory
device conprises a menory array and access logic to control access to the
menory array. A first bit store provides gccess information which

determ nes the 20 accessibility of the menory array. |In a preferred
enbodi ment of the invention, the menory array is divided into a plurality
of menory bl ocks, each bIThekspulahgintenfaspontlithe aemesy deNiarerati on for

access thereto. fArsREd tbripirti s86 Otwo GAFEItR BEoBESE TinsORPL Ol wdf QuiRLI on to

feed into the device control logic 106 and a set of
sticky bits 104. Write protect pin WP1 is a conventional

5 write protection mechanism which prohibits writing to
memory whenever the pin is asserted. éontrol logic 106
disables the high voltage pump of EEPROM 102 so that
programming of the EEPROM is prevented when WPl is
asserted. Similarly, writes to the sticky bits 104 are

10 disabled when WPl is asserted.

The sticky bits are set to logic ‘1’ when WP2
is asserted LO. The sticky bits are also set to logic
1/ at power up as the power-on reset signal goes LO when
the memory device becomes fully powered. In accordance

15 with the principles of operation of the jnvention, a
logic 70/ can only be written to the sticky bits. Thus,
once a logic ‘0’ is written to a sticky bit by a user,
that sticky bit cannot be subsequently reset to logic 717
except by cycling the power or by asserting WP2 LO. as

20 will be explained below, the sticky bits feed into access
control logic of EEPROM 102 in order to provide
controlled access to the memory.

Turn now to Fig. 2A for a discussion of the
access control logic 120 shown in Fig. 1. As can be seen

25 in the schematic representation of Fig. 2A, EEPROM 102 is
divided into eight memory blocks BLKO - BLK7. EEPROM 102
also includes an amount of memory known as the access
protection page APP. Protection bit store 202 {PBO -
PB7) contains access control information for read and

30 write access to each block in EEPROM 102. Protection bit
store 204 (PB/AP) contains access control information for
the APP portion of the EEPROM. 1In the preferred
embodiment, the protection bits 202, 204 reside in the
access protection page APP .

35 Functionally, access control logic 120
comprises AND gates 201a - 201h through which the bits in
protection bit store 202 are fed, so that a determination
can be made as to whether write access to menory blocks



25 control access to the first bit store. A wite protect pin sets the
second birt store to a first logic level. Wite access to the first bit
store is permtted when the corresponding bit in the second bit store is at
a second | ogyceeglzessel . Further in accordance with the presdtfI/g82352s

I nvention, at |east one nenory block is subdivided into pages. Athird bit
store is provided to control access to each such page. In a first variation
of the preferred enbodi nent, the present-8-nvention is configured as a 35

serial menory device. 1In a second variation, the nennry device is adapted
with a parallel_]
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protection bits PBO control write access to block BLKO of
EEPROM 102, protection bits PB1 control write access to
block BLK1l, and so on. Similarly, protection bit PB/AP

5 controls write access to access protection page APP
through AND gate 203.

Access control logic 120 further comprises AND
gates 205a - 205h and 207. As can be seen in Fig. 2A,
the sticky bits 104 provide write access control over

10 protection bit stores 203, 204 by coupling serial data
pin’ SDA to the protection bits through AND gates 205a -
205h and 207. More specifically, a protection bit can be
written only if its corresponding sticky bit is set to
logic ‘17. In this way, for example, sticky bit SBO

15 controls whether protection bit PBO may be written.

As noted above, an aspect of the invention is
that the sticky bits can only be written via the serial
data pin SDA to store logic ‘0/. Once written to legic
70’, the sticky bits can only be reset to logic ‘1’ by

20 asserting a LO on write protect pin WP2 or as the POR
line to goes LO when the device is powered up. Thus, OR
gate 114, via its inverted inputs, signals the sticky bit
memory store 104 to reset to logic ’1l’ when either of
these two conditions occurs.

25 Also as noted above with respect to Fig. 1,
write protect pin WPl prohibits writing to EEPROM 102 by
disabling the high voltage pump needed to program the
memory cells of the EEPROM. In accordance with the
present invention, asserting write protect pin WPl also

30 prohibits writing the sticky bit memory store 104, as
indicated in Fig. 2A where WPl feeds into the sticky bit
memory store through AND gates 209a - 209h and 211.

Fig. 2B illustrates that protection bits PBO -
PB7 provide control over read access of memory blocks

35 BLKO - BLK7, in addition to providing write control over
the memory blocks. Thus, access control logic 120 (Fig.
1) includes additional logic, e.g. AND gates 213a - 213h,



WD 99/ 26253 PCT/ US98/ 23525 -3- for
use in RFID applications. The RFID interface can operate with either -a
serial type nenory device or a parallel type nenory device. 5 BRI EF
DESCRI PTI ON o 98B2sPRAWNGS Fig. 1 shows the menory archit ectusssneefzst he
present invention. Figs. 2A and 2B depict the access control logic shown in
Fig. 1. 10 Fig. 3 illustrates the access logic for nmenory
block 0. Fig. 4 shows a nenory nap of thegaccess protection page. Fig. 5
shows the present invention in an RFID
into which the protection bits and the output of the
memory blocks feed.
Turning now to Fig. 3, an additional level of
write access protection is shown provided for memory
5 block BLKO. Memory block BLKO is further divided into
eight pages PGO - PG7 that can be individually protected
against a write operation. A set of write-protect bits
302 is combined with protection bit PBO for the memory
block via additional logic, such as AND gates 30la -

10 301h, contained in the access control logic 120. Thus, a
pagé in memory block BLKO requires first that the
protection bits PBO are set to permit writing to the
memory block and second that the corresponding
write-protect bit is set to permit writing to the page.

15 The memory map shown in Fig. 4 illustrates the
address mapping of the access protection page APP. The
memory comprises sixteen addressable bytes, addressed
from byted - bytel5. The first eight bytes contain the
protection bits PBO - PB7 and the sticky bits SBO -~ SB7.

20 The protection bits for a given memory block are
organized in the following manner. They comprise two
bits: a most significant bit (MSB) and a least
significant bit (LSB), resulting in four possible
combinations. |

25 If the protection bits are set to (0,0) or
(0,1), then the corresponding memory block can neither be
read nor written; i.e. no access to the memory block is
permitted. If the protection bits are set to (1,0), then
read-only access is permitted. 1If the protection bits

30 are set to (1,1), then full access (read and write) is
permitted on the memory block. Thus, the protection bits
each occupy two bits of each of bytes 0 - 7 in access
protection page APP.

In the preferred embodiment, all the bits

35 comprising the APP, except for the sticky bits, are
stored in EEPROM 102. Thus when power to the device is
cycled, the information contained in that portion of the
APP remains intact and unaffected. The sticky bits,



15 application. BEST MODE OF CARRYI NG OQUT THE | NVENTI ON Referring to
Fig. 1, a preferred enbodi nent of the nenory device 100 in accordance with
the present 20 i nvention includes an electrically erasabl e programabl e
read only nawmpgnzéstaore (EEPROM) 102. A serial interface isPEVEYRA¥ASt O
access the EEPROM conprising a serial input/output data pin SDA for

recei ving op-codes to operate the nenory device and for receiving data to
be 25 stored in the nenory device. THE serial data pin feeds into
device control logic 106 which produces control signals to operate the

nmenory device | th Q%%e W ece| vedng g9 odes. cSeri aghda pin SDA
al so feeds int8'a r 87358 E°8® TRSE 8% &Mt witten 30
i nt o EEPROM 102,1‘eaﬁ'6°ﬁ$3 Hal & EGEPESs%%?afnﬂteaéﬁe%sﬁﬁj‘%éoEEPmthﬁnory
addresses are geegdetedyeriddRiNeHEOtld sticky bits are stored in

registers, such as those formed by D-type flip-flops. By

5 so doing, the content of the sticky bits can be

initialized to contain logic ‘1’ upon power up of the

memory device. In addition, the registers are coupled to

the WP2 pin such that asserting the pin results in

resetting the registers to contain logic r1’.

10 The foregoing discussion has been based on a
menory device having a serial interface. It is noted
that the access protection aspects of the memory device
can be used in parallel memories without departing from
the spirit and scope of the invention. Similarly, radio

15 frequency interface circuitry can be used to communicate
with the memory device. Thus, RFID devices can be
constructed with minimum size and yet still have the
benefits of a secure memory which the present invention
provides.

20 Referring to Fig. 5, a typical RFID 500
conprises an interrogator 502 and a tag 504. The tag
comprises a pick-up coil L., which together with capacitor
C,, forms a tank circuit 520. Coupled across the tank
circuit are a voltage clamp 522, a load modulation

25 circuit 524, and a full-wave bridge rectifier 526.

The bridge rectifier 526 charges a small supply
capacitor C; to provide the supply voltage V,. The
supply voltage provides power to the memory device 100 of
the present invention. In addition to providing internal

30 power to the tag 504, the bridge circuit 526 also
provides a clock signal, based on the incoming signal
from the interrogator 502, to a clock generator 536.

The modulation circuit 524, varies a load
placed across the tank circuit, which varies the Q factor

35 of the tank circuit 520. The modulation circuit operates
under the control of a controller 534 to vary the Q of
the tank circuit in accordance with the data to be
conveyed to the interrogator 502. Data is "transmitted"



and the Y decoder, the latter serving as a selector input to an output MJX
of EEPROM 102. The serial data pin also serves as an output pin. An out put

buffer 110 drives 35 data onto serial data pin SDA via transm ssion gate
122 and outp mRpksi stor 116. Transmi ssion gate 122 is op er the
control of ag%%%g control logic 120. WD 99/ 26253 PERNSAAES

PCT/ US98/ 23525 -4- The serial interface of the nenory device further

conprises two wite protect pins W1, WP2, _which feed into the device

control logic 106 and a set of sticky bits 104. Wite protect pin WP1 is a

conventional 5 wite protection nechani smwhich prohibits witing to
when the interrcgator 502 detects corresponding changes

in the reflected signal. Conversely, demodulation
circuit 538 demodulates an incoming data signal and feeds
it into the controller 534. Typically, the data signal

5 includes command bits and/or data bits to be written into
memory device 100.



menory whenever the pin is asserted. Control |ogic 106 di sables the high
vol t age punp of 'EEPROM 102- so that progranm ng of the EEPROM i s prevented
when WP1 is asserted. Simlarly, wites to the sticky bits 104 are 10
di sabl ed whenmwd\Bdhetss asserted. The sticky bits are set to | pgivesesdsszsvhen
WP2 is asserted LO The sticky bits are also set to logic '1" at power up
as the power-on reset signal goes LO when the nenory device becones fully
powered. In accordance 15 with the prinag+ples of operation of the
invention, a logic "0'" can only be witten to the sticky bits. Thua ce
not be

logic '0" is witten to a sticky bit by a user, (“ﬂ&“lﬁ’m!)&
subsequently reset to logic '1" except tﬁlaéy‘él I ng amw sserting
WP2 LO. As 20 will be explained below, the sticky bi‘ts" fetd into access
control logic ofl_EEPB%% idquEQeaoﬁprfgiq‘\eode '
a memory array (102);
5 first control means (120), coupled to the
memory array, for controlling access to the memory array;
first storage means (202, 204) for receiving
and storing memory access control information, the first
control means (120) adapted to provide access to the

10 memory array on the basis of the content of the first

storage means;
second control means (205a-205h, 207), coupled
to the first storage means, for controlling write access
to the first storage means (202, 204);

15 second storage means (104) for receiving and
storing modification control information, the second
control means (205a-205h, 207) adapted to provide write
access to the first storage means (202, 204) on the basis
of the logic state of the second storage means;

20 first pin means (WP2) for receiving an external
signal, coupled to set the second storage means (104) to
a first logic state in response to receiving an external
signal; and

second pin means (WPl) for receiving an
25 external signal, coupled to inhibit all write access to

the memory array (102) in response to receiving an
‘external signal.

30 2. The memory device of claim 1 wherein the first
storage means (120) is a bit store and the second storage
means is a bit store having a bit corresponding to each
bit in the first storage means (202, 204) and the second
control means is adapted for permitting write access to a

35 bit in the first storage means only if the corresponding

bit in the second storage means {104) is at a second
logic level.
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controll ed access to the nenory. Turn now to Fig. 2A for a discussion of
the access control logic 120 shown in Fig. 1. As can be seen 25 I n the
schematic representation of Fig. 2A, EEPROM 102 is divided into eight
menory bl ockg,Rlekthss BLK7. EEPROM 102 al so incl udes an anpgginugdsnsRsor y
known as the access protection page APP. Protéction bit store 202 (PBO -
PB7) contains access control information for re Hmmm"m“le access to
each block in EEPROM 102. Protection biL1§10reT! ai ns access
control information for the APP portion of the EEPROM: | t e preferred
enbodi ment, the protection bits 202, 204 reside in the access protection
page APP . 35 3. The memopyndey irldfy cladued swhegeinothe agimory20 conpri ses
AND gates 20la ar2@fh(idu)oushpybésd 4 RAuRRE Sty P mehesy Pibdid, shepe 202
are fed, Sc’thaheﬁogﬁtﬁiégkn%g5ggg corresponding memory access control
information to control access thereto.

5

4. The memory device of claim 3 wherein the memory
access control information comprises a plurality of

10 protection bits, each protection bit being associated
with a memory block.

@

15 5. The memory device of claim 4 wherein the second
storage means (104) conprises a plurality of sticky bits,
each sticky bit corresponding to a protection bit.

20
6. The memory device of claim 1 further including means
for generating a power-on-reset signal (118), coupled to
set the second storage means to the first logic state
upon powering up the memory device.

25

7. The memory device of claim 1 further including a
high voltage pump means for providing a voltagé to

30 program the memory array, the second pin means (WP1)
being coupled to enable and disable (106) the high
voltage pump in response to a received external signal.

35

8. The memory device of claim 1 further having either a
serial interface or a parallel interface.
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can be made as to whether wite access to nenory bl ocks WD 99/ 26253
PCT/ US98/.23525 .-5- BLKO - BLK7 is permtted via serial pin SDA Thus,
protection bits PBO control wite access to bl ock BLKO of EEPROM 102,
protecti on lwosyfBB control wite access to bl ock BLK1, anBCHHSH¥R3525
Simlarly, protection bit PB/ AP 5 controls wite access to access
protection page APP through AND gate 203. Acceﬁmﬂﬁﬂllu"""mm 120 further
conpri ses AND gates 205a - 205h and 207-1As ca t he
sticky bits 104 provide wite access control ovér 10" tectlon bi t

stores 203, Zog.byTQQQEQAJ%} aeLial dRtlAain 8 further 1nc1udlng a

radio frequency interface, in order to communicate with
the memory device via radio frequency signalling.

10. A memory device comprising:

a memory array (102) organized as a plurality
of memory blocks;

10 : access control logic (120) coupled to the
memory array to control read and write access thereto;

a first bit store (202) coupled to the access
control logic, the first bit store having access enable
bits corresponding to each of the memory blocks, the

15 access control logic adapted to enable and disable read
and write operations to a selected memory block based on
the logic levels of the access enable bits corresponding
to the selected memory block;

write control logic (205a-205n) coupled to the

20 first bit store to write externally provided access
enable information into the access enable bits;

a second bit store (104) coupled to the write
control logic, the second bit store having a plurality of
bits, each bit corresponding to one of the access enable

25 bits, the write contrel logic adapted to enable writing
to the first bit store based on the logic levels of the
plurality of bits; and

a first write protect pin (WP1l) coupled to the
memory array to prohibit write access to the memory array

30 when the first write protect pin is asserted.

11. The memory device of claim 10 wherein the first bit
35 store (202) is addressable and the address space of the

first bit store is a subset of the address space of the
memory array.

|
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pin SDA to the protection bits through AND gates 205a - 205h and 207. More
specifically, a protection bit can be witten only if its correspondi ng
sticky bit is set tologic "1". In this way, for exanple, sticky bit SBO 15
controls "‘herf’sfyizﬁisS’t ection bit PBO may be witten. As not gpgdragsas2san
aspect of the invention is that the sticky bi t—s—e&n—enHLbe_\Auu en via the

serial data pin SDA to store logic '0'. Once wi I0|c 0', the
sticky bits can only be reset to |ogic 'Jizdby 2 w ” LO on wite
protect pin WP2 or as the POR line to goes LO power ed
up. Thus, OR gate 114, via its inverted inputs, signals the stlcky bi t

menory store 104¥2to %@FmPﬁYlwl@e Pt ghein gl W@lereint%élltlm condi tions
occurs. 25 control 10880 (2ss4dosth) abevenviidy haspeed td enaBlel, Wite

protect pin Wl profPiets el #10G 43 «EEERM (H2)°%n1y when the
corresponding bit in the second bit store (104) is equal
5 to a first logic level.

13. The memory device of claim 12 further including a
10 second write protect pin (WP2) coupled to the second bit
store, the bits of the second bit store being set to the

first logic level when the second write protect pin is
asserted 1O.

15

14. The memory device of claim 10 wherein at least one
of the memory blocks (BLKO) is subdivided into N pages,
and wherein the memory device further includes a third

20 bit store (302) having N page enable bits, each page
enable bit corresponding to one of the N pages, the
access control logic further adapted to enable and
disable read and write operations to a selected page
based on the logic level of the page enable bit

25 corresponding to the selected page.

15. The memory device of claim 10 further including a
30 radio frequency interface (520) for communication with
the memory device using radio frequency signalling.
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di sabling the high voltage punp needed to programthe nenory cells of the
EEPROM | accordance with the present invention, asserting wite protect

pin WP1 al so 30 prohibits witing the sticky bit nenory store 104, as

i ndi cat ed | nwWo @263 where WP1 feeds into the sticky bit nmmswb.ssnse

t hrough AND gates 209a - 209h and 211. Fig. 2B—i+Hustrates 'nat prot ection

bits PBO - PB7 provide control over read access BLKO
- BL37, in addition to providing wite ceag«ol ﬂ mm ocks
itonal ¥ ogn c,

Thus, access control logic 120 (Fig. 1) includes e.g. AND

gates 213a - 213h, WO 99/ 26253 ) .

PCT/ US98/ 23525 16 A method of operating a memory device, the method
comprising:

in respense to a read request, detecting the
logic state of permission bits associated with the memory
5 location specified in the read request and carrying out
the read request if the result of the detecting step
indicates that the read request is permitted;
in response to a write request, detecting the
logic state of permission bits associated with the memory
10 location specified in the write request and carrying out
the write request if the result of the detecting step
indicates that the write request is permitted;
updating the permission bits, including
detecting the logic states of access information
15 associated with the permission bits and carrying out the
step of updating only if the access information is at a
first logic state;
updating the access information, including
allowing only updates wherein the access information is
20 changed from the first logic state to a second logic
state;
setting the logic state of the access
information to the first logic state upon receiving a

power-on-reset signal or upon asserting an access
25 protection pin.

17. The method as claimed in claim 16 further including

30 dividing the memory array into a plurality of memory
blocks, associating non-volatile permission bits with
each of the memory blocks, and carrying out read and
write reguests on a per memory block basis.

35
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into which the protection bits and the output of the nenory bl ocks feed.
Turning now to Fig. 3, an additional level of wite . access prot.ection is
shown provided for nenory 5 bl ock BLKO.  Menory bl ock BLKO is further
di vided into_e ages PGO - PG7 that can be individuall d

v B2 bRhfbakS

against a wi ation. A set of wite-pretect bits 302 'S ined with
protection bit PBO for the nenory block via ad | ¢, _such as AND
gates 30la - 10 301h, contained in the, acce “‘I@Mﬂ'lﬁﬂiﬁu 120. Thus,

a page in nenory bl ock BLKO requires fII‘S% tha bits PBO are
set to permt witing to the nmenory block and second that the correspondi ng
write-protect bilB.i sTsetmdthopeasidlafimeli Bf &Daimaepdgethdd including The

Tenory Mep ShowgihBchthg 4 bbitEid B tnbRAOH 5327708 Mol dle access

protection page Al
ccess nformatlon.

19. The method as claimed in claim 16 further including
subdi%iding one of the memory blocks into a plurality of
pages, and in response to either a read or a write

10 request to a page, detecting the logic state of
non-volatile page permission bits associated with the
page specified in the request and carrying out the
operation if the result of the detecting step indicates
that the request is permitted.

15
20. The method as claimed in claim 16 further including
communicating read and write requests via radio frequency
20 signalling.

-
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menory conprises sixteen addressabl e bytes, addressed frombyteO - bytel S.
The first 'ei ght ‘bytes contain the protection bits PBO - PB7 and the sticky

bits SBO - SB7. 20 The protection bits for a given nmenogyrBéREisAr €
organi zed i Q8% | owi ng manner. They conprise two bits: al{r?r’l’bst

significant bit (MSB) and a | east significant bit (LSB), resulting in four
possi bl e conbi nations. 25 AMENDEDf CLAEMSr ot ection bits are set to

0,0 0,1), th th di A b d
R %ﬁ%&%ﬁn E"%TEQH F -@E@éﬂ?‘fﬁ'@ﬂbﬁ br ot ect i on
bits are set to CIZHH claimsd, Meang 13 gpdeelled; ou q% 1P @ad 10 ppendgd;

protection bits 30 are setepynipg claims ynchaneed (6Pagesdess (read and write).
is permtted on the nenory bl ock. Thus, the protection bi

each _occ t wWo
bits of each of bytes 0 - 7 in access _ . ”Iil"ﬁ"lﬁ‘"lﬁ"ﬂﬁ”“l
1. A memory device comprising: WL OLNLL AL el 1
a memory array (102):
5 first control means (120), coupled to the
memory array, for controlling access to the memory array;
first storage means (202, 204) for receiving
and storing memory access control information, the first
control means (120) adapted to provide access to the

10 meméry array on the basis of the content of the first

stérage means;

second control means (205a, 205h, 207), coupled
to the first storage means, for controlling write access
to the first storage means (202, 204);

15 second storage means (104) for receiving and
storing modification control information, the second
control means {205a, 205h, 207) adapted to provide write
access to the first storage means (202, 204) on the basis
of the logic state of the second storage means;

20 first pin means (WP2) for receiving an external
signal, coupled to set the second storage means (104) to
a first logic state in response to receiving an external
signal; and

second pin means (WPl) for receiving an

25 external signal, coupled to inhibit all write access to
the memory array (102) in response to receiving an
external signal: and

wherein the first storage means (120) is a bit
store and the second storage means is a bit store having

30 a bit corresponding to each bit in the first storage
means (202, 204) and the second control means is adapted
for permitting write access to a bit in the first storage
means only if the corresponding bit in the second storage

means (104) is at a second logic state.
35

2. ({Cancelled)

d
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protection page APP. In the preferred enbodinent, all the bits 35
conprising the APP, except for the sticky bits, are stored in EEPROM 102.
Thus when power to the device is cycled, the information contained in that
portion of tWes®®sy emains intact and ynaffected. The sti cRGI/EFMEIZS WO

99/ 26253 PCT/ US98/ 23525 - 7-
al t hough they share the sane address space as the APP, are stored in a

menory separate from EEPROM 102. In the preferred enbodi ment, the sticky
Dits are stored |n 4R Shiley d%h&q@eaaftéf%ﬁffwﬂz@e% PobViRénddy P- 1 0PSBy
5 so doi ng, an

f he Content trck
array (102) comprises a plurallty of memory blocks, each

memory block having corresponding memory access control

A

4. The memory device of claim 3 wherein the memory
access control information comprises a plurality of

10 protection bits, each protection bit being associated
wity'a nemory block.

15 5. The memory device of claim 4 wherein the second
storage means (104) comprises a plurality of sticky bits,
each sticky bit corresponding to a protection bit.

20

6. The memory device of claim 1 further including means
for generating a power-on-reset signal (118), coupled to
set the second storage means to the first logic state

upon powering up the memory device.
25 This Sheet Has Been Replaced

IRMHELTA

7. The memory device of claim 1 further including a
high voltage pump means for providing a voltage to

30 program the memory array, the second pin means (WPl)
being coupled to enable and disable (106) the high
voltage pump in response to a received external signal.

35

8. The memory device of claim 1 further having either a
serial interface or a parallel interface.

THES ShilT had Bied

hefilacty
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initialized to contain logic '1' upon power up of the nmenory device. In
addition, the registers are coupled to the WP2 pin such that asserting t he

pin results_in r tting the registers to contain logic '1; 823525
The foregoiﬁ%pavééﬁssion has been basdd on a nenory deV|ceFﬁEV|ng a serial

interface. It is noted that the access protection aspects of the nenory
device can be used in parallel nenories wthout departing fromthe spirit
and scope of the invention. Simlarly, radio 15 frequency interface

circuitry cansghe umedmteﬂoeprmvﬁwtﬁ Wilaimt Befupthey texlividngThus, RFID
devi ces can heoRsslghBtcl 1l AIINIS] 2eaapdey Clothiicdidl Gkl

benefits of a secure I C resen I nventi on provi des.

Referring to Bhg W§m°£Yt9ﬁYé%ﬁ Y&#l??ﬁ%@ EEREPRBEY & _502_and a
tag 504. The tag

: I B

10. A memory device comprising:

a memory array (102) organized as a plurality
of memory blocks;

access control logic (120) coupled to the

10 memory array to control read and write access thereto;

a first bit store (202) coupled to the access
control logic, the first bit store having access enable
bits corresponding to each of the memory blocks, the
access control logic adapted to enable and disable read

15 and write operations to a selected memory block based on
the logic levels of the access enable bits corresponding
to the selected memory block:

write control logic (205a-205n) coupled tc the
first bit store to write externally provided access

20 enable information into the access enable bits;

a second bit store (104) coupled to the write
control leogic, the second bit store having a plurality of
bits, each bit corresponding to one of the access enable
bits, the write control logic adapted to enable writing

25 to the first bit store only when the corresponding bit in
the second bit store (104) is equal to a first logic
state; and

a first write protect pin (WP1l) coupled to the
memory array to prohibit write access to the memory array

30 when the first write protect pin is asserted to set the
second bit store (104) to a second logic state in
response to receiving an external signal.

35 11. The memory device of claim 10 wherein the first bit
store (202) is addressable and the address space of the

first bit store is a subset of the address space of the
memory array.
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conprises a pick-up coil L[err], which together with capacitor (ferr],
forms a tank circuit 520. Coupled across the tank circuit are a voltage
clanp 522, a |oad nodul ation 25 circuit 524, and a full-wave bridge
rectifier 52Wo9dbesbridge rectifier 52 g charges a snal | sup@l/ysssaifagit or
to provide the supply voltage V[err]. The supply voltage provides power to
the nmenory device 100 of the present invention. In addition to providing

internal 30 pomer to the tag 504, the bridge circuit 526 al so provides a
cl ock signal, ase }Qé} tgnﬁ 1gafe) éég%ll or %”bi;@@eiﬂtﬁ{é%‘:i ar 502, to a
he ation CIFCLI%

cl ock generator 536 rves | oa Rlaced
across the tanRoE¥eliogifmil@95aa2P%R) tife fyntheropdapted &y embleank
circuit 520. vhetingutatim fdirs€Ubit 0PEsrd qeo2ndenlyhehaoinenl of a

cont rol | er 534 kp-yglanddify B4 shNend kodld Bii! skBraCtREARNS ubl t he

I T T

13. The memory device of claim 12 further including a

10 second write protect pin (WP2) coupled to the second bit
store, the bits of the second bit store being set to the
firét logic level when the second write protect pin is
asserted LO,

15

14. The memory device of claim 10 wherein at least one
of the memory blocks (BLK¢) is subdivided into N pages,
and.wherein the memory device further includes a third

20 bit store (302) having N page enable bits, each page
enable bit corresponding to one of the N pages, the
access control logic further adapted to enable and
disable read and write operations to a selected page
based on the logic level of the page enable bit

25 corresponding to the selected page.

15. The memory device of claim 10 further including a
30 radio frequency interface (520) for communication with
the memory device using radio frequency signalling.
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conveyed to the interrogator 502. Data is "transmtted"

WD 99/ 26253

PCT/ US98/ 23525 when the interrogator 502 detects correspondi ng changes in
the reflected signal. Conversely, denodul ation circuit 538 deﬂsdulates an
i ncomi ng dat WOJP and feeds it intowthe control l er 534. PRIHSEFPE tne

data signa

i ncl udes conmmand bits and/or data bits to be witten

menory devi ce 100. -9- Cains

10

15

20

25

30

35

16. A method of operating a memory device, the method
comprising:

in response to a read request, detecting the
logic state of permission bits associated with the memory
location specified in the read request and carrying out
the read request if the result of the detecting step
indicates that the read request is permitted;

in response to a write request, detecting the
logic state of permission bits associated with the memory
location specified in the write request and carrying out
the write request if the result of the detecting step
indicates that the write request is permitted;

dividing the memory array into a plurality of
memory blocks, associating non-volatile permission bits
with each of the memory blocks, and carrying out read and
write requests on a per memory block basis;

updating the permission bits, including
detecting the logic states of access information
associated with the permission bits and carrying out the
step of updating only if the access information is at a
first logic state;

updating the access information, including
allowing only updates wherein the access information is
changed from the first logic state to a second logic
state; :

setting the logic state of the access
information to the first logic state upon receiving a
power-on-reset signal or upon asserting an access
protection pin:

subdividing one of the memory blocks into a
plurality of pages, and in response to either a read or a
write request to a page, detecting the logic state of
non-volatile page permission bits associated with the
page specified in the request and carrying out the

operation if the result of the detecting step indicates

that the request is permitted. -
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1. A nmenory device conprising: a nenory array (102); 5

first control neans (120), coupled to the nenory array, for controlling
access to the nenory array; first storage neans (202, 204) for receiving
and storing womeresaccess control infopmation, the first chOw/pSB2IsRANS
(120) adapted to provide access to the 10 menory array on a basis of
content of the first storage neans; second control neans (205a, 205h, 207),
coupled to the first storage nmeans, for controlling wite access to t he

first storage ﬁ?ans'rﬁgqgeth%%% &Paimed in clalim 1 orgrrgghé{' %gg%gﬁd(m@

for receiving apd storing nodification contt

control neans fdb8Gatingip Pm#)‘-oadaﬁt@aetwmlaae'aw Eeeskexadde o t he
first storage aceess(Mform¥¥4ponon a basis

R

19. (Cancelled)

10
20. The method as claimed in claim 16 further including
communicating read and write requests via radio frequency
signalling.
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of logic state of the second storage neans;
means (WP2) for ‘receiving an external
storage neans (104) to a first

ext er nal
(102)

si gnal ,

is a bit store having 30
storage neans (202, 204) and the second control

permtting wite access to a bit
correspondi ng bit

state.

coupled to inhibit al
I n response to receiving said additional
the first storage nmeans (120)

si gnal ,

20

ext er nal

si gnal ;

first pin

coupled to set the second
|l ogic state in response to receivin
external si gWR9288H second pin neans (WP1) for receiving XGHUSPER}
wite access to the nenory array

and wherein
is a bit store and the second storage .neans

a bit corresponding to each bit

5 25

in the first

means i s adapted for

in thé/#irst storage neans only if

in the second storage neans (104) is at a second |ogic

wp2> Reset
)
114
WP1 >~ 118
) : 104
106 ~~ ] ' S B s~
‘N ontro
SPAZ togic | ven
»| HY Pump !
L 4
Data Word X
Addr Counter *gec| EEPROM [«—ACCESS
108 102
A
/r Y Dec >  MUX
100 } 120
112 Jﬂ ‘
F p? Output Buffer 110
X—116 A
FIG. 1
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* 213n
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35 -10- 2. (Cancelled) 3. The nmenory device of.claim1l wherein the
menory 5 array (102) conprises a plurality of nmenory bl ocks,. each nenory
bl ock havi ng correspondi ng nenory access control information to control
access theretwoskerss 4. The nenory device of claim3 whecgugsghssnenory
access control information conprises a plurality of protection bits, each
protection bit being associated with a nenory bl ock. 15 5. The nenory
device of claim4 wherein the second

2/4
= ~
= oL 10
\ g& e o e o
N g 1%
S =

r——""“jl,-
_Jli
FIG. 2A

]
> ¥ [ 3 3 ] S s |
] ln_|<-—
|
i
———d e e 4
« = n
ym—y q—y
o
Q*s 5 ]
I
) s
)
&
= ~ Q.
» e s e oM %-J“g
oo a. o
[+ [~ o~
n v
S Q K
X Q Q N
o
? L 1 ]
i
VR (SR S Sy SRS RUQuil SR S,
! |
] o |
H = i~ <€ I
1 om [ 3N I} om € a ;
| » w 7, I
| ; |
] ]
| o = i
| 2 2 3
i 8 F S
i . 1l 1 —
I Y PRI S I e g
2 D
= B v
= =2 =
g E
N\ s 2
= @ =
-
@ 3

Address m—
(via Data
Store 108)
WP2

POR

HVEN B—



storage neans (104) conprises a plurality of sticky bits, each sticky bit
corresponding to a protection bit. 20 6. The nmenory device of claim1l
further including means for generating a power-on-reset signal (118),

coupl ed to s®OME258econd storage neans to the first |ogi c RATAHSASZATHN
powering up the nenory device. 25 7. The nenory device of claim1 further
I ncl udi ng a high voltage punp neans for providing a voltage to programthe
menory array, the second pin nmeans (WP1) 30 bei ng coupled to enabl e and
di sabl e (106) the high voltage punp neans in response to a received
external signal.

3/4

202
PBE |

301a
: s l—_—?_ WP g 5_
SDA > 201a WP 1 '__1]}— PG1
L ] L ]
| 301b

302~ WP7 PG 7

30ln | !

FIG. 3

Access Protection Page (APP)

bit 7 bit1 bitd
SB 2 PBE | byted
SB7 PB7 byte 7
SB/AP PB/AP byte 8
WP7 wWP1|WPgG | byte9
byte 15

FIG. 4



-11- 8. The nenory device of claim1 further having either a serial
interface or a parallel interface. 5 9. The nenory device of claim$8
further including a radio frequency interface, in order to conmunicate with
t he menory dewposmeyssa radi o frequency signalling. 10 10.pcThys9RABIsY
device conprising: a nenory array (102) organized as a plurality of nenory
bl ocks; access control logic (120) coupled to the nenory array to control
read and write access thereto; 15 a first bit store (202)
coupled to the access control logic, the first bit store having access

enabl e bits corresponding to each of the nenory bl ocks, the access control
| ogi c adapted to enabl e and di sabl e re%94

Z
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002199 -
and wite operations to a sel ected nenory bl ock based on 20 th%)q Q}X

| evel s off"TH

bits;
| ogi c,
correspo
adapted t

ogi ¢
TSseor T gsponding to the sel ected menory §)S

bl ock; Wfl? %&f ucl (@ &0on)t coupled to the first bit store t-o
wite exte am%@)rov ' ' '

s

~§9& e@&ﬁble information into the access enabl e
€CO

, stdqre (104) coupled to the wite control
xwag% it &"". .

B piete. G 5 B Ur ALY Of DIt o s bl GHEET

enabl e mwltln gﬁgﬂgv irst{ bit store only when
correspon |Egl‘El(BF| ege-ond bbésest ppteiqril04) is eq?ﬁ MAY 2008 | o

| ogi ¢ state,;

array Lo prohibit uy DRk At A2 B kS RO ©
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10

15
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25
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35

and a first WWIte protect pin (WP1l) coupled to the nenory

TECHNICAL FIELD

The present invention relates generally to
memory devices, and more specifically to providing access
protection in such memory devices.

BACXGROUND ART

Electrically erasable and programmable
read-only memories (EEPROM) are used wherever reprogram-
mable nonvolatile memory is required. Typitally, writing
to such devices requires asserting a write enable signal
to the chip at the same time the write operation takes
place.” This prevents inadvertent writing of the memory.

Data contained in an EEPROM, however, is
suéceptible_}ofvérious sources of corruptioi. For

example, transients due to powering up and powering down
an EEPROM present an opportunity for data corruption.
EEPROMs typically find application in harsh industrial
environments, thus exposing the devices to noise spikes
on the control lines. It is therefore desirable to
provide enhanced protection against inadvertent writes,
in addition to the simple write enable signaling
presently used. -

EEPROMs also find use in situations where
controlled read access is desirable. For example, smart
cards incorporate EEPROM-type memory which require some
form of protection against unauthorized access. Such
cards are used in personal banking applications, health
delivery services, and so on where privacy of the
information contained in the card is fundamental.

EEPROMs can be found in radio frequency identi-
fication devices (RFIDs), where the memory device is used
to store information identifying the object to which an
RFID tag is attached. Typically, RFID tags can be



REPLACEMENT .SHEET second bit store (104) to a second |ogic sﬁ@ %g'y_n%{m
response to receiving an external signal; a second wite protect pi

coupled to the second bit store, the bits of the se ai{ to bei ng, 5
set to a first logic | evel when the second wite pr &%g EﬁﬂgﬁggggLﬁgETio
LO 11. The nenory device of claim 10 wherein the first bit 10 store
(202) is addressabl e and address space of the first bit store is a subset

of add{Fsz)space of the nmenory array. 15 12. (Cancelled) 13.
(Cancel l e ' i
cieses AN NED
1. A memory device comprising:

a memory array (102);
s first control-means {(120), coupled to the
memory array, for controlling access to the memory array;
first storage means (202, 204) for receiving
and storing memory access control information, the first
contrcl means (120) adapted to provide access to the

10 memory array on a basis of conteat of the first storage

means;
second control means (205a, 205h, 207), coupled
to the first storage means, for controlling write access
to the first storage means (202, 204);

15 second storage means {104) for receiving and
storing modification control information, the secand
contral means (205a, 205h, 207) adapted to provide write
access to the first storage means (202, 204) on a basis
of logic state of the second storage means; T

20 ' first pin means (WP2) for receiving an external
signal, coupled to set the second storage meana (10¢) to
a first logic state in response to receiving an external
gignal; and

second pin means (WPl) for receiving additional

25 external signal, coupled to inhibit all write access to
the memory array (102) in response to receiving said

additional external signal; and

wherein the first storage means {120} is a bit
store and the second storage means is a bit store having
30 a bit corresponding to each bit in the first storage
means (202, 204) and the second control means is adapted
for permitting write access to a bit in the first storage
means only if corresponding bit in the second storage
means (104) is at a second logic state.
35



20 14. The nenpry device of claim 10 wherein at |east one of the nmenory

bl ocks (BLK[err]) is subdivided into N pages, and wherei ﬁﬁm;\vrqmy devi ce
further includes a third bit store (302) having N page enable bits, each
page 25  enable bit corresponding to one of the REPHGREEMENICESEET
control logic further adapted to enable and disable read and wite
operations to a sel ected page based on thejpogic |evel of the page enable
bit corresponding to the sel ected page. 30 15. 2vice of claim

10 further including a radio frequency interfac uﬂﬂ ! i cation
wi th the nenory Zevi(@andeildgdyadi o frequency sig I B m#ﬁimmn
* ¢ L L $ *

3. The memory device of claim 1 wherein the memory
5 array {(102) comprises a plurality of memory blocks, each
memory block having corresponding memory access control

information to control access thereto.

10 4. The memory device of claim 3 wherein the memory
access control information comprises a plurality of
protection bits, each protection bit being associated

. ’

with a memory block.

15
5. The memory device of claim 4 wheréin the second
storage means (104) comprises a plurality of sticky bits,
each sticky bit corresponding to a protection bit.

20
6. The memory device of claim 1 further including means
for generating a power-on-reset signal (118), coupled to
get the second storage means to the first logic state
upon powering up the memory device.

25

7. The memory device of claim 1 further including a
high voltage pump means for providing a voltage to
program the memory array, the second pin means (WP1)
30 being coupled to enable and disable (106} the high
voltage pump means in reséonse to a received external

signal.



13- 16. A nmet hod of operating a nenory device, the nethod conprising: in
response to a read~reqUESTT“H§T§EfThg | ogic state of perm ssion bits

associ ated with maq'mm\l\mmmmnﬂm specified in t{RE[HaACEMENT S8HEET

carrying out the r sult of the detecting sie | ndi cat es

hat the read request Ics perfitted; in response to a wite r@d’iﬁéstm@ﬁ
detecting the logic state of perm ssion bitglﬁgsociated with the nenory 10
| ocation specified in the wite request and ¢arrying out the wite request
if result of the detecting step indicates that the wite request is

perm tted; dividing thg, e 26eYckSe &Rl E¥heE having either a

serial interface or a parallel interface.

5 9. The memory device of claim 8 further including a
radio frequency interface, in order to communicate with

the memory device via radio freguency signalling.

pRs} 10. A memory device comprising:

a memory array (102) organized as a plurality :
of memory blocks; ,

access control logie (120} coupled to the
memory array to control read and write access thereto;

15 a first bit store (202) coupled to the access
control logic, the first bit store having access enable
bits'corresponding zo each of the memory blocks, the
access control logic adapted to enable and disable read
and write operations to a selected memory block based on

20 the logic levels of the access enable bits corresponding
to the selected memory block;

write control logic (205a-205n) coupled to the
first bit store to write externally provided access
enable information into the access enable bits;

25 a second bit store (104) coupled to the write
centrol logic, the second bit store having a plurality of
bits, each bit corresponding to one of the access enable
bits, the write control logic adapted to enable writing
to the first bit store only when the corresponding bit in

30 the second bit store (104) is equal to a first logic
state; and )

a first write protect pin (WPl) coupled tao the
memory array to prohibit write access to the memory arxay
when the first write protect pin is asserted to set the



menory bl ocks, associating non-volatile permssion bits 15 w th each of
the menory blocks, and carrying out read and wite y
bl ock basis. updatlng t he perm ssion bits, includingﬁgpﬁzgggﬁgEﬁﬂgg$ggfgﬁ*
states of access [lllmml"lm uﬁﬁﬁ iated with the per ciSI on bits and
carrying out the ating only if the ack@&KAYnI@§mation is
at a first logic st'at &; updhtlng the accags i nformation, including allow ng
only updates wherein the access information is changed fromthe first | ogi c

state to a second |l ogic 25 state; setting the logic state of the access
i nformati on t osedmnd ibrist slt@gec (304} ecaiporsecend Ybgijc asyEoweriron- reset si gnal

or upon asserting JLAGECIRIPES AR ¥ nal signal;

a second write protect pin coupled to the

second bit store, the bits of the second bit store being

5 set to a first logic level when the second write protect

pin is asserted to LO.

11. The memcry device of claim 10 wherein the first bit
10 store {202} is addressable and address space of the first
bit store is a subset of address space of the memory

array.

158 12. {(Cancelled)

13. (Cancelled)

20
14. The memory device of claim 10 wherein at least one
of the memory blocks (ELX¢) is subdivided into N pages,
and wherein the memory device further includes a third
bit store (302) having N page enable bits, each page

25 enable bit corresponding to one of the N pages, the
access control logic further adapted to enable and
disable read and write operations to a selected page
based on the logic level of the page enable bit
corresponding to the selected page.

30

15. The memory device of claim 10 further including a
radio frequency interface (520) for communication with
the memory device using radio frequency signalling.

35



30 .subdi viding one of the nenory blocks into a plurality of

pages, and in response to either said read or said wREPrAmE ﬁﬂ%ﬁg{ﬁgﬁ&@?z
ci

detecting the logic state of non-volatile page perni ssion bi'ts

with the page ‘mﬂmﬂl“ﬂ" | lm request and carrying out %% yk%- 7¢#leration
if result of t p indicates that the request |s permtted. 5
17. (Cancel | ed) f8. “The rethod as clainmed;{n claim16 further including
all ocating a portion of the nmenory array to store the 10 access

i nformati on. 19. (Cancell ed)
16. A method of operating a memory device, the method

comprising:

in response to a read request, detecting logic
state of permission bits associated with memory location

5 specified in the read request and carrying out the read

request if result of the detecting step indicates that
the read regquest is permitted;

in response to a write reguest, detecting the
logic state of permission bits associated with the memory

10 location specified in the write request and carrying out
the write reguest if result of the detecting step
indicates that the write reguest is permitted;

dividing the memory array into a pihrality of
memory blocks, associating non-volatile permission bits

15 with each of the memory blocks, and carrying out read and
write requests on a per memory block basis.

| updating the permission bits, including
detecting the logic states of access information
associated with the permission bits and carrying out the

20 step of updating only if the access information is at a
first logic state; i
' updating the access information, including
allowing only updates wherein the access information is
changed from the first logic state to a second logic

25 state;

setting the logic state of the access
information to the first logic state upon receiving a
power-on-reset signal or upon assérting an access
protection pin;

30 subdividing one of the memory blocks into a
plurality of pages, and iﬁ response to eitherigggg read
or said write request to a page, detecting the logic
state of non-vclatile page permission bits associated

with the page specified in the request and carrying out



15 20. The nethed as ®laimed in claim 16 further including communicating
read and wite requests via—+adi-o frequency signalling. 25 MAY ?ﬁ@
, 2 :

10

15

(N Ty REPLACEMENT SHEET

~14~
cperation if result of the detecting step indicates that
the request is permitted,

17. {Cancelled)

1B. The method as claimed in claim 16 further including
allocating a portion of the memory array to store the

access information.
19, ({Cancelled)

20. The method as claimed in claim 16 further including
communicating read and write requests via radio frequency

signalling.



20000 2194 -¥

% .
PCT WORLD M’ELLEﬁTUAL &1:?15?& ORGANIZATION
INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY ®CT)
(51) International Patent Classification 6 : (11) International Publicsition Number: WO 99726253
6/04, Al
Guc1 GOGF 7200, 12700 (43) International Publication Date: 27 May 1999 (27.05.99)
(21) International Application Number: PCT/US98/23525 | (81) Designated States: CA, CN, JP, KR, NO, $G, Buropean patent

{22) International Filing Date: 4 November 1998 (04.11.98)
{30) Priority Data:
08/971,117 14 November 1997 (14.11.97) US

(71) Applicant: ATMEL CORPORATION [US/US]; 2325 Orchard
Parkw%, San Jose, CA 95131 (US),

{72) Inventors:” MALETSKY, K Di 1535 Ridgeview Circle,
Monument, CO 80132 (US}SWARD, James, ij Hem-
mgway Forest Place, Raleigh, NC 27607 (US)i¥¥ STEIN-

Mlchael, Ji/102 Court, Cary, NC 27511
(US CROMER, Daryl, g 2631 Grande Valley Circle,
Cary, NC 27513 (US Gregory- 4407E Emerald
Forest Drive, Durham, NC 27713 (US)

(74) Agent: SCHNECK, Thomas; Law Offices of Thomas Schneck,
P.O. Box 2-E, San Jose, CA 95109-D005 (US).

(AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT,
LU, MC, NL, PT, SE).

Published
With international search report,
With amended claims.

(54) Tide: PROGRAMMABLE ACCESS PROTECTION IN A FLASH MEMORY DEVICE

wpz>
WP1>-
106
oo ul Control
SDA > tove | ven
psta Yo ,:,’g‘,7 eerrom l—{accEss
108 102
' [¥oec_} J wmux N
100 120
112 J_—_..!
JEn { Oulput Butfer |~no
N—116 132

(57) Abstract

A memory device (100) comprises a memory atray (102) having corresponding fisst access control bits (202, 204) to control access
thereto. A second set of access control bits (104) is provided to control write access to the first access control bits. The memory array is
divided into memory blocks, each block having a comesponding access control bit, At least one such block (BLKO) is further subdivided

into pages, each page having a corresponding control bit.




