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WD 20116/ 115616 PCT/US211116/1111991111 RIGHTS
MANAGEMENT SYSTEM FOR STREAMED MULTI MEDI A CONTENT

wa BEOHW A FI ELD [ 0001] The present invention PEt/asm®86/009900

to a rights management (RV) system whereby access to
: ] | S_Drovi ded onI
- ' B i

Nbr € part | cuI arI y, thergmﬁmA@p":_quj ates to systerrs
and net hods enpl oyed by such an RM system for handling

t h&0001] e arfe mémrénnventlsmmaa@wma GhiF EanageENTk (RM) system
WREISE) cGhett & (IRARNRIGHtal cBint brBROEH BRI ackicange with a

QQIF%SPQEdIGQ gligital lleﬂzrdaeo Mdregpamtulanlwébe irdiegtibralreltistto systems

A oo Eringea & Alcrin MR IEaellig 08 GFefRd content

users. Digital cBAGKGRAUND OFETHEINVENTSONh as a text

s 2T Fice o Fam dRobl” snicecSmine Rabanly desiavle in

crrrmee’lltirawnhnd|gﬁ:¥lp¢cﬂﬂéntﬁ§lﬂ>ﬁsa§fd|%tb5bUUf@deﬁgPﬂ&I Qfde%u‘al'bltal text,
angi bl e and intangib

d | ud
A, O, Pt colf s hers supcaifi cantee s Puidistriputed

17y cfr%ﬂﬂL rdreMsars. eb?ﬂbF&ﬂﬂéﬁt R8LIWDekstaHS BudS ad B%xt document, for
Internet, a feed froman over-the-air broadcast, etc

BNty GoBlcb e srepines. sueli aattharstrgamespaudie end video of a
ﬁg!ﬁ'ﬁiéhid"&esgﬁt\éhéﬁ Wﬁkg%odéﬂﬁpﬂ%ﬁﬁtlér??fjﬁh&\ {Pmed content

st reaned |ta content wt ald o
IB@JHﬁ@tanggjolsl evd ddangiplerfopns such asaepticabdisiofa erhle-aceens feed,

ARIIGRI 8h %I QH:t rbeg\gé'i h S50 1 ASmEP %%?@ gf‘arY b\ﬂ% he-air

noni tor, etc. n one scenarro
kroadeast, ets. dU@DmttQm@decgrveﬁ by st usbuab@n a}sprpanateocﬁomputlng

%btqeto'f O&cﬁﬁs\& ?&de?gﬁ{éhﬁ?eaﬁ‘r?%jaﬁégéméﬁ eiﬁt%tﬁ the aid of the

el evi sion service
ehinsputing uiewide sppropiie remderiegtsefivasey ahd a@pfdmha@(amtphtedewces

ted, or. is.unprotected. If it is the
Q%Q%%ﬁﬁ’g?ﬁ?r%eggltd%mt Of (fent is indeed distributed
i n[(m03]antrDbls@tseehefr@r Ithe streamat bentehieis aisigbilitbatoyt A @istributor
di StrL {)uto[) tﬁﬂgma“ i ntends for the streaned
Rt 2 SYPREIRY ﬁfvé‘feels;l)dé@ﬁ RmEMRIG 2 digitl deleyisiogrgrvice,
Mthstmamedmmtmsmﬁﬂéb :é %Ithérep/r@técﬁecf Q{iBh aEOfbr example
exanpl e, the streaned conten

be of
by BelghenGyPiednerda Unprotacted. oif !téff tf@aﬂﬂse th@téh%ﬁr@araﬁd content is
lﬁdiéHBjanlsttnB@fed' iR érpurb&ofé%%%' 168, Rynay o %é éésecﬁ%lt %ﬁe dlstrlbutor

set-top box and inmediately rendered t her eby,
Rrimadily dntpedy 6<Prwﬂﬁz|ééreemeti r@r&ﬁrﬁrf@n’éﬁtlmﬁﬂate consumed and

%Hcﬁ’ér@@réﬁé ‘ﬁop tnﬁj‘é}ﬂ/ %nlr@@%]ne’@%"f@h Jfooriré(agr‘rfbée, the

e a preC|ate storage tens exi st an
&Ueaﬁ@ddmempmyt beatoneaof Madgestresntsy of chetest iramdigital cable

e d A0 and/ or .re-dj 0

SRARBR b, e LIRS0 E 0B LA LTG0 an
lmmada’tsly remﬂmed ttrezreloly, stndi i theor todfe fohearsied ealﬂtejaforementloned

npro ? e[ é)ntent woul d |
app opriate output devices

[0004] However, it is to be appreciated that storage systems exist and/or
are being developed that can indeed store the streamed content for later
rendering and/or re-distribution to other computing devices. With regard to such

storage systems, then, the distributor of the streamed unprotected content would
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WD 2006/ 115616 PCT/ US2006/ 009900 rat her not have such
unprotected content stored in the unprotected form and

wowrdhotsi@ny ability to restrict such re-di st rP@UUSIING/009900

if so desired. In particular, the distributor or the

i ke may wish to prohibit the user from copying such
it aRichaveo R Eh LNProtegien Isentest slaip ik yiae ampsotectee form and

Withsut dYaniitp o t&stadt! é?)%tr%uéfﬁtﬁftioBPif%%Pd’%sﬁe}M U pagticular, the
tenporal and/ or count restrictions, or the [iKke.
dislfibptor £p phe dkamay, wish tomrehibibithe ngeriemndapyihgceyhi stgeamed

S5, AT Ba0 b e SR SR e Boor
with demparat end/entcoumineestriciand) oruhe tikek b diagples sppreciated, by

. . L. f ' f. .
SR B8RS T A BB AR gy vl o
suahieckizds dispérstloof.prisng 6igAa] copresad dié stoesamédieontent, where such

distributar may, wi sh,to provide yarious users th,
Skl Aradiad Watlo; 2aBabesy olfdh res Tt Wreloing from
ﬁiﬂ,'ntist:l‘ibihgitdﬁthefélﬁﬂbsérfﬁt?h sérfiteeoared by gp@h lan‘stribimrvi ge,

i gher- | eve i ers. correspondi ng conman )
hi . sy%@ﬂpgf)f"owe ;‘é@@?t%ﬁ_ﬂawmtoap{%@e various users with
SIHBRBE rdldBENG rightsPardrl &ighile, thE ldistRAUGIAMBP loffRE dfMetMRiRrs of

to access streamed content from higher tiers in an =
$RTpiESL Bheed hioherreves tiprsoowTesnendngly heaigmand Highesf suhscription

febs, Sid GRBRAL Gt %UBS(F%@F%PIQ fog.lhﬁ:udr k:fi‘é[' %ﬂouldtrgﬁ béavgl}owed to

di stributor has very |1i > 1f any real contr
agress sireamed ceriabieiiem higiies tiers in ep pepraiedted forobl emat i ¢

| DRSNS bt PR s02dBE cHH0R nGe BBEhSferiutcn
the distrloutordhag very littepi§ any read gohtraltaveathedstemmexhe¢ontamid This is

| X3 i Qi 20
SRR P88eAHI, -08h. it 76 ThoCHRY dbrSphf, Rlsong, computr
iselndes thehsefiveare atidghdrdivaco pgcessugr toamaled \anrdxasti digitalscopy of
t he Lnt t ot tipation. 007] O,

aF, SGoSTEOF rocerly ool Bl b bme il Ry R a re-
distibotiorbe@dium stble adi s bplicd @iskmay té eabd rstich sxads igitél copy

reci pient of the streaned confent to prom se not to
?Vt.?-rlé'!m W?rﬁﬁpghﬁﬁéﬁe [,‘E‘?W@HP qwéﬁﬁt'rﬁﬁ{\%l gorre ?ranner. 25

Hopeoo7] .  ©@BuseP B Pastcof Hir@dstictivh WheRiR Mtk 8R&rh¥d content is
broken. The distributor may attenpt to prevent such

subsgiieadr (9 e shsttibvistghpvarRAuBe e wseal RABIAN $Edhe istpamed
SHAVrE &8 prodbsd) hott td“}/élh?étrfgﬂtee@&érb’_@%t@ﬂt ANdn ﬁ{?ﬁ\?éé(fﬂnngcf’znanner.

However, such security devices if especia | mp
Hewever; suchea praspiseis easily madelapd gasiby brioksen Tderdisibutor may

t r t .
A, BB K SR SRR o5t S5l 00 Sourty
deyines, USAAY] inRNivingdererf/pliane arttdesryption.ecHawegerarstich security

V. e [ t . ,
BR8Pk HPPRESSse RIS A5 B o Hl; delEgnipgp user who
wishdetu dedryytl andrypded tordante davo stEndonteitdn enswebncrypted form,
co érol IS flg(rjfble and definable by the 2 WO
F0BrA iEBE RS 006/ 009900

[0008] RM and enforcement architectures and methods have thus been
provided to allow the controlled rendering of arbitrary forms of digital content
including streamed content, where such control is flexible and definable by the
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di stributor or the like of such digital content. Such
architectures allow and facilitate such controll ed

WO 2nderiong i n the scenario as set forth above.P¢D09®)6/009900

In one part| cul ar arrangenent, the streanmed content is
one &urallty of streans of such content

9'|St5*but9éd0fa e likey Rfi SHch digijalarontenta ruchi @eahjtectsrephallow and
fa%mﬁdtégﬁ?rﬁéérﬁﬁﬂléd ?er{a%hhgwih@rsce §r|d)£s E%k%ﬁﬁ GGV upon

conman roma nmedl a syst provi des t e sél ect ed
st 1@Q09t o I tle mpdas@wemmemt fthe tstreamegr carderti isgone of a
Y
DA, o i B AR 88 B 2"l g, maver
Thoe retoemeedelac’s;aspmmlaeom;@bfemwsmreamemn dosnrhand &otn a media

B SR, YRS, F8SEaRI RSP T%1b0 AL for R

prrmcesqmg on I\B)jailyerrthd heelentett emtaarrs a@r @t@@d@d tbythebeedxgver is

ﬁ@ﬁ%ﬁ% d bu ﬁrgqrrﬁsﬁ ﬁgopﬁwc 2 ﬁla| 8ys tl&@g%gtgd%tream
i‘sarstau proaétﬂedi B ShecreRener a@owiﬁ@tdﬂébmhlbr {QM éﬁ@WﬂMd S3tem.
is typica

|on such content key
i‘?ﬂﬁ’ﬁ. c.TyRically, Tp a5 RN} P@ﬁfyrftwe %YéFﬁr%nihek“éW?réK? Hratected by
Bélﬁy i éﬁt‘ﬂyﬂ%{d %CSW%% o coHEMt A&yt [BKY. €aRbMRICH célsléyrif;\me’mc

decryptor such as the nedia systémin an encry ﬁ
SR YRtRENES APV RLIQHY isseasieyi f%rer ANG Egs5eexpensiMe thak @symmetric

ERptRReshd 'd@érgbh&?rﬁfchr%{% t C@Sﬂé c}gﬁcél b@%iﬂ%ﬂ’lc Also

before such ntent Is crypt
typigalby, dae pyntenickaye&itq s mov}dedwi @n eyayeior s{cjoag the receiver to

4 IS 00 MBS, B A'F SORREARL i 3 B P o

lisehee tor Itfee fiken tht Ispecifies liezrsevalesahat mast 26 satisfieminioefofe such

SASaTEA Gl 04 BB 7 B e e pusom.

ne@mu 1}y strethet mrwmnce vheré ¢hneesireatned tahtenis.usgmalcsf aoplurality
aJrI reqgul ar _basj s er ha t he order, of

& B BN, Slard Bt R, 1 BRed ke Bl Y g refhugn gt the
¢dmibed @s eiie eedish eysted & nsystb@rrap;ﬁ-ed;nateafthat:the ﬁdcelver @8N be
t hrough or “surfin sever nal s, However

ot o1 TREe N sPmBSANSR Yor 018 et etam JAGInG lacdtorest digital
$1641$ lof &Nyl Fe@llak PRskEpEIhKBS onithe bRddr@fR@ much as once every
appreC| ated that constructing such new |icense and

sl EQJ SBAESACPEn esReCiAlb b iensar it e TABYR SYSIRLR denin effect
SHtbhign T Q?rﬂﬁé’”?eve?é P&é‘ﬁaﬁé | yHé\X/e\FeiFeahH Cr%@é&mleﬁg that

detal I'ed, inhcludes encrypted el enents, i ncl udes
@AY nqwlysﬁugﬁ@tagr@l r@qwtelseamew\e licermgusomi thel lieI@@lV?r it is to be

ééﬁig@?étegeth%}(%@%ﬁﬁtﬁwgaguéﬂqﬂe&eﬁ@én\é@r P58 gfﬁg ¥ame from the

ates a new nde every (i me the e
receinenioshe nudtia eystemaanthe qumebLmdensbﬁm eapecnal!ygf tml Ilcense is

U oBoRBE A e b ! RS B BRI o e

Thusn it filely gasycit lmsmeapelctamthatdthéorreceﬂver cecpletdy dreates a new
on of quirenents t

(555 PYCy T I BPDBIRE oB RS suEh THesives 10 e direrent
6T ST 66 €P22RMY if the frequency of such commands is on the order of

seconds.
[0012] A need exists then, for a system and method for the receiver to

create a shortened version of requirements that would go into such a new license
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such that the receiver need not go to the burden of in
fact conpletely creating such new |license every tine

weamh/11weei ver newly tunes a digital signal. |PCT/US2006/009900

particular, a need exists for such a shortened version
of such requirenments that can be quickly created and

sucht thab theneecaiver @egwoé@petacthetb%ert Bk in tastiopmpleietyl gjeating
chuﬁé\ﬁ et rystth{‘%h &Y ér o%\bl? Mﬁ@é é%l%/lta Signal, I

comandi ng a c%an e on t e or der once ever

partieuar, adegad exists| fyr séchastiodsnert version @fLmlcharequwements that
[

SH0S G080 Qoo B0 S8BT bR b b v powy

tuhes amgmaldalgnai advesi ifjthed user ia onmnmarwmgaammamgefonslpaander of

BTty Pl oy AionBli, 271450 ol Bysof s 6 8h88 version

@fcsmnlatréqlﬂnenmrtthtlﬁ iecomeidedingi Ve leswibee Bl liadngey r@quﬂ@dents for

o .t he ia., em from kB sources, ot her
8 tbpert FEfnGoista) R BTBELARP U] PHSE. dAevn auiapd exiss for
$uched shaféded Bigrdién eICEYdH edqlibemdriie tthQiaMebe employed in
accor di nglgto a different content key it is to be

SREIaT b Stieemec SRR RPN 76 Rrewad 39 She mesia sysim from

SRt dthkemah Gk rdegival aci ng sane in a new 15 |icense
and sending sane fromthe receiver to the nedia system

calPQ13kew % 18E000EING dha AgE ey tunag Aignal imay e engrypted by
{RBNBOL vt Ca RBRES | g% & a difredtntdit ‘Rbg géKé QP@RB %%recnated that

creates a new I1cense With a ne
iofosmingt theemedie systeth af syait ecrrntemrkmfn(&()daycﬁameg g eiave int @ new

e St G Nepl A the UL o FREFEIRLL M Eabifque o
Qote] bOtdENspmeeedAgainstits Ilkhlgncammt be sWeeteohnhlatrTmm ddeelver

BBl AR AL or BT U6 sty AEVIER] sy tme e

meéuatsye@namrantaudk sua:h:mcewemotthneaaiﬁferaﬁﬂ"dngme@mel leepecially
need. exi sts for a

iR B0 S st PR S o B g R AT PR e can

ex{ioaye Aameemekuselth@@rfbeatsykteyn andl nidiedd fd?tsﬁhbﬂng each new
cont ent ke?és based on the initial content key

Rt ikeH AP Ky Petyesadhe ssgeites and thesmeriasyisiam Mhﬂh@he iped for

drBstinPAehHas! IRBAsS Wih BBEH %cﬁd&ﬁﬁﬂk@?‘(@k?tr{@éﬁﬁ 'Ir{‘ﬁéﬁlcular a
coordi nated fashion. [0015] Further recognizing

Raes @xiefaifpreABirtaoE By ﬁha.rﬁ@ew andyagAip Smstﬁﬁe@an exchange
@a@!ﬁ?\ ctgfﬁéinttl@eglt é@ﬁ@@ﬁ roftblelioRidnt ‘Re?é gay &Pthr%eﬁl‘ﬁél' &ﬁq‘téht key.

periodicity atively

Adgiéonady @teed existagfor such a,rrtezchqsabwa@'p yé(t;f\eata@@lvtehaﬂd the media
53&%??}‘0’[9{% R‘QS, ?%?le%téd)fa@ﬁ @ the media system wait
uc relatrve

erro of time until such
r ef015¢ e fugher Eecpgmfﬂagtthatdbatre@ulmmemtm ceuiespagidggato. a newly

i al [ t.h

tEU%? bg% L}(n&'yrbe to%% el d\lyvlé’tﬂ{ﬁ éﬁ%]s % {;rg a oﬁ)?er o%lf bé’eeig ﬂ)lﬁ that such
perpdicity m@sbe a petathepsloag pehnied oufdme df isat® hsmebpmnamasttmat it
eve one t.o one . 4 L 2006/ 115616 . .

&5 P BTREP OB B ke L Tl SYOrHER P SR Gerefptvely long period
?ﬂiﬁ%?&ﬁﬂ stifiateduirenichtarean favt bcaridiwittive sticH siyhale!Bspecially in
thgns?tuation where the receiver is tuning in different digital signals on a fairly
regular basis, perhaps on the order of as much as once every one-half to one
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period of tinme to |locate the requirenents within the
newy tuned signal. [0016] A need exists then, for a

waymbemeand net hod for the receiver to send arcdeisahé/009900

set of requirenments on a prelimnary basis, and then
an actual set of 5 requirenents when actually
senoadeid likely coanet kebxpected thaétheesacsiver tam waitrtbe eldtivsly long

AL e Pie RRNRRRM HOM BRI WG °

r emm.egerrem ls;eewlr @(lste then, Aatdi $yistamalbhg methodk o tex reseiver to send

A lr R S BAURE 0Y RAR) St R gt st of

mqoinememsemmmdctngu;abbanab rlﬁ@artrceia&rﬁ sead @xistiol@ method by

B 362 shikvs G send SO R ot arertS i kg gmploved by the

neeegystent QB 7the Richadl Iryquireagitd aiggerithAddittalRdd Aeed exists
‘sqste li ke will store a relatjvely |arge anpunt of

|
UEE & RO SHTaPY ANE anorlisyStellh Gan stiginduish Bgween such
dératit r@ﬂulrérﬁentﬁObndfoéilch‘)fcoﬁé‘ﬁbnhin@e%éﬁ:‘él 3r[e§u1ﬂé?ﬁet'ﬂ§egﬁdj can

for very is to be appreciated that such

feplasg diee d@i%&mqwzﬂmqnﬁ%w%ﬁie grifasppRding Geiig! Eﬁﬂuﬁﬁmnhﬁ upon

Fe%E’BP{h%Fé’ofbaS' s. Once again, in the situation where
recetver is tuning in dlfferent digital signals on

a [0Qa1|7ﬂ | y FingdjyIregoamizéngsthapthetiagdia shistenelikshowill sbcbreass relatively

%oﬁggﬁn&q"%ﬁ%y C‘? Jbﬂld{ng t? qeﬁﬂ? sl ﬂallat %Lét '8l Hany if

€ expec e’ corres
hotawost ©f sach Ilaaneas ack amtdw%ded éat Vieyy bohg, inediocbesggireciated that

| bI
S8l R4 ch TR B84 B Sy SUREFTRIGES. oree
aggim dal tl’ﬂe)sltudtlenrmlmbé_a tbqsémer isotuningria cﬂﬁerblﬁa&gltacﬂmals ona
nses cor.responding to t ned. signals on
tfiBRtay S5ET B8RRs A B iaror &8 B e pade Srerd ape-hat to
o Ssudnblyit ikélg leahhet veedkpoctasyBaean ﬁﬁmef&ﬁ%bbﬁ@ng\ﬁﬂb@’ﬁses as
Ilcggses need only be stored on a tengé)lrary basi s.

AgdieriBNaPRRd by hednedaisysient shoud,ehc ﬂ@@wad%ﬁéﬁl@w ona

peHhalBAl sasky/st em del etes  such tenporarily stored
I | censes. SUMVARY OF THE | NVENTI ON [ 0019] The

BEnt AdPRRS Pdelgdhen.dos asysiemean {nqﬂé%psfor,the rﬁ%ﬁdda gystem
tbhgtor@rﬁsfe%t | AR ib&Rsdsn cm%nalnﬁﬂd“%n%qs s‘i)qr%]\(é 428 on a

for conmuni cat i ng requirenents

femperasy basism hn pardeilaera peed existssionrdmegad gy wdlich the media

[ Ny t
nt en%ntré’c Wghglere % od, 4 ne%&%d J?\w 2 $8bb3ty basis.

Adxt@naﬁy, a naed; eb<i$és foorsUeImB ragitiodl a\cmtday thietrhediatdystem deletes

t (® elatlngto the requirenents for

t‘lgmbgﬂr?g 5%9 I%Pﬂ% T the requi renents fromthe
I ocat ed i nf or mat SUMMARY OfTHE INWVENTEONSt r uct ed

t he co uting device. 2006/ 115
poRteE 0oahs wBetmen BOT Mo & afied AEUESh haBR BV the

pres&it Vhvightibhén aeith & esthé®Eestbeided for communicating requirements
for a digital license from a receiver of corresponding digital content to a computing
device upon which the digital content is to be rendered. In the method, the
receiver tunes the content and locates within the content information relating to
the requirements for the license, constructs the requirements from the located

information, and sends such constructed requirements to the computing device.
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constructs the |license based on such received
requi renents, stores such constructed |icense in a

wo cwens®iet ore of such conputing device, and tPer/esfob&r09900

renders the content only in accordance with the
i cense. Thus, the receiver need 5 not conmunicate
t hE0020f endiei COBPHLRG EPMiCe O#RAT: irAgRVIBY| the TR EFequirements

ESmbrBEE TN | l%né@*%@@&v%ﬁ({hoqgééw U“ereﬁ dé?mgé’ﬁtgg st?res such

summary, as well as the ow ng det ali escri
eansirieted fisenserimesicense Istorprofseial compeiting sieyioai Iahd teereafter

RAUCR e et B WAERomBACh Wil WEORAHRE) 805 bl ebifgraneed
@ comreunicaie the licenee isalf td‘tbmompulmrgedmn@am ngs

be.under st ooBRITETSCRIERON QF TR Bthailies ™, ey

t 0[@0d] piTeeifsregaingasugenany; ss walll as ittsd followinigaddtéiiegisdescription

In the drawings: [0022] Fig. | i | ock
GBS Pkt s BF P4 B emba Y st g ood when read
mo‘ﬂmuﬁcmn &ith mn?ﬂiﬂgbﬂodgg\gmbﬁt %r%@%?b%?@ﬁﬁﬂms@é‘tmg the

|

be i npl enent e
1o8m rg‘%ﬁr%@eﬂi“?% '%uﬁ ng$ m@%%s WhHigh rgBnRgsently

ﬂé’ﬁérf&i aAY 3hb@H YoeOlinde?SBYY,| Hlﬁvé%y'tﬁégm\}éhtlﬁﬂ'@ lﬂof fited to the
present invention may be inpl enent ed; [002 4] Fg. 3

prgmge [RERgeHeRig s '%ﬁﬁiﬁ‘%alﬁ'ﬁs shewnc énbetdravtgst ect ur e
Of @UQZF ex#p! £ 9% Blokk W rQﬁSF‘egre%éﬁﬁ an QﬁécIHﬁl'aF&g nBn-limiting

ital |icense for renderlng 20 cor espon
@nng@ut@g efyiieRmentin mmbthamnwnwmtmmawbem@mem S

Fganeﬂtls' QVSR‘)EkO ?p%ﬁéregéﬁh eﬂéféﬂ? network

gra ng an exanp TrUSE basgg
@iVIan@etha\amw aiviariptyrafi Qompwtmg Hevisesin wiieh iee present mventlon

,fnggp@rhqk%gq %peqencrypt ed streamof content to a nmedia

or et ender | ng thereby in accordance with 25
va[0024$ e iffigp @i ismntlsclodiagifaen pln(nmagnanlam@mement arfcBBtfilire of an

a, bl ock diagr.am show n
RIS 5 A PaBERSeE B, APGUHRE. A gRnel fitefies for rendering
eomspphdidg adigitee rdonednt Fih gacoérazinde aﬁlthselaho@a/ dnfi®diments of the
recelver Ef Fig. 4 to the nedia systemof Fig. 4 in

RIEBIHINAMON t h one enbodi ment of the present
| Npo025] onFug:\mdns?a HI68K dlaghrg shofird ah exbhie oF A HIBt-based

show n% key steps perfornmed by the receiver and nedia
syplane AT JTigFBg angf 'Prp%fﬂ%@rdﬁ*i‘% \ﬁl FagelysF ifgiyearding an encrypted

@t@&ﬁ?'oﬂ%aht%npfto al r'?‘l%dﬂrif’%?é?ﬁ beVé?fHehR@ ’thérﬁﬁgqﬁ'd&%ﬁdﬁﬁce with

recei ver sending the requirenments of
w@uaemb@si@mr(t?p@the@resqm@veew ver and the nedia

Y O 28l IS LVANgloRk BRBRNsringl O obfeviidf idfsion of

e“recel ver “sendi
r@qmmemem&t@ﬁmn@wwme{mmrmee©0nteﬂteoﬁ Engd4 apd sagent by the

HobDeFEF AL  854hb CHRBIS of SotBr TG 3 Y 2hEBREREe it one
embodiment of the present invention; and

[0027] Figs. 6-9 are flow diagrams showing key steps performed by the
receiver and media system of Fig. 4 in accordance with various embodiments of
the present invention, including the receiver sending the requirements of Fig. 5 to
the media system (Fig. 6), the receiver and the media system each deriving a
content key (CK) for a newly tuned stream (Fig. 7), the receiver sending a default
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stream prior to encountering information in the stream
fromwhi ch actual requirenents can be constructed

W@ Biogi118)6 and the nedia system enpl oying a tBIUSADG009900

license store and del eting marked |icenses therefrom

by way of a 5 housekeeping function (Fig. 9).
@EWRF’ Lrwsgesmhmﬁf@lt repUireRentRefiE mRdiaGustewT ER a newly tuned

ar t nﬁ{m'\% [SHeBEhteRihg- m’ﬂor@x%ﬂorﬁ hR il ls‘?ﬁ@f‘a i C\z&ﬁi%hogctual

ded to row gener al scr|
ouservanisagare bemqmatrucptgd dfrig. r&n amhtthe rmedia cﬂystelme employing a

YR Bk B, B0 AR B b s e of o

beusekeeping functign (Bgi¥Yes of all kinds are contenpl at ed

Wi 1o 5 gendial AEEPOESCRInIOREOR R INVEREEN Lol

CDlWLU'BElBUHI\I\dR@M\me e, and the present invention

| BAER Ei11 Bgb g el it e RO A e Pcie a brie

gémmt dé’d&nﬁﬁorﬂ’@y absuitapR! &BFﬁBLTJtﬁ@ ér'i\m@ﬂrr%‘ﬂ‘l/ 'lr{ Wﬁheofnventlon
net wor ked hosted services in very littl

maybrdmplamenied. Eshavldds la?ctewt%qtma\teé@r taatghandaeld portable,
A3 ek e8mpaiivd HQ\VIB@J‘Bf ANkinbs @he EoRtefiplREd f&q}g Cif B connection

serves msrely as a browser or interface to

Wit thevepsentanegtion VHdlgghoensralmsgrasecpmauier is tesaitiesibelow,
l‘ﬁﬁsnisb uf HP% %\Ig‘éﬁ{p { APt re%@ntamhhﬁcﬂ 'ré’cﬂm%é &(I?'Qntrﬁlg client

|nter ace or use a devel oper
hmmﬂl@tworlv\mrhewnteln@eﬁeblbwmd bmtemtlmg b, vibe eremntimventlon
I f . . .

el bt ErERERERa & BrBERE oh oo RAS Koo apriges in whicn

var;dulltﬁe obermrgmabxcélent eﬂsdnycemearer impliecated mew.ers, networked

such as client ans, servers. or_ other .

GG epBEnt iaailbn % ST HEPER SRR R & 2 BleWesn cr intgrface to

ﬂhEWomﬂwld@Wmts 25 conponents, data structures and

th [ erform particul ar asks or .inplenent .

*nfod2ol s MRt kof "R, iR NerlBR i be iREmGY via an
épﬁn@éﬁ@nmogtammfngt lhtérfaﬁé Sgpgmmww% dBVelBBerC aRBioR @stiuded
or distributed as desired in various enbodi nents.

Wit Jh&rnetREs brasing saftvare wicky wilyoe| desspbediat e general

ddmddxt tdFecdriy@BE-bRItutdPRY irfruefichd | ked a9 tp'?og‘i‘ér"r‘leI‘nodules being
corrput er system configurations. Qther well” known 30

byopreyar reake, casmRutersnarait as clighbiwerkstadians. gwmrsm@ther

it t
eI g, AR ST o
qqnmnentSaudaiﬁatstmcw@ISI end rrﬁ@hmmsthatseqar@a’mc@amu@rstasks or
%‘f@n&ﬁl gar%ulgﬁpéb%ﬂ &eﬁb{ae%egul t aplc%ﬂ)gb S‘Punc%ﬁélﬁy of the

M’ Cr opr otessor based € con

gltam ombdsles netayo bk Eﬁh;bmednoc otiisitibetes, aﬁaldeélreﬂmn various
co nd the.like. 0 15616
RTS8 BGsE" tise Suleh ¥ P AT a5 e (e ine iougntion
may desractivededlitic otheucom@utsn \wystemrentifiyundtiane. Other well known

computing systems, environments, and/or configurations that may be suitable for

use with the invention include, but are not limited to, personal computers (PCs),
automated teller machines, server computers, hand-held or laptop devices, multi-
processor systems, microprocessor-based systems, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, and the like.
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tasks are performed by renote processing devices that

are |inked through a comuni cations network or ot her
waelais/1156amsm ssi on medium I n a distributed CREUSING009900

envi ronment, program nodul es may be | ocated in both

| ocal and 5 remote conputer storage nedia including

The imvention maygise beincaciceqd godislribriey. compuiing qmlrg@ﬁerétﬁ ddere
t§fks &R Porforftled’ny Yok récdeBHg! mlc%xsmmarsgmeanﬁm@h a

the i'nvention may be inplenmen
canwmmﬁwoas medwlerk off other alsé Fansmissioonmediumy dipsa efigtributed

DAL B P et PR RET e S i o

remptel cdnmmaen storage rhedid hetddingsmepenpstoage dﬂVlCes

SAEAAPTFLY, s BRISAY sBrplEb s Ldnb g oo

ealorieeRNtINEYwhith rties irvertienmay dlealmpigmetitedaayhauyd s made
conbi nat i n of components ill

8 20 e UM G TS EvrErreft S0 i Pbbeo i ERBngle)of
dJuttable Lorriitif AVitaHYerf iAH GMdtantehddd By&Itigesgarhyhiénitaton as to
i nvention includes a general ur se C th&f-"%c%‘ev' ce

the, seere PhHsE OF ftwcéleﬂ%&( 8f thejinge ﬁ@@ss ting
&%Poﬁfﬁéénﬂ mi W%terB#&ecﬁéfhé\ﬁﬁ bhﬁh?@éﬁd@ﬁcy ar ra@bﬁéﬁ‘%ﬁl fighting

uni t , gst em nmenory syst em bus
to Heay Qnmpn e@m VaHeD 98 C@W@P@W%dh‘ﬁ%ﬁﬁ’@ﬁt@ the @xgaIPRSY operating

%X/ﬁ % Neffy. Yy to the processing unit 120. The system
may be any of several types of bus structures
i N0 ngV\QtDl refarenes {p bigs1.0an axeropiancerstersifeeimplgmenting the

S0 RF A5 B PSP Ry or oo
ot ljd;c:napmtemmtoéicmhputaw dnDt way ulnelgdfntbm@ée I Tﬁdu@”ﬂﬁ@d to, a
RSt} 220 ERyStEmemth oS M SFaPRADE 121 ot poymles
Varieas rsygtenﬁccﬁhmwtmtsimclwa@thieaﬁyistmm MEESAY tb dbalpringssing unit
A B T PSR ST P
4 W@rﬁ‘(ﬂi’ |b)[|s|dﬂ¢héwl@§l dontraliére hpepibher@irpus, eand emiﬂbbes using any

nput er readabl e di a c n be .an vai, | .abj ?
e Vel i g tociiess skl 115 ShREATRP: 748 nghdimiaton, such

arBGldedRes hﬁétbdé/%dﬁétﬂyes%ﬂdamonmwutabtmee (IW()II@US Mlcro Channel
renovabl e and non-r |l e nedi a n% g?

vetitergare] (MBALD Y, ENNB00e SR SaaLHIe0 g aF o gy, StEndards
néeggie{gm@(gve Zio%%u E&Qfaﬁ@q:éf%baal SHRMMHECBhMER (PCI) bus

r storage nedia i ncludes both volatile
(@ls kmmm\aﬂlﬂezzaé\mer vabl e and non-renovabl e nedi a

i nﬁi(ﬁ?ﬁnt %nkcpgné\“mmg& NPihciddgshgaal 13)9 bPreothfiédfeadable

rmat | such a ut er reada i nstructions,
atia. CQommiter eeadq@tmgmm reedube nyr amllable dradia that can be

SEBUAE by 5385 T RS o oty I LRGN Ao
cRREMe &hdsanmenorgblermediber Bymvayr gf example, and not limitation,
computer readable media may comprise computer storage media and
communication media. Computer storage media includes both volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage media includes, but
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technol ogy, CDROM digital versatile disks (DvVD) or
ot her optical disk storage, nmagnetic cassettes,

woraeetiets t ape, nmagnetic di sk storage or ot herPCEUSZ®D6/E9900

storage devices, or any other nedium which can be used
fo stgre t he deS|red 5 informati on and whi ch can be

IS¢ Bak digytedy Qo A\M.e RQM 0 EERRGVhi Bagh cmemem @r other memory
ie\éﬁh&@%)y} YCBROMI @§itd Q/PLLRS d%ﬁ?iﬂ@b Ptyér é[t)'[ cgp%lﬁk storage,

dat a ructures, program no
meanetis eassedies magmatlc dardh mgaetwadrskestomgee opfotidrheragnetic
§t6 i.nf ornption
agg,gpag\;,cége %p% ?gﬁledmﬁl) % (I%a?éw bgal{s§d ogﬁtgfe the desired

del i'very nedi a
Iﬁf:f&mgfl@l eng mdnicht ¢eat bdrascassed by cnmpetemﬂ 10t SCommunication media

t t or an n su a manner as
RRSRE TR Sobbif kel DRl e Ll B, e
wRdwps or othed data inla mot:{ataJt@hdata @rmian 5Ge 498 dﬁﬂ%r@vave or other
w red network or

R B e At e Tl o (orbldicn dRiteRy S agthe term

?mmﬂmﬁted: dataFsignalf meaesla sl HlahBss Bhé 8 Aite %?ﬂ% 8haracteristics
% atl s of any of the above should al so
TR SHRSH Prisneh 28pNRS t9r enGerp drfermatinndiathe signal. aBy way

&%ﬂaﬂ%]anﬁ%t%ﬁﬁ&'@h”@&ﬂﬁ%n%ﬁ@oﬁ Rfeld L@%WF&{ media such

stora e nedia in the formof volati

refl i NRIWRENGF (dikeGkwirad gasagction, wnﬁbwsgmwxalsach as
a%’(b@sﬂ' @W%ﬁﬁ?&ﬁ%rﬁem%y X@r@% mhidia. ACB%%'incathHs of any,of the

|nput/out put system 13 , _contarning

ghoyeishedd @t be @ICbldﬁd WIthmﬂ;e scopabioramaitenreadaieenedia.

el S t r ri

ot S10351 5 THE Sysfont MG 130 fol RUEoMu Y SBhagmegis in the

fpsr@uo&w!awe@m{cmnqulam raerHyr sysh e read randtiumedriy 8ROM) 131
lofohdolh SEBb herRELEURNE 55, R 286 Sy RUES T Sidn T Br0s),
(?@mtm‘ph@ theahdsin cmutilnef that h«lsip 1o Fﬁre@sfelr mfbfrtiéﬁdrﬁ%%gveen elﬂi]ements
em | C I On 0] t her
A, BhlPishy ek g s, AlPg B s PR Stevbin R 131,
RAMpLAZtypickly rcamaaissaatarmimpr@gw PRGN 2/ P8 Imnedtiately

[eaova bIe latil e/ nonvol atil e conputer storage
qeserSipie émé@?f 8?6389@%?'89 GREtAted en Qy PoGassingt Yk 129. By way
dﬁ@lxdmﬂle$ bndrrio‘t/ﬁmﬂtéﬂori d. 1 igasltatdd 9&@%%%@& Hl} ag{:)lllccatlon

nonvol at i | e nmagneti ¢ nedi a,

Rl RS TTADaO e PG atiess 19 ad Plearoegiats 133
r equos4| eThd10ByAbaler | ¢10BGRRL | sl ﬁt&hﬂo@z ' otR8d i%'?novable/non-

optical disk drive 155 that " reads tromor wites
rRIaRYRRIS | volatiRiRomiclatile eompttet atoratiesikedias, Byswean oaexamm@ only,

Y 13@4@‘%%05 heFy Gk 'd@% 1R rerﬂshﬁa(';m ar writes to non-removable,

renmovabl e/ non-r enova , volatiTel/nonvol a
nebygletile magnetie qedis di maghetic distndrive 1ilettiat reatlbdrom or writes to

eHERTRRe sBRTSBE G AACTES. ad ShiGfica Hisk e s that

netic ape cas
reagdsdisom vamtealto veresatvable, doskdatilel ioptitalldiskd d8® dwrpeas a CD

[y te, olid state and th li ke, The .
ot g GoR e’ P BBuiTt o dmbr e sl g orvolate
cemutgnsmgﬁg/eémd?ghaum bOuda lﬁqgiﬁéié{ﬁéléﬁ/ opertatln environment

a, non-renovabl e menpry jntertace
"bcﬁ% ié‘gﬂﬁ? é}"? 3&5@‘%’4@ raﬁweﬁﬁgfﬁe%m@sa%@ dlashememory cards,
digital versatile disks, digital video tape, solid state RAM, solid state ROM, and the
like. The hard disk drive 141 is typically connected to the system bus 121 through
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151 and optical disk drive 155 are typically connected
to the systembus 121 by a renovable nenory

wo ooenfsace, such as interface 150. [0035] The BET/UEX06/009900

and their associated conputer storage medi a di scussed
5 above and illustrated in Fig. provi de storage of
2 bapueapvalie memasy ifefacecauchies, lntedac%ﬂé@,ram meegsetic disk drive

ﬁpgﬁg%{%@ Hkg%rlgggﬁta‘?@ 'E)ﬁ%d? 869&%%%@%%&%; 56121 by a
tamayableanemoasinﬁmce reycoperinieiface $5&t em 144,

PR 0D AR o RERILAP RIS oo

abct\/eeandaldalustrweds anFigad povide Bfeeagnbdf EdroputepesrtabhgindPuctions,

temJ134, applicati 3 other pro
TR stktross oS iPb e ARG EE Sa ot ditmideey L ol Fio. 1,
fbé exampl, iHad idk m@gim lid&rated @%rst@rfr@bpgﬂanﬁ@%\ybl%& 144,
"N@S and Fgu%%amg 147 are %Q\éen dj f ferent nunbe

iGali)) PIOdADS At tpm%&ama Hiesuifi6: @ngyprageam data 147.
Nofef thatthbsE 8dhBonerfs B¢ kitBNbeaRE 8anfe0ATBNGIfe@RHrom operating
information into the conmputer 110 through input

%&ﬁfﬁé§4s%9ﬂ'°a@,°fhpn@sgﬂm%ﬂa5 1w@hergogiFm pdHtestped end peogram
déid. 1§PmT©Béﬂétlﬁ§fs%fsfeW 14, aa?) %Hsﬁrogh §k% Iotﬂér program

touch pad her i nput devie
magulasd46, aﬁcbpr@srﬁmélatq b‘WstJrewwergélfferwadumbgm mrleuto diustrate
tﬂhﬁ’.té't a>HMEmn; tr%h/ ér}éednlférjéﬁt céonj%eﬁ\au ! oc%génfep %ann%ands and

evices are often connec Sing "un
infeomatior ingh the cereputenpi@ through fr@ubda\fi@est suth as a keyboard 162

SRt B SRS o B LB FRBEED o o

(p’eheahnpait dewices (yzinshopm) may ineludaiaveicaphser uc@lstlblusgame pad,

3600 phy SPalyefofnate ke ofetiee g o el oXicG 4 ptten

¢d‘rrmec1ieaCte the mecasm@ Mt e2o itirbegh ac&ew@plftﬁmmb@m% that is
[ nt may a

h th
B fe StemePLE LG pub ey PeAPRRRGIAIRY ¢tBgE fesfage and bus
ﬁi‘ucﬂﬁ@é srubafas@qmwm paftegarié bbrt bha LﬁRfursacPéeMSdus%éss

cessing unit and assunes responsi bility for
38} at m@P'&mﬂ %%Bﬂﬂ@r HPaaP) disRavdRyicats 5, camected to

tﬁé SYBefh BUSRDY % 8k %Sﬁé&&%ub’lﬁ‘ 'atssa OQBbﬁateﬂféée "(@M A graphics
comruni cate with raplcsmter ace 182. In

integfacel, 188psych 88 idopy may ralsai e mhﬁeg ﬁ@emrwstem bus
t 4
£ BN, 4 P BRI Y cPu. r o

[Gelv: el uallté1ZButandn@SBlmesxmspbr@sllwﬁtyafoc@@celeme@rgramidcs port

f SSi

(D, BiEaons Gift 6= RBet RIS InE NP Tap ) o may
cm‘mrdumpdztaywﬂiegranesmdaérﬁxme ’rﬁ?nndn:tttasl regartih SRlys t18m damerally

V|a n i nterfac such as a videp interface 1
s Shstey Meiiiony cnnebins BuBl & hOGRu.SoRidsD Epo1 GEUs 184
ddmrﬁdrdcéteownm G WAXdot mem&9118&0rmﬂbefﬁ4ﬂﬂ)bvaé\&® are but one
| ncl ot her peri pher out put , devi ces such a 10 WO

G519 08 G160 rrRerRoRb 808 H00 S0 ek REPLOEESa fipvices may be
lﬁélhd‘écﬁfn d&tputshi ¢ mRhoRRorCPIINEE biBEr typeOsihsSi8y @EliBd s also
connected to the system bus 121 via an interface, such as a video interface 190,
which may in turn communicate with video memory 186. In addition to monitor
191, computers may also include other peripheral output devices such as
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peri pheral interface 195. [0037] The conputer 110 may
operate in a networked environnment using |ogical

W@2hetIsi®Ns to one or nore renote conputers, BUDISAL6/609900

renDte conputer 5 180. The renote conputer 180 may be

rsonal conputer, a server, a router, a network PC,
%0 Fs"d&8¢i @ qrintarh 696, cWhieBnMA%t by raenneeied thregh an output

pyﬁw@a&mmeﬁg&g ygles many or all of the elenments
descri bed _above relative to the conputer 110,

al 19ATdh Jieycampriand 10 S1ayr eRpsatgeini @ etvarked eneanment using
loblcﬁﬁ&frﬁ‘fe%ﬁoﬁsnto%n% Qr%?rgggmo oca@}tel‘éogﬂ@r?%é erlémﬂia %mputer

icted in g I NC area ne
1 . Hiprirergotg cmwtqﬂéa it e ekoefsaNd) campyteh i seragr, alrgater, a

ﬁélWoH@'PC?ta or g@?\g@%t‘ﬁtheﬁ%ﬁ%mdﬁeﬁé@@Bm rﬂﬂjeeg}ﬁg gﬁdg%%&trlﬁcludes

are conmnon I Ces enterprise-wd
m@ny\mrksll dfntheaslementm desﬂéieﬂnam\werela[mw]thmvmmmﬂerd 110,

Lot BRSSO LSS Bl o

logicaticgrinectidriOdepitied in Eiy. asmzludmaaodAAhrememmbm Q\N) 171 and

i 068 FomarR O RRERE' b ek A P, Bfnet Tofudies.  suon

netmumng:ehvmmnmeraré lkemWidNplaés, in dcificds, @ﬁtér;blﬁse wide computer
er net ¢ Th ﬁmm]{z whi ch may be internal or
F'ﬁaln ra %%Eﬂ EUNREEled to the system bus 121 via
t heoosspr iWiiperi ubed Br & 0@l Aékkoridng @hhﬁtfnm@rﬂpmépcfdrﬁétﬁer 1 10 is
envi r onment i8ro gr am nodul

g‘ﬁ}%\gg{égd %Wen%mﬁ%mﬁ')‘{'%’ h@ Nedyekit Blerfage or dapisr t1 %Ohns When

LRy Boh WmSNn@tWoﬂilﬁg” efvirdhnidit, ﬂ]%”éﬁrﬁputgﬁ"f%%yﬁbélryaﬂﬁludes a
devi ce, exanpl e, and not |imitat ion, Fi'g

mofers: 172 %rsoth%ﬁ’@@es gmﬁﬁt@;ta'ﬁhlae GorBBRIsRIIoNS VRS e WAN 173,
S 45 A8 1RRER MY 1HSIENt 672 8fnicth nali B mﬁﬁnalaﬁ{?@x?&hélt Rty be

that the network connections shown are exe
eAnmertefeithhe systent Bus i i Mg ﬁlecymmp@htmt@ﬁgce |1|6la or other

rifidte B RARRET B 5 ndfbriRe ARABnment, Ep@@gfrﬁln B8uRE depicted

ordinary skill 1n the art can apprecia
kelativatierthe 1pmuterol Hyrorcpartiens theredie Wtaa[nb@@taie@llrmyleej remote

RenidAy Eto?én%egﬂg\?%@gugg wdf&f"@{a%plé bt I{rﬁ%msflgt B8iustrates

present | arly” conput er
nﬁzmntﬁ@pamﬂtlnumregrams 1$ﬁanarrysudmgslronuagmrwdetvs:e Hid Hnwill be

ﬁétﬁgfthg%g 6rﬂrb%nﬁg |oplg%%8\‘7(/ﬁeaﬁe%%r¥ﬁ g%ggg)ﬁrﬁeqsrﬁeans

ora e unrts or vo
mfrasm’a'llsbmg monappmlyatMSﬂmk antvesevi the computens triayder vsed.

rs denpl o ed.i
e TSR e TR R R SR € B BB Rt o REr 110 o
qxthersﬁleht tevientarobe deployed as pagpf y domputatramaatkone this regard,
I Ng. devi ce avin ro l,.angua
R REbHnyeion et &7 A0V Ghrae e s a Baa any number of
namdby b stoege uhitsV¥Rd2AHYO Ukiteey bf aBP‘Hah@Q@Q@d BRZ88ELs occurring
%%040% Di stributed conﬁgtl n}g facl Bat es sharing of
B NYrERYLRRYagR dNE PL YRIWBeEy Tap PErsene kRATREMaY apply
tbeémmrémmt Wi e casn@ngrssaisd @iBnt ddiBS®ers deployed in a
network environment, having remote or local storage. The present invention may
also apply to a standalone computing device, having programming language

functionality, interpretation and execution capabilities.
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resources and services include the exchange of
i nformati on, cache storage, and disk storage for

wo 2doeg156D8 stri but ed conmputing takes advant age BET/US2006/009900

netvvork 5 connectivity, allow ng clients to | everage
the entire

| lect. power .t o_ben
ent 20457 s ST EARBARLYS s TER G et BF cerbys eseuees and
kETVleeﬁml dmaitl@mﬁang&]b@ﬁﬁé‘enobomb@tﬁ@iﬁéﬂéeé Rab &R¥ems. These
interact to i F@Pa}ut henti cati on techni ques of t he

ISPRUERT anf AT TP e GeTeandg: ol JRicEBtp dehe Giyegs, and

Gi6I0 4stbralgied for2 filisOV i DR EibAteRIC REAMLLIGY HaRES 348\t
exenBI :Py networked or 10 di Q?rlng%t ed conput |a?% of network

brepitowing glients te leverrea thaingnliertiv eaWaTtorheBat the entire
SRBIIsE € 3n @l‘ﬂg'ﬁ’é'%érﬂ,ga QBlEGist dtORes HHy h%ﬁﬁca%ﬁggtlons objects or

conputi ng s or devices 110a,
FAeYEey N‘%dﬂ%y ifi§rasbiepimnyeats rastifrentisatioretesbriguesiaf &e present

mt/ém%ﬁ fopﬁ@géégr%m§d ;ﬂ@.hg%:t c. The objects may

[%DJI se porti| or different devices
4% Pbis 2 provises A sshematip3liagrayeofsan extreplasi oetsiorked or

(ﬂ@ﬁ’lﬁ%ﬁl c&ﬁp@mﬂ{?%nﬁr mEHE g@%%&nb&%o?&?%ﬂng environment

conmuni cat e ano Her obj
mnmmesmnnmnmgrmjemmoamowhem mﬂvmrkpumm okbjsetbfor devices

t d
B 86, PIGE 6 e b st e Corfleeg BRI BF “megods, data
storesapmgraimnnablevloglb ete. Thpartieatd ntdya:dmipﬂs@tpdm’bnsecﬁQhe same

or 110 nt.aj n. an i cation t
et dhlias e SR RFRR Flliofs, PBRpiFiRracin s, persona
neaters, e0 Eaibcf)gdsttjearbafnwon’(rﬁllmﬁéﬁg vatheautesr ct)bJ%ct bﬁ/ way of the
i.ne can .al so be appreciate at an
‘f?ﬁ@ﬁ?wa%%m%w% o, THietBT g BRIt Riper computing
dm?émytahﬂg:odﬁ)utlﬁg deQices tHalerO\T 8¢ seniddsOUBR siBRm of Fig. 2. In
nV| ron ft i cted ma%q show t he connect ed
Sr0RIeBe a0l RpeEr @ tng Thrention. (4aeh oRISSbAD o€ 1§ mevycontain an

dppheatioar ]zha?!ntﬁl% ere@;h}éé‘rt' R RMEntieaTN tedMYques of the present
al ternativel e 25 depicted or described conpri si ngp

5
igygntign dordr L@tqchgraa@\‘/’ﬁ@&@“@%(éh as PDAs, tel evisions,
NP?)OﬂhPyeftscaneél%o beSQE)|5r‘@!@ireﬂ?eoomaﬁ*“atr'rs'&ﬁjla'&l[1 5@ as_ 110c may be

erfaces and the [i

hesteda 0p anoksy @ﬁm@jlmeﬂ%wcebdﬁp@ném s, Thasd aﬁbw@h Ithe physical
&ﬂﬁ&hrﬂ&ﬁ%b&%dt Eh"aé/x HCR/POIFIé gﬂﬁ%&ﬂegu{jé\ﬁc&ogguéérﬂguters such

envi ronnments. syste
ibstratiom isonecely @mmry anyd therpé\blsmel ém\/lrvmmehbmey gjitemtmely be

(%ﬁr A en?‘lf rb%tsw&s mﬁ”sﬂ@t X/aﬂﬁﬁé rélp*ﬂélegeol ?} EL PDAs,

y, many of e cou
televisionet MPahplayerpy elei, defiwatecobjafts asich wst mteefabe$ @ONEebhjects

a‘?x'dstﬁé'hlgé‘te computi ng and enconpasses many di fferent
twor 12 WD 2006/ 115616 PCT/ US2006/ 009900 [ 0044]
I n[Obéaie n€hever ldrag aevarietynroé nsgstetniser eorapenedits,| east network

four spa networ.k .t ransport nedia.that y

<oftiuPto R R GoBPp Sl eby B R RRoBironren: 42F @ample,
cbhmuhngwsyﬁbmsSmay tbevéanpdted togethel By Yirclih@lot plienas fBkms,
byrltt)garl tn%{wonﬁs or widely distributed networks. Currently, many of the networks
are coupled to the Internet, which provides the infrastructure for widely distributed

computing and encompasses many different networks.
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medi a. Most hone control devices such as |ight
swi tches and appliances may 5 use power line for

w@onnetiiesi ty. Data Services may enter the honBCEES2006/009900

broadband (e.g., either DSL or Cable nodem) and are
accessi bl e within the home usi ng either wreless

(e[QP44] Holre Remgredyorking e)virsnmenise dNqTe. a5e at ieant feadisparate
ﬁa%ogcnttr%?é‘ﬁtﬁnerﬁ nghég:rﬁﬁ% ?522 Vé %Mlquycﬂr&t%a{)lr%‘{cﬁ'a% Power
wer, alaéss $bqte . wirelegssepnd pwmﬂé,syomde@aytelﬁ@hensk endanéeftainment
b, "WESEndAE o RN ot the Blor et libht GuitdrBE Rt aBERbes may
usﬁop@N@rrlmufer cqrmecn\myy [hts tSeinicaseiay ﬁnteméheh bomesi brgadband
;('teﬂ!l]ercﬁs Eﬁg r:hga 5"% d %?XI acf%regs@ll S\?ntﬁ‘getﬁg' %%@%smg
al erconnects or C érs of nedi a devices.
@LtHer ofireleshds.g.,HameRK oe 802 n@nhmwmm(&ig oneresPNAaCahﬁ,yeven
r ot.ocol , st and nterc necte
ST EaRhnEE, RleRERE oy Beb ey e FRESEE: St te.
cht Mlvdreliasswa)g (Ifelltplrnenéﬂta?dnﬂay kr)]dz distribatdd withiviaké Bbivie using
exi st for, the

Bt S AL e BAiErE mesiena Rt e by S iSuon satelite or

tapiavand is GPIERIAE dneanbuc&l\rhqn@ hwmb|ustr@q¢berx(hhl W@NI@ QEEE 1394 and
1 0 t he

tecting content at rt f
ﬁg/gﬁ@%?‘h BiRg ?%Q'g'tf"dﬁtﬁf}? ‘Pﬁ%tsq?rrﬁ‘éﬁiﬁrét"f ”&%’rﬁrﬁﬁY'?es All of
!h@§€rn‘ét\ﬁd?ktéﬁ@lrérﬂhéﬁ@tér@notﬁfarsﬂmbt’\’ﬁféyserﬁ&@e é’@pﬂﬁé&j{\@%dards
that utilize the TCP/IP suite of protocols, which are

eV IbeRBiFPINRCieA o fPEm %f'“%@?%&b%rmﬁbpmpﬁﬁed*@lﬂm putside

Wérld By YRR irRBrnel” HNSIRAL, la JeRidty O disparate sources exist for the
Pr ot ocol Interface Program" The I nternet can be

sleage; %’é’dtrﬁ%snéﬁ%?@toéﬁ\a angézs@ﬁ%mr@w WV'tﬂ‘igsfPMQidt gemputing
e 124 tad by e

GRS WO TOHRY fiSler B oleBhif] CORAE . flalYoo BRI CH® data

Drm%mplaﬁlmeshare 25 infornati on over the networ ks

E@dﬂ%ﬁ’ Ofryy éu'&hemeﬁ%%s&g r‘efgré’rtg%bocgbll\%ﬁ’(i] 38 metworks and

t e networ such rnet have
gaiaways thyt glilizkevtee TORYIE suitea erotosg)stvdrich are whlil klhown in the art

gfe V(gr’r?pqﬁérs r%@\noﬁ(ﬁit# 9B Pt V@' %napa%lrérﬁm ! %}IS frroarnsport Control

performng Specialized operatl ons or services,
Bedaout/irddfacewPrdgram.’r eShe iloteirmeat. c4r0 04 6¢esthibsd ahe system of

L

orputdrsagxaeuting hetwesking peotbcdls eimit' allomsuaerﬁm‘nr&eraof anad share

%oarssg%o?%%%pf glﬁcgr}(%J Sggcwt he cffgslrl.l\g/lb gvgge-%{){&g ?rEererrrlatlonas%saring,
FPIEE hegbrkHsedh &thel Iftetned have fifus far generdlijugioledani®ein open
of i nstructl ons or tasks, that r {quests ser Vi

SIS ot VECTERGYRIBPETS, 65 el ETOHETE ARG RISS 6" performing

éﬁéc'léhé@@obé\@tnér@ﬁéﬁeﬁrﬂde§%fs.\iérﬁféllywﬁth@wrebtﬁ\ﬂlm to
wor Kij 13 WO 2006/ 115616

pcf?%ﬁiooé’h@@egbe ngifosk | BfrapEuRiuRen enGPIRsT ForiRft aff Jretwork

{dpBlogRs\dues akichehtserVel, SecrltbHBES, DR hYSHd arhidttRe! uhe." cllent
arttcularly a networked system a client is usuall

y
isenpember e tlasa et gwsiedhainises henzarvieek of aierc@ass or group to
RhiKiide foPieIR8QT HRlis, G EBMbEEnE alienBis $E5¥8Ess, i.e., roughly a set

of instructions or tasks, that requests a service provided by another program. The

client process utilizes the requested service without having to “know” any working
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In the exanple of Fig. 2, conputers 110a, 110b, etc.
can be thought of as clients 5 and conputer 10a, 1lob,

werm@s/1csam be thought of as the server where seP@UEUSDO&()09900

10b, etc. maintains the data that is then replicated

in the client conputers 11Ca, 110b, etc. [0047] A

detailgeraboyt +ipgi etker yPragraaimete i nsaivies Esalf endn a client/server

Achisctirg! Baffitanf o rﬁ&%ﬁédns%w ke BHeH .@%saaﬁ a computer that

I'nternet. |1 ent process may be active |

a@e_éaﬁﬁp\_snaéed @9@!%169&%0&8@0@@?@ ey qspﬂs@é@@masﬁr@e; a server.

Athb KalrBIcofag 0P borASTRAKEE1 08 H Met AR (LA Me' hents

one anot her ov communi cat | ons 'medi um

ncbeompuigr dst 10y Lﬁtedcefmh@ thanght of gs dinel saWIeDWPﬁge server 103,
t i pl ;ﬁqé{fa ,

m{# oé;[ﬁa aﬁ é"%]th%eralq%gﬁ%gﬁabl iﬂg%e%l?ﬁ gri]é;alseen} \(/:8Fn.puters 110a,

1 004 8fc. CI ient and server conmuni cate with one anot her

ek | |
;J;');éedr _ IrAt g&ger'lfs M[}é %nr%n#c;té'(.r angop't&e&/ %? gaézgfzgstlﬁgodver a
(elrﬁbTé’hetvmra wpmnz@ﬂ%nﬁl Tt\;v!agﬂlemts%msm nnay_l@e e_activlelin a first

t e I e ) , . | C
SMIAC Lo, b the SateL ptoceSh e B8 45t anfecord doputer
Bmﬂdd I eemireeRaig WRganeiaa?@tneﬂ overr aebnitiglietivhs (h&ium, thus
adady ess | NC |

used to. i sery r cli
Siooecs ey eduntianely andalditag it ghen€ e Skeyeavantage
6ﬁh§ rrrf@@lnét@n%étraé‘rmg ddphyigisdf teseweee Locat or
dress. For exanple, communi cation can be

ov 0048] ¢ o GrHEA @Q@‘l §ﬁ§’eﬁe%ﬁrﬁ'ﬁP”'Pﬁtepé{‘Ffﬂ“l @U?a?”gtﬁﬁé Ut'“z'ng the

ﬁ:hbﬂ‘éhtah@rngr&ﬁe‘de by ”EYprohﬁ:oP Pk ed Fop B ASOHYBE It A ransfer
CP/I P connectionS for gh-capacity comuni Cati on.

f’mo@j (HhIR) ism@ gommon| ralsepene lsaiﬁeéxerﬁanwmﬂ%wwartmworld
Widdinady { (at | onp T CQ Vbr&nﬂ{ﬁl"ﬂér neMvbik #ddtEEs/8licH Bs a Universal

conmunit C I ent conputers via a

Resauses -peror (uUrIRL\m en Inteensd Pecieerl (IR wadtassiis regd teddentify the
%%géroéérfc%enf SorRtErs46 e3kh ’otrﬁar B RSk a%%l?é’s%rc%n%referred to

> are 1 nterconnected via a conmmuni cati ons
azavidnikgrsalsRespureshl-e¢atomgddress EaNexample, commamégation isgn be

I N A r | .
eSS EsSmmndtiifs MR 1SS B Soror may
B& sumbiedxs ta poet anbtheconjaut ECP/IRarmbheéctionenat ehigh-capacity
thin cli net wor ked appliance, or other device,
%%W“B'&a{j\ l\/CR TV, oven, light, heater and the like in
ac¢@o49ncdhest IFig.he plusisates amvexemptary hétwoskdchus distributed

contenpl ated,that the .present vention may apply to .,
§RGroaBtauh: fitn dasendl R BT pRNT AR AL SR le’s%via a
fstaioriablss i whithohe SBesait ivention eaydss espityed. danh@vtdetail, a
froma trusted sourg .5%4 WO 2006/ 1156t1 , D
IS0 G 5Hd9 1[“2’@ ¢ 1958 dNREEBER LN ViR BnFRIAMUN|gations

MétiveFk/bUte 18 OWRIERT Bay ibens LA, WOAKY, hwtfankd the Ihh#net etc., with a
I nternet, for exanpl e, the servers 10 can

BT eI d HPRYPTHAMEIS EaTaputiagideices 116, 1@@610qﬂ69d 110e, etc.,
3 asl Hgorble SRIPIEH CrdrRingica cdmpuddr, anMndheht, Ohetworked

appliance, or other device, such as a VCR, TV, oven, light, heater and the like in
accordance with the present invention. It is thus contemplated that the present
invention may apply to any computing device in connection with which it is

desirable to process, store or render secure content from a trusted source.
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known protocols such as HITP. Servers 10 may al so
serve as clients 110, as 5 may be characteristic of a

wale@bnidewd ed conputing environnent. Conmuni cat PONES200&E§09900

be wired or wireless, where appropriate. Cient

devices 110 may or may not conmunj cate via
colASH c i ametwek RV kPRTENtY WhigtytheegPniayications network/bus

weqa?nﬁt@met fspammme%b%ﬁ/@sw@@aﬁtb%%h%ﬁmré Wvith RHich the
exa case there may or mage ‘
ro

ﬂ@ﬂt%bﬂla rilét)tmﬂ keg 1&96{3&10& @t‘f r@n@ﬁhmlf:@ﬂe \ig@ng off .2 \ao
Hdvsﬁp%oif% E@é”agé H® 2BdNRPL Y6 m )g%%t&rrv&% %ngeﬂo as

equl rrous ap Ilcatlon ro ranlno
By det @alaﬁemt@ ofi a Idlsérmut@i:pﬁar@nlstmg ela\awsmrtt ) Gmnnnuu@atlons

ﬁé?@% wanFigd @r‘\% égvr%?@?gﬁr\%ﬁﬁat%b](ﬁ t(:é%’??g WPJyCJF may not

mmbelcd’@v\mbommjumpamrgr mtwdrk/ﬁ'um§4 ahda rpaedene independent

i o) k

DA B b, e S Bl RS, v o v
her n"lalyair may natbe asnetwdrkied taspacit tovthé [toatrolotipreoér Each client
g ﬁpiﬁs@{é‘?wﬁ%?r18ﬁﬁgfe’5%@&%%%1%ié§?ér@%8ﬁ£p'ication
@bgranaﬁd)dmésecrr cﬁh;%ﬂt@ &35 bﬂmd withccomatetivases atdesRicgWrus types

ment 0051 known, an .
PR B g Episetss Horqsgr WRICRaliES S PO $pd gpto which
@cn'ﬂoﬁ(@{ of GREERbLy ibe Hdvghbadatest ridragdl rrhgenn%cpﬂe@anwm/@ntuon
ital content 32 such as digital audio,

Qﬁ"bl’é%” llgregiTh & careRiter REtYPHaPNY; PE‘G”HP@Y'ﬂ%P"‘?ﬁEICPmPé'Eﬁ% 1104a,

£10b, . et¥NB12€ cafUsdteds Hnldaint<rOEt Rtk a3 doinbute? MBwork/bus 14 and
distributed or redistributed to a user. Upon be

SRIVRN] GRBPWPTS ABa.L LR, etsuthat ey interAgbrEhdieny p@llnpaﬂers 110a,

£, R add oMdrlielidss a4 lalfd dafbasePs@pPri ate rendering
deV|ce such as a nedia player, text displayer, etc. on

t (RMhQueadews” or the |ike. [0052]
Zm As%s%grmﬁn%n m@rnr@ ncgl@Y@nggSt%lr nghtsdh%hé?%éﬁr(RM)

after I stributor distri such
@raﬂw@fntcemzew%h@blyt dﬁsﬂébbrlh @pnmmupntvw@ dulgéal eomtent @@ such as

ﬁé] atd (/i'ng ital't tt al |t§lo tS”&u m ki 'ﬂ %"l’cc't where
et‘a@sur e at tt"é ? g}é g st r Ibn%

suohedigitad cna’tentaBZ |§tﬂ b@)datmdueed omdammm talagtser. bUpon bemg
%gelggg Q Jsgr s%%h rdsg n% {'éjg'%r? élrtaq @oﬁ?e%( I3 %lﬂp%e ald of an

utlng such™co secon user,
amyopwaia reoderlrigode\dcessuctbaseaj nwidip tptdyecohekbdtsp@gett cet&neon a

renderled Qﬁ% a Ilrrbmed nunber of tines, only for a
REPPR OB t4 he y on a certain type of
ma¢e052¢, diypigaiyy @ cortehtiiovnty pe defvelopader idigrippitat {fesrainafter

Sthtora BTttt B Shewtiom 2otsis GIRB0E whaibe yger can
NG Gith Slch arstrlbuaéwarg;talacbhwnt d2 sdrrdthst eAslrashaaae cobe@nt 32 is
such distri but or has very littl %yl f any control over

Rejredisginuigd EoAp dftwagied NEiv $PECXATVBLS, 1 &Rantent dijbutor
B¢ wisHio' rekirelthica e froRtcdpyingl 4tidt feadixtribQiftPs @h sHngdrtak to a

second user, or may wish to allow distributed digital content 32 to be rendered

only a limited number of times, only for a certain total time, only on a certain type
of machine, only on a certain type of rendering platform, only by a certain type of

user, etc.
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content 32, where such control is flexible and
definable by the content distributor 5 of such digital

weonseresle Typically, to protect the content 32PCEHUS1906/009900

content 32 is encrypt ed W|th a synmetric encrypt| on /

decryption key % % ENT))), and
padddastd \MOW?VSE’h@ di 8% oVast $Q§n abgve. taster h@strlbutlon has
smh%at suéﬁd.bfﬂ.bato?%kx%ey ﬁr’ée il é?{%édntrBh %vérr Métd@%? %emgm 32.

system 30 allows a distributor di gital cont

62 %S}éﬁi@@ufﬂyﬂzﬁn PEQIS tf@dmtrpil@erﬁ@éemrw ekarbitgry fangs obdigital
é&%t%rﬁfdze%r@?é 3{1@1 SOOI M AdstiRb an@%&lﬁggli%fﬂhg cngeér?%%mbutor

e rendere a conp utln devi c
glusueh dlg@a!r@@tenm eEvpmHy,u f@cmrotﬁ@t ﬁhfecmtenfe&%,anlmwtent 32 is

I ,
bEORAER iEle! eI LRbGE /CTRBBIn 4D D). Ge.
(KD(@QMEEI\)IT););)S antas pachegedséth tbthelsmermadJonrmelevmu tdetve cmtent
§é1'n(§§£é:1‘4 58f3t3er such terns are 15 interchangeabl e
unl'ess ¢

CUmnmst ances require otherw se) nust be
po$@Edd. Shehrust-bassts BVBSysétra B0i allolwsded lstrhmtcﬁmfroygjtai oontent

KD).. f d J h |
{21 S P BB AL S e 38y e
tdrtents3 issalloamp Ubibegrendenedasy §43orr‘vﬁatu$§e!6wb@ 3gi Cf a gser. Such
uch encry of the user

ti.ng key is_a public ke
eftias BBURduiSihe Bifedertiongo {bpdiab eiedptansmaY be
émbbdx@d ?vﬂthﬂ’f asdigied? lligehes o2 0sd H@c@ﬁéﬂit%@ﬁé‘h%ﬁ& 'IRfehEé'S 86 that
ke ﬁ ich (PU-C(KD)) may be decrypte
5L!?FrT Ug "rﬁeﬁ?mBP%'igr RMiest Phr ('aerslr@ét@r fsuahgut%rms are
Fﬁl&rﬂérﬁﬂgegglerﬂﬂﬁésstd" Mﬁﬁnsténﬁéé rédﬂﬁe%‘il@érw‘ﬁs& A bk Mdssess. Such
device 34 wl| by the rul es and requirenents

igeoee ﬁﬁeﬂéﬁwcwsﬁ t%ﬁ@@ﬁ@t'%\mr(*ﬁm femdeqryRiingstee siigital content
52 eperﬁé}?st eﬁ&?PQH%dc%FdlﬁQ% %rﬂey?’aecr%tlablent% tljféeu§§r”sd€c5rﬁ9utlng

unl ess th es and requirements wt
devie 34.25\ss8¢ers N BiG: 3Pﬁé¢*bea@w9tmgt h%hls @ rpelbus éey @f the user’s

E&ﬂ@g 'Ebvﬁ:%véf L?@J)'%&g@‘(ﬁgﬁgc%fﬁl@dé\fléésﬁfgr%stejmably has

nt or ne hanl sm 3 render
thegrotrebparsiing:privage ke (RIREY) baadushdiFiyC(IKD)) meay be desrgpted.

| Thedi Toive )
Aoy b5 =Bt b HOS:
fhak the userssd comppting: wievied 34y pilt abide yashe rdJlesezrrsierequirements
g%e%}fléatbgf ug:% (?cg@%rg ol qeﬁiﬁ nfé%iée% lge{;ﬁ% Ehe dlg {t&Eontent 32
wd!qwt rbenenderedrursas:shtheabled dndcr@qeeerﬁéntsamdmdemeehmmeQG are
d d
SHBFL R e LB e 48& RSmPUE” ARffe Folt, BRTERY win o
fristed ean@ohent i gicchhniemnda that 3l inot trb@derathgedngusammhtent 32
er st 0o

th t hi |
S BB et akae oo Tormop JUBP AT G TRRE 36 Esarialpd with
16 JPBARGEEAR BFEHGERINR QG900 carry oL Lhe

w shes of _the owner of the di cont

ac 8l ng e ttused apr@goneé'ﬁ@qtgalg? Nefiahe lCPﬁSﬁ ﬁgaluator 40 that
HeteMAgs Iheth8d thd18icdRss ! \VIIBOeRBWEDING Ti€erRBSHlI¥s and
alter such trusted el enment for any purpose, nefarious

guBeRaRtsi iesuch valid license 36, and determines based on the reviewed
license rules and requirements whether the requesting user has the right to render
the requested digital content 32 in the manner sought, among other things. As

should be understood, the license evaluator 40 is trusted in the RM system 30 to
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[ 0057] As shoul d be understood, the rules and
requirenents in the license 5 36 mght specify

wobmbhessid he user has rights to render the di geaEIS2006/009900

content 32 based on any of several factors, including

who t user, i s user is located, what type
bk Mindsees BB e GE 6 flgitecaoniEm g cotfing fa g rules

alﬁkpféq@ﬁém@ﬁtsl ift the RddrisB B6t BRd FFM @é(e’itsﬁmué%t bB&piSeasily alter
etc.. |n addition, the rules and

th
l@g‘df%ﬂ?@eﬁ? fof ay Ppﬁ@ﬁgéqei@ iqupyor|Gtihgrvisehe | i cense
36[00573 PAe-SHRURS 15% Gﬁger%g)oﬁuméerrulé%f aﬁde%%frbﬁ%ﬁts lﬂrth% license

re deterni ned rendering t for exanple
¢ mughd gpegfypuhainer the usﬁsfhaﬁewts tp iesfler thedligitat bontient432 based

& ah{ &f GRUB 'fé?ﬂorgelﬁw'cﬁghné\ﬂih%'tﬁe $EN;sC l\/\ﬁfe}‘%@ﬁe ngr is lpcated,

provi ded, such cl oc e a secufe c
Whatnbype 1 qommiélﬂgd:lamiqehthbyuar Us essingn V\émt eéfidaringt application is

f 3
PUBIERERD SR 30, FRELEE et ip b BRRR o Hipe e
ltelqelr$meehssd 8@ licarser 36 mgay dxrrmmeam;msprsmte & gnedaemined

N E L A M T

t(rUIMé’dEcnmbném 38 magrneehain r¥ferdo @ ¢loclor2 ramytheestinfiting fevice

e of,functi according to speci fied
crl p 'JE?' ‘ngO(ng 'ﬁpéoé/fcqustsf{% C&Ck'ﬁ%éﬂab%e a secyrs g?Ck 39 that
tﬁ%ﬁﬂﬁﬁbe timpertt avithi inea seeemalruef@t tAdveledres &itemperdl Rédtriction

el Ilcegge 36 is valid and that the user satisfies
He'"®0Feg%and requi renents therein, the digital

co[uoss] 37Zhe anldshand brequiediagits dnay rbepabéctuﬁéd c"M thé Qicense 36
rend he content, 32, the decr F'tlon key i S

AP0 Y, APPIAPTEIE: (GRYWEess 5% 8 t@XaJHr] @@r@nﬁe the language
rakPfFRD NSy éﬂﬁbﬂt&@ ana %I&Btthﬁﬁﬁlmg% 33tisfdr me n‘uﬂ;t be

t he actual content 32, and the actual content
lgee tham % £:9-): rQinral@Véaqwms t%Peﬂf@maﬁcgmﬁ\f@nctmé achmto a

seciiel @cﬁﬁ%ﬁbﬁ?@gréé‘te?fﬁaﬁ% T‘Hﬁl‘h‘% Zes ﬁ?}ent ity in

possessi on of (@] access er eby

ac[0098] ¢ hé’peaﬁh@dtceeie @r\{@ﬁuﬁl&redd) a@t%mmlrrcgthai tbadwense 36 is
\éﬁﬁl@and of THETLEEr Qétls‘ﬁ@ A€ rlilkaly rﬁ“?eqﬁﬂ&r‘n@ﬁts gfgg&rgoﬁ% digital

conditions as set or th'in | cense
qonbB | 3Neer: thatabe aentliereds eln3partipyag 4b| rgndercthedesntant 32, the

f : t t t | t
st S, Ohna I 1Akl Y | Dppica
(KI{CGOMTENT)) trom the adinggrtt plackaget 3%to %uﬁag tlad sotuahventent 32,

entic n .
e Bellel o Ben S RRThAD ERliarBelse U il o8 eRore, the icense
36 gllthadPLng‘Kﬂ): uneeffentyaudeorizes s mt@dmba&%sabnaoff (FrR‘ErC) to
ir,.of a froma

S8t 30 BrirpPasiig BB sobfent & Rndieiet HokPrsitioypin (<o),
gresumihgrofeccaingd thab the entigr abites 9l Sonditiodt dsét @th in the
IIhe ﬁgderlyi ng data to which the signature is
GPPeed and then encrypting the hash with the key.
ThEUOGﬁI t eNotel fteatsa drehss e36 sypicdllydintRbedya apglayidignhdttve for
asu(‘ter?e%’ucatlony / validation purposes. Likewise, other forms of digital constructs
such as a piece of digital content 32 may also have such a digital signature for
authentication / validation purposes. As should be known, such a digital signature

may be constructed based on a first key from a pair of asymmetric keys or from a
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fromthe pair of asymretric keys or the integrity key,
again for exanple by 5 decrypting the encrypted hash

waoeaoispar i ng the decrypted hash to anot her heghuShH6/009900

t he underly| ng data to which the signature is

attac e hashes can be presu
SNPSTRantagbt Koy T ERa LY rRATosBHR SPTBIsal Ahiagheon the
wﬁu&rylmgl dida 16 QN thet sigmmef @raeta@ﬁéu bﬁd akéh @Héﬁyﬁﬁﬁgeﬂ}e hash
‘g%lﬁjl cally, .an RM system 30 will not honor a license

&re Kﬁﬁé IThﬁée%ﬁﬁétth? Sigsturg s P{@h‘iﬁt%tbé(oeppj)on@*ﬁ gpgond key
frém fRRc élV'dfga@ﬂﬂnéﬂﬁaqléyggorsfHeeﬁ‘wltWe&' @ggi'nafo@oéﬁa%]&le by
32 [ 006 Turni'ng now to Fig. 4, ystém
¢%mtmgrtge &ﬁaryﬁkﬁdd]ashgmdrﬁspmnaﬁ*eaﬂ%p e@cﬁr/@tﬁd hash e another hash
W%nd’&ﬁ)( ﬁé‘%\ éjtob\ﬁhl@H 'théeglgga?t%%ﬁ St¥athed! 414thb§1a1$hes match, it

parti cul sult I ng an 1 nput signha
ehipe pPrsisHEethihat tbe eméwmataﬁwasmt beenrvédlitered and éme udderlying

ﬁcﬁ‘%‘ﬂ'ﬁelstﬁeféfaféx@éwlb‘é &tﬁ% J[e%l' oﬁ*yﬁ‘ib& anf ﬁﬁgﬁfst&]ﬁl éd will not

anne I stributor suc syste

MQTWIC&hS@3ﬁanﬂ16dlket’[Mrls nnmmherﬁlcgmjl s Wi t hout

| nmﬂ61:}| ngaJIrnlag rmvouo d?ag by a Isyestenm é#rﬁobuecmvmgearebfnandlmg

BRI Pouteht B2 R BRI e oL e Ry Te Ropuehvsiem 44 is
ﬁ@iticmlérlyarsditectdﬂehaiﬁdlmbeannnmﬂrglgmmvmprmmg PMultiple streams of

su 1. Ng_0 rse. uch recelv c perfor.ns the .
EASl SoBlept i, BHioR ol dr SXA® & JBEON TGN a2 -
élfanmydubmbatddn IHAeVEE; tsuiot aill @b&ﬂerﬁ@ﬂ&h}a? alsoWER)e other input
suc aSIchq devel o edtodrecelv a digital ?ble
signa wWingyt Pg"’ﬁ‘glg QTR teopRiEan HIe RrgpeIHdpventio
di godez| pﬂ@ﬁﬂﬁ@st&n umﬂh@@f@@nfeﬁnd@éd mgupéngmrats?aéwéé’d by the
t herein. may be appreciated, the recelver upon

@éﬁrﬁﬁt%dhéfﬁ?ﬁdﬁd@@“?@ﬁ%é SRESIVT haviven may Pgl @1y appropnate

ﬁJcé%Fﬁwt‘%uﬂbeér’ﬂ'ﬁ@'fﬁ)n@ QRé eﬁbﬁnt%d‘ cespd e thé‘ Wéseﬂt IR@ntion,
and forwards sane for further processing.

BESHMINGhOT EPHESE SHEN VEFEIVRS G BerTargIst @ﬁv@ﬂatmﬁ@ geidorth herein.
Sucﬁ%n%lé s :%fc?ﬁeﬁhé%aﬁge 'Biwpl blré‘@cﬁﬁéﬁ @%pleCIQQé’é?\rxérr (UDCR)

tream 32 froma nati ve or mat or mat

amlsmaonséoenrm d@(ﬁmeﬂdmfﬁ@qu)a slgitebcafye tql@%gm siggal and forward
I
Con Zé%fﬁhﬂggr g@ﬁé‘l n‘%fﬁ Eﬁjhﬂgﬁraeﬁﬁérﬁ{}i'ﬁf &Snté'ﬂr{ é% [F%?élﬂ As
marbﬁpammecmlpdntheuacmgera%amn beihaso mmmﬂadftuoempemof the
%%ltl e Fr@arlhg 'MpMFne§|agP&J1tentt 55 q‘rod‘ﬁ r}ﬁ ﬁ&?(' é’lgﬁalé?nd forwards
streami encrypte
same fomfuahaapm&:esssih@t Imvialdblitibe thet ref:euverh46 rprlonm &)rwardmg the
bel o i f t .

£k siredf ot Sonftht PRV RSN ab 6l S0¢r MR 5P 3bm,a native
folrmamoea/ ffm’ggil dgokgsc@rt?wéazbge fmmglggdrtmdrdoasabg\d/fg the 18

VO ei ver

 PASEAT 2 RO isiRashicagh ot dns ndtinlf SERalR ofy e R gontent
82 a8 irput Bigral Qta@/c:éreﬁhayTﬁmme efeysted e auper tmmg @nparticular

32 is not availa relsr|bted|
mpggp@t&m 3¢ rWlthln the mput signal, the e recelver 46 decrypts such

stream if encrypted and re-encrypts same in a manner that will be set forth in

more detail below, or merely encrypts the stream if not encrypted, again in a

manner that will be set forth in more detail below. As was alluded to above, the
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[0064] As also shown in Fig. 4, a nedia system48 is
provided to receive 5 the encrypted stream of content

w@20bnoisid he recei ver 46 and further process BEEES2006/009900

Presumably, the nedia system 48 commanded the recei ver

46 to tune the particul ar stream of content 32 fro
RCEIMEIA® ﬁ@CFYHWeﬁ"@ﬁH] of C;?@Ferﬁ‘éﬁ W Ofr%'?,\%i”{igrﬁ@atathe stream

SORMERAIENY %G&Hrm%fgt%ha dﬂSé‘dnteﬁt' Bhought to \régmgs to be
appreci ated that such a command may be initiat

@pw@rbté%m@sumrm@w feedarting fromthe 10 spirit and
o v?f 135185 SRERA it 2‘?’96% I0fedil s f;@fn rél%: IE é)rH\HGéH to receive

the stream content 3 recel ver
ﬂne ertqﬁxaotﬁ@dat@agygf eontedt SPofrery thanteceivenrd6 aphfather arecess

§e‘in9é aﬁ%s‘afﬁ’dby tf?@ n'fe‘a[a %fs&ernlm 9% Q,Jogﬁﬁéjnc{e%ﬂﬂg éc%i’ver%'Gtthune the

on rende
mmmﬂ@" streamrmsz;ontem@ 32> diamn SIylﬁ'tlrerth48lnpﬂbrS1mladsperhaps upon

ARBAIE', Po e MR porinBAF £l B ifhBlon e p b Elhetea

tﬂiasmcmyasc&ﬁmaad tndyhise Initkeéed l[))OGtﬁEEr scburassnwﬂhmﬂsjeblaﬂmg from the
r ed str ea ot ec

2 is
S SerBHTRE plebh bR AL e S Rl e g ane stream
(bﬁ U@tteﬁt spIonehe rdeiver Ugetrenedrl updtom 49,steed €ndehn an

42 of ,Fig., 3. Thus, riev arti uar

Soraiate Storsng ke AL feva s SR, Bt Jnragsligiely or

u;SbrﬁQQﬁé diai el th’verﬁbn@@r rﬁg‘w‘SpMédstF@rﬁ I3Qenfeem%61aa§ystem 48
be set forth in nore detail bel ow.  According

fpﬁ@argﬁ APPIRREigtes ipRAIMIB PP O JRIE YR deNiges sHEle @éd’“@rﬁ’rymre

menntérs%QCEbédkeﬁsr@@ o%rﬁier%%plavslmnd @r@hk@ th the content
i@qﬁ?&h set forth in I'i cense 36, Note that

azawheafcmpﬁter&dsﬁtwe@m&,zs insthey MR olectacklgem, the
ﬁm%H’eoéﬁ'EéHMSI%cFuB@s (Fimr&)m onBRA fuchyad 1B fHisted dbhfonent 38,

her eof eor sane to anot her secon >
kaeape eyglkiaian 4B andrcl@@hél Iolf g therl@gy,. u dgving a particular
h e C
T AR, SR Il ShERTSS Tondle kel BuF AL ACEIRIARIE with o
toreaspordiag licensd 8@ asowillhe $etferth e diaie s;ipallelmla\& /scw@rﬁmgly,

ESFEAP PR e HE e B SR R 50 oo
d’MNsbeandhmtlm dbe ctdmmmtlha@r GGK )sset B&thnvdihe Imﬁmserﬁ648 Ncda that
LR e g R
mydlbems@n 148, |anuémdhemaf)a1dyen tbéorgcndpg senattdahbiter (second)
medd SRt TSR TR | SRRISE RIS S stream is
ey sye dnbiethyptans only atedidingspsthe licdise 38) anerdasmuidieas the
B 8046y B ot SRS nt b
émp@ ?& GRS CONE MSdid BpRRmemei ver 46 to I\/Iedl a System

067] As was set forth a?ove it is

;«5@@; A1 88 S0 PRendBarb o, iy dodkpaasednighe frs
rn%eial YRR RS i§SURMLNB-IFBASR 38YRF ehe 48ple@ ikfn 32 to the

second media system 48, presuming the first media system 48 is in fact capable
of doing so and the license 36 so allows. If so, the sub-license 36 as tied to the
second media system 48 can in fact be employed by the second media system 48

to render the stream 32, as will be set forth in more detail below.
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different digital streans 32 fromthe input signal on
a fairly reqgular basis, perhaps 5 on the order of as

wormh/1ssionce every one-half to one second, esperusdohg009900

if a user of the madla system 48 is in effect
sklnmngtthrough or surfltn' several strearrs 32,

COfAEETPONHsPad SELMRHA ab%@eWtwtoab@ewp@arat@mhdf% (’&l@ver 46
Typi cal'ly, such license 36 woul d be constructed

ek beed@eoted tosrepeivedermnuy@nds franyihe mesdia cyetpst 4436%/0t gne in
r
&Iﬁ%l’eegl?g ?%l?n@?gr@ f‘ffrbej&he "4\/\@\} %Edn%r ofh I% fgﬁlg régulérn'aélé‘%erhaps
ap frec@en @fchst Mdeh 89 ABee avary @geshalfﬁo ABYVSEEYEh sepeddlydhe user
4
GEPE e Re A ARBE ShiRlind Brrb ot} OF <fAfs et eams
33 iHowdeeraiehehl newh/cﬂunelestremr%ameqdlr@ emem eqrresipnodinddisense
il [
30,01 o B0 KP(GHEN TRl S I ise 4 oliFbe constructed
by)trpel rtet:elk/gr £ asd delivered frem thececedeer3® tbdhe anedbiakystem 48 just
ﬁ F hsﬁj ever t he nedi a system conmmands
Qf OPSéVee”\r)gli § nieﬂ S'F ne such stream 32. This is
espeessy! | Hdwaver,iif |sttbebe‘ agueeiatey thbt sarstructmgrandsnés license
t he er seconds the case fo
% shdsenfngaen s (PR B rerairdetis PeuhadssySlent 46 can be quite
§l§rﬂéﬁ$oﬁlhé wsbéueny ff i @ceme@@ewe detHfled Sinclatepenorypied elements,

Wi espec n| f 0 conputin ower

el e 8aiita) siohalbaatnths IR& £t tBalsigBybE gxpected that the
R¢BRAf b @dA d@Sﬁlek@tély e‘N-ns&Ub’t 4 AbRlicBnde/B6 G a WeRdy tuned stream
commandi ng new stream 32 be tuned would expect such

AR \RVebr @HﬁthQ npediasypient SPRMNaAE SHEBJERRIEE {ohimigchdne such
i %2395@9‘?5 @%ﬁ)éd@lyatmeeff tlﬁé‘@reﬁ@é’ﬂ@rﬁ* diRA &ﬁﬂ‘ﬂandsl is on the

I ssued earl'y, then, the réceiver 46 |ikely
ersien 6t se@nds,aa%@ﬁhw@é%@r the afgrsmegtienad sefiag sttvatiom spis is

Lo rb%ﬁ@é‘ aﬁrfﬂﬁg if {HésFe%@N/er aBds it i Qith e cRlly t's|'§3‘?'m‘|cant

prese vent i on, the receiver 6 creates and send
eempliinge PPWER @Somayhbe t Ravedsary elos Ferstit rselqmlrceﬁem@ in an

é;cftd;%hs%n%r gﬁt 'aﬂ PatUg Byl Bk o‘f'ﬁrﬂﬁﬁdlﬁgmm Sstﬁé}ﬁpgz be

tem 48 receiving such requir
tunedtvmwldowptemesmdnreevw etream@2tto begardarad and peeseatertkiy no more
[ r [ VLer presunably 30
\eF R ped oE P 81 the Bomb R BR BeBpele, PL oI e
whi[@069] s ﬂearlyabmm,ttbetrheelvwc@ lilkaly cagnot] $900% new license 36

PR IR e et 4 B o i e TRl RO b eos maesiaehg the
pielsbhtintdrtion} theascden 4&3\1ebteslhtde5'emldelamgatmne\hated or shortened

LSl STRat R Al Ll ARG U GomBlt o 42 Adh 082! 563Md the

i 532006 /48 ec@p@@rﬁmh rbq)mtdh@em@lw\dgmmmwdbby mearledelver

t herefore need not set ort

AR Soouriet stshy AR HetTeaaPn menal of it iier 467 bstmably
RH Wxé ﬁa‘%ﬂbémflﬁtlﬁg” Qrmlér’f@eat%li ﬂ%ﬂ%&%ﬁmls@/aﬂﬁﬂb% @t receiver
%t hout departing fromthe spirit and scope of the

[0070] Presumably, the receiver 46 determines the requirements 47 for the
stream 32 from information 49 within the stream 32 itself. Determining such

requirements 47 from the information 49 in the stream 32 is known or should be
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present invention. For exanple, it may be the case
that the stream 32 as 5 distributed is periodically

waapphisests wi th the information 49 at a known i PEBEUSAD6/009900

and Iocat| on. [0071] The reqw remants 47 as specified
for particul ar stream 32 th recei ver 46 may of
@nnar@”é tp dheyrgle vany; pupligrand éhetefow ﬂﬁ%ﬂoﬂ%éﬁt faatp *ner@m in any
qgis‘l a%e'a{dcbr ﬁﬁy Rietidd 6%t&fnﬁﬁ|ﬁ§tsublﬁ‘\‘@dlﬁr‘e%nts 47 from the
ypi'cally, he requirenments 4 0 specify
$tegaon 32rmpmbe cvmlélpvm \AﬁtHGUtSWF@éﬁﬁ‘igBﬁ'O@sth@twrédandﬁ S@cm‘;e of the
o ce r di 48 a
PERRRIBYIRNC L R Prame, iy TRELE USSR Bledy g2 o
«tlslpbe’@dtl@ periedically-duippbeds with the mfaeabon 48wlisakryet mterval and
lggatl For exanple, such a copy right may be stated as
copy freely (CF), copy once (CO, copy never (CN),
anfoamg | iTke. req@re{r@@TtQ]MT&mspemﬁetdtht laepptiedansiream 32 by the
i nvent i iyer

PR PEdnab ol epfE I end eHBRARD Anukfol Spatfid Fip e
spidthancessipeast tHé prasenwt inveoiies Typeally| tholugh, ’Ehbneqmréiﬁents 47

Sikcity B leBnde PoR el IS dream e SO S I Sract atlages0 of
Q?Ebt m%hmrﬂaa ?ﬁfﬁs licgriget h@su@cmvmwm@yssezng uagﬁayﬁlm fact
St ream ven | e user | a

b copigd & aa§ syb-ligenseddo & w@éaﬂ@%’?yé ‘E%o’?@ exampg such
Meb@y)ﬁ@ﬁt mayBe 8fatdtPis BEp fﬁ@éw@m Qbpy 5Nce§§f(d @@pf’ RkYer (CN),

requi rements 47 and not the |icense Itse
@'Ffé hedik@i ver 46 need not be burdened with any

pardd7yl arrnlier Wi trf pﬁeesntl ih6&ion, 8@ reb&iobd 46 ?ﬁBé’é not §o to the
at sonme point a new format is specified for the

buré@mpé g fact SEArYGinaetuChay Beanpeptd eveyy dimngHrR a@%ver 46
@&vlw éﬂéMéF @tﬂ%é}# SQné’nd]fNe %ﬁeﬁ@&@ Pé%rn (ﬁ@he E Ihents

ref e rlng IS Seen t in ad i on
45 of sueh que@ea%spa@ém qlaszkly pfﬂﬂtctdw angd seat tpethmmedtaw%ystem 48

??%‘m o? R 8 le?% 4 0@l Yof ER& ¥ fhe élﬁsreer“"?{'?orﬁ%andmg a

er sources er directly or Indirect
Suaﬂgecmﬁbe osdnnroéescerayerﬁ/@ecorwkm e conprise an NTSC
‘fb’d? L INRlreoRl. A sn% %:Jeg rec?aﬂg ”ES'?/ sbh&ngAénly the
see or each o I'edst I np u srgnal s
rezqueemedtsd#? eartd ypt |tIne riegndee 36hés&lfasihe reheitert 46 neell anot be

|nclu es, ei.t her, [

BBBGE V' mAehiel e R IS S el O ThUE T gt sompypoint
hondwt formater spegificdr EmMiR? licendd 186, heuchr émreiat edeechpurty be

nal n encr ted, for t mo amenabl e. to t he
Fert RN Bl et & g 48 Bgo oL e S an
g%’)ﬁgg 8t0 gﬁg 8%f9egrg@tbm1@d4 ,Vas Sé@ﬂtdr?f :cn aﬂjnﬂlﬁs@ t3006dilinG @lsbream

ire t he stream

BREPM BB IrECVEr 4% weamgﬁwqyg@ 43 may afditiongliy @&elvsﬁﬁeﬁaﬂs 32
B 8they SbBrdedd eltﬂr&r énredtllyeorg Rideueny. 5&uehUbtted @balro@s N@ay for
t he reqwremsnts for the stream32from

exﬁmlﬁﬁpmﬁlsmw*{%ﬁdnwé@ﬁl S 8SC .lﬂ@éﬁgn%ra%tﬁlﬁd'ke As

seen, for each of at least some input signals received directly, it may be the case
that the media system 48 includes either a hardware or software gateway 58 that
acts in the manner of the receiver 46 to both convert a stream 32 within the
received input signal to an encrypted format more amenable to the media system

48, and also to create and send an abbreviated or shortened version of
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conpose default requirenents 47 if not available from
such stream 32. 5 [0075] In one enbodi nent of the

w@e@serisld nvention, the requirenments 47 as previ/Uem®06/009900

for any particular stream 32 fromany particul ar

source are set forth in_a comon format. Accordingly,
feRkireraants 47yfer tha strearead Ml vasld ge inte Arrayy liganse 36 as Created

el rﬁé&afss)gt@m 58.C pitef@%tﬁ@g@kewgyts@ dufd g8t8Mhing % Fé%ﬁmements
I'n one enbodi nent of resent |nvent|on

4ofardhe seamt 32 Gogrthg lmferfa@tiqne‘fr%wgb@rféeusmeem a%wta@lfa or could
eas&fs%%éfé‘tﬂf rlglife @%'4Wﬁﬁ&ta%aﬁgblsﬁﬁ8mbﬁjgﬂl§tr%5h¥3?nd

transmtted to or with la system 48

and&OQ mbdl pRe epdodimerd of #ie prerent I@vaenﬁlgncthleyeqwmwaﬂ? as
ovﬂd!eﬁ §&5&n \f@aﬁ@.ﬂé%t&éﬁ?ﬁ BEQr%an%B%ﬁEES@FEb@ﬁg%QQ set forth in a

urnlng no see
erbmadi rfemnatofActdwedlmlastbatmezdw shisteon48 nhed cwohercohoenmat with

&ﬂﬁupngo%%& gér}’ :%gﬂgllpgttg sifetefl Q&FP@{ | 2'5,\,3% nrﬁt?%d %«%Ht of the
presemicinventiolt theo dommibhi fermateils df sqomwtf\ne@salm“re%atmdt nature such
AL IR RIS BP 2R od BB leCh AT BT R of Suthin the
medinesysterdi 48) apidr themmadia Systémcoditaant ligpwdsee eiuiokly construct a
include but are not limted to: 20 None -

et ho ma

'ﬁ?”ﬁ%gé ﬂﬂ)‘?%?%@ti on is specified for the stream 32, and

nO[(Rwleq)asa‘-‘d»r rea@mdle;téMSumW@Uhdwbﬁsi;rgaaﬁle\z/xg i9rsee@Mat in one
I ovi Si tream IS Ccr Sl on, .

SRR 6T BB SerB v ephRie, TRE ComeTCor BN SEbs ed into

£Rbér 6mbﬂiéiﬁne@ﬁelﬁé otrﬁéinb,@e 2P defitfR@l dd efowy | EC

61880 or EIA-608-B. WS - The stream_32 contains

protection as MByEEPPY EEPtﬁﬁﬁ'qn'IMPthoﬁa‘l‘ s Beld SP@EB‘P%E‘” 8-bit
M@étf@t%ﬂr@épo@@? rea prem?erﬁﬁﬁ&ﬁrﬁbﬁr?er\‘k@%éjﬁéHtlt‘lﬁélegor{t&qta

recelver e stream 3

PrRiectien madhectiof thepﬁ@emn@éﬂreame%vsmﬁorsy@tt REAigotion
H@fﬂ@d&h@lhﬁé&but%m iml@@y: Device Meets Robustness

Rul es his one-bit fieldis set to |l if the input
device (e.g., HonamdY¥o eenvopratectioreisrspesifige for4by sirpems32, and

wgyééé’él?égﬁ‘eﬁ@t%ﬁ%@é_%@l@% P oot Uso 064/ 009900
Copy Default - Thi sHadears Matiayision s Thestream132 is Mdngovision
GRS bRY8E (et i ¢ copy protection is to be
appl i ed. CGMS-A — The stream 32 contains CGMS-A content
protection as specified by IEC 61880 or EIA-608-B.
WSS - The stream 32 contains WSS protection as
specified by ITU-R BT 1119-1.
Cable Labs Digital Cable — The stream 32 was delivered to a
Cable Labs UDCR receiver 46.
ATSC - the stream 32 was delivered in the Advanced
Television Systems Committee (ATSC) format.
Input Device Meets Robustness Rules — This one-bit field is
set to 1 if the input device (e.g., a tuner card as the receiver 46) meets the

robustness rules defined by the input copy protection method.
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Broadcast Fl ag/ Restricted Content - This one-bit field
is 5 unique to ATSC and is set to | if the stream 32

WO soosetHesd ri buti on-controlled. CIT - This one-bit/u$ioed/ah9900

IS unique to Cable Labs Digital Cable and is set to 1
if the Constrained | mage has been triggered. APS -
This two-bit fCepyiDetasitesEris snabiiifislyl ipset oct if d1e &Pyt em

AL BrF0] ISP NS B 92 4103 cony

al ue - represents
Mowctlhmststhmplleti may be copied (sub-licensed) from

the nedi a syst e -+ S Y-Sl 8
freely (CF), Cgéﬂaﬁgaét%%&?ﬁ@g&ﬁé@gr %%égﬁé%&ﬁé
Unidpee to[IMSG]anblm additp 1 if thetstreamnd? ismedidlribetinn-sdrgvatiet n

Fig. 5, 16 .Of H’le %%1 b&ﬁ bltf}eﬁd?srﬁnlél?esg)r(\fn%@vei%s@iﬁﬁ Cable
) ype

use. Accordingly, features uni
ampig septoot #dhe Consiegindaklmagel rtasmaeedrig@etrhd.n t he

reserved bits, . he i tional feature [ r.ea
present in cur é\gﬁt—n?gslﬁg\glo-gnﬂ%gkjprgp%rsgptéﬁqaz?g é'r&ﬁ%cgmn@/ystem
Ifwtjﬁ@rhyntsm?amnﬁwe:to dyrﬁa?j Mbabyieimnrfewn?éts a{ e res elfr ved

or use on | ne W certa S O
protection, d go &Oé‘?rBL\Z‘QH%t‘ L'E‘fs VoD * ﬁe@\égﬁ{@ﬁ‘?qtﬁﬁowwe
¥trddin 92 hﬁiy Bé’&ﬂﬁe@(s%ﬂ@%n%ﬂ)%ﬁi ®etrhédla sPgt¥m 48 to another
nevert hel ess be enp (%é}ng n conn ction wth s&g@ ot her

megiasystem é%pﬁPprrfEﬁeéfc nCaPY OGP ?399 HPY Pl flo and the
[,@078] As may now be appreci ated, by enploying a
ommon format to represent the requirenents 47

BT Solienly e bR e meedimpal ha i Fics Br dArafdbe 32 bits
.lé%sé%alfb@m%}t éséW ACRBrdiR 1S ReALIdseGhigike B G0N Nype of copy

manner that 1s 25 agnostic to any particul ar format
Bigtastion rre@ynbszlnﬁ%erae@tﬁfiu\wmrédhe TeRervad §iisr ey bg additional

fAafured! Ql?éébﬁf BrésSRES iir&it tw;bsaof %P??Foté‘&bns R C(?}fwbﬁéb%) specific

any par |1 C source cCo nt pro ection ne
bltﬂ’jﬂ’@t cgrantly erey r@emﬂdefqnexsec@hs irc koareatine wikegeitgiertypes of

&t ryg 0985 SR t ﬁg?f() ste i cjonrngg‘t?d V@/fth %@heﬁ%%@é of copy

ances erw se) can derive
pmtgutmle,nmay nexgriielesn Iamy:mﬁwedﬁm cofigatian vathdsucBther types of

t | f t 0079] Turni
o W Byt Ao R AR ot °% i nod enpl oyed by

t h§00783 ceiAsemagonow beeappnesatdob ey empmymg tocarmmenaformat to

artic r stream i at ed
Biesr bl BNETRR A 1 Ralanef 6 Evariny Byics o Sepatucuiar
bieed 32, Buch fequishemisl87 (caheage §fd)ficainid 4 kemnfaromanher that is
medl stem 48 to the rece ver 46, 23 200

e b08966012[ SPRREGEE)Soh) SRATE NS HE® rigtauas-

ﬁéd‘élﬁ@ﬂﬁbﬁﬁﬂ'/aérfe%uw]{r@ﬂy’ spi@ﬁe@ iR WChahiber g spé@ﬁ@’&ﬁdn}]/c partlcular
wi t hout pronptin romthe user wth artin ro
BPHECR SPfﬂtﬁf‘t awéectgedﬁ%cflﬂm%@fﬂraeg%ﬂtver %)waq SﬁVIC@g\FU%QS the
Febfrer 148 bEPQBESVAY058 NPefdintifRs GEFBIRNI46' unless circumstances
dictate otherwise) can derive the requirements 47 from any specific format and
translate same into a common format.

[0079] Turning now to Fig. 6, it is seen that a method employed by the
receiver 46 in response to a command to tune a particular stream 32 is shown.
As may be appreciated, such command is typically issued initially by a user to the

media system 48 (step 601) and then from the media system 48 to the receiver 46
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the receiver 46 in fact tunes the stream 32 at issue
(step 605). Such tuning is 5 generally known or shoul d

whenoapraient to the rel evant public and ther ef BE BUSZNEEI009900

not be set forth herein in any detail. Accordingly,

uch tuning may be perfornmed in any priate
f?é%éio% @ﬁmﬂ&uémrmpﬂ@ BYBRTt ﬁ@yseit?'%@t hdS8¢e pichf tuning
EdimaRa esgolt bfbfﬁéﬂrigoﬂﬁom[tﬂg%]ar Wnasutt dspRetind H8m thfospmt and

receiver 46 decrypts the stream 32 if necessary
seapePrfdbe preseat weem ypt 3Ny Eate indesRaAsAde e Aining command,
ﬁﬁé%%&l‘/éﬁ4@%‘f§d?ttuﬂf@§/ t%%)ea%‘%@ at'|§s®héﬁtﬁﬂ eBkf hsthe turhng is

nedi a system 48 (step 609). sharln suc

sonralit Knawn prRouH bR ORBITed ﬁlesseiQV@ﬁT Seblioabherpneed
R& setaféﬁlt??ﬂégé?n it ah d%&llb@\ccaﬁﬁ{gﬁf sﬁﬁ:ﬁ%r‘il gtmaﬁpﬁé peH¥rmed

such net hod be e oyed W eparti
'tnhéms;apm‘qprlai@drr@@ope withouth departing fitom rﬁh%@plrtbrandlscope of the
En%ggﬂi]mvé?] lggdl tion, fromthe decrypted stream 32, the

ecel ver | ocate the aforenentioned information
49[0@80At i @meotunhé ﬂ’@qtﬂqee/ﬁ‘epﬂﬁsdeﬂypﬂ@rtha stleroedgdf Bécessary

Y BRI Al el SO R, 20 80 R cBRehPReyPRiK) that

rseshare@nmnt 1$1e4ﬁednys3k$rpe¢8 cgjiept@DDy ﬂrmpmeﬁmbd/vot Bharing such

stre known i.nte a catlo For., .
nd T A R ol ot By B4 e e BB, 8ol t o e
apm%mete‘drthaﬁr&ostemwﬁ@l&;h rasthoti eay be atriplyyedByitHaeit departing from
arti Ianar |den{| fi ed%fgl?cket if the stream32 is

sl SCaP§ Qe ATPSENIVEBEPI anking interval if

t hgoe81 eanh FditonaFrIn® Ghe Afecptdd Bees@t 3208 réliva 46 may
nore detail, in the case where the receiver 46 has

I?G?tea@ey@‘Preéfﬂ%@ﬁ?@r'@f&r@ﬁW fafretatiag itp Ahe geqyraments 47 for a
ﬁéén%é@ﬁ@orré;ﬁ@nmgrté tM&istrb B9 ﬁ?gsté‘w@m) nfarwad ls@mfoﬁﬂ above,

is not feasib he receiver rocee
sughdniegmatieL? BiBIRUSh Jeauementso Ay SGmbetasdioe e seprypd within

{Haf QR 398t 4Rn@RA iREnal &R RtafidiTerMsBnfd, Wakh known interval

Information 49 is received send actual requirenents
ary be@82ihesprdgn\ofreice, eviry G Becandeaerd thafloeatian sy be a

ﬁ%ﬂcﬁlgpldéﬁﬁ% VA ckaPif 15 8RddH %Esiag Q?SF o4 8%&;&Hfa‘? gfﬁ%ﬁttﬁankmg

corr espon Ing to the stream
interva ikthe mtmequﬁiz @mﬂl@ 4Ks willybe setgrpih @gmlm moteheetail, in the

f . .
L R Bepief e % FRiyet BRONENET sBVfE Mirqrmiation 49 n the
stregra 3R] and wheta)wahlegtfomslobdniwnpﬁmem lssﬂotdfeamble tredieaciver
stem 48, Th reafter NS t

39Tl plaeesh" Bl SBntElo rdciemTfS, A7 oHRetlbf APl Heldlft St of
oriatian Ae/ éﬁdi‘?ailﬁ IBsT/tids 00eh D80 Onfoematicst 49 es receted send
const ruct ed I| nse 36 in a license store 60 thereof
griupljgatirgraent fg?ep 619). [0083] Constructing such

| i qeosnd 36\tf agyn rate; hwitegtier @vateds iffdrmastiopeder ahkyreceiver 46

ggfgs[tm@p%:%séggé pqggﬁegggﬁs;??tcogrgsgom%lnrgego 1 Eénst’cr alflnbl3l20(s eT)d613)

where such requirements 47 may be expressed in the aforementioned common
format, and sends such requirements 47 to the media system 48 (step 615), and
in particular to the trusted component 38 of the media system 48. Thereafter, the
media system 48 constructs a license 36 based on the requirements 47 (step 617)
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5 forth herein in any detail. Accordingly, such
construction of such license 36 may be perforned in

waopeappio©pri at e manner wi t hout departing fronmP@hES2006/009900

spirit and scope of the present invention. For

exanple, and in the case where the requirenents 47

aandestelseprme@r@tfueieduhﬁgnﬁ% 36 he agliceppe st@aTRthteseefear the like

@ﬁ%(;gs above or the like, the nedia system 48 may
'oy”a mapping algorithmthat 10 maps each field of

bi [0988b aCbnstarelieg S8cnlieansdidfdrane speteragiremedtsmibisi gagerally

%‘(Lél"’%ﬁ{ ShL)B 8044 %rgntttggﬁe E@g\%&@@%?l&éﬁ&&&&?# Il‘lé:&{]ﬁ(?[ t%e set

|a S or €s
faly hefekt) |rf any tlatil s thosardinghhistbh wagsthetiob ohisnet hcsnsea36 may

%ﬁagg él'{‘qseglI ‘%grai &pﬁ?op?‘é’teaméﬂép\n}ltﬁgly é%?%ﬁrg%%r%m th 5 sglrlt and
doepe off thec Ipresatt dnwyrdibem 48r (éXaniil), and riesiiet case (mre the

Th | h 8
EeweheuR A Epeted SRR ReciRhE TaE R tprfRL S8t
@ole Wdr thefikey #ee nieeia 6YiteM)8 (mHyf esplyda rmgaptpmg( llgorlthm that

Tebseeh i i Bt Wehee B 26CodRg Tale Al Mahsng fugs.

by [co8y] Ot Nete NEti &Mﬁétmlﬁ@ the Ilehes 3B viheemella tspetem 48
license 36 authorizes the ng a system 48‘#'0 |s§ {a
rrasuMakiy sles e eantenidendPR i ieisleaYs1Bieh 4aay ge obtained in

é Wﬁbr %Q?foﬂhr KS8W3RithN tfw@rllcé?&?éf%Qarﬁ:h@ﬁé@@c@or@@x@ym another
i ght such as copy freely or copy _ong

Isaycwqh»eaﬁ; & BylliceRyaef swrtn@&ta ﬁvgst@rne‘l BY- Mﬁté%%%am PU-
géK&' s a&mwhe(t%ﬁ%&@s&t%n{ W%&s (oK ﬁmﬁfgd AS(CK))
according t

en nust encr 0 a

fmre tagticense Ibvith tss;/@tdeﬁﬁ asrlvaﬁokewr(é’ M@éyorrﬁsm %E’n (PU-
ﬂgi‘ e)ﬁ’s(ﬁ Qs%\{ﬁe megcérf%%%(it rﬂ%/ gg Raidl tP %%St‘%d%é suéR MddPastem 48

I a syste I N pPOSsSess] on
arfd mag nobd beeanoployeslyby @ry other raecbarsv&stcm %ﬁ os pfreagesize. If the

Igsghgé SBoadﬁr?cﬂer e#ﬁé H’MI;‘Sgﬁérﬁe@ﬁqg%@aléquﬁé se §§ é{)f’énother

of e may enpl oy such content
medldesg/styem 48 ltmrenelac’rl*yemtmmsm by forasanwpin Siﬁtmnatd@@y ﬂght such

a5y Bied ) b Bha RL LB MLV B ot sub-
Ioeee 36 st girstggag (o) m:(PL&MS(@K())He reveal [(CE@age taesn must

t st t

%ﬂfﬁ?@?ﬁ )ggc? N9 103 PM%% 1]’h8I gn%%g systen. 4§ %nd then

e nrr@ehs@cmastmm&m(om)afetﬂ) the stib-licertsei 38e t he

cont en or

symﬁ Bl sk tog TeRiecSeleth BesRuti g’ ss2pBEay Tag content

b i(di% hkf@r a{-pé?ﬁdw%gst?dafn B{Zﬁ)rmfb aonﬁbtfgtll@gﬂb%rre%pphdmg nigense
ac e stream rom e sto e gevi ce

¥e ey same.28ngHergins? m%f@pm@%gm%o@%g&bﬁswm the

zﬁ@ ptbd SRHEEM3D é@ﬁ( fiofh tHageBailer 4008/ f@fde%@éfedémbted stream
Ckg Is stored. Also, the license 36 i s necessar

2 detep £7d) r PG avaY theyelerspguastigniiae sesdcatiel mvﬁcb% system to
LoMeusibl S sfe tl’%s|ll¥{§llsg %Satts?épsoéhﬁbnﬂ %@IQ' rr@é@é\ﬁ& fff%hould be

correspondi ng t e stream 32 K need be
apprecinted thet the sioras HQqngeequmambe used by the media system 48 if

need be to retrieve the content key (CK), such as for example if the media system
48 somehow loses such (CK) during a reset or the like. Likewise, if the media
system 48 is playing back the stream 32 from the storage device 50 on a delayed
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5 [0086] Note that for any particular stream 32, it
may be the case that the information 49 thereof may

webhangeeone or nore times. |f so, and as may bECT/US2006/009900

appreci ated, the receiver 46 should issue new
requirements 47 to the nedia system 48 as at steps

B, dhelliGrseaifmaldanthgi Al psetion wheila sudbiisf) rlacqtoraﬁd Also,
A
FRIEEE S0 hichla Bas af SR8 Y adidiPagiiies wir
thﬁfsb'ﬁﬁmt 3 rasagelhps enothperesiuirements24 A eerrespoudimgniottee stream
hSrH‘é nggé tcgﬁe lré}éﬁéd&b‘ A0 uﬂﬁ‘é 8!?1?”990' wi thin

rea tent etmeen Recei ver
46[0086] Ve tiote Syaitf@namep{armo@aq stn@arwé?@ sfemay et theadssedhat the

L

mmegupttaddtim: cexaivangd@ shauld 1iSsuh héwr egLuiremehsnt 7 keythe media

5t 487 L5855 894500 S8 RLUEDRAIEAAS e e nc

ﬁmt@mew&cemw 36 anelieips 6 7 eandddtoe Mthusk gesreCEiker 4@8Hould be

n art | C lys%cc %;v{)%&"??g'op \%’E@Frpﬂﬂ% Sﬁggm %%989\/\'20918 note when

ﬁmrsuépbf mwam&t.m B Als ShARH Within Er@oﬁ@an’rmever and
Si gnl fi cantl o t i S not ,r esent \ enV| Si oned that the
2t Keys,Belwees B @RS or each

pa[608¢]“ amssahéé‘v‘é'é‘ﬂ f%?(htabotl@eeacﬂﬁﬁh@tlﬁ’ﬁic@meﬂaS thieds a different
exanpl e part of the requirements 47 or within a

Ut thﬁmqq“@éﬁ@ed%@!e neyviyiued strepigridengsyied apsrrding to a
(ﬁlﬁ&‘éhf’ %ntéﬁt Wgﬁ’k %d%&?%éﬁ@s hGet %@%Fréé’;ﬁndﬁﬂ;dre?ﬁﬁgments

such pi cal ICGHSG for each newy tuned

4f. r'éféhfﬁ yze rasetygn 46 apd e m%lta $¥§iesn 4B naustiseeedewsthares content
B A0 PR S b R et o
dh@eecee/\eeﬂﬂy‘ r@e@mnﬂomd te @ncryptia partigelar eiteand?. 46 and

t
kofOQBRY) ° FIRYRLER ft SRlcatRRE B BiaSetf BnaiohEd that the
r[606|89|] 4@\dl(am5mltr@ﬁoyl cantehtikeyd oK) dabealimparticafr stieam 32 to the
resent. inventi h
BhGREoig 48" el s PRr 3 KRG AL A & typica
RN ideabe 3BonAsntasksst FOI@K@poby, thayeodivar 4 canront -Heespected to

SRBUTE arkLesri ey Bl B BT Ro R Ton st P an L yeam 32

hédsxse fconsiruditlf(Uch .a kiehber36ds rsedhlbq'r-m’renswdlarrﬁlctbéqaus@ﬂt can

an as- nee basi s an in a ordi,nat ed shi on.

Ui FREeT 5 e tTao ke, 52 2R BT mgnasd 88 4ren as once
é 'sfe@gn@l’drYSchCﬁméﬂtthé re@divefn@ QG thESAikllia system 48 must
P /U82006/ 009900 anot her i ngkb alization

$Rue r?harﬁnéuﬁlécﬁ?'aﬁﬂtg a%?“gmt%ng%\‘?ée”ésﬁé%li‘%d of
&mmaHiehtidiM | i cense 36 are encounter ed only once until
another initialization is necessary. Note that such

an[90891 i alAceardingly, raRY Beon PMBIOREREH & dhaiRigSeny iaygption, the
g’ﬂlgp% aatn% ﬂh@t fReyal syéiérﬁ‘gf@tasdﬁmroﬁ‘ IZAGnftia ARG HER Bhtinitial

scope 0 he present
content key (CKO) by way of a more-or-less typical RM license 36, and then each

of the receiver 46 and the media system 48 derive a new content key (CKx) from
(CK(0)), either directly or indirectly, on an as-needed basis and in a coordinated

fashion. Significantly, the initialization RM license 36 is required only once until
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5 invention. For exanple, an initialization may be
perfornmed once every few hours or few days or so, or

woreppehesoper f or med once each tine the medi a sysPENUAB06/@9900

started or is reset. [0090] In one enbodi nent of the
present invention, and turning now to Fi n an

anatherdnitiabiagtion i pepessaps@ndeascardiialy din l@gog—@ml\@qaspects of
é}g{‘; Rﬂri Iig&hdePBar S&U@ﬁ&o%r&é}ea Oorly @ricB CEt SAnchfe (ﬁﬁt%mzatlon is

where such initralization request inclu
negslssary. chetei that aueh an inifidizaticre mayshr @etformere armfd@g to any

FURLFB S B AR ORI s Y BB o resn

imsierttione Eenr exefmpiat an lnltlabzmwway pa tplerforrk@q/ oonde eyrry few hours

LA i be Rl MR VAV THRETR Hiediyetgy 40 s

@@ﬂ@dpr Tﬁhesﬁafter the receiver 46 satisfies i tsel f
' C | £ . th ) [ .
o7 o B BEeSISOUIT AL 60 b ke LR g
Vnmdnaén iniializationfMeht, ¢Im1md&66y(sﬂane|48 E@Bds anmdtisizatien request

ti al 3
todfie sPoaet 4o Blar ML RS SuER it e Tyt RURHETh hcnine
Bé'tlﬁld%ﬁé ot @se ﬁlﬂe issubdl ab the afddensydte 483K§D)ana@JtH@;ﬁydﬂCbham of
conten

by the |ver 46, tial
ROBOrslecs b TBp oA o SioRRCT Y e 5811 FEoRES certficate
inBldd &5k &mw@?ww dtfa spéhi (PUCRISS, Ay trRsStiktial $ystem is in
(PU- M5( hus, the nedj a (gx%tem 48 upon receiving

P%eﬁﬁP'ﬂ PBT" |095?§Rﬂ?dl'qgc%rﬁ’§ée M$)oring sane in a

| ¢e0te StTRERHRr tRé FARNRS 48 YalisficsMideMBasEbN the sent machine
therefiomand applies (PR-MS) thereto to result in

eertdiopty dhatghe 703‘)'3 sYRigNt ABANZY Be daistagl Isopstieyts ithe initialization
\A/E/Pﬁc%?{?ba\’;@ 6\%@;??0% ), REERE ﬁ’leoﬂglaﬂkétl?)nahc%%sé%mb the media

ere eset to zero
aysiere didastan, 74he Sigriiedniivr th&emaalg@tl@rﬁ djf:%@es%ﬁ: mct@é@)an initial
LA (RARORE LB LBCRES o AR OO O Mo o PR Bnten
key €315 isGeneayptee astoding mtherwhhed@wv@u M&g, fram taginegehine

G, AR ey TR OB Oy WAV S Db i e

3@ ibitiskzhtion liaeissenB@tand csttmr@mamge pr atioende stm‘mBQse‘raleves such

A5 S A PRCaSBRIEED b BTN [P e

(0X) ang tlean stords adich (mﬁigrlntay\ dcqﬂyop(rlall@}?ealre lb@itimn along with a

T WS girs bl e Bt 1o S ep y oY Aira e %é&%??‘a%% the

Heerer tbeliso blopesTedd (GG iaamM8pprppitate ezelrs lGatidre alodd with
WO 2006/ 115616, PCT/ US2006/ 009900 initialization

fheseRs2e38 CPHPY i eves such (PU- MS(CKO, | KO) therefrom
anqogazy! | eote (RER-th&)nifidlieadrolidedsé 88Uhhy bb sﬁéﬂé@) bythé receiver
%IKO) as at step 707, and then stores such é ')t%i/t{]

§.1d0) WhiRk) cRee 3 grRNarER eHMOBrIvAtBEEE dRiFEYokex {hto In
8fedisig S Hializhibraféinsb 3B badRl BRY gymiretTsigRing protocol

enpl oys such initial integrity key (IKO to verify
such as a MAC. If so, and in one embodiment of the invention, the initial content

key (CK0) and the integrity key (IK) as an initial integrity key (IKO) are both
encrypted according to the public key (PU-MS) from the machine certificate to
result in (PU-MS(CKO, IK0)). Here, then, the media system 48 upon receiving the
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5 the signature of such initialization |license 36.

[0093] To summarize thus far, then, both the receiver
walgoantseidhre nedia system 48 have stored in a BEDUSE06/009900

| ocation an initial content key (CKO, an initial

integrity key é@KO) and a count set to zero. However

initializatierilioennsen rﬁﬂ@vgﬁesucm@thS(QKQeH@» trereromaandaapplies

(PR- Mgﬁ H%Qt'oat f(/%ﬁlﬁﬁ‘r 6:?(0 ds ae %Beb'(ﬁg ah@ tl?éhystgsgas such

cont ondln requi r enent
(CKO) Ianés(llﬁﬁébinsi zermcg'gm m ama@prmuiaée sweﬂﬁoasoatasﬁrﬁep 709.

Iﬂoel oﬂoﬁ'?e rﬁgm ez?"rl'[l) f4go%ﬁ%l¥>§%rslg&fs@lt%£\& Cé’?:rg}/ eY )SlKOt) to verify

as at s
thesfgnamrepfsmxéed@ahzettlbnﬂlhmses’iﬁeps of such Fig. 6 to

h .
tsym@?i PET}é\,gs &tﬁu%cﬁx)t%n r g&ﬁ' tﬁgsrfagm(/érr %%@i"’\fhteomedla
®/3tEny @8 h:v_élsttmd i ﬁbm@lpfaﬂkfﬁl ?ﬁlmﬁal sbeientRey (Pth(D))Qé]'x initial
. one enbo nt _Q res i nv.en
PRaT RS 0kP) 808 4 ERaRPELd 28ta, EOMBYRR Dk BLE) h¥ ot yet
Hegth)to Renil e ef@arhi3Pgtotthe nesalinbydteheqs arictyptedrdcording to any

ey e ER7 b EPaArEing GRukeRR AT g LRamES: though,

BeNhedb deient @8xat 608 L{ﬁil}(ﬁfddetél ¢dramage ﬁﬂit IManaé)of such a
the receiver al so der| Vﬁ@ : corre

$lW@é@p,,qsyaﬁ(g§p(qq%(?f Figg Bahccardipgys fhe faqetvenproceeds with the
étBE)&?fo'éL)éhkP?g (d @thésécﬁﬁt Whele sLBPSeLeilér ®&uires a first new

nbodi nent o present invention, both the content
wﬂef(rl%@pte@h aey K@Kxhw@g%hu Waulg 89 (B0 &nerié pi fgstream 32,

5{1 @)) and (1 K(0)), respectively, by applying
e |n|t| val ue (CK(0)) or (IK‘(O)) a function along |
vv| {00942 5 ﬂ—h‘:ée AW iBoAne emapdieent g iﬁ‘é(ﬁ(?seﬂtf”m\fﬁﬂtlpﬁn’fhe réceiver

49 etiEon suER BBy EIOTPLG SR orplRANG T B step 711)

amct meapmgo(ﬁlﬁxa)t é (ﬁi@r)cﬁi@motheonnm@ng@n’c@mﬁ Hgy a@CPﬂgeﬁstm 713).
t
NSt g SOAF B ooh @6t kEY Er B S8 VB, Ehipnt key
(ﬂi@(O)&)nﬂmdrewMar db dlbe dpnmathrnezsmndlmm)ntegrdy reyeilikdr/ (IK1)
ni th n or rotation of h
i{%’{)éﬁ? %I E%EFﬁﬁ(she@\;avﬂsgount to thle medi asg;:/st em
48 [0095) t hleone&mnhv@méﬁt obthet preserst inhentet both the content key
ts .47 t h t d

(i< S8 chhe; ditgerdmiay SORY o' ARl e diort s [RRON 20 fco
RispsitRel, 63 IJppiihdife vftiaFvgue GCKI0)) paliki@laafuncisrdaliong with

28 WO 200 ]]15616 PCT/ US2006/ 009900 one enbodi nent of
thﬁ@eﬁ‘f%%uégt’apﬁventl on, the receiver 46 when perforning

such steps 613 \ang @EfUnatléra@bn@qngwum;s a derived

nessage 62 with val ues therein hg@cg a?sed oé(h/-t\P

Gan erainpley SURB fungtion N3y aenesway inaeh dnceen see a8 8 unction,

ﬁélﬁgp; Qth abBRPAbtd tPunR@fléh éﬂlleﬁljthfeﬁhg%@)he@zérﬂé CEHW! with such
ream 32 correspondi ng

content key (CKXx), the recelver 6 may encrypt the stream 32 as at step 609.
[0096] In one embodiment of the present invention, the receiver 46

communicates the derivation or rotation of such keys (CKx, IKx) and the new

count to the media system 48 when the receiver 46 constructs the set of

requirements 47 corresponding to the stream 32 and sends such requirements 47

to the media system 48, as at steps 613 and 615 of Fig. 6. In particular, and in
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5 particular count x, such as for exanple the first
stream 32 corresponding to count=1, the receiver 46

w@onstitised s a derived message 62 including: thBCT/US2006/009900

requirenents 47 for such stream 32, the count x, and a
signature based on the integrity key (IKx) (sterg)Z
gne7embagiment of &he presediayeniionethegspeiyag4frudwageerspming such

ét@ﬁs %‘?ﬁ“eﬁdsé’ﬁ FM=8 c&r%tr%@ts@-%bnvé@h?es%géé 6Q%W5Ihe§$herem

ignature I's based on a symetriC

ﬂf‘é’h@ﬁhﬁ@ﬁﬂ 9 theralugs tnethw@tﬂalﬁ@&@hlg@nge 36§en%@s Aleslep y05.
deﬂ?%‘ﬁg&&aﬁ b %%gebéﬁ%uléﬁ fn%aﬁ?r@g(gﬁr %’PMH ifig to a

SI natEre base on an hetric
partieylan gowntr x.ceuch Ag fph@xambatheaﬁrséarﬁirqanb 3@ec¢rw&n>ondmg to

SBuntCihe ;8gé;vgre§gogg“s@lg‘c{3h%r %gﬂveé hﬁg&?%‘e 62Y cﬁJHmAgs the

can it'se erive the correspondi ng nt ent
(e@mrgmanhs 4 hiarguch strieem 32 Kk¢ doasex amd hrmgmaéW@ebaﬁed on the

PRBBPREY kP BT B6 4R I bR BRRS9E cnesspge 62 1o

ﬂha m@dla s;zstbar48 eshep AR9)WiNdie tHat inrasoeick s tH6 slghh’e;ramdh)ased on

tem 48 | ocates, e
SRR (C YoRRuge %ﬁdsm%) Bl BtSsree, Brls SEhaRary s
burdehdomie as thberdgceiver v@r ad coashréd awithu far en@hamwrﬁased on an
é:?ste 7.2%, and stores such 20 derived (CKx) and (Il Kx)
SiF€RYt he corresponding count as may be

aplpoowrp ae aaytrete, 4gsd) redeﬂnn’rgjtﬂlbtstl@@m shenaeok aeﬁwéﬂ Réssage
oys. such i nteg r|t é %/to verif
ggqmogd@g tF?f@tcbg?er @§E rﬁi’ﬁWﬁ“ Y gﬁe'h%%ré’ﬁgtée GoIT espondmg

%&ﬁ@rﬁ ke§ZCxix) Mpatinte sty Héqu |déseld\4cii1h<r¥d0\#ed§¥‘biemb deRNt from

CKX) correspondl ng to th str eam

75 B9V 08 JOMHN RGP A (FELDE GBS, 4t e Bac i ised at step
ﬂé OW%aﬁlaﬁarzénﬁ%g'vﬁthstﬁétr%l\f]e?’ 4‘Ba[he@?|66%@ysfeh@ ABUE&RAY each

for rendering and/or further "processing (step

q&@K(OI @odd]K(PY) (§1|¢ad12d) terives éaohrnd (ke meem@@dmg the same
gt?cﬁ'ggs Bte s fr\%?qﬂGV% ﬁ‘ﬁeo&?rwh@ CO[lﬁtC)g (éﬁ@%st s 743) bynd Bre es such

Ia system I'S not | cense cted an
derivedd (CKy) tand (i) aaloyst with 4Bei gorespandinge cotior eas6@nay be

ﬁrﬁ%i%g%@?&?eg&ﬁ? fthg 'ngedlg 3y§t@n4 ?@oysagschaiﬁtegrity
kéw IKxepuverdynting sigaturenaf ther eormqpbo«yleg cteuvecd)nmasa'e 62 (step
% Iy c%etn m‘?ﬁ;@}(ﬁ | lmthes&ﬁﬁént t ﬁ:@%g gn;l’QSp%fﬁgn%o’Jo M’étsttlream
3acsmdvm93ukﬁmgetbei comespord oigi darlt/ég' messays b2 atdfies arahalEnts, the
ot Sohe e bt B S, 0. 0 S g, BRgP utrer
ﬁ;@‘aéysmingb $;_l>g eam 32. Instead, the receiver 46 need

o doasl=' ARl b e R o e e

FREREY 26 bﬂv&héwed@eyﬁ@ml 433 RYIFdtane fAcerzanss osleneraRnind stored
derive new val ues gref or each new stream 32

By ftedmeriapsysirm Klﬁdwaeldf@@sgfst 60 as at steps 617 and 619 of Fig. 6.

Instead, and as should be appreciated, the derived message 62 contains the
requirements 47 that are employed to construct the license 36 of such steps 617
and 619.

[0100] With the present invention as set forth herein, the receiver 46 need

not explicitly communicate a content key (CKx) or integrity key (IKx) to the media
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5 (CK(O, IK(0)) and the deriving function. Thus, the
recei ver 46 need not go to the considerable burden of

w@onstitised i ng a typical RMIicense 36 for eachP@EVS2006/009900

stream 32, with (CKx) asymetrically encrypted

therein and such RM|icense bgin as trical

syplgAB A8 Temeyarydiewiy, Bined sliegay g%q?%%g giits ye%vﬁgt‘i/%%ed only

e%‘t’éﬂ“sﬁ b & $lies Bf‘/%hdzlﬁﬁg'y?se% ,VWR@N vjithi thieahkaiangsvérh 18, and
ere

he nedi a system 48 after can 10 construct a

the%ea@im ol ceene b\l the saediR sestemof ek Indepgndently-Aarive
vaWeBQ(gP? Q@%Moreé&hy@émtkaﬁ{ 80 bR @r?'p)?x@r knowledge of

ynmet r ned. [0101] Note that in an alternate

(@ﬂﬂﬁ@)d L) E rivingenationnidiei e, repeiveredd neednot go to the
REiatik éﬁ% &F'}% ﬂ&.@t}g for tgmc E0; c)en@é‘@G(f&Kééaﬂ new stream

respectiv may be derived
32, omith{ CRIKX) B)s)/mamiru(allb((enm)gted rtb@péuand esuch RY dinenfed being

%Wet@ﬁ%fy%ﬁ{%d‘?ﬂp%tgn&z,g&? %%)e'iv%ﬁ 3’5 W(eFQ()S;;);)coﬁjﬁ{r%t;{ugh a typical

Ridsirense 3k adph intializifCM(th) heamddial $ysigm 4feand thepeafter can

e S T R )

wmm&ln(amllm)gartdwte@nmm aheyoelnlgesiyvmmtrmw gigeel. ver 46

oDl A B B g R e v
tﬁéﬁmhelngt(d’(&l)lbhd IO HroaN GCK(03) bk @K (OY),1 respedtivel] }BUCh {CKx)

7 rﬁ@&ﬁ%é?ﬂsﬁ’?%é o (kT8 )} Ry e Bayia be

asprefaadideingabs Usesmiip tab@Ring (Cmnam L(nu) rfgona (CK(0)) and

d 62
Gl T mosspRearpssnt ik (caeel et U asadiabestarg and
fefHeve iR dbivihy ((ﬁdéf(lﬂ PQnd Kbae))! Qﬂmd;mﬁp‘ieégteﬁor t he

derived nessa fromthe stream as at step 611,

whéd923 yc Ith%%aﬂ Hht i shagnahencanien keveRatvess 30 regpiver 46
i@th@%&ﬁé's?&bﬁ@ié ysu%h‘ BRIk Wa&%ﬂm‘iﬁ]’ﬁca% wr’tﬁrﬁa%ﬂ oerdising

I nte | ocati on. ch known interv %(
$reusm Metiodsy geeh as f@@@m{ﬁeawhgmlcag@@aﬁééhwkq oﬁ@@f‘a vely, if

BRI R\ttt In-Setuld Hitlnbod Hay 85 88 hilfofease t hat

recelver not encounter such i'nformation
Defauh Dehized Massags882wi t hout having to wait a

Mtﬁir al%'sewgg gt Fbrﬁfqr{di/%?alltuﬁgwg @bove Uk rbz?gsﬁl{*@'ﬁtﬁ'\gi 2 derived

, especlally recel vVer
evepsagee@iz bmwmdmgdb agpatticularetewhe dsmglest@arwiBR hthe receiver 46

ui renents 47 as j L.t |
@)ﬁ% ep |ﬂ?1% grg]%log ge@ﬂr(‘@ﬁ) g?@guu%n?«{rﬁ?hzg&ntég d‘é’hv&i rl?1essage
62 roandiesl streatnud?, bbiat stepeditl 3GheROsiD RTOGAADEE4AS with such
PCT/ U82006/ 0990 ccor.din n
RSB RAIR O abhB® FFBBaRe RUBHETaRIT £ sB8ncEs ghp known
ihEerial dhatiotdtiapo sSeskskrwvnohteryed nanf los nattlne) prdkd of oooe ehery 20
newy tuned stream 3 str ct

PREGIFF OFiANZST: rdarsa '%%Fé%ﬂ‘%'w%{%é’ '811° pasethat the receiver
@@Mlﬁﬁﬁ%@bmﬁeﬂ%dhvﬂfbnﬁQWIrﬁtﬂe stadmssndithdi@ hdemnigtedvait a
nmessage 62 in a I—Y

considerable length of tlme owever, such a wait is not feasible, especially if the
receiver 46 is expected to send such a derived message 62 with requirements 47
based on such information 49 within the time frame of a second or so after being

commanded to tune the stream 32.
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5 manner, as at steps 715 and 717 of Fig. 7, the
recei ver 46 instead constructs and sends a default

walensiesgiaressage 62. As may be appreci ated, SuBtI/US2006/009900

default derived nessage 62 includes requirenents 47
that are nost-restrictive in nature, such as fo

exHHOAE cOp5orHIBGE: 1D 298 embodimagnite?’ theneresent ”ﬂ\éﬁf@POeff the
%@elbec’r | disfrite V\}n pé%eQQ&% %?ﬁh'e%fo%aﬁcﬂ'ﬁ% ﬁf)ﬁ}lrtﬁétn'ew(g\/ ftfed stream

omthe ne tuned stream 3 he recei ver
3hdn oestor @@n@rtmﬁdregumeraﬁ é%tla%ﬂedqure@u mgag@ne in a

%rsegég dRY dIQ PRRESH 8L SnBRER t@&é‘mﬁe‘&%é&sé&%“é%’@% timely

udes requi renents t ha are
haswest, amatsstehs mésaegs?éa df i@ (Mrtttel regeirer 4@ instedtagonsirgcts and

A0 5 (R IERLAG Hﬁ%sé@@‘ézre'ﬂ%” 48e ?ﬁ%t@%g] spch default

correspon I 'ng defau rived ness
gexived cugssage H2dntludes reyuitements 44 glat 8re opshrestnitivg im nature,

1 Lve
iR ae gy dtbt (A, Sl he te egGF 7 K ract
ihQostdssict ofetamuaf@rraatm wﬁoﬁfﬂi?emlj fumu ﬁ@a&)n 32, the receiver
t t or.enent i oned i
3T o B B s gy e R HETTR, ritasdan AL By be
nRecigen 0iené, aguel dotud Reriveingssayeesl Bicrud@m@@memnerﬁs 47 that
the recei ver 46 con ends

ti nel nner ts an a

167 Bulet BEPSUan Maeh Gosssed AnorRRtaT, By ea el i tmeant to
fePRieb HeSTRIGuSrerhénts vt fr@h&hé’f@@*resfp@ﬁalhg@efaw ddalveahws@age 62.
such as for exan%I e co%anever

ThE¥OR] t edn RACUH e NG '6‘9\/\}&?‘1?’39\?’1:{9 Isgetulf;@n ?U”'”g a newly
d{cﬂ'flﬁ%éﬁ@éd QBed? 85 ({Hﬂebhﬁoge\ﬂ‘lé/ rddenRE 48 HRAS3Rts| ’éﬁe' 6bunt and

act encount er ed , where such waitin

dervesag (Cdwg ard i&“@efgbﬁlﬂ% Yreavv s at fienfer’ 081‘71% Step 803).
Hb\%‘\'i&s LSRRG 3ha: fHe' & EftfoPed @ﬁ)n{ngﬁgﬁh ?Qﬁainﬂg to the

fact en ount er ngt e Information 49 in the stream
telquirementsid/crasamotEiseset b@merﬁwéﬁraﬁm thernesviv fingeitsirgem 32 in

%?Ht Wergaﬂﬁecis ﬁ%erfegéltvélg ch d &5lddal déf%gh“d[eﬁ\'/‘@:nﬁw%ssage

are’in ase on su encount er ed
621that eudes defaull sequireBEB)s, 45 theth aae mest-resdelivednmatige, such

c g : .
?%Iﬂr gxéﬂ?ﬁac g’g%ﬁdgf (dlg) (Stemﬂt i‘hgr%aﬁ £ th«?ﬁ%‘é‘v& 26 waits until
theriniesrpatich A9 frbefh die lne@(y deed w@rdane@%atgm &t encountered (step
' i cant | | t n
g(b{'sew P'&ﬁwsu?rﬁg’a%@geqw lra's4%S ‘H‘gc%%:?p Sl?%? n#‘%r% @:anéﬁaﬂner of
inireitéacih wattaihadiicuadtaneesage 62 as at step 815 does not
in nt the caount (step 81 ndthus he, def.aul t
dory 88 miliBR48 Y83 eiiRna s BNmRIRHG L UE 1O 2, the
%%éi\\//%ﬁg% gig/ﬁmlgtlrg&s %ﬂ_?_}d %gh%@ar/] ggmfglodéameg ngk&isege BRenatiincludes
PCT/ U 1
aelual iAWy 47db%ﬁwar?ér&é°88ﬁ§e s amqulnaeé?? Jigymation 49
{&‘épsﬁgg) &2ch aEliATeHBlPhdhts thnﬂﬁéla%t@a! Sieﬂ%é&n@kﬁag&@ are
he corresponding content key and inte rltg
(neastl) ten sepiace; tlag Slefeult Eﬁ?él”r?@ﬁn@f 4hf§>m 7he caHs 89% '§%e4v?fau't
rh\(t% 5@ g, Kxgighificarftiy! fandt e ok 08AbBdiIMePt SFUBR present
ult derived ]
invention, the receiver 46 in constructing and sending the actual derived message
62 as at step 815 does not increment the count (step 813), and thus the default
derived message 62 and the corresponding actual derived message 62 have the

same count noted therein.
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5 message 62 as at step 725, and with the content key
(CKx) the nedia system 48 can decrypt the stream 32

w@ssooati1siep 727 (step 809). Significantly, i naBtmuUiRas009900

such default derived nessage 62 has the default
&,w rements 47 that are nost- restrictjve in na}f
1021 a%y@?%rﬁ%%’ BBrIseiAlach IPQRAreSEnNgs the default “terived

rﬂs&,@g'et 6Y.Ch%d @8 béfbl%er’cﬁé rﬁ@dla nsy@ténh RN Ao @&)rrétﬁ)ondlng
at steps 617 and . that is based

B D a () AR 6y OB AP Bh sicPss &1 PB8TS Pb Fig. 7,
%@@Bw [,ag rité%gtngy' (%a toS\PéJW e aighatufs B@%hcne %te%hlt derived

er pon [ ater reéceivin he act ual
messag@cﬁzhes ghgfep 625, amﬂleth they aentpaiufer( ﬁ%h Bediggsystem 48

(iRt GBS bodl SR 1R O oo
swhud&wlhé%@genesﬁagerfe? haglihe qes_a@ysaq@lrraa@ntwbﬁet are most-
SRRl oSl AN PR SR S0 prion
liveasa§e i a IlcemSeusieEe 603.615 abbtepe 47 red®100f £19.tthtat srimsed on

Hl Petficehlieaal ah Ao et o et l§ Al ATesgpye m 2
:t@eiﬂmdlr@sp@ys«s&m &) may note from copy def agl t field
erived nme

20188884 | SHouiER edulife Beo Bl Belubr diaifivectRos B ana n
;Sbﬁld;lﬂ@" upﬁj?h%dtlhg Rh&vihé tolifitesaluedn Isesh asidiandgerd@tuatssage 62 has

AT N Sl = G

%&énﬁ CKy) mardﬁ'le' @hﬂb@ﬂlrﬁ%tkﬁﬁ t(‘né Kidesaht ahvedtions udddrsiinds the
23 of Fig , although such nedi aéj{q;;stem 48 does

wghepged wguntny%@,tpynﬁ@rg, thatihe aglugldarlyed massege 62 includes

SQBA1eehlifsmants 7t ingt des %J}épléi%rthé%fm%ﬁﬁe%nisoﬂ from the
verify the signature of actual derived nmessage 62

defagli detivas messagen@l ésipp @99 t Akeraatiebntthe é@e%ﬁweas% may
@&é InNeR Ry, &a&mﬁﬁélg%ﬁ@ rbau.mﬁer%fmh thedg&fMR @ew&megsage

to cont’inue to decr he stream 32 as

G2 thats segh gneysagsi Gai i l@afﬁclt ylefaiadmngiurgs etrlfiie “’éﬁ“t @walt the
%ﬁﬁ%%sﬂ%ﬂ?%%g?d egqﬁegslasgggt ual requirenments 47 that

Ss-restrictive in nature, the nedia
sy §01819] 48 Asterdinghh $he metie wystensddneed ant derivedhe geresmmmnding

&ﬂsl?qf §DIJ(>§ @?1& rﬁg@ﬁg & (II%QGQS %ihs‘?éa{)s“ﬁf’san@lﬁ?%‘# Fig. 7,

aldguigh smenmdﬂa?swtdntmdoessemployém andegrith&ey (IKx) as derived in
h

GRneE o P TRl des Vel FlelRash 7225 vedy JB3 e o MlkeSt he

g o oy, ey )

Aobede Zamhekgian ST e Lo e BERroGR e GV ARR (O decrypt

heditid=@TBRts 4i7step F2TSRted Bk ySigaricabtiylanaaumyddh &g the actual
w th such stre m32 in tage nature o

f
ferived PetRege 02 O AL Sed e et 42 YeRtehont B fessrreSirctive

Peraurd weSHagia SEtdmsIOudh bendtres uad erebh@n reReliziversion
system 48 at nost about 20 seconds to a

license 36 in a license store 60 as at steps 617 and 619 of F|g 6 that is based on
such actual requirements 47 and that is to replace the corresponding default-

version license 36 based on the default requirements 47 (step 821).
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m nutes after the default derived nessage 62, and at
such time the actual -version |icense 36 based on the

wa@edosalserequi rements 47 woul d repl ace the PCT/US2006/009900

def aul t -versi on Ilcense 36 based on the def ault
(i]gl rements 47, frame where such str

190] esNate thay écrrgh% 8m°P8t picime that dheystream y°>25q%?| tre Ee@dered
é&%rd?ﬁ%% tHef dé¥§ulflﬁersﬂag ||'08ﬁé6996 Bb§éd‘&n trli&aéfzahut%%mvnems 47,
rate provi d def aul deri ved nessage
8 heer lﬂ@& @awsde@nmmrwm Sw@ steraan BAG tha ru@ure of copying and

re A \
et CBAETer AP & &lhidibbliing JeRid (R 158450 62
$hwld1§a|racelzq¢bmﬁhetsretdtﬂ pysterordd alemost akaididsenrpnds to a few
ir{u?@é‘%]f?’gr th@ JBRURHRATES hRUSa &4 sﬁéﬁttlnﬂetthg dﬁ GErsion
of such medla system 48 can expérience the rendere
iteneai¥63Rsed mrtbe lagtuahrequirements Ahwanldesplaadtiee defaulbhiversion
I t 5
0% 2 o Bui 08 TR e el g2 IR 36 FlrR whsre,sven
siyezine 82 saso tregrictbetys tontadllet He rekatlvesypsmmmi tugthe point of being
actu I -version license 36 based on the actual
5"3'(90 F%’f%nts 47 and can repl ace the defaul t-version
i c[e'msl@ 36\ttmﬁy<Edat@nby aﬁomdﬂag dpé awlféulr equvace mskagd 62 to the
any, real r cens
seRosySiSI A8, 5o tar ORaings SHNE JEb TS 47 kAEEwRgh an actual

gérRefedigeddt may W propRed] ﬂr@ fe@eitePLEGE |stfst @GS Me media
32 shoul d be available for as long_as the content 32

PSR A9 hrendefifigs Corr$SF’l°ﬂ€'“Soﬂ'Ee@m 33Jnjan exediipssypanngr so

€ W D6ert SrRdudhSmédiateyRRM a8 éa‘h &@,e%ﬁé@me F&Hder& stream 32
years, then the corresponding license 36 should also

B"é’"lﬂﬂé;‘s%\‘i’t Wltrr‘PLﬁ an; 'é@r%@a'%'? @r@l@@ of @iplth eVogrdhe @gtual derived
Mess e 6954 89 ﬂﬂﬁglyn&'byldeﬂ fio th 1N ERMM3B, i stich Qﬁedla system

exanpl e an epheneral signal such as a stream 32 t

£an tfeﬁ{p@@n%wot dhe copesrentling eetugl-versipns ieanse pig |b@ae@fon the
%%tﬂ%lrregn‘?&néﬁg &ﬂéﬁcﬁé&?%lé‘& thlg &%?Qél?vﬁglo?lhlﬂz‘élnge A6 hsed on

In a license store sane very
theatefaul@eqpicerneats dff withest anydesal logs. [ 0113] Thus, in the

$ERDA, LREN& 8iordeiher e a receiver 46 can be expected
T‘U“E‘U‘I‘I‘QZI'I'B'H'YT?'FEHFI’E 32, perhaps as fast as once every

sef@ttR}or Isoa rtyplqad; R biarchltqo;pne,claatl@ense]a%thr@ated for and

SOLLBRRENE' B PRBCT SR SV e P PRI T oy ropgr 9o the
b@rﬁem%mseaj/aaaiﬁie orT tas L the amtenm2ds foroexaddlé\® document that is

2006/ 616 PCT/ US2006/ 0099 d
Folb OF RESSHRLL (P01AE drery din oo ceE g Galgegge 36 should

él%@fb%%rbieﬁth@ a lmdsﬁsﬁ)ye?tierfoﬂﬁelsan% ielnqsafﬁﬁh%ﬂ'engmQIy, if
ul C roac uge uantiti|es urt ne .
ettty ohb o A opieae epfomaral Sihel sels an L cliedh B2 that is

@Qpec&féﬂf(ﬁ Bé gﬁ‘eéé?ﬂ foraad/efry REbM PetiBaSE thedy thes ens %@rr@@pondlng
that are i ndeed needed for a rel ativel peri od

igense RS shaqvld) alse i BreseRkingd dcanssyptore go Ifor %e same very short

period of time, ideally.

[0113] Thus, in the scenario of Fig. 4 where a receiver 46 can be expected
to tune many streams 32, perhaps as fast as once every second or so, it is to be
appreciated that the corresponding licenses 36 as stored by the media system 48

in a license store 60 are for the most part barely used and once used are never to
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[0114] Thus, in one enbodi nent of the present
invention, licenses 36 as stored by the nedia system

w®Moan es6segr egat ed according to rel atively shoreT/U§200€009900

licenses 36 and relatively long lived |icenses 36.

Mor eover, in such enbodinent, relatively short |ived
be besrsagaine Mareowroinecdhear ¥olupeof suRp setspsafuas stored by the

?;1% at éy{s@erﬂr%d b %nﬁ?en% %&36@0 %Entcﬂﬁcké?%bﬁro%lﬁﬁtI?JBSA'éuantltles

ativel l'1ved |icenses are store
hther pley ﬁ’@negtsoaﬁansn tirenges abiln such adigspse sigre 660serrching for

%ﬁbe fifGAY Qhéé’es?eg/g‘hﬁériseks)géq ¢ e lﬁdeéglﬁ/?éc?ég)ﬂfraé Y?Iatl\hely long

I cense”store ocated in
pesitideof $ipst ean ABcumberisemeteadidwranent | i cense store 60

I d;
i?ﬂ%] 40%h$,t WIO%% n{bﬁéﬁ‘fjetns?é\sfﬁ% suc% uRfen‘ilgr‘? I@H’s@s 36 as
stere&inw theemediat $ystem @6 pae tseg@gb‘re@nactdmajls@ e relaiamdi/ short lived

T M OR T

refativplyastest livexk lisesse3636 rard storpérineanendrel teummarysarm‘ @olatile

(8o oo 08 el BB A S0 b e B el ks oo are
stbriddg @ rﬁew pan%meEOarﬁd)mod-%larle mikeiydzastlre060 oD medis @ystem

$8 ChhceeTate R hSgE et b o o bt e o R emory
&ihhe tmédua/ Q@bternmae Whpb EEpérmanehf IRRABe Stbre GOUhEY B&located in a
{)Iaced th stem48 into the te

Dedeive mgrpg;yeofgbe %%Xﬁt% 48ppithucataier %O{ﬂé’h memory

ﬂ@p'%‘%mpl%}e@leﬂ/ﬁﬁolﬁt @SRy FrdmN e syt dhb! $bopkhér the present
| i Censes therein are not del eted whenever the nedl a

igyentiom 48 is 25 turned off or reset, and accordingly

Cafoe5] €Mth BRELrhSodiBBRAEHT %Eeprﬁgérfﬁﬁ‘%?ﬂl@hngwe media system 48
| ong- | |ved streams 32 on an indefinite basis. Note

PlRceigicenres 36 i Birsearmapcetivenseatosn 60 fat semgapandlg long-lived
Lirédind 95 Wr thé ‘ﬁﬁé‘ &8s BirO&Ed Q’? pehEled % ltH%n&gEaglesdevice

needed. he tenporary license store

ﬁ@fcmlmeeplahbam@*rcowm to 3pothies eresks spBemiidr @ thedike. Thus, all
Ake) shabne atch ifeTFALA, BSSLTR 1, Wit WAk ol
siteainss 82, WQuldm@r placed byl thehatedm systern 4@x1ptq thetten'@prm;d hcense

t
Bl B0 Ao Pekbrchaadea; ey s bl BT ke bk B nom
volatie, tdanicagsestda theseic lard ratpdsietey wHeneeetsimesmedle sgstem 48 is
ec fill d/ [ d, 34 2006/ 1

R b krssh s eepeia S5 e haldusdodrBdst e serrgpponding
bhg-npéﬁseeérgs:rwfam Ia(hnlpdéﬁ‘rleter@iylsa g%use_t emu@a teaplidetises 86 can
co nds a de ion of a cense in or ar

0 SR Uas b el Toam s et S e Lophe, O e RO b longer
fdedeam 48 deens that such license 36 is no |onger

needed. Such certain tinmes,. nm ate

'+ BRGSOt ShadsEnoraRy TGPORe CHe e o 14 valdles dopever. the
idPsBE 88ORErdiM RN HbREed WRABNEVERTRE Pnedid sYBEM 48 is turned off or
reset. However, such a deletion is by implication, and it is to be appreciated that a
more explicit method of deletion is also necessary in the event that the media
system 48 runs for a relatively long period of time, during which such temporary

license store can become filled and/or clogged.
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be the case that the nedia system 48 commands del eti ng
a license 36 when the corresponding stream 32 is no

wo ogeisetaned by the receiver 46, such as for PERESPDE009900

when the receiver 46 is conmmanded by the nedia system
48 to tune another stream 32. 10 [0118] However, it
i s[87he Hpys: depae embegiment af fhadresrit dnentios (be media system

Jé 8%8‘3% c%ﬁhn%ého% GKleYiolRY aDReREE @BtlHrﬂ% tér\gﬁ?renﬂra@nee store

ormation in such
60 a:temtenretﬁnesw@en |sUclrnemi@jsyab¢mt4ﬁiaieemse‘rh§t pecini@pse 36 is no

Iérgéerreﬁgeodf'e%' ngSuél{%Eﬁéﬂ ﬂﬁ%sbr% ngeb%%?dabﬂrognﬁﬂeoﬁhes without

t1ne ew se,
ddpatimggronoitiee ppidtasd sedpet dsfdhemacbwnis yweelinnd 8F proexaomgerit may

: ¥ :
A e o Flth€ 3750 SUtdth AP Co B RbE BHRANER: eiSo 3bfthp e
corEsporididd $reAoc GRdis gl Yongen tomed eblsrbkbldl reertvenfd6t rseich as for

Bt wrsh PR oRar 7€ je bBMHARCHAY (1B et otife to;tune

én&m%&egﬁ d2o0mthe tenporary |license store 60 does so

not by.in fact del et| 20 sa inste by mar Ki
ol 1 coroeu’ o B SRpRaner A dpe oAD' fitbnse
34 §@q9|6klwhﬁ‘a)} b@@re(rﬁét@ﬂa 9@&)exaﬁﬁ3lé‘ﬁt’mé? baRrRp&EsfoRin@ton |n such
suc repr esent ed a bit reserved inth

mraee%etegsllqeaﬁes%ﬁw §dl n&ﬁae%perr Hiti e efi{paga 32 sye%Pémdmg

lﬂere% mely%e bd-turle iA d ShdH g@ﬁ&j bﬁf%@ QLT EOTEY ﬂ?ﬁwal%/bé e case
npor ar I cense store 6 or the |I|ike. Thus

tmat leugg@@ﬁ Arpeass < tsmediarystamiia aodeRas r@%‘l"fﬁse%“%?ﬁ’ée 36
S/ nBs cgﬁ#rp%doé( efbidionasy S&Hhhf‘r’éenlg 0% S et %c@@éﬂ ity still

system equiring sanme. [0120] At a later tinme after
ltelqelrﬁisal@ﬁse 36 has in fact been marked for deletion,

Nd AREGS Coupﬁé' efﬁBB&heﬂFyof"%Hee rprﬁefe‘ﬁ‘t: %ﬁerﬂfon and

th rrezla syste require use of such marked
lurmegsew% Fig. e ang precesy of the mediarsysigot 48 éhajtvdshessigielete a

[BEAEL G5FTOE gt LA GBS R R
9ammbyt lbeteapmyenaa\dr@sucmmbnee aﬁuﬂ;telﬁ‘emmgpnqje onars suct as a
bt ot 1Re TR T B Th v BuflBlibe! St Yl flafRicpresentec
by @GmlSr%seltveti&n @i (leérfsp 3y sudeuse mindeagpioprishely Iset enayebe a

3ol Bl e BEL G0 Skl PGP s g o, or o

HIRTPOREE, Yad hREGRE st et 36ﬁ§n09mhedlafely/‘@eleted and can be
2006/ 115616 PCT/ US2006/ 009900 %9 Wth the present
ermploxed Bk any REISr Preces oL hedpedip Ry Sigmett RAUTBEFE S or a

relp @120;{6' W'é)ﬂkﬁepﬁl‘ﬂeodft@rf tHel Eenae €365 G@s agafaed béswmarked for
ot her licenses 36 by being stored in a te

delgtions hen, sng m@swmably.vgelwr%ﬁnw&thﬂ MEeFSe tbﬁr%%%rsystem

Suld Pé 18Niset Ut MRtkéd Yedrse 363 theSinatR: sﬁ@térﬁ @a/in fact deletes
ecom g congested with too many 5 such I'i censes 36,

sugthmarkesicessa §6arewan ok aatupting adiausekeenif:Araesss of the like
ks‘?&g%& In particular, and as may be appreciated, such a housekeeping

process of the media system 48 would be periodically actuated thereby to
examine each license 36 in the temporary license store 60 (step 905), determine if
the license 36 is in fact marked for deletion (step 907), and if so in fact delete such

marked license 36 from the temporary license store 60 (step 909).
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needed, and a housekeepi ng process periodically in
fact del etes such marked |icenses 36 fromthe

wa ewporsaig | icense store 60. Conclusion [ 0122pCTH§2006/009900
programmi ng necessary to effectuate the processes
performed 10 in connection wth the i nventi

" SIOH@IEe | Vahyine PraseghinvP it ie aiEETSRB o B8 g NeRRed for
3 felhdiRl r%rn@ngvps'ﬂé%d RSFQHhE HFe @egn@EQiédCfmrAC&ﬁérdmd&\%as 38Ushbeing

progra IS not attached hereto y partlcu ar
mr@grlarﬁntmporﬁnehce%ﬁysta@ Bophatyisavalalile @ makiraat Morggquer, to

&5\2&2 Hhe ltémgﬂtabgﬁbe%% |5% Jiie @rﬁtﬂéagnﬁﬂé)%ﬁd%%tewwrth %00 many

cope I'n the present
sutmelmena@ﬁ 38, syish diceasrs REt wedmarkedpfasveeleldprt yrhenheo longer

HeeBBhY Shd Aé?g&%fc%tfeﬁgi[w& arﬁoé&gr %&Wca‘ﬂ |§'f & @letes such marked

requrreme re to oye to construct
lmehsese3B Fordaha terhparhnt licehse stotebl.er 46 need not go to

he yrden of in fact conpletely creating such new
¢?Q:°é"hsgcg‘ 36 every tinme such receiver 46 newy tunes a
st [oaaal 32Thé peogrbmntieg edcessas) tnefldctiaie theprocesses performed

ment can b uickly create
SraeElE i e BRRRC b ¥ Bl T A ey Bl afou
ife ép;?]@@m td2he e@lev*antfprtbd]‘rammﬁﬁg puBI(ich: oAinmln«iin%Ig,OI wcmmlglggenming
on t ce eve second or s itiona
ot dRgPiherata, ohey i RO Rhos fent Sy,b¢ Bhividved to
@I’fé&ﬁja‘-ﬁ@ tﬁé%rﬁ@éntdmﬁﬁdwwmbbt lepatiag froreciher piENtasd scope
for the tuned stream 32 in a mnimal anount of space.

thgeeof.or mat 25 of such requi renents 47 can be enpl oyed

| npe@Apectd ar yvefs,@ntshv&ﬂiasﬁ 82ya@m Bi®Widliesl b plawided for the
medi a S\ést em 48 from sources oOther than the receiver

ueeivpO #8410 legte Prshaiiengredassien elviaqtirementy ¢(hahftmée be
B9gde & eor&rn%t dadehsy 36 Shak | ttmaq tREGELIMRN 4B0RE &N hotk&Y to the

tween the receiver 46 and the nedia system 48
uirdeo waf mh@ch@@mpﬂ@elycpr@atlnmgsuah RRY Jigen$e 36ngueryptime such

Webllef 3 Z{EEW t%ugegogt gfﬂéarheXZ( CK'}hé hsﬂo@t'eﬂed Th&sion of such

recelver nedi a system 48 exchan initial

muiremenﬂse%/? QQIKO)B quickly heastecdoend sedloiet %ﬁt MRERsSYSEKRX 8 each
@rﬁ%?@ﬁ: P%t 1 f f4§s etwlﬁlturte 2%%?%‘;%% \‘?g?g@tﬂé tug@r is commandmg a

tiranget orothe ardsayscrfemncanelvemtsbomchpe sopr Addldemialh/oﬁhe nbortened
receiver 46, to send a, d I § 7
LSRN 5 e HoRFIeRins 32t oadfbe b Bb AGRRPRS, 4l igense
krmiremeatsdot thenuaed atreaml 3$mta nﬁnnmﬂamoen’euft spate. v&lﬁwnformat
act ual | .l ocat e Such def r.e U|re nts.
@nﬁ'i‘%yé%quﬂﬁ?nﬁqg ghz,d Eﬁs?rg Oﬁ%d dhePMeS 'ﬁ)g He 61us§r|%aﬁ13 32 as
pmwba evEiY medid systens4Bfromesulirédseoth@dhan hesteesivaBa@.an
i sti ween s ch default

sudhi2]r r AsroRaAe SRS oD AT ANE PN 3T LAV ed for
EIoRInCBadh Refietantbht kOAYCKPHtkSert Thevrédeiidted6 and the media
system 48 without the need for creating an actual license 36 with each such
content key (CK) therein. The receiver 46 and media system 48 exchange an
initial content key (CK0) and then rotate content keys (CKx) based on the initial
content key (CKO) in a coordinated fashion.

[0125] Moreover, in the present invention, a system and method are

provided for the receiver 46 to send a default set of requirements 47 on a
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correspondi ng actual requirenents 47 upon receipt
thereof. [0126] Finally, in the present invention, a
weymbemeand net hod are provided for the nedi aPGHES®NG/009900
48 to store at |east sone |licenses 36 correspondi ng to
tuned streanms 32 only on a tenparary, basis. The ned
psslisinany4Basianane dbehi &k aghiak el °f | legkinraantse h e rﬂ0913"y
kﬁ%téq: 0§ &ch a@lt Fe%'im%@ﬁﬁé APt emAdEd Wth@‘?ﬁécﬁa %yéﬂeﬁMB until
etes su nporarily stored 1i'censes when no
the mgtaal mmremenusoﬂﬁre Isent rrndl theb@edigp?ystenat4d cemgistinguish

ul e | s
RGP Lo et oL SR Ahias 47 TaRE. SEGH ScSFontRg actua
redxmreerménts I 47 slamhl darbereph?@:er éhanwefaulheﬁe@ruwer@enusha%ﬁ twiths the

cofesan s ey ThpulsBe RS 4y CpbRFecMERbE O cover

nmofd1R6L at Fioaly, \in tie presemitemsemtlont aaystestaped methachare provided

PRt B) AR R GO BB I L LA i EPOINg o tuned

direbhed X erily oo rairtamnpomry bgsis eTbé nestnsstéa r48a:adu rgcd)gmze which
chens fro er of corre ndi. n ita

IGBRENE0 (1550, A SOt e BN HIE i e e gia,pystom
déﬁé’té@@@ch entpdrary l‘s’@f&tﬁl&ﬁﬂse:{ Wﬂeﬁﬁbhlrmﬂ;etne‘ede@ ng: 5

the receiver tuning the content e recei ocarin

i BHRRT ¢t BRI apPERAIED ot ShaneF bid he Thade 9 the
érﬁ@dﬂ%@ﬁ@naéscfr@édtétﬁ)vbl WRRGR; déﬁé@tlrfg?(ﬁ@hvelﬁe mventlve concepts
constructln he rEQU|renents fromthe

thresf. i shewd diec Pory tBerefPredhst ﬁhafcmé%nt\ogda.n%%ﬁ%%fo the
5&‘?1|<§J‘§r é}‘ﬁ%&h‘h'eﬁ& 88M6&R, bul R igifled Rl LoV hiv@ifdeYbRLwithin

upon recelving the sent requirenments constructing the
the spinis anth seene rihe prasentipueniion %&ﬁﬁlﬁ?éﬁ&ﬁ*ﬂ%ap%@&eg@a'ms
such constructed license in a license store of such
conmputi ng device, and thereafter rendering the

content only in accordance with the |icense, 15

wher eby the receiver need not communicate the |icense
itself to the conputing device. 2. The nethod of
claim1 wherein the digital content is a stream of
digital content froma signal having a plurality of
such streans therein, the nmethod conprising the
receiver tuning the streamfromthe signal. 20 3. The
nmet hod of claim 1 further conprising the receiver
decrypting the content if necessary and re-encrypting
same according to a symetric content key (CK) that

is shared with the conputing device. 4. The nethod of
claim 1l wherein the receiver |locates the information
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relating to the requirenents at a known interval and
| ocation within the content. 25 5. The nethod of

w@bk@mbmsbievher ei n the recei ver constructs the PCT/US2006/009900

requirenents fromthe | ocated i nformati on according to
a common format expected by &@s comput i ng devi ce,
wher eby the conputing deviG ei ves such

r equiqr enenl sefhba %ﬁéﬁ(mﬁ@hi&é?tﬁlg' r@qunFH?nérﬂmrb &leﬁéﬁben&e from
The method of claim5 wherein the receiver constructs

a FReeivgD of eqflasperting dligitabsantent 1o 8 campyting feyiaatipem which the
gi?é?%ght%ﬂt Is0 Be GORTENE Ttae ﬂ?éthoop&mmswg a multi-bit

presentation ed Into a numb re-defi ned
fields i thd iegRivgr BB ole zouent 15616 PCT/ US2006/ 009900
an 1 nput _GRn%dBRAE BEbhiRh BRfedral dhBRASIdVERSNG to the
val ue that corresponds n a predeterm n manner a
requiréroeintaforctbatieensepr ot ecti on net hod enpl oyed on the
content; c : i
the. cont ent® ARvEECHTRucl HE hTieheRERBRERE
idforimationt andieendiey secnparnsirngted eedquiremeantsitoothe oomprmbnga devnce;
cqc#)y protection nethod-specific fields containing
ormati on unique to one or nore specific copy

prot ect i otheedrhpating dévith@oﬁeédsmﬁn@fthecd;ait meqlumhwm n

the receiyver. constructs th rements from.t
BUIEETG PGPSR 950 o1 e Gk R R BTer RS O P

ddhstavte ficéme ihsSlitense stobe bi sm,ns;@nip@tnﬁ@ aelies, drenpuidafter
device to rend?r t he cont ent ihh@gﬁ and i f so how

WQH?”WQ heLontRIt PRI BPERYUIRRRR W iCPUS&se such a sub-

l'i cense. @hefdlsy HBtrEQIVehetl AbMtdmiBiciethE NBeiRGRIEKeH the
sends the constructed requirenents to a trusted

Q%HQ}BWS Ve t he conputing device. 15 9. The nethod of

claim 1 WAgEh&thbder 8P Y iiHas:IS e Gﬁ@ltél%ﬁferny%tassﬁéﬁn of
| i cense based on the received requifrements

@ml@ynmt HomepORY haviera plrralityt ewclhﬁtsgarea&erﬁunem ragthod
ﬁqq to

pr eprjlr 3@@&\9& thr‘?inb mﬁ? %tg ﬁ.gm%%g?g‘{?tpgr -readabl e

medi W havihagnet @d@ claive i dgihes oapptieing e eeetyer dedrypting the

LR Wéc@?éar&zgﬂh ?é‘%@&gﬁﬁnﬁs{lﬁé ek g 16 %%&tﬂ& cBHtePt

requirenmen cense elver o
W(Cé@rbhﬂtm argaredg\nﬂhathe compaimg deviee.conputi ng device

LEoD bl ol R 0E0k i Rl REAME B pydor
itela!mge@me/mquiraoanﬂsmg anbtvnrintehal awtoeat]on witoinriad camtent.
rel até. ng tI'%e etho& of clg%JH rw%ré?er}ﬁ ef r(garcellvgre cor{s {CE the
requirements from the located information according to a common format
expected by the computing device, whereby the computing device receives such
requirements from any source in the common format.

6. The method of claim 5 wherein the receiver constructs the
requirements from the located information according to a common format

comprising a multi-bit representation divided into a number of pre-defined fields

including:
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the receiver constructing the requirenents fromthe
| ocated information and sendi ng such constructed

WO eailrssnent s to the conputing device; and thBCT/US2006/009900

conmputi ng devi ce upon receiving the sent requirenents
30 constructing the |icense based on such received
requi r emeAR §IPUE cERY PYteation metbestiold spacifvinacawale thata

Jédé%ggéﬁds% %ﬂﬁ'eeéteﬁ#’lﬁ@d %%H%} kg pgﬁ.\su@?corﬂeﬁt ;sraﬁsrcﬁaﬁ hféfthod

ring the content only in accordance w th
¢émplepeckon tieceastigntt he recei ver need not conmuni cate t he

2006/ 1156 16 oRLFP T BIPGBRE iR o tneiolth may be eub-
lkensérkirenrihe hemgiiiig déviestetanother sompsiingdevies; andgi t al
content f hﬂ@o?mﬁrg Eg;!)y né'?)#ocggn ?ne%cw %éc‘if}’c dssé’cﬁ*ﬁamln

streans thnereln, conprising the recerver
infoninatiort treiqee teeams br more $}Ecsf|cgnay pratectionteettmods.um of

I he ,m
eceiver dBerypEengreRE! ¢ anelsh HiterdREbbRfRgk e
W&u&m&rytpﬁnongtmamtac Md)mtha’mgn to lncmdeymhmhesn tbe conm(petirhg

%é shar ffg t he ctor{g(g devi c tent
"n“e?d‘i ‘B?Heo"f’ SE JPFASP °\i6|'i‘8 [ ROTREM 2l TRgdel B% SBiten
thBrednnhid MBbinew masy Gined thd cbrhﬂilﬁlng&wvlcé&fmni@e&tuca a sub-

known interval and |l ocation within the content. 14.
&S¢redi um of claim 10 wherein the receiver constructs

the 1f) requkmnesRod of (leéi@rim W\%rélﬁﬂﬂi @deivef Seritatth® Bonstructed

according to a comon {] ected by the

tesHisemeg fe@viusted W@Wt p f@e tinghgeves:i ce

receig/es Sug h\neths& Bf asm@ ﬁ‘t\n#lefréﬁ meaébfnﬁlﬁlﬂ?(‘c%vidé ddhgtructs the
common format . . The nmedi um of claim 14 wherein t

Weepse béﬁsed:%merr@éwe@ FRAUITERGHIS BhAPISYINE shingRRing @!99('81!“
th%t e{apg E&Y‘ﬂée i a&quﬁ&nan@@m.c%ﬁwa&c&é.n@wé §éﬁiﬁd

representation divided into a nuiber of
maeplagfruln@d fields including: an input copy

protegf i on St Nadr fda Eﬂeﬁﬂ@cﬁu@ﬂa@@x %tabYerbBR tom pter-

corresponds In a pre etermn er to a particula
exatutabte ipsotaions anplestengag aengthoy &t comrwmcai@gtr@wrewts

fao(s %?oi%ta? f?&w glfroYr?% lr'&fézlve(?‘lo‘fI o dr‘?%p%ﬁﬁi'ﬂh c:r@tali1 Q%térqleto computmg

i censé
d@/l@B’]UﬂdTEWthb tipudigitel adetent is; to dmdeodmred,rthnnmdhofd) pymprlsmg

protectio nmet hod cific ds contai ning

i nfor matl {ﬁgegﬁéﬁﬁﬁndo%g C8B eﬁ%re speci fic copy

pr ot ect i omheTeickives lockting Whiein tiesl cantefinfolraationl@latingrie ithe
t he, recej vertlh(égnst ructs the 25 requirenents fromthe

reUieRaNiSHPINRACER t 0 i ncl ude whether the conputing

the receiver constructing the requirements from the located
information and sending such constructed requirements to the computing device;
and

the computing device upon receiving the sent requirements
constructing the license based on such received requirements, storing such
constructed license in a license store of such computing device, and thereafter
rendering the content only in accordance with the license,

whereby the receiver need not communicate the license itself to the

computing device.
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device can issue a sub-license to another conputing
device to render the content thereon, and if so how

woreng/113enes t he conputi ng devi ce can issue SUucPCEUS206/009900

license. 17. The medi um of claim 10 wherein the
recei ver sends the constructed 30 requirenents to a

trustldd cdhparsiimef claife 18 yvisuein Mg digiial contergis arpigeam of
E!@‘f’él WBhht ﬁ&rﬁ'd‘%n%l%@ﬁw@'é‘pl&ﬁéﬁtﬁ%ﬂ% bﬁ‘&arﬁ@%ﬁeﬁ"@n the method

nstructs the Ticense based on the received

¢<nmriairmbntrsceweréwmngyhmgtre@nmﬁpm thg sigABgor i t hm t hat
rraps Ti’lb%é:h iGh é:tf P%lrﬁ %ﬁe‘?&ﬁqﬁén\%%mnhér‘:&ﬂﬁﬁlses the

accor 0 pre- mapping ru
receiver decryptmg the content if necessary and re-encrypting same according to

a symmetric content key (CK) that is shared with the computing device.

13.  The medium of claim 10 wherein the receiver locates the information
relating to the requirements at a known interval and location within the content.

14.  The medium of claim 10 wherein the receiver constructs the
requirements from the located information according to a common format
expected by the computing device, whereby the computing device receives such
requirements from any source in the common format.

15.  The medium of claim 14 wherein the receiver constructs the
requirements from the located information according to a common format
comprising a multi-bit representation divided into a number of pre-defined fields
including:

an input copy protection method field specifying a value that
corresponds in a predetermined manner to a particular content protection method
employed on the content;

a copy control value field representing how the content may be sub-
licensed from the computing device to another computing device; and

one or more copy protection method-specific fields containing
information unique to one or more specific copy protection methods.

16.  The medium of claim 10 wherein the receiver constructs the
requirements from the located information to include whether the computing
device can issue a sub-license to another computing device to render the content
thereon, and if so how many times the computing device can issue such a sub-
license.

17.  The medium of claim 10 wherein the receiver sends the constructed
requirements to a trusted component of the computing device.

18.  The medium of claim 10 wherein the computing device constructs
the license based on the received requirements by employing a mapping
algorithm that maps each field of the requirements to the license according to pre-

defined mapping rules.
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