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1. Field O The Invention SPECIEICAXREONresent invention rel ates
to secured nenories. Mire particularly, the present I nvention
relates to a secured nenory whi gecbREWIEMORTHAVINGE | evel s of security for
t he appl i cation zones. MULTIPLE SEQURITYIIEEVBLISor Art 10

The use of plastic cards for paynent has existed since the 1950's with the
i ntroduction of the %@R@U@Wﬁéﬁwwogxpl osion in their use

since that ti;me h Lng short of phenonenal . Today,
mlli onsgof clar dsﬁglflgﬁﬁg%ﬁgédlqgmnnual |y by different_ organizations, so that

their use for bot FhepRiGIFBLINVENHER Fakates ta Sequgrs esmpriss. Moo ParHeYlHlY. ithe RBY R nost

uni versal .  invention relates to-a secured memory which provides multiple levels of security for the
application zones.

2.  The Prior Art

10 The use of plastic cards for payment has existed since the 1950’s with the introduction
of the Diner’s Club card. The explosion in their use since that time has been nothing short of
phenomenal. Today, millions of cards are issued annually by different organizations, so that
their use for both payment and the recordation of information is now almost universal.

Originally, these plastic cards were cmbossed and had a signature line which could be
15 used for comparison to maintain security. However, as can be imagined, this was not much
of a deterrent to fraud and misuse. The first major security improvement was the addition of a
magnetic stripe on the back of the embossed card. Plastic cards with a magnetic stripe are
probably the most popular form of payment and information card available today. The
memory storage provided by the magnetic stripe also permitted the recordation of far greater
20 amounts of information than could be embossed on the face of a plastic card. Though these
cards provide some level of protection, it is not all that difficult for the data stored on a
magnetic stripe to be read, deleted and rewritten by anyone with access to the appropriate
read/write device. Accordingly, it is less than suitable for the storage of confidential data, or

for storing a value that can be uscd in place of currency.

25 In response to these limitations, a plastic card with a secure memory was developed.
These cards are known in the industry as “smart cards”. The storage area of the secure
memory is often divided into blocks of memory. The object of providing security to a
memory is to protect against unauthorized access to and tampering with these blocks. The
security is typically provided by some combination of both hardware and software. With a

30 secure memory it is possible to write confidential data that cannot be read or erased, and to
prevent writing of data by controlling the reading, writing and erasing with the combination of
hardware and software which depend upon particular conditions to occur prior to executing
these operations.
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it virtually impossible to erase a memory cell once it has been written to. For this type of card,
a fuse is typically blown which disables the erase function of the memory. Accordingly, as
the reduction in the value in the card is made by writing to the memory, the additional value
cannot be added to the memory by an erase. Though this is a fairly adequate way to prevent’

20 tampering, it is not attractive for the reason that once the valuc on the card has been depleted,
the card cannot be reused by adding additional value to the card.

Accordingly, it is an object of the present invention to provide additional security for
memories which are incorporated into devices that require secured memory, such as smart
cards.

25 Further, it is another object of the present invention to provide security for memories
which are incorporated into devices with secured memory, such as smart cards, that does not
prevent the smart card from being repeatedly reused in its customary manner.

BRIEF DESCRIPTION OF THE INVENTION
According to the present invention, a secured memory comprises a first level security
30 zone having an access code controlling access to said secured memory prior to an issuer fuse
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BRIEF DESCRIPTION OF THE DRAWINGS
15 FIG. 1 illustrates a general architecture in block diagram of a secured memory according
to the present invention.

FIG. 2 depicts a memory map of an EEPROM memory partitioncd according to the
present invention.

FIG. 3 illustrates a timing diagram of a security code comparison and validation
20 according to the present invention.

HIG. 4A illustrates a timing diagram of a reset operation suitable for use in the present
invention.

FIG. 4B illustrates a timing diagram of a read operation suitable for use in the present
invention.

25 FIG. 4C illustrates a timing diagram of a compare opcration suitable for usc in the
present invention, '

FIG. 4D illustrates a timing diagram of an erase/write operation suitable for use in the
present invention.
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FIG. 10 illustrates schematic diagram of a circuit for setting Rn and Pn flags suitable for
use according to the present invention.

FIG. 11 depicts a table of access conditions for personalizing the secured memory after
a fuse is set to logic ‘0’ according to the present invention.

15 - FIG. 12A illustrates schematic diagram of a circuit for generating a read enable signal
according to the present invention.

FIG. 12B illustrates schcmatic diagram of a circuit for gencrating a fuse write control
signal and a write control signal according to the present invention.

FIG. 12B illustrates schematic diagram of a circuit for generating an erase control signal
20 according to the present invention.

FIG. 13 illustrates schematic diagram of a circuit for generating fuse write, write and
erase enable signals according to the present invention,

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT
Those of ordinary skill in the art will realize that the following description of the present
25 invention is illustrative only and not in any way limiting. Other embodiments of the invention
will readily suggest themselves to such skilled persons.
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BRI EF CRI PTI O\]A@_eclfpﬁgrrr&geg{,@q\g%emhzzd architecture of a secured memory 10 according to the
present invention is illustrated in FIG. 1. In the secured memory 10, there are blocks for a

power on reset 12, address decoder 14, security logic 16, and an EEPROM memory 18. The
secured memory 10 has eight pins, namely, VDD, VSS, RST, CLK, PGM, FUS, and /O
connected to the various blocks in the secured memory 10 as shown. As will be explained

15 below, the EEPROM memory 18 is partitioned, and anthorized access to the various partitions
to perform the operations of READ, WRITE, COMPARE, and ERASE is controlled by the
security provided according to the present invention.

In preventing the unauthorized access to the EEPROM memory 18 two potential

instances of unauthorized access must be addressed. The first instance arises because of the

20 transmittal of the secured memory 10 from the manufacturer of the secured memory 10 to the
issuer of the secured memory 10. To prevent the unauthorized use of the secured memory 10
by those who might intercept the secured memory 10 from the issuer, a security code
determined by the manufacturer and conveyed to the issuer must be used by the issuer to gain
access to the secured memory. According to the present invention, security is provided to

25 prevent unauthorized use by one other than the end user, and to prevent anyone other than the
issuer to tamper with or use the memory in a manner not permitted by the issuer.

Tuming now to FIG. 2, a memory map 20 indicating the various memory partitions
made to the EEPROM memory 18 is set forth. In memory map 20, the address in the
EEPROM memory 18 of each memory partition is identified along with the number of bits for

30 each of the memory partitions. For example, the partition labelled Fabrication Zone, to be
discussed below, is found at addresses 0 through 15 in the memory map 20 and is allocated 16
bits. The bits in the EEPROM memory 18 arc groupcd together as 8-bit words. The memory
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The Fabrication Zonc and Issuer Zone each contain information that is pertinent to the
manufacturer and the issuer, respectively. The Fabrication Zone is programmed by the
sccurcd memory manufacturer, and is not alterable. Access to the Issucr Zone is controlled by

10 a security code flag which is set when a valid security code is recognized by the secured
memory 10.

The partition for the Security Code contains the security code which must be matched by
the issuer to access the EEPROM memory 18 and to thereby personalize various partitions in
the EEPROM memory 18. The security code acts to secure transportation between the

15 manufacturer and the issuer, and as will be explained more fully below, after the EEPROM
memory 18 is personalized by the issuer, the security code prevents unauthorized access to the
application zones of the EEPROM memory 10. As such, the security code is a global access
control for the entire EEPROM memory 18.

s..  The Security Code-Attempts Counter tallies the number of attempts madc at presenting a
20 security code. The secured memory 10 is locked if the Security Code Atiempts Counter
records eight non-valid presentations of a security codc. The Code Protected Zone is a
partition that can be used as a scratch pad wherein READ access is permitted, and
WRITE/ERASE operations are controlled by the security code flag.

Section 24 of memory map 20 contains four application zones, that include partitions for

25 both security and memory storage. Each of the four application zones illustrated in memory
map 20 includes a partition for a Security Code, a Security Code Attempts Counter, an Erase
Key, an Erase Key Attempts Counter partition, and a Storage Memory Zone. Once the
EEPROM memory 18 has been personalized by the issucr, the partitions for the Security Code
and Security Code Attempts Counter in each of the application zones control read and write

30 access in combination with other security measures, to their associatcd Storage Memory Zone,
and the partitions for the Erase Key and Erase Key Attempts Counter in each of the application
zones control erase access, along with other security measures, to their associated Storage
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Section 26 is a Memory Test Zone is provided to test all the operations of the secured

5 memory 10 without the need for security access.

Section 28 is a partition for a Fuse. Once the secured memory 10 is personalized by the
issuer, the Fuse partition 28 is permanently “blown” by setting it to logic ‘0. It should be
appreciated that the bit which is blown is a stand alone bit of EEPROM memory that is set
permanently to a logic ‘0°.

10 As discussed above, when a securcd memory 10 is transmitted from the manufacturer to
the issuer, a security code determined by the manufacturer is conveyed by the manufacturer 10
the issuer. For the secured memory 10 to be accessed by the issuer to personalize the secured
memory 10 for the user, the issuer must input the security code conveyed by the manufacturer
for comparison with the security code as programmed by the manufacturer of the secured

15 memory into the Security Code partition in section 22 of the memory map 20. For the issuer
to gain access to the EEPROM memory 18 there must be an exact match of the security code
input by the issuer with the security code programmed by the manufacturer.

To prevent a systematic attack on the secured memory 10 by an unauthorized person,
each attempted access to the secured memory 10 by inputting a security code to be compared
20 with the security code programmed by the manufacturer is tallied by the Security Code
Attempts Counter in section 22. If eight unsuccessful attempts are made to match a security
code to the programmed security code, the ability to set the security flag is no longer possible.
Each time an input security code is compared to the programmed security code, and a match is
made, the security code attempts counter is reset to zero.

25 . Turning now to FIG. 3, the timing diagram 30 for the successful security code
comparison and a setting of the security code flag is shown. In the timing diagram 30, the
operations of RESET, READ, COMPARE, WRITE and ERASE are performed. The timing
diagrams for the RESET, READ, COMPARE, and ERASE/WRITE operations are set forth in
FIGS. 4A through 4D, respectively.

30 As illustrated in timing diagram 30, to compare a security code with the security code
programmed by the manufacturer, a reset signal is first provided to the RST (reset) pin of the
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used to increment the address counter, while the R signal is an internal signal used to reset the
address counter to zero.

The address count control circuit 40 has the following input signals:
. PGMERASEFUNC, WRT, CLK, RST, FLGRST, and CPUB. In the address count control
15 circuit, the PGMERASEFUNC and WRT signals are both connected to the inputs of a NOR
gate 42. The output of the NOR gate 42 and the CLK signal are connected to the inputs of an
AND gate 44, The output of the AND gate 44 and the RST signal are connected to the inputs
of a NOR gate 46, and the output of the NOR gate 46 is passed through inverters 48 and 50 to
form the CLKR signal. The CLK signal and the FLGRST signal are connected to the inputs
20 of an AND gate 52. The output of the AND gate 52 and the CPUB signal are connected to the
ihputs of a NOR gate 54 having an output connected to the negative edge triggered clear input
of a D-type flip-flop 56. The RST signal is also connected through an inverter 58 to the clock
input of the D-type flip-flop 56. The data input of the D-type flip-flop 56 is held HIGH
through an inverter 60 connected to Vss. The data output of the D-type flip-flop 56 and the
25 CPUB signal are connected 10 the inputs of a NOR gate 62, and the output of the NOR gate 62
is passed through an inverter 64 to form the R signal.

The PGMERASEFUNC signal is internally generated by a circuit to be described
below. Itis generated to suspend the address counter by not passing the CLK signal through
AND gate 42 as it toggles, as can be appreciated upon inspection of the address count control
30 circuit 40, when an erase or write cycle is being performed. The RST signal is generated
externally to reset the address counter to zero. When the RST signal makes a transition from
HIGH to LOW, D-type flip-flop 56 is clocked, and data output D-type flip-flop 56 goes
HIGH. As aresult, the R signal goes HIGH and the address counter is reset to zero. The
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g ps ot 1hd 8 have been reached. The control word identifier also generates a signal for the first bit, the
second bit, and the eighth (last) bit of each word in the EEPROM memory 18. As will be
10 described more fully below, the signals generated by the control word identifier are used by
the security logic to identify which partition in the EEPROM memory 18 is being accessed, as
well as whether the first, second, or last bits of a word are also being addressed.

A bit by bit comparison of the programmed security code to the security code presented
to the VO pin is then made as the clock signal increments the address of the programmed
15 security code. The comparison is made by the compare bit circuit 70 illustrated in FIG. 6. In
the compare bit circuit 70, data read out from the EEPROM 18 a bit at a time by a sense
amplifier on the SAOUT line is compared by XNOR gate 72 with the security code being input
on the /O line as it is clocked through the D-type flip-flop 74. In the COMPARE operation,
the address counter is incremented on the falling edge of the clock, and the input data is latched
20 on the rising edge of the clock. The comparison is done on the next falling edge of the clock.

A comparison is made at the time D-type flip-flop 82 is clocked. As the comparison is
made, the CMPBIT must remain HIGH for the comparison to indicate a match. For the
CMPBIT to be HIGH, both of the inputs to NAND gate 80, must be HIGH, if one of the
inputs goes LOW, then the CMPBIT signal will stay LOW. Since, one of the inputs to

25 NAND gate 80 is connected to the output of OR gate 78, the output of OR gate 78 must remain
HIGH for the CMPBIT signal to remain HIGH. The inputs to OR gate 78 are the output of
the comparison from XNOR gate 72 and the SC WORD signal fed through inverter 76. When
the address counter is within the partition containing the security code, the SC WORD signal is-
HIGH, and as a result, the output of OR gate 78 may not be made HIGH by the SC WORD

30 signal while the address counter is with the partition for the security code. Rather, it is when
the bits being compared are the same that the output of XNOR gate 72 is HIGH to provide a
HIGH output from the OR gate 78 so that the CMPBIT remains HIGH. If during the '
comparison, the output of OR gate 78 goes LOW, then the CMPBIT will go LOW and remain
LOW. It should be noted that if the power is shut off during the comparison, the COMPARE
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third is the user of the secured nenory which has obt ai ned t he product from

the issuer or distributor. According to the present invention,
great er secuwotsyissésan i s knovvn in the prior art BCINUBhaessded t o
prevent the un Ld I; I se

Pr ¢ QRULNGL £ DTS BIp HIE n SRS %@;@%\gﬁ g cg:& ssignlt®

A bl ock di agréi‘ﬂlllfﬁ’rfe‘f}ﬁé) BBh Pé]"Pé%cS‘he m%wz&aa?taef grEdohenory 10
according to the present invention is illustrated in FIG 1. In

tgg secugI ed (rjrermrmé&mmeume mmxﬂae!s&urit?eodamme utsecuﬁ@%ﬂe,@ﬂalfd@lﬁﬁt 12,
address decoder _
secur ed mam)r Téloﬁnﬁgtcb% ﬁ ym&)gfn%’evg“qaé&d@%%u Qw%{ﬁg‘ﬁ% and
1/0 50 Seinruntied 2pda READRIrRI9NIS BSTTerERS vith a 19gis éééf?%&nm@rﬁmﬂtno as

shown. As wi | [CoieArengiteCountir. Buring a READadperation} the addrRCdvhweisincrentsied. sin
partitioned, cmcmm BRHuéﬁdvhé‘&ﬁ@ﬁ&résPcohﬂé‘r iV AbleMbified) M kst biPfdAvailable on the O

Phe O™ 1 CUE et BANRE offe obiie e rspepid e’ apwsm%%«“‘gaER?anHbvs%@"%“%éed >
I n preventing @h@ﬂ%b@wﬂﬂq%a’sa@@e@sw@ovm@mww asdhaveRsemot ent i al
I nstancae of unkdesileticSechrRE CadAtBnMpts cdrftettlshresss et the Bdéredsiin which the logitc e

ari ses becausey.qftohibes YRITE opdrliBRN Ty hordla bolifac E:o0 BN odaighh t he

manuf act urer e se nory I ssuer e secured
menory 10. To prevent the unauthorized use of the secured nenory 10

by those who m ghiThe write pere perifichtion cisenit/98 db iHustrated/in FIG{% Jire irput sigpelsitorthe g
security code write zero verificktiof tifduit ©0 al2)CPURS CIR /RGN Cdnd SAVOURN The QPUBYsGMali® t he

| ssuer must- bgln m@mxﬁéﬁ&%éﬁ %;?ﬂ&anAND ate94aaﬁ&§1§§16£r(?np§|b ' 3Ppur ed

menor Accor I nvent1 on to 25
ot sighahis conng %"95{\5 fE/?éJE?l‘PAAﬁ%ig“l‘% fevent

prevent Wnaut FFE

lL.X

- anyone ot her tsmm NAND gate 98, the clpckgnpat oftad-tyaerPiprflonil it and 2 iz NARD mﬂﬂBy in a

manner not permhie PGRIkigayl it Sohnécteduihe clock input of a D-type flip-flop 104, and through an
inverter 106 to the data input of D-type flip-flop 100 and to an input of third NAND gate 102.
. The data output of D-type flip-flop 100 is also connected to an input of third NAND gate 102,

20 The output of third NAND gate 102 is connected to an input of AND gate 94. The SAOUT
signal is connected to the data input of the D-type flip-flop 104. Another input of first NAND
gate 96 is connected to the data output of D-type flip-flop 104 thraugh an inverter 108. The
output of first NAND gate 96 is connected to one input of an AND gate 110, while the other
input of AND gate 110 is connected to the output of AND gate 94. The output of AND gate

25 94 is also connected to the negative edge triggered clear input‘C’ of D-type flip-flop 112, and
an input of NAND gate 98. The data output of D-type flip-flop 104 is also connected to
NAND gate 98, and the inverted output of D-type flip-flop 104 is connected to the clock input
of D-type flip-flop 112. Vss is connected to the data input of D-type flip-flop 112 through an
inverter 114, and the data output of D-type flip-flop 112 forms the output of write zero

30 verification circuit 90 after passing through inverters 116 and 118.

Referring now to FIG. 7, the validation operation will be explained. When a logic ‘1
is read from the security code attempts counter following a COMPARE operation, as
discussed above, the SAOUT signal should be alogic ‘1’. As the PGM signal goes HIGH to
start a WRITE ‘0’ to the address in the security code attempts counter from which the logic’1’

10



furni ng nowto FIG 2, a nenory map 20 indicating the various nenory
partitions made to the EEPROM nenory 18 is set forth. In nenory
map 20, thevasishiiess in the EEPROM nenory 18 of eg¢kisssnbaibY
partition is identified al ong with the nunber of bits_f . _egach of
the menory pavasiteadghlogicih shauldbelatehed afhe E%IONPM%P-WB%P‘%B%&(&%H@QP?]HH '
Zone, to be the WROVENkimelisEOW. J£4 WRITE &’ beunefl, the SAQTaignalswill be hatabedyon 15 i n

the memory mage gt AfAp ddie 8f PEMAt ed 16 bits. The bits in the EEPROM
menory 18 are groupedg‘toget her as 8-bit words. The nenory
5 WO 99/ 18504 map. 20 of the EEPROM nepory 18 has

been di vided i nt A¥BRASKereraigis thep performedn the,drqurity Code Attempts Cqugter. o Thig o
ready ursder st wilidesuly irof logia ¢H beifg Iatchedrae te pytpyaf Ditypedtipflop 112 on the rising edge of
Section 22 of 0BG MpitePDAbe BiPAGH 113, RSHculdite Apitediféd thil WhePWRITE spetdtionnd
the issuer. is performed only a single bit is changed, but when an ERASE operation is performed the
whole byte is changed. A READ operation is then performed to indicate that the security code
flag has been set because an erasure of the Security Code Attempts Counter has been
10 permitted. A READ out of a logic ‘1’ indicates that the security code flag has been set because
an erasure of the Security Code Attempts Counter has occurred. A READ out of a logic ‘0’
indicates that the security code flag has not been set because no erasure of the Security Code
Attempts Counter has occurred. D-type flip-flop 100, NAND gate 102 and AND gate 94
ensure that the WROVEN signal will be forced to a logic ‘(0 if the power is reset or the address
15 is incremented.

Once a successful COMPARE has been made, and a WRITE operation has been

performed, the security code flag will be set by the security flag circuit 120 illustrated in FIG.
8. The inputs to0 the security code flag circuit 120 are ENABLE, CPUB, WROVEN,
ACWORD, and CMPBIT, and the outputis SV. The ENABLE signal is connected through

20 an inverter 122 to an input of a NOR gate 124, and also to an input of a NAND gate 126.
Connected to two other inputs of NAND gate 126 are the signals ACWORD and CMPBIT.
The CPUB signal is connected to another input of NOR gate 124, and the output of NOR gate
124 is connccted to the negative edge triggered clear input ‘C” of a D-typc flip-flop 128.
WROVEN signal is connected to the clock input of D-type flip-flop 128. The data input of D-

25 type flip-flop 128 is connected to the output of a NAND gate 130 having a first input
connected to the output of NAND gate 126 and a second input connected to the data output of
D-type flip-flop 128 through an inverter 132, -

Given that the CMPBIT input to NAND gate 126 is still HIGH following the security
code comparison, when WROVEN rises, D-type flip-flop 128 will latch a HIGH output SV
30 (Given that ENABLE and AC WORD are also HIGH) SV will remain HIGH as long as
power is supplied to the secured memory 10 and ENABLE is HIGH, since the logic ‘1’ on SV
feed s though an inverter to NAND gate 130 to input a logic ‘0 to the NAND gate 130. The
input to D-type flip-flop 128 will remain HIGH due to this feedback.

11



The partitions in section 22 are the Fabrication Zone, |ssucr Zone,

Security Code, Security 5 Code Attenpts Counter, and Code Protected
Zone. The Co cted Zone is al so accessi bl e t h nd user.
The Fabri cat ?‘gﬂ %@tﬁ@ and | ssuer Zone each contain infornmtid S%%lg?‘&i S

pertinent to the _Oncemeswmmﬂammaeb&mmmeﬁgsud:rs:guagrs;cumégpg@m M0ehag. The
Fabrication ZogRedsso pHrddB4128H8 lpphatioh Sones for the end RB&C WitEheriBnMizig FRALi@EL Ur er
and is not al terr%QAs\?% mé%&‘ﬁ#eﬁ nlfe:@.o 814 &ﬁi@ﬁ{m é?&?hés%c&%{%gbh@ﬂ Fukdin. a
security code P?ag ICh 1S se _\I}?n,en a valird security code 1s recognized by
t he secured section 28 1ﬁgﬁgquo a¢pgic ‘0". Set forth in table 1 m—ﬁl@.%aéﬂhpfsqcsﬁ cppsuqng for
Security fode pemdinalizing threcgabmemdry 1@pribe tovhe Bise haisg sebie lagixt ‘Ohedo pgxs.onali'ze '
the issuer to geGatfednithoRIoREMBRMFi%s drdrAdidnd Rsirdddag Pio ﬂh@%&ﬁ&@hieﬁn@g
various partiti@ns in. ... _:pe iggPRg\/lmﬁgqmlh%c]d?S V'Iljehe sn%ctﬁrlstc%ﬂtc&m% acts
to secure tran%@Serfe.gf“l nybq?%ﬁ%ﬁﬂ?ﬁ niss, [ able 1, the cote I FHF S Re S TRYY F&€yer |
and as w || beflagphigh vben saids logig| ') ythexade Rn isgfreadilag for thepmplipation Zones whergpnpr y

18 i s personal nzEQ, Hyr 4 baresgmd & the folirAgdication Zpnaspabd Xt wiientsa donavirbor i zed
access to the application zones of the EEPROM nenory 10. As such,

the securjty code is | obal .access. coptrol. fo he eqj.i EEPROM
menory 1@6 Asa g‘_sgexmg_’ﬁé“ @88‘[5?‘?‘1“;’“&%%@%‘{' gﬁ{ﬁ&m&’ Ejﬁ%&?t‘e&@{:ﬁ‘.’:& t he
number of att eMpenSYielide secupsadafiagmgt st ony read and write aecpgsys pesaisied, BR&WERC ur ed
menory 10 is | G¥kdd.el dodt fisg st tedd | Wijte eitdigasdadcesyis serfimddit &Y a second examplé.éeor ds
ei ght non-val i ¢heRh&a61oR ik HRE SofagAMERGY Zohd/ (SMALS. whEh SVEPLlR RILOhe el jLONe
s a m%ar L tdl on t?\ﬁo &gﬁlpgﬁud?%g as a scrat gh #}2-"1 V\/ngr el n RFAD
access is per nPPTEFS Xneh =ViRP ?F&ﬁ@ﬁm&ﬂ%‘féﬁ' Fons af8%BHEA8Y | ed by
the secudfty c@EWe acpasgyis permitted. In the preferred embodiment, the Rn flag is set by the value in the

second bit in each of the four Storage Memory Zones. The Rn flag will remain set until the

power of the secured memory is disabled even though the second bit in the particular Storage

Memory Zone may be written to a logic ‘0’ by a subsequent operation.

Hlustrated in FIG. 10 is a P and R flag set circuit 140 which sets the Rn flag. The P and
20 R flag set circuit 140 also sets a Pn flag to be described below. The P and R flag set circuit
' 140 has input signals CPUB, CLKB, BIT0, SAQUT, WORD, and BIT1. The CPUB signal
is connected to a reset input ‘R’ of D-type flip flops 142 and 144. The CLKB signal is
connected to the clock input of D-type flip flops 142 and 144. The SAOUT and WORD
signals are connected to the first and second inputs of AND gates 146 and 148, and the BITO -
25 and BIT1 signals arc connected to first inputs of AND gates 146 and 148, respectively. The
outputs of AND gates 146 and 148 are connected to a first input of NOR gates 150 and 152,
respectively. The outputs of NOR gates 150 and 152 are connected to the data inputs of D-
type flip-flops 142 and 144, respectively. The data outputs of D-type flip-flops 142 and 144
_ are fed back to second inputs of NOR gates 150 and 152, respectivcly, and also form the Pn
30 and Rn flags. -

In the operation of the P and R flag set circuit 140, the BITOQ, BIT1, and WORD signals
are set by the control word identifier circuit. In setting a particular Rn flag, the address is at
the partition in the memory from which the Rn flag is to be read, the WORD signal and BIT1
of that word will be HIGH, and if the value at BIT1 read out on the SAOUT line is also HIGH

12



Section 24 of nenory map 20 contains four application zones, that include

partitions for 25 both security and nenory storage. Each of the four
appl i cati onvwameassosl | ustrated in nenory map 20 ipBeALSRASIR
partition for cur | Co a_Security Code,Attenpts Counter., an .Erase
Key, an Er as@@gﬁé?’ 8" %‘Eﬁ? Bre ‘fﬂ‘gfﬁ‘%’? %ﬁ‘,m%é"?ﬁpﬁw tf’g_fhﬁé "ﬁg%lmoryiﬁme'.
Once the disabled Beignsly Thig islims evea dhoughethe sesend bitde the partipular Sderager | t he

partitions f QuemhdipZoeandy teywritienl® a logic ‘0’ by a abstqiacepetatiyn, Gecbby firdingnhe S
counter 11 eaflhpls ANIS eAPPISIt6 RideRN0Z ARGRe GO Birp@lor DAL AP AoYHALiF belfy fed
access i.n conbi nation il{\llt 19} @ setﬁurlt ﬂ?‘f urgi, tll% 1 hEI ;rgass_o |0ated
St or age 3 MenorijckBough OK gate 152 will kaep °“ﬂ'é\¥?| B Y45t 2 PRE Er a3eORER}%And
Erase Key At tfersettisg ofthePreflagissimilaiio thit of besting she Rrcfiag) exqept that the BITOsignalds
contr ol eras%@f@e@ﬁsmﬂlan@mtggm,her security measures, to their

associ ated Storage

Menory Zone. It shoul d bhe appreciated th.at to those of ordinary skill in
t he a?/t writing mgscgﬁordinary%%llintheart can readily appreciate from FIG. 9 which ﬂzgs must be

set to read, write, erase or compare data in the partitions of the secured memory 10. Reading,

10 writing, erasing, and comparing data in the secured memory 10 is accomplished by applying
the appropriate sequence of signals to the pins of the secured memory 10 as taught by the
timing diagrams in FIGS. 4A through 4D.

6

For example, to write to the partition for the Security Code in the first application zone,

the address of the EEPROM memory 10 is first reset to zero by performing a RESET

15 operation. Those of ordinary skill in the art will recognize that a RESET operation may be
performed by applying signals to the pins of the secured memory in the order dictated by the
timing diagram for the RESET operation set forth in FIG. 4A. A READ operation is then
performed until the address in the address counter is incremented to the initial address to the
partition for the Security Code in the first application zone. Finally, a WRITE operation is

20 . performed to write the desired data to the address of the Security Code in the first application
zone. As set forth above, once the issuer is finished personalizing the secured memory 10 for
the end user, the Fuse partition is permanently set 10 logic ‘0 to emulate the state of a blown
fuse.

Once the fuse has been blown, access to the secured memory is determined according to
25 the access conditions set forth in table 2 in FIG. 11. In table 2, there are three additional codes’
that were not present in table 1 of FIG. 9. These codes are Sn, Pn, and En. The code Sn
represents a security code flag for the four Application Zones where n=1, 2, 3, or 4
correspond to the four Application Zones.

When the security code flag for a particular Application Zone is set, the Sn codeisa
30 logic ‘1". To set the Sn flag in a particular application zone, a secure code which matches the
security code stored in the Secure Code partition of the particular application zone must be
presented. The compare and validation operations are performed in the same manner
discussed above for the security code found in the Secure Code partition of section 22. The

13



EEPROM i s the process of placing a logic '0" in an EEPROM nenory bit and

erasing is the process of placing a logic '"1" in an EEPROM nenory
bit. Section 26 is a Menory Test Zone is ' to test
all the oper‘?’a(t)lgg(l)lﬁ%mof the secured 5 menory 10 V\Atﬁgﬁ}tag%sﬂgg?leed for
security accesdy difference is that the compariSmowill ondeps@nilablybegimrat the pddress ofithaxSerwise. -Once
the secured nggRbYifdéh dssociaed AR Mk sdekdRpplicitRn zone. i ssuer, the Fuse
partition 28 Is permanently "blown" by setting it to logic "0". It should
be appreciated that the bit which is blown is a stand al one bit of

EEPROM nenory t hae pededads a write flag for ¢aeh plihtofopn applicgtion 708g5; [n theprefe

As di scussed enitmdimentihe Bn fagsie stibythie maluenin yhe fipst big intaachnefhet foerch ppliestion he

QE U]f actsur eI Zdhes. ThePnfla {B/H&tsbﬁwwgic ‘!, ?ﬁ&m il:%g%niﬂ%lﬂaiﬂﬂ BRTHE QWO tHale:
ufacturer i s cpnveye e nuf actur er . . or

t he secured n%ﬁ‘ﬁ?ugm .]c?(,igébleé%é'%’g@%%i’g’f _#ﬁ%gn fnstg'_:upeafuctu o %@hégﬁgﬁﬁéég%&’?

secur ed written tealogis ‘' by psubseqyentgperation; e sewting of the i flag %ﬁ??méﬁ@e curity

code convey edddestibied eithreaspeceo FiG.cl0. for conparison with the security

code as progranmed by the manufacturer of the secured 15 menory into

the Security Cod artition in sectio 2 of .the r 2Q;, r. the
i ssuer el?'gc iEltﬁ' I%P(ﬁf%’gssa“te&a.sf ﬁ°§°é§ﬁ’d§?ﬁ@“ﬁg§%ﬁ°ﬂt .e?sé%rrlﬁg t(al ®be an
exact nHtch ofraseieededlag farp pgrtioulag dpplication Zone isisghyhe Emgode i Ip8iS uer with t he
security code‘inrTsead@Biflip)in b pticin updicition @dne, an erase code which matchésohemraseent a
systematic allfe ol flPEag i puRIRuK bt :AflickiAUbRGhi BLpragRE",
each attenpted access tdo L. he cured ne r%ﬁéo %/ |nputt|g aeae urlfty code
to be conpar ethesgmpare and Yglidafion gperaions ape pefformgd I U G MARRS gy’sf goove tor .
manuf act ur er the sacurity cedg fgnpd inrthe Seurg Code/pagisige of section 22. The only difference is that

15 the comparison will understandably begin at the address of the Erase Key partition associated

with the selected application zone.

For the end user to obtain access to the various partitions of the EEPROM 18 for
reading, writing, erasing and comparing, the correct combinations of the SV, Sn, Pn, Rn, and
En flags must be set. As examples, the required combinations of the SV, Sn, Pn, Rn, and En
20 flags that must be set to read, write, erase, and compare in one of the Storage Memory Zones
will be discussed.

In the Memory Storage Zones, the access provided by different combinations of flags
may be readily understood by dividing the different comhinations of flags into three groups.
In the first group, Sn=0, and the only access to the Storage memory Zone permitted is a
25 READ operation that may occur when the Rn=1. In the second group, SV=1, Sn=1, and
" Pn=0. When this set of flags occur, access to the Storage Memory Zone depends upon the En
flag. If En=0, then only a READ operation is permitted. Otherwise, if En=1, then READ and
ERASE operations are allowed. In the third group, SV=1, Sn=1, and Pn=1. When this set of
flags occur, access to the Storage Memory Zone depends upon the En flag. If En=0, then
30 READ and WRITE operations are permitted. Otherwise, if En=1, then READ, WRITE and
ERASE operations are permitted.

14



At'terrpts Counter in section 22. |If eight unsuccessful attenpts are nade to
mat ch a security code to the programmed security code, the
ability to s ecurity flag is no | onger possible. ach tinme
an i nput sec??%ﬂgs de is conpared to the programred securrcirﬂ}’s 8“3941‘? and a
match is Axverdinglyt the follewing obsprvatbmte shmulddemade. Eirstnthe pnly §meaREAD o -
zero. 25 from the Menld#y Biofh@e BENY id bt Eérﬁiattea is Wi bbihSha@andiFeg0ABRRAY, il t he

successful Seculy foke § Wi is permines SMHPSY 205 N o A

code flag is s erations of
RESET, READ, mpemﬁq@safﬁwgms@a&@ dfformed. The tim ng
di agrans for the RESET, READ, COVPARE, and ERASE/ WRI TE operations are set

f Flr t ht Ir gtse dint 'ﬁk%m%g??nf&%Qotﬂ%at&ﬁ?ﬁ@ﬁtfér\é@ﬁe\‘a}tm &€ enable signals sent toAs

i1l us [ ur |

Securi ty code e EEPROVASSH IR e R B B 0 %ahe%%&%i?%

first provi dedmads, mehq@?blf signpistfyr higwingthe fuses for personqilzauon as described above 1s
secur ed menor yilliérateli fin FiGS. RASEC. cmeroabndmary skillén ¢hel ait @ilbreadily mécognizefranhe

addr ess decod %1&& -12C tha the flags m sr.t as Brew'o sif Ge3Glbed & &%ﬁﬂh@&gumtﬂu't rst

bit of t

falling ge of"2 élgfqggé?m ?Xq or efﬂ‘épl%t g‘r;elég %Be[’m?‘earm?%enfhﬁﬁ HgRnt ed

by a signal prwhickiisdlIGH when the PGMERASEFUNC is LOW, the MEM signal is HIGH, and flags
for a selected partition being accessed is also HIGH. To avoid overcomplicating the
disclosure, each of these flags which have been described above will not be described again
herein.

15 FIGS. 12B and 12C generate write control (WRT CTRL), fuse write control (FZ WRT
CTRL), and clear or erase control (CLR CTRL), respectively, from flags set as described
above. The WRT CTRL, FZ WRT CTRL, and CLR CTRL signals are then fed into a write
and erase control circuit illustrated in FIG. 13 that generates the signals WRTEN, CLREN,
and WRT employed by the EEPROM 18 to write and erase data, and also generates the enable

20 signal for controlling the programming signal for the fuses, FZ WRT EN. Those of ordinary
skill in the art will readily appreciate the operation of the circuits set forth in FIGS. 12A- 12C,
and 13 to generate the enable signals for read, write, erase, and fuse programming according
to the flags described above.

While embodiments and applications of this invention have been shown and described,
25 it would be apparent to those skilled in the art that many more modifications than mentioned
above are possible without departing from the inventive concepts herein. The invention,
therefore, is not to be restricted except in the spirit of the appended claims,
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to the CLK (clock) pin while the signal provided to the PGM (prograni erase)

pi n of the 5 secured nenory 10 is held low until the
addr ess of r| ty code partition is reached. This
is a READ opera TheP%Td'bsrggégs?“count er

for the EEPROM rrermry 18 is control | edChbpIMBe address count
control circuit 40 is set forth in FIG 5. Tw signals, CLKR and R are

produced by t\*}ﬁt address count control circuit 40
to control a nu geg counter that is used to generate the
10 desired addr"e T5¢ memery eePP¥Ssenory 18. The CLKR signal is an

i nternal .cl ock si gnalafirstlevel security zone having an access codesaouitralling asensetosaid t he
addr ess sCountggsurediimoRy prith toRnSdsét hse bsin@Blowntt €r nal  signal used to reset the

address g IO:_JQLIe{ 28 ﬁg;sobflﬁley ?OO? Tmempts coumer'g{evemmﬁ a(iCCSS to said securl:'e% %rf&ﬁe count

control owrng 1 np
PGVERASEFUNC, 2 prptermingd nurber of sticropts pt maﬁmmﬂsweﬁfwvawﬂ ggde prgG  cont rol
15 Ci I qesetting SalitbseRMEMEIRASHIEIME cametr;\RT si gnal s are both connected to

the inputs of a NOR rality of applicati , each of saldPlifalihPof a ﬁa%tzghgs of the
NOR gat1§ 42 and the C:I_r}’(u5|%nappacraeonczc?ﬁ%se%atcea sto theﬂ!ﬁ\pg

AND gat CPRRUYM put of the AND gate 44 and the RST si gnal are connect ed
to the |nputs a storage memory zone; of a NOR gate 46, and the out put of
the NOR gate 46 is passed ah hpplictgibn seonmity kene havity an@plizttidn@one access code

form the O KRokififsccel sii forsbeibhorf Aske LS ol G851 il il COnnect ed o

the inputs fg ate The out put of t he
AND gate 52 and the cPuB & 69?&1’3“8? FOTE SRR £ aﬂﬂ“'f‘h‘@““m‘ preventing access

i nput s 18f a Narapplication zongaxhemapredetepningd pumherefaterenis at matching saidjepplisationdge
triggered cl ea%fxe dcBgesitode have been made prior to resetting said applifation Zdnk ye6rity kbde-afiériyjts 56.
The RST signglyes. al so connected through an inverter 58 to the clock

i nput of the I&typefllpflo 6. The dat.a i nput of the p-f1 op 56
s held HGH an s 1S5 palhon Sy AR K 90 OBV LR ATES e t o
Vss. The dat aomﬂmgmmmuema@q»enfsmepmm;pb@ebm uide

20 _ an erase key attempts counter preventing erase access to said application

zone when a predetermined number of attempts at matching said erase key code have been
made prior to resetting said erase key attempts counter;
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25 CPUB signal are connected to the inputs of a NOR gate 62, and the
out put of the NOR gate 62 I s passed through an

inverter 64 the R signal. PCT/US98/19944 N€
PGVERASEFUN gf%ﬁg@ is internally generated by a circuit to %e dgescri bed
below. It is generated to suspend t.pﬁ?a\ddress counter by not passing the
CLK signal through AND gate 42 as it toggles, as
can be appreciated upon Jdinspectian of the address gum cont rol
30 circuit 40, whgn an _erase or wite cycle IS being perfornmed. The
RST signal is gepgpatedl— POWERON 12 externally to reset the
address counter gZero eRBSET R$T signal makesfa transition from
HGHto LOWN D-type flipg-f 5~ cl ocked,1&nd dqta output D-type
flip-flop 56 goegs..-gj —14 -~ W GH A aresult, the R signal
goes HI GH and t hBSaddress Birtisd § r 4S¢eprbM el o] The
8 \;?L@QTTS’QJUZ .DEcoogg FrORMEMORY'al fesets the R signal LOW
after the addredCMouRtar has—heer esdt—teorrere when
—16
FUS o SECURITY LOGIC >< (o]
FIG. 1
520
MEMORY PARTITIONS ADDRESSES BITS BYTES
Fabrication Zone (FZ) 0-15 16 2
Issuer Zone (| 16-79 64 8 |22
Security Code (SC) 80-95 16 2 1/
Security Code Attempts Counter (SCAC) 96-103 8 1
Code Protected Zone (CP2) 104-167 64 8
Application Zone | Security Code (SCH) 168-183 16 2
Application Zone | SC | Attempts Counter (SLAC) 184-191 8 1
Application Zone | Erase Key (EZ1) 192-207 16 2
Application Zone | EZ1 Attempts Counter (E1AC) 208215 8 1
Application Zone | (SMZ1) Storage Memory Zone 216-4311 4096 512
Application Zone 2 Security Code (SC2) 43124327 16 2
Application Zone 2 SC2 Attempts Counter (S2AC) 4328-4335 8 1
Application Zone 2 Erase Key (EZ2) 4336-4351 16 2
Application Zone 2 EZ2 Attempts Counter (E2AC) 4352-4359 8 1104
Application Zone 2 (SMZ2) Storage Memory Zone 4360-8455 4096 512 5
Application Zone 3 Security Code (SC3) 8456-8471 16 2
Application Zone 3 SO Attempts Counter (S3AC) 8472-8479 8 1
Application Zone 3 Erase Key (EZ3 8480-8495 16 2
Application Zone 3 EZ3 Attempts Counter (E3AC) 8496-8503 8 1
Application Zone 3 (SMZ3) Storage Memory Zone  8504-12599 4096 512
Application Zone 4 Security Code (SC4) 12600-12615 16 2
Application Zone 4 SC4 Attempts Counter (S4AC) 12616-12623 8 1
Application Zone 4 Erase Key (EZ4) 12624-12639 .16 2
Application Zone 4 EZ4 Attempts Counter (E4AC)  12640-12647 8 1
Application Zone 4 (SMZ4) Storage Memory Zone 12648-16303 3656 457
Memory Test Zone (MT2) 16304-16319 16 2 |%
TOTAL ADDRESSABLE EEPROMMEMORY 16319 2011 | 28
FUSE 16352-16367 +
Last Address 16383

FIG. 2
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the R signal went H GH The FLGRST signal is generated by the address

counter when the address in the EEPROM nenory 18 is zero either
when the EEPROM nenory 18 is reset or t he address 951 S
rolled over WO@9/4%84 The CPUB signal is generated when the gg’éur & %
menory 10 is powered up. The output of the address counter
is fed into a control word identifi@fl®hat is enployed to gener at e
control word signals to @ndigcat ey whgn ul ar addresses in the EEPROM
menory 18 have eathe htrol word identifier also
generates a signal for tiie-Pir-stibt” second bit, and the

eighth (last) bit of ea i
descri bed nore fully-belBw|%he
identifier are used by “TTTTT
partition in the EEPROM pBRBsY-i8--t-S--

menory 18. As wll be 10
rated by the control word

|l ogic to identify which
Bcessed, as wel | as

whet her the first, secongg | a vvorq:are al so bei ng addressed.
A bit by bit corrparison he p urlng code to the security
code presented o khe | 1N i ¢ hérx e as the clock signal
increnents the address o ghel progr @curity code. The

conparison is made by thg>bnpare brt cj).reté
the conpare bit circuit 70, d,ta
time by a sense et
gate 72 with the securit éad,b'
is clocked through the Spe|fli
t he address counter is i fcrge
the input data is | atche&k®

conparison is done on th&E™

J0Q| lustrated in FIG 6. In

t 2 EEPROM 18 a bit at a

[ 1&ne is conpared by XNOR
Ww onthel/Oline as it

trE COVPARE oper ati on,

ilnguedge of the clock, and

g Bdge of the clock. The

t @ cl ock.

FIG. 3

CODE ZONE

SECURITY/ERASE | SECURITY/ERASE

N
P B i & et &
| N
C > .1l ~ ) w
w
<
~ = ‘l
[TT '
W w
; 588 °
o < 00 N
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A conparison is made at the tine D-type flip-flop 82 is clocked. As the
conparison is made, the CMPBIT nust remain H GH for the conparison
to indicate_a na . For the CVPB1T to be HHGH, b i nputs
f o NAND gat gv%?f,’ltagﬂqst be HHGH, if one of the inpu?és&éggeggk{b% t hen
the CWPBIT signal will stay LOW Siélﬁs’ one of the inputs to 25 NAND
gate 80 is connected to the output OR gate 78, the output of OR gate 78
must remain H GH for the CVWPBIT signal to remain H GH The inputs
to OR gate 78 are the output of the conpari.son from XNOR gate 72
and the SC WORD signal fed through inverter 76. \Wen t he address
counter is wthin the partition containing the security code, the SC WORD
signal is H GH, and as a result, the output of OR gate 78 nay not
be made HI GH by the SC WORD 30 signal while the address counter is
w.th the partition for the security code. Rather, it is when t he
bits being conpared are the sane that the output of XNOR gate 72 is HHGH to
provide a ADDRS  HI GH out put frb(ntche OR gate 78 so that the CMPBIT
remains H GH | f_QuUring 1ne : comparrtson, the output of OR gate 78
goes LON ChEn the CMPBIT will gd\.LONand renain LON It should be
noted that if the power is sﬁ'lqtl—f)fgf— during the conparison, the COVMPARE

: RST \

P Tdvr >
Vo X DATAVALID
FIG. 4A
ADDRS \ /
e el Toh
CLK \ y o é \
Toh—»& VT Toh — i+
vo A X X
FIG. 4B
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operation is quit because the D-type flip-flop is reset by the CPUB signal.

A FLGRST si gnal Wil reset the D-type flip-flop 82, thereby

al I owi ng anot her COVPARE operati on. Af ter f. the
progr amred s®AMWBE$P4code to the input security code, a vali eﬁ%‘(’%@“ﬁ“
operation nust be perforned. In the validation operation, the Security Code
Attenpts Counter 5 is incremeMtd and a READ operation is performned
until a logic '1" is found in the Security Code Attenpts Counter.

During a READ operation, the address counter is increnented. In
t he READ operation, when the address counter is incremented, the first bit

is avail able on the I /O after the falling edge of the clock. It
shoul d be appreciated that a Security Code Attenpts Count er that
has all logic '1's indicates that no unsuccessful attenpted matches have
been 10 made since the Security Code Attenpts counter was reset. At
the address in which the logic ‘1 is fnund(xa_JARLlE operation is
t hen perf or ABBRSO pL@(e alogic '0 at that address | gkation.

The wite zero verification circuit 90 i1s 1llustrated in FIG 7. The input
signals to thg \ wite zero veriﬁ[patiqn circiNt 90 are CPUB, CLK,
PGM and SAQUT. The-€REB—STgmat—T3 o Thc@ﬁnnenkeﬂ. gh an inverter
92 to an input of HINE © yTpU I—or O 15 type
flip-flop 18. The—C/K—si-gh3 CORRES 5 ,t}-eer-—a—f-irst NAND
gate 96, a second NAND gate 98, the clock input of a Dtype

flip-flop 100, and a third NAND gaﬁy % The PGM signal is
connected to the clock input of a ype flip-flop 104, and through an
inverter 106 to the data input of D-type flip-flop 100 and to an input of
third NAND gate 102. The data output of D-type flip-flop 100 is
al so connected to an input of third NAND gate 102.

OPER. READ § ERASENVR”E%E E READ

ADDRS_ X AX Wox-L

e—Tchp++—

cLk  \ V4 \ /\

§4——Tapr—>f'l'hp|’:~— : '
PZM . Yo PN |1 =Tapr
Toh —jie>} TdS i« i —Tdh |
1o X ( i X000KVALID
(MODE) OUTPUT | INPUT 1 1 OUTPUT
FIG. 4D
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20 The output of third NAND gate 102 is connected to an input of AND
gate 94. The SACQUT signal is connected to the data input of the
D-type flip-f Anot her input of first NAND ate 96 is
connected to m”égﬁﬁé output of D-type flip-flop 104 thr oughq’&ﬁ’lﬁw&%br
108. The out put of first wﬁwg,gate 96 i s connected to one input
of an AND gate 110, while the other i nput of AND gate 110 is
connected to the output of AND gate 94. The output of AND gate 25 94
is also connected to the negative edge triggered clear input'C of Dtype
flip-flop 112, and . an input of NAND gate 98. The data out put of
D-type flip-flop 104 is @l so connected to NAND gat e 98, and the
inverted output of D-typge flip-flop 104 is connected to thg clock input

of D-type flip-flop 112.]Vss is connected to the data input] of D-type
flip-flop 112 through a inverter 114, and the dgja output of
D-type flip-flop 112 f verification
circuit 90 after passi
Referring nowto FIG 7,
| ogic '1' isr
followi ng a G@MPARE oper
signal should a | ogi
start a WRITE "0" to th
which the logic' 1
10

output of wite zero 3
ough inverters 116 and 11
t he validation operation wll ai ned. Wen a
ad fromthe security code attenptg counter

tion, as di scussed above, the SAQUT

"1'". As the PGM signal goes HI CH tjo

address in the security code atte

v}
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was read, a logic '1 should be latched at the 'Q output of Dtype

flip-flop 104. At this point, the WROVEN signal is LON If a WRITE
"0" occurred, the SAQUT signal will be |latched on t he next rising
edge of PQVIWO99/18504 An ERASE operation is then per PEVHEW18M4¢t he
Security Code Attenpts Counter. This 5 will result inalogic '"1"

being latched at the output of D-t@f&7flip-flop 112 on the rising edge of
the clock input of Dtype flip-flop 112. It should be appreciated that when
a WRI TE operation is perforned only a single bit is changed, but
when an ERASE operation is perforned the whol e byte is changed. A
READ oper.ation is then perforned to #hdicate that the security code

flag has been set because an erasuregf the Security Code Attenpts Counter
has been 10 permtted. A READ &t of a logic '"1'" indicates that the
security code flag has been set because an erasure of the Security
Code Attenpts Counter has occurred. out jof a logic 'O

i ndi cates that the security codeg a& has not been set because no erasure
of the Security Code At tenj Count er |has occurred. D-type
flip-flop 100, NAND gate 102 and A e 94 ensure that the
VWROVEN signal will be forceg—to—aqlpe<¢ 'O if|[the power is reset or the
address 15 i's increnmant #H. — Once a successful COVPARE
has been made, and a WRIT 172] oph has been perfornmed, the

g gecuritylflag circuit 120 illustrated

er
security code flag will be pef g
in FIG I’I‘
e £
()] (33
2 8
©
R 2.
Z&/O
[
e
g
o 3
~
B (@]
~
n N
u.
v/o 5
[ O
X A 0
83 Q3%
8 3
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8. The inputs to the security code flag circuit 120 are ENABLE, CPUB,

VROVEN,
signal is connected through 20
gate 124, and“™¥83%%% an input

ACWORD, and CMPBI T, and the out put

an inverter
of a NAND gate 126.

is SV. The ENABLE
122 to an input of a NOR

CSEIAEWBaWH o

two other inputs of NAND gate 126 are the signals ACWORD and CMVPBIT.
The CPUB signal is connected to fanot'ﬂér7 i nput of NOR gate 124, and the

out put of NOR gate
clear input 'C of a Dtypc f

25 type flip-flop 128 i

having a first input >

12

28.
flip-flop 128.

to the output o

ed

a second input gonnected to ata oyt put of Dt
128 through an itwerter 132. | G ven t e
NAND gate 126 is still H &H ov*ingthe security
conpari son, when WROVEN ri sfes, tlype filip-flop 128 wil|l la
out put SV 30 (G ven&h t ENABUE ang AC WORD are al §p HI
remain HGH as long as © pgwer i}s supplied to R Se
and ENABLE is H GH, since t ifc "1'f on SV agd
inverter to NANG alqgic '0 to the WAND
input to D-type [} remdin H GH due to IS
11 & o
Ty
a8 5
- o R [)
8 8
F3 o -
i'} |3 % —{° o A
>
-9 I X
o
T Dc:n.ﬁi\jﬂ
Qe
9]
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<
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jected to the negative edge triggered
VREVEN si gnal

is
ata input of D

a NAND gate 130
to the output gf NAND gate 126 and

ype flip-flop
WPBIT input to
code

tch a H GH

G SV wll

f eedback.

114

FIG. 7



WO 99/ 18504 Once the security code flag has been set, the
i ssuer of the secured nenory 10 has access to personalize the
application zones for the end user. After personalizing the d§§J5§ﬂ”“
portions of W@9948¥dred nmenory 10 to which the issuer has a&EALs: s val ue
in the Fuse in section 28 is_ witten to alogic "0'". Set forth in
table 1 in FIG 9 are the access c®i#¥tions for 5. personal i zing the
secured nenory 10 prior to the Fuse being set to logic '0'. To personali ze
the secured nenory 10, the issuer wites or erases the desired data into
t he secured nmenory 10 as permtted by the access conditions. In
table 1, the code SV represents the security>code fl ag whi ch when
set isalogic "1, the code Rnis a read fl&g for the Application Zones
wher e n=1, 2, 3, or 4 correspond to(the four Application Zones,
and ' X indicates a don't care. 10 As a first exanple, in the
partition for the Securigy Code Attenpts Courter (SCAC) when SV=0,
i.e. security code flag mQt set, only read and wite access is permtted,
and when Sv=l, i.eM code flag set, riead, wite and erase access is
permtted. As a second exanple, in tlhe partition for the first
St orage Menory Zone (SMZ1), when SV=0 and R140 no access is
permtted, when SV=0 and R =1 read access is -4t ed, when SV=1, read,
wite, and 15 erase access is permtted. In tthe preferred enbodi nent,
the Rn flag is set by the val ue inghe C | sedond bit in each of the
four Storage Menory Zones. The Rn ag W Il {remaNn s until the

© o %5 o

O

= 2
T Lo o

124
130

FIG. 8

126

122

cmpbit

cpub

cnoble
wrlven
oc_word
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power of the secured nenory is disabled even though the second bit in the

particul ar Storage Menory Zone nay be witten to a logic '0'" by a
subsequent o tion. I[l'lustrated in FIG 10 is a P and R fl ag
set circuit Wéff)ﬁﬂ#"gh sets the Rn flag. The P and 20 RPET/HEPB4RWM4

circuit 140 also sets a Pn flag to he described below. The P and R fl ag-set
circuit 140 has input si gn&/d7cPUB, CLKB, BITO, SAOUT, WORD, and
BI TI. The CPUB si gnal is connected to a reset input 'R of Dtype
flip flops 142 and 144. The CLKB signal is connected to the clock
input of D-type flip flops 142 and 144. The SAQUT and WORD signal s
are connected to the first and second i nputs of AND gates 146 and 148, and
the BI TO 25 and BTT1 signals are connected to first inputs of AND
gates 146 and 148, respectively. 'The out puts of AND gates 146 and
148 are connected to a first input of NOR gates 150 and 152,

respectively. The outputs of NOR gates 150 and 152 are connected to the

data i nputs of ZDNES S tyfe f|IREAD oERABE. WRITE4COMRARE:Cti vel y. The
data outputs of D-type fIYp-fI’bps 142 and 144 are fed back to
second i nputs NOR gat 15Q, and , respectivyely, and also formthe Pn
30 and Pgii. ags- ® * %’ég | rﬁ h \{Br atl nﬂo of the P and R
flag set circui2t 140, thed BI TX Bl Tyesand MORD singnal s no are set by
the control word identifir ci¥cuitYe$n seyasing aepartimular Rn flag, the
address is at g the pantitro mtn&rrermrn fromwhich the Rn flag
is to be read, Fhe viorD si gnaly and %gs'l'l yes yéé tha)’.gsword wll be H GH,
and i f the valte—at—Br-r—t—r+eatd—ott—6a—t+he—SASH—+hre—s—also H CGH
SCAC 0 X yes no . yes no
1 X yes yes yes no
CpPz 0 X yes no no no
1. X yes yes yes no
SCn ¢] X no no no no
1 X yes yes yes no
SLAC 0 X yes no . no no
1 X yes yes = .yes no
EZn 0 X no no no no
1 X yes yes yes no
EnAC 0 X yes no no nho
1 X yes - yes yes no
SHZn 0 0 no no no no
0 1 yes no no no
1 X yes yes - yes no
MTZ X X yes yes yes no
FIG. 9
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12 the RN flag will be set. The Rn flag will remain set
until the power of the secured nenory is di sabl ed by the CPUB
signal. This is true even though the second bit in the particular Storage
Menory Zone WaYYHSMyritten to a logic '0° by a subsequent oPfeFHPI8EAIHM

t hereby forcing the out put of AND gate 148 to a logic '0',
because the output of D-type flip-#0/d7 144 in being fed 5 back
through OR gate 152 will keep the output of OR gate 152 at a logic '"1'. The
operation for setting of the Pn flag is simlar to that of
setting the Rn flag, except that the BITO signal is enpl oyed

i nstead of the BIT1 signal. Those of ordinary skill in the
art can readily appreciate fromFIG 9 which flags nust be set to

read, wite, erase or conpare data in the partitions of the secured nmenory
10. Reading, 10 writing, erasing, and conparing data in the secured
menory 10 is acc&ﬁEL%shed by appl yi ng the appropri ate sequence of
signals to the pins ®8f the secared nmenory 10 as taught by the

timng diagranms in FIGS. 4A thfjough 4D.
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For exanple, to wite to the partition for the Security Code in the first

application zone, the address of the EEPROM nenory 10 is first
reset to zero bg/ q%?rform' ng a RESET 15 operation. Those of ordinary
skill in thev@P¥18304 | recogni ze that a RESET operation may BET/US98/19944

performed by applying signals to the_t))i ns of the secured nenory in the
order dictated by the tirh d7di agram for the RESET operation set
forth in FIG 4A A READ operation is then performed until the
address in the address counter is increnented to the initial address to the
partition for the Security Code in the first application zone. Finally, a
VRI TE operation is 20 performed to wite the desired data to the
address of the Security Code in the first application zone. As
set forth ?@ggg, soncegthepi ssper s fingghed PRASENRAENTCHMARARECUr ed
menory 10 Tor v n tihe end user, the Fuse partition is permanently set
to logic 'O —toenuiate the state _of —a bfrown fuse:

Once the e ha¥X beeh bl ¥wn, Xaccess to Y¥8%e sefBred Mhory M@ det er ni ned

according 0 25 % he gccegs cgnditi o& set pforth gy tablg 2 in FIG 11.
In table 2; - e—not :

present inS€abl e0l ofXFI X 9. XThege codesoare 8a, Pn,nand Egyes The code Sn
represents a seclUrityXcod® fl &g féf the PMdur AYPYi cat¥n ZoM8s where n=1,

2, 3, or 4 orrgspoid tg the f Appl.i cati Zones.
When t he s%%ﬁ(r;i t;? cooé flgg f&ra%arti césar égggi catygan ZOE'\.% is set, the
Sn code is % f i r

appl i cati o&PZone0 a skcur cogé W¥ ch nayeshes Dhe no Ngecurity code
stored in the Sedure XodeXpartfitich of t¥W® par ¥*¢ul ar¥®§ppli ®8tion zone nust
be scnPregented. TRe cenpang and Nal i dapp,on opgy atiopg are perforned

in the sane mannar 0 X o scpssed ahove fab the mecuri ygscode found in
the Secure Code pgartitionXof HectiXon 22.n0dhe Yes yes no

SnAC O X X X X yes no no no
1 0 X X X yes no yes no
1 1 X X X yes yes yes no
EZn 0 X X X X no no no no
1 0 X X 0 no no no no
1 1 X X 0 no no no yes
1 1 X X 1 no yes yes no
EnAC O X X X X yes no no no
1 0 X X 0 yes no no no
1 1 X X 0 yes no yes no
1 1 X X 1 yes yes ves no
AZn X 0 X 0 X no no no no
X 0 X 1 X yes no no no
1 1 0 X o yes no no no
1 1 0 X 1 yes yes no no
1 1 1 X o yes no yes no
1 1 1 X 1 yes yes yes no
MTZ X X X X X yes yes yes no
FIG. 11
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13 only difference is that the conparison wll
under st andably begin at the address of the Secure Code partition
associated with the sel ected application zone. The code Pn
is awite f WQPMBWeach of the four application zones. |n FREYSFEI%H ed
enbodi nment, the Pn flag is set by the value in the first bit in each of the
four Application 5 Zones. Thel2d 7?1 ag when set is a logic '1'. The Pn
flag will remain set until the power of the secured nenory is

di sabl ed even though the first bit in the particular Application Zone may

be witten t@ogig) 0giC . by a subsequent operation. The setting
of the Pn fIPgEeroseypeompr | {th respect to FIG
10. meﬂﬁ@%ﬂ-@p@ﬂ%%k@_&m the four
Appl i cat i QRtfiQRRSof e8BRM:t he 10 erase cqdefla r a particular
Appl i cat i cantivionemory issreadabldne En code is a logic

fz_fuse -{logic)

Personalization:
entire memory is readable
when sv has been set

iz_fuse {logic) |
sv (flag)

Zones which are always readable:

(address)
{address)
(address)

sz:: _(address)
siac {address)
olac (address)
s2ac (address)
o2ac (address)
1 ~_laddress)
(address)
gi:g (address)
odac (address)
(address)
(address)

ITOTMTMOO®>»

cmz
Storage Memory Zone Read Access Logic:

fla ‘
SM:?I {address)
fla ‘
SM§§ (address)
3 fla :
s3 fla
SMz3 {address)
fla ‘
Shg (address) D—"

FIG. 12A
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'1'. To set the En flag in a particular application zone, an erase code

whi ch matches the erase code stored in the Erase Key partition of
the parti cul {Y a#ﬁatlon zone nust be presented. The conpare
and validatio 398 ions are performed in the same manner diFEA S dbove
for the security code foun n7the Secure Code partition of '
section 22. The only difference is t 11 the conparison wll
under st andably begin at the address of the Erase Key parti tfomassoci at ed
with the selected application zone. For therend—user to

obtain access to the various partitions of the EEPROM 18 fqQir—
reading, witing, erasing and conparing, the correct conbi ngfrorrs »f the
SV, Sn, Pn, Rn, arigld En flags nust, t. As exa st 9@
requi red conbi m&t—'y—éﬁls—e;f—-t—he—SHﬁT—Pn-,——Rm and n 20 nﬁ Hagst hat
must be set to sceOSER) o Ae, and cpapare ip/one of thy||ferafie Menory
Zones cpmJ ' : N In the Me[ffifly—St or age
Zones, the acsmes'@8EGRs . onbi nati ons of fIa;F — may
be readlly ungacst38EEEHy dividi g ferent conbinationg|(@f|{ fl ags into
t hree groups. s3ac-{address) lrLthe. st group, Sn=0, and the ofjliyjjiaccess to
the Storage ngqaer.ﬁ@!fﬁ.@_p.er_m.t_ ed is a 25 READ oper at ||fif{|t hat nay
occur when the Rn=l n the second group, Sv=I, Sn=l, and Pn=0.
Wien this decessfo HEEH@“BPF}HGS access to the Storage Menory ANl depends
upon the En 4 (flag) yflag. If En=0, then only a RF at |[fnt|f s
permtted. Clher Waidgress)f En=l , then READ and E qﬁrations are
al lowed. In th%’zt (‘adr:ldasg)r OJ SV—l Snal, When A hi q||$let of
flags occur e feRidie@s) h orage Me gne depends upon En flag. If
En=0, then 3(§ ' pé rons are permtted.fiffiherw se, if
En=1, then REAIB; . ERASE operati g t ed.

oz1 (address)

©
@D
=
=

so (flag)
2 (address)

{(address) \
e2
SMz2 (address) ‘
p (flag)

o {flag)
22 (address)

g _(flag) )
(address
eggﬁ (address)
SMz3 (address)
p (flag) ‘
5 (flag)
ez3 _(_gdress)
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14 Accordingly, the follow ng observations should be

made. First, the only tine a READ fromthe Menory Storage Zone is
not permtted is when both Sn=0 and Rn=0. Second, the PCT &'3}1%4“ nme a
WRI TE i s per'¥PP¥B§% s when Sv=1, Sn=1, and Pn=l. Third, the only time an
ERASE is permtted is when SV=1, Sg;,’[ and En=1. 5 The
circuit diagramof the conbinatori fégi c for generating the enable
signals sent to the EEPROM 18 so that a READ, WRITE, or ERASE, of
the data in the EEPROM 18 can be made, &Rd the enable signals for

bl owi ng the fuses for personalization as describad above is
illustrated in FIGS. 12A-12C. One of ordinary ski®¥l in the art will readily
recogni ze from

=
¢
=
N <moOaQu —-DXJdE
FROM FIG. 12B.1
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FIGS. 12A -12C that the flags nust be set as previously described to obtain

t he desired output 10 enable signals fromFIGS. 12A-12C. For exanpl e,
FI G 12A generates a read enabl e signal which is H e
PGVERASEFUNC V€ P/4%##4 t he MEM signal is HIGH and fl ags 9&)&3@4)19%1}

selected partition being accessed is aJso H GH To avoid overconplicating
t he di scl osure, each of th 154 ags whi ch have been descri bed
above will not be described again herein. 15 Fl GS.
12B and 12C generate wite control (WRT CTRL), fuse wite control (FZ WRT
CTRL), and clear or erase control (CLR CTRL), respectively, fromflags set
as descri bed above. The WRT CTRL, FZ WRT CTRL, and CLR CTRL
signals are then fed into a wite . and erase control circuit
illustrated in FIG 13 that generates the signals WRTEN, CLREN,

and WRT enpl oyed by the EEPROM 18 to write and eraffe_data, anddal so
generates the enable 20 signal for controlli pr ogr@ m ng si gnal
for the fuses, FZ WRT EN. Those of ordinary skill in ®he art will

readi |y appreciate the operation of Cuits st ’forth in gl G5 12A-
12C, Y p&cce%‘iﬂaﬂﬂiicﬁwn%pﬂeﬁ‘mmsgqgm Siftor read, @rite, er ase,
and fuse prograngniag) accor di ng 1o described above.

Wi | e enbodi nerit's and appl i f hRve Deéen shown and
described, 25 gg addiegslgy §llll ed in the art that
many nore nodg{dccAdEress : above||pr e possi bl e w thout
departing fromg¢ht i IpNBNti on,

therefore, is it of the appended

cl ai nB,
sc2 (address)

s2qc -(address) ‘

oo (flag)

address

Lons of t

=
14}

{address)
address

ez2
e20c
SMz2

o2 (flag)
(address)

s3ac -(address) ‘

e3 Aflag)
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e30c (address)
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sc3

s3 {flag)
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s:::; (address)
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CLAI M5

A secured nenory conpri sing:

is clained is:

What
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WO 99/18504

16/17

[ e I < |

111

FROM FIG. 12C.1
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a first level security zone having an access code controlling access to

said 5 secured nenory prior to an issuer fuse being bl own;

a security code attenpts counter preventing access to said sg@yﬁgﬁngﬁanry
when &Yt er mi ned nunber of attenpts at matching said access
code have been nade prior to setting said security code attenpts
counter; a p1ZTt?ity of application zones, each. of
said plurality of application zones 10 conpri si ng:

a storage nenory zone; an application
security zone @avi ng aq:appllcatlon zone access code controlling

access to sald;storageéﬂennry zhne after an issuer fuge has been bl own;

an appl|cat|onNEone se®rity co®e attenpts counter prégventing access to 15
said applicatiqn zone en a predeterm ned nunber of attenpts at matching
sai d applicati zonejaccess code have beenjinade prior to
resetting said |applicat]jon zone|security code attenpt counter;
an erase key partition erase key code contrqlling erase access
to said storagg nmenory r an i ssuer fuse has en bl own; and 20

an erase key atltenpts c sai d application
zone when a predeterm

code have be
counter;

o DFFC
FIG. 13
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code attempis counter (SCAC), 4 pl- NIty Ome L S35 4
rality of application zones (24), each of Agpiicalion Zone £ Emss ey €22) 434381 L] 2
the plurality of application zones com- D e il ey I 5008 w8 s by
prising: a storage memory zone (SMZ Zone Code (BCS WSO " 2

[ A Appliostion 3 Secanily

2-4), an application security zone (24) Appiioaon Zons 3 SO ARIMES Couner (BIAC) w ': ‘
having an application zone access code R 3 e Al Courter @Y,  $400.8803 s 1
(SC2-4) controlling access to the storage Appisation Zore 3 (BIZS) Sorage Mesxxy Zone uuvtﬂ‘ 4008 u:
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tempts at matching the application zone T
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prior to resetting the application zone se- .

curity code attempts counter, an erase

key (EZ2-4) partition having an erase

key code controlling erase access counter

(E1-4AC) preventing erase access to the :

applicarion zone when a predetermined number of attempts at matching the erase key code (EZ2-4) have been made prior to resetting the
erase key attempts counter (E1-4AC).




