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RESOURCES BETWEEN ROUTERS | N A DATA NETWORK [ 01] The present invention

rel ates two@ssagcati on networks and, in particul ar, prowd ig?2/08431
enhanced quality of service (QS) to selected traffic flows. within a
network. [02] For network service providers, a key consideration in network
desi gn and nmanagenent is the appropri atelal | ocation of access capacity and
network resources between traffic originating fromnetwork service
custoners and traffic originating fromoutside the service provider's
network (e.g., fromthe Internet). This consideration is particularly
significant w.th respec 1 he [ C.O wor.k. cust o s whose
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to guarantee a particular Quality of. Service (QS) or certain flows. Such
service offerings require the network ‘service provider to inplenent a
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packet flow to use i ) . ) o ,
for certain flows. Such service offerings require the network service provider to implement a

network architecture and protocol that achieve a specified QoS and that enforce admission
control to ensure sufficient access capacity and network resources are available for

customers.

[03] In Internet Protocol (IP) networks, a straightforward approach to achieving QoS and
implementing admission control comparable to that of connection—oriented network services,
such as voice or Asynchronous Transfer Mode (ATM), is to emulate the same hop-by-hop
switching paradigm of signaling resource reservations for the flow of IP packets requiring
QoS. In fact, the IP signaling standard developed by the Intémet Engineering Task F;)rce
(IETF) for Intg:grated Services (Intserv or IS) adopts precisely this approach. As described in
IETF RFC 1633 [R. Branden et al,, “Integfated Services in the Internet Architecture: an
Overview” June 1994], Intserv is a per-flow IP QoS architecture that enables applications to
choose among multiple, controlled levels of delivery service for their data packets. To
support this capability, Intserv permits an application at a transmitter of a packet flow to use

the well-known Resource ReSerVation Protocol (RSVP) defined by IETF RFC 2205 [R.



the wel | - known Resource ReSerVation Protocol (RSVP) defined by | ETF RFC
2205 [R. WD 02/ 075524 PCT/ US02/ 08551 -2 Branden et al., "Resource

ReSer VAt i g etngol (RSVP) - Version 1 Functional Speci facaagdoongssbept .
1997] to initiate a flow that receives enhanced QS fromnetwork elenments
along the path to a receiver of the packet flow [04] RSVP is a QS
signaling protocol on'the control plane of network devices that is
utilized to request resources for a sinplex flows (i.e., RSVP requests
resources for a wunidirectional flow). RSVP does not have routing r
functions, but is instead designed to operate with unicast and nulticast

routing protocgols to ensure QS for_those_packet t ar forwarded .in
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bl ock di agilemens$ alang i sah (o aodeivepofdbepsikeyilowdel that utilizes RSVP to
achieve QS in accordance with RFC 2205. As illustrated, a transmtting

host 100 exec an applicatjon 104, which transnts data (e.g., video
di stri but ilﬁ"f‘ﬂ o;ﬁﬁ?dé-ao&@é-%ﬂ g/ PP§oliQha er@aérpfgk{la Q%if{jﬁ‘?éﬁ’ricﬁg’glcteﬁé ttife
"best effqpflized0s RG0S %eé%r@é&cﬁfrd;@@iﬁlﬂteﬁrﬂ&;vs d.&aiRgwp Bl Rsources for a

transmtting host 100 and a receiving host 118 ‘are coupled one or nore
addi t i onalumditkstionauiomwhs RO eloed @2t babd coutingpfuenteortss bat noitsiaad dusined go

116. [06;J In.the,.control plapne,  each network node includes an RSVP process
106"t hat - ST POn et e s e oo Ree® RESdaE Bt ascfis g e
control bl ek rd&@Bint t3brdd8ELWITh RQfinsf (1.8, RSV condftsaBETIHvatdiAs tabR BEHOHpESAN
to make a resource reservation for an enhanced QoS flow, and an adm ssion
control bltockouting) ihardadpedasideethevdrsvnseramrinistace va whigh prdisy sandf admission

out goi ng bandw 0 the requested Q@S. In the data plane, each
node furt hcgflg\é\flt%%:ﬁ?geasrgﬁgﬂgge\é?{et classifier 112, which identifies packets of

a flow and deternmnes the QoS class for each packet, and a packet _
schedul er 834, FiBufd1 3¢h YRIck Wiaehh @Fes Thiberv@Addal Betdsking mdd (1R8ehliZdsE VP

accordance with the packet classification perforned by packet classifier
112. to achieve QoS in accordance with RFC 2205. As illustrated, a transmitting host 100
executes an application 104, which transmits data (e.g., video distribution or voice-over-IP
- (VoIP)) that requires a higher QoS than the “best effort” QoS generally accorded Internet
traffic. Between transmitting host 100 and a receiving host 118 are coupled one or more

additional nodes, such as router 102, which implements a routing process 116.

[06] In the control plane, each network node includes an RSVP process 106 that supports
inter-node communication of RSVP messages, a policy control block 108 that determines if a
user has adminisﬁative permission to make a resource reservation for an enhanced QoS flow,
and an admission control block 110 that determines whether or not the node has sufficient
outgoing bandwidth to supply the requested QoS. In the data plaﬂe, each node further
includes a packet classifier 112, which identifies packets of a flow and determines the QoS
class for each packet, and a packet scheduler 114, which actually achieves the QoS required

for each flow in accordance with the packet classification performed by packet classifier 112.



WO 02/ 075524 PCT/US02/08551 - 3 [07] To initiate an RSVP session,
application 104 transmts a PATH nessage, which is sequentially passed to
t he RSVP wooasss2406 at each node between transmitting hostCTIOEN 288831
receiving host 118. Although transmtting host 100 initiates the RSVP
session, receiving host 118 is responsibLke for requesting a specified QS
for the session by sending a RESV nessagé containing a QoS request to each
net work node al ong the reverse path between receiving host 118 and
transmtting host 100. In response to the receipt of the RESV nessage,
each RSVP process 106 passes the reservation request to its local policy
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notification to the application 08] Al'though conceptual ly ver
si npl e, | medrle 108 Sudr @xlmmlomcngtrcbia@ock Ail0edAs naﬂedta'bbw,wolibp@au‘sel blfock HOS
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and the periodic refreshing of the soft state information per

Consequent(iy., dewastpapelisk bangiwidihia ewpbythenequesied ROvP 1 bgﬁlaﬁhﬁﬁ@f supgeed at all
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handl e t hepegatheasiinehe ﬂcmaep&mgclamml nechxﬂype&heﬂ‘schecgﬂai 1¥4go obtain the desired
QoS, and RSVP process 106 at transmitting host 100 notifies application 104 that the
requested QoS has been granted If, on the other hand, either check fails at any node in the
path, RSVP process 106 at transmitting host 100 returns an error notification to the

application 104.

- [08] Although conoeptually'very simple, Intserv QoS provisioning has limited scalability
‘because of the computationally intensive RSVP processing that is required at each network
node. In particular, RSVP requires per-flow RSVP signaling, per-flow classification, per-
flow policing/shaping, per-flow resource management, and the peﬁodic refreshing of the soft
state information per flow. Consequently, the processing required by Intserv RSVP signaling
is comparablé to that of telephone or ATM signaling and ‘requi'res a high" performance (i.e.,
expensive) processor component within each IP router t(; handle the extensive processing

required by such signaling.

[09] In recognition of the scélability and other problems associated with implementing IP

QoS utilizing conventional Intserv RSVP signaling, the IETF promulgated the Differentiated



[091 In recognition of the scalability and other problens associated with
inplenmenting IP QoS utilizing conventional Intserv RSVP signaling, the

| ETF pr onmwlcg@toeskaihe Differentiated WO 02/ 075524 PCT/ USO2/ig8mxb2/08554
Services (Diffserv or DS) protocol defined in RFC 2475. Diffserv is an IP
QoS architecture that achieves scalability by conveying an aggregate
traffic classification within a DS fi el d'4(e.g., the 1 Pv4 Type of Service
(TCS) byte or IPv6 traffic class byte) of each |P-layer packet header. The
first six bits of the DS field encode a Diffserv Code Point (DSCP) that
requests a specific class of service or Per Hop Behavior (PHB) for the
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| ETF RFC 2998 [Y. Bernet et al., "A Framework for Int egr ated Servi'ces
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router to provide the QoS to aggregated flows simply by examining and/or marking each IP

packet’s header.

[11] As described in IETF RFC 2998 [Y. Bernet et al., “A Framework for Integrated
Services Operation over Diffserv Networks” Nov. 2000] and as illustrated in Figure 2,
Integrated Services can be implemented over a Differentiated Services domain. In the
network model illustrated in Figure 2, edge routeré (ERs) 120, 128 connect Integrated
Services-aware customer LANs (not shown) to boundary routers (BRs) 122, 126 of a
Diffserv network 124. To reflect a unidirectional traffic flow from LAN-TX (transmitting) to
LAN-RX (receiving), edge router 120 and boundary router 122 are labeled ER-TX and BR-
TX, respectively, at the transmitter or ingress side, and edge router 128 and boundary router

126 are labeled ER-RX and BR-RX, respectively, at the receiver or egress side.

[12]  Viewed logically, each of routers 120, 122, 126 and 128 has control and data planes,
which are respectively deépicted in the upper and lower halves of each router. The data plane

includes all of the conventional hardware components in the forwarding path of the router



[12] Viewed logically, each of routers 120, 122, 126 and 128 has control
and data planes, which are respectively depicted in the upper and | ower
hal ves of wep@h7sayt er. The data plane includes all of thecaakiensispnal

har dwar e conponents in the forwarding path of the router WO 02/ 075524

PCT/ US02/ 08551 - 5 (e.g., interface cards and swtching fabric), and the
control plane includes control hardware '%'e.g., a control processor) and
control software (e.g., routing, signaling and protocol stacks) that
support and direct the operation of the data plane. [131 In the data pl ane,
packets are marked by data plane 120b of ER-TX 120 with the appropriate
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control plthasuppert inddired dee pstationof tik0jataplgnand boundary routers 122, 126

has a control plane that performs Intserv (1'S) processing by reference to
policies inplenented in policy decision paints (PDPs) 130a, 130b. In ER TX

120, contrjoB] phahe dbBOplaRErFRKEE atdhieed BEath! eI BBS bf ERATKOR02Rh the
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returns a RESV nmedsage al ong the reverse data pat equest® teservation
of resour gedicies ippEmaited: ingodiey ideeidio@eBints- (FPPHr130ecE30b. nin ERERAESY, control
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link between itself and ER-RX 128, BR-TX 1
signaling, perform Intserv policy and admission control functions, and maintain per-flow

state with path state blocks and reservation state Blocks. Control plane 128a of ER-RX 128

performs Intserv per-flow shaping before outgoing packets are forwarded to LAN-RX.

114]  As discussed above, before sending a traffic ﬂbw, a transmitting host in LAN-TX
initiates a RSVP PATH message. When the réceiving(host in LAN-RX receives the PATH
message, the receiving host returns a RESV message along the reverse data path to request
reservation of resources to provide the desired QoS. - After receiving the RESV message,
each intermediate router having an Intserv control plane performs admission control for only
its downstream llnk Thus, ER-RX 128 performs admission control for LAN-RX, BR-RX
126 performs admission control for the link between itself and ER-RX 128, BR-TX 122
performs admission control for the path across Diffserv network 124 to BR-RX 126, and ER-
TX‘ 120 performs admission control for the link between itself and BR-TX 122. The RSVP
admission control process verifies resource availability on each link and accordingly adjusts

the remaining resource count for the link.



perfornms adm ssion control for the path across Diffserv network 124 to
BR-RX 126, and ER- TX 120 perforns adm ssion control for the |ink between
itsel f and0BRAT362422. The RSVP admi ssion control process nMAVISRBESSEesour ce
avai lability on each |link and accordingly adjusts the renaining resource,
count for the link. WO 02/075524 PCT/US02/08551 -6 [15] Although Intserv
per-flow adm ssion control is performed oh the control plane, the actual
delivery of QoS for a traffic flowis acconplished on the data plane. ER TX
120 perforns Intserv operations (i.e., per-flow classification, per-flow
policing, -and per-flow DSCP marking) on data packets received at its
Intserv i i pterf ISIN. At the Diffserv autpyt ipterfac DS )
of ERTx 138 (SEPush Rt arevn i ons el & Bl B onBl plige 4B
only thei rachaCReN{IRF QBRRIIa 1éfid AeW RecEOhPBsHR orCihdSdata PRhECIRIB-THOM 20
each custoner at its input interface (DS IN and cl ass-based queuing at its
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packets to that I'ink with the DS field set to a high " priority, as

di scussed iitarfaeet @PF IN) atydpimiag qreriorm Seariflow Noheduling 28, sBaping rapsts- Indfeev entpat
above. [17 u;@?gj re, despite sone inprovenents in scalability within
the DiffséPV8Gharm - "4 ntserv adnission control utilizing RSVP still
requires per-flow state installation, per-flow )

[16] Although the Diffserv standard improves upon Intserv’s scalability by replacing .
Intserv’s processing-intensive signaling in the Diffserv domain with a simple class-based
processing, implementation of the Diffserv protocol introduces a different problem. In A
particular, because Diffserv allows host marking of the service class, a Diffserv network
customer link (é.g., the outgoing link of BR-RX 126) can expeﬁence a Denial of Service
(DoS) attack if a number of hosts send packets to that link with the DS field set to a high

priority, as discusseéd in detail in Application Serial No. 10/023,331 cross-referenced above.

[17]  Furthermore, despite some improvements in scalability within the Diffserv domain,
Intserv admission control utilizing RSVP still réquires per-flow state installation, per-flow
state refreshment, per-flow traffic management and resource reservation on each edge and
boundary router of a service provider’s net\évorks'. Because boundary routers process
thousands of traffic flows as netwbrk aggregation points, many vendors’ boundary routers
cannot install flow state for such a large number of flows. As a result, RSVP per-flow

admission control has been rarely implemented and supported by router vendors. Thus,



state refreshnent, per-flow traffic nmanagenent and resource reservation on
each edge and boundary router of a service provider's networks. Because
boundary wauRarss2pr ocess  thousands of traffic flows as netamwdo2/08551
'aggregation points, many vendors' boundary routers cannot install flow
state for such a | arge nunber of fl ows. a result, RSVP per-flow

admi ssion control has been rarely inplenehted and supported by router
vendors. Thus, WD 02/075524 PCT/ US02/ 08551 -7 conventional Intserv
per-fl ow adm ssion control using RSVP renmains undesirable due to its |ack
of scalability. [181 The present invention addresses the foregoing and
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accordancemyubfgdaabﬂﬂybodlnent of the invention, the policy server includes
processing resources, a communi cation interface in communication with the
processing resources, and data storage that stores a configuration nmanager
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flows. In addlflon the configuration manager transmts to the downstream
router one9H°%lnore virtual pool capacities, each corresponding to a
bandw dt h at the upstreamrouter for one or nore associated service

cl asses a['i:igg € dbohiafbt Wit hn %ﬁj gnt aatﬁfzﬁlgl inBntRRE th&TRAA} TBAL, nﬁdﬁ?des

configura manager confrgures i'ng quéues the upstream
rout er onlprocassingsyeensees; & amhnmmﬁcedgmmnﬂerfa&mtn @omOUni CAbA w1thtthalprpofobmg
capacities trans ed to thﬁ ?mnstrea royter were succ Efo|
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i nventi on ranter gepl()fvrﬁetdtselwtﬁtdﬁmnd‘arphb telenk o moresof dpleralitveliderdee classes bf data

however, oW, lIn aadf?iogr ﬁIeecrorn m%lgg nct)a]:nalégretrarfls%%shto the downstreani router one or
more virtual pool capacities, each corresponding to a bandwidth at the upstream router for
one or more associated service classes among the plurality of service classes. In one
_embodiment, the conﬁguration manager configures the data handling queues on the upstream
router only in response to acknowledgment that one or more virtual pool capacities

transmitted to the downstream router were successfully installed.

[20]  Additional objects, features and advantages of the present invention will become

apparent from the following detalled written descnptlon

[21] " The novel features believed characteristic of the invention are set forth in the
_ appended claims. The invention itself however, as well as a preferred mode of use, further
objects and advantages thereof, will best be understood by reference to the following detailed
description of an illustrative embodiment when read in conjunction with the accompanying

drawings, wherein:



obj ects and advantages thereof, will best be understood by reference to the
follow ng detailed description of an illustrative enbodi nent when read in
conj unct i wo axorks2t he acconpanyi ng drawi ngs, wherein: WO (2N107H284551

PCT/ US02/ 08551 - 8 [22] Figure 1 depicts a conventional Integrated
Services (Intserv) nodal processing node|, in which per-flow QS is
achieved utilizing RSVP signaling in accoPdance with RFC 2205; [23] Figure
2 illustrates a conventional network nodel in which Integrated Services
(Intserv) are inplenented over a Differentiated Services (Diffserv) domain
in accordance wth RFC 2998; [24] Figure 3 is a high-level network nodel

that, in referred nbodi. ent. of -t he i nvention,

i mpl ement gﬁ?ﬁt gﬁ%@ﬁ%‘é‘edﬁeg Y nve?uon (1)%1% A ﬁe Ce1Ce Iqlﬁfeﬁ%}o I?%?PWPSS’@W model

pr ocessi nginiwhitihperbowm dRIYis raomwddsmm‘mﬁghesw kigeking Bareodandedbikh RFgunes4
illustrates one method by which the receiving edge router of a traffic flow

can be identified within the network nodel of Figure 3; [26] Figure 5is a
more det ai 1280 bFigake & dfisiniesta sonveationdlt ndtworke dwelel dutverich dntegetedd Seoices

mor 6 det o 8R! aFRSHEENba st M RERIRYled RO DL AT RIS oo

recei vi ng weidlg®PCgo8t i n accordance with a preferred enbodi nent of the
present invention; [28] Figure 7 is a block diagramof an exenplary server

conput er ;ystem.t hat may be wutilized to i nqu)l ement a Policy Decision Point
(PDP) in déébrdéiguee i tih aahm}ekéﬁlr agtwoskbwddgtethet, oin @b@r@m% ewithi m\mnﬁerred

[29] Figur ?n@d% gxﬂ' Sf the Bpesngt n%oge Em(éldm gnts' Pn%t aI ! ' gﬁlaplﬁg% glla/(ra 15181n wh11e

recei vi ng %oun r out recel vin

initiali zaaunﬁﬁam{gala}seﬁr plocessBg ih kﬁatsduhaﬁ@&oﬁe@rcﬁ’&l@dmﬁeﬁeadaﬁﬂnof installing
policies on a receiving boundary router and receiving edge router in

response to a service update; and WO 02/-:075524 PCT/ US02/ 08551
[25] Figure 4 illustrates’ one method by which the receiving edge router of a trafﬁc flow

can be identified within the network model of Figure 3,

[26]  Figure S is a more detailed block diagram of a transmitting edge router in accerdance

with a preferred embodiment of the present invention;

[27] Figul:e 6 is a more detailed block diagram of a receiving boundary. router and

receiving edge router in accordance with a preferred embodiment of the present invention;

[28] - Figure 7 is a block diagram of an exemplary server computer system that may be
utilized to implement a Policy Decision Point (PDP) inaccordance with a preferred

embodiment of the present invention;

[29] " Figure 8A depicts a preferred method of 1nsta111ng policies on a rece1v1ng boundary

router and receiving edge router during service initialization;

[306] Figure 8B illustrates a preferred method of installing policies on a receiving

boundary router and receiving edge router in response to a service update; and



- 9 [3:1] Figure 8C depicts a preferred nethod of policy synchronization
followng a direct service update to a receiving boundary router. 1.

Net wor k wrdebd7584er vi ew [ 321 Wth reference again to the Pehus@wsssid, in
particular, with reference to Figure 3, there is depicted a high | eve

bl ock di agram of an scal abl e network nogel that provides enhanced QoS to
selected traffic by inplenenting edge-bdsed Intserv over a Diffserv domain
in accordance with the present invention. Specifically, as described in
detail below, the illustrated network nodel inproves network scalability
by elimnating Intserv per-flow adm ssion control fromnetwork devices in

Foqui rerils 0P RC TRl PRESTRLETIRE 1O subtpbietacBlotat e
nmanagenegérvickapd @ $ea Kce Silndi&irbeter.Fi gure 3 enpl oys the same

receiver/transmtter and ata plane/control -plane notation utilized in
Figure 2. [331 In Figure 3, Integrated Services-aware LAN-TX and LAN- RX,

whi ch nay eacﬂlet\&?xﬂt lw,ggn%wnore hosts, are connected to custoner

prem ses ,.equi pien ] e rout.ers Rs) .150,, 158.. Edge routers 150,
e o1 M ﬁeﬁ oA dn B8 e e Ty piniouta Ve, TEEento s Higwe S
boundar y tiepd! i B&pitBIRS) hikhAevel Sosd dﬁ%fafnﬁ SF \an"@hBIeKnekdbrk Bwelnﬁiav\?f&zides

service provider configures routers 150, 152, 156 and 158 and installs

adni ssi oilared QS aneeleciedhisailigbyiiviplanapbing Sdge-haed IgserswyensRiffgery domaig one
or nore [ Lz i £ t] . net el, of

Fi gure 3ﬁggf)cp?%r ge lﬁﬁéﬁ%@{e%éofﬁgﬁvén[ﬁ?gf fcg 1% c*’fﬁ%ﬁ f %sg%estc%lgﬁds ﬁq‘?td %élgﬂ;b eri(‘()))‘g’t E§h,ei n
LAN- TX t diuserated viddgothkosdoslel fimprdMeRNetvABki svalapilitg dly, elimitching dntseni @at-flow i S
pr ef er abl gqnducteq utilizing . a.layered protocol architecture in, which
each prof&BEFopgy¥Folifom Refdioek derieesdr thendithe HRaPEns arecchaven thaypeaps

pr ot ocol gﬁr—ﬁl@w b%@wﬂﬂ?fe%ﬁﬁ%xﬁét??@? g%??—ﬂ{mﬁg Qﬁ%'r;&ﬁfé 7 r;@%ﬂ clgéfﬁsetrvaqion and

wel | - kno nternet Protoc ] evel corresponds
t o Layer n@nagenidne FE@a@Sh{ ridetstandaty, Higlre Gregaploysathe same feveiver/transmitter and

St andar di,zat | on e stens. | nterconnect ef erence nodel. Above the
networ k Q*a:ne@ / Wgﬁwﬁéﬁfgﬁ;@gggei' _. o

{(33] In Figure 3, Integrated Services-aware LAN-TX and LAN-RX, which may each -

contain one or more hosts, are connected to customer premises equipment (CPE) edge routers
(ERs) 150, 158. Edge routers 150, 158 are in turn coupled ‘by access networks (e.g., L2
access networks) to boundary routers (BRs) 152, 156 of Diffserv network 124. The network
service provider configures routers 150, 152, 156 and 158 and installs admission control and
other policies on 150, 152, 156 and 158 utilizing one or more PDPs 160.

[34] Utilizing this configuration, the ﬁehvork model of Figure 3 supports unidirectional
traffic flow from transmitting hosts in LAN-TX to receiving hosts in LAN-RX. As is typical,
such communication is preferably conducted utilizing a layered protocol architecture in
which each protocol layer is independent of the higher layer and lower layer protocols. In
one preferred embodiment, communication employs the well-known Internet Protocol (IP) at
the network level, which corresponds to Layer 3 of the ISO/OSI (International Organization

for Standardization/Open Systems Interconnect) reference model. Above the network layer,



-10 communi cation may enploy TCP (Transm ssion Control Protocol) or UDP
(User Datagram Protocol) in the transfer |ayer corresponding to Layer 4 of
t he OSI/Wo@2eflence nodel . [351 Above the transfer |ayecr/@@mggssication
may enpl oy any of a nunber of different protocols, as determned in part
by the required QoS and other requirenments. of a flow For exanple, the

I nternational Tel ecommuni cati on Uni on ('IWU) H323 protocol and the | ETF
Session Initiation Protocol (SIP) are conmonly utilized to. provide
signaling for voice, video, nultinedia and other types of enhanced QS
sessions over an |IP network. As an end-to-end protocol, SIP advantageously
permts the end npdes with - the capabiljty to caontrol call r ocessi ng
utili zi ngPOPHPYHGRIRANEY FRRIQY BSY 6@?3@?@18ﬁ0ﬁd@q¥érpﬁ8mt6w1m UD&@{SGII Ralgrmn ast
to the PriBfochlin MRl IBAPLoddshiiniA@lathyes B MG iSOG LG CS an

I ntserv control’ plane that “perfor I'ntserv processing in at [east each
edge and Diffserv boundary router, the network nodel illustrated in Figure
2 enpl oyq3sht skbovepthe caasien fayen| gommitnitdhienaxniy emplogdgy of a htvabaedfrdiriérent hat
i's, on network-managed ,CPE. edge routers, 15Q, 158. Thus, for the

i 11 ust r atREBLOGAISRY eceirined oRarkBY T 1sarretigeS padodies ragremests Gy Ay mbor

I ntserv  AURRSIH0 1KORALEOk dbdoAiBRYR GhisAITUNH PHRYAL (ENRRNESFF S
for a flow sent from LAN-TX to LAN-RX. Because edge routers 150, 15

per f or m |Sessien nifdtndrsBiotarot (31P) ete doommorlly Bifikzedvto pedwide &igtBihg(fandoias siddong
that Diffserv network 154 has. been |, traffic engineered), there is, no
hoad Lo I REEHAR A5 g Tipet O eafikatl s, il fven b £ POmors L 5 on R Ehk
154. Conspeatiéest |p é@aﬁﬁ@@dﬂ?yﬂg@nﬁmt thet BRI PO&SeRith - {HRBVEPabiBR: 1 QRRLE chihe
routers in Diffserv network "154,” i ncl udi ng boundary routers 152, 156 and
uni | | ust maeeassiopntiliziopverieys Gatl fegturpai(¢.adFind-thelVellewi-meit serv control pl ane,
as indicated at reference nunerals 152a and 156a. Consequently, boundary

routers 152 a 15 n.pbe significanil | mpl jfied r te . enhanced
Sonl abi 1 1361 of B B tagr 0 RepRpOgH aeftik elpskl Mkt s e avieh 0SS &5
advant aggaters tomidl fflaat {Han peoR@UNESY phedssShS il AL leakbBachl &ye AR Woldery
nodel of Figure 3 inplenents nodifications to the conventional Intserv RSVP

si gnal i ndowndal rovif, dhe netsvode swodebidlysiatied i Fighwe snmdesomissrvsyenessinigonly
processi 9 t}%t ex?x%%ﬂ: edge of the network, that is, on network-managed CPE edge routers 150, 158.
Thus, for the illustrated unidirectional packet flow, edge routers 150, 158 perform Intserv
admission control utilizing RSVP signaling to provide enhanced QoS for a flow sent from
LAN-TX to LAN-RX. Because edge routers 150, 158 perform Intserv admission control for
Diffserv network 154 (and assuming that Diffserv network 154 has been well trafﬁc
engineered), there is. no need to implement any additional admission control for Diffserv
network 154. Consequently, in accofdance with the present invention, none of the routers in
Diffserv network 154, inéluding boundary routers 152, 156 and unillustrated core routers, is
required to have an Intserv control plane, as indicated at reference numerals 152a and 156a.
Consequently; boundary routers 152 and 156 can be significantly simplified to promote

enhanced scalability of the service provider network.

[37] To achieve this advantageous simplification in boundary routers 152, 156, the
network model of Figure 3 implements modifications to the conventional Intserv RSVP

signaling model, which, as described above, always performs symmetric processing at each



WO 02/ 075524 PCT/ US02/ 08551 -11 node to perform adm ssion control for the
downstream link. In the network nodel illustrated in Figure 3, the RSVP
RESV nmess@@eooetizined by the receiving host is processed agigdyudeyosdshe
Intserv control planes 150a, 158a of edge routers 150, 158, which verify
the availability of the requested resources and adjust resource counts
accordingly. In particular, Intserv contllo| pl ane 150a of ER-TX 150

per formnms downstream adm ssion control for the link between itself and
BR-TX 152. Intserv control plane 158a of ER-RX 158, however, perforns

adm ssion control not only for its domnstrean1|ink (i. ., LAN-RX), but also

L e e
model showg dlh@uﬁ! YULE BSVAR RV e, Sie r&hni%ﬁ%ﬂhb‘fé&'wﬁ?%éﬁ@ gSeebdiadlo Eg@;%&

be addressed Fn order to obtaln opefative network enment ati ons.
exanpl e, bbe émtscﬂrvmomrehplamsaISOlanlﬂhrwf digvRosterid] hEs, wsslusly weciflyrthe alvailability

each node, conventi onal ' i nechanismis rov ed to.inform ER-RX 156 t hat
T s ho o e BRI YSS G SSnIFTHEE COHES QEOROMBLET OF MG o PR
control foontrbIS pURSt 130RANbE IHRKTX 150 E@ﬁbﬁﬁ@ aowﬁgfeaﬁmaamionl S8R oRElink
.signaling does not provide ER-RX 1 with any information regarding the

resource wesnt jtsedh dtndeBBuTXelﬁ‘/ ailntapivi mryméfplme 165¢ss tof BRABX N6 8 drowewkd, ¢ h

adm ssion ¢ fqr v

gener al | y) %%nélgan Sgpr oypg’gf%(%y%?oéé dgg’PgﬂéaPaRr“@&% 8“‘{‘&% b@ﬁ%aiﬁ? for the
Di ffserv/ lupstedn linktieelf wad BRABXAS6 HebaubXbdditagnebutdr 1B M56 Gl @5t R HoRawael
di sclose how to map Intserv classes to Diffserv classes. Preferred

sol utions to'these and other jssues concerning an inplementation of the

net wor k o8l sthbhwgihrpop,cwaélmelega@t dhis aeivel mordelishayn irbEigowe 31has a number

Recei vi ng uer errln owtoF ure 4 e
i s depict e(gdgﬁné prléélf (élrlarle 1*1&? 3“%83 nbv% %reg elélggr out(él?taln atlye Eﬁ“&
158, can detpbsniédigticn8aFot 'Exarﬁplé hecieeebnidhtiofd JatseRURSVP sighalid}CisGgRintdiech]
operating scenari o each of the custaner LANs, edge routers_ 150, 158 and

boundary rafegt §odg g conysntienal aeghpsiandnpropdedity wfarm FRGRENESE: thet dnisrthe
LANs coupl« ‘?gceixﬁng'%(@é rbufer 3h& nfRE hherefore perform admission control for its upstream link.

In addition, conventional Intserv RSVP signaling does not provide ER-RX 156 with any
information regarding the resource capacity and resource availability of the upstream link for
which admission control must be performed. Moreover, RFC 2998 (dnd the art generally)
does not provide any guidance régarding how to implement Diffserv/Intserv interworking at
* ER-TX 150 and, in particular, does not disclose how to map Intserv classes to Diffserv
classes. Preferred solutions to these and other issues conceming an implementation of the

network model shown in Figure 3 are described in detail below.

IL Receiving Edge Router Identification

(391 Referrihg now to Figure 4, there is depicted one preferred method By which an edge
router, such as ER-RX 158, can determine that it is the receiving edge router. In the depicted
operating scenario, each of the customer LANSs, edge routers 150, 158 and boundary routers
152, 156 has a different IP address, and the customer LANs coupled to ER-RX 158 are each
assigned an IP address that is a subnet of the IP address assigned to ER-RX 158.



assigned an | P address that is a subnet of the |IP address assigned to ER RX
158. WD 02/ 075524 PCT/ US02/ 08551 -12 [401 As noted above, a transmtting
host in L@lgokX7sd2pi tiates an enhanced QoS session wth a p@Eggovigsg: host
in-LAN-RX by transm tting an RSVP PATH nessage. Based upon the destination
address (DestAddress) specified in the PATH nessage, which in the
illustrated exanple is a.b.p.d, the PATHZnessage is routed to across
Diffserv network 154 to LANNRX. In response to the PATH nessage, the
receiving host transmts an RSVP RESV nessage containing a SESSI ON obj ect
that specifies the destination address. Upon recei pt of the RESV nessage,
the RSVP process in Intserv control plane 158a -of ER-RX 158 can_ deterni ne

whet her ER4RK 1A% npted; aheve.ct Brgsmigingghest %w Tgy indtistsn An ifghansed Qo8 pesaiLRoN
st o5 e el Fag MBS o, s Sl 8500 10 A Wy

only if the estina its atta cus

subnet s, Eﬁsm@tmﬁ&ddkess@éstmddress) dpeeificé deithd BgTéﬁgﬁssaga,t Whlcﬁ(ln thdéhstratefli c
flow. For exa 158 receives, a RES ssa n SN C]\l
obj ect" com@? a&b@ﬁ Egﬁ*g&a?a@gésao dfoerqspli 4?@@%\%

the recei vxh%sp%ﬁg@ t6 e PATH er@sa%@eth'e@e@é?@h%%smraﬁsﬁﬁt% (Rs-\@ mwnfésg)ge' s

an | P subnet "address of a. 58 therefore perforns Intserv
adni ssi on eotaining af BESSIAN qlvp@t Mmpbcplﬁks fher deshivatéorhadiress. Qﬂsom Irepeipt[ of1the

Advant age PV SRRRRLG: 1, RO B bl TR RN AGRET doPbr B S5s 1 Sh P y

a subnet - ofetdrfignd QBeihet W—RKQQSS i tHeClec&ivin éﬂé@ﬁ@ﬁ&r bbrrbdnﬁﬂhhﬁgﬂ:ﬁé AebtASioh N
which this restriction is not desirable, alternative neth

i denti fyi rigdease withethei 1R megprst @édrreem pE ﬁﬂfﬂflaW%be% wpstomer LA%% é’& amﬁp paly Hsthe
d bed F
escri be (93@ ar?a}f\{ohrlld Q:félls\é%ttol ople n({%qﬁfatétgé}%%lrdggfgh‘i gulgfcfgsg EE{E—R?{'[ j’égn%%%%e it is

rout er
| denti fi ca;he @¢celvadd edg@ﬁfutgufoedh@ raffttgfowr OBGred:@uihs), wHSERYR RS &6€lves a
These pol I%%‘( data structures specify one or nore ranges. of IP addresses

for whi ch BEYYmessagedaving & I@ng JectFentaging Aestipgsigpadsiress ab.p.d, ER-RX 158

PCT/ US02/ G8pwA that it is the receiving edge router since the IP address of LAN-RX (i.e., a.b.p.d) is an
IP subnet address of a.b.p.0/24. ER-RX 158 therefore performs Intserv admission control for

._.

its upstream link for the enhanced QoS flow.

[41]  Although this method of identifying the receiving edge router has the advantage of
simplicity, it requires that each destination address specify a subnet of the ;ecei{/ing- edge
router’s IP address. In implementations in which this restricﬁon is not desirable, alternative

~ methods of identifying the receiving edge router may be employed. For example, as'
described below in detail with respect to Figure 6, the receiving edge router may
alternatively be identified through an Edge Point Ideﬁtiﬁcation table configured on edge
routers 150, 158 by PDPs 160. These poliéy data structures specify one or more ranges of IP

addresses for which a router is the receiving edge router.



-13- 111. Resource Managenent [42] To track resource availability
(including the resource availability utilized to perform upstream

adm ssi onwoonto7sd2y, each | ntserv-aware edge router maint airtI/es0gegsElat e or
shared virtual pool in its control plane for each Intserv class, where
each virtual pool represents the resour cg avai lability for the associ ated

Intserv class(es) on a link for which the~router perforns adm ssion
control. Wienever an edge router receives an RSVP RESV nessage, the edge
router performnms adm ssion control on the link by checking the requested
bandw dt h agai nst the appropriate virtual pool to determ ne resource

avai | abi | ']EI% i n% t he gﬁ uested, Intserv class. If the virtual pool

i ndi cat es er ‘Eﬂ?élgcfe _ B tth is less than the available bandwi dt h,
the reservabj onTs @@L $ésolifccdRBIADIRE @IhdiRe tHeat e RIlBIOH1GRRIAD péifotdal
pool are reduced by the amount of reserved bandwi dth.' 1f, however, the

request ed tnstréah ddmissiore eedel), ivachy Intsenehwpsotdes ravist mabiteing asendrdetor sharedo s
S deni od. . . | P | |
request | Swgcﬁgj'l;qeo;%l %}{ ﬁ?lcm#tg&% pé’&r#& Q&hqﬁ&gﬁeﬁa%, @Lﬂ%te%gﬁ xlrﬁ%ghé O}r@@ﬁge%% the

and D ffser ane 1 'ons 1S achi.eve associ a

virtual poeksurtd iakhitabality ofop ethé aisodif1éd EnitveradethssgdsP ronC @riinkolfor which fheerouter
| ogi cal queues empl oyed by Diffserv to deliver class-based S on the data

plane. | iPBEIPE agmissionggafiol nbersy ce phedeciTauighicEY Py A B SYEI RETY mEstagcohe
and only o e%p{g? ?{él}’ﬁ)ﬂﬁ?%&@éion%%l oh'odﬁ\@‘{@k’bgl k& \é'rlé%&!%%ed%%%idth

utilized to per ntserv adm ssion control, separate gl cal queue
can be i npigaimshttediphoopriatectirtod] ppoktoodetaronee tendiwee wvailahdsye & thaneluested Iidserv

nore | ogi cgl queues nmay be ippl emented, as shared queues that are .
nesoci ateciet nit i gL el Sufigeiet das adhepiaa SandtheEh 1 JertolhaB Mrwarade
the possi bhgieadh] fRlLEEIFatRN ﬂe@ﬂésﬁgé eggg@&é@lsarﬂ”t@e%sre}%he rROBLSs 6%@21?1306?3

i npl emented within the boundary an e routers of a service provid
net wor k. \iDe02d@28 34theCmusd 2foessed bandwidibl elf] however, the requested bandwidth

exceeds the virtual pool’s available bandwidth the QoS request is denied.

[43] Interworking between the Intserv admission control and Diffserv data plane functions
is achieved by association of the virtqal pools utilized to perform Intserv admission control
with the logical queues employed by Diffserv to deliver ciass-baéed QoS on the data plane.
In particular, each Intserv class is uniquely associated with one and only one Diffserv logical
queue. However, like the virtual pools utilized to perform Intserv admission control, a
separate logical queue can be implemented for each of one or more Intserv classes, and one
or more logical queues may be implemented as shared queues that are - associated with

multiple Intserv classes.

[44] Table I below éurmnarizes the possible combinations of logical queues and virtual
pools that may be implemented within the boundary and edge routers of a service provider

network. -



Logi cal Queue Virtual pool Separate Shared Separate Case 1 Not Applicable
Shared Case 3 Case 2 [451 As shown in Table |, three cases are possible:
separ at e Wwigdwaks2pool s with separate |ogical queues, sharpggd/iwdoplossah pool s
wi th shared | ogical queues, and separate virtual pools wth shared | ogical
gueues. The case of a virtual pool shared by nultiple Intserv classes is
not applicable to an, inplenentation haviflg separate |ogi cal queues for
each Intserv class, since no virtual pool information would be avail able
on an individual class basis. Inportantly, boundary and edge routers in

t he sanme network may be configured to concurrently inplenment different
cases, as long as marking is correctly ﬂg&f?rned. [461 Wth reference now
to Figures 5 and 6, there are depicted Bldetailed block diagranms of
edge and boundary routers of the network nmodel of Figure 3 in which traffic

in each |nfserv—service ctassyrs dbbl gm—;u a SEP iTtual—poot—the
Vittuat ool |

control plahe andogegfduweue | ogieal t' r—the—gata—prangpi- ce

wWith Case 1lof-Tahle | Dﬂfﬂl"tlnﬂ -Flrc ae Fi'gnr 5.— a more-—detailed-bl ock

di agram of ER-TX 1%?Pair§edpm ctéd As n?ﬂSE abave | ER. TXNO} Agplicable, Lntkerv
control pl ahe 150a,ShafRdch manages Rsvﬁmﬁp‘nalinq nd i npl efBit% | ntsery
policy and adm ssion control, and 'a data plane 150b, which provides the

i nk | evel very Ser cIa S base e 0
e o Y St o et R R SRR D0 oot
associ at edogﬂcalt @ue adbed BAualapdd Wi sharddriokichl @edued,Géhd se@aratesviaaal pools
i nterworking function (IW) configuration block 186, and a, Policy

Conf i gur atWih shated koeied aueyms) JThegwse R wgﬁualxmpelhslﬁmdm Winle HHERY chsess is
policy inf 1 a
For ey di ngFGREL 1 b FBlonkaion B elhcpifis inal R0 lBith RSk, Sl
212 that emmh QorWﬁﬁmbqﬂmlhnﬁﬁnﬁmbﬁswnﬁMcbasswuwmkoaﬁOﬁBEﬁ&vEﬁIYUﬁ&i/ﬂﬁﬁSl
-15 [47] As descri bg apove, . RSYP process 180 in contrq{ rBl ane 150ﬁ3\ ahndl es
RSVP Importantly, boundary and edge routers in the same networ ay be configured to

concurrently implement different cases, as long as marking is correctly performed.

[46] With reference now to Figures 5 and 6, there are dei)icted more detailed block
diagrams of edge and boundary routers of the network model of Figure 3 in which traffic in
each Intserv service class is assigned a separate virtual pool in the control plane and separate
logical queue in the data plane in accordance with Case 1 of Table I. Referring first to
Figure 5, a more detailed block diagram of ER-TX 150 is depicted. As noted abbve, ER-TX
150 has an Intserv control plane 150a, which nianageé RSVP signaling and implements
Intserv policy and admission control, and a data plane 150b, which provides the link level
delivery of Diffserv class-based QoS. Control plane 150a includes an RSVP process 180, an
admission control block 182 having associated virtual pools 184, a-policy control block 188,
'an IS-DS interworking function (IWF) configuration block 186, and a Policy Configuration
Interface (PCI) 190 through which ER-TX 150 communicates policy information with PDP
160a. Data plane 150b has an input port 200, a forwarding function 208, and an output port

210 having a number of queues 212 that each corresponds to a Diffserv class.



signaling (e.g., PATH and RESV nessages) utilized to reserve (and rel ease)
resources for enhanced QoS flows. In response to receiving a RESV nessage
requesti nga@aosmees for an enhanced QoS fl ow, RSVP pr ocex3/ue0/08s51

i nterrogates adm ssion control block 182 and policy control block 188 to
verify that the requestor has adm nistratjve perm ssion to establish the
QS flow and that the downstreaminterfa has sufficient avail able
resources to support the requested QS. In addition to determ ning

adm ni strative perm ssion, policy control block 188 can execute additional
policies, such as authentication based on certificates or signatures,

or oot onl0) AP El BB, REUPTpBIRRDIN T SUHBL AR IS RRHES RSV

[48] | n t hégndlingSterzgat BATENQOR BENt megagds) stfpal foetbséiite (@EY reldads)SrebGurdes for
Guar ant eed Service GS) and Controlled:Load (CL)) has a separate virtual
pool 184a, enhanged Qofflowiso dn gepoRs to rpeehERE LFEMD FISHHES TEHeSIRETEsaTes foy 2Bf

resour ces ' I . G [ e .
Fesour oo panra e IR, RTT bRKes b0 RetoL e RS ASSnd MR 2t Rlotcy.
requests waitros biock di88riv vavifiy tablle equatwirdtak admirdvtadtivaljeemissioh he evtablighadhe
pool assoc) af; W t the requested Intserv' ¢lass and ot herw se deni es_the
reservati ol °$ g]cdjw_e@dhthﬁ\ﬁ%es‘@wg‘ﬁtr%ﬁ?}tg?ace &l f%ft?’?t P\?E]G@é’srei%éceé\;‘éﬂlwfethe
resources jefuésidd HbY2lmRRRNHonY 4&%%{119% BHmiBSHER LS rAksiBACH i TUSREDP B}g'yck

reservation, and increases the reservable resources in a vittual pool
t he anount 188fanressauie edditibnad gdlicips sucheasriutizeniioationfbased 61 osstificatgroortsigitahyres,

t he nunber_of virtua ol. .he, bandwi dth al l.ocated to ,each virtual. poal
184, g RS ekt E! hERRKDn diflEouR o Be B AT Rl e hleeBigR S
not fixed, allyehtedi@oliftet Eath RRBIRSERHeASiRRAY Klolves that are installed at ER
TX 150 (and other network elenents) by a PDP 160. Utilizing Conmon Qpen

Pol i cy Ser vice (COPS) or other protocol, such policies nmay be pushed onto
For " oxampl Gor T oty BY SR WhiRlanfil S50 LaMdRdnild ATl R Gl

PCT/ US02/ 05 land-Oduitrol14@ LoRIDRCLHQaas @aepargierggudl peolb®pi, 184b.eAde€ skidin t&Rfol
¢l asses anb oc% HZSI%[)Xitgrls tsesa?v%ﬂgﬁﬂty of resources on the downstream link’ for each Intserv class .

using virtual resource pools 184. Thus, admission control block: 182 grants reservation

requests when sufficient available bandwidth is available in the virtual pool ass‘ociated with

the requested Intserv class and otherwise denies the reservation request. Admission control

block 182 reduces the available resources in a virtual pool by the amount requested by each

successful reservation, and increases the reservable resources in a virtual pool by the amount

of resources freed upon termination of a ﬂow. Importantly, the number of virtual pools, the

bandwidth allocated to each virtual pool 184, and the mapping between the virtual pools and

Diffserv classes are not fixed, but are instead expressed as policies that are installed at ER-

"TX 150 (and other network elements) by a PDP 160. Utilizing Common Open Policy

Service (COPS) or other protocol, such policies may be pushed onto network elements by

PDP 160 or pulled from PDP 160 by a network element, for example, in response to receipt
of an RSVP RESV message. -



DSCPs) on |IS-DS | W configuration block 186 (e.g., GS to DSCP 100011, CL to
DSCP 010011). IS-DS I W configuration block 186 may al so receive

conf i gur awiconan72em RSVP  process 180. Based upon these ca@dm/gaeeasisons,

| S-DS | WF configuration block 186 dynam cally provisions a packet
classifier 202, policer 204, and marker 206 on input port 200 for each
Intserv flow. (In sonme inplenentations, cket classifier 202, policer 204,
and narker 206 nay be inplenmented as a single integrated nodule, such as a
Field Progranmable Gate Array (FPGA) or Application Specific Integrated
Crcuit (ASIC).) [50] In accordance with this provisioning, packets within

each Ints fl ose servige class,i,s indi.cated by an.lntsery 5-tuple,
ore ol aseiPPka Bk IR RERAEYY, Gf mipriiSuter LG8 S R REES s W e
appr opr i atPSCBHPIS DL IWHIERgiatiftibh ek 186 (28 s GSetodDSCW 1dvoenecpftotibecp 16
code points (Pool 2 xxxxl 1) reserved for experinental or |ocal use). In

thi s nmanndt0011atSeby FWBwenhgyptingy bleplad8e aagodsaraseiyg goafjauradonsniom RSVP
preferenti L ffaper v S c e .0 Fi e
reflects (?gé% isr%()m E?‘g%?eﬁ}? (ﬁi aﬁhggpgérha e ﬁtﬁgalg’ggﬁo Esgﬁ{ei;t}:eécggﬁg?ré@%{d@#‘! e&§8n
port 210 fdyhamdelypupysivhed phdkesensifidr293, foBSesi, Ghd markeaddé bh dput port20e
| ogi cal dqueues .assigned to other Di f{serv cl asﬁsfgi (e.g.. the afedi t ed

For war di ngof BR§R Intyex ffasg Kbt Seipeimglopseiationy RAckshuflessiies: 202 peliger(39d) and

cl asses). Seheduogr nzagAgeh%EEﬁfeﬁ{eqeas %%Qprn%grét@& emBBue! Qub1e,sPACkehid

wi thin each | ogical queue 212 by schedul i ng” pac transm ssion trom

| ogi cal qUiogmn@idblé GakcAwaydEif{eA )t Appichecudpaecifnelnidprated €8icgin €4SI@).)each

| ogi cal queue 212 by PDP 160a. [51], Because the illustrated enbodi nent of
ER-TX 150 i s nmanaged by the network service provider,  ER-TX. 150 can be

trusted bysphe metysiknarivh 88s PloNsidielg, Hacledy WREl eachBitkerv PRGK $ihdsdbdrlice
DSCPs so that no "theft" of QoS occurs. I'n alternative enbodi ments in which

ER- TX i s rrdass pbindiretedidy anHatsest wbipke, seg slpssifigsrandingaked PDpacket elassifis 382 mng
V5o it sitita 2 CE S A HRT BEbl Bt & et S G Wl ogigte
routers ofieDtddesguints @oVDL kixka# nesetvedfor eRpletifRital welacaAtBe)D I 88¢ ynaauey es
For Intserv flows having enhanced QbS are aggregated into preferential Diffserv classes.
~ Because the embodiment shown in Figure 5 reflects Case 1 from Table I, a separate logical
queue 212 is provided on port 210 for each supported Intserv class (GS and CL) in addition
to the logical queues assigned to other Diffserv classes (e.g., the Expedited Forwarding (EF),
Assured Forwarding (AF) and default Best Effort (BE) classes). Scheduler 214 then provides
the appropriate QoS to the packets within each lqgiéal queue 212 by scheduling packet .
transmission from logical queues 212 in accordance with scheduler weights assigned to each

logical queue 212 by PDP 160a.

[51] Because the illustrated embodiment of ER-TX 150 is managed by the network service
. provider, ER-TX.150 can be trusted by thé netwo;k service provider to correcﬂy mark
packets with DSCPs so that no “theft” of QoS occurs. In alternative embodiments in which
ER-TX is not managed by the network service provider, PDP server 160a may provide the

Diffserv classification policies to BR-TX 152 instead of ER-TX 150. It should also be noted



Intserv flows, even if separate queues are inplenented on edge and boundary

routers. [52] Referring nowto Figure 6, there are illustrated nore
det ai | ed Wlooko7shi2agr ans of BR- RX 156 and ER-RX 158 in acacumiesweesisith a
preferred inplenmentation of Case 1 of Table I. As noted above, BR-RX 156

and ER-RX 158 have respective control planes 156a, 158a and data pl anes
156b, . 158b. Control plane 158a of ER-RX 138 is an enhanced Intserv control
pl ane including a PCI 190, an RSVP process 180 havi ng associ ated adm ssi on
and policy control blocks 182 and 188, and an edge point identification
tabl e 252 and upstreamvirtual pools 250 by which adm ssion control bl ock

182 f t i SSi trol . BR- .RX 156a, b kast, h
e sorv oot SR srRe HORBHRAERR 124 berdihoy FrpleiBschhot® Mg X
t he conpongafks; fdwsavan ms%zﬁatkiﬁéus%ra@e Eingite@dn R IR HeR@Bary [r&dkrsW t hi n

control plane 158a of ER- 158, PDP 160b installs policies by which |ocal
policy control 188 determ nes which custoners having adm nistrative

perm ssi o rneguest 0 e vat i I

a1 on. 5t TEGR R REMERFe GoRELSRL iRyl il SBRGEE oS3 Al UEs of B
speci f i es RiXid56 and®ReRKaE % an&oxdasdﬁiwi&t & preftddaiaieh @ﬁsxfﬁsticfmcsf Casbiladf TaBtdRX
158 is the receiving edge_router. Thus, -upon receipt of a RESV pessage

- equest | nghFPIEhAAEe SRABS. TT0WBR-Rih LR e Hroresirstibmeentral ningn e, 159 and
adm ni str at,j.V 1S i ' 18§, 1,554

interr oga?fgtsa @%%eﬁ%qb?\? SQIIS‘.dg%nIB?Ii }é%%iie gg@% gg }Pg %gizlst%gip etée@?nn(%g%fsg JVE?@%?I
158 i s t helaecieckidig 2d®gd ¥90ute RGP prdvess 180 heshgdsfdcmped ddminsivn ah&RpdKct58

f only . ' t dmi ssi trol . Ho , if.ed
Dot 1t | deERFPCaPPonIYaBH b5 50 o 0kt BSLit PO BRetRR 108 352 APk each MUY
edge rout gfofsarsotiiewhRAURE &b ol BIOEk 182 9terhf9@ﬁ§ ﬁﬁhe&h%ﬁi‘his%ﬁ)%l RREHPT BR-

upstream “adm ssion control by reference to e upstreamvirtual pool
capaci t i eR411568abr opirampDhas] O Antsery ewabh!l phnscbwt wbiged indludes ronly atREl 190

it zea By SRRl REERRBRR L R S 1At KobhitReg wEPREAPED: ) ot

sufficient bandwi dth for a requested flow of a particular Intserv class on

the upstream|ink WO 02/075524 PCT/US02/08551 -18 )
[53] Within control plane 158a of ER-RX 158, PDP 160b installs policies by which local

policy control 188 determines which customers having administrative permission to request
resource reservations for enhanced QoS flows. In addition, PDP 160b installs an edge point
identification table 252 that specifies one or more ranges of destination IP addresses for
which ER-RX 158 is the receiving edge router.  Thus, upon receipt of a RESV message
requesting an enhanced QoS flow for which the customer is granted administrative
bermissioh by policy control 188, admission control 182 interrogates edge point

: identiﬁcaﬁoh table 252 to determine if ER-RX 158 is the receiving edge router for the

- requested flow. If not, ER-RX 158 performs only conventional downstream admission
control. However, if edge point identification table 252 indicates that ER-RX 158 is the
receiving edge router for the requested flow, admission control block 182 performs upstream
admission control by reference to the lipstream virtual pool capacities allocated by PDP 160b
.to each Intserv class within virtual pools 250. As described generally above, each virtual
pool 250a, 250b is utilized by admission control block 182 to ascertain the availability of

sufficient bandwidth for a requested flow of a particular Intserv class on the upstream link



bet ween ER-RX 158 and BR-TX 152. As indicated at reference nuneral 252, PDP
160b obtains periodic or solicited feedback regardi ng virtual pool usage

on ER- RX Wehyranska4dynam cal |y coordi nat es any oper at or - i nigdtag®d/0sss1
adjustnments to the capacities of the virtual pools with updates to the

| ogi cal queue(s) and schedul er weight(s) inplenented in the data plane to
ensure that the Intserv bandwidth actuali¥® utilized is less than the
operator-specified capacity. [541 Referring now to the data plane, data
pl ane 158b of ER-RX 158 may be inplenented w th conventi onal
classification, forwarding and Intserv queuing, the details of which are

d d 56b of BR-RX
286 1 nel uksveanERIRG: 1ashthd BB PReEngAs indirsied it ?reg@zm?rg%aﬁa% DR J6pb
240 havi ngolﬁalﬁ%ﬂgfeﬁbﬂltcyopgolgnfeﬁSﬁéd’bacﬁr}%égeggmﬁ’l ﬂggh’legogﬁgs o Om t}EXd!t'éée and

244, and a forwarding function 230 t acket I nput
port tot hiaynapmﬁpmmr@nﬂhysnp apeglretistia@d 2adjustemty 4o tbe) ICEpaZﬁﬁ:SIGf the v1rtual

accordance he .cl assificati erfor cl as

o cat ed Pt tpdrte 3 te Rl dudls Sl chedtish y ) Shpkatnd n proipe
160b in a MaQs @i nai@dhatBne BitsdrP bﬁl‘i‘dvlzlﬁﬁlt achl@ly #ORE Q;Lléﬁtthé?ﬂ‘t}féfo peREd PRAed
Intserv virtual pools on control plane 158a"of ER-RX 158. In partl cul ar,

in the illeapadigt ed enbodi ment, classifier 222 is configured to identify
packets belonging to the separate Di ffserv classes into which Intserv
traffic are aggregated, such the packets in each Diffserv class

represent iBg] amRédfairigrnovt foathtidatal i, adte plaoe Wa8H od ERORXEIF 184ebe inflluiaEaal
queues 242 for Intserv GS and CL classes on output port 240, PDP' "160b al so
conf i gur esVihgosvaEami fassiftsetipn, Devadingetndlniseyy vissuigactheotetajlserfeghizphzre| n
addi tion, h I I

ERRX. 155 GRS Tha"aaineRteihe pRelt i Alioh ith plafR 1sBR R SIRICHN BRAEMs
wei ghts i randmpat ]p)draﬂé() hatGingaf clERfRX 2235ai outpenport 240 havinigheplvrality af Diffedrv

capaci ty 'dqges. excee the a urce pool capa Th
esg encey YRR2 8‘1“?“(9? @gf lae%‘sﬁlf(iﬂ?ﬁ §§40 B%PW&QE %ﬂﬁ%@kﬁ&batwmes
[551 Meppingicdi fifos et idpat %ﬁftvtocth@%tﬁﬁl%pﬁﬁ)te%rcﬁt &uea'e byl on &Rgt?t 1?&9240 in

D ffserv queues as shown in Figures 5 and 6 pernits etter t
managenentactérdangeapiph tae allassifiention perfoimagby claGifior 225524 1ﬁdi€rdttd5®?dsel®55 222

and physical queues 242 ate configured by PDP 160b in a coordinated manner to reflect the
configuration of upstream Intserv virtual pools on control plane 158a of ER-RX 158. In
particular, in the illustrated embodiment, classifier 222 is configured to identify packets
belonging to the separate Diffserv classes into which Intserv traffic are aggregated, such the
packets in each Diffserv class representing an Intserv traffic type are forwarded to separate’
physical queues 242 for Intserv GS and CL classes on output port 240. PDP 160b also
configures the scheduling weight scheduler 244 gives each of queues 242. In addition, PDP .
160 coordinates the sum of the virtual pool capacities on ER;R)( 158 with the resource i)ool
'capacity dictated by queue capacities and weights in data plane 156b of BR-RX 156 to
ensure that the virtual pool capacity does not exceed the actual resource pool capacity. Thus,

in essence, ER-RX performs upstream admission control as a proxy for BR-RX.

[SS]' Mapping different Intserv classes to separate virtual pools and Diffserv queues as

shown in Figures 5 and 6 permits better traffic management than mapping all Intserv classes



-19 to a single Diffserv queue. By preserving the distinction between
Intserv classes over the Diffserv network in this manner, different

traffic tweems29., Vol P, VideolP and file transfer) campdigudpeyisided
optimal handling, and enterprise resource planning is sinplified. However,
as noted above, sone or all routers in a service provider network may
alternatively be inplenented in accordad@e with Cases 2 and 3. To
i npl enent Case 2, instead of Case 1, ER-TX 150 and ER-RX 158 are
configured with a single shared virtual pool for multiple Intserv classes,
and ER-TX 150 and BR-RX 156 are configured with a single shared | ogical .
queue for the nmultiple Intseryv classes. Alterpatively, to inplenent Case
11, ER T fsgn ﬁdb%ﬁivlra@eff% Byt mregesvmegiie slistipction betyween datserv rdlasaes ois|the
and ER TX 35RANoBRARY i3St JRREGRREL Bber, yi | ue
for multiple Pntserv. classes. erngfé;l t ,s?%u% ﬁ%’%eoygg%t\ﬁg@%%némgﬁ&sw
f | ow specidandepeovdek optoméli ipndhng, end ehtecmiserretoupteaplentib® & simplifiat. aHplvener,
152b of- BR—*Tth 2bi S req}ui red. in order to provide.enhanc dfr%s to .
par ti cul ar® 19EHEPOYS; omes 0% all JAUIETS o 2 38 lg%ipﬁ%v%%_rﬂ‘?%f’ﬁ‘p i distpagiyely be
downst r earﬁngl%n%}sté@& £¥6HHBEe withatast® aﬂQ\M?St’l"cﬁﬁH%lEm@Jﬁ @asegﬁ?l}eéa&%% dRS

en

. 1,
sufficient anced Qo ow, and the

andwi dth to iggport each admtted _
mappi ng ofER-Ai%s 894 and guk-Ri%o 1p%ers eanfigurad wither singleashered arisalrmmol forhmultipde a
pl ane 152 hi eves th 2 ed .13 PDP [57] Wth reference now.t
P gure 7. ToRensTSey alf AREHCR S PRk Yop arkommiayra s " AN Pt
conput er systefdr thamultile btseplagieed AdSriutiPEl, boithplénaa CHse AR Wit hs@and
preferred _enbodi ment of the present invention. PDP 160 includes one or

nor e pr ocdFsBRS13% arecoonieugd with separaly wirivahpealt, apd ER-6Xal 3 ndBR-RX A9 srem
268, whic i %@g[g& only menory
(ROM, rragiﬁg?lg% sid‘§§%t5?@g |s%%§%%7f§?%g{l%@% S oryggagge%t echnol ogy. .
St orage subsystem 268 provi des storage for data (e.g., tables 280-290) and

i nstructi- (e, g. figuration nager, . 292) processed, by processor(s). 262
to confi glrdl " bttigebe PSWQ;#@ BRPY GDTHER APPOR BT ERIATTRS HBENoPIRDE thad
policies. oAis@Q el 2% SBRITH 855 ANREE ddAbrEEN o Do IBE eManbR o BPPrticular
devices (e.g., ‘a keyboard and/ or graphi cal
flows. This is because the admission control provided by downstream ER-RX 158 ensures-
that the downstream link of BR-TX 152 has sufficient bandwidth to support each admitted
enhanced QoS flow, and the mapping of Intserv flows to particular Diffserv classes ensures

that data plane 152b achieves the requested QoS.

Iv. PDP : :
[571 With reference now to Figure 7, there is depicted a high level'block diagram of a
server computer system that may be employed as a PDP 160 in accordance with a preferred
embodiment of the present invention. PDP 160 includes one or more processors 262 coupled
by an interconnect 264 to a storage subsystem 268, which may comprise randon'i/access
memory (RAM), read only memory (ROM), ﬁlagnetic disk, optical disk and/or other storage
technology. Storage subsystem 268 provides storage for data (e.g., tables 280-290) and
' instructions (e.g. configuration manager 292) processed by processor(s) 262 to configure
network elements and to install and determine network policies. Also coupled to

_ interconnect 264 may be one or more input devices (e.g., a keyboard and/or graphical



WO 02/ 075524 PCT/ US02/ 08551 -20- pointing device) 270 and one or nore
out put devices (e.g., a display) 272, as well as a comunication interface

274 t hr ougiyp phzedrg conput er system 260 nmay conmuni cat e wi t potgdodasds:
devi ces, such as routers 150, 152, 156 and 160. [58] To configure and

install policies on routers 150, 156, 160 _in the manner described above,
each PDP 160 preferably inplenents a nunb® of Pol i cy Rule Cass (PRC
tables wthin storage subsystem 268. I n one preferred enbodi nent, these
PRC tabl es include at, |east an Adm ssion Control Virtual Pool Table 280,
Intserv Capacity Table 282, Intserv-to- Diffserv Interworki ng Function

Tabl e 284, Ed e Point i.fi cati on Tabl] e 286, Poo Feedback Tabl e
238 eand BB%}H 4% feﬁggbégﬁé‘néo%e FaBIOE 98Ut dRygesy sél‘ggﬁﬁan@ Tp1as\el gaa
Pool Tabl ec&&%uﬂﬁﬁ%rﬂhﬂ&%&@@@ﬁﬁfght wEkRh Q:t)nfplﬂ?er \i £tE Al 60 Hﬁ? rchﬁ)I?.\rﬁgﬂg with

routers 150, 158 that ‘are utilized to perform adnission con or various
I ntserv clagwetk dqviceadsrichss omt@sAsh.cI52y156 aad 16%0| Tabl e 280, the sum of
the capacities assigned to the virtual pools associated with all Intserv
classes is set to be less than the data plane queue capacity of the

associ at ed[33puntarcpnfiguteindt i@staM paliciet datrotiies 1506)USH! €60 Q?ﬁleolfrlanﬁé‘c&scnbed
admtted fl ow can'be achi eved in the data pl ane. The tabl e further

speci fies #tenerchtial lnstray dontementsi npmber epPolies Buleatlash PREAN tabies

e exent i i5B8 fRe sl G680 HAE brefel By BIRRG WhEl PRCJ3RE: iy
be defi nedleas ahoAdmiwsion CedBidl WirthalaltJop Alabrblss, Thiee Cdpatitt Thila 282 Naft®rv-to-

Descriptio Thi SNMP string id |f|estheI0|caI i nterface associat ed
W th 1 he ABIFBETN R eer o8I artary T api28is SdroninieRp GeaipRg 4013 46 EpoUsige

Descr i ptlomedmprméésé)tahegoﬂﬂaé}?&&%o&rbépsa'ﬁoieow' p.of the, traffic

[59] Admission Control Virtual Pool Table 280 determines the capacities of the virtual
pools on edge routers 150, 158 that are utilized to perform admission control for various
Intserv classes. In Admission Control Virtual Pool Table 280, the sum of the capacities
assigned to the virtual pools associated with all Intserv classes is set to be less than the data
~ plane queue capacity of the associated boundary router to ensure that the requested QoS of
each admitted flow can be achieved in the data plane. The table further specifies whether the
admission control will accept reservations and the logical interface name of the boundary
router associated an edge router. In an exemplary embodiment, Admission Control Virtual

Pool Table 280 may be defined as follows:

AdmCitlVirtualPoolTable

Logical Interface Name
" Description: This' SNMP string identifies the logical interface

associated with the AdmCtlVirtualPool entry
Object Type: SNMP strlng 4

Direction
Description: This attribute mdlcates the relationship of the traffic
stream to the interface as either (1) inbound or (2) outbound. This
attribute is used in combination with the
BoundaryLogicallnterfaceName to differentiate ER-RX virtual
resource pools and ER-TX virtual resource pools. An ER-RX
upstream virtual resource pool has an inbound Direction and non-



streamto the interface as either (1) inbound or (2) outbound. This
attribute is used in conbination with the BoundarylLogicallnterfaceNane to

di ff erentwag @/BB2RX virtual resource pools and ER- TX vi rtpealudoessasice
pools. An ER-RX wupstreamvirtual resource pool has an inbound Direction

and non WO 02/ 075524 PCT/ US02/ 08551 -21 resource pools and ER-TX virtual
resource pools. An ER-RX wupstream vi rtuzt resource pool has an i nbound
Direction and non- enpty BoundaryLogical | nterfaceNane. An ER- TX downstream
virtual resource pool has an outbound Direction and *a non-enpty
BoundaryLogi cal I nterfaceNane attri bute. An ER-RX downstream virtual

resource pool has an outbound Directj nd. an. enpt.
BoundaryL(F;gi cal | nt er f FEBREHERAT AP uhgnrﬁn b%g%%@@h ptPBnERARKs bi t
string indicates the V&R Vighalstesgprce | nook dias 140 inbogad, diFeclign randsnon-
al | ocat ed by admi ssi o RignBoyndaybegietinerfaaeNgate. podin ERAe cdovmpgieambi t s
Control l ed Load Servivgugllyeso@garmmol dud ®epovibousd (Rirectingl 4ndSerndnegnity)
QG her (4) Virtual PooBdmdahd RaicallnedceNgmé attribiitee ndux | BRARG bdonstreamnat e i n
Kilobits that this podttualayesoatdcopasdle b dnmtositiound eBadeciivh dalli aedediptyt he
AdnmCt | | nt Srvd ass. ThRourslkiIRkidaRnfdifatidsdnieatinits.t ual resource pools is not
to exceed the Regpucmgfool MaxAbsRate for the associ ated o
Boundaryl nt er f aceNamepescription: This bit string indicates the Intserv class or classes that
" have resources allocated by admission control from this virtual pool.
Object Type: bits '
Controlled Load Service (1)
Guaranteed Services (2)
Null Serviee (3)
Other (4)
VirtualPoolMaxAbsRate
Description: the maximum absolute rate in kilobits that this pool may
allocate to Intserv sessions defined by the AdmCtlIntSrvClass. The
sum of ER-RX upstream virtual resource pools is not to exceed-the
ResourcePoolMaxAbsRate for the associated BoundaryInterfaceName.
Object Type: Unsigned 32

BoundaryLogicallnterfaceName
Description: identifies the adjacent boundary router and resource pool
that governs the capacity of the local virtual pool defined by this entry.
An empty attribute signifies that the VirtualPoolMaxAbsRate is
governed by a local ResourcePoolMaxAbsRate defined for  the
LogicalInterfaceName of this entry. A non-empty attribute indicates
that a remote virtual pool capacity defined for this
BoundaryLogicallnterfaceName governs the value of the

- VirtualPoolMaxAbsRate of this entry.

Object Type: SNMP string

AcceptReservations :
Description: This value indicates whether Admission Control will
attempt to process RSVP RESYV requests. A value of 0 indicates that
reservations are not to be processed. A value of 1 indicates
reservations are to be processed. '
Object Type: Unsigned 32



bj ect Type: Unsigned 32 BoundaryLogi cal | nterfaceNane Description:
identifies the adjacent boundary router and resource pool that governs the
capaci ty @alo ¢2hesdocal virtual pool defined by this entry. pdA@aRilt
attribute signifies that the Virtual Pool MaxAbsRate is governed by a | ocal
Resour cePool MaxAbsRate defined for ' the LogicallnterfaceNaine of this
entry. A non-enpty attribute indicates t¥at a renote virtual pool capacity
defined for this BoundarylLogicall nterfaceNanme governs the val ue of the

Vi rtual Pool MaxAbsRate of this entry. Cbject Type: SNWVP string

Accept Reservations Description: This value indicates whether Adm ssion
Control w tenpt_ to process RSYP. RESV requests.. A value of O_jindicates
t hat reseH‘)!ati ra@Padty 1aPlpe?Sr afiss diie datayplape dafe ots qefacky edlocated to

reservati - £ : i /
berT Usoo) oaBely Elakds B AREQTEIRAADI AU e Chodd Beieh ik S er Rl diRSE e

dat a rat e cgpeities greadldoosar@aed by thatabéy withloms esndra etlige neitefvitsad] poblst f Eles v
gueue wei ght.s aper raneters.- These rate capacities.are_also .
dasoci at e Byt EUBR s PR R o fEe Baparisabas CORELin B ShEcopfiptsd
Policy Rul Ser(dca$Boliciafifhafith BasQPEBPr ef erred embodi ment, is contained in
the Differentiated "Services Policy Infornmation Base (PIB). [61]

Intserv-to-Diffserv | WF Tabl e 284 defines the attri butes used for

i nt er wor ki ng. e RS r SSlin,the control plane .apd Diffserv in

the data p'lra’ghe%%sn\ég‘gg)'bgfsteﬁ Eﬁ{]fgsloa(’é?eeagé e%e‘{'ﬁs ctﬁasaéﬁblugqs Fiird OﬁoV’itec,rgPrekZB%,

and mar kerbe?@éerOthel RBVP pkéss2d0thef cdalfol $lane and Diffserv in the data plane. These
attributes are used by classifier 202, policer 204, and marker 206 on input port 200 of ER-TX

150 to classify, police and mark Intserv traffic flows so that Diffserv achieves the appropriate
QoS for each flow. In addition, the table specifies the specific scheduler instance to be used
for flows having particular Intserv classes. An exemplary embodiment of Intserv-to-Diffserv

IWF Table 284 is as follows:



150 to classify, police and mark Intserv traffic flows so that Diffserv
achi eves the appropriate QS for each flow In addition, the table

speci fi eswiohe/iggreei fi ¢ schedul er instance to be used for FdTovs2ksssi ng
particular Intserv classes. An exenplary enbodi nent of Intserv-to-Diffserv
| W Table 284 is as follows: WO 02/07552; }PCT/ US02/ 08551 -23
Intserv-to-Diffserv Interworking Functiofi“Table |IwWPrid Description: This
is the unique identifier of the Pktlwf Table entry. bject Type: Instance
I D (unsigned 32) IwWIntSrvC ass Description: The value of the Intserv

Cl ass associated with the attributes of this specific interworking

function entry. (It t.-have a correspondifg, bit set in
AdnCt | | nt Srvdyalféﬁewﬁéﬁseﬂgg?mﬁﬁ@%ﬁ%@&@ﬂ ﬂﬁﬁf DSCP Description: The val ue
o:‘ the DSCP to ]ﬁ\,stﬁ]i&gnht he Iclata %stea? r\(/)vFI t hg éessi on wth t[|1_e I ntjse{v
class type matc e val ue_af. tl, t Sr. S. e: | nteger
Caive 0 6n | uf ou BFRRERPTCIRischs &ﬁlﬂ%@eﬁﬁﬁﬁf@ St I AR
pol i ci ng behavi or wheRethbyrealnstange 2 fuRsignedde) of profile. The profile can
be defined by th€lH8s6dasted MeterTabl eEntry. A value of 1 indicates
out - of - profi | e packePsscapton:ollizevaletr oftpe dutsexv\(dhssesssfciated withdlhe atéributes
out - of -profil e packedtfs thise specifie mésraokeng functidn t &reryDSCRItdefishebaven a’
| W Remar kVal ue. Qbj egirre$yqrling s beg e 4 d3t1IntSrvClass)
Object Type: unsigned 32
IwfDSCP
Description: The value of the DSCP to assign the data steam for the
session with the Intserv ~.class type matching the value of
PktIwfIntSrvClass. '
. Object Type: integer value 0 - 63
IwfOutOfProfile . ,
Description: This value indicates the policing behavior when the data
stream is out of profile. The profile can be defined by the associated
MeterTableEntry. A value of 1 indicates out-of-profile packets are to be -
dropped. A value of 2 indicates out-of-profile packets are to be remarked
with the DSCP defined in IwfRemarkValue.
Object Type: Unsigned 32
IwfRemarkValue '
Description: The value of the DSCP to remark an out-of-profile packet.
This value is only used if the IwfOutOfProfile is set to 2.
Object Type: Unsigned 32 value 0-63
IwfSchedulerPrid '
Description: The value of the instance ID of the specific scheduler to be
used by data streams of the sessions with an Intserv class matching the
value of attribute [wilntSrvClass. :
Object Type: Unsigned 32

[62] Edge Point identiﬁca’cion Table 286 defines a range or ranges of addresses for which
an edge router is a receiving edge router. This information may be configured on PDP 160
initially or may be learned locally. Admission control block 182 on ER-RX 158 performs
upstream admission control for reservation requests that specify a destination address within
the RSVP SESSION Object that falls within one of these address ranges. The values for a
particular edge router may be pushed down by PDP 160 to the local Edge Point Identification



| wf Remar kVal ue Description: The value of the DSCP to remark an

out-of -profile packet. This value is only used if the IWQutOProfile is
set to 2. wdbjpecss2dype: Unsigned 32 val ue 0-63 | w Schedul exd@rus®2/08551
Description: The value of the instance ID of the specific scheduler to be
used by data streans of the sessions wit_&fn I ntserv class matching the
val ue of attribute Iw ffntSrvC ass. bje Type: Unsigned 32 J.'62;J Edge
Point ldentification Table 286 defines a range or ranges of addresses for
which an edge router is a receiving edge router. This information may be
confi gur ed on PDP 160 initially or may be | earned | ocal ly. Adm ssion

control n. ER e ion co

reservat i ’ﬁcb:j%éggu? 12 e?ﬂ% ‘?Jlécélt]?rﬁ CP{) %ﬁaﬁr E’sgsomﬁ’?eh?rﬂ c{lﬂl@n{?%{ﬁﬂ
SESSI ON Om@ﬁtIcfeh@ﬁcah@hhabwmhﬂaﬂ&edafneafa@mmdr ess ranges. The val ues
for a particular edge router may be pushed down by PDP 160 to the | ocal

Edge Point ldenti f| cation WO 02/ 075524 PCT/ US02/ 08551 -24 Table 252

utilizing COPS L4 CV: col. According to one enbodi ment, Edge
Poi nt Identificat]on %Igg%fi%é()ﬂ&%%e defined ‘as foll ows: End Point

I dentification Tﬁ&l I DOITB.I nPr i d Descrl pt| on: unique identifier of
an entry of this po ru e class ?‘Y%ﬁ g‘tanﬁ ’IFUE 1a 32 bit

unsi gned integer. eg ry S PAURETAY 785 val ue t hat
specifies the addr ess I?Jg 35’§ 5 F‘?\ F:E‘}Sé@!?fl{lwgerDam ele et al.
"Textual Convent ReSRYHAITYRR er net Netvvork Addr esses" June 2000]

Descrlp’uon The enumeration value that specifies the address type as
defined in RFC 2851 [M. Daniele et al., “Textual Conventions for
Internet Network Addresses” June 2000]
Object Type: INET . Address Type as defined by RFC 2851
" ReceiverAddr
Description: The IP address for the Sessmn Object Destination
Address to match
Object Type: INET Address as deﬁned by RFC 2851 -
ReceiverAddrMask
Description: the length of the mask for matching the INET Address
Object Type: unsigned 32

'[63]  Pool Usage Feedback Table 288 contains entries that specify the current resources
consumed by Intserv flows. This PRC table, which is used by PDP 160 to determine when to
complete provisioning an operator-initiated capacity update, may in an exemplary

embodiment be defined as follows:

Pool Usage Feedback Table

Usage Feedback Prid
Description: unique identifier of the Virtual Pool Usage Feedback entry.
Object Type: Instance Id. (uns1gned 32)
. PoolPrid
Description: value of the instance ID of the specific AdmCtlVirtualPool
entry that usage is describing.
Object Type : Unsigned 32



Obj ect Type: | NETAddress Type as defined by RFC 2851 Recei ver Addr
Description: The I P address for the Session (bject Destination Address to
mat ch Qbj @&t o2kyprs | NET Address as defined by RFC 2851 Ragaiyenfesdi Mask
Description: the length of the mask for matching the I NET Address Object
Type: unsigned 32 [63] Pool Usage Feedback Table 288 contains entries that
specify the current resources consuned t%ﬁl ntserv flows. This PRC tabl e,
which is used by PDP 160 to determ ne when to conplete provisioning an
operator-initiated capacity update, may in an exenplary enbodi nent be
defined as follows: Pool Usage Feedback Table Usage Feedback Prid

Descri ption: unislgue id tlifi of- the Virtual Pool Usage Feedback entry.
bj ect Type: | nstEABECLISRAERYSGned 32) Pool Prid Description: value of the
i nstance | D of the speeScHipRom aentrta valipebihe IntgemFesomades iee i s
describing. Object Type : Unsigned 32 WD 02/ 075524 PCT/ US02/ 08551 - 25-
Resour ceAbsRat el nUse Description: current total value of the Intserv

] . [p4 d ‘ge Ppal Table 290 def | he total
ot e capactoty " Rartda) HR0RGE s SOl 2By tle e taiet gaf o0 HafhPoarSh o°
control vigskigatd BOPDP 366 &5 tRtwdows hiinRsigh \eBhtrole@HasISpddN A Yed FHEL given

(BR-RX). This PRC table may be defined-in an exenplary
egress boundary router (BR-RX). This PRC table may be defined in an exemplary

embodiment as follows:

Boundary Resource Pool Table

BoundaryResourcePool TableBoundaryResourcePoolPrid
~ Description: unique identifier of the Virtual Pool Usage Feedback entry
Object Type: Instance Id. (unsigned 32)

BoundaryLogical Interface Name o ,
Description: identifies the adjacent boundary router and resource pool that
governs that capacity of the local virtual pools associated with this entry
in the AdmissionCtlVirtualPool Table
Object Type: SNMP string

ResourcePoolMaxAbsRate ‘ -

Description: maximum absolute rate in kilobits that may be allocated to
IntServ sessions defined by the AdmCtlIntSivClass. The sum of ER-RX
upstream virtual pools is not to exceed the ResourcePoolMaxAbsRate for
the associated BoundaryInterfaceName. ~
Object Type: Unsigned 32 '

V. Network Configuration ’

[65] With reference now to Figures 8A-8C, a number of network diagrams are depicted,
which together illustrate preferred techniques by which PDP 160b configures and installs
policies on BR-RX 156 and ER-RX 158. The illustrated functions may be implemented, for
example, through the execution by PDP 160 of configuration manager software 292. In each
figure, it is assumed that communication between PDP 160b and routers 156, 158 is

conducted utilizing COPS, although it should be understood that other protocols may be



enbodi nent as follows: Boundary Resource Pool Tabl e BoundaryResour cePool
Tabl eBoundar yResour cePool Prid Description: unique identifier of the Virtual
Pool Usag@adeadbagk entry Object Type: Instance |d. (unsigghegke3ddssst
BoundaryLogi cal Interface Nane Description: identifies the adjacent
boundary router and resource pool that qfverns that capacity of the | ocal
virtual pools associated with this entry” & n the AdnissionCtiVirtual Pool
Tabl e Object Type: SNWP string ResourcePool MaxAbsRate Description:

maxi num absol ute rate in kilobits that may be allocated to IntServ
sessions defined by the AdnCtlIntSivC ass. The sum of ER-RX wupstream
virtual pools is not to exceed the ResourcePool MaxAbsRate for the

associ at ed® Pﬁ%\ryl nt erfaceNanme. Object Type: Unsigned 32 V. Network
Configuration 165:1 Wth reference now to Figures 8A-8C, a nunber of
networ k di agrans are depicted, which together illustrate preferred

t echni quesl6iey wRigune BBRpeifisaltpilfustyates 8 DENtH Obreyhelirbsizingotiitedl g®ob naBBitieX oh 56

and ER- RX The, il Lustrated.fungtions be i mpl em d,.Jor . exanpl e,
v ongh « HERGRoSCHTY ofttby BRE ACE B BORE: BEVATRN FhraRarcsbid direEseovcrn
each fi gui@ializhtidnS ARSIBERERA tlh ddfeeABRTHIMhERAL BOM 0P Figie BAPRANGOR ANFafQHERT S
156, 158 is conducted utilizing COPS, although it should be understood
that ot herSystese GIMSY mayyingistetbe conligastion ¢intses0mpedtsiir a cagomenfonsketple,
Lo6] 1 Uity shatel fhfllidabioh! | HOMBLRR, BBB HGAP oS O RoAA ARl b1 Bhis 89!
virtual pool capacities onto each network-managed edge router (of which ohly ER-RX 158 is

.shown) that is downstream of a boundary router of Diffserv network 154. For example, in
the depicted embodiment, PDP 160b pushes the virtual pool capacity for each Tntserv class
supportéd by LP1 at interface 1.m.n.b/30 onto ER-RX 158 With a‘message allocating 10
megabits to the Intéerv GS class and 25 megabits to the Intserv CL class. If the configuration
is successfully installed on ER-RX 158, ER-RX 158 replies with an ackhowledgement
(ACK) message, as shown at reference numeral 304. PDP 160b, as indicétéd at reference
numeral 306, then pushes the corresponding conﬁgﬁration of Diffserv queue(s) and scheduler
weight(s) onto BR-RX 156. BR-RX 156 also returns an ACK 308 to PDP 160b if the

configuration is successfully installed.

[67] If ER-RX 158 fails to kinstall the virtual pool capacities pushed down‘ by PDP 160b,
ER-RX 158 returns a negative acknowledgement (NACK) to PDP 160b. PDP 160b
accordingly sends a warning message tc; a network operator, such as “Fail to configure
- Integrated Services virtual pool on ER XX!” Similarly, if the queue(s) and scheduler
weight(s) cannot be installed on BR-RX 156, BR-RX 156 returns an NACK to PDP 160b. In
response, PDP 160b transmits a message to ER-RX 158 to release the configuration of the |
virtual pools and may also send a warning message to a network operator stating: “Fail to

configure Queue and Scheduler on BR XX!”



ER-RX 158 with Diffserv | ogical queue bandw dths on BR-RX 152 during
service initialization. As indicated at reference nuneral 300 of Figure
8A, a Netwurk/ovbzagenent System (NMS) may initiate the cadigeeasison of
Intserv capacity for a custoner, for exanple, during service
initialization. In response, PDP 160b pushes the configuration of Intserv
virtual pool capacities onto each network*managed edge router (of which
only ER-RX 158 is shown) that is downstream of a boundary router of

D ffserv network 154. For exanple, in the depicted enbodi nrent, PDP 160b
pushes the virtual pool capacity for each Intserv class supported by LP1

at interf |.mn.b ont 0, ER; ith a nessage allocati.ng .10
megabi t o ¢ (000 hell) Bl Be Ay BEs Thr b, oy P RRHF BBl el ey
| f the condle@uitatdueh as BR-ROC 8B &IAERRX 158 abitefayoihstelt B¥mbhBicaleRhgha3her

replies with an acknow edgenent = (ACK) nessage, as shown at_reference
numer al  30EtwppelegeBts. QE0Y pxanaRle.caresiagesebeeat &DE Ak and IGRX HEA pashes

the corres i i i D ffserv queue(s) and schedul er
wei ght (s) @%ﬁ%&gt%&ﬂ%%ﬁ%&@l?& al so returns an ACK 308 to PDP.160b if
the configuration is successfully installed. [67] If ER-RX 158 fails to

install the virtual  pool capacities pushed d by PDP 160b, . ER-RX 158
returns a Wehat PHErtiandsdnre e fHgReNg 1 & 3gHise upepieigep an increase or

accor di ngl |RIIESS a98a4iR) & WRIKIORE! & RKkisti @Sk Edidcet O
configure dﬁcﬁet%ggﬁgfse S@rﬁ@i {:es Vir 3611 )gg)gﬁéon ER XXI'™ S?Irﬁlﬁgﬁ%y‘?éﬁkf E‘?ﬁlge
gueue(s) andtosmdiedlih@easinge ioghteCspsiognthot BRERXnsapatitedviom BR RMrably, r&3R:vieX

156 returns an. o PDP-160hQh. | response, , P 60b.transnits a pessage
Lo ER RX T8O dt RESH iRt SHEPORLIT N Do B P PY AP 55 SRt (e
al so send @pWafédidadtBasaEate 41 %%ﬁﬁ%@(ﬁéfotﬁ&eﬁ@ﬂi@r m%ﬁlﬁh%%isewi:&' ImgRt will be
configure eué and Schedul er on BR XX!" WO 02/ 075524 PCT/ US02/ 08551 - 27

[68] It shehspevete Hosterer, dnercasmptheddh-Rengansity avheadhe qureentiyiraseseadebandpidth

network el enent such R- R- 1 ut i
ormont cats B IatHE heity Rghled o el bRl ofiBte pBEYERR, BRRX
PDP 160b arss, Bt BX-R86 58pys described below with respect to Figure 8B. -

[70] In Figure 8B, the NMS may initiate the reconfiguration of Intserv capacity for an
existing network service customer, as depicted at reference numeral 320. As shown at
reference numeral 322, PDP 160b installs the new virtual pool capacity value(s) on ER-RX
158. Admissiqn control block 182 of ER-RX 158 compares each new virtual pool capacity
value with the amount of resources currently reserved within each virtual pool. If the new
virtual pool capacity value(s) are gréater than the amount of resources currently reserved
from each virtual pool, admission control block 182 of ER-RX 158 overwrites the virtual
pool capacity value(s) with the new value(s) and immediately sends an ACK 324 to PDP
160b. However, if the new virtual pool capacity value(s) are less than the amount of
currently reserved resources, admission control block 182 of ER-RX 158 saves the new
c;apacity value(s) without overwriting the old ones. Admission control block 182 of ER-RX
158 accepts no new reservations from a virtual pool to which an update is to be performed
until the amount of reserved resources falls below the new virtual pool capacity. Once the

reserved resources fall below the new virtual pool capacity, admission control block 182 of



comuni cat ed through ER-RX 158. [691 Attention is now turned to a scenario
in which a service update (i.e., an increase or decrease in 'subscribed

| nt serv cemamioryR4i s performed for an exi sting network SerrOTCES02/08851 Oner .

I ncreasing or decreasing the BR RX capacity when the currently reserved

bandw dth is bel ow the new subscribed ca ity is a straightforward process
because the new capacity can acconmodat €al |l ongoing custoner traffic,
meani ng no service inpact will be observed. However, decreasing the BR RX

capacity when the currently reserved bandwidth is greater than the newy
request ed capacity requires coordination armng PDP 160b, BR-RX 156, and
ER- RX 158, r| bed el th S Fi v | I n F| B,
t he NMS na%ﬁs}}#t t 2 8 ers'efglgn(%ft’%i VLW“ 3?@%8? Sf pa{c?‘lt s‘gdy‘%/e?%)a‘ﬁ%'t{l?[np r"%{ﬁ ’ ng
exi sting naknowledsey ydc@@taﬁwémemewaﬁrtdﬂmc@u esbaeity Welue(sy B Qen® hRlA G2 B24AS
shown at reference nuneral 322, PDP 160b installs the new virtual pool

capacity VRIRR{3§0n ER-RX 158. Adnission control block 182 of ER-RX 158
conpares each new virtual pool capacity value with the anmount of resources
currently reserved within each virtual pool. If the new virtual pool
capacity v@attpe(RIpP alﬁebgie@m emsteilmibntdfeleanmhaﬂuleﬁ we'ght(sl)r meﬁ%K;RN 58 tytil PDP

d ch ol 1.SSi trol f ER— RX 158
overwr 1 testoregrr ey ACK e PRy 158 LB Erpas o AHaSniad PRELAEL) Dirss
| mredi at el o5 %Qﬁﬁéﬂatﬂgfsﬁa’fﬂi $fledilEr withiRs) SVEBERX '_l§6 tJ%%llﬁkQ%@(té@ éttx’e!Pekeﬂ%Qm

capacity value(s) are less than the anount” of currently reserved
r esour ces, magerils3donAfiensucobsshil dokallBdnaff tERARK quES: sm@mtfm(s)end sclagulatert y

val ue(s) w i ng -t he sion control'block 182 of
ER RX 158wasﬁtzi;tﬁﬁﬁ%%nféf@rﬁf@gwa&#&é’%ﬁpxﬁi%tua| pool to whi ch an
update is to be perfornmed wuntil the anount of reserved resources falls
bel ow the new virtual pool capacity. Once the reserved resources fall

bel ow t he [Aélv Vinranjalferpasive eoshpdnest, PREM 6bi dsteradnes rolienblioqusriong 2 Y)‘IWWJDOOl
02075524 LISk PRSP ISR, T P
t he new vigrbgamsppelodtapagilicited atpielisg bl_QYER&Udllfi@ @ﬂlt%%r&&ﬂy reserved Intserv
bandwidth. If the currently reserved bandwidth is greater than the new capacity specified by
the NMS, PDP 160b pushes a policy to ER-RX 158 to stop accepting new feservations until
the reserved bandwidth is below the new capacity. To further reduce the amount of
‘messaging, PDP 160b may push a policy on ER-RX 158 that instructs ER-RX 158 to send a
single unsolicited report to PDP 160b only after the reserved Bandwidth is less than the new
capacity. In response to a message from ER-RX 158 indicating that the currentiy reserved
Intserv bandwidth is less than the new virtual pool capacity, PDP 160b pushes the new
Intserv virtual pool policy onto ER-RX 158 and pushes the' corresponding new scheduler

queues and weights to BR-RX 156 in the manner described above.

[73] If PDP 160D fails to successfully update either ER-RX 158 or BR-RX 156, PDP 160b
may roll back to the old virtual . pool capacities and queue and scheduler weight
configuration. Additionally, PDP 160b may send warning messages to the network operator

to describe the reason of the failure (e.g., “Failure to configure the updated Integrated



to PDP 160b. [71] PDP 160b defers installation of new schedul er wei ght(s)
on BR-RX 156 until PDP 160b receives ACK 324 from ER-RX 158. In response
to ACK 32w0 RDPss260b pushes queue configuration(s) and savauusoensssei ght (s)
onto BR-RX 156, as illustrated at reference nuneral 326. After successful
installation of the new queue configuratign(s) and scheduler weight(s),
BR-RX 156 returns an ACK 328 to PDP 160b.“f72] In an alternative

enbodi ment, PDP 160b determ nes when to performa virtual pool capacity
update instead of ER-RX 158. In this enbodi nent, PDP 160b solicits
reports.of or programs periodi c unsoli cited reporting by ER-RX 158 of the

currently erye s v b ndvm orts cury entI resery ndw dt h
is greateréghacr(?stV l%jfgé(}? %%ﬂ gﬁteg oS %gél?%‘[

policy to ﬁagﬁ%ﬁggmvgt op acceptl ng new reser vat| ons until the reserved
bandw dth is bel ow the new capacity. To further reduce the anount of
nmessagi ng, PDP 160b nay push a policy on ER RX 158 t hat instructs ER- RX 158

to send a ) NOKG R0l & el J B9 el f)ﬂﬁajﬁ%ﬁ{pbg&ﬂm %%E&n{ &S@tm&da

bandw dt h | ess capaci t response
ER- RX 158 batﬂatup QDPrtgay batutlhtmi fon bnemt myrer}ﬁﬁaatryéﬂ)l’sl th$1&r svenbtheing ﬁﬁimat}sP]DEss

t han the n Vi rt pool city, P es, the new Intserv
vi rtual spie; Ig&ge{')‘htsﬁr‘ﬁﬁ g@@tri’ Snaé’nggﬁ ﬁg%do gh e hasira didhdgcarbnER-RX
schedul er cHHERHES hPNHe wﬁ%ﬁwmﬁﬁ rgissréﬁé chitedt NBsdIRIRRT st4E 36 mebeétk%pg@

[73] If PDP 160b fails to successt ul update either 'ER-RX 158 or
156, PI DP He®bverneagchER-R¥bsluduld stop Iaeceptmg new msaatahpms)tmtdahmwntahets thetlackupue

and sched wei h onfd gur ati.on. i.tionall PDP, 16 sen .

war ni ng msu]éé 8‘8 ett‘?fg Me%l??p%%’é‘tyaﬁﬁg 15 F%St?fgg B’@C]f‘%ggga‘ngéhsw Gpezes
failure (esigre ,wntﬁﬁb bifiry PDPORAIEH BfdrhS cHEBR SUX ke bR BERERE tY DO RAD PP
PCT/ USO2/ 08551 -29 SerV| ces virtual pool capacity on ER XX!'" or "Failure

to confi gui@en svetohingaasy te thrapimary PRAsicatht ERARBRyDcronizes[iBapseTmtion statmwith
PDP (e.g- ’theBEn%?y?‘ﬁ!i) 160b) from becom ng a single point of failure, a

175] In the event of a failed ER or BR, IP routing and RSVP refresh messages are used to
discover a new route and reroute flows around the failed ER or BR. Upon successful
rerouting, PDP 160b may push a policy to the corresponding BR-RX 156 tt) release the
Diffserv queues atllocated to Intserv traffic for the failed ER-RX or push policies to all
downstream ER-RXs of a failed BR-RX to release the configured virtual pool(s) for the
failed BR-RX.

[76] Referring now to Figure 8C, there.is illustrated an exemplary scenario in which an
NMS or network service provider operator directly alters the configuration of queue(s) and
scheduler weight(s) on BR-RX 156. In response to the update, BR-RX 156 notifies PDP
160b of the changes. If not contained in the notification, PDP 160b pulls the configuration
update from BR-RX 156, as indicated at reference numeral 342, and then, as depicted at
reference numeral 344, pushes the new configuration of virtual pool capacities onto all
affected ER-RX(s) (of which only ER-RX 158 is shown).



backup PDP may be utilized for one or nore primary PDPs. In the event that
a primary PDP fails, the Intserv service control my be switched to the
backup PDR0 @nwdseach ER-RX controlled by the primary PDP paayusoepssst its
current reservation state to the backup PDP. However, each ER-RX shoul d
stop accepting new reservations until thaﬂwtch to the backup PDP is
conpleted. After the primary PDP is rest t he backup PDP first
synchroni zes state with the primary PDP and then infornms each ER-RX to
switch back to the primary PDP. After switching back to the primary PDP,
each ER-RX synchronizes its reservation state with the, primary PDP. [75]
In the eve{}]ts of .a fai.led ER or BR, IP routing and RSVP refresh nessages are
used to covg? g\%%’?lv route and reroute flows around the failed ER or BR

Upon succemsf ul As has buéd BescribRP 146 BResamyinPaitnHprovidesy stAlablBEP GREVQEPABEING
BR-RX 156 to release the Diffserv gueues allocated to I'ntserv traffic for

the fail edhER?fRdeéﬁ epdriarensb Qo8 fas selerted ﬂowabmmp leseentiER cfgesbased dntserv augr a
BR- RX t [76
ot or 1 ng BERERGARRER® OPhG AUGEH: Hddet Byn0 T b Glof Ml LRHRIE Refnp !

whi ch an JadBsgon n@ritwi nkilig@p\herviR SVP qbecrcessmg aﬁlgrat tig €RE |e§lgcﬁf(ﬁ1&’r§, r%&&vmg

configuration of qu ) and schedul er , wei ght on BR-RX 156. In
response t%lg?rf@u@ﬁafgq cmwpf%@a%ﬁmsw mﬁm féélbe BFCeiviRe edgmEder, ppohot

cont ai ned g4 Pé:‘soﬁﬂzt‘:'rg ¥ﬂcﬁﬂ§u£ﬁlﬁloh%ftﬂé d\%f?:fgﬁ 'ug%gaihﬂ%anbwg%en

fromBR-RX 156, as in erence nurrera
depi ct ed ahe recmi*engrb@undmymoaﬂer 314@31 reqeirdhe sdgh eoutemby pofity nraatgamnendf Despitaal

pool capaci S. on all = .affected s) (af ch only ER-RX 158 is
o) P vertaHhadiBon GRissPoHeR e Dok ol ik e Sr SRR I enTAR i eense
descri bed,wﬁmm@ﬂiﬁgﬁﬂsew r@@m wnm&w %aag 208h & BB pHIRd 6%sf6991%' moddat
provi des end-to-end QoS ’for selected flows by inpl errentl ng edge- ased

| nt serv ovesinggpolidiyfand emanagemerit mnfomn@thmémaam Khepdatork omdel ofdhepresertiénveption

functi ons, vax‘ft'a‘gJé’cJu@% Qrﬁlances scalability while maintaining a standardized architecture and can

therefore be readily adopted for implementation.

[78] While various embodiments of the present invention have been described above, it
should be understood that they have been presented by way of example only, aﬁd not
limitation. Thus, the breadth and scope of the present invention should not be limited by any
of the above-described exemplary. embddiments, but should be defined only in accordance
with the following claims and their equivalents. For example, although the present invention
has been ﬁrimarily discussed with respect to implementations employing. Resource
Reservation Protocol (RSVP) and Internet Protocol (IP), it should be appreciated the present
invention has applibability to other communication protocols, including Session Initiation |
Protocol (SIP) and ITU H.323, which may be used to perform admission control by the
selective ‘admission or denial 6f an enhanced QoS flow based upon policy and available
resources. Moreover, althodgh the present invention has been described with respect to
various hardware elements that perform various functions in order to achieve end-to-end QoS -
for selected network flows, it should be understood that such functions can be realized

through the execution of program code embodied in a computer-readable medium. The term



adm ssion control utilizing Intserv RSVP processing only at the CPE edge
routers, receiving edge router identification, upstream adm ssion control
at the reva azigs2edge router, pool- based resource nmanagermyySo/08ss1
synchroni zati on of bandw dth usage informati on between the receiving
boundary router and receiving edge router, by policy managenent. Despite

i ntroduci ng additional functionality, t hethet wor k nodel of the pr esent
invention is consistent wth existing Intserv, COPS and Diffserv nodels,
and the Diffserv policy provisioning nodel wusing policy and managenent

i nformati on bases. The network nodel of the present invention

advant ageoysl nhan scalahilit ile mai.ntaining a.,sta rdi zed )
architectuf@n§W'ngﬁggﬁthng?eaﬁéﬁfigﬁ??9 %ﬁ%ﬁﬁ8d”PgP“?H§?gﬂ%nPﬁﬁﬁﬁﬁ@Sp#SJ
Wi | e var i gusidaibpdira®ivos 10k &afhe}%xﬁb&@ﬁ tsybiaMeftl ieRBctidME FRBA 1HBS6M B8] take
above, it should be understood that they have been presented by way of

exanpl e onngny frasnipeludingdiut aet lomitedripupn-ydietilp peeslin, Nokgtite wedipeandftrankaission
pr esent iqﬁg%%ion should not be limted by any of the above-described
exenpl ary. “enbodi ments, but should be defined only in accordance wth the
follow ng clains and their equival ents. For exanple, although the present
invention has been primarily discussed with respect to inplenentations
enpl oyi ng, Resource Reservation Protocol (RSVP) and Internet Protocol

(IP), it should be appreciated the present invention has applicability to
ot her communi cation protocols, including Session Initiation Protocol (SIP)
and I TU H. 323, which may be used to perform adm ssion control by the

sel ective adm ssion or denial of an enhanced QS fl ow based upon policy and
avai l abl e resources. Mreover, although the present invention has been
described with respect to various hardware el enents that perform various
functions in order to achieve end-to-end Q@S for selected network flows,

it should be understood that such functions can be realized through the
execution of program code enbodied in a conmputer-readabl e nedium The term
WO 02/ 075524 PCT/ US02/ 08551 -31 conputer-readabl e nedi unt as used herein
refers to any nediumthat participates in providing instructions to a data
processi ng system for execution. Such a nedium nay take



many forms, including but not limted to non-volatile nedia, volatile
medi a, and transm ssion nedia. WO 02/075524 PCT/US02/08551 32 CLAI M5

What is chhaomdsizs: 1. A policy server for use in a data rrtmasok/ossse! udi ng
an upstreamrouter and a downstream Bbuter, said upstreamrouter including
one or nore data handling queues, said policy server conprising:
processi ng resources; a comrunication interface in comrunication with said
processi ng resources; and data storagg tﬂﬁﬁ stores a configuration nanager
execut abl e by said processing resourcess rein said configuration
manager configures the one or nore data handling queues of the upstream
router to provide a selected bandwidth to one or nore of a plurality of
servi ce clWhsgkis chimddisa fl ows, and wherein said configuration, manager
transmts to the downstreamrouter one or nore virtual pool capacities
each corresponding to a bandwi dth at- the upstreamrouter for one or nore
associ at edy ser VA Cgolfdyass®s frOne sRladddh WedkodkYidefudSy h C@strédASRekr and d4he
policy server of Claim1l, wherein said configuration manager transmits said
virtual pobiwnstipagiroutes saisl epstigamortitsr iedvdisg ope or prare datachandhing gueessi emd of
sai d data handl.in e .on said upstream server. 3. The policy server-
of Clain1ﬂ%ﬁaggégg%m%§g§$§’nfiguration manager configures said data
handl i ng queuesprotessiap desopses;eam server only in response to acknow edgnent
that the one or nore virtual pool capacities transnmitted to said

downst r eam ser \ﬂe‘?(’%lﬂ@cétt%’c@%gw 1, corrpyRigtiQiwith said R0 ceRingipsaBeepe AN

Caiml, whereisald, LOR), gs.'*d&%% | PRo ?t%n %B%&uéfe%uéagfe BQG%i@&rS%rs{in%
data handl i ng queues the upstreamrouter an ransmts to’ the downstream
router resources, wherein said configuration manager configures the one or more data handling
queues of the upstream router to provide a selected bandwidth to one or more of a plurality of
service classes of data .flows, and wherein said configuration manager transmits to the
downstream router one or more virtual pool capacities each corresponding to a bandwidth at
the upstream router for one or more associated service classes among said plurality of service

classes.

2. The policy server of Claim 1, wherein said configuration manager transmits said
virtual pool capacities to said downstream server prior to configuration of said data handling

queues on said upstream server.

3. The policy server- of Claim 2, wherein said configuration manager configures said
data handling queues on said upstreém server only in response to acknowledgment that the
one or more virtual pool capacities transmitted to said downstream server were successfully

installed.

4, The policy server of Claim 1, wherein said configuration manager configures the one
or more data handling queues of the upstream router and transmits to the downstream router
the one or more virtual pool capacities in response to receipt of a service initialization

message.



the one or nore virtual pool capacities in response to receipt of a service
initialization nessage. WO 02/075524 PCT/ US02/ 08551 33 5. The policy
server of wd @ioTssk4 wherein said configurati on manager confRQuUg/0833e one

or nore data handling queues of the upstreamrouter by specifying (1) a
mappi ng between said one or nore service classes and said one or nore data
handl i ng queues and (2) a scheduler weight for each of the one or nore
data handling queues. 6. The policy server of Claim1l, wherein said
configuration nmanager transmts a virtual pool capacity to said downstream

router in ¢ espofRepdiRyisefiRl OF MARL 1, AhdrdAkaliOn i bibHed nR88er co 64 th¥ dng

greater than a currently reserved bandw dth at said upstreamrouter. 7. The
-policy semmpreodatChandhng, queues ef thesuisttearn mbﬁltg:ubﬁspmif?'m@g @rmepptipg bstveasn

alert message in response. to.a failure.to install sai e or _nore yirtua
ool | capacit €8¢ o BaRI TS LErEad SHt ool bR (g RdliPe R ind bk
dat a handl {cRedifletesEghofor & ¢MBE 68PN méreWeRhan8lingd figeuB®! | cy server of,

Claim 1, wherein sard configuration rmanager, responsive to receipt of an

i ndi cation that said upstreamrouter has been reconfigured, automatically

Lransmits @ne. o AR TEIYLE YAl PO aRAR LhABboR e SaURLERAT VR "

[
to resynchroni ze ald one o viTttual poo aci
confi gur atpodh capacipite saidedownstredrd roidttAin fRegudké fga @ertamatiOn tht dad Girtael pevik,
including: a policy server in accordance with Claim1; and at |east the
upst r eam r@BRely st dhaonpErFrseBrddrndwisdt alfatdwostsdm OWskmuni cat i on.
10. A program product for use by a policy server in managi ng a data network
including an upstreamrouter and a downstreamrouter, said upstreamrouter
i ncl udi ng bne drhepolécydsdreer dfa@hiim iy wheeeie saidsaindigpratign anarpgadowputs an alert
conpri st ngrhessage in response to a failure to install said one or more virtual pool capacities on said
downstream router or configure said one or more data handling queues of the upstream

router.

8. The policy server of Claim 1, wherein said configuration manager, responsive to
receipt of an indication that said upstream router has been feconﬁgured, automatically
transmits one or more new virtual pool capacities to said downstream router to resynchronize
said one or more virtual pool capacities with a new configuration of said one or more data

haﬁdling queues.

9. A data network, including:
a policy server in accordance with Claim 1; and '
at least the upstream router and the downstream router coupled for data

communication.

10. A program product for use by a policy server in managing a data network including
an upstream router and a downstream router, said upstream router including one or more data
. handling queues, said program product comprising:

a computer-usable medium; and



a conputer-usable nmedi um and WO 02/ 075524 PCT/ US02/ 08551 34 a
configuration manager within said conputer-usable nediumthat configures

t he one wo omwss2dat a handl i ng queues of the upstream routPET/USH20853vi de a
sel ected bandwi dth to one or nore of34 plurality of service classes of
data flows and transmts to the downstreamrouter one or nore virtual pool
capacities each corresponding to a bandw dth at the upstreamrouter for

one or nore associ ated service cl asses, anong said @I urality of service
classes. 11. ThSYHUBFAHATRERARET W2kt SRR eRtablsi e taqndﬁ'«é&ﬁn gueathegme

manager tr g{r}?met St Bhuthting! %{g?‘?j"] (ggt?g hﬁ%ﬂ@%ﬁﬂoﬂl&&% gﬁ)ov?@é- g SQQ&%@ bR SSOVdle

prior to configuration o ng queues on said upstream
server. 12or fibe qfragjneahitypobetudte dbsses af datd flowstaad efansmas th the dbivgsirem truter

manager” confiqures. said data handlin ueues on sai d upstream server only
in respons&%Y ‘&r_l?nvdwwzd’é’ﬁ'g?ﬂpaflﬂﬁﬁ ea“bﬁ’grrgﬂ’é’ ’rngﬁBlaé’ang”f‘ﬁéPt tg‘ﬁblps%%i’ﬁéQultqres
transm tt eg;bRe §RIBrINIOS he€ 3V RB URSes WRIR g sBlGASRBHUW rvidtsdidkted. 13. The
program product of Cl aim 10, wherein said configuration nmanager configures

the one or nore data handling queues of the upstreamrouter and transmts’

to the dowpnstr router the or re virtual ol ..capacities in. :
response }tﬂgﬁ r egigép]? TOgFan] PLOCHCY ‘?C:)fl(;@]la]r“ﬁl tlp’g‘fvﬁ?g’fli B cq@gg&gp nlaﬁl?gefﬁﬁanﬁ?lbté £3ifh
product of viffual 180l QapaohtRE @b Baid dotnsieibd Gvatyrn terBoaRRIratfoRNfisaldr &%a haiRilingne
or nore data handling queues of the upstreamrouter by specifying (1) a
nmappi ng b&ioHeeen Al PVFRANLICIYEr e service cl asses and said one or nore data
handl i ng queues and (2) a schedul er weight for each of the one or nore
data handl i ng queues. 15. The program product of C aim 10, wherein said
confi guratizn nilagergrim gisdidt faClain Nt Uaihererokaid apafpyitib® ndabgerdemiighfesam
router in response to a determnation that the virtual pool capacity is -
greater t h-‘éﬁis At 3?‘?‘@?&3 quengs R \?@g USRI SRIMCTQNIYE & EPSDovSEte apknasvledgmenpghat

02/ 075524 BT 44582/ B8RP Virtual pool capacities transmitted to said downstream server were

successfully installed.

13.  The program product of Claim-lo, wherein said configuration manager configures the
one or more data handling queues of the upstream router and transmits to the downstream
router the one or more virtual pool capacities in re“'sponse to receipt of a service initialization

message.

‘14.  The pro gran{ product of Claim 10, wherein said configuration manager configures the
one or more data handling queues of the upstream router by specifying (1) a mapping
between said one or more service classes and said one or more data handling queues and (2)

a scheduler weight for each of the one or more data handling queues.

15.  The program product of Claim 10, wherein said configuration manager transmits a
~ virtual pool capacity to said downstream router in response to a determination that the virtual

pool capacity is greater than a currently reserved bandwidth at said upstream router.



35 16. The program product of C aim 10, wherein said configuration nmanager
outputs an alert nessage in response to a failure to install said one or
nore virtwaoposd24capacities on said downstream router orpCIovSo2gesse sai d
one or nore data handling queues of t#e upstream router. 17. The program
product of C aim 10, wherein said configuration nmanager, responsive to
recei pt of an indication that said upstreamrouter has been reconfigured,
automatically i ansnits on& or re g%w i rtual, pool capacities to said
downst r eant®-out &P° PEPETEBRILRNS fif felaing 40 wiiseein seidproafighiation masgasr outputs an
capaci ti es;jw ' td - Sl r : i
qugues. 18§1%H%§?]%§W0§%ﬁgg§ %gﬁgﬂgg{)éﬁﬁég? \?\%?E)nlgr%lr%(gi n‘gﬁgﬁ SE??%%!%H%&?P er
and a downsiid dawnstreant ®ufer vatjcdnfaget seidmnecutresreidatd heaidligg qneses of ity epsti@tia
handl i ng qée es, said method conprising: a policy server configuring the
one or nor'@fAta handling queues of the upstream router to provide a

sel ected bandwi dth to one or nore of a plurality of service classes of data
flows; and the policy server transmtting to the downstream router one or
nmore virtubl- pobhe progpar pradust eclain d 0y ebgremdiaithcandigaratian deindgdr, sespotséve to

upstream rgut. or. one..or re .associated seryi cl asses anpng.sai d
plurality r%? élg'{aro %iatr:lemc szglggst. aty gndpps rﬁ%?hrg&?%fhaélcg'eﬁ‘n Tg?r@&%?‘gi %Jt?rﬂgncauy
'policy sefaBmitsioaBdfinidse sl dinidl hudl capadties ©3RRICAIWiREehA ré@bithodeyyshicBa
router prior to configuration of said data handling queues on said

upst r eam r$ift @pe opprorerKitugh pARIICApRCiiP Vi PonewKeRiEgsatiqreohwid eye sempse data

confi gure%aﬁﬁiiﬁ%g%ﬁs handling queues on said upstreamrouter only in
response to ac edgnent that the ' one or nore virtual pool capacities

transmtted to said downstream server were successfully installed. WO

02/075524 1% Iy Ongét (?c? c5>f1 mar?l’z?ging a data network including a upstream router and a downstream
router, said upstream router including one or more data handling queues, said method
comprising:

a policy server configuring the one or more data handling queues of the upstream
router to provide a selected bandwidth to one or more of a plurality of service classes of data
flows; and

the policy server transmitting to the downstream router one or more virtual pool
capacities each corresponding to a bandwidth at the upstream router for one or more

associated service classes among said plurality of service classes.

19.  The method of Claim 18, wherein the policy server transmits said virtual pool
capacities to said downstream router prior to conﬁguraﬁon of said data handling queues on

said upstream router.

20.  The method of Claim 19, wherein the policy server configures said data handling
queues on said upstréam router only in response to acknowledgment that the one or more

virtual pool capacities transmitted to said downstream server were successfully installed.



21. The nethod of Claim 18, wherein the policy server configures the one or

nore data handling queues of the upstreamrouter and transmts to the

downst r eam @uires24t he one or nore virtual pool capaciti edmusesgssnse to

receipt of a service initialization nmégsage. 22. The nethod of C aim 18,

wherein configuring the one or nore data handling queues of the upstream

router conprises specifying (1) a mapping between said one or nore service
one or a_schedul er

vel ght 1 or Zbach B MeHPd Ghicli T5oPBeR oAy FHy o HEUEStesabE oTh oY T datof
G aim18, WORIREusRldof ﬂh@%%éartﬁ BSutEO AR {rﬁr?s?nﬁsh@) R0 doSMsEERY $outer the one or

transmtting a virtual pool ‘capacity to said downstreamrouter in response
to a det ermoreavirtoal paohaapacties ul respralse powceiphplaidryice mitjplzatier mckmape.a
currently reserved bandwi dth at said upstream router. 24. The nethod of
Claim 18, and. further conprising the policy server outputting an alert

nessage i 7 espPRs theiddeofl @lalin g, WheretSéHgusiak theOfR RmboR dtahiddtal JReds
capaC|t| es on said downstreamrouter or confi gure said one or nore data

handl i ng qefethe gpgfeanhroutgysompaines spsoifieng (D5 nwnwngbcw@@n@ald@nauomnj_@ semd:e
furth t di.cat
upst r eam ¢ QRS iBseid Bak 67 BRRSE Bl B8 a8 agfla] AL Betalh e R pi e

transm tti&g afitoreldatiiadiegidues.ual pool capacities to 'said downstream
router to resynchroni ze said one or nore virtual pool capacities with a
new configuration of sai-d one or nore data handling queues. 26. A router,

conpri singss a d’f\ﬁean?étﬂ(?f oPMLAY &0 lﬂ?éﬁl R beafi Hi@t?r% ??ﬂhlﬁns fél%gp ﬁt rg]%p

i nk and an ‘out put connectabl e omms rea

pl ane i ncl unmsngttmg\@ Aah 8l P dagacity Wbad GBErﬁéireaﬁa?roater i tespongeaola decetmigitian
acity c sndn 0 a resource acity

capacity t?x e%?rtueh p%olt capacity 1Ss gL}eater t% a clurrent?y reserved bandwidth at said upstream

router.

24.  The method of Claim 18, and further comprising the policy server outputting an alert
message in response to a failure to install said one or more virtual pool capacities on said
downstream router or configure said one or more data handling queues of the upstream

router.

25.  The method of Claim 18, and further comprising:

in response to receipt of an indication that said upstream router has been
reconfigured, the policy server automatically transmitting one or more new virtual pool
capacities to said downstream router to resynchronize said one or more virtual pool

capacities with a new configuration of said one or more data handling queues.

26. A router, comprising: )
a data plane having an input port connectable, to an upstream link and an output port
connectable to a downstream link; and

a control plane including:



upstreamrouter coupled to the upstreamlink; a policy control interface

t hrough which a policy server installs the capacity of the virtual pool;
and an adwics®iooss2eontrol function that, responsive to a r as028s551 eser ve
resources for a flow fromsaid input3port to said output port through said
data plane, perfornms adm ssion control for the upstreamlink by reference
to resource availability wwthin said virtual pool. 27. The router of Claim

26, wherein said control Ianf transmts .an acknow.edgenent - to the policy
server in response t%"é‘iﬁ%‘a@é’é’g BRVIRG & GPRED EHTSPORGIRS ﬁﬁﬁ%ﬂurﬁoﬁp%ﬁgé’éiapy.

28. The router %St&ﬁir%@pco@m@itﬂegﬁh@aﬁqﬁr ol plane transmts a
notification to the policy server to indicaté that a reserved bandw dth of
one or nore flows adapoligdcdmrodmitetfacadhmbegi whichamalioy sénvacinstelis the dapadtytdfan
a new uninstallged ;rgg city of the virtual pool. 29. A router, conprising: a
data pl ane haviﬁﬁV a'RpY% @brt connectable to an upstream |ink and an

out put port = connect gbh@nissioR R FhkRRdMthdt Mesponieto d el t8 A& elRGEIHAY a
plurality of data handling ueues; and a control plane 1ncluding a policy

control interfats atfowdipm \mg cHp peB! th sgidsaitperporicibrdughetssdaim plane operfarms
data handling ¢ IS i gn | f rality-+of. types
of It agrat od CaftESeh SpR5G RS bRANE. 67 kool kPAbRCE ity SR
control plane tgahsimubbpas). acknow edgenent to the policy server in
response to successful configuration of the plurality of data handling
gueues. WO 02/075524 PCT/ US02/08551 38 31: The router of Caim 29, wherein

eues. WO 02/ US02/ 08551 38 : ,
i cate (ht "t TREIERRETAR 2 iR att] GRebPobRE oA RS Rledkinent o

i ndi cate that the configuration
has been theg@bfi¢yeskrver in response to successful installation of the virtual pool capacity.

28.  The router of Claim 26, wherein said control plane transmits a notification to the
policy server to indicate that a reserved bandwidth of one or more flows admitted by said

admission control function is less than a new uninstalled capacity of the virtual pool.

29. A router, comprising:

a data plane having an input port connectable to an upstream link and an output port
connectable to a downstream link , said data plane including a plurality of data handling
queues; and
‘ a control plane including a policy control interface through which a bolicy server
configures which of the data handling queues is assigned to handle each of a plurality-of

types of Integrated Services flows.

30.  The router of Claim 29, wherein said control plane transmits an acknowledgement to
the policy server in response to successful configuration of the plurality of data handling

queues.



32. The router of Caim?29, wherein said plurality of data handling queues
are configured such that at |east two types of Integrated Services flows

are assi gwedotoosxtuff erent ones of said plurality of data Hamiozogssqueues.

33. The router of Claim?29, wherein d3 a plane further includes a schedul er
that schedules transm ssion of packets fromsaid plurality of data

handl i ng queues and wherein said policy control interfaces further

O e P A Ot BY oY e iR hochh o RS Sontbl o 8
policy server to indicate that the configuration of the plurality of data handhng queues has

been modified.

32.  The router of Claim 29, wherein said plurality of data handling queues are configured
such that at least two types of Integrated Services flows are assigned to different ones of said

plurality of data handling queues.

33.  The router of Claim 29, wherein data plane further includes a scheduler that schedules
transmission of packets from said plurality of data handling queues, and wherein said policy
control interfaces further configures said router by providing the scheduler a scheduler

Wéight for each of the plurality of data handling queues.



