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WD 2008/ 039796 PCT/ US2007/ 079453 Attorney Docket No.
16222U- 253PC MOBI LE TRANSI T FARE PAYMENT
WEROSBPRH-ERENCES TO RELATED APPLI CATI ONS 5 [ OROI/PSZDN1/679453
AttorngygPackat Nen 62RaUmS3BEi ority to U.S. Patent Application
No. 11/536, 296, filed on Septenber 28, 2006,
i ncorporated by reference herein inits entirety for
all purposes. BACKGROUND OF THE | NVENTI ON [ 0002] The
present i nvyJOBILESTRARSITIFARE FA¥MENIPpar at uses
and nmethods for the 10 paynent and collection of
transit fares, and nore specifically, to a system and
associ ated apparatus and nmethod that utilizes a
nobi | e device such as a cell phone to enabl e paynent
of 3 CRONSREFRENCESHG TN ATRIPAPPPICATIONS her
directed to systens, nethod appar at uses
using a contactless el enent such as an integrated
[0001ti rTdus Applivapor pleaddedbrity taUvi. Peteas A pplwibioh &od é1/153€,296, filed on

t hat onbine tr tlon aynment and t fare
Septepgioi oAt 0SSP L BY FEn 0BT R A9 CRUGHI € PLgUTary
commute to work or travel for other purposes using
transportati on systens. Such systens include public
transportati oB CRAUNDSF NYENBINs, subways,
trains, ferries, and the like. Typically, these
r t - : r '
10002} SERRCLR ORI bR I s RETE SRR Hosth i dar e
payma@ft ahé b@llqca‘ymrefltraﬂsst faﬁeh,&and&ﬁbreﬁpaiﬁ@llﬁlptbm sgﬁteﬁmnﬂeeiomated
card, m_ whi a fare can be deduct ed agai nst
apparﬁ%%dolaeﬁ 9d§§f ghlizes papetile %ﬁ@e sugy a&aoce@mheﬂe i ﬁfné?l@ naxpent of
a tran%]?fa?ep eelgreéae?lt FvERtEs ﬁ'iﬁ’l{%‘? dR68L4 1% g@%ms pﬁbt‘ﬂo 1fd apparatuses
ater ate However, such paynent c S genera ?y
for usmgquioneactl bsatel dninant sebras paas&egﬂa@d coranid chifp rembgtide;d ioarwdireless
ader .or ot her sm _or hand
mobilg S3YEF {habmay Sghins e St PRI AERd b ey @il anatities.
sub-optimal as transit users are often in a hurry, and
[0003§10 M@ty pddbRitefifaid@bdminlte tb RTk OF tr@Y dstdthdt p@rﬁo@éémhng
transaction process that may require nore time 25
transpoHatiorssicrsd Sueh smmem@iuelepu@w teFnsporéatign ey steme) for example,
buses %%@gg}l]f érraglf ite%?est 5 d}é O*P%%L%qpyoﬂeag {S}S%s 8%1%@%}7%'[6185 require

some formast fhlﬂ:tlﬁiyﬂﬁht at Ioﬁe bhmotesﬁte@bf thenyacil € me&mBof fare payment is
cards or contactless snmart chips. as part of a fare
the usp 9f pripg forayafipayment g rflionwh@hlasfa@ecﬁe g [degucdest 3g3ut as

preV1cgl §/°e% %hs 'd%%ﬁn‘c?@n‘g %Bl&ﬁ og? rbh %&l?ed%%r@%t (\{ge debt to be

| S é a mcropro SSor
paid aan (datemhteo rHoweer rmnhnpgtymdnt pa;r,ds genemzriez reqViE2 RAOREL DG PAG the
CT/ US2007/ 079453 re ne with . )
card thrgpglyp s&rﬁaﬁ#&a%otﬂlsrgmec ARG, "@ar%*ﬁﬁ %ﬁé%? U HEORCEHEr This

requitkBAGR ile¥iGaN ah RIS BB RhalcR rutaﬁglnu&@g e BHEE 855 hy, and do not
functions, such as to add, delete, or otherw se

wish to wait in lines or engage in a formal transaction process that may require more time

than desired for authentication of the user and approval of the transaction.

[0004] The problems encountered in standard payment card systems has led to an interest
in the use of contactless "smart" cards or contactless smart chips as part of a fare payment
system. A smart card is generally defined as a pocket-sized card (or other portable payment

device) that is embedded with either a microprocessor and one or more memory chips, or one
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mani pul ate information stored in a nenory |ocation on
the card. In contrast, the nenory chip type card (for
W@2@APs9%96 a pre-pai d phone card) can only act BGI/ESH0DT/€79453
to hold data that is 5 mani pul ated by the reading
or modemeimeryt Qilinzsewftlm non-aragranoelle hegic.oper mt'drompcessmrhypfscard

ewpicd§ S efion P Al P Ry e L g 4 e ofhervise

manipiBGORIdenasibh s LidladficrhabcARn Dhandlgdrd. G &fittastCedSmory
can inplenment a variety of functions and contain a

chip tquaéd (fovgxampie & pog-pridfrbenacdrohcasronihect@ae dile to hold data that is

i SSERP T8 i BB} B O e

charg@ftbhenprcGatablsheabala@eolidld ke@pinftgnd@l of b&utd MBmOfy. Bmart cards,
transaction. A smart chi (5) iS a sem conductor device

unlikq agnetig sEips £a1ds (Brch ga piradas gepditards).ican Haplement a yrichhef
i |
functiphid RGAE (AP pE i intcHoyn 1Rl ARARGS, come
appllcaaomsetheﬁéo nétirequinmnicaess té yypeotadatabdses ﬁ)@lﬂteqmrpmsbf uyqre.
smart card i s one that inclu

suthoihG DEreaY GHCRHABI BC MBS TNHET A B AhGna & o sermiconductor
devied HACK c@AMc GARAMhIral Rt AF nbIAL, 6 ful (B 8§ Ytk Bard, but may

some formof termnal or card reader. A contactless’
be embeddet] ic anath¢rgdesicsmart card that incorporates a neans
of comTuni cating with the card reader or term nal

d f t
[OOOSI\A[H;.'H?# car egpgfesm tgzg rg.e eggsynt[ Segcsogltaﬁ %rlpﬁ r# gn'e cgn{af’&ess type.
A contd&ﬁtﬁ)@ rsﬂlaﬂ%aﬁias ofE t}iaernmddai conbUgwhiRR kAt 868 sE@ItBSdata and
pically comunicate with the card reader or term nal

functlegql ﬁgpahﬂlt(qs &dths-rrd Grierdly)vip @m@mféwmw’?é eafdpeader. A
conta@ Xt Xarags ?ﬂrﬁ@r eagﬁat ?I?c%ﬁfozatg@i ﬂ16tau[1 n t jitien %géavc\ﬁg vith the

e card an rmna Ss
card reaicdsr feaumal Wuhmht lﬂl&ﬁﬁeed Ifoﬂlafdct crgltai:dehuiﬁ medhtcards rnay effectively
appl.icatians, ey not uire renoval fro

be "svgﬁgd”sbwsqslgg tbtgn ga%q(‘rgtthq ?flrg) F@Q?r Qr e@aﬁﬂ} augh aontactless cards
typlcaﬁlg%eﬁﬁﬁﬁﬁc%% with el J&ﬁ{ realQCRYS R uglﬁg R @Xﬂl@greﬁﬂ%&'&?m

such cards, standards have been devel oped t
techngjoge wherdie popemty tom arehriarheseh detesrahsicr bantactheessl and the

t . : h he |.SO,14433, 25 .st d.
reade T T O R8P To R B L A gpO s o
they thdy RRMRUDL rtASYV TR 618 waNE OHPS &R di’b{erstb BBl a transaction.

ment cards in a transit fare paynent and coll ection

Furth@ngeca@s@rfé g grovvmg/mtﬁne&ﬁm sq@h owidgestandersiypiewe beonalenelpperl that
gover? rhet %rlﬁpa 140% a%g I?ntelr a?ctrgls or antagtger?SI egr g%l)rfdg%srl]lg]ﬁ_tﬁsr #1 ﬁg@tm%‘ 3
standdra-at t he t r anS| t fare paynment and 30 col |l ection

process can not be perforned effectively using a
andard on-1line_ authentication and approval Process

[0006bs %9 thowgh sapfagtisss smyt cuHR RO VIdeA oMo seine gt theipgplicms
encouffRkt Pl Fpay i PLEtls Pl D3RG PR PRAR Th1 AR Fironment,

they dormev providera doyiilctalsbiptioe gl travsit appliions éto spned diathe trivesaction
for thé: Ssreg 1suaS Srgméu%l c%rqglldérlatelgn t”Phlg(r:I{:eggss thtatht e E[rragsqg’ tLare payment and
collection process can not be performed effectively using a standard on-line authentication
and approval process, as may be used for a purchase transaction at a retail point of sale
through the financial payment network. This presents a difficulty because effective fraud

prevention typically requires authentication that the card user is entitled to access the transit
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WD 2008/ 039796 PCT/ US2007/ 079453 system and has
sufficient funds for the desired transaction. In
wW@awsn3wom different transit systens will typPCHUE2007/079453
have different authentication requirenents, fare
system ahd: bdsauiffonsnt famty foathe idedisadytradadcaon e fuaddemen dgferdiftitmnsit

t ha rt. c rd nmust contain .t
SYStenPSeYV %(thaﬁ%ﬁmet P%&Pé FCHAN I T RS, 3?1“5 ﬁ%gl?]ta%ons and
ancillMZ'd'ataZ@ql‘x’iﬁ%ﬁbn%h erHS Aaith/NTRE Smi® cAd GRKS cdlifin NS RMclevant for
Is 5 can becone a significant problemif a user
the tragsig ﬁ)é%eftl 6 et Wishes teroFibze when Gaeserrabiasipts tg ys«teémhe sw@m This
can becPrng aosrlgt%lf %lal’%lé P{o%gesgffl as%?sew WISE{ es to u&f?lg? %}Oéen &1 %{rlg Bransn systern
such ds@®3ltta@sisagchORO Wiithirk §ihgle ge@graphied aida dry@hﬁﬁéylstéms in two
i nvol ves novi ng between stations, with different fare
differengcKigs 8F Ia5A40M8Nd rat es required dependi ng upon t he

actual travel distance, direction, patron 10

[0007? atf%gt%ly a% tqgl%lt:élfgﬁﬁvglfveéjﬁlgvmg oS eH@bﬁ‘uHﬁse &ifhQifErent fare
mput ed based on st’ation entr exit |ocation,
Calculdil(lfrES(Bmd(Datﬁs rmdeecbdiependmg hlporn:'éteelgtmlaytrufel patanon duactobn patron

I t Thi re, that
categGep e fimt CE P Fep L et 6 e ompui A o i nd exit
locati®€ daltor thoaebf RaVELI eS8y SHRYH %ﬂd%sf@@stﬁﬁ’e SNdadatiis would

stored and retrieved from a user card
requlrs e rpurorart erad tj:rrnu@ismem@rs #traagl etﬂfsom@r rabteéoetablqat@mlsfgrm these

comp % Vgaﬁ] oenndait% %tto?e 1‘%1‘18 ??0 oer}llla%ﬁg:’r ss’ctau{?l 0{11 gubssggluent Fard
16008 dnsi Wi T ontent’ presén ef a
termina$Freedert BahbloeK gccdssada@f wttst andacsd a€prvet k@gsns mar t
card or chip problenatic. In addition to those noted,
I ssues i ncl ude: A need for, one card

per
[00081 r éﬁ%%lﬁ tth%laé?ﬁé'%ﬁn&m@‘iﬂ%‘iki’r?ﬁ?nté SeysEs dssuayth atg@ﬁléq wg-of ajstandard

[ I
contaé‘tﬁ:g g‘ﬁérjlt I@at“,cfg o? 21511 ?(%bel i aH& gn td Lhogé’/ Rég%% thdbe 1s%lﬁgssmclude

nOt a 84 %?Aé%n‘?‘ra? g Li)la%i? ﬁgrl[ls? agteﬁée}? (gr ﬁé@ng (fooi)% aff ﬁ‘% %Jeln%}eg

haV| ng to keep track of card history and cal cul ate the
f are Ifrn canpodess prypmessants @y@t értypiaalhelackstthe alatityt thevrite back

gate or. farebox; ired that a

o1 €107 SPHE Gt Sl PRHAGE OAgEheg oA SEHE T leulate he
time pRy nEe dddsqo HIROhFHE! ot the bysté@@hslih®to 2B thabk bh@drd history
system This may take a 25 physical process of going

and doidegladatethsifay ibehostepro¢resinapybtarayather tharea thagate or

trans%t at the new | ocation; and Each agency or

regi on ?Prgy utilize a different set of file structures

and/or information to handle their fare policy, and a

si gl B nu;arr‘tw raguyirddatbit atpwonawhm opisiabea tahaor orapehsy for the first

gg% YR on CoR &%egls%/er their car(% Por%/seo glgtﬁat system. This may take a
physwal process of going and doing something before the card may be used in

transit at the new location; and

e Each agency or region may utilize a different set of file structures and/or
information to handle their fare policy, and a single card may lack the

appropriate data formats or encryption capability.
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[0009] What is desired is a system apparatus and
nmet hod for paynent and collection of transit fares
W@ b@B/osa7dd | zes a contactl ess smart chip and whP€hUS2007/079453
overcones the noted di sadvantages of current
[0009h p pV bt ahdssire BRI 5y sSUMPPAINatQF afdHE cthiNYENTHa@ et §100bection of

transiggiEes R 8oy ARCRREHER P PACTIG YA AT RE Bl

disadvRthgOb @efchPippdachéansaction fees or fares using a
contactl ess el enent such as a contactless smart chip.

The inventive s]%st emcan utilize a contactl ess el enent

i ncl udi ng, fBRIEESEMNMARY QEnkBREANSIENEHANt chip and

a wireless data transfer element (e.g., an antenna,

(0010} ERhe m\9'én‘?1‘3§qs &tdd to@ ed, A WIt6r facilitating
\‘/_\n hIéjlsr eV| ce, &;l& as a ﬁggtg'ﬁé rﬁ%ne E’%E%m%gfﬁk%

the paphmyeerndcnollt:dftmrﬂ df kleansa'Ehen smot facds Lp;mgoer catdvdesstefgrerntuch as a

ice, can inte rated with circuitry o
Contaﬁf%% %raara@wpcgﬁ? HWﬁ’é YA 1S54t Genditid %a Cewaftﬁeé mﬁn&laglﬁémg, for

examPE CLEIR t1BRAmaPBIN P AL R cleSs dhta trifRG clMidrk {E, an antenna LED,
erased) using the w rel ess comuni cations netWwork

laser dihde, cttall embedaied pothin & hmbre Iw1relerss tiévise, wagh, aStaImoldhetIdlone PDA,
uired to abl e a,user cce for
MP3 FiFGoF Fedl, R RivirchitnSF s REE T &vite oo MBisttod Hih the
circuifiRlo€ theahd IR HRY t(b% crfiO¥dtA g8rdd dntthe cHlip t6 hé Boddsseddnd he
W rel ess network uch data may include access contr ol
manipyiated (Cleeysad, witisswerpers) usine thei Wirdessicomneicefiony natapek as the
[ r l.cu
data ofgESBOE Bludt ol B0y S AR [ @Rp Rt S EE B LR e,
a transit SRRAL araBdRC fortiadsydichhtotdoaduan irt ealdeMiics rﬁwbe:pmbidrae to the
financial paynment functions and transit specific
chip usipgdhs ‘dﬁ@lew @%Wﬂrko maich daiggnay igelude accsps goatigl dase fswys,

passwgf’&saldegtgﬁcsd i8h A%6) &e@dtygg&uﬁgﬂ for %Qhﬁﬁlaﬁ V\Q?Fé Ih?s%oncal data on

evice to unctlon as an electronic
systerc opayefoc examlnsact i ons and as a transit systemtoken,
for access to and fare paynent of transit services.

t th f t
o011} R G aR RO h R b DGR B heRaPle fick el iim DR fafyeiat
paymétﬁ FindeshMidStratt apd@fic funetiddsnamGh dhe BAMBRNecurkcBpS ot other data
nd other applications to be stored on the chip, with

Storagte meediyrandhis e@iablas B dnadile rdﬁ@ée fofactianss tssh ayclegtgonic wallet for
commr_eP nf Ia%%'ac 1§n anttd gtﬁgngft‘ s%st?rg SRR %?tac\%oe{ssk o a[ng(r%are ﬁ)ayment of transit

ecause evi ce one

service§ n]nLHMétetrQJBdiMldnlﬂ, ibdp@e @it ol bomyfundtime iPshasved by use of a
| ocation determ ning technol ogi es, data relevant to a

dynarpyg MqreQy Sranagpit oy S8 tharpermits st foF Svvi fipaaciakpaymegb transit and
other %ﬁo\ﬁggté(?fsttmg Btofldf Jreth€ Bhip Qzﬁﬁ“ﬂﬁe sit'd&G8! A ?%tor%e IB%altloﬁsc’belng

operations’required to configure t
configuiraljde u@ng therwirdiessactveorbf data storage (partitions,
i ndexi ng, 30 data nanagenent) or functi onal

o012 o Rhes besGise BRdnclile SEFB0IAG By omALop 1 HaERork. may
incorfoie MREHo Qte@ilBg tedhBolbRls!data tIRDR th aQfatti@®ur Wandt system may
be provided as a user moves between different locations, regions, or cities. In addition,
operations required to configure the chip, either in terms of data storage (partitions, indexing,
data management) or functional capabilities, may be accomplished via the network as a form

of over-the-air provisioning. This eliminates the need for a user to visit a transit office or
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WO 2008/ 039796 PCT/ US2007/ 079453 ki osk to activate
the smart card's functionality, obtain the access
weuwB079gat a or obtain other information necREULRNTO79453
to using a specific transit system [0013] In one
kiosk ebabivatrehe smarh eargs égestibnal iy erittaio the & celis centr@dlatagorapbtain other
. t hod of, providi.n access tg a systemfor a user of
mfoméng%@iefi(geddgw X 1.15“1%% SPf&t Wotaaqsﬁéysﬁi%s generating system
5 access control data for the user of the nobile
[0013fleVh e8¢ cbedigichf) ehadPrbichEindemidhds Hic@aPa ®e@bd of providing
communi cati on and data exchange over a wireless
accesyigtanypiem fand usdphamebiicidsicandhemethoddnd népsgenargiingsystem
acces%]go%{trﬁf Hﬁh @'or‘%Ré'H}é? bf ﬁlteln?cgﬁletd%gﬂg,%&qg theTrﬁgbi{Ee&eQi)cg is cagaable of
urther 1ncludes "providing the transit System access
commuaithtiel ardtbdada &xhamngeadvene Mtircldss hiéteyovkt, laall esmmuaticanskand data
whereby the access control data is caused tqg be .
exchapeiipd # Pl foUbrorrnI tioas axhnglaevol ke methor durtir instides
ifl18Y HHeQranki® SRkt B £8R3 (FANLERALn AR Flrel
mbvugo ﬁ%c??%hgﬁg¥%1%§$§§%@%e&thép a%gegéqggﬁ%?ofgg§¥§&§ﬁg
whereby dinesfoeessedntfrolalntd i eausstitd be ttensnoted over te wotlesoteiwork to the
.termnal using a near field comruni cations .
mobile GEHAb sy, A 15700 CUTTH G HAES FEvan SaLedBE ST YR the
access{jéﬂn?rol Bata AAFBTARE fidm IHREnAERI el Re RS MéicHRELRATESRNS] Asing a

he system [0014] In another enbodi nent, the present
near fjoldseamunpnpiciteongitechoeledy tand pregestiegribe gecopredaicekispgontics data to

acce for .a user ,of a ile device. The nobile
dotorrffEFEe b il a ooy B bRude | Cor TS o e hange

over a wWreless network, and conmmuni cati on and dat a
(00148 X ahang@RerushbvdiBemiede prdselifveapoibimindieatddad s system for providing
technol ogy. The jnvention includes a systemelenent in
accesyigfaust A RineePilf demics. JBe Mobdile davieeisippdhle aheprppmcafipn and

data RLIEABObv&@fa \In'ilélﬁw defl dGQRTHi GAbh Ang th%teyéa{alﬁg(ej I%lgg a near

S
s a
I nverition further 1nc ud%s a processor configur
field coxeowtientians R0hprloge skhd iovgenenatledaacgstsmadetemlin dat a,

wher eby the access control data i rovi.ded tq the
Commélrlbcﬁ%% g 3R GWOPéF%ggal@amﬁ% a@aqsf?‘ﬁﬁ& of BRI LeSsnd

commiyhRAGS R IcBHorRY Gthe iAW &lr8S S ind RIS KkrdcBssot B IPRRIAIE execute a
devi ce, and a conmuni cati on nodul e coupled to the

processdb gendratoactass ponill datahwherebhthie aceassroenitddatens prodiged to the

ctemep e D bIRE S bR RGN et hE REL AR ERY &l Bt oabvork o
the mé ROt RINd 2&nbMAHigdtidnmy@llc sapldied teNEARGMerminBE where the

present invention is directed to a nmethod of )
commypipgiien mgdele deeanfigyred te pepgivictthagesessraontel datygem the mgbile
. ' ' Lacl s providing a
deVlC%/T\nRgrﬂéér glggl%%ﬂeﬁﬁgrc {Ig&ugﬁéﬁ(?&v&%{'ﬁogggéss control data
required for access to the transit system
[0015¢ oyt amathicn gmbbdinaat; dsspremint mebnttat ia directtdh® ambthbé of

.device over the wireless network, ransferrin he
providipg acCEsHi9 R tFagpit gytem {f ausgLe %?E#%é@l -é'ﬁi?ﬁ{leth& includes

provifiRh HiReds WD EAB AR, Ecottb BIRS Roqtl YA §&f access to the
communi cating the access control data to the transit

transisyysteamcomimigicatingithgracfdse cehtod datard datmons deeckokoy wireless

netwo?lgqra%gfglgr?nsgsthg gcctelgseco% ol dath goaatl gagta gt%%a%sesele%?e% Egﬁtai%g& &ithin the
mobile wireless device, communicating the access control data to the transit system using a

near field communications technology, and processing the communicated access control data

to determine if the user is provided access to the transit system.
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to determine if the user is provided access to the
transit system 5 WD 2008/039796 PCT/ US2007/ 079453
WO 208863978 her obj ects and advantages of the prBGENS$2007/079453
invention will be apparent to one of ordinary skill
[0016] n Qther cyj¢ctigmoirdventhgew ob thet fresedetnateh widlserdppéiicointomie of

ordingp QeI oot e B e o et R inPRR ana
the inélMB&d fi@pad. bl ock diagram of a first enbodinent of a

system for enabling a contactless el enent contai ned

wWthin a nobile device to be used in the fare paynent

and col | ecBRHGF &FSCRHEIQN QI TEEBRAWERNGH t h an

enbodi nent of the present invention; [0018] Fig. 2 is

frungt i ' f [ -
10017F, AT AT Aol B O o o R TR (3 pfibling o
contastiekhélamantiobiaireddettic e nidbilbecuise t baudetién fharfere phPment and
aynent and coll ection epnvironment, ip_accordance wth

collectift SReEITRIAGD 8700f H apembor st phihe PETN Y BYSPN:

Fig. 3 is a functional block diagramillustrating the
[0018PT IFT@Yis buicdtiofNa o & & ﬁlsof%fseéondmﬁh¢tﬁlé$ﬁgg§t&rﬁ%r

utilizes a standard portable consunmer device. DETAILED
enabliDE SCRNRTY G e DmCTHEDNNVENTION a1rBotfiBoRRe]ce Thbe pragga the fare
paym%,}lg;éﬁ@taél eg:Filori F]?\:zilf:ol%gntneeg )}Itl gcecra?gcg ?%]g/it ﬁ@ %ﬁlg)rggltr#esngo? {1]1% present
inven@@fitaagt | ess el ement in an environnment such as a

transit fare paynent and collection environnent.

Embodi nents of the inventiaon can be used tq both
[0019h ¢ ddg S i 2 fugctionph Meckfliagram itysiding therirashy dwestiogalsdgments of a

{1y AOR W5t Ui i SRV SRS Aor BB [CRANIm ek ons- 1n the
paymclgss}ér?rg?l?aon 1geﬁféoaw, a 1'r'cl?lsroanslfet syst erm' @}tcs described in

detail. However, it is understood that 20 other types

of syst enBETA LD DESCRIP THODOPFEHEINENREON

invention. For exanple, a wreless phone according to
(002077 TR RRCt Rt crlon LGNt 00 TR %%rglg%? 88 BRURA for cfficiently
enabli@@MigLise ofalcbntasttdi® Blemedf inGhRAYiry @R sudds £iralsi Fard Paii@ent

used as a paynent token to provide paynent for
and cqfjegtipmenyiament: cdirbodimapis o€ thedheengipn safh By uteddp bpidragcess a

[ ' ti I

systerg R PR PR o Lot ot DG S AEFpn GO IGEGR. 1n he
descriptiiebdew, gl&kasit spnaheis deb@itedtin dstuid hHas/casr, A @ndeastood that

enbedded within a wrel eas rmbifje device to enable a .
other {ypgy of fystgais€ar baypad; 1p|cabpdinpasits ofdhe tVRRIGH: thps Gkapplg, a wireless

phondRE&kdir to RRYRbS@nSht |¥f glﬁ gr}\%gﬁi?@ﬁﬁ&tbe l%é | é‘sea_nod'cc%is esientt@access

obt ai n "access contro are’cal cul ati on dat a.
an amhisestada garks thehted abagertdradl, suhpolo bhetheidatnac rehivastt baiog used as a

usi the transit system.is provided via the wreless
paym g KA BT BTk OF ey RRPnctig atohetings of plfadEsters.
nobi | e device may have
[0021] Embodiments of the invention use a contactless element (which may include a

contactless chip and wireless data transfer element, such as an antenna) embedded within a
wireless mobile device to enable a user to access multiple transit systems without the need to
physically visit a transit office or kiosk to obtain access control and/or fare calculation data.
Instead, such data, and any other data relevant to using the transit system is provided via the
wireless communications network. Further, because the wireless mobile device may have

other data access capabilities (such as Internet browsing or short-message-service (SMS)),
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30 other data access capabilities (such as Internet
browsi ng or short-nessage-service (SM5)), 6 WO
WQ28HHBIA/96 PCT/ US2007/ 079453 i nformati on r eR@r/ubaog7/079453
transit routes, schedules or pronotions may al so be
infornmegiahe regeadingldassit wutes, seheduled @@2@hofitns eyl sclhd made available to a
elenent enbedded within the nobile device nay conbi ne
the capabilities for retail point of sale payment and
transit system access and use. This permits 5 the
[0022[0 b @ofaVil &S clethehtiétibddaBd dathéh the REIblE AbviB@aR Rbmbine the
mechani sm or token (such as a credit/debit card) and
capabyiica farratgd ipoing p& saderpHERCnd epd Fransdriysipmapaceess 4nd Bigenlhiy permits
rt
the moc’l#ﬂ:e %g{bg C‘gﬁ ?R%ﬁ{nggg& gl Zé&?algagk;gleﬁtqﬁécﬁlg 1511}1[50r ?kﬁ%&ﬁ%&l a3
creditfiebibcyrd$ et z&getrzﬁisﬁ RpsiEm (bﬂbtﬁ&t&l’enae)ﬁcﬁffsa gfkeﬁl @&auth,ant he

nenory. i p rt|t|o o i nclude, a
embodigiept, ghe %P H@f %cﬂr@@é{%ﬁst@awg e %\taat %Sé ot Mg Qitiligg,g dynamic
p of e
e D R S o PP e iRay O
partitidesd toendnds@sdctibo fdrrseormgtmﬂ rayohewt retaMenctione, anidrasdeetsmn
..network. The transit i cati n my ve .nrel oaded ..
pertic ey Snarrlr g e P fua e Salon.a0ans mebil
devic@&H dehi % thO@nREAEAEviEBEwRer E&rwnaém{ewa&ﬁn%ee@atﬁﬁlabyﬁéaﬁ@ln may
via the wirel ess network. The transit application
have mebtad@hdaﬁm@r loae Of:@an@dra@bﬂt egarsicn gnd havathe ebidigsto accept data for
other ?getn\épei geh &ﬁY% ttllleo egg%s R rﬂg”{lﬁ: tranrs ea§§ %a?g% rg{:}c&loglznté af‘ be
confidufa OO BsiAE tH¥BYiEc] s MBSV Irk $¢/§érﬁﬁ15probl@1ohhig50ﬂa@¢ess bdﬁﬂrol d@ﬁa afare
stora%e section of the chip, though limted, ma
calculgterdats angther plevant data Lecddp 9ne AT MEFRIGH FEYEES 1 tbl&»ghay, the
t N,
data sl{oégfgt%i el ar&fttfr?%’l 8@5‘” th&g%lgh%l;?d 3‘306%6& ﬁ%{hﬁ@fe f-sit sPEem
envirq@eagisapiuugh lupdatag.or O3 ]tinghke daatacighrsd foeltlenminticudanransit
communi cate with %gﬁLansit system fare collection 20
agenCHIEHIRRT S AL BTRFIEP #€%r ange communi cati on net hod,
such as a near field conmunications (NFC) capability.
[0023?< AR Bt css Hethehant BHHMAI QM %ﬁh'a"ipalnk‘l@ SyskAPrat anpiRtioh
4443, RFID, BluetoothTM and Infra-red communi cati ons
mechmrh osisg thm rangh eomphin|ceticemicthednayh bea npﬂ(ﬁﬂl@ f@negnications

el LTSI Y Bl BT SERHIFTSEss, re,

Bluctddih®r zﬁﬁ{tlnfrﬁ\ﬂrédlcdrﬁﬁuhk@tﬂﬁistm&h/&fse Mh&§ekd MbbilélddvacdrahyrBe
stored in a dedicated 25 storage region of the chip.

provigmpedtyeh tramns syytemgiata Qi’GEthec%lt inciscerdancesyigh ﬂ@@ée%@n@nts of the

t
s 80 T o RECL B A0 gl
storage@sdioebf the ichipt thSiﬁelofhetthmm hpplﬁgﬁoﬂﬂéﬁa sioraghirtdionghay be of a

vol atile data storage chip are used i n one
dynangi e mpREMIGIE FESIt AV |d6‘i9r s 8@ Wéﬁtea éfl‘é capest anglecawtiognake the

most SRYicREudSEthd RorEdRkdiuGTPRM IR 18 e 48 stbRA%E Thih@ (EEPROMS)

are used in one embodiment of the invention, other data storage media may be used in other

embodiments of the invention.

[0024] Both transit and payment applications have adopted the ISO 14443 standard for
contactless smart cards. Because of the use of a common standard, there has developed a

desire to utilize a bank-issued contactless payment card as both a commerce payment
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30 [0024] Both transit and paynent applications have
adopted the 1SO 14443 standard for contactless snart
w@200803978ecause of the use of a conmon st andarBCT/URPE079453
has developed a desire to utilize a bank-issued
mechaosm act passofpalerapdtas e dradsiagrdpayment owaiense b veuid Frovide

.2008/ 039796 PCT/ US2007/ 079453 . mechani.sm oi nt .
for nGAISHPEUSEN ! SSME CEPIRGTE PRIE Pl irEr AL CRART FToR AT fotail
point ¥O4S. MhEYkdent ihRntibNE dicetddnslantti@otRr thingd, BYERoming certain

. contactless smart card (i.e. transit fare collection
disadmthgeeofusing pypntardeontadtieys paymenpeasd epd systope Ht 4 Gansits
enwngh&%gted to, anmong other things, overconming certain

3isadvantages of using a standard contactl ess paynent
card and systemin a transit 5 environnment. [0025] A
[0025f i r/sfirsapjroadhito satissaing sifeydasige thenalgnt beth tfanctionbint@a single
both functions into a single contactless. smart card
contagigys $ypart garhimay; bedo Atilght seitactiess RryiFBheare i s prgsqnt form as
issuedPWREIR e FHsPeASirodmaHe Qs?rés'@ht’l‘y Fr?iiﬁeﬁl&?tgc‘ﬁ'at contactless payment
environnent. As presently i1 nplenented, a contactlé%s
applicpagmendsed appdrmatce anarasn-lise tlansactomneguicieg iesd-anemhalthengication

and istpéeg % g?%%ﬂ@ _a{)gr glﬁl%eg e&%b%?r;ngsglgtlu%hu te{!fg\?é\%eﬁ,jatelcgl?se %Qtrgr?s%ction
speed cbANEREHdRNradIRWEN §ay mBRCGAH $611&% ioh e SRS bh BIT-1irREAGaction at
consi derations, transit fare paynment and coll ection

the transig sy steng gag oo ffdrebaxnief thedagadescohed for atsmart qagdhtsiminal/reader).
. .system gate.qr farebhox.(of the form.described for a.
This iEKEET, BPhT 0 Rt SR LG8 WPk ASHSREIRER by
envirdn@nti®eKaib f@@nineQfsu¥t Sproviall@isprovdl BS tef fufl tembadtioie Ideally,
in the transit environnent to wait for on-line_ issuer )
card valigatiopashpelid Sappecsis abthersparticardbterpinakigadqr santaingd an fhy transit
d validation should be processed at the smart
gmeogggg&%érninallreader contained in the transit gate or
farebox. [0026] In addition to the transaction speed
[0026] sduedditibetethatenseton sfcgd asuk, shdrearersesk ey and sther aslad

w th the use of a contactless paynent applicati.on card
assocwéivaﬂﬂeﬁe ¢ 0lcheqmtardess e R, a@@_ﬁ%ﬁ}ﬁ?ﬂi GHRERPotsiPd firaine
authofifAOARE bh BIF-linkBRSHOH! FRScQburcbSHf fiRGhid&e, bRtre @bLlimited to:

not limted to: 20 Authentication: the |ack of

card/ ' . AUt ' ' . . hi. i al )

For 1 ARFBEA Bl REBH BEH AR R i N RAS THA porenda

t r ansfdr ftandmgacth eusteafctinpatctmitjueer i zed on-line in

real tinme as designed. Wth such off-1line

tr aNSREdd® BAinsit MErsBAARE laMEndtladthofizeFon-lifke ni 1841 tRhc as designed.
rejected cards based on the unique card nunber) is

t he pWithesugh pffdinertiamadtionsl¢hencghireildst (26, Ahitofirgected cards

sub-optinmal .since the negative |list woul resungapl
o ow b ORABa e ci6 BREE et bde bR Eap Folk g
I ssuethigdédLopMiRil 8inde tHeenel e edfst woaldiresuh®ibly &dhdfmbounded
changes the unlque card nunber on each use;
as more contactless payment cards are issued and/or wherein the use of

counterfeit cards changes the unique card number on each use;

e Fare Cost Calculation: the transit fare cannot be calculated at the gate or
farebox without historical use information for the card. The cost of a transit
transaction is dependent upon previous transaction history for the card. This
historical data is not available, and cannot be written or resident on the

contactless payment card as defined by financial institution standards;
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Fare Cost Calculation: the transit fare cannot be

calcul ated at the gate or farebox w thout historica
wW@2@ss7o¢ mati on for the card. The cost of a tPENES1007/079453

30 transaction is dependent upon previous transaction

hi ot oDytaf Secutritg'Stmangde: prbtiestionhofstaathotdel datatiatrassitrfete collection

avai | abl e, and can e itten or. resjiden

cont a%stsreé@sm@amﬁﬂ%ﬁa@a cljag dpadn i fJP ﬁtheﬁwrf (primary

i nsti § bl AhuSiRP %rtgéﬁnatf%laY\QsaQQi%ﬁ% &ﬁ card) is the only security
PCT/ US2007/ 079453 Data Security/ Storage: protection

of cadatholmientlydardalilgon a aa@a@tlasap@mﬁmlt Icadt iAora 1:@§Adt @mssn fare

may prqve.difficult ackin

Pau (BRI lsetboti R et <PalOrs A defh oot Whien i

i nst i hettsoRthR@y iRt fERlcdledtRnish8c@BUY pESEky. tIernﬂ@fn@nted this
currently available on a contactless paynent card. As

a restaqpiremenmpsesents afdcdrosonidecerdti coyesrusisidwoul d have

to collect and store this data securely, which is not
sorset @bl‘t@idatlansimralfgatgafoc olshardt.gorheshaskmpwrgimization) approval of

presentl mented, thi.s requirenment

P Geathebid & rﬁ?\‘éff g@ﬁ‘eﬁmlw It e RV IrGRRICTIGRAY POV it

ar r angh18mbQr du3RHEY, Joﬁta@tless thﬁnE&?c'?de%% R0 938 'aﬁﬁx‘b‘v@d‘%y
approval of the card reader nechanismin a transit '
envi r bnaresrmd pmyetp loog/aenzatlfnﬁs cltis istnot &@mthpgémm system providers
Currentl

appr OVS&XW% %ﬁ I%%%“Sgéﬁgﬁﬁp ﬁgﬁ?dig ad%llt],?ngl layer of

not sgdehid ffninis@agid oveylsdagm provi ders are required
to do at present, and if inplenented, adds an

addi tional layer of cost and adm nistrative overhead.
[0027} o gprveremssormesgheshoresrentinaehpebemyeriistbirasy from the off-line

use of %ka%“?ses\géh%ﬁﬁ %Eﬂdsa‘ﬁ dfeﬁgéﬁaﬂ?hﬁe TcLaé Esmpflf §taﬂ§eﬁd$f0 c?ate, use of

cont act Ki'ng car I nanci a
additiomed caabilitpof ﬁte&:ndactﬂass tmadatel, orwhi with daddioragernapability may be

s A TS TSR R o

agency ot gﬂ)uﬁ o‘f*%éﬂé?agmfg' B3 iH Gl Sit &IE pRRR&Y Bﬁél Q&Ié&ﬁb‘ﬁ environment
afe specif 0 one agency of group o

ralsesodwpmsmﬂ spgcifig émttuaeglvumnmentr dipstificiliyr, e tmaylnpmoraﬂ dikely to

utitiz Qi Ih R RORT Vgsed ft G BBl BehidnR SndRe SBRS i

agencghml ot b@re%goﬂgﬁmé fr@odrdibtink tabél8s Md faF@3dllatfonSda®r all of the
ased in ditferent |ocations, so that a single transit

systerag e iy meays thatthe éorrt@@l@@m@nm eard graygeqtiti mavisiegingceigsmultiple
sets o c%els%ogtrgfa%n%q‘l?r%t | gcu%ag’%{\ orAthé st81talg5 Igﬁacaso%%e gﬂ%d 1s 11rn1ted

means P 685 S Tar

and b 084 t8dneiiapéhcvdstafd @yﬂtém@ﬂfangs ev@& tivhe (&S oefsis @Md’uﬂiheﬁ Ifﬁi]ulre
fare calcul ation data. As the storage space on the

for aceqsp and far paiFylatipnshibr BasHdak orghen ea‘@%@?ié 8Cashig be updated or
chang?% 8% ?r egug%%?glrg 12%1@%1;1% diRtj £1€§traléée(£aletl a%{‘r?og%%%@antt ?‘éﬁe transit
system(rs)ma“retntlgl%mgsrsed. elh tha cztsh of aataddardpamaeﬂ tyoe ded,ubdagechlly
1requi1r(e)sr that a user visit a representative of the transit agency or card issuer and have the
current data programmed into the card for use at that agency or regional location. Such a
requirement can rapidly become undesirable as transit patrons seck access to multiple and

disparate transit systems around the country, and as new agencies introduce fare processing

systems over time.
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changed on a regul ar basis, including deleting stale
data or data not relevant to the transit systen(s)
w@eosesnrbey bei ng used. In the case of a standaPdI/us2007/079453
paynment type card, this typically requires that a
[002811s dn thi$ sighrdaneteha seprieadnit uéranfit $ylseent nengince dgemeseivertheir dual

paymEiaea o L ENGI T R R EREY T o UG BB B ppsH T g0 o
a desiSHAEd Randf s QEMI16@ABA N 6:8r foARbrd inIEGRIFEI URELHI (1§PIn8hat

as transit patrons seek access to nultiple and
systerdi 8paptetethe tranyi- f»peegfyt dafasmay wh&eten@‘ypmmkw; trapsit fars products,

ew, agenci [ fare Ssi )

and oIRGB 030158 MR S65T Ben R BB Y oo o e
transif $yis@nT IBg&iod, to POEernt thag aoatwomcﬂseerequlaed Atamisibl issMBEesn the card as

user, aonce they receive their dual . paynent-transit
well agappeyd densguaes: Kot rynstteystems githpayemsfigant womber gaders (e.g.,

I

rn11110£1§ QPIBeJtﬁ)?C)E 4 ﬁ%& Fér:{%l(l)llr:% aél?ﬂlt %é?sotngarrgget%é gﬁgfr?ﬂg% ‘t%@(?ﬂln% undesirable
for bodalha phtvonsuse thatradsittagesyyst em As noted, the

transit-specific data may include encryption keys,

ransit far rod s, 5 and er dat ficto
0025} 0505 15 B SS BlEY Bt of b RBOMLERT bbe uert 100 for
enathE Yoaftllds grénieﬁt Eontdih@NWIthin MRS dQEBlb 88 ubcd iRBHEd @FM
is act would be required at initial issuance of the

paymedd a@lleorren Ien\as)nawylt dapeordance waran@mbrsdrmetnr aﬁﬁlﬁtpresent

1nvent?r4¥1} 4 nflnpa%l'l,rg S%ys{et%?ie“onlglgféag bll%g%wce f(ﬁ Igdrvg (%ereless
comnﬁhﬁ@ﬁ@tﬁs JApAbiliad 1By MesERMRvieed0g lrr[a@kﬂeei Wfréléssbﬁéﬁllettbﬁphone

patrons and the transit agency. 10 [0029 gure 1 is

PDA éapmmeqmmrﬁar PaieHC. dﬁnargtwawloﬁrm@drm@rsttme @ﬁVr*n‘ié’nltﬂzdﬁ agell
phonc Y AL KR8,y RORBILLL 2 ORLRSE LR GL ST

embodiatcat. Ipakeresst ofindelt phdrecisitionmebivé domieeeld2, therlevice includes mobile
, e.wth an enbodi nent of the sen , ,

devicg ffriﬁ .ﬁg?laﬁc) cirguitry Hshat ﬁngq I fregtaip, Ofé%iegeﬁﬁqutlrnﬁ%w(j &dobjle

dev1cér8pdu|1t%{ 2] is(‘cggaio@@om\ﬁ'nﬁﬁ’m}é\étfn%l v@i?éessm @élﬁﬁ‘é W‘%{ém (ie.,a

capabilities | e device rel ess’
<whekmmbmhe0ﬂéﬂephwﬂearmamﬁﬂmdzzaptop conputer pager et c.
In a typical enbodi nent, nobile device 102 is a cel

0030F 336 BB 5 LB GRS Rl b

implemBnfehen BRFBrPbf /s&Bilcbndean %h?sl i[9 (Bio&h&ﬁia@@étblfége dRehent) with
t he devi ce includes nobile evice (cell phone

an assgrigtedivrirgjess datattraaﬁfeemr @ rapsprssiorgfelonpat 1@4(Bpsaelyas an
antem{a r@&ﬂte?c'?l%%s &@Réﬁt%p eSS chatgéti L5 é%: £ f lefh%éddesd \gla‘ﬁ?Pllﬂgbl?g device

Sstem
102 aﬂcha/w pet@s®l mafrmt&rn); tr]lﬁﬁm‘@'tb@ Vfaejelluﬂaﬁﬁetweﬂsvm%mﬂ.ﬁ Be applied to
[ 0030] Mobile device 102 further includes a
Contaqfk?ﬁr %lelrlr‘%tslé’ SeReETe of otagticss dement m‘rerfﬁreer{?ént(“aﬂltqcﬁersrréement

1nterfefc9 108 %ncﬁoﬁ? rﬁe%ﬂ‘fﬁi&[ch%epbf hgél(a"ﬁ}i@gr CpntPd1 il 1%1% between the
storage el ene an assocl ated w rel ess

mobilt rda‘nsé eircuitey 404 (aaidlhancterthm seludsinetyork) mdecmlta:bﬂﬁs(ske)ement 106.

Moblle% evice iﬂ? may also include a secure data space 110, which may be used by the

device to store operating parameters and/or other data utilized in operation of the device. The

secure data space 110 may be in the form of a chip that is separate and apart from the chip in

the contactless element 106, or alternatively, could be a section of memory in the chip that

forms part of the contactless element 106. Note that the chip in the contactless element 106

10
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antenna. Contactless elenent 106 is associated wth
(e.g., enbedded within) nobile device 25 102 and data
w®e00s079®©| i nstructions transmtted via cel | UPGF/US2007/079453
network 122 may be applied to contactless el enent 106
may itgtudredats stofage omtaddity esthe dbrmmefd member thatmay 08 accessed via

tl ess el enent nt er 108 functions to permt
interti g JOE S RERRL s FBans oy B REE e iiSheeHiRstisne 16 Sebnple.
between the nobile device circuitry 104 (and hence
[00311 heCoh@lctibdsalcriei W k) capilslc 60RbaEdtins an@feeeiemg db@busing a near
Mobi |l e device 102 al so include a secure data space
field cpmgnunigations pppbBiy bk%@r mar firdd S@n@@mceltémﬁcm@ch@ﬁbtymcally in
[
accor§EE SihAC BRLERYGIA0 RN Yr Hua llStr LRI LG eY Py 150
144438y Chie therfigune). Nwantiold cantiinicdtioas cipabsiepataise shod-range
apart, fron1tUe chip in_ the coggactless el enent. 106,
Commapwatl?rar%a%trl @ VlCh@é READpBlustaody' ™, dragied rRsiodhey datq trapefer
capabﬂﬁ%l fhat E‘a’:ﬂ be s@d ﬁe%ﬁﬁ atd %w@%@?ﬁdbﬁ% %e%lcg mﬁnd@ ﬁrcal transit
e that t C In"the contactl ess el enent
fare coMdcHiO0 SpMQﬁQBGD(Gﬁ'dnlﬂﬁE@ @Y T4 5are Crdleciion Systkam d@ta farebox

etc.) 113%&%:;@ 7 C ap! rlp{)]l%lérdegl‘ctgqﬁagso{a?a@g roﬁ.lcgr%{lnﬁé}/ca%igg atlnth?dlnsPe?’ring
data ah@Bt @dﬁfb‘l astaBid Vi€RIh c¥lilirehet?Od 122388 nb4HTRld &8l8munications
for exanple. [0031] Contactless elenment 106 is

capabgdpdbl.e of transferring and receiving data using a
near field connunlcatlons capablllty 112 (or near

[0032@\" %gte l"0'118 ? elte}gdgfcc(aol a%(nddnw 1%%%%&%%3106 to

t an ar |ze pro or

be usddaﬁ h}aa%wp&mdaaﬁnd dotidctasn dlﬁﬁonﬂqéﬂt%ﬁhlﬁﬁhctlﬁddshﬁansn Agency
gure). Near_ field communications capablllty 11

Centraé H‘EPPWP%??@@T SysieukA0c whicheempapagsitgsi with Cellylpr é@naﬁwﬁem 120
and Tgi!ngl?g%]%tdbﬂ\& dd‘ﬁ%@erﬁ §99. Pfa Qd ﬁ%én&%@ﬁteﬁd Rl cornrnumcate with

capa ity t can be use to~ex nge dat a
Cellulah Sysmﬂb ize leeﬂw beerhORa aﬂieblmny opadm {(lmadigictor Wlmias) ora dedicated
coll ection ap ratus 130 e tified as Transit re.
commug|cAReRS; Sé’FF@y I‘%I}ﬁlt( Sansy Q maj}rd:ogfreur}lcatﬁ wtltll;}é[aransu Fare

ColledtiodWy&lkem T3Hda ofOBY ﬂn@redcﬁ\fh&%n;eot% tsSofgRRall & pablic

commini cating and transferring data and/ or contro
commiunispienstsysgsy Natdibatthe drangltdvgenest Gontkal Compated/Separ system 140

ni cati ons bility 112. [003 .em

may U o R RO Qg SRR el pdiing b S Flgr RDHSE
coopeYitin@itRngit BRMCIcE iflgMigigh. t0  be used in the fare payment

and collection environment further includes Transit

ncy . 15 central conputer/server System 140, which
[00331: glp Alwenont wstemddpimayzasRorpaldy of eommppicatigiwith the entity

(ermel{ 3B Qi R P P YR T AL T T Ll RERple for
perforviiag térenin of the mahsaction dite phenysimyhetiontfangkicmel 0 Issuing

i rel dedi
organiepigfs [0 S&@}Z FryesaySt s @thﬁagm S hor SR EoN e rvears
paym&fi@insiF@th §&dd iR MheshieMaLRQ (Bf e ARGicOltsdIB SndAr dcs a clearing

same types of private or public 20 conmuni cati ons
houscdysprepsssinotrain ldata assreidfedamsh theAggmeyt @attanait transactions (e.g.,
accourcl:to r%.goudcel{a/ti%'%rblﬁlrng? Xt%.t).emo%eélt%at it is also possible for the operator of the
cellular network (i.e., Cellular System 120 in the figure) to be in communication with issuing
organization 150 (shown as a dotted line in the figure) in order to provide data that may be

used by issuing organization 150 in the processing of transit transactions. Further, note that

11
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may be a conputer, clearinghouse, or other system
supporting a single or nultiple cooperating transit
W@y®R03%% i n a region. [0033] Transit Agency SBGI/Es007Q79453
may al so be capabl e of comrunicating with the entity
Issuingt@gmﬁdatibh%mmagf l@ragmttidmtty oroxXyhhatcicBas tay 11Remnegiary m the transit
‘ 5{ ure& 150/ ﬁ |% r Eon5|ble for 25 performng
Systerp dpta pr I%PlPﬁén?Pﬁ TUEL IV dAB R BBt 8ssi ng functi ons

for system 100. Issuing organization 150 may represent

[0034R Faglte ofis FRRFioMhd] BRSR&Id dgr@ﬁ@aals@o@ha@ﬁlbb&@tent 5548 tcni for
paynent/transit data used in the nobile device (or the

cnabligewicontartiess clomengemtaineday ithinggmebils deaicerig be Hendda thefare

paymé%{t gﬁ? %gl'}]és}ﬁgﬁ §ﬁ$19dn%1e§l?t1@ a@c}%&a‘fl‘c%ﬁﬂ aWehi%ohﬁ&?enFP 8Y R Pesent

inventi@t Ofigilei 22dhio0 thdxahlel dbgmertt & DiguNol, &llﬂhhhst exdeptien thlsthe secure
POSSi } e for the operator of the 30 cel E) ar net wor, k

data Smceém opepigticss dpwpriortged it the ekt daviseer dapicted as

rmoSSPUEG LE0.00! PR AR SLAAE 130, (0N

Figur¢ haExamplehef suab eedndm;abl@eicmﬁgs orcgeleiSisk ¢aods, 18¢h membiyecards, and

rocessing of transit transactions. Further, note that

other g‘%ﬂta@% %663?039796 PCT/ US2007/ 079453 | ssui ng

Organi zation 150 may be a third party proxy that acts
[00358S AN ddsHIRIMBEERIN s Setn@®0tpraNgdstan FHSibRIThEldk df using a

provi sioning and/or transaction billing processes.
conta{t@@gql]‘;mp:ptgm gtransjteor gthiey pryifommsnt. pBy g]{eg]ﬂtggg thecerttagtless element

I

with t@% ﬁ][%a %gés)edg ‘%%ﬁ%orgf éa(llﬁnae {?ng gé%abﬁﬁlg? r%g g?lf’ﬁleg network may be

used ds@hdéata g@kferthb g Bmeﬁ a [TaytsR M gorbds cahpaigl s@ﬁtern and the
envi ronnent, jn accordance w th an enbodi pent of the
transityysteanyser's mobig fgnce. B it fasilBatehbrerenaon ghaccetsenplipldata,

encry@'ﬁon’:keg'k' rfgre]calc\MattllantdQ aeﬁﬁ: &J Rth Jemtcmtttg% g@&ﬂ% ﬁ'fuﬁﬁtﬁ@em. As

/'or contactless enment cont al ne
noted,rm»lmel o thiedite endloeprdepsiog esei*vass nrag fvo \padoti dedetb eéeertdsuser from

i nstead o lnte rated within e bil e devij ce,
anothgy SOYRER; %‘PE as ﬁﬁ gm&za UeR Skt Ié‘éteg?h E‘HII&)WYP Qg 4y ansit
agenc? l BB br@@id‘ég% %Msﬁﬁlﬁéj& ahiz@RIh JFRARIM t&iRd Eaﬁ“[y &h data may
ot her  sui tabl @ devi ces. [OO 5] As describ

includerputheniiagion yad eme&wnﬁmbdatd éncyptioh kg, emswnsbn@tcr)ffor
cont ac S transit pr .other.
exampff, AP, oGO0 EE SRR aRD oy Dot b A BF aRUREie ageney or
issuinglokdhniAGomRRAH lperfey t&is of Bk %@ﬁ%&ce@ﬁi@lﬂlé fatdt@Asce, account
capabilities, the cellular network used as the
billingj gr key genesdtion anp distrhutige fresionareqpiseds tyq?f opgfatiery ogthe system.
conmputing systemand the 15 transit systemuser's

[0036? Bl i g%l C[ﬁf S%ﬂ %né@gdrhﬁlhf'ﬁtc&t?onts he aﬂﬁlﬂ '1ssht‘ﬂﬁegfto transfer data

ccess contro encryption
betweemﬂmuhdihleafevd:ataad tlenchneit hgsterd'atfae lcellle&man lrndcbamsrn (e g gate

eci |ctra stem not me of _the d
termirgf L% Fifcbotlin @0%@%%0&%@15 (RS 15;}136‘$F°dté9d“f66 ihanfig nosded
by thetfikit 5§98 tRBRINES uSPW Bfre aBUGH RS trhll® deSR¥I0PEhe system at that
organi zation or a trusted third party, or via thé
site, ahd aragiide some or all of the fare calculation data required by the systern As will be
described, the inventive system provides both an efficient method of utilizing the contactless
element, and in addition, provides other benefits and advantages in the transit fare payment

and collection environment.
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agency after being provided by the issuing
organi zation or trusted third party. Such data may 20
WO pBAKE9I@Ut henti cati on and access control datRBCT/US2007/079453
(encryption keys, passwords, etc.), for exanple. In
[00371 hifsn siampdt ofothe &ypticall stagoertihiwhadchpatransitgstemersvewadd atilize the

. roxy, for.the transi. nc r 1ssujng.organi zati op,
invenfiec¥ et Sihatoe bt Aol TR erh agsede b bgigy SEm e oem of
paym&RiofHe® AR C8sh, a&SQUMI typichily RYuir®@SorkERbrITed@kifiemidnd/or
di stribution functions required for operation of the
authetgyagtlgmo pe{r@@g’@qm sbe ﬁ:@pgmz@day t1h!q éysg,m 18 a valdyaser who is entitled to
R S A LN S
a passh@i € peBloh£Gl érdificheah@irhisotol Codd (c.gdat imary @tdduAtthumber (PAN)),
farebox, etc.). This communicatigns channel is used to
and/ok grp¢{ement of an SRARPIIFHPIRERE ddich By 2 1 ke tUperhioi elagale #n t o
auther?cﬁﬁﬁl)r? c@del{ﬁe?trmﬁsg bg' A hafRE&ER h Er%tﬁer.tsgﬂgﬁ' etlen‘?e%\f 'tlﬁ:al(? VQﬁc%ates the
the systemat that site, and provide sonme or all o
code)t headditicn, dal teanlsatyoem ahall prefegbiyriase bycesdte istpsietinon rgarding the
. Will be descrjbed, the jnventjve system provides bot
user's Fnglf $GCR1 Rk S n8f ﬁ@a%ﬁfof&wﬁ@i afm_%adﬁ? A see had :goleulited
fare ol BENeredYdhé AR BdifRe. Provi des other benefits and
advantages'in the transit fare paynent and collection
environnent. 12 WO 2008/ 039796 PCT/ US2007/ 079453
[0038] 0dBP]dente ensurept destied tetvel afyspurdy, difensat trinsitwisterhs may have
e 0B S ECASH] Pt PSS DR BBy, ey
will hiveadiSfetenitsis@IThids bitdfade Ecthipatoion RayiFERdntNt RetisckN@bve between
. cash, a user will typically require sone form of ,
differgry depafippsc(giticsrroundyse ptatea Ath b ARIYIBEY POt Ch kaigq nurplgiand wide
: : i zed by t : ' '
varioty 8f R i 3 R ARy 19t i5r3 BLEA FRorc B St Bbgiol fayment
of transitefiagd, tHeaati pofeaablypbidshenilatdata lam thadataneyuited té Acdekeand utilize
formof a password, personal identification nunber or
those Hrglfst Y&eHS. a primary account number (PAN)), and/ or
an el ement of an encryption process (such as a "key"
[0039}'S Eitheb Carfid theH AL B cROmad BE RERLHHA LY A St tdin MwhicRata
_exchanged with anot her” system el erent that ‘val i dates '
requirgh éor agorse jo ardutdddiien ofn spehigictiraasis systay stag e wrdvided to a user via

cottuffogh R o SHS G RR s eron R e g M G aiRect)
associaiediwieihe TsshsaA deBc P st Etet BterthNa0 elyd 3t & th %dcn@fa@e and/or
can be covered by the account bal ance. [0038] 1n order

contral gheedisfuibution efeasiess gonteaielatapfare eeruputagon/giillerdgredata, and other

r it i ff.er i '
s T AL TR L B MEALLO comen
(e.g., busmpiite@ianranfraissiph towdr| 4 nétavek ahdef &mamtest carisi, ttch)afelse cellular

and fare conputation requjrenments. As users npve
systerp d 2Qierthe Mternetrasagpither aablesamnitiqatiens chaghelt iTads enables the

transit\?\%gggast\? é)?B{f‘id% a c%l‘ﬂﬁXr %Yok Qfé%r%it@in%@}ﬁﬁﬁloﬂ \.‘U(;'? I ritaaft]%lstomer of

ety of transit system options.
the opatatdri tz @caess amt @dize elsstramsersystehe it thhom aoditimand thedfansit

agenc%r,gt Q g(ig:tttggt g%ﬂpl%nglgt ig%%é&%&?%g%lt%{li ?éé)ggcaeissligg lagGGntcg mgglglso

provide data to be stored on the chip in the contactless element, either directly to the cellular

operator, via the transit agency, or via a trusted third party organization.
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those transit systens. [0039] These and ot her
obstacl es nay be overcone by the present systemin
wakioshsdat a 20 required for access to and uti | PZEUS29A7/079453
of a specific transit system nay be provided to a user
[0040Yi &heaetdssbartraldbtapfake d2@putdiqn/atlestsordata agd pthar data relevant to

opr.gcessor or co ut ati qnal us socj at ed
the or i1 B TR P A ST BBt e LGl A g RS Sar etwork
The dbka @ﬂr&&v@&ﬁ@ﬂﬁﬁﬁotﬁﬁﬁe‘?fce aR@PASKE thrd\shdhs bértiileb O e@ént
access control data, fare conputation/collection data,

interfapg@ndsteead indbg apprenrejasectionof the chiper athes forat ofxlats siergie that
forms (p\{n‘?‘[ o?r?le c;lglll asétlgstaste?enllesnt Cﬁ%&at&@é gcﬂata%”ov\gynalso ge c%nttrog }(nstructlons

that cA1RE €he e&e&mfo@ AFS6mME @b ériatidn reited Jo tAE coirectieed ¢lenaiit, such as data
system 120 via_the Internet or another suitable

storagg oyl SAR{igainTent therfiata stopass Ickenanh oartitiogiig @f memory),
agency to provide a cellular network operator with
information to permt a custonmer of the operator to
access and utilize the transit system Note that in
[0041hd dirgnsom gancy Rentpugen Siy stemalg@meay, all;dqsro&tolnt @acdehest, certain

el ement i.ssuer and/or transaction oces i n .
inforny B as e B P bicaa  dap e aten fof ROt birerplection
systerﬁ h3e vdh[bhtrH@y FONTAS LIRS B0 @RI, TRk UR@MA bkl ¥s p&t of the

he cellular operator, via the transit agency, or via
authelathatl@tsfaevdess lepmteol pprorgss @n@ah fazgt:@rowtatlcm/ sAbicodOBprO8SF9Bor
examlflgr{ele ?%a%()?{A%g%ﬁ; e{nis 8¥%t 08% £ At %Tc’aaz d)%%‘?la ( C)ll qaficafds prohibited
from iselig Y ttanki® sydtdie (1BRRIpA LI RRatdfe ﬁsh)e afd/@Spdrtisy Sf @das required

transferred to the nobile device via the cellular
for a muuploruthentigaiongreeess ueleaed paHObY "keie ones ofdwadgyeeequired in
- 0

e o QRSP ER CONL ESF LR IR o
transitodylem dava on mfthe:iaxtcausttmz[mgeméﬁta‘hncﬁloﬁm (sush paddbitidg 4 h@r account

contactl ess elenent. Note tha "data" may al so be
for the Basitgransaegiopl i Eﬁé cany E%Pmag{?é 0 el TRRBARSIEH Commugsystem

140 opm@a& Oy dre bt R FR év@ﬁugmhﬁl%ts%r%ﬁ%o fcaEn moltah e&ggt%a

data storage, data renoval, configuration of
storage el enent (partitioning of menory), etc. [0041]
[00427r atvsd tesgevion a@oapiotpessesyisn efithe a® bifayicdls passesovithie,

commbisHREN At o aftoe B R0 5Bt PO Bggem 130,

the cobfict &G lel @ikt ﬁ/Ytﬁhlet[{b 48QcbinCddntayniBfe dithahefaedtdIR6LibOEystem
termnal. This data na% be used as part of the

via theypeadield eommppicitinns sapabdByindhiy Wy obe srobilg dewiee £air e used to

1dent1$lotﬂ9 %e?t %&(%ﬂéﬁé@%%l aluﬁl%%{l&!?loﬁ i) 3‘5% 4 eﬁgré/gtlc?rfg%m of bthel'r1 ?orrna of

autheta:ldatlsﬁ/ idehtificdtida), prohddddte eequiredfor usterei cbntplilettlbﬁ,ao”ﬁir(bwde other
ten1%lhrough a negative list), and/or a portion
accoup t

¢ Ofht pRlipctian pysteny Fﬁlﬁﬂ“t% thig flabaney bapioskicd the transit
agenc&7 R§6P fa dr(slﬁﬁt?&lt Iﬁéce@sﬂ% Ehti fi @eedE@ Yor aQEOlﬁglﬁlaﬁ{ﬁ’eﬁﬁqt &eéﬁger

equire aut fientfcation process
functiand hi rd party is involved in the provisioning of the

etc.

[0043] As mentioned, one means of performing an authentication process involves the
exchange of "keys" to enable mutual authentication between two parties. In this case, the
chip embedded in the mobile device would be provisioned with key data that could be used to

identify the user (and possibly be linked to the user's account data for transaction processing
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transit systemdata or in the account nmanagenent
functions (such as debiting a user account for the
W@ e@Be3979¢ r ansaction), this data can be provi dedr/usonher9453
Transit Agency Conputer System 140 or cellul ar
purposes) wot kerminte?fca@se to ﬂmrtraas/ie mtsteanh. Furdres.nw sls didferend keyseapplicable to
e user's Vi C. 0042 esul t., when a
differg FpnsRGeseat BBy Gte’ o veleiud d B bad R Fipor
netwoslO A B ©3¢d BP0 diSthareuiRY kay Utk Adddca DIk adeed W th
Tran3|t Fare Col | ection system 130, the contactless
nt. within the device can connmunicate with the
[0044} arhé aé@rlp@dwﬁeotﬁafsgr@wéwn of ithe reerqdersecssapl/gr fare cornputatlon data

could% \%&e&?ﬁh’ %3/ fSEYE ?? flaétg%egt) l?ctaﬁi)la g%%rélgl n'é‘%)e(&ﬁ% o&?es that notify

a useraiftrientailetatityast tehabiasyseeng related daity phicdronkeygraphic Prdwdmity to a
forms of 25 au henti cation/identification), provide
transitgysien i niial the Proyisieing proRpsRatamyhicalby oy ingpivaer requsst: (2)
detect?cﬁlccqlﬂg@r ﬂrSJ(frﬁlﬁ/jto dahgt Fa?%éa%cﬁ% L8Rk QRuE W @B hear field
ther, this "data ma e provided to the transit
comnmgfeanqnsa:radd‘tnhm pa(39 an&tvnmmlyppromds& tripgplemting gath fhan saded to
accaunt nmana et?r%n or, o} her functions. [0043] As
pn fpf

mgge tHr%‘H%lamngrﬁ’é Bni ng an authenti cation
process involves the 30 exchange of "keys" to enable

[0045[TUtRéa bx AR IBENhbEIR d@iccRuIMPeN withQ 1Bédtion @iSterhmikdteshnology such
case, the chip enbedded in the nobile device would be

as GPB(phpbal; seiedlite @P%lhotklégr S}tﬁéﬁtﬂ@) qohiet bl ¢ peteriaei when a user is within
a spec1ﬁled1&1§tfa%cceggggl r;[ %egﬂ%f Stleg ao\élt th A a%&r]glgsg%etst%nn{lgai A)n\ﬂﬁuld be

used @Qﬁ8&&&%ﬁ9ﬁaﬁ@ﬂg&iﬁ&lﬂhﬁlﬁ 948HSn toproPids ef)usandtitp éietrdnsit agency
access to the transit system Further, with different
data theyraayfsgpire aBroyiding thgidefacioultbe dong eptomafissbngvheggdpta is
i i
"pushBERP L Hobi INEARER B AT e Meuligh il Rt Wl
agenclesy odataacasving e dephektyfrdrh éheusser aftdr @@@Sdl}tlﬂgthadshrmlthm message or

serccrp it Bt oRabentn byt Tt B BSoEs Ta hond Bhcided to
the us@ﬁé’a%rb'él filfeR&d 194s8d o ﬂtger]lp%f@‘éh&ﬁ ﬁ‘@@l@ﬁﬁlé’ék BéhalvRENRR} 0gi es
that notify a user of the availability of transit

charagigrastiesn qoet, avaeldbidiay withmsectriom typo fraghdrotheragicwdnt patameters.
transit systen1and initiate the provisioning process
[0046ﬁl'I it n@&l’tlgﬁa ¥r 1ntsteg$ SPud 1%? E}p%%ﬁ%@% on(cfe.)cermgnatn%ﬁtt'hg el?lflar
ransi are co

netwolrlg fﬂfﬁsﬁ'ﬁdﬂ@ﬂelﬁe@r b@ well keddaiedding ihellskation BMhrirelilcalR$ice. This
capabi | i t&/; or (3) previously praovided trip_ planning
methoaléiaa be pagd todogadigei thegosition of igapohilsedeyics e withHy hgpll or section of

the ne%@%ﬁcé%gggé Sghlg glu ?%‘ngf el t tJ tQ g%] atthfg gfo &m@mggfeﬁto provision)
transit @ehqozhacggs addire camp@aBoi dhta lf@d ths abmdif indbéespaigiih ﬂ@mmglty of

sten) could be used to determ ne when a user is
thed r’F‘I‘ﬁeﬂlO% ®Pecified distance of a transit termnal,

city, region, etc., and this determ nation coul d be
[0047!*IS @i’mm(rl§ hge fr@ﬂsﬁ‘é?ﬁ%mtcfaﬁﬁrﬁh} b@ﬂl%rx}ﬁie@% {He dsBadpoh @Rk &R being
provide the usér with the transit agency

detected by a transit terminal as a result of the contactless element communicating with the

terminal using the near field communications capability of the contactless element. In this
case, the transit terminal could be configured to detect the contactless element, and provide a

message (either directly from the terminal or as a result of a message sent via the cellular
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15 data they may require. Providing the data could be
done automatically (where data is "pushed” to the
worelBa97%kevi ce upon deternmining the | ocati on aPdI/uga07/079453
rel evant transit agencies), or via receiving a
networledo dlst uskr offerirtpeto ysevisian thercoptagdessteiamyent hethuberequiredtransit
data, TESSAQE Or  screen di splay that permts access to the
"relevant data. Further, the transit options provided
to the user can be filtered based on user

[0048PT &fuether) 6RStherih &HbPHBprd$Rlin BB BuaEd trHSEl syd@m data is one based
characteristics, cost, availability within a certain

on trip pyaning g, sush aptlise eortaned wh Ngaraindpeprogrant. o4 cpss data
conce%qrg%{rhren%ggts e’xRQJt?cLB%th?ﬁdia ﬁgeﬁgltﬁg%\pgol% gr8¥1rs aogl udcf?%e transit
systendytabEotisethilq odeheday neasck ecxlpoaad toose iafa Iiahecuﬂmbeglen or city,

device. This nethod can be used tq localize th
the relsyantdaigrfopthetirasihpisions 1gdhat é%gl?lbowtymwﬂa %@PVldSii to the user's
mobilf BE{iEOBvAlnd RAIAFhURI cover age. This may be
ficient to trigger the provision (or offer to
prOV|S|on) 25 transit agency access and fare
[0049¢ orfputcaed, e adinlar hawothmay rbin dictuserbidgsowide Hicrmathle device with
Vi ci n he det ed | ocation. 7 .
fore ol 492 pyct 8 (SR PR S e Bk Sy b Bl es mramgtions!
infornh ARnUSRY oth@QBlatcdQran§ie yseeh NFornshloBC AL fya Maf baBdidd within the
termnal as a result of the contactless el enent

contagilsrhelamenitdatigstovighanchend exahanged withsiha grapsibfaseeglloptien system
elemeﬁ?&%ﬂhaﬁ%ke%% &8 Fﬁobdétté&ﬁ{ne {he tagﬁrﬁﬁﬁﬁ% b lb?s:‘?%i ol BFEPSint, end-

cask, ransi cou
point, Qﬁhli!:f ofHak espplicatdle € btridhgre cant Abé higHS tolpedvasion tlﬁl’tfdntactless
vi de a nessage (elther directly fromthe term

elemea? Vlaéheacqﬂ@@a ﬁxst%ﬁ 1@%@%%@@@@&@%@% ip pigiagigny Wlﬂ%ﬁe fars schedules
7 r
o 0PRSS TSR IR LA ) s L7 v
can olsteigui disduht ans sdcondisytseem)] 0048] Further, anot her nethod
of providing the required transit systemdata is one
on tr dat a

[OOSOEnatSq%dq*SCélS%egr Em 4 fem atfdnmpﬁfozg H%S@}gr{@@?% gltﬁ a contactless

clemcAPMEEK RhpidbId SoiiBlscd FEMIRBCtrRtkabiRmaidyRidni sndUsRdit Fighctions. In
trigger the provisioning of the transit system data.

such We,éhfawweé (orcamothige el@iay) may) ﬁmctlms a%@ép@tﬂl@édlﬁﬁ’ @rérusipdghird
rel

party 0? IIIGI t%%nsﬁ ag%necges AR CP %1151Xt’e thd o%r VlSlOIl?I{gyOr}Ith odl?abctl%ss elerﬁent with

the tremmuatdedn admtldng thbswnte&tlemm@t demiseRag@Mmady bdénfigured to
cellul.ar network. [0049] As. noted, the cellul ar

broad fyeqopsitk trRFelNs o kst (et degicgicd o datatprausaib Paymeiitiggsaction
(e.g., Wc%ﬁnt d]apar bRy %at%o%ﬁ%ﬂc?[ 395%051%% for uge]aﬁle[hec' ﬁ&ﬁ{j(l)‘fi &k

ransit are account pronoti ona
env1r0n|ttfemt);mﬁd Osecond d:gmmdfldlda&ldab dad t’rmm aplbhc&ylem efithe second region

Thi s, dat t hi
would g fally hEBirighiek i et @qbg Lied g0 2%%%34@%60 that an
apphc\ﬁ‘a(tnh aéc@?slﬁg @r{ésfb% ioh Q\«ro%ld?&! é&ﬁde@ Bropy %c@;@mgetlh@ QBRL region. This

(termnal,” fare etc.) to determ ne the appropriate
wouldf ﬁunetld:matgemex@nt @tramsut-qpphmtl,onefmnn accessing private account data such as

the PIN, and hence help to ensure the security of such data.

[0051] In one embodiment, the transit specific region would be partitioned to accommodate
data for multiple transit systems. Allocation of the partitions and associated memory space

may be facilitated by a bit-map identifying unused memory space that could be read by a
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point, tinme of day, applicable fare structure, etc.
The ability to provision the contactless 15 el enent
wae@snsssIcel | ul ar systemis particul arly advaneGryEsnes7/079453
in situations where fare schedul es change or rates
transif systeoseisbingttovstosedar at the drangirigesygtentsn theendlileldesict sdhe bit-

t hat user. of on tem. can obtai n.a di scount ,hon
map o gfhis, forizyalindix QLR Etingelh dasclune Of Ralanf dpipgaed f reflect
presetﬁ)éﬁﬁc%@ll@@ﬁmﬂ%aﬁlﬁ% iARYacb&urk htidhhéﬁéjad&‘ delttdng Qf‘&a%é?)t I8 Sransit

el enent that is capable of being used for both

specifiq rgaoa et |tlmm9@91ryern@y alseibe p Aiesifernt mearorodicrdina dygamigdie
anot h unctjon as
rnana%ernen% Pfot rgg?lsauﬁlﬁllz%& #10[[115 aggrofflgh 6(;}}1%{ }ilefn%){lc{uﬁee and memoty
allocatig® Cised tepEntiameltigicnadnit byieeriy ©\icsdse Bhd gofSf da&ehﬁ needed. An
contactless elegent wwth the transit data.
cxampg @f sychrp, DpRiCHistrarmpeaaent sy e that aia%tabwpra@@ Prggntyigvention
f

is oneﬁ%égﬁﬂéggst%ag?ggﬁﬁﬂgk & éoc?ihﬁ'lg y‘!fﬂﬁegg%m\n/?a, thE §§51gnee of
the prbsreanﬁlaeﬂtlomn A {&cgptiomefsouint dd@atsapraddl dMstdat ia found in United States

PatenigApRt 05{3;3@ ?Fllar ﬁ{ﬁ@%?@ 65%33'@ f@@iéuse E@ﬁ%%ﬁ&%@?ﬁ gtgod and

Systefa/t8r Fa[c"i’lﬂﬂlﬁgoﬁﬁ’lﬁlﬁl&éés' 4l M%ﬁ%eﬁ@&clﬂgArS%ghl%nfok\éﬁ’u kg contents of
preferably be partitioned and managed to be isol ated

whichfis bencbph encbiposited byidercse inhhatentrety. appl i cati on
accessi ng one region would be excluded from accessi ng
e e Thi ) LiongLo. Rre
10052] e PR byt B B R UPF U s Rt rmbined

paymélttad sUadit Rsctidnleandlthe peRblheRERIN6! M ibceRG s bhentermediary
security of such data. 30 [0051] In one enbodi nent,

or trugterbthind Hiagty 12 b dessription gf B¢ siadpid dRetioaictnaymenie@perasion will be
prese oS s SR b ML Seb N3RS A e
conduspiag the tranyachien isgaopdriyadueltbnbiyatad bind havespfficden turfdgi Ion gredlt to

sed nmenory space th coul d be rea al
Conduzbt% fgngpraen. p@@»@%@ﬁ%@rr@mmwfg‘% gun§§/§ ﬁﬁ?l\fz\}nstlli‘ff gpnsumer's

accouhp o§ H{t’,ﬁeecc%%{uﬁeﬂ s{}#rﬁ%le%h%rﬁér%e@ﬁ@ 1@&@5@%&1&’&7? likh€ g, it is
devi ce. e bit- map or other formo P NaEx
1ndlca(g@1l,ﬂ,sd)ob9bl(§fstcé¢n)] thed amtlettnenit papnoit tnaagauamm,ay opt be authorized.
ated to r flect esen e allocati

" t
in thef BIGVEE dbGrbTanart reRiRRrs R AR S fage s fh i Hmercial

bank) tKAMEE 4 buSRES kdlhtfonkBigivAth £partiB@aBBRAYnt MR %sﬁ&” betyBically a
free-formnenory, wherein a dgnam c file 5 managenent
busingss gnidiy de-2i- ¢ bankl whiekiissyqs atfoirig l@mpn@m dewice Isus@hu 4§|aecredlt or
debit I:a{r%j, %S E:ornus?l{n%{) leSeoar{lnd s n¥a9/ fl h 18561eeg %ndzl ahc&ulrf:r f}mctlons
dat a as needed. An exanple of such a dynamc file
[0053ranagengt opyatiemahhathotigatiu reqisemtohgd Rerqigis@iming or after a
inventjon s one terned the G obal Pl atform Storage

ConsURSE AWENEGPS 2 #80E PRYEECHY! M)%t ofisple (ROS) yriae2 @Prtaltlﬁ gonsumer
dev1c@{sﬁ§l?5’st a RY®0E AR ca@du). gﬁ B¢ Plsk OHe B%rt&}f n%ldﬁ%t @ewce may be a
f oun In t at at

orage systemis nited ent
w1rele&pp]|10neatTh@ ruBerizalonNaqizst mE SAGSGNEEEentf ﬁrcbra dhe32O8 eartremal
ent i Met hod .and Facilitati

, St f
locategigf & MRedhagLl Oaﬁﬁmﬁ&ﬁa@tém@ﬂwr%w& HIEGPEPPERSIE SYtRE: and then to

an issE@NUE8Ma8th@tization request message” can include a request for authorization to
conduct an electronic payment transaction. It may include one or more of an account holder's
payment account number, currency code, sale amount, merchant transaction stamp, acceptor

city, acceptor state/country, etc. An authorization request message may be protected using a
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which is hereby incorporated by reference inits
entirety. [0052] Prior to further discussing the use
W®@2008/08806 | e device that is capabl e of conbi neRCT/US2007/079453
paynment and transit functions, and the possible
securs@engitioo nodthaih(eigs sii€rbiaslli nge@evaent) mteedered peavygnt dbfa mom
b trusted third party, a brief description of the
cing SOMRIPANF %] ect roni ¢ payment operation will be
presented. Typically, an el ectronic paynent
[0054] r #GAEBisBEwS 8 papthfiakyaed 20fthdtken 66 0sdr®ith £ asdied bignent card
the transaction is properly authenticated and has
as pars of § perlase and acrouBt metaggmentiqperatiognd e prayeously described mobile
[ r
dev1c% Ea%gi qgs%a g)pfél &%)@/S?en? Ebe XSC vg%% 6%@1% p?ev‘fil&?s Cs; @&?lflﬁé(f:ﬁ‘a%?ft ts‘Ty1stem The
systerg Q0 Smdmtfes mdﬁﬂfahabbﬁlcﬁ@ QS(H)EIZ(HPMid}&qUSeI@ R4a) ) E=igb) asyeciated

i cated as possibly stolen),
with tL‘Pﬁéﬁn% lﬂ%@ﬁr J%ﬁ é@r’%“éﬁl@ r{l?fﬁh@é&%?ﬁsﬂ%a)ns%(bb glay be
affiliafdtef & §1‘ﬁg}e mdrBhdn! eAfc%hkl%\%r ?@rbl@isé gﬁodsacﬂ services at the
a busin a

acquirer” is typically ent
merchan’rﬂnea:tmna 22(ah. D) tsheg a parsabde d:nmumelstsansaadtmmpwmhntpﬂewce 32.
| ar mer chant is typicall
The i raRE A 5 eTgmin aeis i e h 28 s oAb psdne
systerg@gsuner device such as a credit or debit card to a
consurrer Some enti t| es may perform both issuer and
qﬁ]@r er functions. LOOSB% In standard operati on,
[0055hn tPRERble gpRyMOE éQ‘Gé@s 2 ey bagemagy syiklcioriur Fergxemple, the

portab% Ec?r{su%? 8eqﬁcse ({% %%&H%Sfevf)ce tﬁ'a[t grgﬁ%gpo%teg gL gﬂt&&l&tﬁ elgrnent such

using a

as a clﬁlp lf@ﬂ‘lst@‘ing-?\p@h&dt ﬁat@ (c.gdebh BﬁN@lamﬂ)):r al:d,‘buhhnﬁnb?fﬁﬁac )hﬁtﬁa w1reless
portabl e consuner device nay Wi rel ess lghone

data trasfRibiS &t asMIS G @@@%%@5@% ang %ﬁew 3 dght eigme ch%dq:e@ser

etc.). tI§ EﬂEhnaaéase tﬁ)&ﬁﬁﬁﬂe alvia &Y iR tore&@b&tﬂ?e#ﬂé %ﬁ{tlﬁgﬁt {uélctlons.

quirer, paynment proces |ng Sys
The palﬁ)a‘tfim cmrsanner dew@cn: thay blko richeleiadey clegu éaucame@azg;ethe Speedpass™

Comn@r%%f RIS lggfyrﬂeﬁ%f orl\ﬁﬁ@%m ae%ch V}CEEB%@%‘& ¢ Ghip or

other 8RA StoPlgcRMrRGE ﬁﬁ?tbe hledgtar ﬁhon@alyéi‘ﬁlﬂal SSROURLisARPBIAS), pager,
curr ency code, sale anpunt, merchant transaction

transpondarpor tae Hept Bhe partable, coagwapt @mostrmyee/l@ommnpyrateetﬁle abihity to

t t ect
pertolfhAGKY tfBiarB 3o o § IR +4TED ST YiohS (Lot FRUE Y s Ysfed
Value'fm{cﬁ@ﬁ’s((e? storkagall%btcarﬁﬂ— or equivalent) in order to

prevent ata from Dbei ng conprom sed. [0054] Figure 3

ows a paynent system 20 that can be used with a
[00561;t AR P ERHNTeGrssiBg pptena 36 mrptingpddaty progassingabsy stems,

[ ed
v P TR RS RRES A T BUAL v ents e
authodsativhacryicey, augitiondds servioed atmi akestitig sydsdeatamchheervices for
Gé%stem 20 includes nerchant | ocat.ions 22&% %H‘grj% ™
paymeitt HanyagHansy 4K FXCmnlAy Pa¥RERJIrQTang Y Hn Y dRe LE! f’t
Paymérﬁ%%de@@ﬁg sy-gtb%ls%lefl &¢ @ﬁtaNE?M%P@wle {cpllﬁﬁEésQ @%dl?t%(lﬁi) transactions,
22(b) may be affiliated wwth a sin nerchant. A
debit cod sanwcti@®, aelother tyhasd cgm@@m@lrtrag]@aqnooestaNtﬁM in particular,
includes a VIP system (Visa Integrated Payments system) which processes authorization

requests and a Base II system which performs clearing and settlement services.

[0057] The payment processing system 26 may include a server computer. A server

computer is typically a powerful computer or cluster of computers. For example, the server
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mer chant | ocations 22(a), 22(b) using a portable
consuner transaction paynent device 32. 10 The
W@oweseres 24(a), 24(b) can conmuni cate with aPCT/ES2008T/079453
28 via a paynent processing system 26. [0055] The
compytor ¢aaticer lorgesuareirande v mai@2ngr chestdrpormrmgryurs af scatdrefunctioning

forps. For exa t he ortab unmer devic
ss 2 upd [P irsisnreDlioce  ehatm P BE Pt SSaEaY St gy 10 web
servele | W&m@h‘@ﬂ}oce@ﬁng sPdidiR 26 HaySts@ bh P uiRBWRRE] stk Reless network,
%ie a BI'N nunber, account nunber, etc.) and a
1110111(11@8 daterntt data transfer (e.g., transnission) el enent
such as an antenna, a light em tti ng di ode, a | aser,

t . v
10058F bk orch ¥ e ok 208, 406 ARRLS AR R e oS egminal
(not sih®wit )ahhteat dritstanmwitid i poetabieordusier idagibesd32. aAlk}esiﬁﬂablel’pomt of
devi ce ( uch s the SpeedpassTM co rC| a
sale teémg}aﬁ_ | 1@&%&% 859 (CEorggrd) re é;ew@e fagers may
include QY iKY Jn[ﬂ&t Bp&d}lt&ﬁlesscﬁlg&r 0 tef%tl%hoﬁéﬂ é)?én:é%mﬂﬁyy card
be cel | ? hone, personal digital assi st
readers }émﬁ)cluq@a@e(radld (ﬁreqwamspandmas, magrehe striipk ecaddiseetc., to interact
h g 1551 e consu r. de\égce may al so i ncorporate the
with the,perity ?%muﬁﬁgrr i débit functions (e.g., a debit
card), credit functions (e.g., a credit card), or
[0059Ft N Atbted/ aldesirdbingbmenor e Gandaii Sb@FREL VYaahégt fadsddtion system
0056] The paynment processing system 26 may incl ude
is the gatity reppoewubls ifeigths aeropst mamagemeet ﬁmetws inyedvastin e thamgpgion.
Such %eﬂtﬁf hw%y%gtr élﬂgrrl]ﬁglg ;fgrlt écng{s?ﬁn ngga{l dér}zggpodcoql%h&t i

transadfiéh Gliear angerdinati@erbt&FE oénfaaf the mnf}f)dif a [Raye Iattransactlon (via
transactions. .An exenplary pa nment processi ng syste

receipiaia perepnsd &evtlémﬁwbeﬁa @eibylpnes ‘éﬁﬁ’slt [fhe to
perm1§yg£]rcﬂ§sevélﬁﬂ%€& y\% ﬂ{eean?&l! rpﬁégg Gith thé ﬁ&'rg a&ﬁ){ﬂt (via entering
nsacti ons it card nsactions, and ot her
a recotd/pé&e afnotivednoait, datarw;a)’.‘tlhcblnlscon‘tém af\ﬁib'blrd;sentﬁnvention such an
. ticul ar, |ncludeiaVIP§%stﬁg1w§)Vls Int rated
entity PRy REF M S5 RiB b SUESUBLARPAGY fhe afind i ddtyisaction
Semcggquests and a Base || system which performs cl earing

and settlenment services. [0057] The paynent processing
system 26 may i nclude a server conputer. A server
[0060boeruﬁéamplg, thy payaadnt yraasapmplfom:ssmmpmyemasobe rsispasisihle for

T e e

data (PRéHcFA ana/o[’f‘dﬁtrﬂ:ﬂlﬁﬁgi 'keys) Ehruhebl oficcds §F @aEitaH stems, process
servers uncti oni n unit. I n one exarrpl e, t he
data obingd frong psiangt useny m@éﬂa d@‘é@ea‘@a?é@%aéi? trét%sﬂcswsméwelt igentification

data v&\/’iﬁpan Kb arﬁ ﬁsedTﬁfpeg%me Eraﬁ’%'lp&?%%eg %)eﬁ%t%[e u%g ; EtGransn

sult or wmre
act1v1ﬂ1¢$t eten @tlrth& @L&ﬁ&ﬁ]enfﬁyenmysatlsm emhmhmcatblvﬂﬂsthé B()er)ator BQ@ bgllular

ically oint of sale termnal s
netwoglﬁ ))Vltdﬁ é‘t‘ ?‘Srﬁe@fi‘&{:‘lo th b PPFri‘tHé 8??%41@%%@% fthe end user's
devicdeNbE8Rat 32rusRA¥hiTH bAAPIEy BRD BErf&fm some or all of these functions, and in
that manner act as a clearinghouse for access control data and/or transit activity data

processing.

[0061] As described, the present invention provides a system, apparatus, and method for
enabling the use of a mobile device including a contactless element in a transit fare payment

and collection environment. Further, the mobile device may be used for both transaction
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sale term nal may be used, including device (e.g.,
card) readers. The device readers nmay include any
W@ 00B8Aa8786 cont act or contactl ess node of oper aRCDHS20FT079453
exanpl e, exenplary card readers can include RF (radio
paymént @gdieneyr) scanten dashodmagnieof the prasegenvyanade psyvidet £solutiam to
Jnteract 10 with. .the portabl e consuner devi.ces
transi{ EETMAY 5Bt Proplciy I draBpEHGR coprg tﬁaﬂi_ﬁw@ed o
provistreht Rl storREYdTBAENttiA ARSAALACAE:s SIS BMvith HataBr RRtIHY transit
responsi bl e for the account managenent functions ,
systernnvdiile derilitatingdetduahesgarivsnof 2 Sipehl smerepard piithrdupl ensit and
e ESARIBHE G B FIARRR bORk B B allo PRAIRAL B8 e
conta@lcOCE8Stnt if ¢ inbbild didedrotitésya @lutdbnaalcttaibh @réblems that arise in
transaction (via 15 receipt of a persona
both theypsnnant aad IHHILHIRBEEY, confirm a sufficient bal ance
or credit line to permt a purchase, and reconcile
[0062] N&oRERHRS e AlsiRURE Bélﬁ&ﬁ'ﬂ&%&*ﬂ@?b%%ﬁ_ iorothB S esé Yefhent
entering a record of the transaction anount, date,
elimiretas.the nded foheuseont gxtsicafly vise agramsie Rystérmleeatiomto, otgaia the data
.an. entity nmay performcertain t sit.related . :
requirgd foritgiets T M quren o MO s tuteBIEdot s kel snsgific operations
that cSEPbEER: boti theiRBROks T IRXBAPIR thd MELIRAYTRR and for any re-
transaction processing entity may be responsible for

issuange ofrihei detet fon thewnethlcalemice tharby kecdedbrriuscay dravg, donmphusethe
. ts}/.st ens. .t.o ol ovi,de_aut hent i ctati on datla gb heggnter attilngh. .
regist R Y Sy Sp st g Ry B egiepBio D gl 4ol he'ehip in

Sto
the cohfa@dil&sstelchysit Edfbbe R REMSS withatathohécl foed ubdr e/ Rittarspesfitd

user's nobile device to associate transit system user
locatipnjent i fi cati on data with an account used to pay for

the transit expenses, generate billing records for

r §RSthbr, 29mRAfidNAHT dfS st dodlid BRI chipPiG 5L t

0063 R R L P o B ol I IR G SRy Ypment may
be linmtet ywodkngudfi@eavo dersthe hlatiat quiss to pededt dcoetshe anpeseatfanultiple

.for event ual ovi si.on to the end user's device, te.
transi sy3em3. (G dpetl ﬁ?{?‘a%aww bl SHPEHC BEFIOBY GG 6 et n
advan@t lo @kh ?ﬁﬁﬁﬁage%&w{ﬂap&&ireﬁﬁdpaﬁrﬁbillp?ft@.aﬂo%%?,ez{s A6 tARsi®agencies

cl eari nghouse for access control data and/or transit

desirego paspictppted dteachyr s didslyi ta gun 0@ [daRGIragisspdes clnithis dituatios, the

imicRESERS rb R R B a B SRl hn SPBEAE Bun i v
to whicA@hdéheP Besire§ BdtleaC tHRHSr, @) BRBRhatioh Whdré V6 tést b@fi€ memory is

q pa%men't and collection environment. Further, the
use

f ceipdendedeitiphzedpiic ¢swasterage Huen cannahba@pilidied i@adgmew

tfansiﬁsgf?%ﬁlog’rgaég%,}};@gi’p#@@gZ/ 079453 paynment and transit

I ces. nts of the present invention provide
a solution to transit environnment specific problens,
[0064% udmessartdraisacdblemns hicny cwongthyainninsbodindertt € thegeeschbinvention

rovision.the data stor.age elenent jn the contactless
that uidhizesg,compBination 9f averdhe it Provpining gynagy mspery HMcs &

provic{eaa%ée.ir Kahithgddtd ﬁleg wabd SRcALHA §tifde the Erﬁﬂéi@@kteﬁﬁ%@ Lhoice. The
card with dual transit and

dynamic memory space may be managed to store needed data and remove data that is not

presently needed by the user. The over the air provisioning capability provided by the

cellular network and/or near field communications channel may be used to erase stale data,

re-configure the memory space (e.g., introduce new memory partitions), write identification,
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5 paynent functions. In addition, the use of the
cellular network to provision data in the contactless
W@b@aesn79é n t he nobil e device provides a sol utPOHUS07/079453
certain problens that arise in both the paynment and
accesg catrsl andisefacamemputft®@6idia, fovidexanyypaon ksysnand faeilitate other data
cellular network to provisian the contactl ess el enent
Pfoce%*ﬂﬁgrﬁlﬂé?aé@g?rﬂ@tr?é’sfd‘ug%sraS&e%‘élEGrd-to physically visit a
transit systemlocation to obtain the data 10
[0065] QUK diSshsdedr thaGeRaEVE & stdieasySERBY mblyite RigiRed withiaship that is
avai l able for the transit specific operations that
capabefybsgiganed fay bt tanspetiondiaymant qnddipasipppplisationst dn pgh a case,
O . ke
the dap B2 BefiENL B A R SRR AR AP ANER g i T4R
storagétregionNuSirsttrbigon dedicatd @tdadnfor psoMi sSpagnicAgtrasdction (¢.g., account
re-(ﬁ)r ovi si oni ng of access _control and. other data on .
data, RIRk EhinpIpaRy agqoEnyHRREE OF BSOS @Ate pspat fa CHBPTISIHERD
protoc‘iﬁ'l B9 Yhr (B8 ﬂl%i)@irft QF sfle US@FonhRnY R}, afld § B&Dhf k&Sonl Redicated to
ocation. [0063] Further, as nentioned, data storage
the trappapplicatibimée. g hirmsitnyithe 1donifiaat dne soraal veilerdmaonays fobepecific
Jimted, and insuffigient to store the data required
transit syS{gpisy oy gltyaéaé%vse c}o C‘E}L“gr cgon R hagtitiqneq ﬁgﬁﬁj fanaged to be
isolat&YR&BTRe filNRgRASDI tRAtQnSPpMEatOR aWRULifg Bfe #Rivhl W ARALE excluded
menory space on the chip in advance to each transit
from apgessing thhatheresgianes to partici pate. However, as nore
transit agencies 20 desire to participate, the chipis
I ke 3 S [
(0066l §E btk oo bo g ERLRLR R ARERSRAREY b gy gromory.
wherddi £dgimit fige SBhdechicanploticobis usidgedm Ih hhik apmsidh, 8 Yiskidisfile
to which the user desires access. Further, in the
structyieaf)d MCHPTHABPBLPBIF ¥sed fo ReraNY ulipledFapsit §ysteas agress pad store

data ag teléér%i,g&o Plcaga d&rltﬂgh%rgé)&jyzrﬁﬂrag&ﬁ&tqlligtﬁcﬁ&%relﬁgﬁdé@@lﬁQhé:@eplllﬂpaté network

new -transit system or agency
and/op@rat fitidansnm@bedtidfsdjanfiblase bandedtolventrplr ditd epesataome (read, write,

over cone by an _enbodi nent of th resent invention
erase,tefé)(, a@?qafq %ég-ago%wem gﬁa%ﬁnigﬁpwlﬁ%lwl?ment whatever memory
managé"rﬂéﬁit %j&ﬂbﬁkﬂit@&%@ﬁ%ﬂﬂ qrrﬁscayﬁ%ﬁpa YeRBAFRah enféflpé_ﬁipglﬁlif’}l
‘User with the data they ne€d to access and utilize the
provides arsglutios ye therpgold¢m ofi bimded nTimeory dyprssty on ey andstp dlaenced to

provi L2 e RSB G ARG o0 b PG BTLR wors

needst he air provisioning capability provided by the 30
cel lular network and/or near field comruni cati ons

channel may be used to erase stale data, re-configure
[0067} h&Nate et thespate dita space inGarpesaige & Hewnehilesteyice may be of many

g ’ AR ee
types BRGNP Y E LASI Bl rampI SRR fthory
containodrputhahd ethed@tcajtrypsfalie devienGuytpis showkey §jguantl), or removable
facilitate o r data processjn n nagengnt .
memagpgiogticn hEeriod ferglift Serebt Goges IMer 31@_@ GEBES Spaen in Figure 2)
The s%d%}’%&‘a{t% glt%cié g%@é@sﬁii@vi%B&BQnéﬁWofﬂﬁe #Jidd @8 e Edhtdktless
element interface and mobile device circuitry) to provide the ability to add, delete, or modify

the contents as required to process transactions in a particular transit fare collection system.

[0068] As noted, the secure data space and/or data storage space in the chip in the
contactless element is generally limited on a mobile device such as a cell phone. This is one

of the motivations for the use of a dynamic data and memory management approach in the
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capabl e of being used for both transacti on paynent and
transit applications. In such a case, 5 the data
WG rmRAassIel enent may be configured to broadl y BORUSE0N7/079453
at least two distinct data storage regions: a first
preserrtég\iemtionieah@ datednd m:ccleityaacbcss kapestoned avithary themiemories can be

updatéfl&a: gltl Iﬁ?ﬂz&é&y g} d)rlg %ﬁ?}\tgthug 3 FB?}F}&P‘&B ﬁl%a o Qr&lrmqa tda terminal

of a sFRIMAMMBEALESEY (PE.08Q8@on B3 tadrdnQft tdHHnal %ltﬁ%dﬂgﬁ Iﬁ‘BVl@iang, or
sal e environnent, etc.);, and a second region di cat ed

locatigmdetetmaingd torhsi Wltlap pomne disfanac ¢ka tprminat &i@wdbyﬁ@mwmng)
Insteafi 0%’[1‘3.11%1% c?a%a enrl[% pesritmgagrllgri%%%wgﬁen onrtrjl%:]rﬂtossy Jp?)rﬁ 1sss ance %16 1’110%116
devicé’egita @tdf@ge s@ecmhtbetupomedi ad el TR ee ok Itequlla@i asl tﬁ@ Hati&downer
fromthe first region so that an application accessing
mOV%\?@WP@gﬁ%ﬁl%@P@I aprlicable|tipaalsystam accessi ng t he ot her
region. [0066] As noted, the transit specific region
006991 FulGeiTE Vel 8 iVeRd, PFVAREY nam MEEELD Ryt can b
[ Pynam(e: f?Rk lgﬂ:n% Sro{o?(ﬁh¢§g8t¥n?QEd Iﬁgth §M1 ©
updatabmrreaidtme alafth@aﬁllulla&' nkiwaek pfovidas wotayrte impnmetreavgral beneficial
to p ltiple transit systens

cation js us
aﬂmc§8f§@ mﬁhﬁ“@? P§W“W§y§ﬁ§; @Qded Data and menory

nanagenent i nstructions provided via the cellular

etowpr i traRfeér wigadot hédl 18 phOTPIRI gihtordrsateR st @dnsiadkation or
be used to control data operations (read, wite,

er ase, t@@tbur)attemlqddnmhelecﬂr kieskan prsteatoestpmsritangit ayséers specific data
and ot If‘o“‘air \% ma 855[1)1168 %H§1t %%ﬁ?’lggtagﬁ%?ﬁ{scen n‘gﬁg@?} Eg%[]{ransn fare

functional Tty ' re reqarred.

manage prsfucts adiﬂlmthdrtdyta%@e@ﬁﬁvd slpsrtiaulaoiratisitageddy dr h?stern may
problemof limted nenpry capacity on a chip and t
t he ne8glaaged pieihednelerdsxicg's apouse @émpe@rew%ﬂywathwﬁﬂular

mul ti phﬁtgg)élgn?hlg wiM S BB Pthe ME i raRYit L0 tdjﬁlﬁrswally visit a

needs Note that the secure data sp
incorpﬁamﬁEbcMmmkhhmmmthe,@eqmneennymheoﬁﬂwnnnmnnds

types, . dependi ng upon the .deyice. type and node

Exanpl AP %EPWHﬁQﬁ‘tlo‘}?é ih tagradah pemce i e
the ot Q@donﬁihrsﬁéﬂ by O(Ia)gf)f ibe, idewie eph()ﬁé‘ 6hotsr ﬁ@&%nbé’hlent
Figure 1), or reriovabl e nenDry dul es i ntended for

dat a spmcaxjes (vethgthe agprivpiogte 8AM1t:1?arq3@ta being haded forthe user's
Fi gure e space i s accessible via
conpongﬁ%%e Oerrﬁﬁ g@\?f%egwel% , the contactl ess

el enent interface and nobile device circuitry) to

pr @) deht fige gacd dllotated t@esbh pAeti@pRing Afansidgicdhyy of §8tem can be
contents as reqU|red to process transactlons In a
parti cdyeamicslgpnagedy As e SaRibIECaGISt depre 3ppboipate. the

As not ﬁnge%]&%m%%%hlr q%%&‘ar?cpé‘&e‘?wﬁ g o1 th?%&é} n?éx%% #fh location

space I'nt cont act ess el enent
gener akd lpcatiom, tgdtocxntyaaﬁﬂ)ztgehey theageney. slishirasit @ramlcis owned by

phone. This s one. _of the |v tLO s for the use of
a dynabicdsgia aaéﬁ%f%%‘flsfy ﬂ*&;s%mséﬁ Fast epworarily)
21 WO 2098/ @3 %ge%‘é%/ PQM&P@@&B&%QE&&&%&%G SPRn the user travels to a

i nventi on. a and securlty access eys store
W t hi nnew éoqatgqm,rth@ firc prodbets and data for the relevant transit agencies can

overwrite unneeded data for other agencies outside the area. When needed
again, the overwritten data can be re-written to the device, as initiated by the

agency computer/server system for the new location;
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updat ed based on proximty to or location within a
particular city, or proximty to a termnal of a

W@ p®839786 t ransit agency (i.e., detection by aPCT/EHSZINT079453

term nal followed by provisioning, or |ocation

det(®r nmlhedlloamtibe ofbdchicrfils spacdiost Brtdhevofo @ domem adiance, as

fol | oned pr.ovi.si oni . 5. Instead,of transjt data .

bei g et Ei ReRPeAEAteR bk aRRy 4P aewi BB hiesBEief an up to
nobi | e padigipafeethirdat Sredi@eadiRa, SRACRer§pilorPieyd RElabEdymntcally
overwitten as required as the device owner noves ,

bet weefpaded kot the aardalsdicappheasdas! hisrchmsnatessthe negesfor mobile
[0069] 4FUEL DiEfy, A9 LER00R! ABE PN NG 0ENEA Ry

provi dihg a ynamé nenory ]toﬂ’al% cHn be pda‘f%at in

real -time via the cellular network provides a way to

I Mgk en®ht pesviei@entienpfdvidedlthe dipoaspiecios aafustciehisd/ parenio act
(as noted previously and below): (1) A transit user

wi |1 nat thseetral SopRyisr/escvensysism fat Bluliiplatransigggneies and
transi t : : ] L oe: Qr ki q

i or der T sh oy B e R R S E U R R ap A s
use i ntawdestopetiertin amsanty-toyrsdrgmelabBatshirs for lvoarslination and
encryption keys, transit fare roducts, and other .

data SPeRieH phransidpe neefih apﬁgﬁ%%fdsbgwegﬁngﬁa%yl{wwy
may 15 nfigindifagiedinkifhte tRd e daBh EMk tag'e&ie%&s WaBntain their own
menory renotely, over the cellular network. This wll

el i m naempethesaresrdystoms & favemnedi ane pawy peonHye rendil e

vi sit %angre%g]sitt églﬁ:;i‘ftoicfonq nei‘t her initially, or upon
re-issuan of Phe“Eretental s.  Establ i shi ng an

account relationship with the transit agency may be

ac ¢yp Bask 8guddypayaenofard@typicallnh&rendtexprhiored s, adll kst be re-
nore conveni ent 20 processes, with the appropriate

t r ansi 15SP6k @epathaecHRifpRy Yeatddy thesashef 4 sd being srissed, the

over t P%gﬁ&ld&u&!v@ﬂd %@tr&fﬁ : d gg %c%l th-Jr_&?ghfai }%)I%C&Q @Ffée)giséerring their new

al |l oca to ea particip g transit agen
syst encadwiliecachymasti gty pnamageseof ths nawrcerd r\&Withitlie mobile

agencies .desire.to participate, .the. device nmenory c

be usgge‘aﬁf‘dpr&\‘/@}qm& %_Oélﬁm&sfe@% °d I_Fe“hg%és A Grgossaty. The
locat i QE‘VigeSwﬂPn(l)t%%?fré,Qiﬂd t16d dpprépRiatd trahsitFNE pRARREYNH Aata can be
agency. The transit products owned by the user for a

speci f laadadytoriby dowicd foyashal tehnish at 4y tthee.i Hahq davidegadast or
tenporari,l nd in,the agency central . .
comput Broee P M R e SRS prephs netpgricin a similar
new | ogahh@n, the fare products and data for the

rel evant transit agencies can overwite unneeded data
for other agencies outside the area. When needed 30

agdbh, Thpabibieehine mobHe daviee Pafoed coanpndly fram the cenyal/server

devi ce [ ALt } .

vat oYt el WEGA B A kORI B RS isR b Hftain

PCT/ USRQO7it0 7194 %8y is compromised or if the agency desires key exchange on a
regular basis, it is possible that file access keys can be changed through the

cellular network;

(7) Ttis typical for a transit fare account to become invalid from time to time for
any of several possible reasons. By using a mobile device in the manner
described, it is possible to load data to the device to block its use in a transit
application. For example, the payment account that is linked to a transit fare

account may be unpaid or become invalid, in which case it may be desirable to
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(3) The allocation of secure file space does not have
to be done in advance, as with that of card

w@ewsosrbd zati on by a bank. As new transit agerCi/Es2007/079453
sign up to participate, their file structure, data,
and enbloghtt@ns todymsit aystére ushgearsimdhilyy if tho adedt 4wotiidas no
card/ devi ce as needed. This.eljmnates the ne for.
robi | o Hug 8y PRAuE ey b 65y Sb e F s s hily Rlice as
agenci @andiCfaRAFdyhfenP@bE and AhbISAE R &RLMhe PRt bQBunt is valid
provi des the opportunity for a trusted third party to
act asggiiheltdeplse apsstdaisupel rarsitise pespranently ayin the case of a lost
nultiplgﬁtk% sgk-agencies and systens. This provides
t he opBor?uni y for mul ti pl e agencies and card issuers
to work together in a many-to-many rel ationship for
co@8yi Batdusa aaelt pléhecaasaell at bthor Bhed sfanshite dedices) has a display,

products and cardhol der paynent data. This my

i ni i KEVTBH 10 SRR e s POTSI 3% TRSit Riptom users to access
agencl @Rt thnIRLAIALA. 5y ﬁlafé@vi&cfﬁ@éﬁiﬁf t8 $én{&tkly monitor transit
systens I n favor of one party performn tran3|€»flle
managef@atvalon obplodhét seftusreavygw (a1 sitBadek hisssyguirgaygesew transit
cards t¥2%palH¥.have an expiration date, and nust be

re- 15PTUYHEPEIBPPSEhEe to four years. In the case

of a card being re-issued, the cardholder would be

r eqoy r ettt M GSpldy D4 IRy paduReRmEliQfofagBb IS felch @ (¢dMPIdd with
new card with each transit agency prior to use of the

new calyerngy qonnedievitin i is @ossitdg faren tpngif iSgiteynjupry to gain access to
sol uti ' rel Nis o eces .

dovi ce T Isish s e Syt B Talh pREF &gt e use of
fare prRoteks spich dThausamdyede2Bld aldedmine thite eVl €@ning
for use in transit at any tine, If the device is |ost

or ex&alanotheiopiis Bvs efdicieri op haphpovics isdnat ¥ptpble for

t he ne I LAk ot - it
L neltBANIE &Nk TERAS Rl TIE SRR B
cent r abédveeal vercharsyss:ens al so all ows a pro-active key

managenent approach to maintain 25 security. If a key

[ ' if, th desi h

on & Poguet (ke s GHRCERBRY (o YiF) & GEBags seency
keys can Renflfanresedr §Rienabr tdue, saRdlirl ad aetive hkifondance of

It is typical for a transit fare account to becone
i nval i d fpeeHie bhgest Bains, k. .f6r any of several possible
reasons. By using a nobile device in the manner 30

descri Be dfT’I%e' Jf theS p]?ogl%‘gi (6% C%’%Phl%gg)p{{%bg?h& El@ﬁs 5 %ﬁyﬂoﬁﬁi

to bl ock S use ran I on. r

exanpl e, ttheinpldysrailicr ac-Cieldihfdrimation sourdéeRkied chiwp@vide route and

transit fare account may be unpaid or becone invalid,

i n whi ch €84 N{Ormgiokhe desirable to
[0070] Further, the inventive system also enables potential new business models. For
instance, it is possible that special offers covering transit fares and/or other venues could be
made available. As an example, a transit system user might see a smart sign for a baseball
game. The user would present the device to the smart sign and immediately load a ticket for
the game plus a discounted transit pass for the train to and from the game. These products

could be loaded to the phone and payment for these products could be charged to the

associated payment account.
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23 WD 2008/ 039796 PCT/ US2007/ 079453 bl ock access to
transit systemusage. Simlarly, if the transit
w@zwesndhas no value or products, it may be BPEBUS2DT/@79453
to bl ock operation of the device as a transit fare
[0071paymedditibmdhere antdic pnt@h@dlfeldloicatiomlrhaeed vevipasytobatoffered to
acco n. | s ossi. bl
custoi e, SmO Bl fraiedf ke i S BuSaT B Slsfiobipe g can
deterndin@lit§ ToctlB¥h &8 off@)prERCAUIE serve@k haddnahitascatdh! Adexample is
ot her types of nobile devices) has a display, keypad,
the usg 9thsclewice ithpayc@pabine |et<1}mg|at a Fail siefioni apdsopropftery apainon for the
usens, 1o acc r. anS|t accounts. This
local QARSI FELE ph BrSTFT By b AR homi tor 't r ansi
fare value or product status, review transit rider
[0072hi dh acaorddnde Whtihsbe p\mmﬁ iriesiidn thife Hane duai @cscm‘idiﬁdaai dystem,
passe etc. e displ ay. and key
apparértuh @Pa SrHqds ;foroqﬂa'ah%lbﬁew ageRhiledericy %ﬁheaocqmatcﬂess element in a

transif ﬁ%eeﬁd%ﬁ{enpaﬂn&ﬁhfem Mo cohfactSss RRSENP|s@nitREd& WIRRASI thobile

system user to gain access to transit systemroute
devicathdt schedid ofgpmmimcataniand dptaitensfeoovr adetlilagnétiveik. The
em The .us

the tr r be able to )
contafisfef bmals T RaTC RS b e ah g CBTLES B pio meRbTgFensit
fare apAthBontsS THRIdRtaEdr the CRPImaydbe ]%tB@ffsm‘ﬁ@dI Hﬁ@&hbﬁléesmﬁﬁbulated using
avai l able for their particular destination. Thi

the ceilnlfabmrmloﬂ@rﬁo p@yld@éra@bltt 8 St awsm fafe caéceweéloaldata as needed by

the qure %y %1’[1112 fi};/natrlﬁhgatg QNS esmg%pfﬂ etrﬁ% glrarllti)tled st0¥age

cap acﬁy & Edff&fﬁféhtly Qstdefor sebady Inmltqﬂe dn® ehatnlgt@ tRRk# 9FIBNE eln
20 specific buses, trains, etc. b. Use of the

addltlgm&wtéa@t Nire 2pBlisatipps. e 1?6¢Qﬁl9@r“9/a3’st??d%s?d o ghaccewriokalog other
venuek %F&)& \}ﬁe tfféat&% rﬁ%{usgﬁeﬁt v %/1%651@2 PRl LR sources that

can provide rout’e an e in orﬁa ion. [0070]

Furt t he jnve ve system al so en enti al
[0073hef Fz%g [dhesandrisipg rJlsdwtrﬂaﬂ*r IOBCN HEERRIEAS eécrﬂ@ﬁﬁ%%%ﬁ e
1mpleﬁllaﬁtred $P&if8im 8f &ﬁﬁl%l fc%YceMlﬁggc&nﬁﬁR&' stt()v@feeiﬁ s or integrated

her venues coul made avai |l able. As an exanpl e,
rnanna Brsdointths shstlesura sed temlghgs Iﬂevﬂdad bﬂamt a mlgnn bbordalary skill in

e.user esent .t he to
the arp R RO Sty TRUEH 20 et b Breiy
inven GBS} M Wadi 58 QWOhBFhatibABS h&rdﬁz@fesanﬁ%bfttvvﬁfé train to
and fromthe ganme. These products could be | oaded to

[0074L heAIP hg‘lﬁo%}ﬁwa{%% &%nctinen%r t he %nE Eié’s‘%%‘ ﬁéds 1nC[R 3 agpl?catlon, may be

har ge SOCI a yirent accoun
implemented as software code to be executed by a processor using any suitable computer

language such as, for example, Java, C++ or Perl using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions, or
commands on a computer readable medium, such as a random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical
medium such as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0075] While certain exemplary embodiments have been described in detail and shown in

the accompanying drawings, it is to be understood that such embodiments are merely
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24 WD 2008/ 039796 PCT/ US2007/079453 [0071] In
addition, there is the potential for |ocation based
w@2008/08%% t 0 be offered to customers. Wien a POBUS®07/079453
device is used for transit at a bus or rail station,
illustratines afemil net mémmdedit @ nebtnetive of tho bakai omveanon, @hfl ¢hrat this invention

. roducts,and services based on,that |.ocatjon. . .
s not 5 Pl B e B TP e g a0 B iy ShEp an desgrived. since
variou®otldr %d@ﬁca@ioﬁ@inby stat k@ modddith %@dln@fﬁztsﬁﬂl, indgh&gypon for

the 5 |l ocal coffee shop could be preSented on the

[0076 bAsl ese&j E\e/rie%ethe[ %Qgg]' ol nanac%otﬁlg'a%cietel\{\éietdqotnye%npat %aes?tone”
nveﬁflon thére ave %een escrlbe% a system ’

unleseppariadlusindragdnetieedathgr enabl ing use of a nobile
device with a contactless elenent in a transit fare
paynent environnent. The contactless elenent is
enbedded within a nobile device that is capabl e of
conmuni cation and data transfer over a cellular
networ k. The 10 contactl ess el ement may include a chip
that may conbi ne transacti on paynent and transit fare
applications. The data on the chip may be provisi oned
and ot herwi se mani pul ated using the cellul ar network,
to provide transit system access and fare cal cul ation
data as needed by the user. The chip may utilize a
dynam c data storage nodel to permt the limted
storage capacity to be efficiently used for access to
mul tiple and changing transit systens. In 15 addition
to transit fare applications, the invention nay be
used as an access token for other venues, for
exanpl e, theaters, anusenent parks, art exhibits, etc.
[0073] It should be understood that the present
i nvention as described above can be inplenented in
the formof control |ogic using conputer software in a
nodul ar or integrated manner. Based on the disclosure
and teachings provided herein, a person of ordinary
skill in 20 the art will know and appreci ate ot her
ways and/or nethods to inplenent the present invention
usi ng hardware and a conbi nati on of hardware and
software [0074] Any of the software conponents or
functions described in this application, nmay be
i mpl enented as software code to be executed by a
processor using any suitable conputer [|anguage such
as, for exanple, Java, C++ or Perl using, for exanple,
conventional or object 25 oriented techniques. The
software code nay be stored as a series of
i nstructions, or conmands on a conputer readable
medi um such as a random access nenory (RAM), a read
only nenory (ROM, a magnetic nmedi um such as a
hard-drive or a floppy disk, or an optical nedium
such as a CD-ROM Any such conputer readabl e nedi um
may reside on or within a single conputationa
apparatus, and may be present on or within different
conmput ati onal 30 apparatuses within a system or
net wor k.
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[0075] While certain exenplary enbodi nents have been
described in detail and shown in the acconpanying

waelzasosrges it is to be understood that such enbCUUSAT/679453
are nerely 25 WD 2008/ 039796 PCT/ US2007/ 079453

il lust ' of and not intended to be restrictive of
ﬁﬂiﬁ@#§i§#ggéﬁéﬁ§éntion, and that this invention is not

to be limted to the specific arrangenents and

construction hown .and descri bed, since ari ous .

ot her %@F&Pi a? Povidingiecasda e sygemiBse Ut Pha 8&03? Rdpyjice,
compddhg! in the art. [0076] As used herein, the use of

a"T7 "an" or "the" is intended to nean "at | east one",

5 geonrg 9y syplen deccsalchytrolidiactat that user afltee mobile devwice, 2bickal the

..2008/ 039796 . PCT/ US2007/.079453 TIS CLAIMED IS: 1.
mobily Fﬁé%wagﬁa%%wwwwy 08 g XeRYGP QTP TG e gk and
commAn[Palbd S @M &&han d Shddd fic HERAAIdi OG0ty R RIBI8GE €SS

control data for the user of the nobile device,
wherveding theeystsmragpesh eontealide th gn glepabf ef e wircless network,

Where%gt c a{]ciggsastclogt?olaﬁqaga gacguiase )t(oc Qea 1 gsng‘}{e({ ovaer erv%{reel%sss network to the
net wor , an conmuni catl on an al a excnange using a

mobiledavicéd;i el d comruni cations technol ogy; providing the
system access control data to an el enent of the
wigcsivingsthp aecget xontrohddn aby syskan selicstian tesminap|thejzacgssi control
data b%ﬁg%&ﬂs%&f;@ ?rgh{fﬁg ﬁ{Hbgl% Q0yiQY & thE &b LRl ‘ﬁ&i\ﬁ‘g E'ﬁ]eér%ld
t nobi I'e devi ce; recel ving the access confro
commaaicatiads tachspkiggnamebl | ection termnal, the access
control ata peing transferred from.the bile devi%f
t BrACREIEINF LIS apesshrandiol dafp iydeiermung tthgpgr s provided access
to the GQIYNI cati ons technol ogy; and processing the received
access control data to determne if the user is
provi ded access to the system 15 2. The net hod of
chai m [ - [ : o wi
el cabe MREIELTSKER SRR BRMARC\fvEp TPpnbBile pireless,
telephbhe system access control data further conprises data
used in an authentication process to authenticate that
the user is entitled to access the system 20 4. The
nmdt hod Taé nettaidroft]aimbie meicreii the saacrasiscasoditall ddatfarther

further c ri ses dat utilized in a transit fare .
comp@%?ﬁ.&a@dp? HnP Wlﬁlﬁgﬁﬁon process to authenticate that the userals entitled to

access the system.

4. The method of claim 1, wherein the access control data further comprises data

utilized in a transit fare computation operation.

5. The method of claim 1, wherein the near field communications technology is a
RFID technology.
6. The method of claim 1, wherein processing the received access control data to

determine if the user is provided access to the system further comprises:
using the received access control data to authenticate the user as a valid user of the

system; and
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5. The nmethod of claim1l1l, wherein the near field
communi cations technology is a RFID technol ogy. 6.
wabmsastpod of claiml, wherein processing thePCBEULRI00EI453
access control data to 25 determine if the user is
pPoviitieg theewws & gescsstibe sypsane hthenson sraughonpeatedas a vadidger of
thesygtlgl%received access control data to authenticate the
user as a valid user of the system and 27 WO
2008/ 039796 PCT/ US2007/ 079453 permtting the user to

access .t he t i.f the user is,.authenticated as .a

i Ta dheRedot il MhettEbro R e R AL GRS Fpedl data to an
clemeWher th WifRlcQY hetivoek fuRcSyhRTcAG6AES tHeQRttEMl acekat doiiteol ABta

el ement of the wirel ess network further conprises

withinsg egntarglesshensgnitinginding a sienanchipl copingdan etpebilegdevice.
contactl ess el enent including a nenory chip contai ned
in the nobile device. 8. The method of claim?7,

wher ei Ahe methodrmfataime’s syhercanntoonigctiesp alsimenbib capableaef we as a
transa]tg;{aic?nggagf%elrrrlg MBI Snﬁscah@$ﬂs§h@¥§%e%tf?r§é d>%gr§wre1§ﬁ”r§:ectr%a§i¥% em

nechani sm
further conprising providing a second access contro

dgta tq,the .system.cal l.ection ter.mnal,.the second

advess RS R QfSm e T SRPHTHE BV R aTPBR Saepy control
data té FIR sSEMSD1I6@TVtOIMidAL cisBeohd adttsh emitidl Ahia®RingBEEES -

10. The method of claim1l, wherein the systemis a

conjuinqtignayith g 46t control gafa it HEBCIBICAITEPIRLEAS, wher ei n
the transit system access control data is generated
in response to determning a |location of the nobile
déQi ce.I'hg methwdypyfstaem If, oheppinthicdystgmas e trassif system. user
of a nobile device, the nobile device 15 capable of
communi cation and data exchange over a wreless
néiwor Khe arethodafielaninddt wbercinathd trdasibsystcohanegss cosirolgdata is

ear field co ni.cati ons..techpol oqy, the system
generflfin ektnde BTG BGRE &Gt ST ol d:2Ee Lot ot 1 a
collection termnal and with an el enent of the
W, Lrel ess co ni cati.ons network; a _.progessor. . .
CORF | gt DARTbIOBPERIAIRE Ao BRSSP GERN Bk ige g mobile dovice
capabfUHcbBImHRtaAon Whe ek )éxch%g?é HErAGHRS Sss G IrR! and@bophrhhication
provided to the el ement of the w rel ess conmunications

and dafeewehakge el @ neardiclt easemaniestionk écohneleppdhe spstanbedmprasing:

t he bige devi ce; and a conmuni,cat.i on nmodul e, coupl e

t 8 ren et G ERn Rar TR 8 B HE RrEREY st A RnREment of
the wie€l8$si @@ chida®oh€6&@Iveek;t he access control data fromthe

nobi | e device using the near field comrunications

t 8 PFIFEPOEyonfigured to execute a process to generate access control data, whereby
the access control data is provided to the element of the wireless communications network
and transferred over the wireless network to the mobile device; and

a communication module coupled to the collection terminal, the communication

module configured to receive the access control data from the mobile device using the near

field communications technology.

13. The system of claim 12, further comprising a contactless element associated
with the mobile device, the contactless element including a chip configured to store data

received over the wireless network.
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25 13. The systemof claim 12, further conprising a
contactl ess el enment associated wth the nobile
W@l2oo808979¢ he contactl ess el enent including a chipUS2007/079453

configured to store data received over the wrel ess
néfwor Khe spstanpop daan d3gvigseipdy WstBypsslguas is gapablrieg use as a

¢ iy C _
s YL PR SRR ] S SRR
as a transit systemfare paynent mechanism 15. The

syste f claim12 erein the ile.device s a

it edB i O aim {R AT BPB ARiRT b SirlRapone

the near field conmunications technology is 5 a RFID

techno .. 17. .The stem.of, cl ai 2, Wher.ein the :

ndBoss 100NN obdai Ty RER Rt aPr Dot omttiiGhion; Bpnotoey i
a RFIDReéhnbloaksi t fare conputation operation. 18 The system

of claim 13, wherein the chip is dynamcally

configurable. 19. A nethod of providing access to a

t R@Nsi trhs ¥pk@RLE Bhind 1958Kerdh tRe ARBIs! @nBENd&LiurthdPcomprises data
conprising. providing a wreless network el enent with

utilizedon egxnsib fare odmpletetzor enguitiond f or access to the
transit system communicating the access control data
to the nobile device over the wireless network; 15
t A&nsf dhe systerh béclacge é3 swinveinrtid chdpisadynemicatiaicanSgwatdge
el ement contained within the nobile wreless device;
communi cating the access control data to the transit
sy8t emAumiethgd af peaidifg &lcdss to anmmusit satdno fis' atusehafal mmglije device,
and processing the communi cated access control data to
compBt&rmine if the user is provided 20 access to the

t E?{R}%&iﬁg 8 Y3 tcBIWy ndQrorkl IEmRRE PR a Qs CdoatBl dida rddIBERFI? access to
the data storage elenent is part of a contactless

the treplsi¢mpaten; 21. The et hod of claim 19, wherein the near
LSRS0S e S0 5y AT Lepnalony

netwosk;or age el ement is dynamcally configurable. 29

transferring the access control data to a data storage element contained within the
mobile wireless device;

communicating the access control data to the transit system using a near field
communications technology; and

processing the communicated access control data to determine if the user is provided

access to the transit system.

20. The method of claim 19, wherein the data storage element is part of a

contactless element.

21. The method of claim 19, wherein the near field communications technology is

a RFID technology.

22. The method of claim 19, wherein the data storage element is dynamically

configurable.
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WD 2008/ 039796 PCT/ US2007/ 079453 23. The nethod of

claim19, further conprising: providing the wireless
Wm2i08084K9€l ement with data required for a farePCT/US2007/079453

conputation for the transit system and communi cati ng

t Ré f afdée awhdtaficlaon |@afuthecocanpisitdi | e devi ce over
i ' T f )
o SRR Fne R DELRE Btk BB B R £, Bpblgarion for

the trdnki@BgA&h] 4id payment and a transit system application
25. The nethod of claim .19, wherein the npbile device
i sogmpnicafiggdhefissempubagon dataip theanqlilcgieaics oyen/neg aiclsss
5  netwoiiS€ i n accessing a system conprising: 10 an interface
or communi cating via a wirel ess conmuni cati ons
network; and a contactless el enment coupled to the
| Bl er T a5iem AR draRdondnareiahe SHRLAIERLEMRO apdhboth o
w rel ess conmuni cati1 ons el enent, erein e W rel ess
transaCOOMpHYinGdt hiodhs tredsetn®stem applicaiohi gured to comuni cat e
with a collection termnal via a near field
communi cation nedium wherein the data storage
ebenmentrhe settdf df@iMd of Whetehr the atsbais Jeeion isrOWirelagsaphode.
access 15 the system and also financial data for
conducting financial transactions with nerchants. 27.
The. nohi hebivd WatRSSIER¢ifEeusRfin GtRkIMZH systhie! ®intprishe:
systemis a transit system and wherein the collection
10 t &n HterAiceifer eommusatingras & weislaseeameunicationsmgiworkgand

- . . s . ‘ :
TSRO AL TR Syl 3B EIELALER e
and a ®li@leldsy dommleicetichstehendmbiheecid e wiecless wapallieatdhs clement is
accessi ng accounh i nformati on associated with the .
configyeed to copyinaeale R RO OAIMINGl 7% et digldosorypeigrtion
. . V
B L S S AR AL SRR
15  the systemi, andl8lso fiharceil datatfer comdidterngdénainciel frsnsectpalb wathaherchants.
accessing account information associated with the
nmobi |l e device, renotely nonitor transit fare val ue or
237 pr odtic mobilatmis]css deviemofdans2d, whicekan theisgttomyis a transit system
gurch se nem/transiﬁ. roducts, or obtain passes. 31.
and WhHEITHGS FPECHPR STEGR itk e idRTe P HODAC™IRAY i n ¢ he
W rel ess communi cations elenment is configured to
provi de access to_account jnforpation associated wth
t K& notinf §1085¢ Wicknp 87 0e07igdaipCH. DSt e 7gxisg 1s a wircless
teleph$h& €1 €8s device, renotely nonitor transit fare value
or product status, review transit rider history,
purchase new transit products, or obtain passes.
20 29.  The method of claim 1, wherein the mobile device is capable of accessing

account information associated with the user, remotely monitor transit fare value or product

status, review transit rider history, purchase new transit products, or obtain passes.

30.  The method of claim 19, wherein the mobile device is capable of accessing
account information associated with the mobile device, remotely monitor transit fare value or

25  product status, review transit rider history, purchase new transit products, or obtain passes.

31. The mobile wireless device of claim 26, wherein the wireless communications

element is configured to provide access to account information associated with the mobile
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32. The nethod of claim10, further conprising:
determ ning that the user has accessed a first transit
wWeyHBes8796 providing fare data for a second trRCiEUS$2007/079453
~ system the fare data based at least in part on the
wirelags devies e hygnemtor tiapsit fare wades or pygducs satuanig visholvangit migler

histor R e b o SP SRR ES 55 e et hodt o

claim 32, wherein the fare data for the second transit
S$3t eniThs melddarfelann IPpfiethef c@nglissgunt , a pronoti onal

of fer,. or Eedﬁced are. 34. The systemof claim12,
WHElFBPIRNE 8t he,BeE 8T aGeesseda Hrd drapyt HRE ol | ect i on

ngd%(ﬁﬁ’é far@Qsta o 4 Rebnd YRTLRehNEie %rg G88Hbed & least in part on

nfigured to execute a process to: eterm ne that
the ustthecaserg thafrsdteessodtca; ind st transit system provi de

e R R A S AL

netwoklk r st transit system and provide the fare data for
the second transit systemto the elenent of the

wi rel ess comuni cations network. 35. The system of )
cP3i m Fhe mgthadefslaime 2 wherehutha f3re datater e senend tiapsissystem is

_ _ dey
one Pl fisco B BlpPRI-BaYys o AR e BTl 2 m 10

further conprising: determning that the user has
aB4essdtlc aystém sf clainam, whayiattkapropesoar id cowgplédtoehel adléection

for second transit system the fare data based at
teﬂml}a@égﬁ farthegawhergip tﬁ? H@C%%%%ls &e@g@giﬂﬁ@ PREULE B PEICCEY Qs t

SYstEiine A (RN R sngcdsh& § Afersdai@ylien; t he second
transit systemto the wireless network elenment. 25

3provideelareedatoldr efscainditranS6 sy sivhme rthé fare dasa based atikenst i part on the
t he .seco transit systemis one or nore of a
useraa‘fe%lg%ﬁ}e, Hé“b%’?’rﬁﬁ%ﬁa?n of fer, or reduced fare. 38. A
NBEVReE tAE 6 Qith dbibe AEORE Srahd¥f syBtcHSIBIthd Slecht FBE vireless
system conprising: receiving access control data for

commynfcatiens nekwersi t system at a system col | ection
termnal, the access control data being transferred

ggg‘m arip ?#QI@T g?t‘liaﬁx? 34 Qi i&in G fa?&{l#% Figtgt@é @g%&'&hrﬁ%tem is

a near communi cations tec
one 020K/ dFAT &6 uRCT pldBRADALDARESS refucedéasi ng t he recei ved
access control data to determne if the user is

pr38v | d%ﬂe ?ncet eosdsof cia?mtlg,eﬁrr‘lhref’ Eontn]gr?sri]ﬁé:t system
determining that the user has accessed a first transit system;
providing fare data for a second transit system, the fare data based at least in part on
the user accessing the first transit system; and

providing the fare data for the second transit system to the wireless network element.

37. The method of claim 36, wherein the fare data for the second transit system is

one or more of a discount, a promotional offer, or reduced fare.

38. A method of providing access for a user to a transit system, comprising:
receiving access control data for a first transit system at a system collection terminal,
the access control data being transferred from a mobile device to the collection terminal using

a near field communications technologys;
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providing fare data for a second transit system the
fare data based at least in part on the user
W@ewee3ung the first transit system and 5 proRGCTUSZY07/079453
the fare data for the second transit systemto_ an
epesessingohe seopived peapss candiohditk to detennapg ifdbgigien g raovided access
he fare data for the second transit
toaw&%%?%%?%dﬂ%ﬁﬁ nobil e device over the wirel ess

netoMdig fadd datd fier aethatirafsitchatm B8 farslderadiaged héedseingart on
data for the second transit systemis one or nore of
the usgr cesHgThe st HroviovPEHarNdf fer, or reduced fare. 10

Brovdlf; R BRUAS fof ! Tt 0L Rk (1 ERALh AR

ess phone.
netwowhehcﬂfehfy ¢dmelngiartmnsifer afithi tfars ydataefmr ths secohd tmhsit syatesn to the mobile
stem accessed by the user and a second transit

‘mvw%é S HEESSIEHVRF t he user, and the fare for the

second transit systemis discounted if the first

t BaNsi trhs HRHRM FCHRSSIRAWRYrel e EH8da@T8r thB8ecoh8 &#@NEt system is
transit systen1accessed by the user are |inked. 32
one or more of a discount, a promotional offer, or reduced fare.

40.  The method of claim 38, wherein the mobile device is a wireless phone.

41. The method of claim 38, wherein the first transit system is a first transit
system accessed by the user and a second transit system accessed by the user, and the fare for
the second transit system is discounted if the first transit system accessed by the user and the

second transit system accessed by the user are linked.
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