TESTING A DATA COMMUNICATION ARCHITECTURE Background [0001] Computing architectures
that operate efficiently and that can process large volumes of data quickly are often preferred over
their counterparts. Additionally, it is often desired to operate a variety of tasks, using a variety of
computer resources, simultaneously within a computer system. Accordingly, developing complex
multiprocessor systems has been the subject of significant of research. [0002] A number of data
communication architectures have been developed in order to facilitate communications between
cooperating components within a computer system. Various types of equipment can be used as
computer components, each requiring data communication. For example, a computer system may
comprise a plurality of processors, data storage units, printers, monitors, etc. A number of data
communication architectures currently exist to communicate data between computer components. For
example, SCSI (Small Computer Systems Interface), IDE/ATA (Integrated Drive Electronics/Advanced

Technology Attachmem}E @Jﬂiiﬁﬁﬂl e (ﬁﬁ‘mm?al?ﬁ@@fﬂﬁis used to communicate

between processors, hard drives, CD-ROMSs, serial data ports, etc. [0003] These existing data
communication architectures have been effective in creating a means to communicate between
cooperating computer components; however, Batkgienillem are specifically designed to handle very
high volumes of data at high clock frequencies (e.g., several Gigahertz). As a result of the need for

higher bandyyigify datac GRpIMHAN Bk theO pRERI CatieRMAIFhiRC e AinyRdaegNlmgelemented to
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been the subject of significant of research.

[0002] A number of data communication architectures have been developed in order to
facilitate communications between cooperating components within a computer system.
Various types of equipment can be used as computer components, each requiring data
communication. For example, a computer system may comprise a plurality of processors,
data storage units, printers, monitors, etc. A number of data communication architectures
currently exist to communicate data between computer components. For example, SCSI
(Small Computer Systems Interface), IDE/ATA (Integrated Drive Electronics/Advanced
Technology Attachment), USB (Universal Serial Bus) are common architectures used to

communicate between processors, hard drives, CD-ROMs, serial data ports, etc.

[0003] These existing data communication architectures have been effective in creating
a means to communicate between cooperating computer components; however, none of
them are specifically designed to handle very high volumes of data at high clock
frequencies (e.g., several Gigahertz). As a result of the need for higher bandwidth data
communications, new communication architectures have been implemented to allow for
high speed serial communications. One example is the SERDES (serializer/deserializer)
data communication architecture. SERDES uses an encoder to encode data and then

communicates it over one or more communication channels to a decoder for a



increase data communication bandwidth between cooperating computer components. [00041 The
development of high speed communication architectures has made it possible for system designers to
create large, scalable computer systems. Systems such as the Superdome system by
Hewlett-Packard (Palo Alto, CA) have been created that contain numerous processors that can be
configured epTprsnending enering pregesid Hmarhitediurrohas RRoBFade kb s EABR2ES fponent to

undertake diffaraRtdaskembhhRAMHHaRivaRRIANens cdopkating TR aie BsmBbae it can be performed

by one computer system continues to grow as the size and complexity of larger, scalable computer
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[0006] A method, system, and apparatus for testing a scalable computer s ggtem is provided. In an
illustrative |H19P€Fﬂ%?1?é?ﬁ?ﬁscﬁss‘§?§féﬁ?ﬁﬁ"{%%@iﬂ§e§ 8&8?&5@%&@” eia pﬁ’i‘éﬁﬁ’&é@’%@?ﬁlgunng a
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embodimeré&lg%e%%{g@ s@@t’éﬁ{ﬁ{@&@sﬁt packets representative of hardware that is not present in the
system and generating test packets representative of damaged hardware. Additionally, test packets
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verifying design parameters and conducting efficient testing of the system. The complexity
of these systems as well as the complicated nature of the communication protocols used in

them makes these systems difficult to thoroughly test.

Summary

[0006] A method, system, and apparatus for testing a scalable computer system is
provided. In an illustrative implementation, a system for testing a scalable computer system
includes configuring a single cell on a partitionable system to create an isolated test
channel. A test packet is generated and provided to the test channel. The test channel
inserts the test packet into the scalable computer system via a communications link, and a

response to the insertion of the test packet is monitored to determine system performance.

[0007] Further to the exemplary implementation, the illustrative embodiment may
include generating test packets representative of hardware that is not present in the system
and generating test packets representative of damaged hardware. Additionally, test packets
can be inserted into the system with a targeted destination that does not allow packet receipt

due to one or more firewalls, thus verifying firewall capabilities.



Brief Description of the Drawings [0010] For the purpose of illustrating the invention, there is shown in
the drawings one exemplary implementation; however, it is understood that this invention is not limited
to the precise arrangements and instrumentalities shown. [0011] Figure 1 is a block diagram
illustrating an exemplary computer system upon which one implementation of the present invention

can operate. [0012] Figure 2 is a diggyRiDéiesipiiondethepeavalasy configuration of a system as
shown in Figure | having a single cell partition upon which one implementation of the present

nvention CqR 9o dP eSS A0 B AHATRLIDS. SBRPRCAIR SRTIRIDSAL on

exemplary cell used for the single cell partitior. Figure 4'is a flow chart illustrating the steps
involved to fisEplarpdsiplametdatina; bpsterersdpisienderteutthat Sds intrenfirnieraplaniehibBgiment of the

present inveption, .Raisdiaahiieaa iRiARENEMiIRWhdRA15] Current scalable computer systems or
networks may include numerous processing units using complicated protocols for communication.

Often it is desj (jjto nable the various.elemen f the system tg communicate freely between each
other, Whilef@t%i r tim%éulfelgl plrse?eﬁrfg%létﬁé s%r?nlef%%?%lgﬁts gxggqu)%tg?y ‘SFétS%F rrcl)lr%{l Bther element

to avoid pordneapisténieleatradation pé theoprestut enprsiipkarepemts: concerns. As a result, configuration
of scalable computer systems is often a complicated task. [0016] Once a system design has been
constructedjaoi2]pref@ipntetRaisthalmgsiamilbandmgthnranspiplate siedipuiation d€ploystentast his,

however, can be a di .icultgi k. Typically, in_arder.to stress system designs, test pro s are used
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impossible, presest inventiomeamnpsta®esign- parameters involving very large system configurations, error

detection
[0013] Figure 3 is a diagram illustrating the components contained in an exemplary cell

used for the single cell partition.

[0014] Figure 4 is a flow chart illustrating the steps involved to insert a packet into the

system fabric in accordance with an exemplary embodiment of the present invention.

Detailed Description

Overview

[0015] Current scalable computer systems or networks may include numerous
processing units using complicated protocols for communication. Often it is desired to
enable the various elements of the system to communicate freely between each other, while
other times it is preferred that some elements be completely isolated from other element to
avoid potential interference as well to reduce possible security concerns. As a result,

configuration of scalable computer systems is often a complicated task.

[0016] Once a system design has been constructed, it is preferred that the system can be
thoroughly tested prior to deployment. This, however, can be a difficult task. Typically, in
order to stress system designs, test programs are used to perform certain tasks and evaluate
system performance. Some functions are extremely difficult, or impossible, to test in this

manner. Design parameters involving very large system configurations, error detection



3]0017] procedures, and error recovery operations are among the more difficult system functions to
verify. For example, it is difficult to test the system response to a damaged piece of hardware.
Damaged hardware can send data into the system that is distinct from data that would occur during
normal operations. One method to test such cases has been to create a custom piece of hardware

representatiggiof a daragRskpiase a6 togfe@ﬁ(ﬁxsca%pamuhfaﬂw@e gfrfRiasiean) to simulate

the possible system condjtions, This solution, however, is tgeneral y not a practical means to test all
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Computing Environment [0019] Referring to Figure 1, an exemplary computing system 100 on which
the system SANIRHABEVER I8 BERSIHE PhadaACB AL Ea1S Bt Al Pogtikle £omditPREes a partitionable
computer system that includes a plurality of elements or cells. One example of a system as illustrated

in Figure 1 K99h8] SupBhdmresesy snventign-prenetesPa cheahial ot leoalthe pystensh deitfenerattsd
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102a-1021. Each cell has the ability of communicating with every other cell within the system, either
by direct coRYfEERS iy Biliiee RfL Ry W dURte RUERLIAS devRsEshASERFRHOPISHs SimAE Sitice capable

of routing paskditiors) e AXPHRIG ¥ QTBRBPHRE Bjsie TRl TiREGaY ERcoITIvISe DaPpaity of
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the response to such packet insertion is monitored. In this manner, system designers can

verify various design parameters.

Dlustrative Computing Environment

[0019] Referring to Figure 1, an exemplary computing system 100 on which the system
and method described herein can operate is shown. Figure 1 illustrates a partitionable
computer system that includes a plurality of elements or cells. One example of a system as
illustrated in Figure 1 is the Superdome® system by Hewlett-Packard (Palo Alto, CA). In
the illustrated embodiment, three partitions 101a, 101b, 101c are shown. Each partition
comprises a plurality of cells 102a-102]. Each cell has the ability of communicating with
every other cell within the system, either by direct connection or via a routing device such
as a crossbar switch or other similar device capable of routing packets. In the exemplary

embodiment, the routing device comprises a plurality of crossbars 105a, 105b, 105c¢.

[0020]  The series of routing devices (e.g., the crossbars 105a, 105b, 105¢) is referred to
collectively as a switch fabric 106. The switch fabric 106 allows packets to be
communicated from an originating cell (i.e., the source address) to a destination cell (i.e.,
the destination address). For example, in the exemplary embodiment illustrated in Figure

1, three crossbar devices 105a, 105b, 105¢c are shown, which collectively comprise switch



collectively as a switch fabric 106. The switch fabric 106 allows packets to be communicated from an
originating cell (i.e., the source address) to a destination cell (i.e., the destination address). For
example, in the exemplary embodiment illustrated in Figure 1, three crossbar devices 105a, 105b,
105c are shown, which collectively comprise switch 4 fabric 106. The crossbar device can
communicatatwichl 60 UThb et et lds viee wall @snmmthictite wither ouodsbaf dellices wiethragxdthple, the four

cells 1022, 020,102,402 4I0fAICCHG. BAMIANAO ML BUC IR R SAMEEMI e grossDar

105a that is directly coupled to them. ¢ scenario exists for e remaining

partitions. TRarédms 194a cam sprensmicstarditerdutvighihehciaesben $8bathattcdiyecy sramias ito A cell in the

first partition(e,g. TREHANRsdhhAb CRIVEIRR SRBENYIEAR M ihdrerlilargRriRAdIfigreaPartitions
(e.g., partition 101c) via the switch fabric 106. Data originating at a cell in one partition (e.g., cell 102a

in partition I&1&FERAY B EEATBUHE RS Wik e cresshas e bocelgshitifion i ¢l drobedliFt 05a) and
then forwardegisice$s ¢hephaditisn 1008 4p cafleditnatvmasitarouiied tocaNotaaidcissdargaiice (e.g.,
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running two SBRAA e ARptheaEPspandeviRsn&; Sehn ) RvBPIHIAR O ereuRlsd I resHRRin the

computer sysos). 100 that are idle. In one embodiment, at least one idle or spare cell may be
configured into a partition to be available in case of a failure occurring in one of the used cells,

analogous tqggijare tig GG A0 Auemetils A2k Data commupicalionaseRmtha exemplary
system Shovl\ggrltﬂisxllgr%g %els?de on a different physical device, or it may reside on the same physical

device as one or more other partitions. A partition may be dedicated to performing a

specific computer function. The functions may be related (e.g., multiple functions required

by a single application) or they may be unrelated (e.g., two different operating systems

running two separate applications). Additionally, at any given moment, cells may exist

within the computer system 100 that are idle. In one embodiment, at least one idle or spare

cell may be configured into a partition to be available in case of a failure occurring in one of

the used cells, analogous to a spare tire carried in an automobile.

[0022] Data communication across the exemplary system shown in Figure 1 is
conducted using a “packet” format. A packet carries some amount of information, and may
comprise one or more smaller packets. For example, a packet may comprise a header
packet followed by some number of small data packets. The header packet is often used to
describe the type of information contained within the packet or to provide information
regarding how to handle the packet, such as the destination address of the packet. By way
of example, the system described herein uses packets comprising eight logical bits that are
transmitted in a ten bit encoding protocol, known as 8B10B encoding. However, it is

understood that other transmission protocols could also be employed.



conducted using a "packet” format. A packet carries some amount of information, and may comprise
one or more smaller packets. For example, a packet may comprise a header packet followed by some
number of small data packets. The header packet is often used to describc the type of information
contained within the packet or to provide information regarding how to handle the packet, such as the
destination pdelragnieéibg packet. By way of example, the system described herein uses packets
comprising eight logical bits that are transmitted in a ten bit encoding protocol, known as 8B10B
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injection partition 202. Often, systems have a capacity to handle more cells than are needed for a

particular syeteri §eide therneosawsais 1t alds£adedsinm o8 tiepraetsses 193 WisglaReattitiettion
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reduction uppcgirrlﬁttrilgngoatr%ltg%gac%t te%f the system by creating the injection

[0024] An unused or spare cell may be used to create the single cell injection partition
202. Often, systems have a capacity to handle more cells than are needed for a particular
system design. This allows for a spare cell to be selected as the single cell injection
partition 202. Because a spare cell is typically used, there is generally no concern
surrounding a reduction upon the total capacity of the system by creating the injection

partition.

[0025]  Figure 3 illustrates the contents of the single cell injection partition 202. In an
exemplary embodiment, cell 202 comprises a cell controller 301. The cell controller 301 is
in communication with the system fabric via crossbar 105. Additionally, cell controller 301
is coupled within cell 202 to a processor 305 and one or more memory modules 307a, 307b,
307c. In the illustrated embodiment, a single processor 305 resides within the cell 202. It
is, however, understood that the cell 202 may contain a plurality of processors and various
numbers of memory modules. Additional platform dependent hardware 311 may also
reside within the cell. In an exemplary embodiment, the platform dependent hardware 311
communicates with the management processor via a USB interconnect. The configuration
information that creates the one cell partition is stored in a memory 309 located on the
platform dependent hardware 311. In an exemplary embodiment, a control and status
register 315 resides in the memory 309 on the platform dependent hardware 311 to store the

configuration information.



partition. [0025] Figure 3 illustrates the contents of the single cell injection partition 202. In an
exemplary embodiment, cell 202 comprises a cell controller 301. The cell controller 301 is in
communication with the system fabric via crossbar 105. Additionally, cell controller 301 is coupled
within cell 202 to a processor 305 and one or more memory modules 307a, 307b, 307c. In the
illustrated edd6imerthe miembeypramshdesod G5 1e8id 38 Awitnablh thestication f ivarinwa/bvEersinderstood
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Additional platform dependent hardware 311 may also reside within the cell. In an exemplary
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various packets into
P illustrated in the flow chart shown in Figure 4. For the purposes of this discussion, the
origination location (e.g., the processor within the one cell partition) is referred to as the
“injector” and the destination location element (e.g. a chip located at another location in the

»

system) is referred to as the “victim.” The term victim may be used to describe an end
destination for a packet, such as a cell in the system separate from the one cell injection
partition 202, or the term victim may also refer to the an intermediate location within the

system fabric (e.g., a port on a crossbar switch that is in communication with the injector).

[0028] A test packet is generated (401). The test packet can be generated using
software running on the processor residing within the one cell injection partition, or
alternatively software for generating the test packet can operate remotely and the packet can
be communicated to the injector. Additionally, the test packet can be manually created by

the test administrator.

[0029] A link between the injector and the victim is initialized (403). This enables the
victim to be configured to receive packets via the system fabric by writing data to the
control and status registers located in memory on the victim. In an exemplary embodiment,
this is accomplished by using a buffer existing on the victim to capture packets received by

victim.



the system fabric. The steps involved in an exemplary packet injection process are illustrated in the
flow chart shown in Figure 4. For the purposes of this discussion, the origination location (e.g., the
processor within the one cell partition) is referred to as the "injector” and the destination location
element (e.g. a chip located at another location in the system) is referred to as the "victim." The term
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injector partitistenvditsigngrwisksetoninjed (iH.for a response to be generated (409). In an exemplary
embodiment, a two second delay is generally sufficient for a packet to reach its destination via the

system fabripesy] for any re&sRQISRIFoRS: FededBRtbel Erpape ARt FESROBSE JuR)tbeargieirned to the
injector via tg%fyl?tte%gc];aﬂr é{:es;lr-é/cp icﬂ%ﬁ;{y&é ?%onqgseszlge may be generated to the GUI interface

only if an unexpected result is received. For example, packets requesting a response may be

directed to a location in the system that is protected by a firewall. No response is expected,

as the packet should be discarded by the firewall, but a message would be provided to the

GUI interface if a response is received.

[0032]  Using this technique, various types of packets can injected into the system.
Normal operating packets can be injected to simulate various operating conditions.
Injecting normal operating packets allows for system designers to verify system
performance under various conditions. For example, the routing between any two points
can be tested by injecting a packet that appears to the victim cell to have originated at a
point in the system other than the injector cell. Abnormal packets can also be injected.
Abnormal packets can be used to simulate conditions, for example, that otherwise occur if a
hardware component has failed. For example, a bad or damaged hardware component (e.g.,
a chip with a broken pin) may cause packets to be sent that are of an abnormal nature (e.g.,
containing undefined or missing bits). Packets of this nature were previously not able to be
inserted into the system fabric by means of intentionally damaged hardware elements.
Using a one-cell injector partition allows for such abnormal packets to be inserted into the
system fabric without the need for custom hardware, and the response to such packets can

be monitored.



stored in a buffer in the victim where it can be accessed via control and status register commands
(411). The process may then be repeated for any additional test packets that the system designer
wishes to inject (413). [0031] The recorded response record can be compiled in to a report and output
via the GUI interface if desired. Alternatively, a message may be generated to the GUI interface only

if an unexpggag)resufiis egaly el ER SRR LRAGES B AL RN Y SRR UIRR Ak Qe irected to a

location in the system that’is protected by a firewall. No response is expected, as the packet should
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packets alloa%%s?o?% ARG egﬁ%ﬁ%’f‘o%ﬁ?i?yv%ﬂ/s?@ P ?fgﬁﬁz c‘?eesd%'}fér%a‘ir%%%n@gn%i i5hs. For
example, théreovaiing tetkiag thadysived prokeis. can be tested by injecting a packet that appears to the
victim cell to have originated at a point in the system other than the injector cell. Abnormal packets

can also be jagfed. AQRQLmalmAckRs.ABARE HRethipoRimuIRasRRsiions: s sypmalaothat

otherwise occur if a_hardware component has failed. For example, a bad or damaged hardware

component {8 skilledif e Beoktis disposts Rayidshherim b dhedetriinrenBPRA Sbnormal
nature (e.g.becantadisdgnioitiefispedific e ndthos)dédackeai Sromtitis sidiiirer eweatiievidbiabs not able to
be inserted g ing @ygé%{)“d‘i%bf ',CrQ}é{é‘%%%%o‘%ﬁ&”ég%ch}aféyﬁé‘@%Qfo%d‘%fﬁ%&r%t%@%%ﬁt% using a
one-cell injector par’%l ion alows for such abnormal packets to beéinserted Nt the system fabric
without the Heec@eengstrrifratitnageindingting thespeptsef thesurenpaekets can be monitored. 8 [0033]
The system described herein can also be used to verify the effectiveness of firewall partitions.
Packets can be created both of the type that should be allowed to pass

PHIP\377573\1
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through the firewall as well as of the type that should be rejected by the firewall. Injecting these
packets into the system fabric will allow the system designer to determine if the firewall is blocking the
desired packets. [0034] A variety of modifications to the embodiments described will be apparent to
those skilled in the art from the disclosure provided herein. Thus, the present invention may be

embodied. in othen&aeeifie @ime vdibdhdenactnehfaamtiesisihprgsgential attributes thereof and,
accordingly..reference should be made to the ded claims, rather than to the foregoing
Cecifcal L ARG AT o R T iS00 2009139811 DBR#104484 9
1. A method of wsHitine biatananaseATICRINGEs ResPItEEW Ay tsideibF siaty caronfigjariing archifgiéuted test

partition framaRiyAliteek 664 MeRitaasingiovifing By admanagement process executing outside the
data communication architecture a test tégacket_ of at least one bit to said single cell test partition;

sending by said®&li18 BLIPEkBRRiAE SAIEUPRAULITELAR et Aira i Lednac direct
communicationsidatiote latkd éast lexse athetheradk b astitio; retrieving by the management process a
response to Sai‘f’eﬁ?@vﬂiﬁ'%ﬂﬁé’mﬁn%@ﬁéﬁ%&%@s% E%Jﬂé@oi@afd%ﬁﬁhﬂngvg{éﬁrein configuring a single cell
test partition comprises éestablishing said single cell partition from an unused block. 3. The method as
set forth in claim 2, wherein sending said packet into said architecture further comprises initializing a
direct link betwerr saitlqaeatitarfandiadiasiinainadpcalivigfaongaisl fhcket.tést pheitivedtnthasset forth

in claim AL ﬁgﬁﬁﬁ‘ﬂ%%ig r%qu%glil.sga?ﬁfgﬁ%?ﬁ%% r?J gdi'b% yare component. 5. The method as set forth
Y

in claim 4, wherein sali cket iS representative ofa ma unctioning hardware component.

3. The method as set forth in claim 2, wherein sending said packet into said architecture further

comprises initializing a direct link between said partition and a destination location for said packet.

4. The method as set forth in claim 1 wherein said packet is representative of a hardware
component.
5. The method as set forth in claim 4, wherein said packet is representative of a malfunctioning

hardware component.

6. The method as set forth in claim 4, wherein said hardware component does not exist within

the architecture.

7. The method as set forth in claim 1, wherein said packet is software generated.

8. The method as set forth in claim 1, wherein the monitoring step includes generation of an

error report.

9. The method of claim 1, wherein retrieving further comprises: retrieving by the management

process a response to said sending step from the at least one other cell partition.

10. A data communication architecture comprising:

a management computer capable of configuring a single cell partition of the communications
architecture to send a test packet directly to at least one other partition of said network;

wherein the management computer is further capable of retrieving a response to the test

packet from the other partition.

10



6. The method as set forth in claim 4, wherein said hardware component does not exist within the
architecture. 7. The method as set forth in claim 1, wherein said packet is software generated. 8. The
method as set forth in claim 1, wherein the monitoring step includes generation of an error report. 9.
The method of claim 1, wherein retrieving further comprises: retrieving by the management process a
responselto saidsendingcsiepaesntie ai [east cnaieiker Gall RaititetuiteAcolafi Ko BUfRICRIoN
architectté{oer iﬁor{pggsin % management computer capable of configuring a single cell partition of the
communications areAitecture to send a test packet directly to at least one other partition of said
network; wherein the management computer is further capable of retrieving a response to the test
packet frgm the QtyekRAYIORN Q %tlb%ﬁhi&@ﬁ%rﬁﬁ&&%r@é%gﬁi&ﬁjm 10 wherein said partition
further comprises a buffer for storing a test packet. 12. A system for testing a data communication
architecture corfSHORE M hiaRAYEment computer; a scalable computer network communicatively
connected to the steaidg ermpntec optyvorte coamaligi Gitiglly cetinpetetitiothevitiragmd metmpritecamnfigured to
send a test packel;yig.a.difentaBR MHNIFRUANSEANK KO BhiRARLPRS QI Gelt ghsrid gty afecthe

single cell partition configured to receive the test packet from the management computer. 13. A
system a<EBNAIRITIAING 8t RitheiecRThAYIY sABLARAN s TP 1846 Fel PRAIIBCONHINEL Stem as
set forth iaceladnthd Bsvyphaekeinsaithpmakejosaep@santative of bad hardware. 11

13. A system as set forth in claim 12, further comprising a buffer to store said test packet.

14. A system as set forth in claim 12, wherein said packet is representative of bad hardware.
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