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TRANSPARENT SYSTEM | NTERRUPTS WTH  EXTENDED  MOMORY ADDRESSHNG -
BACKGROUND OF THE INVENTION 5 1.: Field of the Invention; The present

i nvention reI ates to the field of.m croprocessr. architecture. In
particular, the pr esemhusmmtsie‘tm mmmmmVi di ng
transpar%‘nt systeminterrupts w ADDRESPE 2 t-ended—reas :

addr essing. 2. Rel ated Appl i BACKGEG 3 [K VE
Pat ent Application, -Seri al Nunber 15 07/ 594 278 f| I ed on Oct ober. 9, 1990
and assigned to the assignee of the present application, Intel Corporation,
and entitled Transparent Systeminterrupt 3. ~Background 20 .-

In the related co-pending U S. Patent Application, a nethod and appar at us
for providing gragsparpaid oty i Mvahtn: Upt s - was di scl osed, which has
particular application to m croprocessor architecture. The met hod and
apparatus disclosed in the reI ated co- pend| ng U. S. Patent Application-

sol ves the probleminherent L ar GhO

t hose that have a protect ed 'ﬁfﬂg “ﬁ@" %gggpolﬁgﬁ%dg@@ptr%éﬁl on, -
the inability of Quanifbfife. i SaHid&! ufarpr@édrmmhnmulmmamtémwefm
(CEM to provide transparent systeminterrupts. Transparent system
Interrupts are sygrevidingtranspareetrsysiemsintemaplswijh intagreted extended mpranty
overwitten by any er?tl ng systemor application, thereby 30 allow ng a
sys'tem I nt egr 3or a&@? Rhe mcr opr otessor to provide system | evel

i ntierrupts that witl operate reliably in any operating environment. Under
t he preferred enbodi ment di scl osed |n the rel ated co-pending U S. Patent
Appl i catd-on, a t r s papRibtedds da . i s Invoked: by..the assertion of
an - electrical signal at an ex erna pin of the central processi ng unit
(CPU) chip of a mcroprocessor-based chip- set. - Upon assertion of the
electrical signal at thQe exieneaion i rolaidd 16 . Patent Application, Seriat Number

15 07/594,278, filed on October 9, 1990, and assigned to the assignee of the

present application, Intel Corporation; and entitied Transparent Systom Interrupt,

20 . “Inthe related co-pending U.S. Patent Application, a methdd-"éhd -
apparatus for providing transparent systeni interrupts was disclosed, which has _
particular application o microprocessor architecture. - The method _and .aliparatus
disclosed in the related co-pending U.S. Patent Application solves the problem
inherent in prior art microprocessors, particularly those that have a protected

25 mode as well as a real mode of operation, of the inabllity of a system Ihtegr‘ator or

- original eﬁuipment manufacturer (OEM) to provide transparent system interrupts.

Transparent system interrupts are system-lovel interrupts that may
not be relocated or overwritten by any operating system ot application, thereby
30 allowing a system integrator using the microprocessor to provide system-level
interrupts that will operate reliably in any operating environment. Under the
preferred embodiment disclosed in the related co-pending U.S. Patent

Application, a transparent system_ interrupt Is invoked by the assertion of an
‘ : .



-5 chip, the CPU.maps a nornal |y unnmapped dedi cated random access nmenory
(RAM area where the transparent systemlInterrupt service routine is stored
as a pre-determ ned area of the main nenory space, saves the current CPU
state into the dedicated RAM space, and begi ns execution of the transparent
syst em ielectiicabigignal &t anexteroaltpimet th@lcentral pragessiag unity(CP)chiptafrar upt . nalit | ne
typi cal H/i 10 conpr,i sean Lnstructions that are unique to a particular..
applica 6rr?pfﬂ°°f’ .-t.{arsg 1D 89k systeminterrupts to the systemin which the
CPU chip I's installed. Recovery fromthe transparent systeminterrupt is
acconpl i shed upon the execution of a "Resune" instruction causing the CPU
to be restored tgq %mgsgmoaw daPdigndif hecdhitsinafipin'df te £PUL e

t ransparent syst eml nterrupt An 1 mportant application of the transparent
syst sm ichipethelRU insapsca ponwally vamapped-daedicaled tanclon) acdess aemarjie pr ocessor

on- use (BAYD aRewhars 163 HRTeRATNSHOAM MEEURABRIES FRIUE G BIOEHR 3 Bower - up.
routi neprJ—Bbt%{rBng&ra}éH‘?f'tﬁe n mmoy 20b, savis Md burrdht TP SGId Mty Wt h
ed conpu p

battery-opera ers ere r conservation I's a primary concern.
Thus, f ene dediogted RAM space) mpdibegine @zecution of thel inarespargritesgisteln | e wor ki ng with
an application program the S@tem may be powered down to conserve battery
life. Wiaruplsesyies muipe, Jhatapspasent systepuintaraipt fouting typicallyst ored to the
sa oi i ' [ ?ag}] : _ 5. had been running
th?gt?ghc?ghptﬁﬁeeé{ﬁ%@@b%ﬁ% ag%?‘ﬁ@ﬁ% : ?ﬁrriecbhrhga'c?%gégt%ﬁh%need_not t ake any

action tmngparenpéystont imtercupttothe spstemnivhichthe CPU chip hinstalled.r upt i on,__nor
rel oad the application programwhen returning to use the conputer.
Exper i erReconerydrommthartranspatant sysiem intersipt isarcomplishedupen the hat it 30 1s
desi r abl . he a a : | ' e and have
acoess 1eRORS I Hfesbihel Hrlahn AR POy BofiBuoli b aciRe]

| nt er r upgamd btatetthatakibtaxbpricras tptrangpdront systeointerrypt.adi t i onal prior at
m crio%r ocessors typically require sone formof extended nenory addressing
to airess the entire 2 . o .

o - An important application of the transparent system interrupt is to
power management functions, __uy_l_werepy the processor and/or '6ther system
devices may be effectively shut down during periods of non-use and then re-
started without the need to go through a power-up routine. This fgnction is

20 paricularly useful in 'connection with battery-operated computers where power
- conservation Is & primary concem. Thus, for example, if a cbmputer operator is *
lnte_rmpted while working with;an application program, the system may' be

C

- powered down to conserve b,at;éry life. When the operator returns o use the
Syslem. itis restored to thel:_samé point in the application program as if the system
25 had been running throughout the intervening petiod of ime. The operator need
‘not take-any action to save application program results prior to the interruption,
nor reload the application program when returning to use the computer.

)

~ Experience have shown, particularly for power management, that it
30 is desirable to be able to-address the entire physical address space and have
-access to all system resourcas when servicing a transparent system interrupt.
Due to address accessing limitations, traditional prior art microptocessors

iypieally. require some form of extended memory addressing to address the entire
2 .
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pHysi cal address space in real node of execution. For the method and
appar at us disclosed in the related co-pending U S. Patent Application, a
prior art extended menmory (EMS) mapper is used for accessing high nenory.
Typicatly, the prior art EMS+rapper conprises a EMS:control register and
muktixgl e sets of 5 EMS page registers. Each set -of EMS page registers

conprises mult ipnygeapéwré@gsp%bemmﬂ%ﬁwem% ¢oi i themdd'dng EMS
address using the n lowest address bits of the system.address and a page

register In on@pparatuedtsmsmgethadgiakadew-pmcﬁng uis FEamuakpphcaﬂonr agiriot art
controls which ENMS set used. The next.m hi er address
bi ts of the sy&x@ﬂd;ag" 3@@)@?&0' pgad 1 9@309935'59:"!@ el page

i st t ,
[earster set. | ndlahdt af B abicdieeh BENS b Ny @gﬁig@%gééﬁfef
Super Set  Pr §gr £&MS ipage Refistors) cEadtbss of Emmﬁomgﬁtduqcbmpﬁes@umplbqiagen as
publ i cati on nunber 240815&& es 4-32 to 4-3 Usi ng t he

prior art -EMS 8! t $hey aﬁPWW%ﬁ‘hﬁghﬁ addrgss uging the n lowe -
di sadvant ages: Se@i%ésa S5 Pkysirh Qe ahd A TRAR koK RIS BV Bl 1 © @

serviced In a one na ner Tore har war e;
c) it limts thegisterisats. | THeyEMS doh&omglstni canublamha:haEMS page rogister detﬁg
transparent systeminterrupts disclosed in the related co-pendi ng

Pat ent Appl i catusgd- tIhediextm highar addass bits ot Waﬂaem@s@t@temnes ‘SUWARY OF
THE T INVENTI,@N m?tagserggls J?%fgféﬁ§ RFE'Qreﬁ%ibPﬁll Mo, [FIF fur?rrﬁ?ﬁsgﬂghm BMfgOn Lo

pI’OVI de an | ranspare emln errup t
ext egded nmenor \priod GHEEMSYBappt Csae] fotdexahipld, ms'pnase plblicatiore Bhitd mﬁwr& is

provi ded an inproved m croprocessor systemas set forth in claim1l a{)pended
her et o. Mmmssn&mﬁﬂ.ﬂmnmmﬂs.ﬁgmmal published by in

Corporation as publication number 240815, pages 4-32 10 4-39.

i5 Using the prior art EMS mapper to access high memory has at least

three disadvantages: )
a) it does not allow the transparent system lnterrupts to be serviced
_ln a stand alone manner;
_ b} it requires more hatdware. and .

20 ¢} it limits the portability of the method and apparalus for providing

transparent system interrupts disclosed in the related co-pending U.S. Patent
M~ Application to bt_her microprocessor-based chip sets.



Al so according to the present invention there is provided a nethod for
interrupting a CPU in a mcroprocessor systemand providing integrated
ext ended nmenory addressing to an interrupt processing programin a nmanner
transparent to the operating systemand at | east one application progran1of
said nicroprocessor system as set forth in claim10 appended hereto. iy
the preferred enbodiment, a transparent systeminterrupt is invoked by
t he assertion of an electrlcal S|gnal at an external pin of the central
processing unit . (CPU) e : & PRrPResaR! - based chip set. Upon
assertion of the electf T ne pin of the CPU chip,
the CPU maps- a nornally unnapped dedlcated randomaccess -nenory (RAM area

where the tranggargny %%méféeraﬁpt O&ejrée@e éPUt the | prdsurd as a
pre-det erm ned area, -of e main

ni %§ acg saves th current CPU state
into thBVERELERt e0 FREPViEgCeaD yed | ErapsRRnP G g FYRE gl inits,
and beﬂnﬁéreﬁgtuthm afn tidterd teh st end ed ymemorynaddrests ixgy vi ce rout i ne.
‘The menory addressi‘ng limts are extended by nodifying thé limt paraneter
of each descriptor of the mcroprocessor systemto equal the highest

physi cal addr eAscording nitor ohecepresentst dmventinn t itherey, is4-

execut h t.r t I | | started
e REBs e Bl RV ER nEUEbBTOCYB My SN 46 UK BB LR 8 o
t he n1énopi§éms§oﬁpnﬁﬂd§ﬂ hexetPresult, the transparent system i nt errupt

o

o/

Also according to the present invention there is
prov1ded a method for interrupting a CPU in a
microprocessor system and prov1ding integrated extended
memory addressing to an interrupt processing program in
a manner transparent to the operating system and at
least one application program of said microprocessor
sjstem, as set forth in claim 10 appended hereto.

'In the preferred embodiment, a transparent
system interrupt is invoked by the ‘assertion of an
electrical signal at an external pin of the central
processing unit (CPU) chip of a .microprocessor-based
chip set. Upon assertion of the electrical signal at
the external pin of the CPU chip, the CPU maps a -’
normally unmapped dedicated random access memory (RAM)
area where the transparent system' interrupt service
routine is stored as a pre—determined area of the main
memory space, saves the current CPU state into the
dedicated RAM space, extends the memory addressiig
limits, and begins execution of the transparent sxstem
interrupt service routine. '

The memory addressing limits are extended by
modifying the 1imit'parameter of each descriptor of the
microprocessor system to equal the highest physical
address—of the microprocessor systen. Additionally,

-4 -



routi ne may address the entire physical nenory space, and have access to
al |- systemresources. The transparent systeminterrupt service routine
typically conprises instructions that are unique to a particul ar
appligcation of the transparent systeminterrupts to the systemin which
t he C?U chip is install ed. . Recovery from the transparent system
interrupt is acconplished upon execution of a "Resunme" instruction causing
the CPU to be restored to. exactly the sane state that existed prior to the

L1 anspar ent oSySLETULLEET Ul craHdihl OFSCRYRUAN SheLEm DALY The

obj ects features and advan prese I'nvention w

appar ent froautikaef dis atantedtwithdthes prepdiedelol imit plfar -6gt to

embodi ment  gfuh e thie By %%i?sieair.aaa&%stso.dﬁﬁetnt i 86 pBodisdY
Figure-1 is a functional™ bl ock

C | agram of an~-exerTBgars§s$ cr ogrgcessort -

syst em embo8¥EkEMhe BPederkesibEnt tHe GFARSDRFERS, kA BERG R

i |lustrati ngoginey mifr a@dressnstieé i entdfret phydieal | vamembirys spageaodes

O e R Halae RS oE o Eh bR, SR, ansparent spelom

interrupt with Integrated extended nenory addressing of the present

invention. [err]: E%TQ%%%PE&QNem interrupt service routine
typically comprises instructions that are unique to a
particular application of the transparent system

L interrupts to the system in which the CPU chip is

installed. Recovery from the transparent system.
interrupt is accomplished upon execution of a "Resume"
instruction causing the CPU to be restored to. exactly
the same state that existed prior to the transparent
system interrupt.



System Overview 5 Referring now to Figure 1, a block diagram
- i1llustrating an exenplary m croprocessor system enbodyi ng-the present
invention Is shown. The exenplary m croprocessor systemis briefly

descri bed bel ow, however, it-is to be understood that the present invention
Is not linmted to tHEEBIGLRANSAMBEILIONG AL UIBSROMANMEIARN, and nmay be ~f-
incorporated in virtually any processor 10 desi gn. The exenpl ary
m-croprocessor system 10 conprises three mai n conponents, designated as-
GENCPU, CENI O and GENVGA. GENCPU is an expanded central processing unit;
GENIO is a single chip inpu/output unit; and 15 GENVGA is a single chip

gr aphi cs: i nt er f aceTherpbjecis; iogtuses gnshagvantagesaf the preseni invendiooiwillt her and

UL S RS RTRIAind S BRTEU e b SESERLEET €
control | ke Ifbenflor Ath Fefdfbnces 1 theldrawing® in Whithbus control logic 18 and line

buffers 20. CPU 12 is essentially a [err] CPU manufactured by Intel _
Corporation, the corporate assignee of this Inventi-on. Throughout this

description, cert termnol ogy rejating to the [err], CPU, such as o
regi ster names, s%@”ﬂﬁﬁw&fw@‘%&%ﬂfﬂw gn¢ 6%’%’@1 bed the present.
i nventi Orlniéﬁbﬁiracés%msm&lﬁ%ﬂoayﬂ’l?% pfasent IRVertionCt i tioners 25 in the field

of m croprocessor design and wIT therefore not be explained at |ength;
only #he termi nology with direct relevance will be briefly described .
herein. In particular, CPU 12 .c rises a pluralit -base architecture
regi sters (not shpkjﬁ"‘."%@ %‘%ﬂ&@gﬁ)@"b‘ﬁ"ﬁ‘m@e 'B%@%Wé?‘f‘{ﬁ?ﬁs:@?ﬁ?%"%gi st er s~
are task gy %ns&tvfa'édﬂwn%ﬁﬁo&;tam bigihpidry riibprocisbor ystamviof ONt ext  uRah
a task swtch operation. These base architeCture registers conprise a
pl ural it yFiglurerbgranmer visible general purpose registers, a plurality of
programer visible nmenory segnment registers and a pluraliy of correspondi ng
programer ‘invisible nenory . segnent descriptor registers. The contents
of L programer \Agurd! P FiiEYo Rlaghdif ot iR Midro&ie by tghe currently
addrg‘gable rrErmry'v:g g'?fe‘sra\tss. T e'ﬁ?m ' T

transparent system interrupt with integrated extended memory addressing of the

present invention.



contents of the menory segment descriptor registers describes the
correspondi ng currently addressable nenory segments identified. Each nenory
segnent 5 descriptor register conprises a nenory segnent limt and a

menory segment base address fer the correspondi ng currently addressabl e
menory segment | dentified. CPU 1255ﬂ§ﬂuabdgﬁﬁgﬁﬂﬂaﬂﬂ-urarity of system
| evel registers (not 10 shown). The contents of the system|level registers -
control operation of the segnentation and-pagi ng nmechani sm and ot her
on-chip assets. The system | evel regigysém Qoéfplowse a plurality of system
segment registers and a plurality of corresponding system segnent
descriptor registers. The-contents .of the system segnent regiSters identify

various systemtables. T Q S =X ' em segment.
descri pt or .-rsggi sters desB?fagré'{& ﬁ@@%ﬁ%ﬁgﬁsﬁ'ﬁgﬂ’%ﬁﬁ%@gmﬂé@%{ﬂ ?ﬁed-. Each
system segnent glaskplantrficropfibiessd sySRiiPembedyifg thespresarmasventibn lis shdwnd a
system segnent base a gr ess for the corres oggelﬂr;?dﬁsygg em t|ab| e Iden:)“ I ed.
20— Thel éxemplany Microprmeessor systam jssbe setbachbrlowhbaweveroit-is
executing a pl u‘rgrall)i ty of i nﬁ’é&mﬁ‘? ions. .The.l nét rqﬁt kongqﬁlg%er a’ﬁe nel) ei t her
zero, one, two 9rbd ypdarsigpdfhat the pragery invention (& nak inited PRTHCY #fe

st tion, | . i d f
instruction ng&r&ﬁ:@ﬁﬁh q Sigh,"arfd B DeYntstHelatddlin Vidtbany Zadyasrobddsopdes o

operations, a.r no a protected node. The primary differences .
bet ween t het® eadlesignle and the 25 protected node is how a | ogi cal address
Is translated Into a linear address, the size of the address space, and
pagi ng capability. Menory addressing will be discussed in further detail

| at e, CPU 12 al so COﬁerr‘f.S%ﬁg@giaﬁsnﬁd?G&oé&&wky&aﬁ 10°COMPrises tite® maidl i ty

30 of hardware interrupts. ware I nterrupts occur as the result of an
external event eomipanants,dasighitedsiGENCPUPGENIQ andGENVIBAe GENCPU is an

non- maskabl e.” Interrupts are servjced aft xecut i.on, of, t urrent

I nstruction. Af@spanded qeﬁt’%ﬁ'rﬁ’ﬂ?ﬁss@"@r‘{ﬂ“céﬁgﬁ Asingle P‘“Hi'@ﬂ@&“&ﬂ“} H"@'e?'\‘ﬁ ci ng

the Interrupg, N ﬁr& T‘f}gﬁ'ﬁ | t .| Hi6d cOMmpbRanigli ately after

t he interrug%ed I NSt rﬁggt]?%i;\rﬁ S gﬁ@%ﬁ@é??ﬁ%tgﬁgge P -
communicate with each other and with other system cqmponents {such as

expahsion slots, kéyboard controller, disk controliers) via ISA bus 42,

GENCPiJ includes a CPU 12, a memory controller 14, a cache
20  controller 16, ISA bus control logic 18 and line buffers 20. CPU 12 is essentially
a "i386™SX" CPU manufactured by intel Corporation, the corporate assignee of
this invention. Throughout this description, certain terminology relating to the
"iéSS'"SX" CPU, such as register names, signal nomenclature, Is employed to
deéé_ribed_ the present invention. Such terminology Is understood by practitioners
_ 25 in the field of micrdprocessor design and will therefore not be explained at length;
- only the terminology with direct relevance wil be briefly described hereln.

In particular, CPU 12 comprises a plurality of base architecture
registers (not shoﬁm). The contents of these base architecture registers are task
30 specific and are au;omatically loaded with a new, context upon a task switch
| operation. These basé architecture registers comprise a plurality of programmer
visible general purpose registers, a plurality of programmer visible memory
s—egment__ registers and a plurality of corresponding programmer invisible memory

7



typically used to respond to asynchronous external -hardware events.
Unmaskabl e interrupts are typically used to service very high priority
. events. 5 For further description of CPU 12, see [err]

M croprocessor publ i shed by Intel -Corporation as publlcatlon nunmber

240187, and oot bbbt g GRftlof e Sgrathel Visbiihnd ! O 34

progr ammblsegmhﬂreglstﬁrs iduntifycthé eurser(thddtre3Bable Aimorg sagmpntsgrEabl e t | mer's
(PI'T) 30a, 30b.. and dual direct nenory .access controllers (DVA) 32a, 32b.
GENVCA | nclceﬂ@whg msﬁfm'!§9€@Rf“r'!ﬁsPBP‘°B@9MQ'§é’@%ﬁ?r@e esHesrAnding 38 and

ot or nal -t SarRaly fuceelanh Aémot) Sfbnfbbnd Behutod Enchmemony zparfit. oy

46. vi dgo RieebriptorBgistuil omprissl & frieney Seynidnt IMitland eememonesdgme !l  VGA
nonitor. The system nenory 44, the cache nmenory 46 and. video nenory 48 are

accessed bybasa@ddessfgr teicormespandingcurisatin addressable manorgisegments and vi deo .
menory controller. 38 respectively. The video 20 nenory 48 may al so be
accessed t HIQH 'ﬁdt he 1 SA bus 42, and the two'Int e_rfapes 40, 50. For further
description relating to.the [err] M croprocessor, see [err] M croprocessor
Har dwar e Reference Manual, published by Intel 25 -Corporation as |,

publ i cati on nunber 2eBU3ER alaodomphsgsajplp(ab!ylQfavstenslevem:usters\ﬁmtess

| 30 2 d
{1 Tust (R | oMo TYe Soplpris ST ine pistelt SRt segberh B0fl DperayBn i< ng modes

of the exengygmg ehtéﬁoﬁrﬁﬂrﬁbﬁﬁﬁsﬂécﬁhﬁr@mﬁth& GhHcRipladsats? NP sysIGIR 1R P! AT ¥

M croprocessor conprises a urality of effective addressing nodes to
~facilitate repislars eummse e;pturdtty ohsystenpsegnmtﬂeglalprssaMIaQﬂUraHyoff f erent

progranmm ng | an An effect] dress. i s I cu base val ue
5 95 a1 s plcRrERERRG Ao peugen desodbint Boriers. e Sonfhalsplhe Rt val ues
58, 60, wit h The- base, -
di spl acenen {bd?& ndg’téxd?étb'% ié@y e{?@igug.ezst% tﬁﬁleé ¥hé Bbﬁ%nfsao?‘tﬁe |
15  corresponding system segment descriptor registers descnbe the various system
tables identified. Each system segment descriptor register oomprises a system
segment limitand a system segment base address for the oorrespond‘ng system

‘table identified. )

20 Additionally, CPU 12 comprises logics (not shown) for exscuting a
plurality of instructions. The Instructions operate on either zero, one, two or three -
operands An operand either resides in the instruction, in a teglster orina \J
" memory location. ‘CPU 12 has two modes of operations, & real mode and a
protected mode. The primary ditferences between the reel mode and the
25  protected mode is how a logical address i transiated into a finear address, the
size of the address space, and paging capabiiity. ﬁemory addressing will be
discussed in further detail later..

CPU 12 also comprises logics (not shown) for executing a plurafity
30  of hardware interrupts. Hardware interrupls occur as the tesult of an external
event and are classified into two types: maskable and nonfmashble. Interrupts
are serviced aftér execution of the current lnstruction. After 'the Interrupt service
routine Is finished with sefv'leing the tnterrupt. execution pi?oceeds with the

§



5 ‘contained in the general purpose and Instruction registers. The

ef fecti ve address and a segnent sel ector contained in one the segnent
registers 64 are provided to the segnentation unit 66 to derive the
correspondi ng | n fted
and 10w and add'ggﬁtaté)wt?’h]iFeH eff. MHE \f}ngJ }rﬁgggp teghﬁsdﬁénﬂgﬁeqéﬁée@?hg%ﬁ?eswé
Concurrently, ttypioaIIYBsod tmm;ddndztusawrﬂhmnsagmmal|hardwareravantsed In the
correspondi ng s riptor e are I‘OVI ded. t'o” a conpar at or
74 for address E‘%ﬂ@i’ﬁ "%Hs @g‘l‘%ﬁ@h ?é’&'yi &g'ﬂlﬂ’é‘%yf%vcﬂ“ﬁre

addr ess exceeds the segnent limt. The phy5| cal address is the sane as the
| i near address. The nmexinum segnent size.15 is 64Kbytes: and the nmaxi num-
addr essabl e §i near (physiFoniyrthad descriptiom ot CPUS1Z, sub\3gen Rtolrocdssgr,node,
a |l ogical base address is added to the effective address to der+ve the

li near addr ess. Pyhiished dvdate! Gamoration, asspublication sumbr 240187 nand; Eﬁjﬂﬁﬁ
descriptor regi ﬁhg%ﬁﬁrgespondl ng to segnent register 64 containing the _
segnent sel ectof. I'near address is either truncated or provided to the
20 paging unit 68 to derlve the correspondi ng physical address. The

maxi mum physi cal address )ace 1 s 16Mytes. Wth gagl ng, the maxi mum |inear

address space is 4Gbyt es GENI inpludes pasaliehnosisi (RIO) 24qeual sedalposts; (§1@)24a,

IVt es- For b S Ee bk U T8 b oot aE G o T

nunber 240187, a2gd, 284, uarp Hrﬁa’ﬁlé ﬁﬁ'érs (P17 30%2 308 and/dst Birb&MemBRt Wi T h

I nt egrat ed Extended I\/termry Addr essi ng 30 he present Invention |Is
| npl 8gent ed by meaess cantroliersdDMA)B2ac 38b« ﬁEmVeAdoclum VGAagraphics rcoatroller

T % OPr 0°ES90, 9 iy Rl A5 AR B B T

interrupt [err] for superseding the entire m croprocessor system S
protection mechanism -including the nenory addressing limts of the
m croprocesd& system TMddﬂRtnally extemal fo the three main components are system

memory 44, cache memory 46, video memory 48, and an interface (PAUDAC)
50 fora oonventional VGA monitor. The system memory 44, the cache memory
_ 46 and video memory 48 are accessed by the memory controller 14, cache
| memory controller 16 and video memory controller 38 respectively The video
20 memory 48 may also be accessed through the ISA bus 42, -and the two interfaces
40 50.

'For further description relating to the "i386™S8X Microprocessor.

seo 1386™SX Microprocessor Hardware Reference Manual, published by Intel
25 COrporation as publication number 240332, and relaled publications

S | Memory Address Translation

30 Refetring hotv to Figure 2, a Ibloc.k dtagram Hiustrating memory
address translation tor the effective addresélnd modes of thé exemptar}
microprocassor system of Figure 1 is shown. The exemplary microprocessor
comprises a plurality of effective addressing modes to faciitate efficient '

q
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interrupt I's non-maskabl e and has a higher piority than all other
Interrupts, 5 including other non-naskable interrupt. The SSI Interrupt is
serviced by a SSI Interrupt service routine. 2. A speci al system
transparent nenory area-referred to as System Management RAM or SMRAM-f.or

storing ékseutiéh of pfogfdm@ﬁnmems@wdnﬁrmemeﬁﬁnimgsﬁ@e 6. Ahe CPU at ~¥he

time it was Interrupted. 10 A new instruction, called

RESUME, e%ectwetasﬂdmﬁgs calsuiated fmm s hase ya'ue;ﬁﬁ arffispiacereons value §0u8f before It

ene " TGPy i e 3o R v 4 SRR Mol 400 oot ccon

| nvent i 0gadiSofihairoe/tadth. THE Base)Risplabem@npndeR ind BealavaRikiape Of an-
el ectrical signal at. an external pin of the CPU chip. Upon detection of the

el ect®i cevntaingddn the genasalpurposeanddinstrustion wegistets.chi p (SSI event), the. CPU
Taps the SVMRAM as a pre-deterni ned area of main nmenory space, block 102.
The SMRAM |'s normal |y not mapped as part of the main menory. 20 space,
thereby making it ¥ ﬂwre%pﬁ &dfledLand ' sORREMA doMHSIntihed M dritdthe
applications. Additionally, the CPU saves the CPU state Into the SVRAM
space, - bbewheﬂﬂégrs&mﬁéimpmhﬂemmmeameeﬁﬂonwﬁ 66dbderveh®, extends the

dd I jits | 107 tiali CR
Cont o1 PaFaRsRi IepE aociess: In 1Relomade: 1 esite SRlester i atesy 8od e o
Servigge GAdldBed :&{&C&febﬁ&b aditess890ine! iHeRF bittbs® CCBh&faryLthee typi cal |y

conprises Instructions that are unique.to a particular application of the
- SSI | nt eeffagtivet addréss at;dsa eegrmentliniiicdontainedinihe coesponding segmamt Recover.y

Cvent 1 n4SPIRIBIGORIIr2 die DFHBIGC th A SameP R 7RG i RPic: cct | on- o
the ext ewﬁéx@ﬁaﬁ %séd@@ga?ﬂi@éﬁcﬁ% %eé? H(c%baf fheSs&ink t fg‘i(tt hgSVRAM

-

area, blo e nenory addressing Iimts, svmtches
out the Phipdibhlarderessisithesammsas ﬂ\eeiaeqrauddresfs {The maimunesegmenteiaee bl ock
114, and continues .execution of .1he | e st.em or

15 is 64Kbytes, and the maximum ac ressa a:p fpgysleéi) agé gsp&’ce

1Mbytes. In protected mode, a loglcal'base address Is added to the effective
address 10 derive the linear address. The logloal base address Is contalned in
. the segment descri'ptof register cerrespeﬁding to segment register 64 containing
the segmeﬁt selector. The linear address is'eﬁﬁ"er truncated or provided to the
20 paging unit 68 to derive the corresponding physleal address “The maxlmum
_physical address space is 16Mbytes. With paging, the maximum finear address _
space is 4Gbyles, and the maximum logical address space ls 64 Tbytes. - \J

~ For further description relating to effective address translation, see
25 |386™SX Microprocessor, published by Intel Corporation as publieation"number
240187, and related publications.

30

The present lnvenllon is implemented by means of three

enhancements fo a eonventlonal prior ant mlcroprocessor atchiteciure. 1or
example, the assignee's "386™ architecture, as follows: o

10



application program block 116. These enhancenents, except extending and
restoring the menory 5 addressing limts, including a specific application
of the SSI interrupt, the power nmanagenent interrupt (PM), are described
in detail In the related co-pending - U S. Patent Application, which is
herebif ul |y i ncor por at ed by rAnewdnesuptealiodtheSystamBupsiisar interruph(SSie

ety . B bupilbedflo 1P oBloeblf S BBEF bl it e
ni cropr ocessor smememg thé higntdry bddressihg «mﬂ@&ﬂmlrﬁewprﬁc@r;mrsggﬁﬁﬁ OThe$SI
Figure 1. The nenory addressing limts are restored, block

nodi fyi ng t he hi BtesBIpt hgen- 6‘&5"%3@@@3%?6\'@19' pnommethanaghethar mimt or

CPO 151 oi i ¥ al ProbAiPaiath R TG Rol R KB5S offtled It Bivine pra 9601 ct

physi cal addressi,ﬂg"ﬁd‘%emﬁmﬂﬁ@essor system Thus, the SSI interrupt
service routine nay address the entire physical nenory and have access to

all systemresources of t@ ni Aspeciaksystem transparant nEdnory area referred to\llsi | e

t he nethod of th re i nven h d scrl its
presently pref erS!% F‘(Sﬁﬁ? QMWW é&%ﬁ?ﬂé ‘5?%3' P’g G'ﬁss?é"'?%wif'ﬂe
met hod of the pr gidte dserite Pl at theluhd Kialhudrfughée pr esently prefer red
form descri bed. The mnetho the present invention may be practiced with
modi fi cati onf@nd alterati @ w Amew ihbh!uction.realledrRESMMEeiooietumtngmmended
clainms. 25 The specifications and draw ngs are, accordi ng y,. to be
regarded I n an i MNGIPrOsessPE sysiemde the statejustbeiore fiwasintemypied by anbRl \s -

1.\ An inproy rggr (rjgcroprocessor system conprising a central processing
uni t (CPU) coupl e | east one nmenory unit for executing an operating
system and at | east one application programhaving a plurality of said

CPU s instructions, said CPU further having at |east two npdes of program
execut | on, a rea' n‘Dde an(ﬁqerﬂmm&te(flgu"a aﬂow Chan i“ustl'atll'lg ‘he micI’OOO GOf

15 the SSiinterrupt of the present invention is shown. A SSI interrupt is invoked by
the assertion of an electrical signal at an external pin of the CPU chip.- Upon
detection of the electrical signal at the external pin of the CPU chip (SSI event),

- the CPU maps the SMRAM as a pre-determined area of main memory space,
block 102. The SMRAM is normally not mapped as part of the main memory

20 space, thereby making it inaccessible to the operating system and the
applications. Additionally, the CPU saves the CPU state into the SMRAM spacs,
block 104, switchas the CPU Into real mode, block 108, extends the memory
addressing limits, block 107, re-initializes the CPU's program control registers,
block 108, and starts execution of the SSI interrupt service romlhe. block 110.

25 The SSlinterrupt service routine typically comprises instructions that are unique-
to a particular application of the S8t interrupt to the system in which the CPU chip
Is installed.

Ree&very from the SSl interrupt is aocomplisheq upon recognition of

30 an external event that invokes the "Resume” instruction (!3SM event). Upon
detoction of the external event, the CPU restores the CPU state stored In the
SMRAM area, block 112, restores the memory addressing fimits, block 113,
switches out the SMRAM area-and unmaps it as part of the main memory spéoé.

-



mode, at |east one node of menory address translation limted by at |east ~
one addressing limt, checking neans for enforcing said at |east one
addressing limt, at |east one interrupt for interrupting program
execution, and neans for masking and prioritizing said at |least one -,
interrupt by said operating systemand said at. |east one application
program .wherein the inprovenent to said m croprocessor system conprigses:

(a) s ablgck fadcang captinues exaution otthe daigirupied @pRNAG \SYBIBELON or storing an |

i nterrupt_; ' alamaad processor state data of said CPU;. (b)
mappi ng n%&ﬂ%gﬁ%?b%%f‘ﬁgggm?ﬁnmppl ng sai d dedi cated nenory area as part
of main nenory space of said m croprocessor system said dedicated nenory

area being normally not mapped as part of said main menory space thereby
keepi ng sai d. dedi cdhese pahanopmentsa exeapt exending and sesiefing Biednampnty system.

and at.le i i I . S, : \.sor Lpterrupt
o0, e iR SRR, AR A GREB Torkan oL STARB s Bombl e
means f-OfnanhP_érﬁéﬁHﬁfeWﬁt (PP, Caitb id@Beribiad in daiafl iR BRY Rldted cbpahdiigand sai d at
| east one application program through generation of a SSI; causing .
sai d dedi Uab.cRatestipplicationa whictbis harebychullylincorpenated-dy reterencea pre- det er mi ned
segnent of said main nenory space, storing .said processor state data of
said CPU into sai'd dedicated nenory area, switching said CPU into said real

13 * . C L The'themory addréssing limits are extended, block 107, by
10  modifying all the segment'limlls stored in the segment descriptor registers to the
highest physical address of the microprocessor system..FFFFFFFFh fOr the - =~
exemplary microproée_ssor of Figure 1. The memory addressfng limits are
~ restored, block 113, by modifying the -highést physical address stored in the
. segment descriptor registers back to their respective segment limits. Additionally.
15  the CPU is reinitialized, block 108, with a prefetch limit equaling the highest
physical address o_f the microprocessor system. Thus, the SSI interrupt service
'romine may address the entire physical memory and have access to all systom
resources of the mlcioprodesspr system. = |

20 . While the‘method of the present invention has'gee‘n described In
- terms of its presently preferred form, those skilled in the art will recognize thét thé : \J
- method of the present invention s not limited fo the presently preferred form
deécﬁ_bed._ The method of the present invention may be practiced with
modification and alteration within the spirit and scops of the appended claims. -
25 The specifications and drawings are, accordingly, to be regarded in an
" ilustrative rather than a restrictive sense. '

s



node of 'execution, overriding said at |east one addressing limt of
said at | east one nenbry address translation node, and starting

execution of said interrupt processing program said SS| '
by "sajd operating system and said at |east one apdlmﬂmm'"ﬁmﬂﬂ’r
and hawng a higher priority than other interrupts; (d) Saitd tintery up
processing program -for servicing said SSI; (e) Resune neans coupl ed
with said CPU, said menory unit- and said mappi ng neans. for restoring said
saved processor state data from said dedicated nenory area to sai-d: CPU,
restoring said at | east one addressing limt of said at |east one nenory
address~translati on node, causi ng sai cCHREM8at ed nmenory area to be switchet
out and unnmapped to said nain nenory space, and resum ng execution of said
operating systemand said at |east one application program thereby

al | owi ng saiH- CPU t 0ABe inprovedt &d GHAPLIRRSF AF e FYBLEIh JeaMPEASLAT a

addressi ng tQeRErRLO\PrEEbd £idd dniit {CHD) JUFRSE| €8 £F 00ed®Bt | Hne?d
nmanner t_rans‘Barhen_t tuo s€u (%'00 e_r}eétl n% system and sajd at | east one ot _
appl i cation PPBGFEMUBLL Torr exeaRLdPEy &P ARFTALRS, &M 0958t ort h
inclaiml, lhessti oneaapplitaticiipregrani having- boplaradidomefceasd
Y herof S Bt R e e ST SR £t Bel baying® A fLh PG ™
wher ei n sai dnodesr pfupiroguamprésesubionpodr RV model atdt @ provetbedd RAM
cont roll e mé&ébsgf fledbeatgih "REARY Gt eﬁteh’%rg?r%d&{:ﬁééi %k s PR gn RAM
' \/ © ]I.jr.rtgg.tgg b;? c;rtopire%csets Soor{e Sgdsdggqs.ging lim?.rt,' checking means
for enforcing said at least one addressing liinit, at
least one interrupt for interrupting program exécutidn,
and means for masking and prioritizing said at least one
interrupt by said operating system and said at least one
application program, wherein the improvement to said
microprocessor system comprises: - _

(a) 'said memory unit having a dedicated
memory aréa-_for storing an interrupt px_‘ocessing'progx}am
and processor state data of said CPU; B

(b) - mapping means for mapping and unmapping |
said dedicated memory area as part of main in_emory space
of said microprocessor system, said dedicated memory
area being normally not mapped as part of said main
memory space thereby keeping said dedicated memory area
~inaccessible to said operating system and at least one
application program; - _ _ _

(c) System Supervisor Interrupt . (SSI) means
coupled with said CPU, said memory unit, and said
napping ~means for interrupting execution of said
operating system and s_aid. at least one application
program through generation of a 8SI, causing said

dedicated memory area to be switched in and mapped to a
pre—-determined segment of said main memory space,
storing said processor state data of said CPU into said

—— dedicated memory area, switchiiig' said CPU into said real

13




in claiml, wherein said CPU conprises triggering nmeans [err] for
triggering said at | east one interrupt and said SSI, sard SSI' bei ng .
triggered upon receipt of an electrical sig [ ! i ng nmeans
conprising an interface for receiving sai drﬁ“ummumﬁmwm[ 5. _~dhe

- - t‘

| nproved m croprocessor systemas set forth in ¢datm#4, sherein said
interface is an external circuit pin. 6. The i nproved m croprocessor- .
systemas set-forth in claim4, wherein said m croprocessor systemfurther -
conprises event detection neans coupled to at least one system asset of

sai d Fo@OPrOfes eXecMSic) angvedirddingigesadd nadns Ieastet eaid ng a

- det ] d . i at i t.h ti f
o Soeing S ¥ SRE crata) e 1R GRS MRy SRkl @7 N0 T
.Tﬂe imﬁansmhtﬁmmopnm¢h5§or?n§s;amaﬁtkng fgxeﬁ;hiqneynféiiﬁﬁ&eig, _

si - | . - y U - aid main
evor MY bEEEEUIRC pGyLply (Baka BAP BELAY URRASRAA S0 Mo o
physi &% neably lomexnating ar SYSEEH t iafHbd £AL8 a3kt urkeded ofdfenory

SegNERiph1 155 T Oh dpLed Jalv,ST £A8 HRWEMY addhegher UEESrseyd tilard east one
node of ‘nmenory address translation are derived froma plurality of
effecﬂth?QHQQ#?IEEHFﬁéses and a plurality of menory segment selectors,

each of said efdpctiveainoriyticngss espbecagsiirgi vedtogram for
servicing said SSI; SR
' (e) Resume means coupled with said CPU, said
memdry unit and said mapping means for restoring said (o
saved processor state data from said dedicated memory
area to said CPU, restoring said-at:leést one addressing -
limit of said at least one memory address translation
mode, causing said dedicated memory area to be switched
out and unmapped to said main memory space, and resuming
execution of said éperating'system'and said at least one

application program; - _

' thereby allowing said CPU to be interrupted and
integrated extended'memory'addressing-to be provided to
said’ interrupt processing Iprogram in a - manner
transparent to said operating system and said at least

one application program.

2. _ The improvéd microprocessor system as set forth
in claim 1, wherein said memory unit comprises on-board
random access memory (RAM), and said dedicated memory
area is part of said on-board RAM. o

3.  The improved microprocessor system as set forth '
inrclaimll;?wherein said memory unit comprises off-board
RAM coupled to an on-board RAM controller, and said
dedicated memory area is part of said off-board RAM.

4. ‘The improved microprocessor system as set forth
in claim 17 wherein said CPU comprises triggering means -

¢



froma selected one of a base value, a displacenent value, and the sum of
said base and di spl acenent val ues, each of said nenory segnent- sel ectors
being used to select one of said menory segnents. said CPU conprises a

pl uraltity of menory segnment descriptor registers coupled to said checking
means\eor [err] storing a plurality of nenory segnment addressing limts
for- sai'd nenory segnents, said nenory-segnment addressing |lim-ts.being used
by said checking nmeans to |limt nmenory addressing, and said SSI neans being

al so coupled to said nenory segment. descriptor, registier overrides i d at
| east one a’g?ﬁ' eEgiﬁger]im ts%’f‘g at "dei"ﬁgsf’geoﬂ'é‘tr%ﬂ@‘p'%fa nﬁ?‘gga§§ ss
transt at i ons®YATSSY YbeUngs aird ggErEd® dupenomeceppenbfadty esteogriiicailt s t o

| orovad: m EFSHRbC ot bFEL R G EREe maiq) PR 4NY - o interEdfe o)
further conperseeceimping asaightebéctrgredesigm@l. storing a pre-fetch.

menory addressing limit; and said SSI means being coupled to said program

control register initializes said pre-fetch nenory addressing linmt to said
hi ghest phy8ical nefbey krprevedHhrisroPHoqassRr cRESELM R D58 ordder r upt

processi Nng PhOGEBAIMO. 4, whERRIN DM NEOPFHEESSDE Sufit egkgernal forth
inclaim?7, _wher sald SSI neans restores said nenory

I n
circulg pin.

6. The improved microprocessor system as set forth

s in claim 4, wherein said microprocessor system further
comprises event detection means coupled to at least one
system asset of said microprocessor system and  said
triggering means for detecting a pre-determined event
associated with said system asset and generating for
said interface said electrical signal wupon said
detection. '

B 7. The improved microprocessor system as set forth
in claim 1, wherein;- : _ _

physical memory locations of said memory units
being mapped to said main memory space are addressed by
ordered physical memory addresses, and said physical
memory locations are partitioned into a plurality of
memory segments._ ' o

said ordered physical nemory addresses under
said at least one mode of memory address translation
are derived from a plurality of effective memory
addresses and a plurality of memory segment selectors,
each of said effective memory addresses being derived
from a selected one of a base value, a displacement
value, and the sum of said base and displacement values,
each of said memory segment selectors being used to .
select one of said memory segments.

said_gPU comprises a plurality of memory segment
descriptor-rééisters'cdﬁﬁled'to said checking means for

.



segnent addressing limts by nodi fyi ng. sald hlghes
stored in said segnent descriptor registers a‘ﬂE lﬂ‘l“ﬁ' mgred
menory segnent addressing limts. 10. In a ntcr SSOR system
conprising a central processing unit (CPU). coupled to at |east one nmepoyy:
unit for executing an operating systemand at |east one application progtam
having a plurality of said CPU s instructions, said CPU further having at -
| east two nodes of program execution, a real nDde and a protected nDde at

| east one node of nenory address translatlo ted L M
S * pptaringsa E’A&rédé-r%s?%gmﬂ“ﬂ’w 8¢ 5ﬁ§s Be é‘rf‘l“&rtﬁ ng: sal d at
| east f¥e s%jf%%émagy:c ls@gh»enékttsl easid -mamryn;egmept addaressiiigig program
executlo and peans r . mas ng._.s t one

ot or it el REcRard: iy 2ol Hbp g ipag Bl Rl meity G,
progr addreseihgyd &nd interrupting said CPU and pr.ovi di ng i nt egr at ed

extended menor y, f4dEess HAALO ) dd£Y §IRLoRDDEAS LN GalkOMAB 2 manner
transparent to Sard operating %@ée em and east_one appl i cati"on program

sai d reagmrRRtofdpsCEipFohered proverFidessigihgat 48A8t QMR errupt
proce%ﬁid&@e@éfﬂéannﬁi% dg¢i caghed NEEBEY abge Omodd d oENMamdiyt, said

dedi cat ed rmm):ﬁé/ area bei ng ormall pgage art. of mai n_nmenory

space AFALLFY E‘?Bﬁ?-ﬁ&é??or §ys{“8#f¥ﬁe‘|geb)§ srt:g’ MERATht ed nenory

area igenaenti Kdarkesiaigd 19nartd itw ﬁystMghedtaphMMabmmum ans;
address of said memory unit. -

8. : The-improVed microprocessor system as set forth ™
in claim 7, wherein, .

said CPU further comprises a program control
register  for storlng a pre-fetch memory addressing
limit; and :

said SSI means. being coupled to said. program
control register initializes said pre-fetch memory
addressing limit to said highest physical memory address
before starting execution of said interrupt processing
program. |

9. - The improved _microprocessdr system as. set forth

in claim 7, wherein said SSI means restores _said' memory . o/
segment addressing limits by modifying said highest
physical address stored in said segment descriptor
registers to the previously stored memory. . segment
addressing limits. ~

10. In a microprocessor system comprising a central
processing unit - (CPU). coupled to at least one memory -
unit for executing an operating system and at least one
application program having a plurality of said CPU's
instructions, said CPU further having at least two modes
of program execution, a real mode and a protected mode, .
at least one mode of memory address translation limited

b



(b)" I nterrupting execution of said operating system and sardat—teast

one sapplicati on program upon recei pt of a pre-determ ned i |
i nterruption bei ng unnaskabl e by said operating system andmmﬂi"mﬁmwmm
one-appl.ication program and having a higher priority than ether o u s =«
i ntéerrwptions; (c) switching in and mappi ng said dedi cated nenory area
to a pre-determ ned segnent of said main nenory space; (d) storing
processor state data of said CPU into said dedicated nenory area; (e)

i tchi id CPU jnt i d regl de of tion: . (f i dj id
2t 1 cast onO¥adBFeskiHEti (GHY SROSRRPLIY | TABE foncoheRbipsadivens - 168 7
transl ati on enfibxcingy saidt ait i bgaséxeme i addressiagd limi ) r afit- Jeastssi ng

h : " ; _ : _ N L
fedi cat ed noms: LEFeEFPRR sriarySRLEG pREBERN Mrsclgion, o83 hodil o%
-by  said fommaskingpaodepsiorifiajnamsgig at leassrong daiterupti dden
at | east ongaddggsg] n%ﬂéfﬁ-{[&ixﬁ&l nsé'y‘it%h | efd OBRiEEYY addh8%S one

ey ar o AR GAEAORuPROGERBhy A JEEROANdCr Lt TEURRERY SRk B of
said oper abin® pySYEALAG Idtbgratalséxtondaqp! oy addges®ing to
an interrupt processing program in a manner transparent
to said operating system and at least one application.
program, said method comprising the steps of:
kz {(a) storing said interrupt processing
program in a dedicated memory area on said memory- unit,
said dedicated memory area being normally not mapped as
part of main memory space of said microprocessor system,
thereby keeping said dedicated memory area inaccessible -
to said operating system and application programs;

(b) - interrupting.execﬁtion of said operating
system and said at least one application program upon
receipt of a pre-determined input, said interruption
being unmaskable by said operating system and said at .
least one application program, and having a higher
priority than other interruptions;

. (¢) - switching in and mapping said dedicated
memory area to a pre-determined segment of said main
memory space; '

(4) storing processor.state data of said CPU
into said dedicated memory area; :

(e) switching said CPU into said real mode
of execution; _

(£) overriding said at least one addressing
limit of said at least one memory address translation
mode;

(9) starting execution of said interrupt.
processing program; o : : o , _

- (h) = restoring -~ said saved processor -—state .

n



11. The nmethod as set forth in claim 10, W'uni't B
conpri ses on-board random access nenory- (RAM5 and sai d dedi cated nenory -

area is part of said on-board RAM 12. The WM“ﬂnl“M\rth in claim
10, wherein said nmenory unit conprises off-boar‘m I an on-p‘oard

RAM control l er, and said dedicated nmenory area is part of shi d of f - boatd
RAM 13. The inproved m croprocessor systemas set -forth in claim10,
wherein said steps (b) through (g) are perforned in response to a SSI-
triggered by triggering neans of said CPU upon receipt of an electrical’
si gnaflatsaifdom i sl | dgddeakedc awanoxy ngrea ite c$2bde CRY, r8adfving said
—el ect L i | . . T bpdaas- ot f @utily i n h A wher ei-n

sai d T{-%tggjrafglgga?ls a#%ﬁ%r-na%?%ﬁ??dpi n.§§15. Bt Theﬁnﬁﬁlgﬁﬁgs set forth
_.in clBFAFessifge PNOYLAMId el ectrical signal being generated and provided to
said interfacqilyy everdsEsksnyi earaoveraidasht atat 1bagtt one system

ot ccPOroae1ng, LEBLECAE neatt FB ArationtrssBoRera] ATERSEH d system
asset trafislatiofhenodsi;nod as set forth in claim10, wherein, physical
menory | ocati ctai of s&ﬂ%ﬁﬁéy URkle be aﬁgd-”apﬁﬁﬁlab%g@‘ gairrghgﬁrrermry space

[
are addressed or dered cal nmenory addresses, ysi cal
nmenor §efidcatiednmemorypanea Hrem $aid BapnumeMOLY FPaRSDrdnGegnent s;
' " {k) resuming execution of said operating

system an said at least one application program.

11. ‘The method as set forth in claim 10, wherein
said memory unit comprises on~board random access memory
(RAM), and said deéedicated memory area is part of said
on-board RAM. '

12. The method as set forth in claim 10, wherein
said memory unit comprises off-board RAM coupled to an -
on-board RAM controller, and said ‘dedicated memory area
is part of said off-board RAM.

13. ° The improved microprfocess_or system as set forth .

in claim 10, wherein said steps (b) through (g) are
performed in response to a SSI triggered by triggering [
means of said CPU upon receipt of an electrical signal,

said triggering means comprising -an interface for
receiving said electrical signal. '

14.  The method as set forth in claim 13, wherein
said interface is an external circuit pin.

i5. The method as set forth in claim 13, wherein

said electrical signal being generated and provided to

said interface by event detection means coupled to at

least one system asset of said microprocessor system and .

said triggering means upon detection of a pre~determined -

1€



sai d ordered physi cal nmenory addresses under said at |east. ow
menbry address translation are derived- froma plurali tamf ef fective

menpry addresses and a plurality of nenory segnent sele ”’m
ef f ect*wenory addresses being derived froma selected;o

a di sbﬂvacerrent val ue, and the sum of sad base and di spl acenent val ues *each
of said nenory segnent sel ectors being-used to sel ect one of said nenory
segnents; said at. | east one address limt is overri-dden in said step (f) by

modi fyi ng aédédéaCPétgasal sggqgntsy%cgg,@s&kwtl kmts to the highest

physi cal nmenory address o nenDry Unit; sald nmenory segitent addreéssing
limts are stored ina plurality of nmenory segnent descriptor registers of

said CPU, g3 .d rrermrueSﬁe&naa aédrs%tsmwc&n Mg Scmxagwsednbrew d checking
means to !im’t Menory: i’j issnlug{x] -~ .Jhe hod g‘? set fOFth |ntcla|m
16, wherein, said sP f %¥I Q&&%?oﬁ d MR Y u it
processi ng heigy anappeﬂr tsessaam infain ahemory sfpalcre tazaé |addgessp|de-li§et ch
oret ot oh (ERAYP g APblad fat ol " dRndples 0% arl TRRN & BRGRTCSE
of said CPmenksy locHtdons hedeaspsrtitdoned nié Qi rﬁlplwibtlﬁ wfi d at
o yi ng SR RELPOlERS) Cal “audress Siored n said: seament
descriptor regi ster8aido or@ered physical memory a dresse under
said at least one mode of nmemory address translation
\_/ are derived-- from a plurality of effective memory
| addresses and a plurality of memory segment selectors, -
each of said effect memory addresses being derived from
a selected one of a. vase value, a displacement value,
and the sum of sad base and displacement values, each Q_f.
said memory segment selectors being used to select one
'of said memory segments;
said at least one address limit is overridden in
said step (f) by modifying a plurality of memory segment
addressing limits to the highest physical memory address
of said memory unit;
said memory segment addressing limits are stored
. in a plurality of memory segment descriptor registers of
N said CPU, said memory segnient addressing limits being
used by said checking means to limit memory addressing. .

17. The method as set forth in claim 16, wherein, _
said step (g) of starting execution of said
interrupt processing program comprises an initial step
Y of initializing a pre-fetch memory addressing limit to
said highest physical memory address;
said pre-fetch memory addressing limit is stored
in a program control register of said CPU.

18. The method as set forth in claim 17, -wherein
" said at least one addressing limit is restored in said

1"



previ ously st.or ed menory segrfent addr essi ng 4mitsTT9 An i rrp'r oved

m croprocessor system substantially as herei ‘i ““g wth g
reference to the acconpanyi ng draw ngs. 20. j‘!» mnﬁ .
interrupting a CPU in a mcroprocessor sy can pt oVA di* ng int egr@Led
ext ended nenory addressing to an interrupt processing programin a nanng#

transparent -.to the operating systemand at |east one application program of
said mcroprocessor system. substantially as hereinbefore described with

ref erenge tod;]e accorg)gfyyfggdr g\i&g%ighest physical address
stored in said segment descriptor registers to ' the -
previously stored memory segment addressing limits.

19. ~ An improVed.mictoprocessor system, substantially
as Thereinafter described ~with reference to the
accompanying drawings. -

20. A method  for interrupting a CPU in a
microprocessor system and-pro-viding integrated extended .

memory addressing to an interrupt processing program in . - \)
a manner transparent to the operating system and at

least one application program of said microprocessor

system, substénti_al_ly’ as hereinbefore deseribed with
reference to the accompanying drawings.



