P216-0206WO

1/9

43INY3S 43Ad3S
ONILS3INOIY || ONINSS
NIXOL NaMOL

mvvw\\ vl

SNLYYYddY
MILYO NOILYLS 3SV8

ANN LLL
WYOMLIN
37190I

d3Ad3S
IM\EIRE

Lz

NHOMLAN
IMA\LEINE

1oy° L

0cl

I Ol4d



P216-0206WO

2/9
101
MOBILE TERMINAL
CPU 5201 MEMORY  [r202
NETWORK 203 204
INTERFACE SIM CARD
DisPLAY  [20° INPUT DEVICE ~ [7206
113
TOKEN REQUESTING SERVER
CPU ;211 MEMORY |22
NETWORK  |i213 214
INTERFACE STORAGE UNIT
(URL OF TOKEN
ISSUING SERVER)
114
TOKEN ISSUING SERVER
CPU ;221 MEMORY  |222
NETWORK  [r223 STORAGE UNIT  |224
INTERFACE (PRIVATE KEY,
USER PROFILE)
121
EXTERNAL SERVER
CPU 231 MEMORY |22
NETWORK  [r233 STORAGE UNIT  |;234
INTERFACE (WEB PAGE, URL OF
TOKEN REQUESTING
SERVER)




P216-0206WO

3/9

L

' :
: N0 002 1S .
' “ '
(] [}
NDIOL § " m
AAIHINOLS 5 " <UBYO}>=UaN 0}, yiNe/w0d"a|dexs"a0InIas-[euIBIXa//:sdpy |39, 16S
" " : y
m MALYNOIS m <UBY0}>=U8NOI UINE/LI0Y 0|dUIeXS"80AI8S-[BUIBIXS)/:STHY 1108, '8S 3
" N 0
+  OINOYLO3T3 AQY ANY ¢ oyop=Usviol; (ine/uo0 ojduexa '
v NIXOL ILVHANIOOS ¢ * -goinias-jeuseixes:sdny :10¢, :/S & ‘
: : m :
[] [] 0 []
[] [] 0 []
' & . "
:c.Sm\Eoo.m_Qmem.mo_>._mm-_mEme\\”m&Eno._.EEeummvmm_mwmomvmmvo ' .
] ' =ISWI;OI WODBIOS Yjne:say, S ¢ '
: : — :
' ' ISWINIVLEO-4S 8 !
m m mm_.ssm\Eoo.m_gemxm.mo_amw-_msgxm\\w%; ,
" " ' =0] UINOI; O WOORIOS Yynersdpy 39,68 ¢
m m " OI'WO.JOS Yiney/:sdny ;om_,ummwm
[ ] 0 (]
w m __;H:m\E&o.m_Qmem.mo_amw-_msgxm\\”m%c 139, ;mm
1 2 (] (]
HIAYIS NETNER it TYNINYEL
TYNY31X3 ONINSSI NIMOL 37190
! NIHOL Lou]
“ " o € 'Ol



P216-0206WO

4/9

FIG. 4

( START )

Y

TRANSMIT REQUEST

ASKING FOR SERVICE

TO EXTERNAL SERVER

—~ S401

\i

RECEIVE REDIRECT INSTRUCTION
FROM EXTERNAL SERVER

—~ S$402

Y

TRANSMIT REQUEST TO TOKEN REQUESTING SERVER
IN ACCORDANCE WITH REDIRECT INSTRUCTION

—~— S403

\i

RECEIVE TOKEN FORM
TOKEN REQUESTING SERVER

—~ S404

Y

TRANSMIT REQUEST WITH TOKEN
TO EXTERNAL SERVER

—~— S405

Y

( END )



P216-0206WO

5/9

RECEIVE REQUEST ASKING FOR SERVICE | S501
FROM MOBILE TERMINAL

AUTHENTICATION NEEDED?

TOKEN DESIGNATED
AS PARAMETER?

REDIRECT REQUEST L _S504
TO TOKEN REQUESTING SERVER

-
|

| (S506

RESPOND TO
REQUEST

| (8507

RETURN ERROR




P216-0206WO

6/9

FIG. 6

( START )

A

RECEIVE REQUEST ASKING FOR TOKEN
FROM MOBILE TERMINAL

—~— S601

RECEIVED

NO

VIA MOBILE NETWORK
?

OBTAIN IMSI OF MOBILE TERMINAL

—~—S603

Y

REQUEST TOKEN ISSUING SERVER
TO GENERATE TOKEN

~ S604

Y

RECEIVE TOKEN FROM TOKEN
ISSUING SERVER AND TRANSFER
TOKEN TO MOBILE TERMINAL

—~— S605

\

i

S606
£

RETURN ERROR

-
-

Y

( END )




P216-0206WO

719

FIG. 7

( START )

Y

RECEIVE TOKEN ISSUING REQUEST

—~S701

\i

OBTAIN INFORMATION ASSOCIATED WITH IMSI

—~—S702

Y

GENERATE TOKEN

—~S703

\i

ADD ELECTRONIC SIGNATURE TO TOKEN

—~—S704

Y

RETURN TOKEN WITH ELECTRONIC SIGNATURE

—~—S705

y

( END )




P216-0206WO

8/9

FIG. 8

( START )

\

TRANSMIT REQUEST ASKING FOR SERVICE
TO EXTERNAL SERVER

—~—S801

\i

RECEIVE INSTRUCTION TO INPUT PERSONAL
INFORMATION FROM EXTERNAL SERVER

— S$802

\i

PRESENT TYPE OF REQUESTED PERSONAL INFORMATION
TO USER AND RECEIVE INSTRUCTION OF
WHETHER TO PROVIDE PERSONAL INFORMATION

—~ S803

Y

TRANSMIT REQUEST TO TOKEN REQUESTING SERVER

— S804

\

RECEIVE TOKEN FROM TOKEN REQUESTING SERVER

— S805

\i

TRANSMIT TOKEN TO EXTERNAL SERVER

——S806

Y

( END )




P216-0206WO

9/9

RECEIVE REQUEST ASKING FORSERVICE | _ 901
FROM MOBILE TERMINAL
PERSONAL INFORMATION
NEEDED?
REQUEST MOBILE TERMINAL TO | s003
INPUT PERSONAL INFORMATION
Y
RECEIVE TOKEN FROM MOBILE TERMINAL ~ {~—S904
! S905
| (5906 | (8907
RESPOND TO
S OUEST RETURN ERROR

END



