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WO 2004/ 053663 PCT/ GB2003/ 005328 METHOD OF AND SYSTEM
FOR HEURI STI CALLY DETECTI NG VI RUSES | N EXECUTABLE CODE
wab@4psmsent i nvention relates to a nethod of , PErdB2003/005328
system for, heuristically 5 detecting viruses in

execut abl e code by analysing the frequency
di stribution of mach code eated. Ac

of c&M%?WFMPr%‘@%TEW‘PB %HMSTI@A#M@BF&ECTING
execut abl e COde‘VﬁR@SF 5 U ﬂ%p in, a

program or other conpute e con a|n|ng execut abl e

code which appears, on the face of it, to be benign.

ne wel | -establi shed method of virus 10 propagation is
wher e t hethgiPFeEent igyrikionaelpigaicstmethod o8 Syvien fore heishically

deger%glg Vﬁ'&sre Jus n)%t:ut\ﬁbfte codﬁ%%%? %ﬁﬁg@% %rgzl@%l?/? ?ﬁgl}bu?ﬁé t%f machine code
cregtayr am once run, will execute the virus's code

giving it the opportunity to propagate again and/or to

under t ake GRS QTP ROMNHAT VA HHCThioR A/ Where $he witnsls exgcutable

fe e e

colﬂgf’st #ﬁ?ﬁédqg,t(% 8{36 &§dr lcr)lb%l g ok}riﬁ?&e otggr 43 p[&{e? q{lgmgnfng eRecutable
code ehidhexppearQBahé fiak by it} 10 bb?oeﬂ@heﬁnew& éétdbushedfrﬁéthod of virus

exa )l e, by associ ating checksuns with programfiles

el ’éé’i’ herrthgprits, onke actihied ioarhoshiapgfare surhas auser@fPC will
0 s ayv

att%%{tiezggtr&lg 89 {h T 6ro%{5§‘g§§ﬁl¥d g'n télrgg Vl\g ?1110\1{5 %ﬁ% ogogram once
runf willedxeaite fE wiuk'ss6de gilinglieme \Aﬁlﬁﬂmnﬁy RRPOPE até E@m and/or to

anti-virus software packages ich are avai

undprjaiieeknteyen AP abesgt bﬁhaanarsdsmras fdesteustion ef ﬁl@s etc.) have been

T T T R —

detdct the .virREopéxahipte By asbtisilg dHeOlui¥Byid frBgram files and detecting when
nat ure- based detection is that it requires sone

thig L@%qusgmahal@s ghhatiie afeouzsermhit onsfofithevmanyieategiesrishich have been

detected, to establish a suitable
dewﬁeclﬁo ‘Jtiei?cﬁs{rlﬁ%sy gnature of it. This signature needs

to be oneinutict vetlde®wn19éthed OLERihS 9iriBRYinfAbEted in many of the
positives and which does not misidentify the virus,
anfigrirus seftyypte pagkagss whickwrsaviatgbloravelyesscanning progesm gnl other files

Thi nat ur e formation th
rof et S Bl B bk (BN pRE SRS PG iy e et
préRnEHESE Vifn, bﬁlfe@fﬁld pra@Ral REbMeER Hitheturb DashAt REctibM S that it
newl y-identified virus. In recent years, many of the

regitites spre kit and @.sigmificartahenns of timgowherda pew U%Slsmstci@tected to

es{é{)@%iuaagﬁutlt hi2Y gggrggttggsttfné%e}iaﬂg%f)f &,a iI‘h}s st akglé%{l % é%lg%one which does

noY pfodgceteb i ?Kal@@ﬁdyﬁit&ves 3Rd IR doBs BbtelksideRlifN tREvirus, for example as
providers offer anti-virus scanning of internet

antexipting ene Wath gimgyebinign @hylmtdau Thig ﬁgmtn@tmfwuetsora@emneeds to be
t‘ esen i nventi.on.r

dlsasgme aﬁe? ges W 1af% u%eeiihg @{1 hruw:)]a Ag§ 1o ‘i“ﬁ?t{é)ﬁ‘c]? gore it can tbe used there

to detect the newly-identified virus. In recent years, many of the notable virus outbreaks have

involved viruses which propagate over the internet and it takes time for publishers of
anti-virus software to react when a virus outbreak occurs.

Some internet service providers offer anti-virus scanning of internet traffic
passing through their internet nodes as a value-added service.

The present invention relates to a method of virus detection which is intended

to be useful for ISPs performing anti-virus scanning, e.g. of executables such as program files
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to be useful for ISPs perform ng anti-virus scanning,

e.g. of executables such as programfiles WO
wQoe4N858663 PCT/ GB2003/ 005328 -2 attached t oP€maBR®3/005328

though it is by no neans limfted to that application

and may be used in any anti-¥irus package. According

to the present .invention there i s provi ded.a nefhod, of .
attaghehie qargaﬂa, thewgii fsdpy 19 mgans dmifgdrp that ﬁl?rﬂm%%n may be used in any

> I.Si.hg: 5 a) identifying programcode within the
ant?ig{}%;%a%;(%%dentifyi ng the conpiler used to create the

pr ogr am segeding Yo thetpessemtrihvantivh ¢hefre Bguevidsd a method of scanning a

distribution of selected nachine code instructions or
corgprferciile dor \arus SYesHISSPRRESNGNns: and d) flagging the

file as ng&{g}g#}é%wgﬁ%g?d%fetﬁgqhé/ﬁfeus, or not, on the

basi s of on o eterm ned frequency
di stri bub)igentifiing tiee dongsileensed tdicshatel theipiogrann fodegchi ne
code instructions or sequences .t hereaof expgct ed for

that confidetgrmingag therfirarency iisragion o yelagied maghing gode instructions
for scanpj . Jeaelils file for virus infections

or %egﬁ%r%clegf)ﬁgg“%é’%hﬁgéns’ %gdr i dentifying program code
wi t hi n t Beflddgh; thd Bildgs predbly ififected aethta fiyisner ridteon the basis of
conpi | er useg to create the program.co

: C ) f e, C) ans .for .
conparesoniof fheglctamarined depguency digtalpution yithh g‘Sﬁ“‘%‘é}’ EEF@&“O“ of machine

chi ne. e . | [ . h
T AR e
possi bl yThefreehtesh alkd progides & steno formodnninga tdreputérede or virus

~of conparison of the determ ned frequency distribution
infpgtioms gompagiagncy distribution of 20 machi ne code

i nstructions_ Qre S .or that
conpi | er ?) Wﬁ%n%ifﬁélg%m%%jﬁr %} 8%2;8%%&@&15&%“ bed by
way of nppmeins foaddentifytrgan®tanpildr hsed wicesataibe pragratheode;

acconpanyi ng drawi ngs, in which: Figure 1 is_a .
conmbi nedChmeas for dgjerarinios thelrenuepeydistHaHoL9L selgsted machine code

. eration of . a .viru [. engi ne according to
1nsgxﬁ18ﬂ%r}§bo&§?qygﬁges&f S?%helﬁﬁt?%zigﬁ%’qlg%vent ion; and 25 Figure
2 is a flipweshatt Naggihdhte e ipdseiblydhfeatedexidmplieusy br not, on the
the instruction frequency analyser of Figure 1. In_ .
basihef ¢anpasispm gf the detvemined fiequgngs disiitation pritctReqgney dipribution of

S s LRI B PR L P
uni npor t gk inveRRERwWIEbETURDEOEcMbId byf wiysdf tod-limitative example with

refcg:lresngfl:J ?ostig éccompanying drawings, in which:-

Figure 1 is a combined block diagram of, and flow chart of the operation of, a
virus scanning engine according to one embodiment of the present invention; and

Figure 2 is a flow chart of the operation of an example of the instruction
frequency analyser of Figure 1.

In the following hexadecimal values are represented with a leading 0x, like
this: 0xff78. 0x???? is used to represent a hexadecimal value where the value is unimportant.

Some terminology will first be discussed.

"MD35 (message digest 5) checksum": MDS5 is a one-way hashing algorithm - it
generates a large number (the MD5 checksum) after analysing a byte stream - such as a file.

The chances of two files generating the same large number are very small. It is also very

difficult to create a file which will generate any particular MDS5 checksum.
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30 "MD5 (nmessage digest 5) checksuni: MD5 is a one-way

hashing algorithm- it generates a |arge nunber (the
woDB4okseksun) after anal ysing a byte stream -PCI/GB2@3/005328

a file. The chances of two fjles generating the sane

| arge nunber are very small. ft is also very

difficult to create a file which wil ener.at e anl)éd t identif
parti cul 'Telsypesiie e 1 fse e yge49HE ¥EgRan anti-virus product identities a
2CT/ GB200 -3 o ptiyp": A fal se
pa %ﬁ?ﬁﬁ@é‘%%@%%%géhgﬁégﬁﬁg%gsqggfﬁghﬁﬁbduct identifies
a parti'Qigalar Expressia™: Beghiat expresajonsare, strivige véneh ¢an be used for
fact it is _not. "Regul ar_expression’': Regul ar
paittexp matnbingn 305 instages, (pgRerkisERRT SEkCBused for  pattern
mat chi ng Aﬁgilgn§@agﬁg/ the perl regular expression 5
/"hello {0-91+/ mat ches any string starting wth the
| etters mhath¢oany sthng startsygaeiéh the ﬂ\%wrso'h@kbﬁ eryhyRace, then one or
digits. "Menory nmap": A nmenory nap isS a one to one
n“W%&ﬁﬁﬁg of the locations a programwould occupy when ,
| oaded | M1emBB Ay Avidthorpfip & fétie fo@eamapping ofttiuslocations a
if a 10 program woul d occupy [ocations 0x400000 to .
praxai 60001 edeapy Whenlsddedatamgnerys Bitbspreother 1ratiens, Ty ifa

from 0x100000 to Ox110 n
progga " TP e A 0. E R0 b HieRGE A AEHf bonstruct 2
m b Honk DL1 (Y0 ¥ROLND0DO® MUt Vet the@usgrammefeys tapatticular
subtracting 0x300000. Thus 0x400000 maps to 0x100000,
loK4A00OVowE fi this case) doRonine frrequirslesh location ndps megiory map by
ccardin stric a c '
subigieang g SibB0  Shi b PAdmat GRERDARS, BERBO3E ERppRR00001, and
so®R ect nodules are typically not executable prograns

per se but require an additional step of linking by a i
| i nker. T@empider'odcodrding tp sitist usage, a GPBIRkET B§nCFaies one or more object

nerate an i mage of an t abl [ Lnki.
I
pr&%&@ pb & UIPFLEE B ad BiSHA2Bes of lilinP b dUikéroMhefactitieof a linker is
|

ge"may 20 involve the pre-pendi ng of a header
typieglyco ganeraiedimyageofzn exgevahiaby &nlfing togethps the apjechmodule(s), and
ste s, wel.l as

target operating. th
oSt s RS DR TS R BB A hmase
iny o2t -perfind SEthABESEHioh ScdoRdifp €Lsh &@cutabledilelagout of a target
lnYéigggire,p?% Perequired fr o_mgﬁa t echni %al st andpoi nt. \at
opehieing apgiérh es weH as theeslditonedresnusessighiap Pitmant adhajibneThe term
. program of course: ofpi.l ers al.so_p :
A L T e

stﬁidg&‘?&.swﬁﬁth@%ﬁbh&f pro@ide€ It o UEcERRDY & Shind-hid@S plogt#a of course:

nown as "sw tches") which can be set by the user and
conlitets dlsd produmeexthutatdesnyich as e bolefbragiaganddevicsdlaivers.
generat edConEI%[ers often have compiler flags (also known as "switches") which can be
set by the user and which influence the compilation process and the code generated. For
example, compiler flags can control whether generated code is optimised for speed, code size,
or neither, whether stack frames are used for subroutine calls and so on. Different settings of
these flags may influence the frequency distribution of instructions in the code generated, and
embodiments of the invention can account for this by having expected frequency data for a
variety of combinations of compiler flag settings per compiler.

The term "computer file" as used herein is intended to be understood in a

general sense and in particular is not intended to be restricted to on-disk files.
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exanpl e, conpiler flags can control whether generated

code is optimsed for speed, code size, or neither,
wob@ilosisest ack frames are used for subroutine PEl/GB2@A6105328

so on. Different settings of ,these flags may

i nfluence the frequency di st itbution of instructions

in the code generated, and 30 enbadi ts of .the

i nvent i off 83 CoRt tﬁ}er‘dePus(tl’f?sgretBS?&ﬂHg‘? eé‘)?f}]é]@flé’&th of program
code! QRHGRGY ?ﬁﬁtv@illf}ﬁ(/e @rigiﬁ@lw Bt cRlardUYRInR PattRifar @bmpiler or

conpr | er ag settingsS per conpiler.” The term _ )
assiBbIR Whé in fareril wal b seertingriwelfiints a prigeand erbated bye different compiler

understood in a . general,sense and in %raiic lar is. d
or sk AR 3 PATiSHIF ESRPHETEY EBCIE IS ot pandRs Teqghised as
cox%l%%ﬂo%?ﬁlgfgonﬁéﬁgr ‘é??a?&%g% (%Q:% Bers: 4 th 19 BlebaSQ it Hay tiden be

PUs nmust 1nsert itselt into the execution path of '
poRiHgoaiReraiibethat Fhe insettedsvicad dededias notizece gendérgiied i ithe compiler that

been created by one particul ar conpiler or S | er
gengrated e gesh of tie DARSTAMblY FHaRATINE Al %%ﬁqﬁl‘?ﬁ’?}s 35?"&?‘%‘8? Sk
insELERLE 4 bl f ' QAby &IEBRLE bf inHrb@idns generated
ms%“gth i1%ﬁ¥£ro%gﬁbﬁt§?ﬁew ?agéeﬁé?uaet gy code t hat 1crzla'n be g
by Elﬁqﬁﬁﬂifﬁﬂ@oﬁ?il&. CTHe progréunanm bb shendlagped v cither suapiclops of infected

compilers. If this is the case, it is may then be
bypos®b.bl e to deternmine that the inserted viral code has

not beenggene i ' tus RR0BEREREN hE

rest of F%gpepr%%oﬁgsﬁ?%%&fﬂggﬁn%%}aggﬁl%m asct ual i . .
endbb@AHE HeYprébetit il Entionavhicli may bs incoporayerbintma vires scanning engine.

program wth the expected frequency distribution of
Thenyerall operetien glthisrsysterr 100y 28 FAloMVgent i fi ed conpil er.

h - | | & 1 e.g. fo
e

or infec a Vvirus. shows in b .
aniFuiNquAREe Ho®f file®hre\pldces irtidiisapicue andsframenhat Souresth)oadly nofglirectly

the present inventjion which may be incoyporated %'rz)ﬁo A< bei
relgyant o e @rsPRIGIENGPRAN! e EnIBHLOR FTErERIE P& A EHIGRIS O Pl being

system 10 1. | = ' i. . .
e N b e S L

scthingWpétativeue; how files are placed in this queue and

fromwhat source(s) are not directl rel evant _.to .the
present iBaolefild tope pmqesqeﬁé@p%sqﬁfp affﬁP type éﬁﬁlp/ger Bé whut}n attempts to

..attachnment s. of il ' di¢ e Ml program, or
BT b o5 B, ERGRALE Bl bl poga,
prB&ARE $5 Rsh-Riro@amli ik is &6 asrinalysaparthts ax. présesing i discootinued at 40.

be processed I's passed to a file type, r(‘igiegsl%rén 30 . P
Al whichiis eamsidereddo be@ premmily @r@ﬁ@clwa@ fring 91} igs type - for
kb0 | DAGH [dd iffux 1 i tc. If the file type
mﬁ%‘hc.epbb} g\ﬁ?a%‘?s 5%7‘5’8’%‘1&%%5“5&@%‘2‘3’? Epigr“lc*ﬂ)’tiz?gI gcr%w S % s are yp
arfagfseraﬂ)adei/&ﬁﬁldcs Wit ey fileRyhes RE®SS ithgfileds tien pooteised by catpiler

40. AfiIevvhichis_co.nsidered,tobeaprormig. .
arfalyserhid); wd;ﬂc&@éﬁemp@dod@qj@mmﬁ@omﬂprﬂg;e@ %%en_era?%&e code in the file; it
fabgsg{ %ggqchs(é%lg o%l?edjfﬂ\t’?ﬁs @??og%?%ﬁ%d\ﬁhefﬁi%e Fld s next processed by
an instruction frequency analyser 60.

The analyser 60 effectively reverse-engineers the program and prepares a
tabulation of the frequency distribution of certain machine code opcodes and/or opcode
constructs, as will be described in greater detail below. This tabulation is passed to a
frequency distribution checker 70 where it is compared with one or more sets of characteristic
frequency distributions for the identified compiler held in a database 80. Any given

compiler/linker may be capable of generating more than one type of executable (GUI

application, console application, device driver etc.) and the compilation/linking cycle may be
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anal yser 30 determnes that the file type is known,
the file is then processed by conpiler 25 anal yser 50,

wokioglosmbs enpts to identify the conpil er used POI/GB2003/005328
generate the code in the file, it fails in this,
processing of the file is di s¥onti nued at 40,
otherwise the file is next processed b¥ an
afféctesltinuibe sasting pBepeeaiayora sempaflinker flagsdiogexpmple, flggs to control the
effective rLever se- engi neer r
cregion sl & Y e PRae| it b FRATRGAG A ERELRR! program
is TBGRisnRrSoH etOPRRIER MaRil OdifRpmOdeecRa frgnatayuidishutinss which
W || "be described in greater detail below. This
cart buidrad itheidstabasssed indvidualbesglesisdforsonsiderstion By the frequency
,CQFler %% wﬂgre it is conpared with one or nore sets
disgoufinn FReckeh {Sti ¢ frequency distributions for the

i denti fi gghCRERIhEF dibRibEtibhcitcRiat Rsemibs i yhegicuahirequency
conmpi | er/ 't nker naybe capabl e of generating nore

t han, .
disaitertivy fienodnabysecol sufficieriutlosehpppiches the gxpastsdye dor the identified

280 20 5 i ol i v
sudp %Té%@%%ée%éﬁﬁ@omaiﬁingfa;@% eth derttbeedirt then@intier ofifalse positives,

r nore conpiler/linker flags (for exanple, flags to .
suspicidusciles dre considartd by exneptian ligs Chepkaragainshanlist gfgxceptions, i.e. files

et et s e
be%.bfl;i&gr&p% RORBEIS IrHo R B4HRI0A YisihSElEdr Pyl (pBate/ by @ferermano an

e stored i n the database and individual I&/ sel ect ed
exbaption tissheldiredatansd§0 tloeg it ghemeprigiciused towsigiarmine whether the file

unégrte %Sg}h?égéq ]Iq]g{c hﬁ%tf é@gﬂtgq% %if ﬂa&ﬁ'@% i‘c}(ge%tr{ ?g}a?crﬂbeagli%?{g?ﬁ%n, it is
ﬂggggd;%:s?&g%ll thcﬁft]'fuﬁq 08Ufrhi cdteRd bihis! MeRlad bERt&@drtvh operator, and/or

one for the identified conpiler, processing
inioitet fogthdriprecessinglpSihofide andéet tainitige apprapTsE senedid aptions(for

I's considered ﬁs §uspicious and potentially
exgppleguarangnneths i) | n order to reduce the number of

fal se positives, 10 suspicious files are considered by
exception list checker against a |ist of exceptions,
Récognisihiplagxeoddbddr al t hough suspi ci ous according to

frequency distripution checker 7 never.t e
be consi deicdallowBingds f simpistc ngigg%%/?l%?{ltﬁ#s@ﬂéﬁgc 1_%151 gifafile
is gﬁg@g@g&e nggxé%}itaBFef BHBRNES1E Be Bkd BXES AL t9Pe hriagfiseN®0. dBY Mnalysing

allong wth characteristics used to
the €l fevi betewba Fikerit tshymssibledo telirmdesthar dinis lifelyde pean executable. For

_matches an exce@tic%n. ﬂzﬁg ]téhe file does not match an

inglanespid 1§Romise 3 Windows BERuiley as viral at output 100.
The setting of this flag can be used to alert an
operator, and/or initiate further processing of the
file and/Readtin firsti2tbysse Iethpyeoye nett M7 thepdtopl acti on

(for exanple quaranijning the file). Recogni sing an
execut abl%eaﬁﬁn“f‘ﬁ‘éth%{q WFng is a sinplistic exanple of

an al gor i hmif Ay Rt VaRkBe xI(frefinkivsBig intel byte-ordering)
Seek to offset x in file
Read in 4 bytes
If bytes are P E \0 \0, then file is likely to be a Windows PE file.

This algorithm can be enhanced to add recognitiqn for as many other types of
executable file as desired. For instance, if the first 4 bytes of a file are 0x7F 0x45 0x46, then

the file is likely to be a linux executable using the ELF format.

1
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is likely to be an executabl e which could be used by

the file type analyser 30. By analysing the first few
whgiedswh3a file it is possible to tell whet hePCT/GB2®3/005328

likely to be an executabl e. Fgr i nstance, to

recogni se a Wndows PE file: 25 Read in first 2 bytes.

If these are pnot' MZ' then stop. Read in another 58
Regpgnisgngribg gomaller pytes into variable x (treating using

4 byt s ST PG e St b b dnlplr 6 S Aftoldhse which
cothpilderaatdd nstoeulRiprogrim. Fohimstaabg dr doukhexaatindthe startup sequence of

enhanced to add recognition for as many ot her té es of
theenregramant he sufrautine el gnd efurnsgaugnget: J semecasepfRisas paqugh to

.. 4. 0 J F.O .t . i .
et BYhE B e mplorSotich (A e fcty A8 Rt e lthe ity of
cothpilérgt . WD 2004/ 053663 PCT/ GB2003/ 005328 - 6-

Recogni sing the conpiler There are various ways in

whi ch the conpil er anal yser 50 can recogni se which

conpil er created rticular program For instance,
Re?’?rgéc)gﬂ%%ee&§%¥‘%%m%ﬁa§?st artup sequence of the program

or the spbnewingnea sialplisttasiethed by witdohnassbe dafricbo® by the

cases, this is enough to 5 identify the exact conpile
insgreetigrofiequsaey anatyset ¢l rBhis methed iy Hvstratedhin igurg 279445 fr@“OWS*

famly of conpilers. Reverse Engineering the program

Followng is a sinplistic nethod by which this may be

carried QyatdymchRrifap b5iheusdations fise@ Gy eincyroguan, Yiagging each byte
60. This nmethod is illustrated in Figure 2 and is as
fol | ows: as gpeeged' (BicpBhdry map of the | ocations used by

the program ..fl aggin h ' . '

210) " PoEhol 8 PRSP IRFERH (S it of Beall3fda ph B R 2200
| ocat i onsyhif: ekl loddfdhs to ddnsMbi (280) here are still

| ocations to consider (230) Get next |ocation as

‘current | éshngxdhocaion gy curdstt igsrtion (24%enory map mar ks
this byte %@ c?_de' (250), stop processing this
| ocati on %ﬁxi'ntheinstruction at this location,

cal cul ati ngfibsotyangs Maiks thy bes ab 2609 (2520, stsipioeessing this location
frequency (i{%la':g tin thg rinsttrtt]li:t?oni e{)cstltn[s ll'loita’iic?rg cglizgzing its length in bytes (260)
Update the frequency count for this instruction (270)
Mark "length' bytes in the memory map as 'code’ (280)
If instruction is a 'call', jump' or other instruction which could change the
location of the next instruction (290), push the destination onto the stack of
locations to consider (300)
If the instruction is a 'jump always' or ‘return' type instruction, stop
processing this location (310)
If the instruction loads or stores data at particular locations (320), mark the
destination in the memory map as 'possible data' (330)
Increment 'current location' by ‘length' bytes (340)
Carry on processing at Iblnext

Wend
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Mar k'l ength' bytes in the nmenory map as 'code' (280)
If instructionis a 'call', "junp' or other

w0 p@i083563 on whi ch coul d change the | ocati on PET/GB2003/005328
next instruction (290), push the destination onto the
stack of locations to considér (300) 25 If the
instruction is a 'junp always' "return' t

A . . or Y.p
i nst r uct This algorigpn ot breebiansry it magy Meyaiq BAVES ?@}er Fpsults. For

. the in uction.l at a j 'code’
sl o LR R AT e Th R85 ) PRl SRl s code,
'poldiBle Asta', BAG bthlsed d#tthére GBI0) nang besar Afarkedus entised’ then further

| ocation' by 'length" bytes (340) 30 _Car_r)é on
anglysieeiey bayndartaken erethesausens (Y200 4eigaing af they are code or data. One

oA R 05 P30 BRGS0 e

plRAGS (x0R, PXOLGRR, &Qiiﬂl§wﬁﬁ elthert0R00 GESDIY séTaks wbhld bbaveessage
areas marked as 'code’', 'possible data', and not

displeved by thie progree being analysadeanyd can bamankadies daigs Thg bytes immediately

_used' then furthe anal.wysi.s nmay.-.he r
ProeF0E e BRs PP SR AT R m ey R 1 B 4 o byt Length
of fatAesssNE MarfiiRerall @oithrhdare possisle DEertiienles dap@gtam fis, for
if it contains characters in the range 0x20 to Ox7F
exphpls VEinsowe)gwemio Xio libyeriss, remciontpinmuiinie eerpaieand the above
or..$' . If.so .this coul.d be a nessage displayed by
ah?ﬂ@“ﬁ?%ﬁ¥3ﬁ?@%FﬁéoS%%Vgggﬁland can be narked as dat a.
The bytes i medi ately preceding the nessage can al so
be analysed to see if they appear to be a 1, 2 or 4
Krioytnefréqamageyrchedfing he nessage. Many other algorithns are

possi bl e rtain types.of program.file .

Excanpl e RPEEIEE Oty Sl i et Thinl o s sbRE 39 gnch time (when
théRanid 3t 6f QMigidr PREITE Sscih dFdhiastaiky & colpder' Al Wimts fayddane to the

applied to each of them Known frequency checki ng
EP4regisger, #rmayogepetaterthe fllowingeadse sane thing in the

same way egch %%%?o& en 15 the sane set of conpiler

flags is used). For instance, if conpiler 'A wants to

add one to the EAX register, it may generate the

byt es. | orte SHOMAA it RS ED eI o "Gaha b Ty eefeites an instruction
to t'aﬂ(g L bHEBIR Qalug%g‘folgxliﬁgjﬁatathg P%c@éé%?wﬂ?&&?ecﬂ§ ?g(wbﬂibxbll‘ 3%

processor correctly pad out 0x01
0x080EVON001.

However, this is not the only way of adding one to the EAX register, so if we
find any of the following code, in a program generated by compiler A, this would be
suspicious:

inc eax

add eax, 0x0001 # two byte value used
add eax, 0x00000001 # four byte value used

Many compilers generate particular entry and exit sequences for subroutines.

Suppose the compiler always generates the following:
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However, this is not the only way of adding one to the
EAX register, soif we find any of the follow ng
W@ ome/053663 a program generated by conpiler A tPCHEGRWBMHS328
be suspicious: 25 inc eax add eax, Ox0001 # two byte
val ue used add eax, Ox00000081 # four byte val ue used
Many conpilers generate particular entry and exit
sequence®ofiipre: subr outi nes. 30 Suppose the conpil er
al ways generates the follow ng: WO 2004/ 053663
PCT/ GB2003/ 005328 -8- Routine: #here is the entry
code pugheebpib ohe ehpryespdesub esp, Ox???? #here
is the exit,cod nov esp, ebp 10 pop ebp retn Then
if the pPSﬁPaangntains 100 'retn's, and if it only
gener at esiovet nebdur £8g t he subroutine exit sequence,
we woul d also gxpechxbo,see at |east 100 ' push ebp’s,
"nov ebp, 15 esp’s, 'sub esp Ox????', 'nov esp, ebp's
and 'pop-ebp's. Anything less than this would indicate
that possinkhe \isr @hecetste thasdeeen i ntroduced. The
conpiler may al so haye a particular way of calling
subroutir%%"y E&Pr é%???? 20 add esp, Ox???? Thus if
t he programp coebai ns 100 ' call' s, we would expect to
see at '%%i 100 "add esp, Ox????'s The conpiler my
never generate particular instructions. Thus, if the
program 25 contains one or nore of these this would

i ndi cate that_possible vir.al de has .been Jintroduced. -

Eg int 3 Thepiidhe ngmc%rgglp% %&? ﬁ‘%’éﬁa anl 6@@ gglgrggn?rgéégre%s during
thdERHGESTe HiSBIRALL twel WGhE Ufsh leRBbct to see at least 100 'push ebp's, 'mov ebp,
esp's, 'sub esp 0x?2??', 'mov esp, ebp's and 'pop ebp's. Anything less than this would indicate
that possible viral code has been introduced.

The compiler may also have a particular way of calling subroutines:

call 0x?7?2?7?

add esp, 0x???7?

Thus if the program contains 100 'call's, we would expect to see at least
100 'add esp, 0x???°?'s
The compiler may never generate particular instructions. Thus, if the program

contains one or more of these this would indicate that possible viral code has been introduced.

Eg int 3, which on x86 series Intel processors is a debugger

breakpoint instruction

Exception rules

Various exception rules can be added to the database 80 and applied by the
exception list checker 90. As an example, int 3 instructions are common in viruses, but also
may be present in debug versions of programs. Thus one rule could be that the presence of

"int 3's are ignored if it is determined that a program is a debug version.



30 Exception rules Various exception rules can be
added to the database 80 and applied by the exception

wo pa/osdsex ker 90. As an exanpl e, int 3 instrucPCDOB2@8H05328
common in viruses, but also nmay be present in debug
versions of programs. Thus one&®tule could be that the
presence of 'int 3's are ignored if it is determ ned
that a proyeupstructignsaswsed/ B sistsm onlpred pmenBrs $8t not by user

/; - r.J r I On e us b .
P Ao o L P priap sy <P a el PR i bl program is o
sys$tatisor Kefnel pygrami.e present, they can be ignored if it
is determ ned that ﬁgro ramis a systemor Kkernel

progr am Hspggmssempdes itk @narempidarsar beinkesy with podserom libraries

' i f Jbrarie t ed. by ot her
5 orgh GOl DA, TR0 LhREE Ll RighleE By 2GuY it pnd regutar
expRdseibhg) gné BLblided Ut theBIySIS S TaiStepiddidentsd biies dmedbefore step 3
the anal ysis, This step could al so be perforned before

(reyieess enginpering fsmagiageases raxalyyle for analyiis'ar eas as

"excl ude LS. cParticul ar executable file
can be exljc ucélzﬁg%%&lctz%rlr%gtéf ﬁﬁng e)ﬁh@eﬁﬁgg%awr& an Ifla%ChGCksum of
thp pagiamwithtalistof &:lustdn 8484, usi on nd5s. 10 Enhancenents
As well as using this as a stand-al one virus detection
10 algorithm this can be conbined with other techniques
EdSinPaL ts°f a larger system For instance, programns
agged ‘as suspicious by this nethod may be allocated
a certai MO & ustg tha ds@lYandfalSRONRSE IdRPERFAIBSHHR,, this can be
which tests pass and fail. Scores may al so be assi gned
coydtingg withhethehisehrigies @s pat hhiz bugss systend. Foringtaide, programs flagged as

|. scQre SSeS SO0 limt is.the programf] agge .
suBbhs B B SpBAS] B hR Tt cosin 8 ACVHIFY RkRbts gppending
15 whith WRisgasdaidifeil 08cdrBemBy 8195 88hdstnc@DgihY Sthel HEUrRBE techRigues, and
i nstance, if unusual distributions havé been found,

ondyhif thy ot seare napsesesomedimid fis/the gragrant iflaggedtre virat. hese
occur, and the limt f 'strange,.code' determ ned.
This fl aglg‘géy%né%‘a ey UpHet 2 e @EF%PWQ"%@ program to
andlyeé Reihsr. tortifyaRBAf deksBANdiREbWIRHs Hhieb&REuld the program can be
actually doing. If it is deleting files or mass
regreplyspehty, findowhéra sheamoecurtandrihe kimits p§'staarige leedlsf determined. This flagged
i.ndi cation.that mis yiral.. WO,2004/ 053663

20 cog&rﬁ B}é(}eé%%as gégﬁedl%&&%{&ﬁ%y and determine what the code is actually doing,.

If it is deleting files or mass mailing, for instance, then that is a likely indication that the

program is viral.



10

15

20

25

30

1. A nethod of scanning a conputer file for virus

i nfections conprising: a) identifying program code
wawndaohiosseshe file 5 b) identifying the conpil erPCiE682G06/005328

create the program code c) determ ning the frequency

distribution of selected nachilfle code instructions ~or

sequences of such instructions; and d) flagging the

file as possibly infected ViEAIMSyirus, or not, on the

basis of conparison of the determ ned frequency

di stribution with a frequency distribution of machi ne
1.10 code iMnsicthod boif sexsming asepRne Ede oA RO InfEKRRE tREpPie:

that compjler. 2. A method accordi rt]‘? toclaim1l

wher ei n Q@ﬁnfé&’ﬂkﬂdﬁﬁgﬁ%dﬁﬁéthm@s,lmr king from an

entry poi ok r bl) .tracing an

execut i ow gdreg%ﬂ&@hg 8@%@?%?9“8%@0%%%? @’5 DIt e06% on

opcodes c)laetamningdae fregichsedsebator ORIt dmARERIBHs instructions
i nstructions as this tracing proceeds. 3. A nethod

OT SERUSPERS 04 S 1BStEICHPDS; @Rdr ei n when, during step bl), a

subrout i I i t4 ona r,anch instruction,i )
encount e rlag g?%thgeﬁ g% ?Apﬁcis%llg ﬁ' 18¥ecf)eﬁév 1@’azll Yl_rlési’ %P%fn%the%asm of

compstisonatfitieendstampurshiestuendyodigribh@sikwith b %qﬁ&cg AREARA®N of machine
into the subroutine call, and when a return 20

cofe wstructions Ar sequensed theresi expected dortbeteotilscat i on i s
popped fromthe stack and tracing continues wth the
following instructions, if any. 4. A method according

2.to clai mAlmetRo@bccdrding &F Elhifn | RARIPEERE) RffiskSthe step, working
exam ned _for opcode constructs, such as

frogy it e npdntcoAithe praerasubf out i ne-return, instruction
ur a knagwn. ratio

equence 5 ' e expecte 0,0C
f 0 | g ach g% )ﬁ er m%%cggg ?1? %feﬁg 1?%%61%} {é‘é fl‘ffg(fi’rnﬁ SRV Ginpirggtion opcodes
and updatinh €relyBienon comnts BYddEBa&] nbaktidns & thidl thheIPecdd, N
file is flagged as possibly viral, or subjéect to

further processing. 5. A nmethod according to any one

of the pr | | ai nd including the.step,. 30 .
3 where st ‘é‘g%%ﬁ&)@ ?%%gﬁ?% c??l ig’ erﬁglsgﬁ%}, I@“W% Sat%,’ bUP .asubroutme
calt onguiditivgal Biendbriaghaios 2oicWirtéred the 8dstihtiols s s & anch

exceptions and suppressing the flag if the program

insgryefeon) is peehed ity e¥facks trheing prackals iefr depsubootine stll, aMDwhen a return
L A b AP P i

anning a €o
withahpfoll®inivgs ins@dctidRansarfyor i dentifying program code
within the file b) nmeans for identifying the conpiler
used to create the program code c) neans for

det er m nj freguency .distrihution. of selected, . )
4, machi ne Jéo eetﬂgc? accorcﬁ‘ng 0 ait! ls, or%, Wlherem tfhe program code is examined
for opcode constructs, such as subroutine-call and subroutine-return, instruction sequences
which are expected to occur a known ratio to each other and, if the ratio actually found differs
from the known one by more than a certain amount, the file is flagged as possibly viral, or

subject to further processing.

5. A method according to any one of the preceding claims and including the step,

where step d) flags the file as possibly viral, of comparing the program code with a list of

- permissible exceptions and suppressing the flag if the program code is considered to be in the

exception list,
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5 instructions or sequences of such instructions; and
d) nmeans for flagging the file as possibly infected
WOWaoh/088663 r us, or not, on the basis of conparPEDGBRG03/005328
the determ ned frequency di stribution with a .frequency
di stribution of rmachine codéllnstructlons or
sequences thereof expected forﬁ]étt t comp % ..
6. system ae@mt@mrfgr AT RIEPY RIS SiBHdY eaté?rercmrweﬁ@g

means c), ?gng ‘Eoersider&irfﬂﬁg Bib iR B JiGinlhPglNg Means

bei ng op n entry polnt of the

progr amb) rhéunk rf@Qﬁerﬂi’fylﬁg doudongrilegusedhio bieatdehopiogerm code
successi ve i nstruction OpCOdeS and up atl ng fre élenc
counts of) raeess dudlelersining the disqueney digiiabytion Of ggjected machine code

. I
s QOF AR onbends oL RERATRERAL 00 (Rat when

subr out i dyanédsforoflagginpcthé fitenalpobyilin diifettad tvithet wims, éraiot, on the
encountered, the destination of the .call or branc
basinefoomwerism ¢idhp delprapinerhfredugney dskibution with g fragensy géstribution of

Into t
o b R 8L bl B0 RS o ot
popped fromthe stack and tracing continues with the
follow ng instructions, if an 20 9. A system

7. accordin Sb’%ie@l agparime 1y clgim g t e femeRey @?}P%n%é’?@nﬁg grincludes
tra%eu)é%z?1 hn‘legllé ns uebtra ) I{lgeglr %ﬁn%%ggra{)f%r Wgﬁﬁ%ﬁﬁ?‘oﬁ%@%ﬁry %Bﬁlt of the program,

r'outd né-ca subr e-re

to frivetah & Edudion PePUICRBoMAE SltcassE edupretiatiopddecaidrupdating
known ratio to each other and, if the ratl o actually

frefeanayl cetints @ﬁ@@d@rﬁmtﬁ@tmwh@ﬁ@cw Pirficeds han a
certain anount, the file is flagged as 25 possibly
viral, or subject to further processing 10. A system

8. accor di NA sySteBecOIdthgh dlaive 76w licReil tl@dﬁt(ﬂadlﬁglﬂnlﬂﬂisﬁgoperable such that
means, operable when the neans d) flags the file

whep g§ulm109tlm ¢2dll or copdigiond dranch H@%%gﬂﬁﬁﬂ%@@r@d the %Stmaﬂon of the
a2 RIS TERR R HPRAERES 1R o .

whdf a@%68Phbaktoh $4 encountered, the pushed location is popped from the stack and

tracing continues with the following instructions, if any.

9. A system according to claim 6. 7 or 8, and including means for examining the
program code for opcode constructs,. such as subroutine-call and subroutine-return,
instruction sequences which are expected to occur a known ratio to each other and, if the ratio
actually found differs from the known one by more than a certain amount, the file is flagged as

possibly viral, or subject to further processing

10. A system according to any one claims 6 to 9 and including means, operable
when the means d) flags the file as possibly viral, to compare the program code with a list of
permissible exceptions and suppressing the flag if the program code is considered to be in the

exception list.



