AUTHENTI CATI ON OF SECURI TY DOCUMENTS, | N PARTI CULAR OF BANKNOTES TECHNI CAL
FI ELD The present invention generally relates to the authentication
of security docunents, in particular of banknotes. More precisely, the
present invention relates to further inprovenents of the invention

di sclosed in International Application No. WO 2008/ 146262 A2 of June 2,
2008 entitled 5 "AUTHENTI FI CAT | ON OF SECURI TY DOCUMENTS, | N PARTI CULAR OF
BANKNOTES" (which clains priority of European Patent Applications Nos.
07109470.0 of June 1$¢UTI-ZEQT|(MTDIOW®F@6UQIW DOCMERTS, 2007) in the name
of the present Applicant. NTI ON Reference i s nmade
herein to the discussion o ¢ he 10 above-identified
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In particul |nvent|on is ained at inproving the 25
di scrim natol?‘f:)hrﬁa é)rjé? %‘Iilagl io--printed textures and nedi um or

hi gh- I t ext Yet th i f
the pﬁgieh%dkﬁﬁyLmﬁb HENBNIIOR o h " method that caﬁ be conveni ent |y
and efficientlygLap df\c’ée rﬁgdc—% geﬁrﬁ’% ttlf@%iﬁgﬁgs\f%g f the prior al' fit@iedh and

ot hers, are achlev e solu Ined in the appen d
cl ai ns.10 above-identified Intemational Application No. WO 2008/146262 A2 and to the

entire disclosure thereof. All the general principles discussed in International

Application No. WO 2008/146262 A2 apply equally to the present invention. The
content of International Application No. WO 2008/146262 A2 is thereby
incorporated by reference in its entirety.

15 The present invention was especially made with a view to further improve
the invention disclosed in International Application No. WO 2008/146262 A2.

SUMMARY OF THE INVENTION

A general aim of the invention is therefore to further improve the
methods, uses and devices disclosed in International Application No.
WO 2008/146262 A2.

20 More precisely, an aim of the present invention is to provide an improved
method for checking the authenticity of security documents, in particular
banknotes, which is more robust and can efficiently discriminate features
printed, applied or otherwise provided on the security documents.

In particular, the present invention is aimed at improving the

25 discrimination between intaglio-printed textures and medium- or high-quality

commercial offset printed textures.



5There is accordingly provided a nmethod for checking the authenticity of
security docunents, in particular banknotes, wherein authentic security
docunents conprise security features printed, applied or otherw se provided
on the security docunments, which security features conprise characteristic
visual features intrinsic to the processes used for producing the security
docunents, 10 the nethod conprising the step of digitally processing a
sanpl e i mage of at |east one region of interest of the surface of a

candi dat e docunent to be aut henticated, which region of interest
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within the wavelet packet tree that has the highest information content. Such
25 determination is advantageously based on a so-called best branch algorithm
(BBA).

There is also provided a method for producing security documents in
accordance with claim 14, as well as a digital signal processing unit in
accordance with claim 16 and a device for checking the authenticity of security

30 documents in accordance with claim 18. Such device can advantageously be
implemented as a portable electronic device with integrated image-acquisition

capability such as a smart phone.



clearly fromreading the foll ow ng detail ed description of enbodi nents of
the invention which are presented solely by way of non-restrictive exanpl es
and illustrated by the attached drawings in which: Figure e is a greyscale
scan of an exenplary banknote specinmen ; 20 Figure |b is a greyscale

phot ograph of part of the upper right corner of the banknote speci nmen of

Figure la ; Figures 2a and 2b are enlarged views of the banknote
speci nen of Figure la, Figure 2b corresponding to the area indicated by a
white square in Figure 2a Figures 3a and 3b are enlarged views of a

first col our cAligg daintdoe ishdmk useeofs pavelet packetFtrgnsferrh a(W Firgdoe tiad

correspon dicated by a.white are in Figure 3a;
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printing and by, u ffs printing ;
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cl assi f i cadtienobthetdepesadangicissmasf t er processi ng based on the variance a2 and
excess C of the 20 statistical distribution of the wavelet coefficients
resul ti ng BRMOBGCHET(aN 3R THEDBAVEINGSsanpl e | mage according to the
|nvent| on ; and Figure 12 is a schematic diagram of a device for
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checkig t he &aih lherﬂqlws*éyanofdwemagess pi decpmresenisneardion diiihgppeart iherenet hod of
the pr ese@ﬁeah{f\fr%m 'r@eﬂjlng the following detailed description of embodiments of the

invention which are presented solely by way of non-restrictive examples and

illustrated by the attached drawings in which:
Figure 1a is a greyscale scan of an exemplary banknote specimen ;

20 Figure 1b is a greyscale photograph of part of the upper right corner of
the banknote specimen of Figure 1a ;

Figures 2a and 2b are enlarged views of the banknote specimen of
Figure 1a, Figure 2b corresponding to the area indicated by a white square in
Figure 2a ;

25 Figures 3a and 3b are enlarged views of a first colour copy of the
banknote specimen of Figure 1a, Figure 3b corresponding to the area indicated
by a white square in Figure 3a ;

Figures 4a and 4b are enlarged views of a second colour copy of the
banknote specimen of Figure 1a, Figure 4b corresponding to the area indicated

30 by a white square in Figure 4a ;



DETAI LED DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON The background of the
present invention stens fromthe observation that 25 security features
printed, applied or otherw se provided on security docunents using the
speci fic production processes that are only available to the security
printer, in particular intaglio-printed features, exhibit highly
characteristic visual features (hereingfter referred to as "intrinsic
feature?) that are recogni zable by a qualified person having know edge
about the specific production processes 30 involved, The fol | ow ng
di scussi on wi | | Figoeu§ ierp seieeragiid ystsation ofhe tvasiipenyanal iteee-pirusiiegd by
intaglio pniAtl e I t ﬁﬁﬂg-- proach
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are veryswalNhvelei Paskef DraristempiB YoBE’) dhpleuidnted a€ atfitenbadc,or ding to the
invention and fyurthe re give the best.results. This i ecially due to
Lhe Tace that 1 REHET 7 oTsene dop e b et ol et s HRETHS bt g
resol uti on jmaglis efplarddaf toresiepadit @gnY . pdmeéagextareraftet iangné-tevieheDef ore a

10 pref erredv\i)rocess for producing the intrinsic features that are
expl oi t ed iTHMbacHdiBRHo 5 PKeNYesent invention. Figure la is a greyscal e

scan of an il upigifd | & esHARK R BnEPONEREWdvadoWdtdet MeedOdddorgosell Jul es
Ver ne whi ch was produced duri n% the year 2004 by the gr esent p,gg l'icant.

Thi s bahknRCEOEIHIEL ihBnBeshBERNSholigee® M §BRY) i ASCgABr Mithon RE¢feHRANt i ng

and processdfbdiRehbidHemveRssh fic to banknote production, including in
particular line offset printing for printing the nulticol our background 10

of the note, si FigusePdbustigiemeix fiffarant pintpd induisstinalieychpmataiite afnk
patterns, TGhidliohBuftdnoupt 1fhve! Gl BREs 2s2 Bk & cBnsifieaRlset or TO!

st anpi ng techni ques r applying optically-variables devices, including a
strip of nexeeriamenbgarggiesarryi ng optically-diffractive structures extending

verticaldy al ong e 15l Alia @bt fiGstRARE AL SribMBLED 84 itR-dfsd Sistance
& ? h
schematically delFimte y dashe ines In
of the textures of Figure 9 printed by intaglio printing and by medium- and high-
quality commercial offset printing ;
Figure 11 is a two-dimensional feature space illustrating the classification
of the samples after processing based on the variance o® and excess C of the
20 statistical distribution of the wavelet coefficients resulting from the
decomposition of the sample image according to the invention ; and
Figure 12 is a schematic diagram of a device for checking the authenticity

of security documents according to the method of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

The background of the present invention stems from the observation that

25 security features printed, applied or otherwise provided on security documents
using the specific production processes that are only available to the security
printer, in particular intaglio-printed features, exhibit highly characteristic visual
features (hereinafter referred to as “intrinsic features”) that are recognizable by

a qualified person having knowledge about the specific production processes

30 involved.



Figure | a), intaglio printing for printing several intaglio patterns 41 to
49, including the portrait 41 of Jules Verne, letterpress printing for
printing two serial nunbers 51, 52, and varnishing for varnishing the note
with a layer of protective 25 varnish. This banknote specinen 1 is also
provided with a marking 60 on the right-hand side of the specimen, which
marking 60 is applied by partial |asgr ablation of the strip 30 and of an
underlying |ayer of offset-printed ink (not referenced), In the illustrated
exanple, the portrait 41 (together with the vertical year designation 2004
and the pictorThd fo‘doNiﬁgstumssrimnWilhg)cuhe)rpt#ret aalydis ol |htagsnc3@am1fres

"KBA-d ORL" a ications "KBA- " 43 and " Speci nmen"
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produced ORVERRRWN tha injaglio-printad feplures aoe vewi wel ayjieddretie puBoSRIpbI | ed by
t he preseatithApRtdtoAHctor@aftd iPnb'lH\t/éf‘ﬁloﬁ Qﬁﬁtfuﬁﬁ%a dr@%l\%nth%rﬂé%l’ r&ygul tiple

banknote specinens (as is usual in the art were ultimately cut into
i ndi vi duallNi$de sregiallyfiedadhefact Hat ww@dqrm@ngpn@@egﬂwe gt vBryl s a

greyscal eflﬁ@%ﬁg&n@%mti‘éﬁ én'@lesﬂéppﬂ eﬁr'l&n,%atﬁégﬁé]qﬁtagllo ghﬁtlri]qglsq Qknabe speci nen

of Figure in greater Inta Iogo of
" KBA- dOCvaefQﬁr@% pfmss’éga@@@lungah@ intgosit [featpegst dah anes ewplpitéd gother i ses a

set of pa I five degrees partly overlapping with the
Pegasus 4%64‘#%%0%?1%??&%}'ﬁgﬁﬁénenbosa ng and relief effect of the intaglio

printing as wdfigurgsia tie asbeaypealsssaah ofhan pliusrttatmearbaokmaels,pdmenmaﬂ i 3 th:js
e Do 28Rl e pocFEYE g AR Eb Pl e feb A0 31 S5
partly vi byihe presemtg%mealat) ,Thi¥ ganlenaid spemarenerhlwagmbdu@W lﬂrﬁn@ asquare
port 1o (SombRLRR. oL B B budnd AR o B
production, including in particular line offset printing for printing the multicolour
background 10 of the note, silk-screen printing for printing optically-variable ink
patterns, including motifs of a planisphere 20 and of a sextant 21, foil stamping
techniques for applying optically-variables devices, including a strip of material
20 30 carrying optically-diffractive structures extending vertically along the height of
the banknote (which strip 30 is schematically delimited by two dashed lines in
Figure 1a), intaglio printing for printing several intaglio patterns 41 to 49,
including the portrait 41 of Jules Veme, letterpress printing for printing two serial
numbers 51, 52, and varnishing for varnishing the note with a layer of protective
25 vamish. This banknote specimen 1 is also provided with a marking 60 on the
right-hand side of the specimen, which marking 60 is applied by partial laser
ablation of the strip 30 and of an underlying layer of offset-printed ink (not
referenced). In the illustrated example, the portrait 41 (together with the vertical
year designation 2004 and the pictorial motifs surrounding the portrait), a logo
30 of “KBA-GIORI” with the Pegasus 42, indications “KBA-GIORI” 43 and
“Specimen” 44, and tactile patterns 45 to 49 on three corners of the note and on
the right-hand side and left-hand side of the note were printed by intaglio



20 2a. Figure 2b shows sone of the characteristic intrinsic features of the
intaglio patterns constituting the portrait 41. The region of interest

R o.l. used for subsequent signal processing does not need to cover a |arge
surface area of the docunent. Rather, tests have shown that a surface area
of less than 5 cn2 is already sufficient for the purpose of the

aut hentication. 25Figures 3a, 3b and 4a, 4b are greyscale inmages simlar to
Figures 2a, 2b of two col our copies of the banknote speci nen shown in
Figure |l a, which copies were produced using conmercial col our copying

equi pnent . drintivgaon ©h &itharlies SFteehdckgrpundhd Odési sitlkestregn-panteduasiés
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form ng t he portrait, as illusStrated in Figures 3b and 4b, shows that the

structures RPeS¥ot as sharply defined as in the original specinen (see

Figure 2b) and g f tﬂgege Sérbﬁi&a, PhoRIPEM of Qh@%p%eﬂ?\gﬂ%omevrdf%eand

snoothed as a re et printing process and the nature of the
paper ud@d. banheoﬁew@@lmen of miguren acemrvinada areatey gateddhapntagip-rented cl early

di fferent f h f i Ik Qi e i t re 2b.
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concer ns a coptprisds dedat of pgraielinesia fquty fl\ee dﬁ@@e&@ﬁﬂb@\dﬂléggﬁg witbrter d and
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speci nmen of gures 2a ures b an 4b. The
bel ow di scu:s'mtlng ad welldaglthei sﬁaryamas:SSOi ﬂ‘[ﬁ @meh'@atl déanyhibe peaavirodkis et hod.

As hi ntig t}}?}/ n intrinsic and characteristic feature of

i ntagli prq %Q{ tterns is in particular the high sharpness of the print,
whereas the i nijgemt@QhﬁEt admemie&ssledwiévbbtabeftshm gide patftion dfdiveepom‘aiir pness
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deconposi tlp?argte(r)ns tcorei‘stlstgtr% the pogtralt 41m:ﬁ]e reglon c;,fvainterest R.o.l. used for
subsequent signal processing does not need to cover a large surface area of
the document. Rather, tests have shown that a surface area of less than 5 cm?
is already sufficient for the purpose of the authentication.

25 Figures 3a, 3b and 4a, 4b are greyscale images similar to Figures 2a, 2b
of two colour copies of the banknote specimen shown in Figure 1a, which
copies were produced using commercial colour copying equipment. In each of
Figures 3a and 4a, the depicted white square indicates the corresponding
region of interest R.o.l. of the portrait which is shown in enlarged view in

30 Figures 3b and 4b, respectively. The first colour copy illustrated in Figures 3a,
3b was produced using an Epson ink-jet printer and Epson photo-paper. The

second colour copy illustrated in Figures 4a, 4b was produced using a Canon



95 transform (W), and extracting representative classifying data from such
deconposi tion. The general principle of wavelet transform (W) as applied
for the purpose of checking the authenticity of security documents is
extensively discussed in International application No. WD 2008/ 146262 A2,
the content of which is incorporated herein by reference in its entirety.
30A wavelet is a mathematical functiaqn used to divide a given function or
signal into different scal e conponents. A wavelet transfornmation (or
Wavel et Transform - hereinafter "WI') is the representation of the function
or signal ifyjet penier ens. ndNFmI baper Adwightragsistialy etarinerdidd 0ssl td-osur er
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i nvention t n_i venent aver t i nv closed in WO
2008/ 14628§R\VA{% ﬁ‘gt‘ﬁsg? af‘gp%‘ IS SRECHEN ?{}EH ?ﬁ“ EHEJ 0RPI%H scussed
above, seoﬁrﬁlgtyrepr Bat SBbI ahd bankbotRe depwradisdussibhodilc e@abywitH g of f set
letter rinti i I ation, and intaglio printing. Especially
the | a 'ﬁ?@XﬂWFa{}% tB'ISa%/%V' ‘P%E]e@’}o role in banknote reliability (see

[ Dyck2008] ). TAehinesdabavey, agluhlﬁnsm%n@fchlat*édtérﬁyﬁc(?éatgP@oﬁiﬂﬁbg{l\”@%ﬂﬁteé 0
engrave". late with

The pr.intin hod of the sane nane uses a net
engr aved Bﬁg‘?ragt'%r‘% p?%"g‘%{ @?r"ﬂ%’? Fhampnepy of ﬁﬁetqﬁ@t,p‘f"h?f?ﬁﬁdhﬁﬂ%@é’s t he
engraved ptintedtodprs exhbitfd $uehnthpliovek sRaYnBELESSHht HD8 &1 mg@apfoessur e
(tens of g]onigf?ajr inch) directly on the paper (see [vanRenesseZOO 1). A

tactile r RECTESHBY ANy ingpe. Tftﬁﬁrﬂe Carhba@élotqf qotusdRses-pintast | ng
proces® angpias, r@§twelurwaf3 bBbiBs Ibidifsd 8YUREMYI- @&@Eﬂg%h%@%egelsn&hgg met hods

(see [Schaede2 06]). Since intaglio process Is u produce the

cur renci e§ifisfencrecanda brought tegivarg bt Perferming e iesempanition leé theoimage es who
own them g Mhﬁw@ﬂeﬁ &Y eglfé‘fgéd‘oww A?’rg?efq%r?%f inter esl}eo{ thd SaAGd9fe Si gnal

proceSS|nap the fine structur o techni can be considered as
textures @WPEHMerrtodenaytapriisatast syptatasethe Wﬁwwrﬁgws ZBthEarmIrlﬁq byt shoul d

oxt act Sh@;if*’""‘“? %‘esé“@? 1B proe s & BuPaREpd dode fie 20021
is 25 transform ), and extractlng representative classifying data from such
decomposntion. The general principle of wavelet transform (WT) as applied for
the purpose of checking the authenticity of security documents is extensively
discussed in International application No. WO 2008/146262 A2, the content of
which is incorporated herein by reference in its entirety.
30 A wavelet is a mathematical function used to divide a given function or
signal into different scale components. A wavelet transformation (or Wavelet
Transform — hereinafter “WT"”) is the representation of the function or signal by



5 proposed. It belongs to the top-down approaches and can be applied to
idant shift invariant and shift invariant WEE The al gorithm deconposes the
so-cal |l ed Wavel et Packet Tree according to a criterion which is based on
tirst order statistical nonments of wavel et coefficients. The WPT is a
generalization of the classical WI which neans that not 10 only the
approxi mation (low frequency parts) buj also the details (high frequency
parts) of a signal are deconposed (see [Zhang2002]). This results in a
tree-structured WPT as shown schematically in Figure 5 and deconposition
of the abowevetets.i WMesl havcheadvaekgeat bver dfaditictal eFaurierhirghsfopas i @l

L1 eo char adtaprend EHefi? S <R RSk bRoad B8 alem P T nages. 1

each deconposi titahall @ee&ppﬁéchatled&ﬁaﬂlédﬁmraramsﬁtﬂfnnlspuﬂetd Henassheilatppnoxi mat i on
node Al "i &Vg hr ee, det aj
d

od k, cHi.j. and th
verti cal deqgy . q)urteﬁepr ﬁg@gﬁmﬁfeﬁﬂébﬁ?lﬁ% t %gtr%nﬁorpaﬁﬁr engb%smal ©
details,s V\’@:%c%slsedj Smhb@ iSeCR §pesirlrn ARdicamel of ik jelétit npdBalneti@incy 20As

shown in Figure 5 which shows a two-dinmensi onal ({ﬁree structured \Wavel et

Packet Tr af8RisPhPlneimaae cuthqubany digiingtion #regpias $68€-i mage, or "root"

A0"9 i s deconpogrfeled thdory Will hbr Bé dﬁ%%%@éﬁlpﬁi SR ih BNE bresEf BBELrbliSR | evel
after the root) an approximati on node Al 0, first node) and three

detail nodés thig/theary (s a& sych W@Htkﬁewﬁd'aé')e aﬁ@m s extensivelydisqugsedany, and
ca.36 = 3, 4hetuy eve?&%efal-rt@%ogﬁs %ﬁqhe%?ec/r\t@he b Rbsteef }elad@r S%df ofa. 3 of

the second tree further deconposed 5 =2, second dec osition
| evel , thi instancserefesiel[Majlat1 98X anshiUnsgel996E(ses the lishgf iaferences\at the

0% 12:7 SGhedor By ook oo, WEplrarid BB oW Chadoed iy 2 11
fanal ysi s miMhtatdo8sadl the shi-inayiaai h‘éﬁs:llsmasedx\w[ldmtgaaieie@samppeet or
B o "SRR, HRuLBHED S AROoRo R oAU Sely BTCROSHEE |
i mpossi bl e its doerisantdreghescies af thatmiddle fTémleeby)smleshl ft 10
15 To overcome this drawback, the present invention makes use of so-called
Wavelet Packet Transform (hereinafter “WPT”) which is known as such in the
art (see for instance [Chang1993]). The use of WPT in the particular context of
the present invention constitutes an improvement over the invention disclosed
in WO 2008/146262 A2 as this will be discussed in the following.
20 As discussed above, security prints like banknotes are mainly produced
by line offset, letterpress printing, foil application, and intaglio printing.
Especially the latter technique plays a major role in banknote reliability (see
[Dyck2008]). The term “intaglio” is of Italian origin and means “to engrave”. The
printing method of the same name uses a metal plate with engraved characters
25 and structures. During the printing process the engraved structures are filied
with ink and pressed under huge pressure (tens of tons per inch) directly on the
paper (see [vanRenesse2005]). A tactile relief and fine lines are formed, unique
to intaglio printing process and almost impossible to reproduce via commercial
printing methods (see [Schaede2006]). Since intaglio process is used to
30 produce the currencies of the world, intaglio printing presses and the companies

who own them are monitored by government agencies.



invariant WPTs are highly desirable. In the traditional inplenmentation of

t he two-di nensi onal WPT signals are first convoluted by wavelet filters and
t hen downsanpl ed. The |l ength of the deconposed signal is 1/4 tines the
original signal, where i is again the deconposition |evel. The downsanpling
results in a 5 shift variant signal representation as discussed in

[ Mal | at 1989]. The alternative approagh descri bed by [ Shensal992] yields to
a shift invariant transformby omtting the downsarnpling in each |evel.
The great burden of this method is the high conputational eflort because of
the highly rednndrarmofss@ﬁmlprdi@lsélﬁgeﬂhb&hb@fruciu'ﬂe§@ﬂﬁtd@ﬁ6@édl’@iqtféfcdmese

di sad t d nsi onal s i nvariant WPT 10 (or "SIWPT") was
plrggo\slgg %g f‘g'gﬁégjg%ﬁ {?rﬁrteuf??ewfﬂé@?rt?'ﬂa{?n%? Hrnatinkirgausngies) Thergfeati on of A

sanpl es i & dpouRdss pbasifEab 0Ated) tHamh with wm‘( Foyihléj%r'p@@é“a%\h heatgfe cal | ed

nmodul o function) bhecause of the downsanpli in each deconposition |evel.

Ther ef or e &X&adiRnsaloerilay Wrafﬁrablwaé% ﬁf‘dﬂ‘i’qmp een W teeki [dipea 29311 ise
deconpasi bidpbsed. & B@leﬁgé ftaeﬁhe\/?d ?ée{bﬁ bé(ncFQ:‘éﬂt bé’:@x{l%}j gnd [2] 15

bel ow and a one- pi xel fted ve SI on I ne equati o and [ 4]
bel ow of rqudapﬁoﬁf@ﬁumrlaah anfl Bhifk invarianio Wes. Thsh algorlihpkpeeomhwes diifn +

i +1, 21 +1 55any SRR Rl Ty A Ig A0ierdh Bhih iR¥ebed onnc ™

downsanpl &tst arer statigticahmeindsys at Wavelelrgpeiteniesitet filters g[n] and *V. h[n]

[Nl | ot 1530) ait [ bon e BB SEE' Ghodid Vo HET RESSBal noRF or i on
cont erit0 i oniydére idpipeakimatiereldvasiray@bicyf pats)i bdtorateat itbe detallenthighr i t eri on
(which W kb 06 65 3PS PaPhRAdBMpoREd (see [Zhang2002]). This results in

a tree-structured WPT as shown schematically in Figure 5, and decomposition

of the above mentioned richer resolution of middle and high spatial frequency
scales which are not decomposed in the classical WT. Due to its tree
15 characteristic the frequency scales are called nodes or subimages. In each
decomposition level all leaf nodes are decomposed in one approximation node
Aij and three detail nodes cVij;, cH,j, and cDij. cVi; represents the vertical details,
cHij the horizontal details, and c¢Di; the diagonal details, where i is the
decomposition level and j the node number.
20 As shown in Figure 5 which shows a two-dimensional tree-structured
Wavelet Packet Transform with three tree levels, the original image, or “root”,
Aoo is decomposed in (i =1, first decomposition level, second tree level after the
root) an approximation node Aie (j = 0, first node) and three detail nodes cVi,1
(i =1, second node), cH:z(j = 2, third node), and ¢D1.s(j = 3, fourth node). Then
25 each node A1o, cVi1, cHiz, and cDis of the second tree level is further
decomposed (i =2, second decomposition level, third tree level) in sixteen
nodes (j = 0 to 15) Azo, cVa1, CHzz2, D23, Aza, CVzs, cHzs, CDz27, Azs, cVzse, cHz 1o,
cD211, Az12, ¢Vz13, CHz14, and cDz,s.
The majority of existing texture analysis methods based on two-
30 dimensional WPT makes the explicit or implicit assumption that textured images
are acquired from the same viewpoint (see [Coifman1992]). In many practical
applications it is all but impossible to ensure this limitation. Therefore, shift



further deconposed whereas the other version is upcast. The upcasting
yields to a nonredundant representation and to a fast execution tinme. The

i npl enentation of a one-di mensional SIWPT as filter bank is illustrated in
Figure 6. As nentioned, in each tree |level a nonshifted and a

one- pi xel -shifted 30 version is deconposed and downsanpl ed. On the basis of
an information 11 content criterion, ;pne version is deconposed further,
whereas the other version is discarded. The above-nenti oned net hod
was exclusively defined for one-dinensional signals. In the context of the

present i nivariaoin)/PTBarshighly Mraeleb&etmeﬁmﬁltfqn@memmman pEthsityRal
signals su Q9 SIWPT")
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conpl ete Wavel et Packet Tree deconpasitio is pore [nportant to

focus ot néRIesSWHTh VYﬁfsoprH’QS?‘I’re”Ué&a%ﬂa‘?'? é'T‘e f“'f“‘ég‘!}@hé‘y FRLEYSIBR! and t he

| argest 20 tﬂaﬂéﬁﬁ&%f %”seﬁﬁﬂb@'?é bouﬁmﬁyln\f@d X, 2%?%6?@‘ RicRI(x, ACEMighass t 0 a
preferred enbodi nent of the invention, deconposed according to

an infor nnﬁhQ)nS%G&ite@ntm@W'@ efunshon)r é@?ﬂtﬁ;%gﬁ Ah@ndPWELAMPIEGe IMPFachbst
known et h%E?ng%%ngepqgéﬁvé]ﬁ %Js.hlf lh@zﬁ'nga?rQQ@dresérQQﬁ(fr{*@eN@@%hleved

[ Sai t 01994] 000 use the entropy or the average
energy of &y tas denegeosition DhBﬁ%@hﬁ@de/efffl@hdi’ei@@@PYa?ﬁHﬁt'@BS {H@T\MZWth
first e i f ot es.
From a b1 0B a1 D A gt e by B e e 4 or Pt f mg
processes aneeapmnamatldngmdr@tImMmJﬂSe Entropy or energy based nethods

divio; [kl =D hn] d;[n + 2K], [1]
diprgjalk] =nZg[n] d;;[n + 2K], 2]
Y L) ’;Zh[n] dln + 2k+1], 3]
20 ienejersetior (K] ="Zg[n] dn + 2k+1], [4]

Both versions are downsar;pled and convulated by arbitrary wavelet
filters g[n] and h[n]. h[n] is a lowpass and g/n] is a highpass wavelet filter,
respectively (see [Mallat1989] and [Daubechies1992]).

The version with the larger information content is identified on the basis

25 of an information content criterion (which will be discussed hereinafter) and
further decomposed whereas the other version is upcast. The upcasting yields
to a nonredundant representation and to a fast execution time. The
implementation of a one-dimensional SIWPT as filter bank is illustrated in
Figure 6. As mentioned, in each tree level a nonshifted and a one-pixel-shifted

30 version is decomposed and downsampled. On the basis of an information



are designed to separate different textures and cannot discrimnate them
with 30 satisfactory results. A different approach is thus necessary.
Diverse printed textures are different in their gray-scale transitions and
di scontinuities, respectively. In particular the discontinuities of
intaglio printed textures are nore 12 pronounced conpared to those of
comercial prints. This difference ¢ be determ ned by the variance and

t he excess of the wavel et coefficien s as discussed in International
application No. WD 2008/146262 A2. Figure 7 shows the nornalized histograns

of wavel etocteaf ¢riteii@ntoneofersion & detoaglosed flrefdr) waedaa tis® 5IRF Ge@lor( i ght)
printed tex@ure after a one-level 2DSIWPT according to the invention (see

al so Fi gw'e S§Y8Y 20 and the related descri ption in International
appl | calion NOThe/CuRfa3haA@ea ARbhodhaidl allclisfiche 0Bk iriko sy Sbhwst ur e of

intaglio printi yields to a weighting on m ddle and hi gh wavel et

coef fi ci efT@eNsiNEY Signalsydn Hh%tC@QF%Fnobﬁh%@ﬁ‘?ﬁﬁn&|'@4enﬁ@n,nﬁen§|W8T1|ﬁ}i31ar row y

di stri bt gdedmhaifidoft @bo A srEdral %R)‘?\fa §|m gﬂfs Ef‘ﬁétre§99 qpbon between
di fferent prlntlng t echni ques can rea In this artlcu r case, if

the tree Lol &Wa Q%SM(PTa)nﬁ@t @ha@omp@ees fOumdli‘fBretrihesfnﬂdﬁ nmage
contrast Lgrsiomsi g fhiednt ﬁ@%tﬁﬁéd% fl’1 SrHQﬁﬁnyc_S nﬁ{n{rﬂﬁn c%hga\eﬁ?gbreseum mage

represent the texture int est possi bl e wa consi I on of
product i oRfut ef teafpteyerions aee dngandedav\mereqsrtbee&‘$lonemtiutlms highekd be

i nfluence i nai se is

repr osont DIRAER (e Bfiner BELARPOR RESRIL 10 BPLOBETT Wikt

hi st ogl0anmwess casied yout.etheer Bsnadiferdndel iy fetitater stabiligdandBqudlitabetvaseent i oned
propertieg,d &af; n&gnghttvvﬁ?g stage stopping criterion 1. 20 to 3. 1.

I f the variance drops during deconposition, the subinmage will be [ower in
contrast; the AledEtpesd iaboves hthel Wl?'hLmabEessanp@ﬁde characterization! bt he

var LAnCe R M ah S25her b TR BB e et gRTend S o e
subi magesther auimdss of aickigsafed afmb@bdgegrdmommdtléllyr thes JlowésSther i t eri on
can bel fotragéjclu%ﬁqlrﬁg cons te'ra ly [a% et\p{odclallogy >h%ls thus been devised to
concentrate on the most relevant node only.
For texture analysis it is usually unnecessary to achieve a complete
Wavelet Packet Tree decomposition. Instead it is more important to focus on
nodes which provide the best spatial frequency resolution and the largest
20 information content, respectively. Therefore, according to a preferred
embodiment of the invention, the WPT is decomposed according to an
information content criterion, resulting in an incomplete WPT. Most known
methods like [Chang1993], [Jiang2003], [Coifman1992], [Saito1994],
[Wang2008] and [Wang2000] use the entropy or the average energy of an
25 image for this purpose. [Choi2006] applies the WT with first order statistics to
classify different denominations of banknotes.
From a global point of view textures printed by the aforementioned
printing processes are barely distinguishable. Entropy or energy based methods
are designed to separate different textures and cannot discriminate them with
30 satisfactory results. A different approach is thus necessary. Diverse printed
textures are different in their gray-scale transitions and discontinuities,
respectively. In particular the discontinuities of intaglio printed textures are more



[5] 07-1di If both the variance and excess grow during deconposition, the
13 Furthernore, if the size of a subitnage is smaller than the
enpirically delerrnined value of 16)(16 coefficients, variance and excess
may vary widely fromsanple to sanple. As a consequence, features coul d get
unstabl e (see [Changl1993]). Hence, this subirnage size should preferably be
used as an 5 overall stopping criterigsn. A novel algorithm c concept
based on the aforenentioned i nformati on content and stopping criteria wll
now be presented. Such concept is based on the assunption that only the
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noisy textures are widely distributed.

Both aforementioned properties lead to a three-stage stopping criterion 1.
20 t03.:
1. If the variance drops during decomposition, the subimage will be
lower in contrast; the decomposition should thus be stopped ;
2. If the variance grows at least to the same degree as the excess
drops, the small wavelet coefficients of the previous level will become larger;
25 thus the subimages are less noisy and should be decomposed further; this

criterion can be formulated as equation [5] below:

2 2
Gi—l — O-i > Ci—l — Ci [5]
) 2
Oi-1 Cia

3. If both the variance and excess grow during decomposition, the

contrast of the subimages will be enhanced; therefore the tree should be

30 decomposed further.



Require: nmod(PAM 2). O finished 4- false i'-1 cD,3 4- 2D SIWPT(A -1, 0)
while (i slog2(MkAS16x16) and -.(finished)) do cBi(rnax(o.(A60,
cl/4,1,...,ca, 7)) {determ ne the best detail node cBi) if ca cc Almthen
(best node is part of the approximation branch) delete AA, CV5, CH46, CD1,7
j else (best node is part of the detail branch) delete Aw cfriw, ca,3 4 end
if 2.Jr, 2 7i 4- 02 cl hal caps Cotiv,'i3+ CcH22 -1-joif G 2 i-I> cr2rthen

Furthermore, if the size of a subimage is smaller than the empirically
determined value of 16x16 coefficients, variance and excess may vary widely
from sample to sample. As a consequence, features could get unstable (see
[Chang1993]). Hence, this subimage size should preferably be used as an

5 overall stopping criterion.

A novel algorithmic concept based on the aforementioned information
content and stopping criteria will now be presented. Such concept is based on
the assumption that only the tree branch which provides the best spatial
frequency resolution is important for texture analysis. The following examination

10 of tree properties leads to a so-called Best Branch Algorithm (BBA).

The detail nodes, as the name suggests, contain the specific or detailed
characteristics of a texture. Therefore, even if the textures are akin, they could
be discriminated by this information. The approximation nodes of the most left
tree branch, the so-called approximation branch, contain only the low frequency

15 information. Therefore, it is nearly impossible to distinguish different printing
techniques with the information content of the approximation branch and such
approximation branch should therefore not be used for feature extraction.
Theoretically their children, which represent the lower part of the middie
frequency scales, could yield the best spatial frequency resolution. This

20 information could not be directly extracted out of the approximation nodes. For
this reason the approximation nodes have to be decomposed as long as their
children give the best spatial frequency resolution of the whole tree. To speed
up the execution time, it is advantageous to concentrate on the detail branch
with the best spatial frequency resolution and the approximation branch as long

25 as its children support better information than the best detail branch. For the
evaluation of the detail branch of the next decomposition level the node with the
highest information content of the current level, the so-called best node, has to
be investigated. Since the excess of subimages at the same tree level is almost
equal, the best detail node can be determined by the highest variance.

30 The following table summarizes a possible implementation of the Best
Branch Algorithm:



finished true [ best spatial frequency resolution has been reached) el se
if d_1> Cthen ifEq. [5]) then finished t--- true {best spati al

frequency resol ution has been reached} else increnment i if ca, ¢ Azo then
A0, cl/2,1, cHi,2, cD 32D SIWT(Ai . 1,c) AA, Cl/45, CHi,6, C191,7

2D- SIWPT(ca ?) el se 110, aro, cHi x, env t--- 2D SIWT(0Bi.1) end if end
if end while {al and arepresent the tgyture best possible} Fi gure
8 schematically shows an illustration of an inconplete Wavel et Packet Tree

whi ch has been deconposed using the above Brest Branch 5 Algorithm The
hi ghl i ght ed nodes are identified to be the best nodes (cer, cB2, ca) of

)
Adoen + 1 n ral an Ardoe——arao + he
notes—are—tnogse

t heft correspo e -on-—t-evel—and—the—-dashed
SnthmY SSRGS Alean e C e

whi ch have-Been—dise
third decd Eﬁ%ﬂsﬁw 08 2 Fft acteri zes the texture al nost optimally. 15

ed — false
i—1
AI,O; CV,',1, CH,',Q, CD,',g «— 2D-S|WPT(A,’.1,0)
while (i <log:(MxM=16x16) and —(finished) ) do
cB; (max(o(A;o, ¢Vi1,...,cD;7) {determine the best detail node cB}
if CB,‘ (e Ai—1,0 then
{best node is part of the approximation branch}
delete A;4, cVis5 cHs cD;7
j<0
else
{best node is part of the detail branch}
delete A,',o, CV,'I 1y CHi,Z: CD,"g
j—4
end if
o 2,' — g 20Vl,l+1 +0 2ch,,-+2 +0 2ch.ua
Ci «— Cevipr + Cetpinet+ Cepijoa
if 0 %.;> 0% then
finished « true
{best spatial frequency resolution has been reached}
elseif Cis> C,' then
if -( Eq. [5]) then
finished « true
{best spatial frequency resolution has been reached}
else
increment i
if cBi.1 < A/.2,0 then
Ai,D, CV,', 1 CHLQ, CD,',3 «— 2D-S|WPT(A,‘.1,0)
A4, ¢Vis, CH;s, cD; 7 — 2D-SIWPT(cBi.1)
else
Aj,4, CV,',5, CH,',(,‘, CD;,7<— 2D-S|WPT(CB,'.1)
end if
end if
end while
{Ci.iand o 2.1 represent the texture best possible}

ﬂ]—

Figure 8 schematically shows an illustration of an incomplete Wavelet

Packet Tree which has been decomposed using the above Brest Branch

5 Algorithm. The highlighted nodes are identified to be the best nodes (¢Bs, cBz,

cBs) of their corresponding decomposition level and the dashed nodes are

those which have been discarded during decomposition. The detail branch of
the third decomposition level characterizes the texture almost optimally.



In the illustration of Figure 8, it wll thus be understood that the best
node GBl1 of the first deconposition level (1=1) is determned in this
illustrative exanple as being the node containing the diagonal details
(ca,3), i.e. the node exhibiting the highest variance conpared to the other
detail nodes (c1//,/, and 5 alt) of the same deconposition |evel. In
the next deconposition level (1=2), enly the approxi mation node Ato and the
best node GB/ of the first deconposition |level are further deconposed to
det erm ne which node | eads to the best information content. As illustrated
in the exanpl elndhe Fiuguiateonsof I-’ngmrelﬁent wik trorspos ubdarstootl thdtehappsoxedeat i on node

Al,0 10 | nt flcatl th est de.GB for. .tk econd
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deconposi exampleeaebeitd #2) nbde d@itaihmgr‘md dla‘gdnbl etalld WDt eV theead®dl e as
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hi ghests varh 38 ehecomatgsbrhodithm 1etdier detail 15 nodes (cV2,/, cHz, 2,
cV2,13, cHz, 14, ﬁnd cD3/5) of the same deconposition |evel. In this

exanpl e, furt HBrihadE¥hIssPmPeTitios 'qVﬁls('p?)e\ﬂnbumeyalf’weﬁiwaéi@gtn%@<CB (i .e.

detai | nodfdGRe BbstassoRr 886 the |fi?s%da%cbﬁlp€§’ﬁ8mz E\Pé)fbrfh@Fg E@s
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third decomposition level does not lead to a more optimal representation of the



20 SIWPT) using the so-call ed Daubechies 2 tap wavel et (or db2 - see

[ Daubechi es19921) and by adopting the above-di scussed Best Branch Al gorithm
(BOA) . For the estimation of separation results, the extracted
features have been normalized to a uniformrange of val ues between 0 and 1.
Figure 10 shows the 25 inter- and intra-class distance between the
intaglio-printed textures and the nedijym and hi gh-quality conmmrerci al

of fset printed textures, respectively, for the first three deconposition

| evel s (indicated on the horizontal axes in Figure 10). The dashed |line

hi ghl i ght s fedterecand dsqpomzhisitpnde aocqdiigtyl sioppes éls avresud, thieedeBebkttraBetanch

Al gorithm h st opped, t he dec si.tion, can be observed in Figure 10
that the ngﬁ\eébgﬁE%GNSQSgﬁf%Wg%atg'{e()%%@g%%e deconposition at the | evel
whi ch achi eves EXgeripasits inaverbeehasaridd siuanod ihesstigated with iantetgbf 90@r i nt ed
textures and the di um or high-qual i 17 cqomrerci.al offset prijinted

t ext ur es Wtqﬂurgsrfég@cq;pd 1odhe %ﬁ’@ﬁ Tbi‘ﬁoﬂﬁﬁt Wlerﬁqtcwggsorﬂ‘?%qegn % of the
medi um Ar idadlicdPrigidy b YuseaoEtisd ploduictis®tof WelcDiigtdddcRiidnts Sedpciiipi m zed
in nost cases with _a rate of agprom mately 60% Even thpu%h the intra-class
di st ance i $2REROA$-niNG BEr PAE OLINE S6f WeRET ef’rﬁ)’é‘éﬁ'ﬁ%ﬁc@é Hsqtanlipes, it
can be obsggvagdt Aabng *&ihé‘r%ﬁ&sﬁéw%@vﬂ%rfnﬂH%YTﬂibsétﬁérbHér@%anTBEBfLﬁﬂm@Fe, on

average, the BBA stops at e |evel ere the classes are best separated

and | owest d&sdsghinée high-quality gpgypedivm gredibn 9tinte: die mesiung ey sRAis anch

Al gorithm It _,%Qg,i esial . xtures
at the Ievgﬁwgﬁ%&?ﬁ_eg %Fgﬁgggr.{M% Eﬁfgrg{%’[ (E,-ﬁr_aglﬂz?-:-d,I Iﬁﬂyhﬁltgg%,ﬁg?lﬁg best

i nt er - clGas soainareiat printed rtedy rasdans barely dighinguighabboby apwstrained: hgman

intra-cl as i 3 r j L0 I &aa““rﬁ? | ass
clusters a?g@é@ﬁﬁ%ﬁg%ﬁﬁ%p@ﬂ%idstté ?tﬁﬁéusl gﬁe%ﬂg?ﬁ;ﬁﬁﬁ ria@gl:af y 1 %rs'{"?’g?‘gd in

Fi gure 11, bFiagiemepizdls omivg toaprodociginmtelesaraesl Thenhayebegmseanmedvéthtane

rel evant 1 r Ve . ifi i ekt vali ance
cr2 (al ong%i@ﬁ?&ﬁ%@a&p'%&@ ;h aﬁ}r?aielséguJ?@q'f@?d gﬁgr%ﬁ%daiagﬁ%i C gl%lr%g t he
vertical axbssists & gixr diffeignt oextuines dvitht ain biotagensiaé ofhB56wbél pixelsoas fi ci ent s

resul ti frao e. deco Sitl usi. ng-. . ir 0
| ower-r ghfl{uég]?{?grmog'glff% réo‘sl%?%'i i'@%&é@gtﬁgﬁ ﬁe%?ﬁ’ﬁg E‘@Iegﬁ%ﬁ%{‘ E/rggt()m’rer ci al
of f set pri Mtiewdd ekgrayesalenransitidnseardi stromtgte. dhey hee lllosteativeiaddhe npst t | on of
Figure 11 designate the high-quality comercial qgffset. printed textures.
The squar e§°6‘|’1‘9‘?'}1%e%'ﬁ' e‘?r-'rl@gts 88{’1’5‘?y8@%#?%f515\§'nﬁgq'(ﬁ)erginbﬂgt e the
i ntaglio-printeal texiirgs eisto 6 illustra®dsl ial Figadyo imené ivepediecbingused by tishows t hat
t he BBA stops on average at the | I. where the classes are best _separated
and | owest ag?(ﬁ@ﬁﬂ@@?e%%&mloé@?éﬁ@i 'Hﬁr@r@&g%‘f‘ei‘?tﬁjscﬁ?ﬁ@f fﬁaﬁég%\r/@r(?%s cl ass
clusterzm ugWePThi D8RG BRUNKGAEAIRS. DHBeSRRAr 2t i2@pn WSt (drsdbadepessient  of
production tol erances |ike ) .
[Daubechies1992]) and by adopting the above-discussed Best Branch
Algorithm (BBA).
For the estimation of separation results, the extracted features have been
normalized to a uniform range of values between 0 and 1. Figure 10 shows the
25 inter- and intra-class distance between the intaglio-printed textures and the
medium- and high-quality commercial offset printed textures, respectively, for
the first three decomposition levels (indicated on the horizontal axes in Figure
10). The dashed line highlights the corresponding decomposition level where
the Best Branch Algorithm has stopped the decomposition.
30 It can be observed in Figure 10 that the Best Branch Algorithm has
stopped the decomposition at the level which achieves the best inter-class

distance between the intaglio-printed textures and the medium- or high-quality



transitions and varying contrast. Indeed, all investigated features shown
in 30 Figure 9 are closely clustered even though they are clearly different
in contrast, latitude of gray-scale transitions and structure. It has been
observed that the position of the best branch in the tree can vary w dely
fromsanple to sanple. Thus he particul ar node position found by the BBA
shoul d not normally be used as a clagﬁifying feature. The execution
time of the inconplete 2D SIWPT based on the RBA can be defined as
0092(N)), where N = Mtvl is the size of the texture image, 5 which

execut i oncommergisl q:ﬂslef pattby teireallite o eite of mmtTﬁ@boﬂré@oﬂﬂﬁgtlﬁﬁraDn f or
i nstance o

a Field Programmapl e Gate e proposed
i nconpl et 8@:‘?%‘3‘ ﬁtiaﬁfé%s‘?f ﬁ‘ﬁ Iyrp- |WaPA§i Ja‘h&vép@mqﬂéﬂéké’ffsﬁ RA8tesk m f or
di scri mi nahxes ¢ ntlhirfiggse ™ nio%KbHé@Swﬂh'd"Féié cﬁrhp?ﬁ&)&iﬁwaéry 4094 MBS,
especi al |l y bapknotes has denonstrated ;gég performance to achieve 10

t he goal UZRERRIMER-¢lRgs distanestis ot {/“'G'f“' Wlaﬂlwfdb@lﬁ%rm\éeﬁ'gﬁtqﬁart i cul ar
banknotges texliltes, ieddH B26Hsdrded fhaft)ﬁ{etélgége@raré'gghb\)é g%ﬂéthé‘@tb@ TRerbRpystly

det ecting security features printed E erw se provi ded on
security EBAYREAUEs ”"Sﬁj@ﬁpa%tob‘éﬁkﬁtﬁ leyel W efgathei dagses afrgrbeshee@mawu on of

i ntaglio-ghré T&A?e%t 4 Ss. Beside the variance a (and the standard
deviation a) an tg’r?]ﬁe r@&gess C 15 (or excess kurtosis), further statistical

paranet ers ni ghgurbel Lidemongiratem et the Best Braech tAlgorsbinc@BAYi stops thet i on of

t
desor pti SrcdEisH! B8P e300 S laadRTe RS i el inBRA R BRI O ¢ oy
of t hdOnackarectedoed.flh thiemay, ﬁiﬂeﬂlﬁsemrrcdmsstd)suancstsa’gafmectmtl?atrﬁgaec\),\fl‘a 1‘/ |e Ir ZE

" h ution .o
noat 11 ci eifQ BuB BHE RRraals Gkl bbb 0B rcR afs R g et < whi ch
i s a meastheeclads tchistars yareettillynafovilhalisttiatted tdsc athethaticallp illustrated @nd/ or

the stati S Fea% entropy, which is a nmeasure of changes in the statistical
di stributi ng 13For t he purpose of feature extraction, the above-Ilisted

monents (i ncl lRigmg 1hehpas i angedimdaidndd demararabage dHere an@bblevaktoper
conpar 'Ssopexfl ures a%gsﬁéénc%fefsglrflleg Lon é%%%iscgp ctﬂeqra tvgna(ljn%((:aug?r}along the
horizontal axis in Figure 11) and the excess C (along the vertical axis in Figure
11) of the distribution of the wavelet coefficients resulting from the
decomposition using the BBA.
The circles on the lower-right corner of Figure 11 designate the medium-
20 quality commercial offset printed textures, while the diamonds on the lower
middle portion of Figure 11 designate the high-quality commercial offset printed
textures. The squares on the upper-left comer of Figure 11 designate the
intaglio-printed textures.
As already mentioned, Figure 11 shows that the BBA stops on average at
25 the level where the classes are best separated and lowest expanded. This
enables a simple separation of the various class clusters using linear
boundaries.
The separation result is independent of production tolerances like
transitions and varying contrast. Indeed, all investigated features shown in
30 Figure 9 are closely clustered even though they are clearly different in contrast,
latitude of gray-scale transitions and structure. It has been observed that the

position of the best branch in the tree can vary widely from sample to sample.



Figure 21 schematically illustrates an inplenentation of a device for
checking the authenticity of security docunents, in particular banknotes,
30 according to the above-descri bed nethod. This device conprises an
optical system 100 for acquiring a sanple inmge (imge ca) of the region of
interest Rol on a candidate docunent 1 to be authenticated, and a digital
signal 19 processing (DSP) unit 200 pgogramred for perform ng the digital
processi ng of the sanple image, The DSP 200 may in particul ar

advant ageously be inplenented as a Fi el d- Programmabl e- Gat e- Array (FPGA)
unit. ThusTllke gerticor gfodei praiteon oumdyby thepBBA sbdwd roe nenbellii bd i n t he
formof a r roni ¢ device with integrated i mage-acquisition
capabi | i ty%ss%gﬁtsgagélgsg%&ﬁfe%ﬂ%%e_ It will be appreciated that the
above- descri bedThe\esatutom traa df¢hapgbmedeté @D-SIWPTbadet ext thedBB&cani t y

features (in partigcular in I.Q-pripnt tterns) printed, applied or

ot herw se pﬂeogfa@'épt?paﬁ @@%Q#W)Iy %ﬁr&ﬁﬁ@f’&zgpﬁgiﬂ%? )?f 1t€e ﬁﬁﬁk??gf%@é' . As
expl ai ?esl ahﬂ?'ﬁf,etxbgﬁ]icdﬁ ﬂmt@h Bypéargedigaduitadl fRya pedvtieal {wri]q@llar%h_elmatish,aisdrf:1 i cal
parameters sel ecte 0 e gro onpr.i si arithnetic mean, e

vari ance (dQﬁt?‘n?en%“@lé éasrggra?’HBé@‘x’g%’ggA(@)’Rgghgthe entropy of the
statistical di sthéprsddaRedahcdrmsietsaive)-diemephhl sHitMvaribesWalblegPhem t he 15
deconposition of the sanple shal | further be appreciated

sanpl e | mage. It sh
that the met'ABfOrmAJOrHigR/INBaliQs) Ok dillergat ptHrARPIIBIRISN LhFUEL IRHISN Sy rati ng

of a candi dapecidMf BARH0tESHRE RinbiRraed haddfoobasstdinanse iealchHices. Such
an authenticity rati ng conput ed according to the above described nethod can
\2

be opti P sdbie byoaledli gheidnd Hae seelhipntigity 20f FeaYilY edoqumantar B Pgriselasr i nt ed,
app! | ed. ObpkHeiW! FRisPAMILASHION bhffcar Hiohhy sURBITRS fSously by Way s
to optimse the authenticity rating o? genui ne docunents. Su%h

opti mi sat i Gecualy featumpy piintiad arpiiiedytberdseproxisiedren secude decurgentsat ur es
including i i r: j 1 € atterns, 25
opti cal 13- AePRrs rbAbke! et (6 hE Hotfbh 8f Maglb T b aRtED. 1
density of suchBpsitiedhagarignast 7 Gsidytheistenttard deviation o) asdrthe exerssi ©- pri nt ed
pattern i .. Elqur i iLcul ar. be

fosi r b3, 0 SRS K fbsip AR aRubaraiiineiore MRt Do BoBT0 BhEREBIEE® e 10
t he above- dbsctatibtizhl eistriulition of shawavelat cabdfdertis,npnielp (seehass Egpes 88 t he

I nvention aésnd%ﬁe (?éalg\i/é’]n%%egt\,(riﬁt%% tﬁ‘é‘#&%?(%%ﬁi 5(5(%7146262 A2):
- the arithmetic mean of the wavelet coefficients — also referred to in
statistics as the “first moment” ;

20 - the skewness of the statistical distribution of the wavelet
coefficients — also referred to in statistics as the “third moment” — which is a
measure of the asymmetry of the statistical distribution ; and/or

- the statistical entropy, which is a measure of changes in the
statistical distribution.

25 For the purpose of feature extraction, the above-listed moments
(including the variance) shall be normalized to enable proper comparison and
classification of various candidate documents.

Figure 21 schematically illustrates an implementation of a device for
checking the authenticity of security documents, in particular banknotes,

30 according to the above-described method. This device comprises an optical
system 100 for acquiring a sample image (image c®) of the region of interest
R.o.l. on a candidate document 1 to be authenticated, and a digital signal



For instance, as already nentioned, while the authentication principle is
preferably based on the processing ot an image contai ning (or supposed to
be 20 containing) intaglio-printed patterns, the invention can be applied
by anal ogy to the processing of an inmge containing other security features
conprising characteristic visual features intrinsic to the processes used
for producing the security docunents.,, in particular line offset patterns,

| etterpress patterns, optically-diffractive structures and/or conbi nations
t her eof . Furthernore, while a processing of the statistical

di stri but porvessing ieSEpecit 260 peagrbfintsdeiot peliasibgdre digialrprbesbsigy af way to
extract classifying featuges ermning the class of textures being

i nvesti ga%@d,saﬁﬂlle of &~ sUt a@ﬁ% g&@c@%i g @Hlﬂ“!f‘rb@a\éq{ﬁ?%%’é £8 | ong as
such procésslemgntaiad ®FicldPraRphdirbloGardAdgy (FrGApaiiLr es that are
sufficiently r r&senta{hye of the security features bei ng i nvestigated and
can efficient I'@Ped QGG A RIQUES d2ThE RRYECHRNPR emuadiecointherfpen of a

Qovi ousg Y poRalflk Wedtkrohit dfvicBaWH RitddiRBE8 $mEGs-REGRSINGH eg?érs?m;; QY6 ak o egi ons of
interest of the sane candi date docunment nay be digitally processed 15
accor di ngs’t'"@rttprﬁ@“lenventi on. In any case, each region of interest is
preferably seliegiiese bpicemisithar thi abo@eeaééérmeafinm&akﬁﬁrd%béﬂéﬁél%rdab' y
l'inear or curvilinear intaglio-printed patterns as shown for Instance in

Fi gure 2bfqs@Bpl deterfipgirsecoty teptrres inTPeriavioRENEMQ-PEOted8RBIOphane G

Mal | W : | ag o i Si ; jti : Th
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ransactions on’ Pattern Analysi s and
Machi i@ | heeknatefence, Vol . 11, No. 7 (July 7, 1989), pp. 674 to 693 [Unserl

995] M chael Unger,ynl. I ! i on e tati j

wavel et fr anesp%eleéEET%gantgsbgg i gﬁg (g%%ge f%?grgésgr{%,cﬁb{éﬁﬂerﬁﬁ} % 1

( Novenber stedisilal pprametessalectdd 60 Beagrgud @08 plisiag Hbe agththetitgmead, C. - C. Jay
Kuo, "Tex i ' |ficati i Tree: Structure vel et
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It shall further be appreciated that the method may provide for the

determination of an authenticity rating of a candidate document based on the
extracted classifying features. Such an authenticity rating computed according
to the above described method can be optimised by designing the security
20 features that are to be printed, applied, or otherwise provided on the security
documents in such a way as to optimise the authenticity rating of genuine
documents.
Such optimisation can in particular be achieved by acting on security
features including intaglio patterns, line offset patterns, letterpress patterns,
25 optically-diffractive structures and/or combinations thereof. A high density of
such patterns, preferably linear or curvilinear intaglio-printed patterns, as shown
for instance in Figure 2b, would in particular be desirable.
Various modifications and/or improvements may be made to the above-
described embodiments without departing from the scope of the invention as
30 defined by the annexed claims.
For instance, as already mentioned, while the authentication principle is

preferably based on the processing of an image containing (or supposed to be



21 Machine Conditioning for Security Prints", Optical Docunent Security,
2008 Conference on Optical Security and Counterfeit Deterrence, San
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(January 23-25, 2008), |EEE Transactions on Pattern Analysis and Machi ne
Intelligence, Vol. 11, No. 7 (July 7, 1989), 9 pages, published on CD- ROM
[ vanRenesse2005] Rudol| L. van Renessg, "Optical Docunent Security", Third
Edition (2005), Artech House Boston/London, Artech 10House Optoel ectronics
Li brary (I SBN 1-58053-258-6), pp. 115 to 120. [ Schaede2006] Johannes Schaede
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Basi s Sel edei ggtermining: the é?‘l%\"écf)f SHEUES Pﬁﬂ%r'ﬁﬁ?qt@ﬁteﬁh@&yy thgp|suitage No. 2
(March 19920 cding’dould Be’drfvisaged as long as such processing enables to isolate

10 and derive features that are sufficiently representative of the security features

being investigated and can efficiently discriminate genuine documents from
counterfeits.
Obviously, a plurality of sample images corresponding to several regions
of interest of the same candidate document may be digitally processed
15 according to the invention. In any case, each region of interest is preferably
selected to include a high density of patterns, preferably linear or curvilinear
intaglio-printed patterns as shown for instance in Figure 2b (see also Figure 9).
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deconposition level (i = 1), determnati on of the detail node, or best
node, (cBr) anpbngst the detail nodes (ckpgr.i, cHL.2, ca,3) of the first
deconposi tion level that has the highest |nf ormation content, and -24-
further deconposition of the approximati on node (A La) and of t he best node
(6131) of the first deconposition level into at |east a second
deconposition | evel (I = 2). 5. The nethod according to any one of
t he prece(ﬁk@Mﬁai nms, wherein 5 the node having the highest information
content is determned to be the node anbngst nodes of a given deconposition
level (i) whicH. exhiﬁbimethpldefdti ghesking dheanatheqbelly of security dﬂcumimtsret hod

di 4
ol ural i vy iterEi s SAUlT coch el SHmPu, Shatnd Phybs et e as:
(Ro.1.) afp;t5e Siqrﬂ?lrﬁé@déﬁlﬁﬁeﬁi Sp%ﬁ@ﬂﬁse prowded on Ws@@]rﬂ?@o%ﬁﬁ%rﬁﬁ ng to

any one of clains -| wherein said | east one region of interest
(Rot) is sdlighttsegutity faedumecqnnrlgﬁ Qi@ﬁ@qzteysuﬁ visated deafgires intrinsic to theg. The

cur i | Ehedroriag Rt Brirdau il a Retthd 80 GEN%, 2R RBE M eddrlbing 1o

claim7, M@S&irﬁoﬁ@gﬁam} ptRstingne shegi® imade iohbelest ohB region) of iftesgétect ed
to incl ude patterns of pictorial representation provided on the candidate

document, (R-.o.l) of the suaceries maﬁtstud%tec@sﬁa@ﬂrﬁgntéoc,treaﬁw@entm@cbm iche
pictorial 2Q,hepf GREFIAId DN SadsROG (@t part of said security features, said

digital processing including performing a decomposition of the sample image by

10 means of wavelet transform (WT) of the sample image,

characterized in that said decomposition of the sample image is based on
an incomplete wavelet packet transform (WPT) of the sample image including
decomposition of the sample image into a wavelet packet tree comprising at
least one approximation node (Aij) and detail nodes (cVij, cHij, ¢D;;), and looking

15 for the detail node within the wavelet packet tree that has the highest
information content.

2. The method according to claim 1, wherein said wavelet packet
transform (WPT) is a two-dimensional shift-invariant wavelet packet transform
(2D-SIWPT).

20 3. The method according to claim 1, wherein the node having the
highest information content is determined based on a best branch algorithm
(BBA).

4, The method according to claim 3, wherein said best branch
algorithm (BBA) involves:

25 - decomposition of the sample image into at least a first
decomposition level (i = 1),

- determination of the detail node, or best node, (cB1) amongst the
detail nodes (cV+1, cHi2, cD+3) of the first decomposition level that has the

highest information content, and



11. The method according to any one of clainms 1 to 4, further conprising

the extraction of classifying features (( C ...,) fromthe deconposi tion
of the sanple imge, 12. The method accor di ng to claimii, wherein
said classifying 25 features (02, C, ...) are statistical pararreters

selected fromthe group conprising the arithrretic mean, the variance (02),

t he skewness, the exmﬁﬁg qek r tic

di stribution of the vvave et gn@?ﬁ:tfg{ﬁenf@tergﬁ I ngﬁkﬁ om%l@ Qeﬁ%w% on

of the sanisd nndge(c& of the fik3. ddbempesitiod Bvebdridioncatt et ah msddond

further Cocg%c”S'QﬂQt % @p :8:1 30 deriving an authenticity rating of the

candi dat e IR YL ENE e extracted classifying features (02, C,

14. The met hod saccor rity
HddetfodBYctglo &h;ﬁbg@foétﬁéﬁpr%&%ﬁ{ L0 @@W@&%

docunents are banknotes. ucl

docunerh s,theomsie baviggtthe lsgb@stahfaﬂmatgxm mmteatlsr detyermaféwrcebettﬁebﬁ)de
printed, [ ot herw se I’OVI ded. .on th Gyri docunent s,

wher ei n sgﬁgbéiﬂu??q?ﬁ szﬁ gres ?%O'HBQ§'BﬂBdeY?II §h¥‘ﬁ“g‘ 6'% the bighest se an
aut hent i Cl\la‘nah@ééa of genw ne docunents determ ned in accordance with the
nmet hod as defined in_claima13, 16. The met hod according to claim 15,
wherei n sai d s&euri thhe aathedsacpoedingsioganyl enebf akaits i ricl 4deomphisinh

density ofy ordln to claim16, wherein sald
patterns ar@ﬁ%"& égﬁcegr%%ur vﬁ%%ﬁy%? ﬁéplﬁo'rﬂ PRt P Eﬁ:ﬁptoé'ghy to severgly The
met hod1(hccreg|dnsg>fhmteea1;1 (RnEl. pbfthleasame Lantirlaled dovtreept.n the security

docunents are ankn(e)'I ..A digital signal processing unit (200)
for processing’i mgd gangthsd ?LGCQ{dWﬁﬂ any sagef tains 1 wadtwoerein egldoat of

| terest (Eadt-dnd rBlichNer HEfARSh 13 SAGRORLPWIRIRT: (an By oty

authenticated according to any one o
digital sp@ﬁarn&pr ocessing unit (200) being programred for perform ng said

di gital processing the ) e i,na 20., The digital signal
processi ng uni (208.f)h %%d'qgnﬁ laion e Wheteigssaid patternsare linear

Fi el d-1Br ogf s0RRIMNer GRbglidypriAled FREhsuni t.

9. The method according to claim 7, wherein said at least one region
of interest (R.0.l.) is selected to include patterns of a pictorial representation
provided on the candidate document.

10.  The method according to claim 9, wherein the pictorial

20 representation is a portrait.

11. The method according to any one of claims 1 to 4, further
comprising the extraction of classifying features (0 C, ...) from the
decomposition of the sample image.

12.  The method according to claim 11, wherein said classifying

25 features (0% C, ...) are statistical parameters selected from the group
comprising the arithmetic mean, the variance (¢°), the skewness, the excess
(C), and the entropy of the statistical distribution of the wavelet coefficients
resulting from the decomposition of the sample image.

13.  The method according to claim 11, further comprising the step of

30 deriving an authenticity rating of the candidate document based on the

extracted classifying features (o2, C, ...).



21. A device for checking the authenticity of security docunments according
to the method of any one of clains 1 to 14, conprising an optical system
(100) for acquiring the sanple imge of the region of interest (Ro.l.) and
a digital signal processing unit (200) progranmed for performng the
digital 25 processing of the sanple imge. 22. The devi ce according

to claim 21, rei i LAl i | S RY SS# Ui LS

ol ement ed a8 o Fi ol B e aracy SRRl PEESDLBRIS L # Undiin the 5
The devi cesegeicity doagmentschrai barikhotes.22, i npl enmented as a portable 30

el ectroni c devi %e W th int egfr ated i rrage- acqui sition capability. 24.
The device accdrdi ng&trﬁet@logi QF PEOdYHRE S UThe dpeY sl @nyvisitmithe atan ce

wthinte hi CAGEH kSt D idtbd Yab St = 26-
05 A ot had oG SRR el BRI Yandlict S he RS Fugviagdion
printedy dppldesdrity dochreenissevherein said secusibe teaturesdacudesitsed Whisabh a
security features 64{1-.49; 30; ,,10:,. 31, g%& onpri.se characteristic¢ visual
features iHi¥ PRoPORENSHANAYIRILCLY fa 108,9 gf.EPRYMeRts detegmingd in

docunent s,aceardhrivet WA tRe ARARGH akRBAhBE iSppmef3 digital |y processing a
sanpl e image of at |east one region of interest (Ro.l.) of the surface of

a candi dat e dod@rentThewiiathod egterding to slaimetd, WRaBM paidsserlirity featutas

i ncl ude at i i d ity feat 41-49; 30; 10; 51,
5y sai o 24P SRRlarroP Rl & e moflela PG idy AT S composi o1 on of +he
sanpl e10 mage byl 7meantheoimavavel atcdreiis tor dminye, olvhbhan 16hi8 astdnk Nage,

characterized in that said deconposition of the sanple inage is based on an
i nconpl et dNRAV BT eYrViKEREINtglaBTIBad RaEMSof the sanpl e i mage i ncl udi ng

deconposi tion af thesamksod i I r 0 i sing at

| east one appr oéi mate'; on no@)ed ?E?@rghrgj g)e?g%%%o e%g?rg{/?lg,tbe@ﬁi%qu@, i) and

| ooki ng 15etoritytducuhetraslarabdeknotdsi n t he wavel et packet tree that has the
od according to claim 25,

wharein said wadel ot BALRLEORPLASKSPRTOAPTIZIN 1 pisedeenBiastesata of
ecor g Lo R o SR RE ey Tl e
cont ent | sadidaterdaedmieat ) torbesabibentivatedciccardjogito time (@tBA) of any one
of claims 1 to 14, said digital signal processing unit (200) being programmed for
performing said digital processing of the sample image.
20.  The digital signal processing unit (200) of claim 19, implemented
20 as a Field-Programmable-Gate-Array (FPGA) unit.
21. A device for checking the authenticity of security documents
according to the method of any one of claims 1 to 14, comprising an optical
system (100) for acquiring the sample image of the region of interest (R.o0.l.)
and a digital signal processing unit (200) programmed for performing the digital
25 processing of the sample image.
22.  The device according to claim 21, wherein said digital signal
processing unit (200) is implemented as a Field-Programmable-Gate-Array
(FPGA) unit.
23.  The device according to claim 21 or 22, implemented as a portable
30 electronic device with integrated image-acquisition capability.
24.  The device according to claim 23, wherein the portable electronic

device with integrated image-acquisition capability is a smart phone.



28. The nethod according to claim 27, wherein said best branch algorithm

(BBA) invol ves: 25deconposition of the s_Qgpl e image into at least a first
deconposition level (i = 1), eterm nation of the detail ode,

or best node, (cBi) anongst the detail nodes (cl/7./, CLIi.2, ca,3) of the
first deconposition |level that has the highest information content, and

S0further decomBosi (A oRethhal 6 RABERH UBLLAY RAffel HaTladingh ool AP ohest

node (r:B/) of the rst deconposi nto at' | east d sé€co

deconposi tprovied eappligd or Aherwis@ prodiledhen reechrty docomndntyy wisicRrsecarig of

det er mi nedeabigs (Fha%hate 1AnBigae) ROMBESIora 8 R CIssAD B HIe I 868 (1)
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31, The Metdonbrisingrttde ngtepootidigitatiy mrocessingsa 2Zarmple2Bnagdenfeatnidase ohecurity

document s rggr;%nbgf%pe?tegts(R.o.l.) of the surface of a candidate document, which region
of interest (R.0.l.) is selected to include at least a portion of said security
features (41-49; 30; 10; 51, 52), said digital processing including performing a
decomposition of the sample image by means of wavelet transform (WT) of the

10 sample image,

characterized in that said decomposition of the sample image is based on
an incomplete wavelet packet transform (WPT) of the sample image including
decomposition of the sample image into a wavelet packet tree comprising at
least one approximation node (Aij) and detail nodes (cVij, cHij, cDij) and looking

15 for the detail node within the wavelet packet tree that has the highest
information content.

26.  The method according to claim 25, wherein said wavelet packet
transform (WPT) is a two-dimensional shift-invariant wavelet packet transform
(2D-SIWPT).

20 27.  The method according to claim 25, wherein the node having the
highest information content is determined based on a best branch algorithm
(BBA).

28. The method according to claim 27, wherein said best branch
algorithm (BBA) involves:

25 - decomposition of the sample image into at least a first
decomposition level (i = 1),

- determination of the detail node, or best node, (cB1) amongst the
detail nodes (cV11, cH12, cD13) of the first decomposition level that has the
highest information content, and

30 - further decomposition of the approximation node (A+o) and of the
best node (cB:) of the first decomposition level into at least a second

decomposition level (i = 2).
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29. The method according to any one of claims 25 to 28, wherein the
node having the highest information content is determined to be the node
amongst nodes of a given decomposition level (i) which exhibits the highest
variance (0°).

30. The method according to any one of claims 25 to 28, for detecting
intaglio-printed patterns (41-49).

31. The method according to any one of claims 25 to 28, wherein the

security documents are banknotes.



