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ASYNCHRONQUSLY UPDATI NG A SHARED RESOURCE Background of the In '
Technical Field of the Invention This invention pertains to g@mﬂlmﬂ@wﬂmﬂm’
na nmethod 1 or

system and netthod. More particularly, it relates to a systema BL NOC
managi ng | ocks all owi ng asynchronous updates to resource W t hout
task switching, wait or CPU spin. BacquoundZABtKMg systens provide
structures and nethods for protecting updates to data structures and

objects contained in conmputer nmenory. This is typical Iéﬂgone by updating a

shared resource held in cor@WAﬁ;@nﬁ? THMi AHED gk TR excl usi ve | ock
(thus guarant eei ng an APSNFERONOUESEY JHFPRARING o HHORED BEEAURGEt ens
generally require that tasks requiring access to data structures or objects
wait to update the data structure or object until the exclusive lock >~ is
granted, thus often requiringBackPerdnd PhitheIWanting t asks under

ci rcunst ances which may cause introduction of an error into the system

2 9 APR Q03 Consequently, there is a need in the art for a system and

met hod for elimnating or reducing task waiting for | ocks=<o inprove
per f or mance M%@&@ﬁlq—@—m%bl e to allowTor updates to be
made to a-shared resource wthout making a task wait for an exclusive |ock,

if the task is prevented for sone reason or another fromwaiting. Such a
task may not be abl.e, to, be suspende r a lock wthput

1 \Ahilgwaiti.ngff P
i ntroducing an errottdf EOHE KIThE M0 The°s 98t dMeF 7S ¥ 58 &Y of the
I nvention to gégﬁég? qﬁbfé“gé%%%%ularly, it relates to a system and

method for managing locks allowing asynchronous updates to a

shared resource without task switching, wait or CPU_spin.

Backaround Art

Computing systems provide structures and methods for
protecting updates to data structures and objects contained
in computer memory. This is typically done by updating a
shared resource held in computer memory while holding an
exclusive lock (thus guaranteeing an atomic_update of the
resource). Such systems generally require that tasks
requiring access to data structures or objects wait to
update the data structure or object until the exclusive lock
is granted, thus often requiring suspension ofiihe waiting

tasks under circumstances which may cause introduction of an

error into the system,
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system and nmethod for managing locks. It is a further object of the

invention to provide a system and nethod for managing | ocks with inproved
performance. It is a further object of the invention to provide a system
and nethod for managi ng | ocks which avoids formal task suspension or CPU

spins. It is a further object of the inventizrg E@ER;Zﬂpge a system and

nmet hod for managi ng | ocks whi ch avoi dsacost | nti on over head. 2
g ANK It is a further object of the invention to provide a system and
met hod for managi ng | ocks hot h synchronously and asynchraonously. Summary of
the Invention In Vi ttﬁeﬂfﬁel§y§t’é‘ﬁ¥%n’d‘ r@t%&ftoffotrhé PHFERT on,

applications update resources w th exclusive |ocking wthoyt task

suspensi on ¢t% é‘é“‘lﬁ%‘iﬂet%ﬁ ﬁélwn?&l@@t PGeF?gld‘EfertﬁrF@ Hé’ﬁéW@q%@&s f or
execution on behalf of a first t;rask l{o# a ?e ond taﬁsk hoIIg‘i:i ng a.required
lock. O her ¥¥AUres WRFAF BFEL9ELagFe: A sUEAvE R SH willd 15eBdf€ appar ent

enbodi mont _S1STHET It 1o di08n CPASESR] Ehcr? O an (if Phé"ake8mpanyi ng
draw ngs. resource without making a task wait for an exclUsive lock,
if the task is prevented for some reason or another from
waiting. Such a task may not be able to be suspended while
waiting for a lock without introducing an error of some kind
into the system.

It is an object of the invention to provide an improved

system and method for managing locks.

It is a further object of the invention to provide a
system and method for managing locks with improved

performance.

It is a further object of the invention to provide a
system and method for managing locks which avoids formal

task suspension or CPU spins.

It 1s a further object of the invention to provide a
system and method for managing locks which avoids costly

lock contention overhead.
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2 9 AP R 2003 Brief Description of the Drawings Figure 1 is a diagramof a
| ock. Figure 2 illustrates the state field of the lock of Figure 1. Figure
3 illustrates the data structure of a WAIT ELEMENT for defining waiting
work in accordance with the preferred enbodi nent of the invention. Figure 4
illustrates the format of a function array @QSMQQWS fields for
defining work types and task types, agd ap wo di nensi onal
array of function addresses. Figure 5%is a flow diagram of the | ock Update

Resour ce procedursy. ofg therifaled b8 <2l BROL Medtiod RYCRLLIIaeFhOUT e 6

is a flow diagramof the WS updaté macro procedure for l'ing t e case
where a requi @@erﬁ%'n?e@idc?%\t &%qghﬂgsw@k@tﬁwh Ssty%tcﬁr%ﬂ@u‘ﬁ& aual | abl
to the calllngtask ) ~U~, ~ Figure 7 i's a flow di agram of
t he | ock or Cgmdmjor elther getti ng a lock in the deS| red state OR
if not available, adding a wait elenment to LIFO wait queue. -

D

e
—

Summary of the Invention

In accordance with the system and method of the
invention, applications update resources with exclusive
locking without task suspension or task switching bz
selectively queuing update requests for execution on behalf

of a first task by a second task holding a required lock.

Other features and advantages of this invention will
become apparent from the following detailed description of
the presently preferred embodiment of the invention, taken

in conjunction with the accompanying drawings.
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Figure 8 is a flow diagram of the MVS unlock routine, which is called any
time a task tries to release a lock and it finds there are wait el enents on
the wait queue or the lock state has the LOCKED bit on. Figure 9
illustrates a gl obal queue for queuing task wait elenents. Figure 10
illustrates an array of asynchronous update functiqn igure 11 is a flow
di agram of the do wait procedure execujed eaZ:Ig &PT& @B read needs to go
into a wait for a lock. Figure 12 is a flow diagram of the add to gl obal

routine for selectively aggiag Be¥drip€l B the b&gwghggal gueue. Figure
13 is a flow diagramof the renmove from gl obal routine for selectively

renmoving a wait elenment fromthe 2 9 APR 2003 gl obal queue. Figure 14 is
a flow diagram of the post processing return wait routine for selectively

returning a wait eigaeatltosf4 edi s @E aFiiguke 15 is a flow di agram of
t he qui esce global routine for quiescing the global queue. Figure 16 is a
diagramillustrating a hol di ng queue of

Figure 2 illustrates the state field of the lock of

Figure 1.

Figure 3 illustrates the data structure of a
WAIT ELEMENT for defining waiting work in accordance with

the preferred embodiment of the invention.

Figure 4 illustrates the format of a function array
which includes fields for defining work types and task
types, and a pointer to a two dimensional array of function

addresses.

Figure 5 is a flow diagram of the lock UpdateResource

procedure of the preferred embodiment of the invention.

Figure 6 is a flow diagram of the MVS update macro
procedure for handling the case where a required lock is
already held in some other state and not availalfle to the

calling task.
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aevents. Figure 17 is a diagramillustrating a function-array. Figure 18 is
a flow diagram of the queue io routine. Figure 19 is a flow diagram of the
post processing issue io routine. Figure 20 is a flow diagram of the

resource update routine schedule io. Fi gur2 §1 Pj%a,. fl ow di agram of the
schedul e first io routine. 2 9 APR 20034 ¥ &RJ s a diagram

illustrating a hol ding queue of requesgs. Figure 23 is a diagram

illustrating a qltﬁ#ﬁlr%f v qlseas?ﬁ_glﬂcgig £§x§d§f n@%c;liroeckZ%ri S, e}‘tdi agr.am

illustrating the flow of éxecution for“a clie hreae Fi'gure "2 til§1epseudo

code 1 epr eSenyald,nf JUie oy ShPXBRULONEL: A FYIGe T 330 T aure 26

is a flow diagram t e update routine queue request. Figure 27

is a flow diagramyild Usldatignd (A2 cURHahent A IMErPosl SYukhice thread.

Figure 8 is a flow diagram of the MVS_unlo;k routine,
which is called any time a task tries to release a lock and
it finds there are wait elements on the wait queue or the

lock state has the LOCKED bit on.

Figure 9 illustrates a global queue for queuing task

walt elements.

Figure 10 illustrates an array of asynchronous update

functions.

Figure 11 is a flow diagram of the do wait procedure
executed each time a thread needs to go into a wait for a

lock.

Figure 12 is a flow diagram of the add_tb_global
routine for selectively adding a wait element to the global

queue.

Figure 13 1s a flow diagram of fthe remove from global

routine for selectively removing a wait element from the

h-



Figure 28 is a flow diagramillustrating the update routine get next

request. Figure 29 is a diagramillustrating a hash table. Figure 30 is a
diagramillustrating an LRU structure queue. a 2 g AP R 2003 _ Figure 31
is a diagramillustrating a queue of free structure files. Figure 32 is a

flow diagram of the stkc_file put routine. i a flow di agram of
the hash put routine. Figure 34 is a ffow I%W@Q%e file put routine.
Figure 35 is a flow diagramof the file postwork routine. Figure 36 is a
high | evel sysbpgydgagnam of the several queues and |ists between which
VWAI T ELEMENTS are selectively noved in accordance with the preferred
enbodi nents of the invention, including taken queue, unlock queue, return
gueue, new gqueue, wait queue and post queue. 2 9 APR 2003 Best Mode for
Carrying Qut the Fhgepéi b 18 acfbswahiceyrant bft hereppeber pescesdiaky mrent of

t he )
return wait routine for selectively returning a wait element
to free storage. =

Figure 15 is a flow diagram of the quiesce global

routine for quiescing the global queue.

Figure 16 is

o))

diagram illustrating a holding queue of

aevents.

W

Figure 17 is diagram illustrating a function array.

Figure 18 is a flow diagram of the queue io routine.

Figure 19 is a flow diagram of the post processing

issue io routine.

Figure 20 1s a flow diagram of the resource update

routine schedule io.

Figure 21 1s a flow diagram of the schedule first 1o

routine.
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invention, an interface systemand nethod is provided that allows tasks to
make updates to shared resource=s serially in a first cone first served
manner, atom cally, but not necessarily synchronously. This interface
system and net hod descri bes updates to be nmade in such a manner that it is
not required that the calling task be the tqgk Aithot ual ly makes the
updat es. Thus, updates may be nmade asynchr czguép;RVzWrespect to the
calling task. In nost standard | ock packages, tasks waiting for a | ock are
represented by sqnRpgal 2o5tikUet Uiggald PlASSG DNy W BhPYRRPds IN
accordance with the preferred enboal ment of this invention, a description
of an updat & dggperformed on behalf of a calling task is queued, rather
than placing the calling task in a wait state if a required | ock is held by
a current task. This means the update will be performed asynchronously with
respect to the calling task but the calling task never has to wait. Rather,
the current task Figigd P8 updat @iagrbhrhal fusirdtiensal Iquwnd ask ikefore it
(the task currently holding the |ock) rel eases the | ock, Thus guaranteeing
t he updat e isemmide athordaekl.ly, serially, 2 9 APR 2003 _<10 and in a first
come first served manner. |In accordance with an alternative enbodi nent of
the invention, the nunber of applications able to use the asynchronous
update system and net hod of the invention is increased by inplenenting it
in conjunction willpwestZdndar @ shinghrondludugpratoin@rte |fooki mgf facility. A
resource in conputer nenory is protected by a lock. Typically, the lock is
3 conput er woreRtifre fior & cdrismtt tbkebgtes is dependent on the hardware.
For exanple, for the I BM WS operating systema three word | ock requires
twel ve bytes of storage. An application initializes the lock via the
following function call: look Init(@of |ock, Mux Queuing) where: of |ock
is the address ofFiEre ok ishasoydet ceds rarreweniatton of the LIApR @H03 11

execution of a service thread.

Figure 26 is a flow diagram illustrating the update

routine queue_request.

Figure 27 is a flow diagram illustrating the update

routine post service thread.

Figure 28 is a flow diagram illustrating the update

routine get next request.
Figure 29 is a diagram illustrating a hash:Eable.

Figure 30 is a diagram illustrating an LRU structure

queue.
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Max Queui ng is the maxi num anmount of queuing that is allowed to be done for
asynchronous updates to the resource. This can be set to a special val ue of
-1 if the caller wants unlimted queuing. As previously nentioned, standard
(prior art) |ocking nechanisns are al so supported b (kge preferred

enbodi mrent of the invention) For exanple, t?(‘ug M?Reﬁlﬂ uld get the lock in
a wite or read node, and be suspendedsif iT cannot get the |ock

i mredi ately via the following calls: |lock ObtainWite(@of |ock) |ock

bt ai NRead( @ of |mickixd @ik iRelhedseltamne] IQudttaicik)g laociueRel edis ERead( @ of

| ock) where: @of lock is the address of the lock that protects the
resource. | stacoordancE bst.h t he preferred enbodi nent of the invention, to
al l ow for asynchronous update node, the caller specifies functions to be
called that will performthe 12 2 9 AP R 2003 vari ous updates. For
exanple, if the caller wants to add or renove froma |inked list, two
functions: add |iBtgursl Iernvve Ifilow dbapvameofdiinatka file_B&Enchr onous
update facility. Mre conplicated data structures woul d have nore functions
defined. An &eMEin®nal feature of the preferred enbodi nenf of the invention
allows the caller to define different types of systemtasks that are
permtted to update a resource. This is inportant since the update nay be
performed by a different_ type of task than the calling task. For exanple,
in MS there are BiameRrP tiasies Ry Fééﬂgame%ﬁe%%ﬁn@%éﬂy?u§y§P@ﬁﬂP€qUest

bl ocks (SRBs) that have different progranm ng environnents. Another exanple
occurs in multi-language applications where tasks are running code from

di fferent program.pg | anguages. This allows dipfferent. tasks to nmake the
updates to the regb&?ﬁ% %ﬁtl§uﬁ éiﬁ@égéﬁpr@ ?tntQ?maﬁ$8ﬂﬁu A8t ne.  For
exanple, an add to a linked |ist operation would have different code for a
task running C | anguage code than one running assenbl er code, yet they both
may need to updatge.the s clist., Al s@ s. W Ll be scribed hy way of
exanpl e hereaft err,’el?‘tlr?raggﬁles Js td(%ag?%fgs?lfytrtl%s%gl?ﬁ)oaetlw(?vﬁx? or sol ution
of a problemuysing the asynchronous update facility. 2 s AP R 2000 13
Anot her feature of the interface of the preferred enbodi nent of the
invention enables a function to be executed after an update is made to the
shared resource and the | ock has been released. This is necessary to reduce

llock contention. Ppdatingea; & esUHAL 110v@NL sUEBML §iagram of the several
queues and lists between which WAIT ELEMENTs are selectively
moved in accordance with the preferred embodiments of the
invention, including taken queue, unlock queue, return

queue, new queue, wait queue and post queue.-



addi ti onal processing based on the state of the resource when the | ock was
hel d, but that processing does not need to be done while holding the | ock.
For exanple, the renove froma linked list mght need to physically renove
an object froma Linked list while holding a |lock and then return that
object to free storage. Lock contention is rgedu turni.ng the object
to free storage after releasing the | o8k thagpm&nﬂfhe list. Oher
features of the preferred enbodi nent of the invention include the ability
to specify paraneters gdiex IMsde fRf Iddrevifigt BuBatket BntEgtipdat e routi nes,
and also the ability to pass information between the function used to
update the resource and the function that perforns post processing while
the lock is not held. 14 2 9 APR 2003 _ Asynchronous Update Facility
Interface Structurge JdéeoPsEnanausngpabeetasil hivobhent ase sheucture of
the preferred enbodi nent of the invention includes a set of -functions and
rel ated taskihy@esiéhatad epitesefdce tdisstRAasanbl Retipasi of pupdodes tRat
resource. These functions and task types are saved in a sfructure that
contains a tableksensslodnato aidlay fddtgscttiooshpoedt eesoutash Sencaidy is
nunbered and represents a row in the array. Each task type is nunbered and
represents aactHiuvst. come Therstowdmeed maanleagateomitahty) obuarnay has the
followi ng tenpl ate: |ock™allocate function array (work types, task types)
where: wor k tgpessasilhnesynatiosrnafsldi f f @hdist inpdafecer spssém pand assthgd
routines that could possibly update or process the protected resource. task
types i s thedasobibenfupddfes et wefigusd inaskchypenahpert heat asksis havt
coul d possibly update the z 15 2 9 AP R 2003 protected resource. The | ock
al | ocat e funtegohradrblyat othé neakleing rigskhbeadtieessskf thast aotvakkyt hat
contains the storage for the two dinmensional array. In a linked |ist

exanpl e wher®Bak@gdr he supddedne Thisk typsateRorRYt ése@a%uﬁﬁlwb‘é@%ﬂ@wlﬁdd,

renove, _ ,
with respect to the calling task.

In most standard lock packages, tasks waiting for a
lock are represented by some data structure and placed on a
queue of some sort. In accordance with the preferred
enbodiment of this invention, a description of an update to
be performed on behalf of a calling task is queued, rather
than placing the calling task in a wait state if a required
lock is held by a current task. This means the update will
be performed asynchronously with respect to the calling task
but the calling task never has to wait. Rather, the current
task runs the update on behalf of the calling task before it
{the task currently holding the lock) releases the lock,

thus guaranteeing the update is made atomically, serially,



and return to free storage) and task types would be 1. Every function that
is defined to the lock facility (whether that function is run while hol di ng
the lock, or is a post processing function run after the lock is rel eased)

has the follow ng tenplate: procedure <routine n Ef ha nc flag, task type,
prc argl, arg2) where: routine nanme is the g 2 éprocedure or

function. sync flag is an indication passed by the lock facility to the
function that indicates if it is being called 2 9 AP R 2003 16 fromthe

same task th et p r &QUKS SmEhh&er has the value TRUE or
FALSE. task ?&%gﬁﬁs a?ff%dﬁ%%%fgﬁ'to thgyggngg#o% of what type of task is

running this function. Since updates to the resource may be nade
asynchronously, the update function nay be run on a different defined task

type than that Of%[hhgcﬁéfaﬂice REAATA a3 ePhhOkvECEMbOd HREG: QF s afpiment
nunber 1. If the function is a resource update function that 1s run while

hol ding the LagkntheR, t Bhe hsmbdie dt raﬁplliéahéﬁapabfg g6 Q@NEhe If 1 IS a
post processing routine then this is the return value that is provi ded by

the update fug mghbﬁaonabssupéa@e NBENI e 2R HetBBAMYS thel Sivehyigs o
i nformation, ich can contain an address of storage or sone other rel evant

val ue. arg2 ijgcribskhi Byl SmpléRSOUINGE itpdat echyostt 0onthath i$ Sthhadid e
hol di ng the | ock, the second user supplied argunent; if this is a post

processi ng r@yhbﬁﬁohbubs(ﬁbﬁoﬂﬂéﬁtwsnﬁﬂﬁmanaedlatgunEnt to the routine.
These functions are defined to return a return code, 2 g AP R 2003 _
A resource in computer memory 1is protected by a lock.
Typically, the lock is 3 computer words. The total amount
of bytes is dependent on the hardware. For example, for the
IBM MVS operating system a three word lock requires twelve

bytes of storage.

An application initializes the lock via the following

function call:
lock Init(@_of lock, Max_Queuing)

where:

-—

@ of lock 1s the address of the lock that protects the

resource.

ke



[ s a machi ne hardware word. The function
o |nplenen£ggbu£g; ??ﬁgpiﬁhc?ion that is run while holding the lock to
P aeon sses the return code prc argl to the post processing
e resourcE)apa routine), which allows co ni cation between the resource
functloP (ai'bn-énd the post processing funggfdhlﬁQEEZGQBlomnpg speci al
up?atﬁ cgggslare defined: WORK NOPOSTWRK (-1) If the resource ?pgate
f unct [ ' [ routine (i
i eturns this return code, the post processing _
spec o0 /11 emdmanibocieThe ol s, o Cigyghg ayfeees 1o
i ne and saves the path | engt at | he’ y
&%Efé DONTUNLOCK (a2)oFadsto ebelr dosd® deo %é%ﬁ&%ﬁﬁgﬁéﬁgk%ﬁ ﬁﬁf EE}Q?L eulnl) gﬁ
ource after it runs the resource up . _ _
gggi{?fy r el easesreseutroek Eﬂhf?rff?f%%ﬁ?éﬁq&§§§ﬁ§5gﬁ§?93%§1§§5§?ﬂgicggés
i e iC
rnﬁts?rgngﬁgg :N![ | igeltlgg\r/gatbggewaittsmmm qhBugnget urn cc__)-(rzle al | owsf e
| ocki ng, an inportant feature o
resource update calls to use nested _ orte ature of
[ he invention. Often tinmes it is nec y
preferred enbodi nent of t _ _ T Decessary .
i ne | ock while updating a resource. _
AP R 2003 T et ar it GRRe B Ry o il o thadkr @by BE 08, DSE Of o1 4pg ing a
AE d resource asynchronously. The exanples described hereafter SHox theA
3s2r gf t hi s TEHIN SR 3l smpoirdleds by hrst pd?ﬂéif’f‘é?@L&ﬂ%@t ypeirlé)!?xﬂlf(; 02 N
i i i cifies the function to use for eac
‘oo :‘ nIgl g\?\npln%%;ltfjﬁg‘?? ¥ ,e%l | :Farpoekampdiest Ehewoa kuai t ¢vor & dPehd § ype,
}he t'O n, function array) where: work type is the number (0, 1, ...i
aggicglngd’ t oqitr}hias “Ery"g‘@ é%l disdet 806/t hadpbegsaspended aisk iﬁ/p%rir%tﬁ gﬁetingrrt)ﬁ;
[ iated with the function. funct
azzlgggdogotIg§HFﬁ@fﬁ%ﬁmkﬁ%ﬁ@ﬁagggérﬁé9 felideimgldradsiss of function array to
addr e : § F 1
which this function is to be added. This is the

lock_Obtainwrite(@_pf;lock)
lock_thainRead(@~pf_lock)
lock_ReleaseWrite(@_pf_lock)

lock_ReleaseRead(@_pf_lock)

where:

@_of lock is the address of the lock that protects the

resource.,

-—

In accordance with the preferred embodiment of the

invention, to allow for asynchronous update mode, the caller

specifies functions to be called that will perform the

L



address returned fromlock allocate function array.
| inked |ist exanple, the programrer nay choose to assign a work type of O
of 1 to the renmove fromlinked |ist

and of 2 to the return to free storage functi on.

one task type (0). Thus three calls would bggge %pﬂghe | ock register
workunit function call to define the fgncti or t

exanple. To use the interface structure of the preferred enbodi mrent of the
avariogrampdatas.t t giert exanpleadei £ Hehe putlef waotisos, addsbrgl e
call to the lock allocate function array routine,

to the add to linked list function,

functi on,

i nvention,

I1s linked Iist

2 9 AP R 2003 In a

There is only

and then Ncalls to the

| ock regi st eren@vkuftam rpdtinked Wiste tWosfumetinnmeradst Ligdarvadt ypes times

the nunber of task types. The resource may then be asynchronously updated

repeat edl y, Xemone thHest otauddi g defénedces, thmtasynsmhopnemst diodatiat i on

W t hout task suspension. Resource update is acconplished via the follow ng
interfaces: fareklUpdat o goapl@setetodrta @brugtunas sivarddapaveaskreype,
argl, arg2, 2 9 APR 2003 20 post work, postarg, rc) where:

wor k-t ype,

of lock is tHenGkipesdefinade | ock that protects the resoarce. @ of

functionarray is the address of the defined function array that contains

the set of updates to the

An additional feature of the preferred embodiment of
the invention allows the caller to define different types of
system tasks that are permitted to update a resource. This
is important since the update may be performed by a
different type of task than the calling task. For ;xample,
in MVS there are standard tasks and tasks represented by
system request blocks ({(SRBs) that have different programming
environments. Another example occurs in multi-language
applications where tasks are running code from different
programing languages. This allows different tasks to make
the updates to the resource but not necessarily run the
exact same routine. For example, an add to a linked list
operation would have different code for a task running C
language code than one running assembler code, yet they both
may need to update the same list. Also, as will be
described by way of example hereafter, it may be useful to
classify tasks to allow for solution of a problem using the

asynchronous update facility.

b~
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resource. task type is the type of task that is nmaking the call. work type
is the nunber assigned to the update to be perforned (this with task type
i ndicates the function to run to update the resource). argl is a first user

supplied argunent. arg2 is a second user supcpiigewkgzﬂﬁgt. post work is

t he nunber assigned to the post processing rodt s called sone tine
after the update function (specified by,\.Y\Drk type) but while NOT hol di ng

21 2 9 AP R 2003 the associated lock. 1f a post processing routines is
required, the cal PBPtEg&cfrrEsrehet speeimitaate off NRFENSELEN. G- 1) which
means there ies no,gos% processing to be perfornmed. post arg is a user

suppl i ed arguf?’é’ﬁfﬂl §hthefpbhe prvertiomeEnanltesne. fuaciksokheor gburn code
fromthe call,, This ing'}:cat es whether the resource was updated

synchr onous! Y<BYUERE BEFPF ngnteRR ka0l auidec dnt &hei ehhred tésbsrbei g

di spatched o he current task holding the Iock (asynchronous), just In
case the cal ng \%88# gasklﬁ%Wt’FﬁJse?l‘srﬁ r mihiien isCakkbeagaayf vocté@icent ai | s

sonme path le r.lipkage overhead. Described next are fast path
i nterfaces tEngl %gﬁt?ﬂ l?’gsouq BiftY 1%etreshureal héghtpdadeiié in line if

the lock is if _not then the function is called -
- ga&ﬁt?ggai processing based on the state of the resource

when the lock was held, but that pProcessing does not need to
be done while holding the lock. For example, the remove
from a linked list might need to physically remove an object
from a linked list while holding a lock and then return that
ocbject to free storage. Lock contention is reduced—by
returning the object to free storage after releasing the

lock that protects the list,

Other features of the preferred embodiment of the
invention include the ability to specify parameters the lock
facility is to pass to the update routines, and also the
ability to pass information between the function used to
update the resource and the function that performs post

pProcessing while the lock is not held.

h-.



asynchronously. This is nore work for the programer but it allows
elimnation of |inkage overhead for the function call, and all ows
asynchronous update to entail rio nore path length than standard prior art
| ocking in the case where there is no lock contention. (OF course when

there is | ock 2 9 AP R 2003 22 contention S r s update wi ||
handl e the contention nuch faster thanathe g;ﬁcﬁ$§géﬂgﬂtpdate process).
These fastpath interfaces are shown bel ow | ock Resource(@ of |ock, @ of
functionarray, tadisyngaonsuskUpdaee Ba@iliByf htdyFTHeeWSencRask arg, rc)
The | ock Resource interface uses the sane argunents_as defined above for
| ock Updat eResource, with an additional return code, as follows: WORK

| NLI NE whi ch neans the | ock is obtained in exclusive node but the update

functi on was not Then dsgeaihsenvher apdase nfaciont gntiine rifacet BerbeckreTHe
caller then updates the resource in |line after the function_ call. unlock

Resour ce( @ dfhd quie fe@maid fambotiioeakr ay, tiasintemie onpdsiclwaek, apest afFg, rc)
The unl ock Resource interface unl ocks the resource and returns WORK | NLI NE
if the | ock wictrisirensed wictlladet terkehypemn.thidie regidesentotthd pbesibawe to
run the post -

types of updates to a resource. These functions and task

types are saved in a structure that contains a two

dimensional array of function pointers. FEach function is

numbered and represents a row in the array. Each task type

is numbered and represents a column.

The routine to allocate a function array has the

following template:

lock_allocate function_array(work types, task types)

where:
work types is the number of different update or post
processing routines that could possibly update or

process the protected resource.

task types is the number of different defined task

types for the tasks that could possibly update the

[



23 2 9 AP R Z003 processing code in line. Gtherw se the post processing
wor k was queued for another task to perform Referring nowto the draw ngs,
a preferred enbodi nrent of the asynchronous resource update facility of the
invention is described in connection with a synchron%ﬁi resource update
facility. By conbining asynchronous and sy rPﬂbR ilities in this
matter, greater flexibility is provided. Agfai bju%pparenf to those
skilled in the art an asynchronous facility may be provi ded w t hout

provi sion for symuteoiesl resource.update. Data Structures Referring to
Figure 1, lock 100 is defined by three machi ne words, state 101, waitq 102,
and maxqueued 103. In the | BM MVS operating system there are four bytes
per word. State 101 includes state bits that define the state of the | ock.
Waitq is théhndinark fadrlogaite_duagsigodatreywendele retiure dieuedoiressi ting
tasks (synchronous prior art |ock waiters) or resource updates

(asynchr onost wpddiamtunegthaducentednsphe f searadre fakkithemtvimber of
queued updat e 2 9 APR 2003 24 requests allowed beforé asynchronous
updat e cal | difensipnafadaenay -wailh. aAlakgdebbst vfapls whenendiheaeed s
unlinmted. Referring to Figure 2, state 101 includes a 32 bit word

i ncl udi ng E aphy age task qype, porkatypas revhd\kg ubs(fathaydd a nsmovien fiel d
E 121 indicates that |ock 101 is held exclusive (wite); a bit in field W
122 indicaté%“@kﬁﬁt%WﬂeR&ﬂtf§$@e§§°F§gﬁbta%ﬂp??§k£F¥R?SiWPW¥4ﬂQf 11-123
indicates that the lock is held in a higher priority state; a bit in field
P 124 indi cates that asynchronous update requests nmust wait rather than
gueue the update since maxqueued,has . been_teached ar ceeded.. Field R 125
contains the courﬁv%‘fy r@kf&"sont %Qta%hérsdg?ﬁén?%ctfé? '%éef g‘r?(cﬁ gfeaﬁ)lllﬂité’ure 3,
waiting work,i.s defined by.a WAIT ELEMENT data structure 105 incl udi,ng next
106, prey 10iedlien ogerniatiohy e fhR vi5tE B ke e Tathort 28

wor karg 113, _workrc 114, fun 5,.:post wor k nd postarg 117 fields.
Next 106 and® prest TP are TOL VT AR BRkRATa: pBrne RSt Tt AR ICAVENTS
105 when st L0 | +.ECb 108 is, in WS, a wrd that is set
to VAIT mhegﬁggtgg #if %ﬁ#ﬁf:ﬁ§§§i§§eWait. Action 109 has one of the
foll owi ng val ues: OBTAINLOCK (1), indicating that the task wants to get a
|l ock and m11 wait ii the lock is held by another task; :.=LEASLLOCK (2),
indicating t ; 0 nts to rel ease a | ock;
DOWNGRADE (ﬁg?%@d?géﬁ%u%%gérﬁ%ﬁgﬁgvg%?é@to downgr ade t he | ock;
UPGRADE (4), indicating that the tas%égﬁng§ai9 update the lock and w Il
wait if necessary; WORKUNIT (5) indicating (T ELEMENT-T 105 is not for a
task but rather is queued work for tQ&CLE;gErce' Type 110 specifies the
type of lock to obtain or release, wth USI VE (x80000000) i ndicati ng
wite node and READ (1) indicating read, de. Workfun 111 specifies the
function nunber, which is an index i it n array of functions, to run while
holding a lock to update a resource. Wirkprc 112 is the function argunent
nunber 1 for the resource update routine. Workarg 113 is the function
argument nunhgr . 2.for the resource update routine. Wrkrc, 114 is the return
val ue of the resource update routine. Funp 115 is a pointer to function
array 130, which is the structure allocated by |ock alloctate function
array. Postwork 116 is the post processing function nunber. Postarg 117 is

t he post processi 1 f i Firgur tipn 30
i ncl udes mork-typgguﬁéﬁgﬂﬁgéi ﬁipgééfgg¥;gﬁﬁtggr§§écﬁgg?8P%grﬁ?§§ é%ﬁ'

sync_flag is an indication passed by the lock facility

to the function that indicates if it is being called

hr



| 31 specifies the total nunber of rows of update function in the array;
task types |32 specifies the total nunber of task types colums in tje
function array; and arrayp provides the pointer to or address of a two

di nensi onal 26 2 9 APR 2003 array of function addr es. The preferred
enbodi nent of the invention uses | BM Syste 5 and swap (CS) and
conpare doubl e and swap (CDS) hardwarggi nstructions. These instructions
update 4 or 8 bytes respectively in nulti-processor (MP) safe fashion for
MP systens. | npl direm ahicossamen teskethabiroade ech atfdartes regukedtuseThis

equi val ent instructions. These instructions take an old value, a new val ue
and an address ofeidthsor thasr theulhéueofRUE nostiEileRfe: the ol d value is
conpared to the word (or double word) in storage and if they are equal, the
new value is stored there, otherwise the instruction fails. There are still
other alternatives to the inplenmentation. The common feature of all such

i mpl ement ati ons itRakydvas |ist pnt déndieabign o FIRVENNStioR réquhetngyppdat e
functions to be called, thus facilitating execution of uptdate and post
processi ng routi rds. taRd dry inwgniogFthis ef®nctimn | odinged apdREssutoe the
procedure 140 is set forth. In step 141, the CS instruction is called to
updat e state fielkPsSOEdY Framilel nedeegreypchyenoysl vt dhd apdatei s det er mi ned
if the CS instruction was successful. If not, in step 143 WS update 160 is
call ed to handl e fURctdsit amy ¢ rephepwh seifferenteplefdneach&assutivee f or
updating the resource is called, and_the return code 2 9 APR 2003 (rc)
fromthe update re@wurdet qftithe ic8ld8%ed. In step 145 the CS instruction
is used to update state field 101 fromexclusive to null. In step 146 it is
determned if the CS instruction in step 145 was successful, and if not in
step 148 MS unlock 190 is called to handl e the contention. Otherw se, in
step 147 it is dREFATED §F PFL9Fs L e5HOReSSHAPT RRTHREN ts TIBRET iled. Iff so,
in step 149 it is determned if the update resource return code saved from
step 144 is equal th® WK IPASTAORRSORRAS| FPEREe THRCHiaR et He post
processing routine js called. Inplenentation of the fastpath macros | ock
Resource and unl o%lkl]F%stb‘hlrc@é’gprtgPﬁ §Iky%@’f‘iﬁtéﬁsilss St 15T St UsikeE

i npl enentation of _in L%q& macr o Iock1¥pd%teResource 140. Referriqﬁfto
Figure 6, WS upddPhhet ApF8tiur e 1160 thaidf €2OF hed o St & M Nck i s
already held in sone ofher state and thus the calling task cannot ,get the

| ock. It takes thgh%%n%hlp%rla% heer s as thé? otk %ajtsglfersoarulr(fcegrpé’cr S In
step 161 storage ﬁéd&@éafﬁﬁ%kféH.fiﬁﬁ@éTiELENE%Ehine word, on MVS it is

4 bytes of information, which can contain an address of

storage or some other relevant value.

arg?2 is, if this is a resource update function that is
run while holding the lock, the second user supplied
argument; if this is a post processing routine it is

the only user supplied argument to the routine.

These functions are defined to return a return code,

41



which is then filed with caller specified information, such as function

nunbers, ,-ask type,, argunents. In step 162, a call is nade to lock to
waitl75 either to ad the WAIT ELEMENT 16 to the wait quece 404 or to get
the |l ock EXCLUSIVE. Action field -lif is set to WORKUNIT.-"~". In step 28

2 9 AP R 2003 163 it is determned if |ock i :Z(]@@tl ne 175 queued the
WAI T ELEMENT 105. If not, in step 169I t he ZpO%aEQ?Rresource routine is
called, and the return code (rc) saveg. In step 165, the CS instruction is
used to updatlPkengnried.e|fpr KM@y eR€l ashaehine ardyane wart 16%e
determnes if the CS instruction was successful, and if not, in step 167
MWS unl ock 198n¢Eiem URAREIQRhandesorsecdhbenftRatieR Netdk s g yhige
determnes if a_post processing routine is specified and, if so, step 169
det er m nes i 1O} QpERR T R cfélaltetrﬁrsﬁuéﬁﬁg P?E5es e KRB £94e set to
WORK NOPOSTWORK. | f_not, step 171 calls the Bost _gro essi ng. routi ne and
passes the rR¥uIThde (YRS HISmARFLES188eUaBU1I0R f (3 te- 3 ot PR /i s
determned in step 169 to be WORK NOPOSTWORK, in step 170" the WAI T ELEMENT
i s returned YRi¢h el koW a@uRECAiiong beSWEPBUFRe 7EePRkCe 0iPRER routi ne
175 will either get the lock in the desired state, OR ao&ﬁ the wait el enent
105 to wait HeRGEIAD2R% ThedIHsRrestdel ShGAFE™ 1750 Mast e g owi ng
prototype: lock or wait(@of |ock, @wait, type, action) 29 2 9 APR 2003
where: of | o¥ReFL2t h%e'é‘gfb"r‘e% G atrt‘?edl\g%'&ﬁed\mait is the address of WAIT
ELEMENT structure. type is the type of lock to obtain (EXCLUSIVE, READ or
LOCKED) . action is OBTAI NLOCK, RELEASELOCK, WORKUNI T, or so forth. Type

t to LOCKED.Lpdj j al , _higher th XCLUSI VE, whi ch
Srevents. am ORRNORRE BRI i 1 g BPErs FPRR fE THIRC TR (op 176,
state field 10% and g\gitq f'éeld 1(%12 ar?\save in oldstate 423. and, ol dqueue
424, respect FEEMERS SERES 159U 9 e L& PPEEKBECEPES 1B TRUGHS nlih dst at e
423. |If . VI T. ELENVENT, i dd to, t he, head, of t it 404 d
Saved in nevBRBOATADY FhIEONT 1BE SR o drasio Poub SRt P Uaciate.
423, di t 183 the.wait bif 122 | t i 4 I t
123 o 0 Bheh ARACLRE NG Lalkind % S0RL, Ol BoPRVBLALE e i SleP,
values m required for the function call.

WORK_DONTUNLOCK (-2) This return code tells the lock
facility to not unlock the resource after it runs the
resource update function. Normally the lock facility
releases the lock after it runs a resource update routine.
This return code will leave the lock held (which means that
the calling code must ensure it gets released at some time).
This return code allows resource update calls to use nested
locking, an important feature of the preferred &mbodiment of
the invention. Often times 1t 1s necessary to obtain more

than one lock while updating a resource. The use of this

b



30 2 9 APR Z003 newstate 421. Step 185 determnes if the CDS comrand was
successful, and if so, in step 186 the return indication is set to indicate
that WAIT ELEMENT 105 was queued in wait queue 409. If not, processing
returns to step 177. If, in step 177, it is determined that |ocked bit 121
is not set in oldstate 423, step 178 deteran ] | ock can be obtai ned
in the desired state based on state bjgts 1@Fﬁg{%qgte 423. |f not,
processing returns to steg 179, otherw se, .in step 180 newstate 421 is set
based on ol d&tara £odeandlenpufor ypel timiecHogk Popaisgcbaérye) updating step
182 newqueue 403 is set equal to ol dqueue 424. Processing then continues to
step 184 whidcFhaned 6§é°P%€eOEEY%‘6’%%|‘ﬂPSt1é"upd§'P§ erempPLeR fr8RT dPadueue
424 to newgyeue 403, apd in ste 1812 return an indicatjon that the state of
WAl T ELENVENPeESS WL &B‘&&t &Be vregRhethis Leatyss i WRdGEh1FoBRSBR WALt 175
ei ther adds jn ste%‘? 79 the WAIT EL M%ng 105 to wait queue 404 OR in step
182 updat es e A E5YBCPFRPAUF 01°¢ 5 t%e state desired by the caller. In
step 186, it returns an indication of what it did. In gereral, if step 177
determ nes that the LOCKED bit is on in the state field,_4he WP. | T ELEMENT
MJUST be que~~:ed., I f .i.t. is_=: hen t.he caller be able to ge= the
lock int~ e desiAr é:(?lr%crjlg gﬁﬁ%ﬁgg%%}ﬁ ﬁ%eééltrﬁeessttg}tee fir&g%&gﬁﬁ ?ﬁeas?oggﬁe if
the | ock ca . . 3 t ai.ned 4 desired node. For
exanple, if %taf?% |t8’é’l? ;%if gﬁ%éﬁ%% gggeggﬁeoadﬁft#élﬁctatqt%gs%gggéi ring to get
the | ock EXCLUSI VE nust queue the WAIT ELEMENT 105. Referring to Figure 8,
M~1'S unlock 190 is called any tinme a task tries to release a lock and it
finds there gl&

register_ workunit(work type, task_type, function,

function_array)
where:

work type is the number (0, 1, ...) assigned to this

type of update by the programmer.

task_type is the number assigned to the type of task

associated with the function.
function is the address of the function.
function_array is the address of function é?ray to

which this function is to be added. This is the

address returned from lock_allocate_ function array.

b



VWAI T ELEMENTS on wait queue 404 or the | ock state has the LOCKED bit on.
The bulk of the work is actually in the unlock routine since it has to
handl e de-queui ng the WAIT ELEMENTS and processing them The MS unl ock
prototype is as follows: WS unlock(@of |ock, type, function array, task
type, post work, prc, post arg) where: of |oc :gsAth ess of lock to be
rel eased. type is the type of unloc:, g perf i ther CLUSI VE
DOMNGRADE, or ~.EAD) . function array is the ad~-ess of a function array.
conta~cng resource fenc=_c~s as ociated with the |ocY. 32 2 9 AP R 2003
task_type is the type of the task making the call. post work is the post
processi ng functil® & ilinkededistr expapife Foe PFPEHNNEY GAY haassodice
update routine. post arg is the post processing function argunment. MS
unl ock 190 R&Fdis an sl _taPRcREoAote Ehekadtkdtunt vrkeRND sinlfsmatigra | ock
that was hel d while running a resource update routine. MS unlock 190 | oops
repeat edly &till §a theamepeye Lrpys lipked nkishrotesiony. s @t ivhda o
Figure 36, in accordance\gtklthe , T

the return to free storage function. There is pnly one task

type (0). Thus three calls would be needed to the
lock register workunit function call to define the functions

for this linked list example.

To use the interface structure of the preferred
embodiment of the invention, a program is written to include
the update functions, a single call to the
lock allocate function_array routine, and then N calls to
the lock register workunit routine, where N is the number of
update types.times the number of task types. The resource
may then be asynchronously updated repeatedly, using the
following interfaces, until program termination without task

suspension.

Resource update is accomplished via the following

interfaces:

lock UpdateResource(t_of lock, € _of functionarray,

task type, work type, argl, arg2,

ne



preferred enbodi nent of the invention, WAIT ELEMENTS | 05 are sel ectively
noved between several queues and |ists, including taken queue 400, unl ock
gueue 401, return queue 402, new queue 403, wait queue 404 and post queue
405. These queues are anchored by takenHead 410, takenTail 411, unl ockHead
412, unl ockTail 413, returnHead 414, returnT ig AP&R Zﬂg?Tai | 916, waitq
102, postHead 4l 7 and postTail 418, aggilluslrated. 2 9 APR 2003 Taken
gueue 400 contains all of the WAIT ELEMENTS 105 MV5 unl ock 190 has taken
of f wait queue 404 but has not praicesskd. pbetsaggeurct00 i s doubly Iinked
by takenHead 410 and takenTail 411, and thus may be traversed fromhead to
tail (FIFO order) or tail to head (LIFO order). NewTail 416 is a variable
that has a copy of the queue anchor taken fromthe |l ock waitq field 102.
NewTai | 416whesrekhe head of LIFO new queue 403. Unl ock queue 401, anchored
by unl ockHead 912 and unl ockTail 413 is a FlI FO queue of unl-ock or downgrade
requests. Post queue 405, anchored by postHead 417 and postTail 418, is a
gueue of WAIT ELEMENTS that represent waiting tasks that heed to be
awakened, or that_d€stockeiposiie ppdiessi nd thet inek that_pretéotbethien
while the lock is not held. Return queue 402, anchored by returnHead 414
and returnTail 4tBsouisca.list of WAI T- ELEMENTS that are fully processed and
need to be returned to free storage. Referring to Wgure "~ MWS-unlock 1Q0
in step obta ins 34 2 9 AP R 2003 storage for a WAIT ELEMENT and
initialize it based on type,

@_of functionarray is the address of the defined

function array that contains the set of updates to the

resource.
task_type is the type of task that is making the call.

work type is the number assigned to the update to be
performed(this with task type indicates the function

to run to update the resource).
argl is a first user supplied argument._

arg2 is a second user supplied argument.
post _work 1s the number assigned to the post processing
routine that is called some time after the update

function (specified by work type) but while NOT holding



(EXCLUSI VE, READ) and action (RELEASELOCK or DOANGRADE). In step 192, |ock
or wait 175 is called .to get lock in LOCKED state OR add the WAI T ELEMENT
to wait queue 404 based on action. Step 193 determnes if lock or wait 175
queued the WAIT ELEMENT 105. If not, in step 194 takenHead 410 t akenTai

411 are initialized to zero (null); in stepZQQQAPW%QDg@ENENT_105 i s added
to return queue 402, and returnHead 41z and®r rnTarl 415 adj usted
appropriately; and in step 196 the lock is rel eased or~downgraded to the
desired state, arfdhe RSsQGiadadhdeckd t dfrafPRet RIRCeTING diddd@es) dsst ep

| 97, lock state and waitg anchor 102 are saved in ol dstate 423 and ol dqueue
424, respectivel yreBtgrdrodhfecalhereSPRELEL @S tticSReRials iadiue ofnd i f

not, in step 199 new tail 416 is set equal to old queue 424; in step 201
new queue 403 is NAtFUNETRAN ; (=dnd Wi chy BEaBB4thete st 22845 s set equal to
old state 423; and processi ontinggs tqQ step 210, below -If, in step 198
it is determned R e%‘"f’d‘%[]ghg’%f’fri Qrﬂ83'gul |, then in step 200 - new
tail 416 is set to cull; and sn s=ep 202 new queue 403 is-set equal to
talenTail 4?1. 35 2 9 APR 2003 Step 203 determines if takenTail 411 is
null and, if so, in StQ%%206 new state 321 I S_set egual to old state 423;
and in step 208 tB®S A d A Wedt HPPE TGP T AR oft i RSt ate 421,
Processing continues to step 9, below. If step 203 determ nes that
takenTai |l is not Qﬁﬁ??s§¥P%t%§$£iﬁ?'nem1state 421 is set equal to old state
423; in step 207, the locked bit in new state 421 is turned off; and
processing continues to step 209. In step 209, the prevent bit is turned

off in new state 421 d processing, cqontinues to. step,210.. In step 210,
the CDS command i@cc%ﬁfihftﬁf nl%ﬁﬁ? gfgpeggﬁdcﬁéftqpﬁkﬁfcﬂQ§kﬁﬁR§% equal
to oldstate 423 or, o] dqueue 424 and new val yes equal to newstate 1 or
newqueve. 403. ot epPSiAScHEs st pis BpaS Eaf| S Rt SRS oY ik 1
not processing returns to,_step,.198. -1 cal successful, step
295 Hetermnos | fhbw P4l LB ety coBRgTFRORE o1 S B F 1 ocess: ng

I h h all i 3 dj i d Kk i
cope.tinouan ol oEOLLLeme o1 puang A5 gichamaRaL gl optond vark uni

WAI T ELEMENTS to aken queue owngraaé or release

| ock ts t 901, [ th
neats of ta:o:er \PHOLEAUG TY 1B T Thi e Tosn G4 T he Hinhel B Loquest s

m taken-queue 400y, s £QEM B 14Ad ~n step 214 ~f ::~e nunber of requests
exceeds nmaxqueued

Calling a function entails some path length for
linkage overhead. Described next are fast path interfaces
that lock the resource and let the caller update it in line
if the lock is free and if not then the function is called
asynchronously, This is more work for the programmer but it
allows elimination of linkage overhead for the function
call, and allows asynchronous update to entail rmo more path
length than standard prior art locking in the case where

there is no lock contention. (Of course when there 1s lock

i



ss 2 9 AP R ~UU~ 103 in lock 100, prevent bit 124 is state 101 is turned on
to force work units to be run synchronously. Step 215 | oops through al

entries in unlock queue 401, processing the requests (mhich will either be
to downgrade o ~- release), and updating the Ioc Eﬂ% 1 to reflect the
rel ease or downgrade; and processed entries ( are noved to

return queue 402. In step 216, unlockHgad is set to null, and in step 217
unl ockTail is set to null. Step 218 determnes if excl usive bit 121 and
reader s courtonizitidon,baslynebicbnpns| vpdake aticl 1l 0gndlfe rthie, cpndeasdiong
continues to step 220, below, if so, step 219 |oops through taken queue 400
to cal |l updatwshr fssiete thent thes sypebréneds iupdate quowedsWAl T ELEMVENTS,
saving the associated return codes in the WAIT ELEMENTS until a WAIT
ELEMENT is reached that is not for a work unit (but is, rather, a |ock
obtain request); any renmaining WAI'T ELEMENTS are added to the tail of post
processi ng queueTh§§e ﬁﬁsﬁﬁétgpdaﬁérﬁ99@$rﬁ$er&hQHnn?eng{ DONTUNLOCK, this
|l oop is term nated and exclusive bit 121 set in lock state 101 to ensure
the lock remains held for the next asynchronous | ocf request. Step 220
Ioops t hrou t aken queae ="' waki ng up any waiting tasks if the type

- ock spe%— Qﬁﬁquﬂﬂi@cﬁﬁ;4opkv fi eh_frecHgna®ioc~~ mthe ¢ ~ue~~
~>> :-~T ELEMENT; if there zs a con=Wct, tize i~~p is e:~ c~~. Ar:
processed 3, 2 9 AP R 2003SKALYPELENPRRStYPe @rtd BFd2he head of post
gueue 405 and processing returns to step 197. If step 212 determ nes that
newTai | 416 ~~s not null, ®osE_¥erkli,oppsttaroudgtelpost queue 405, waki ng any
wai ting tasks, renoving WAl T"ELEMENTs for |ock waiters from post queue 405
and adding themto return queue 402. Step 222 determnes if MS unlock 190
was called with a post processing routine (post work not equal to NO
FUNCTI QON) ; iThenditgckRecesgiceg inderifacesuses stlep L% belgawenitls_a@, step 223
determnes if the prc passed to MVS unl ock was equal to WORK NOPOSTWORK; i f
so, processidafipreteddya Cost dpck2PpdanidResomote, ivitdt em 224l itthHengdst
processing routine passed on input to MVS unlock is called. Step 225 | oops
t hrough postrefuate o8, ramrfioddomsy post processing routines for work units
if the mis a specified routine and the update resource function did not
return WORK NOPOSTWORK, and novi ng processed work units (WAI T ELEMENTS)
from post queue 405 to return queue 402. Step 226 returns all WAIT ELEMENTS
in return cuﬂﬁﬁ¥¥ﬁﬂp¥ﬂ¥-ﬂﬂ@éﬂgﬂﬁﬁg@bthe lock 1s obtained in exclusive

mode but the update function was not run because there was
no contention for the lock. The caller then updates the

resource in line after the function call.

unlock_Resource(@_of lock, @_of functionarray, task_ type,
post_work, post_arg, rc)

The unlock Resource interface unlocks the resource and

returns WORK INLINE if the lock was released without

contention. The caller would then have to run the post

fir



2 g AP R 2003 Exanples The asynchronous update facility of the preferred
enbodi nent of the invention is applicable to many types of resources and
applications. It is particularly well suited for those cases where a
resource needs to be updated but the running task does not need to wait for
the results of the update. In the preferred e i [ task is given the
ability to use the asynchronous update,functi g‘ﬁogi]:ggr&lzgﬂ ard synchronous

| ock obtain for the sane resource. Thi's greatly expands the possibilities.
The terns task or thread are used to denote a unit of work in a conputer
system The |BM M/S Operating System WAI'T function nmakes a task wait, and
the POST f“”%é&&eg@h?é & MRILINAG 38K e rfrk@IPE S Tpo MBI A ﬁge‘ﬁ}gﬁ g of

Lock Waiters st at ed” above, the asynchronous facilities o venti on
are nerged in,iheqpselerf&d SRR W Ehpar ByARhronous lock facility.

39 2 9 AP R 2003 "The design for the synchronous | ock functions are not
shown, but in the DFS/ WS environnent, the lock facility uses |ow | evel WS
operating systemfacilities to make tasks wait for | ocks.-DFS is a POSI X
application. ~=If DFS takes a program exception, the POSIX facilities are
not designed to deal with tasks waiting on these |ow | evel operating system
facilities (WAl T/ ReSfig rr g shdvhe:Dithel dgkwRagsage Pioé £ Ot /d Gehedtasi M T
ELEMENTS on the | ock thenselves, but in a global list that can be exam ned
when a progr ast eggepispncloceiss rawbuat: wadhtegfiaskst gant behaawakened and
told about the exception. Referring to Figure 9, when a task waits for a

| ock, it queutsvehsidW Ts Hd&SMBNBdD inheohaekt iish ngitlock ynaiardndwsit i ne

175, described above, and also adds its WAIT ELEMENT to gl obal list or
gqueue 230 befoesgoutcaanpdatantbaidndwes By toobigiopadsyncir@3usafdred it
waits. |If a-standard synchronous |ock is used, contention for the gl obal
i st 230 woul dynekeondest faki Wdiites timughiis webtdrbegpestebl Bléxibilitgsk to
wait two tines any tinme it had to wait for a single |ock. That is not
desirabl e foripepfovitede. Ahusitlhdasphenestcto~shepelaslel Thed [in ythf t he
preferred er.-.~odinent of the invention is used to add an ; renove from

gl obal 1ist ~80t 2wy as¥RGREMVHOURdigddempYnei BR]VEded without

provision for synchronous resource update.

Data Structures

Referring to Figure 1, lock 100 is defined by three
machine words, state 101, waitqg 102, and maxgqueued 103.
In the IBM MVS operating system, there are four bytes per
word. State 101 includes state bits that define the state
of the lock. Waitg 1s the anchor for wait queﬁé 404 (Figure
36), a LIFO queue of waiting tasks {(synchronous prior art
lock waiters) or resource updates (asynchronous updates).

Maxqueued 103 specifies the maximum number of cueued update

fir



2 9 AP R 2003 required to do are add_to global, which a WAI'T ELEMENT 232,
233, 235 to global list 230; renove fromglobal, which renoves a WAI'T
ELEMENT from gl obal list 230; return wait, which returns a WAIT ELEMENT to
free storage;-and qui esce gl obal, which renoves all WAIT ELEMENTS from

[ [ hat no -
| obal Iist 230 and wakes up waiters and sets RE¥E§EHKt§g so t
gnre threads are allowed to wait. d obal Iist 355 ly linked |ist,
anchored of f gl obal Head 231 and gIobaI?ﬁll 234. Referring to Figure 10, t he

237 of
singl e defined task type global Funs 236 creates a 4x1 array _
asy%chronous update functions. Referrlng to Figure 11, do malt 240 is

t o _a wai | ock. Step 241
xoct 65 the Bromesurer ook ety esd’d’rcg‘é(()’ﬁﬁluébﬁPl?Bgﬁ Catibaltthore L
on ech; -and upon T oS wgm('ﬂt%&ﬁ%%g%u%sQ?héng;seéaar@&maqe@. o AP

on ech; and upon receiving it
R 2003 | ock Updat eResour ce( &gl obal Lock, gl obal Funs, ALL TASKS,

Referring to Figure 2, state 101 includes a 32 bit word
including E 121, W 122, L 123, P 124 and R 125 values, where
a bit in field E 121 indicates that lock 101 is held
exclusive (write); a bit in field W 122 indicates that the
wait queue is not empty; a bit in field I, 123 indicates that
the lock is held in a higher priority state; a bit in field
P 124 indicates that asynchronous update requests must wait
rather than queue the update since maxqueued has been
reached or exceeded. Field R 125 contains the count of

, readers that hold the lock.

Referring to Figure 3, waiting work is defined by a
WAIT ELEMENT data structure 105 including next 106, prev
107, ecb 108, action 109, type 110, workfun 111, workprc
112, workarg 113, workrc 114, funp 115, postwork 116 and
postarg 117 fields. Next 106 and prev 107 are forward and
backward pointers for WAIT _ELEMENTs 105 when stored in lists
Or queues. Ecb 108 is, in MVS, a word that is-éet to WAIT
when a task is being made to wait. Action 109 has one of
the following values: OBTAINLOCK (1), 1ndicating that the
task wants -o get z lock and will wait 1{ the lock 1s held

by another task; RILEASELOCK (2), indicating that the task

=



renove fromglobal, 0, ((int)waitp), return wait, O, rc) . In this way, the
task waiting on a lock 100 will only actually suspend itself on the WAIT
call. Adding and renoving tasks (WAIT ELEMENTS) from gl obal list 230 is
done in a manner guaranteed not to make the calling task wait. Tn the first
call 241 to | ock UpdateResource 140, add to gIQ@IAPEfZDQ 295 is the
update routine and waitp is the addressgsof the I 105 which gets
passed to the add to gl obal routine 245. No post processing routine is
needed. In the second call 243 renove fromglobal 250 is the routine that
removes the entry (one of WAIT ELEMENTS 232, 233 OR 235) from gl obal i st
230, return waldtdStd he ROSe R Q66%S! BOwkERADRC( 3 Nati pMilda i@l @ he
VWAl T" ELEMENT to free storage. Referring to Figure 12, add-to gl obal routine
245 (with wai tpsRr@dnt HHIARMNYraRe24he WbER; dpteadmess )i f Bl ag is
null; if so, step 248 costs an error code in the ecb field 108 of the WAIT
ELEMENT bei ngt1ps ©cess eghislavhntsf tdOlupdateptRd 71aeidsaddey WAl TwaaleE i:ifEN ~ (i n
th_s case, task 232) to the head of global |ist 23~. 42-2 g APR 2003
Referring to frk@ds8adyd; waaert r@m ghabaktingtwmer 25kMama h omiits notar g)

i ncl udes step 251 which determines if prevent flag 124 is null. If so,
return code-_f6£)aiBasketbilto Zagher drdqubusatwothi SoMAiHe EHdIMEINE.Sayypd33r
is renoved fromglobal list 230. In step 254, the return code (rc) is
returned to theocapéeifidefais itypd ofFilguketddobtainrer wed teasoyt iwieeh260
(with waitp = prc) includes step 261 which determnes if waitp is null. If
not, the WAl TEECEVENIE pOx Q@D Q0P )bendachping welite mectdd mrd 624 oflage.
Return wait 260 is the post processing routine for renove from gl obal 250,
and renove frondjtabahg commdimaiht.es Wolrkfaddt essspéci hites\AilTe ENEVENDIVIi a its
return code, that is input to return wait (automatically by the resource
updat e facilibypbas, prisiciReisiran vididex280tpednr AraYieo WNTINELRNENT tico fumee
storage. Since routine 260 is a post processing routine, the free storage
return i s NOTWhéleohabdingi ¢ eldrl dingpdagel ackeSTRY Ge shd¥RL i bdiefiist s of
a post processing routine, and passing the return value froma resource
updat e routi néhet §UpAELPRSRrPiRIEs STUgerodt fAE. the resource update

routine. Workarg 113 is the function argument number 2 for
the resource update routine. Workrc 114 is the return value
of the resource update routine. Funp 115 is a pointer to
function array 130, which is the structure allocated by
lock alloctate_ function array. Postwork 116 is the post
processing function number. Postarg 117 is the post

processing argument.

Referring to Figure 4, function array 130 includes
work types 131, task types 132, and arrayp 1337 Work tywoes
131 specifies the total number of rows of update functions
in the array; tasx types 132 specifies the total number :f
- task types columns in trhe function array; and arra.p

provides the poinzer to or address of a two dimens:onél

“



Referrinc to Ficure |, quiesce global 265 wakes up all waters and i: step
.07 te~_is themthat the programis term-natir.c d~:=to er--or b, wad o:
prevent flag 124 being 43 2 9 AP R 2003 set to 1 in step 266. In step
268 pointer 231 and 234 are cleared so global List 230 is enpty. Exanple 2.
Managi ng an 1/ O Device Hol ding Queue This exazﬂgﬁafgégxﬁggtoﬂthe system
described in U S. Patent Application2& N 09/ , i 29 Cct 1999 by
S. T. Marcotte for System and Method for Application Influence of 1/0
Service Order Post 1/0 Request, assignee docket EN998137. Marcotte
describes an 1/0 queuing systemthat has a hol di ng queue above the device

t hat queues gﬁggi ) it 1h r.of 1/0Cs issued to the device is
greater than xynguggﬁﬁkﬁgh ?gggggﬁ%%ér that is adjustable by the
application using the T/0 driver therein described. Referring to Figure 16,
in this exanple, a holding queue 270 of aevents 272, 273, 275 is provided
anchored by hol d 0 i 4, . al Y | e ount 287,
current issued cgﬁ%% %é%?ggggadéggggiT%%icggégﬂ%é%h%ggggg‘E?%Eenghe

naxi num nu”b@’g@erd//3@00%%fn?5.k9n§nah@&!a@r €310 Hf 8Rbake HBELIEVLES: /Y

current issued count 288 ste=es the nunber of 1/0 avents that have acttally

been i ssued t@pdie deWwae hisEUiiE€Nénd SSUBLE 288 rist r@¥abnkOuplate249oAPR
2003 greater than nmax issued 288, then 1/O operations (aevents) are added

to hol di ng queus/t260 feabletivBag seMhudti-gaiddedsdrt herdeyhge. rlgRAoan |10
completes, the I/0 shiver runs code to take the first 1/0O (aevent 272) off

hol di ng queuerZ7 e fsysitenenNt THpUEHeR8S MHd b dlthekehawdiaxel ?iﬁ@@o@ﬁignt
287. A calling application nmay bypass hol di ng queue 270 even if current

i ssued count w288 exGeedsuiTslbasUeAstoudtics, Thiesegiivistgutheoappkihgati on
al nrost total control over the queuing. Additionally, the calling
application can dlat eralueye at hewl f8laeaedtgn fadindsal difng guedeo27Qotiblthe
device even if Current |Issued 288 exceeds Max |ssued 287, which allows the
cal ling appl ivvatd dm tscoregerdéhel bDdavabue i is hasnbeed iteostibd. whlobddi(og queue
270, Max |ssued 287 and Current |Issued 288 may be managed by a 1 ock using

t he asynchr ormbudreesmndde iopdapeafacahdtif ofhahe g efdaieded tbrbodivneai uef
the invention. In this system when I/Gs conplete at the device, the
operating systeratiawes) thexsat ohhsraispethal ingskiatdionedadnssRBThene bre
driver is witten in C code and use C tasks, while the system SRB code to

handl e 1/ O cohpllel idhats aditiernafivasate ehtt endifdhandatd o@i-f f Ehentomiedut i on

environment than C. Thus .in this solution, two task types .
feature of all such implementations is the ability to queue

WAIT ELEMENTs 105 requiring update functions to be called,
thus facilitating execution of update and post processing

routines.

Referring to Figure 5, the lock UpdateResource
procedure 140 is set forth. In step 141, the CS instruction
15 called to update state field 101 from null to exclusive,
In step 142 it is determined if the CS instruction was
successful. If not, in step 143 MVS update 160 1s called to
har.dle the contention. Otherwise, in sctep 144 the routine

fcz updating the resource is called, and the return code

'S
=



(C task and SRB task) are defined, thus illustrating the 45 2 0 APR 2003
advant age of having nultiple defined task types 110. The 1/O driver uses

t hese asynchronous update facility tasks to manage the 1/0 hol di ng queue

wi t hout ever having to suspend to obtain a synchronous |ock. This

achi eves~~better performance and elimnates the need to suspend the system
I /O conpletion SRB. An aevent data structure is used to represent a pending
|/0. This aevent data structure descrizies al11)d) APR 2808vant information
pertaining to the I/O operation and has an ECB to wait on if a task needs
to wait for the 1/Oto conplete before continuing its processing. Thus
tasks may havg t.o it for /0, but never havye to.wait tao update.the.l/[O
gueue. In thi@xgpé%%?\5E§n88895§nf?sﬂﬁ&c?§%)éﬁjfélgeFaWS%Z, q iéﬁeBrééﬁdes
best perfor ce...The r A dat e routi rQvi.ded.incl d ue-io
280, issue_r§ﬂ§b6¥s§bsggu%§l§§ ggou%% g%ﬁ%%%ﬁﬁpfﬁﬁgf %&eg%Ogg%Tﬁggg are

espect vel y StiRin BER " NEh sEEIRER §0 o MERmdee e THDEE, O

respectivel y. "queue i o iS'the roufi~~ c toin uce a new

operation to gha 1/Q Sg%fEtebt%wglwa9d§ké§€§§fd1} %§$36595Qiqg guepe 1 F

the call= ~ =5 ~'~t asked that "t he queue ypasse%’ rrent 1ssue~ ?8~

~_ less than s 4x7d SRHRLCE40 3 4@#18&8&? 8 d SHE oA 2R ibs @ post

processi ng routi ne that issues the Oto the operating system devi ce.

schedule io 300,d:5,Gal | 6d) 23l 109r 100Ye @dcedtfliddLmel diig gueuesd{fqto
t he device (regardless of the values of Current |Issued 288 or Max |ssuéd

287), or cancghutige |40 JreMenth.by1respyi g dited o Rl dindictéeud ndd0
while not sending it to the device.
if the update resource return code saved from step 144 is
equal to WORK NOPOSTWORK, and if not, in step 150 the post

processing routine is called.

Implementation of the fastpath macros lock Resource and
unlock Resource previously defined is similar to the

implementation of in line macro lock UpdateResource 140.

Referring to Figure 6, MVS update macro procedure 160
handles the case where the lock is already held in some
other state and thus the calling task cannot get the lock.
It takes the same parameters as the lock UpdateResource
macro. In step 161 storage is obtained for a WAIT ELEMENT,

which is then filed wirth caller specified infofﬁation, such

as function numbers, task zvpe, arguments. In step 162, a
call is made to lock -r weiz 175 either to adc the

WAIT ELEMENT 105 to zZae wz.2 gueue 404 or to cat the lock
EXCLUSIVE. Action frzid 1.- 13 set tc WORKUNIT. In step

(3
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schedule first io 310 is the routine called when an |I/0 conpl etes (which
means there is one less I/O sent to the device) and takes the first one
fromthe hol ding queue dependi ng on the values of Current |ssued and Max
| ssued. Referring to Figure 17, for this exanple, function array 279 is a
4x2 array of functions, the four update types (280, 290, 300, and 310)

tinmes two for each task type (C task ogg SRB) ZgnA@Rﬁéﬁq:‘] when an

application needs to issue a new 1/0, |t Wil sue t ol | owi ng
asynchronous resource update call: |ock UpdateResource(&adeV|ce >| ock,

i oFuns, CTASK, 29 AP R 2003 queue io, 0, ae, issue io, rc); \Were ae
s the addrespsof, ¢ he i%teaugtfugscﬂegfg%eﬁe'%mee oy %gl BLaH gf, the
code i s running on a C proce53| ng routine i ssue

Wil issue thgntd Gt foy Cer |£0f 1G Wkt of GeBlbingt
cancel an I/ O or—ensure ﬁh |s ong?ts way to t ZEV|§eOE?? makes

the follow ngrgatind tid Scaf‘!l.leQiNS ah@etﬁ@plré{ééﬂ bd® ) Ughrs !t hEInO @%b of
/O by noving an 1/0 fromthe mddle of the queue for exanple):

Updat eResour cefgdeyps D0k sti@fctnon CEAKeq SEhasbd£Ld Brdle @q,elldssmq i o,
ae, rc); \Were, again, ae is the address of the aevent structure, code is

runni ng on a ErémskxcBididhe-aenant (os.nmeskes whetderegaineg iifs thedeegst ed
or not (in which case the I/0 is never sent to the device). Wen an |I/0O

conpl et es, thensystem st hadilee R sSRB, wahahi dvihdt chackstdie 11670 hol di ng

gueue a~_d poss=:.,1~.~ schedule the first I/Oto the device (depending

cr_P~lax |ssugds28{16e6kl X90 is called to handle the contention.
Otherwise, step 168 determines if a post processing routine
is specified and, if so, step 169 determines if the update
resource return code (rc) from step 164 is set to
WORK_NOPOSTWORK. If not, step 171 calls the post processing
routine and passes the return code (rc) from update step
164. If the return code is determined in step 169 to be
WORK NOPOSTWORK, in step 170 the WAIT ELEMENT is returned to

free storage.

Referring to Figure 7, lock or wait routine 175 will
either get the lock in the desired state, OR add the wait
element 105 to wait queue 404 in LIFO fashion. Lock or wait

175 has the following prototype:

lock or wait(€_of lock, @_wait, type, action)

he



2 9 APR 2003 Current Issued 288, as discussed above). It nmakes the
follow ng call: |ock UpdateResource(&devp->l ock, ioFuns,=SRB, schedul e
first io, 0, ae, issue io, ae, rc); Referring to Figures 18-21, for this
exanpl e enbodi nent, update procedures 280, 290, 300 and 310 are execut ed.
This may be done by codi ng assenbler _and C v i or exanple, of these
four routines into the application p?%gr am §§c&rﬁﬂléﬂﬂs asynchr onous,
either the C code version or the SRB code could be called to execute these
routines. Referring to Figure 18, queue io routine 280 (with ae = arg)

i ncludes step 281 in which is tested whether the imediate bit is set in
this aeventWereurrent issued 288 is |less than max issued 287. 4f either if
these is true, in step 282 busy bit in aevent is set to indicated aevent is
being sent to the I1/0 device; in step 284 current issued 288 is
increnented; and in step 285 ae is returned to the caller application. If
test 281 ~s not @ra€, lobpknisntbeepdd88ssho§ tld/ehtcks added to the tail of
hol di ng queue 270; and m..yep 286 Lv' ORK NOPOSTWORK re~ urn code is
returned to the 49 2 9 APR 2003 call er application. Thus queue i o 280
only updates queue 270=.and/or Current |ssued count 288. It does not actual
y schedul e the I¢0Owéihi ¢b thkeaddrket of WRIT| EDEMENTbstruathee.it passes

t he address of the aevent structure to the post processing routine issue~io
290. If it only adds an 1/0 to hol di ng queue 270, it short circuits the

i ssue~i 0o routine 290 by returning WORK NOPOSTWORK. Referring to Figure 19,
i ssue-io routinetgB8 (W thealypePb€) 1b8katHOSHtRINCEHRCNYSIPHL | READ! bri S
not run while holding the | ock, so | ock contention is~reduced
(significantly) phckBp)device queue. Step 291 determines if the cancel bit
is set in this aevent zsay, 273); if so, in step 292 the 1/0 is marked
conplete with cancel error; and if not, the operating systemis called in
step 293 to send the I/Orepresented by this aevent 273 to the I/ O device.
Referring to Fig .20, sSC hBr30Qr1 ur e ut...ne that
uses bcth of itsagﬁééﬁeﬁgsB??ﬁgﬁggggéng%%A%$ﬁ§§§'agg%%gﬁg?fué?u%é and a
cancel flag prc kggkﬁating ~f the caller wants the 1/ C~ cG ~cel ed rat her

t han i ssued). :

f

Type set to LOCKED indicates a special state, higher
than EXCLUSIVE, which prevents any other task from updating

lock state field 101.

In step 176, state field 101 and waitqg field 102 are
saved in oldstate 423 and oldqueue 424, respectively. Step
177 determines if locked bit 121 is on in oldstate 423. If
so, WAIT ELEMENT 105 is added to the head of the wait queue
404 and saved in newqueue 403, 1In step 181, nswstate 421 is
set equal to oldstate 423, and in step 183 the wa:t Lot 122
is set on in newstate 421. In step 184, the CL3 zomrznd is

used tc update the lock in cldstate 423 to the wvalues 1n



.f the 1/0 has alreacv been seat to the device, there is “othing to do, but
if it hasn'"=1it is renoved fromthe 2 0 AP R 2003 hol di ng queue and
Current |Issued 288 is increnented if cancel is not desired. Again, issue-io
290 is bypassed if there is no 1/0 to issue. Step 301 determnes if a busy
bit is set in the aevent (say, 275) p0| nted t e f so, there is
nothing to do, and step 308 returns é‘é?&ﬁ Zﬂhaot step 302 sets
the busy bit; step 303 renoves aevent 275 from hol di ng queue 2?0; and step
304 determnes if cancel flag is true. If cancel flag is true, step 306
sets the cancel bit in aevent structure 275 and step 307 returns ae to the

caller; if nekukklee @Mrenétéyﬁsﬂ@éj @@@éﬂnﬁde@crﬁ”%ﬁfee@Dgef:Qﬁtﬁaﬁﬁt%Q' ng ae.
Referrlng to Figure 21, schedule first-10 310 includes step 311

deternines i kubQedkRa10UsHE 270sd5 BIMIterPrdid taur &—@EhrhS%a@cg@ﬁohsls
greater than max issued 287. If either condition is true, step 3

decrenents cykehefb uaamedt888ha@dw@ppqu&iﬁmneu@Bn&awCBKeBEBC§KWﬁBKtt0 the
caller. If both conditions are false,” step 3L2 renoves the first aevent
from hol di ng queede 4240Q; sEepoBlipsetssd iy besinrist tbnstbgs agvent 184 rugt ure;
and step 315 returns the address of the renpved aevent structure to the
caller. 2 $tAPR12003iExaspdetSrnMrdging: daokeld bfitServi ¢e Abteads Yhth
an Asynchronous Lock Referring to Figures 22 through 28, a firiite pool of
t asks exi st whidsltacan 426 vstepWT & depesitrs:sf ridmtalei @bkt baaads, wor k nust
run on a service thread for sone reason or another (specific to

appl i cati on) ckarad neelquestbeatesivedes tatngl ke efd st stame bikst 18érvad. In
this exanple, client threads can either wait for a request to be finished
or not (whiclhlvedaset 426 .r efdesds, npyodes sindcheretagyusctoostey oF9;
synchronous). There can be any nunber of client or service threads, which
is up to thecapsirwistionn SpepilBeand¢wstdtn dMamsl eecti hashd PBMDESEMYSE
product, user tasks call DFS to make file requests. Because these file
requests canrf@3 redd dApst thpecivhiply whkk Rfuexcdugivarlireepdofinr sésbns, a
service task nust pick up the user file request and run it. Thus, a f|n|te
pool of servil® tigHEaEReedPSt &5 anll s@wel Himsardareugs dR 4 asREocessing
(appr oxi mat el gual to the nunber of user processes calling DFS at one
time) need td& X’@é’ FOSFaEREd tonsheBet §1 cE AL L Yiln Ui §h€x§FPgl gomgapgckor s
defined a:~d list 326 of idle servi thre&ds 328 and --~Qg~.es~ gueue 32-

for cWent réRisdtss U3 lesk TLop, 8?‘8‘1“ Lo gewayelge 93¢ PRAaABhOr ed
52 2 g APR 2003 by Chead 321 and

anchored by iTHeP 35F Hekunosapyipgt gf*h@%ﬁ?*@i’ﬁ”% farg ot BRIxSED s

service task nd |t | so point to a current request attached to that
service taskslogjl""as upréPaX:-e%

In general, a loop through lock or wait 175 either adds
in step 179 the WAIT ELEMENT 105 to wait queue 404 OR in
step 182 updates the lock state field 101 to the state
desired by the caller. 1In step 186, it returns an
indication of what it did. In general, if step 177
determines that the LOCKED bit is on in the state field, the
WAIT ELEMENT MUST be queved. If 1t 1s not on, then the
caller may be able to gez the lock in tne desired mode and

in step 178 the state is examined to s==2 if the lock can be

<
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Data structure 323 contains information relevant to the client request and
data structure 328 represents a service thread. A service task add its
service structure 328 to idle |list 326 upon checki ng request queue 320 and
finding it enpty. Wien a client request conmes in, it first checks idle |ist
326 to see if there is an avail able service t?r 7gpgﬁzﬂg§nd_if not then
queue the request in request queue 32031 Updat ég u O does not require
any task suspension or switching. There is a task switch between client and

service thread, but that is required. Updates to queue 320 does not entai
any task suspension, unlike prior art methods of putting a heavy duty

suspensi on | ock, around, the queue. In this exanple, there are t types of
tasks: client PERKRSAnt ST estlarselggfnopﬁ't hF%rc )§aél}p]per’0\i'1§it§be %c[]%/rﬂse
tasks is used_for re than jus i.fferent programm ng | anguages .or

execut i on enn?%]r:e_?gon %c}é%di]!neaﬁé’e\%hc?&s aegﬁﬂgl %‘gs,l%lurfg ?Cso r ‘%ui S 187k he
actual asynch rout.jn t S [ functioning. Actually
the code is t%gEBﬁégygdgﬁ%@ﬁ%%akﬁqgghgfﬁgogg€¥ dﬁgﬁh%he function array is
3x2, the functions for both type of tasks (CLIENT and SERVICE) are, in this
exanpl e, identical, which is how the processes described hereafter in

connection with Fi guees: 2g 28, af &xduwpleematedn: dhe 1650L Go dat g out i nes

are as follows: queue request 340 Is ca y client tasks to dispatch a

request onto g;igeryi egskheeads 328 id1Qne z518¥R1 LAB! £ of i pdd dha L equest to
request queue 320. post service thread 348 wakes up the sleeping service

thread 328 ifyanri i.eMERTYI 68 ddWE€afhdu 4oundrbynHuple reauesth3dGnelhis is
a post processingTroutine not run under the lock so as to mnimze | ock

contention. gebcRextbiequest PO wend\wes thBewokrdest ddtustly rgguesd 323 in
FI FO request queue 320 (assum ng requests are added to the tail of the

queue). This naguest r3d8iMeUshde Ttimaaf ter hangbe visegqudinag didi shes
processing a request but before it goes back to sleep (in case the service

threadrw || fWAATt RaEMERNBECahS PdE 3tk @hehCUEBE MVIEUen Bk tir & thhype
Request 323 checks to see if its r;~nmnc syncr=onous--y ~n a calling
servi ce threadst asa¥oilllowuanecessary W_1T cai ~~s.

MVS unlock(@_of lock, type, function_array, task_ type,

post_work, prc, post_arg)
where:
@_of lock is the address of lock to be released.

type is the type of unlocx to perform (either

-—

EXCLUSIVE, DOWNGRADE, or READ).

function array 1s the ad.ress of a function arrav

containling resource func-.ons associated with the lock.

S
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54 2 g AP R 2003 In this exanple there are 3 update routines and 2 task
types, making a 3x2 array 329 of functions to--handle the updates . .~
Referring to Figure 24, the flow of execution for a client thread includes
in step 330 obtaining storage for this request: and in step 331 executing.
the procedure: |ock UpdateResource(& ock, qgqFuns, CLIENT, queue request, O,

request post service-thread, 0, rc); 55 t hi s%cg 1@38 2gg§ad wants to wait

then in step 332 it WAITS on request-3€ecb an iving it, frees
storage obtained for this request in step 330. Referring to Figure 25, the
flow for a service thread is illustrated by the code of step 335. Service
threads 328 run forever until programend, and are run based upon _a call
whi ch includes the ‘@Rl dePofist hhe thPeadtstReridte M heeradds
conprises: Do forever: service->request = 0 55 2 g APR 2003 servi ce->ecb
= 0 rc = |l ock Updat eResource( & ock, qFuns, SERVICE, get next request, O,
service, post-servi:~e thread, 0, rc) ~ if rc !'= WORK SYNC OR

servi ce->request | P RNk Ssdhg Besseppocessing functien number.

d

-~

prc is the return code from the resource update

routine.
post_arg is the post processing function argument.

MVS unlock 190 handles normal synchronous lock. and
unlock AND unlocking a lock that was held while running a
resource update routine. MVS unlock 190 loops repeatedly

until it realizes is has finished processing.

Referring to Figure 36, in accordance with the
preferred embodiment of the invention, WAIT ELEMENTs 105 are
selectively moved between several queues éﬁd lists,
including taken queue 400, unlock queue 401, return queue
402, new queue 403, wait queue 404 and post queue 405,

These queues are anchored by takenHead 410, takenTail 411,
unlockHead 412, unlockTail 413, returnHead 414, returnTail

415, newTail 416, waltqg 102, postHead 417 and postTail 418,

as illustrated.

ke



<Process service->request> In the code of step 335, the inportance of the

| ock Updat eResource return code (rc) is shown. If the get next request was
run on the calling thread (the service task , then it checks to see if it
has a request; if not then it goes to sleep (WAIT); otherwise, it runs the
request. Wiile this is not required, it reduces unnecessary waits.
Referring to Figure 26, the update routjne g e 340 (with
request =arg) includes step 341, whi chugadeterm%bsAﬁﬂiuﬁﬁ&I ist 328 is enpty;
if so, in step 343 this request 325 is added to the tail of request queue
320; and in step 346 WORK NOPOSTWORK is returned to the caller. If idle
list 328 ~s not enpt p 2 a_service structur i ~0- T rrcm
idle |l est 326; inng}%%lgh%%%hé%énggggl%? ?%f§°¢g%yiggﬁﬁ§£t&?h§g%bdﬁg% t he

service 56,89 ARR20QSLLUCLULES 808 Iy SLeR 345 416 Address, f the

removed service-structure 1s returned er. I’ n sumary, IS
routine 390 d eq q t.gu 1 f. Lther, i dl
service threads SZ%E'eeac%d ﬁgﬁbsr tﬁge&%ﬁ%@%ob%sw\%ﬁ% ec{]gkfstaatﬂﬁeen@f)eaod fi0
asynchr onous AREIal A il [ 1106nk0 thl AaPOSt MY RLAII Gt f an
idle service thread 328Jis foun ? it ?s reﬁnvedﬂgn t he ﬁoéﬁyg#%gﬁgging
routine post &efVi OerddIBak 348 Wichl 106, crbled(bird h-qasynchronous updat e

facility. Referring to Figure 27, the update routine post service thread
(with service=prc) 348 in step 349 posts ecb in the service structure to
wake up the service thread 328. Referring to Figure 28, the update routine

get next request (1@¥1Mdice=arad)is3a0vhiriabldettnmes d kel 8%hd fqlampest
gqueue 320 is enpty. If queue 320 is enpty, this service structure 1s added

to idle list @2handMRK NAROSCHAORKckswa etyrfesh d o dhe cadumesil 141 gugue
320 is not enpty, in step 352 the next request is renoved from queue 320;

and in step 38% tiead enbVaEFa e@uesinecaddiess i s saved in the service
structure. Step 3:~5 determnes if , sync. flag=WORK SYNC AND tas}
type=SERVICE; if so, in step 357 WORK NOPOSTWORK is returned to the caller;
otherwise, in - L -
Unlock queue 401, anchored by unlockHead 412 and
unlockTail 413 is a FIFO queue of unlock or downgrade

, requests.

Post queue 405, anchored by postHead 417 and postTail
418, is a queue of WAIT ELEMENTs that represent waiting
tasks that need to be awakened, or that describe post
processing routines that are to be run while the lock is not

held.

Return queue 402, anchored by returnHead 414 and
returnTail 415, 1s a list of WAIT ELEMENTs that are fully

processed and need to be returned to free storage.

Referring to ¥igure 8, MVS-unlock 120 in step obtains

<
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7 2 9 AP R 2003 step 356 the address of the serviced structure is returned.
Both the sync flag and task type paraneters that are automatically passed
to the update routines by the asynchronous update facility are used. Get
nex~_request 350 code checks to see if it is running on a service thread
(not a client task), and if it is and it is being run synchaonously, it
bypasses calling the post processing utine t thread 348 since
it just grabbed the first request offﬁgueue Sggg eﬁgqﬁggﬁist address is
saved in the service structure. The service thread checks the | ock

Updat eResource return code and in this case will see the work was done

2%3222?323‘?%&289%“3%9 ?%@rﬁhﬁ%ﬁﬁ aa?yﬁemaahaeubév?%"%'c%.Stz"”e:“at §
ave occur roq CHEHCALTB nEFAgl Db (pFPon REFER SRRl REP BRI hose

| i sts whenever there was contention for the list. Since those queues are
updated for every request, contention could have occurred fairly often. 2

9 APR 2003 Exampl gy BB el i, OIOLS 0135 Shar edy Fool Thige lna) gxampl e

shows the use of CoO he asynchr onous resource up acl i'es

Wi th-standar ﬂo%k%h%%%soﬂzo&éfd "thd GtidIHEEUbRE EORLLET fOl, AN S Ak ul t S
for locks. In general, there is a class—of pro ere 1's sone
pool of soneogyggtggn(esource, and a task requiring an object fromthe pool
cannot continue processing until it gets it. In this case, a formal suspend
type | ock requiring synchronous processing nust be used. However, when such
a task is done with the object, synchronous processing is not required to
return it to the peab, 18804t Per@SYAE NIONQIEk besadieelwpdgheuéacthéty of the
invention can be used. In this situation asynchronous resource update is
conbi ned wi t xpirive Esarar dobocki AthdECHanistep, 18hi elkernégs msynchr onous
resource update, 'to reduce |ock contention and task waits. In the DFS/ WS
envi ronnent , telke@nts 1anglaklrewedli t Da Liandte o lzerst ahusl pndidag e r vos DFS
file servers. They do this by obtaining tokens that =epresent the riaht to
cache data. MWATTh@LBHBNWVDOEI L& sdded -tar ,retode exests46p, casdie t okens, each
file may have nore than cry token, ana eac:n 59 Z g APR Z003 client may
have nore t haretoraHealde 4f.dr anbi cohtutntesl tdlbensjuSpedi dppabpyiaDEEyMS has
a token cache for SMB clients, it has a structure that represents a file
and a struct @argl timatsteppil@éebhealookeis rRieafsielde ost downgradedreoJtlkpt in a
pool which is bounded in size, and LRU reuse schenes are used to re-assign
a file structdgsdnes stditef epadt the| stafe waidegededot reééeat] yhasddckchenes
when all file structures are currently assigned to files. Referring to

Fi gures 29- 3Eelgpses\B lnoRERPcA8he BoOK Hdxat® RashveabReaBehorhiP2jarased to
quickly find a file structure (stkc file) 362 based on a file_identifier.

I't al so has &a¥esk i tldsretef 4231 andtiadunues 4382 tREPCSF&VALY - assigned to
any file and an LRU structure queue 363 of file structures 366-368 that are
currently assigned but could be re- assigned to another file identifier if

363 h d b d 364 . Ih t k
e Str et oren: s ers oY CRREEBmYr | | BP L hilert d0%i AODLUTd coRiohh by
th denti f f MB t t
i NG and. Githe OF S594 ig%iagw Sﬁi’@ RN AT RE 392%@%&9 .”Ztaof
t okens held for tha=

: | d h he
of =Isis thatlbr%F%Rni %HH%V ﬁ@@@?r égoggt%ete% %MT 19" ah&PIROERLR LY nunbe

new state 423 is set equal to old state 423; and processing

continues to step 210, below. If, in step 198 it is

determined that old queue 424 1s not null, then in step 200
- new tail 416 1s set to null; and in step 202 new queue 403

1s set equal to takenTail 411.

s



2 9 AP R 2003 Hash table 361 is used for quick |ookup of a stkc file based
on the DFS file identifier. Each rowin the hash table has a |l ock to
protect access to hash table rows, and there are global filelLocks for
updating the refcount field, LRU queue 363 and free |ist queue 370. The
code for finding (obtaining) an stkc file structure 366, 372 for a given
file identifier is not described here ggnce tzag Alpﬁzgggchr'onous | ocki ng
t echni ques. The asynchronous code for indicating a task I's done with an
stkc file structure is described. A stkc file refcount is incremented for
each task ' referring to the stkc file, and it is decrenented when each

task is done refergigg 203 tdecdidigesThe shkenthle put 1OULbIE Wi chir
decrenents the refcount and takes action based thereon is as foll ows:

61 2 9 APR Z083, | Ent beep efeouidw isktatew401 LE tbereqase tokens helek farsfile
THEN add the file to the LRU queue °~ ELSE renove file from hash table and
add it to freendi sh. sT&Ereos st IrAeN ahd eatbebhbs sike futwed ayfd firil e
identifier if the cache has no tokens for the file. If it-does have tokens
then it sinplyekespatéhé2ii| eProvemsindUcquetirubsctnisetémezdd) eoehsw be 1£
reassigned to another file identifier. If the refcount is not 0, there are
ot her tasks uskrp 202 dékermines sthato takendailsisaken.n®lhceinhstsep 205
processi ng may update hash table 361, the hash row | ock for the |ist that
contains the stikcstate #ARbtidbesdwokpdl dndodinebathed?Beeithiste37000r LRU
gueue 363 may be updated the fileLock nust be held. Thus two | ocks are
needed, this tkanpbekedobkt tire neye sdfatichd2asyachvwonedisotibdagrdfaci ity of
the invention to obtain the two | ocks needed to update resources and yet
still el.:”inarecepeipassobiinusgs dfo tsdsde 2U8pensi on.

In step 209, the prevent bit is turned off in new state
421, and processing continues to step 210. 1In step 210, the
CDS command is called to set lock state and waitqg 102
oldvalues equal to oldstate 423 or oldqueue 424 and new

values equal to newstate 421 or newqueue 403.

Step 211 determines if the CDS call was successful, and
if not processing returns to step 198. If-the CDS call was
successful, step 212 determines if new tail 416 is null, and
if not in step 213 processing loops through all entries in
new queue 403, adding obtainlock and work unit WAIT ELEMENTS
to tail of taken queue 400, adding any downgrade or release
lock requests to unlock queue 401, and adding zny upgrade
requests to the heaad of takern jgueue 400. While in this loop
213, the number of requests 1n taken queue 400 -s counted;

and in step 214 1f the number of requests excesds maxgueued

'y
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2 9 APR 2003 There is only one task type (all are C tasks), but there are
two function arrays. HashFuns contains only one update routine. hash put
380 is main routine to indicate a task is done with a stkc file. This is
outer routine, it only has the hash table | ock when running. file put 385

is the inner routine to indicate a task is d i @.stkec file. Wien it
runs both hash table and main fiIeLocwslocksaggeﬁ%a?dihiile'postmnrk'395 IS
the routine used to rel ease the hash row | ock. The special return code WORK
DONTUNLOCK is used by hash put to guarantee that the lock is not rel eased

in case the file put routine 385 is being run asynchronously on anot her

thread. File jpostipnkck9%00s gsedeh© ensuUrel tike shask now Leckursetebgased
to avoi d deadl ock. Thus nested asynchronous | ccking is being perforned

wi t hout task tsusieans enrk~pafesr 6y b RirgwyadZonouske- f iskeppat sr eeepres
as _~.out 4 63 2 9 APR 2003 filep, representing the address of the

stkc-file to thtowaclkalll enstreps3¥h hhbodk Iduk i401st peotkelseing hashed to

oet requests (which will either be to downgrade orr release), and
updating the lock state 101 to reflect the release or
downgrade; and processed entries (WAIT ELEMENTS) are moved
to return queue 402. 1In step 216, unlockHead is set to
null, and in step 217 unlockTail is set to null. Step 218
determines if exclusive bit 121 and readers count 125 are
both null in lock state 101; if not, processing continues to
step 220, below; if so, step 219 loops through takeg queue
400 to call update resource routines specified in its queued
WAIT_ ELEMENTs, saving the associated return codes in the
WAIT ELEMENTs until a WAIT ELEMENT is reached that is not
for a work unit (but- is, rather, a lock obtain request); any
remaining WAIT ELEMENTs are added to the tail of post
processing queue 405; if the update routine returns
WORK_DONTUNLOCK, this loop is terminated and exclusive bit
121 set in lock state 101 to ensure the lock remains held

for the next asynchronous locr request.

Step 220 loops through tzken queue 400, wzking up any
walting tasks if the type of _ock speciiied doss not
conflict with the type of loc- in the ¢_zued WAIT ELEMENT;

1f there 1s a conilict, the 1lzop 1s enc=z. Arn. processed

b3
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t he hash row, and the slot nunber is saved. step 377 executes function: ~

| ock Updat eResour ce(&ash table[slot].lock, hashFuns, A . LL TASKS, hash

put, 0, filep, NOFUNCTION, O,;rc); This runs hash put after first determnning
whi ch hash table rowthe file is contained in. Referring to Figure 33, hash

put (filep=arg) 380, in step 381 executes: |Logk

Updat eResource( &f i | eLock, fil eFuns, ALB7TASK: ngFB ;Z\QU% filep,file
postwork, O,rc); and in step 3B2 returns WORK NOPOSTWORK. Thus, hash put
runs the routine for file put (which inplies file put runs while fil elLock
is held) and returns a WORK NOPOSTWORK i ndication to the asynchronous
update faci|ifzfrterfRintel 25640 k8Ckns! AC ot HABSINALL vidd dg thi's.
This is necessary~in case f?le put Is run on a separate tas;; _ £"9 s,

t hen when, h ~a &l i r et ' u ntee tt~~ leek i= 64 2 9 APR
2003 still hgﬁgo?%%g%%%:%% e#kiégt%%ﬁ téaﬁfl run file put. Referring to
Figure 34, file put (filep _ arg) routine 385 in step 386 hashes the file
identifier arat~ saves the slot nunber; and in step 387 decrenents the file
reference count. Steps@88 Zet eldfdiasnek thet fhéerd £f efphces Gty s now
zero, and if not in step 393 returns the hash slot nunber to the caller,
and exits. |fsthp P2l elseberancrudiowdlsti gueae Zesp, wskaiy defiefiiqes if
tokens are held for this file, and if so, in step 391 adds this file to the
tail of LRU quesks36demddin@kens aemeatrshebd okt stdid efrsi g0
renoves the file fromthe hash row and step 392 adds the file to the free
list 370. Steguadfd neduims ddeidnthend ab Buthen anduexd®is. $tde Jni
routi ne 385 does all the necessary work. It also returns the hash sl ot
nunber so fil depeshinek BOIMKNouwslodk AlROhash cawiédckitlo & ghestse. Wien file
put 385 is running it is guaranteed by the asynchronous update facility

t hat bot h hashreoogesandgfidetink Gresthelodkerctusguael ThaNG i FEICEION)Ss; if

rel eased wher _ fi~_e put 385 returns. Referring to Figure 35, Wle

post ~, ~rork (Bott=preces9bngsconpinves ¢éonstepi 825 . beéhewi~ 18 $¢, =dtomk,22dhd
in step 396 releases the hash table ro~.. lock . 65 2 9 APR 2003 In
summary, thi sdekanpineshbhsthdeonreadsised theMNERKN DO UMLOGKIYEE Uk code
and shows how conpl ex nesting of asynchronous resource update routines can
be perforned. "ERENPPBOETWARKL el Taist e PAOCLEEENY aBF @CAYS bleo upeeik etk ¥i eand

asynchronous | ocks. . .
if not, in step 224 the post processing routine passed on

input to MVS_unlock is called.

Step 225 loops through post queue 405, running any post
processing routines for work units if there is a specified
routine and the update resource function did not return
WORK_NOPOSTWORK, and moving processed work units
(WAIT ELEMENTs) from post queue 405 to return queue 402,
Step 226 returns all WAIT ELEMENTS in return qlUeue 402 to

free storage.

418



Trace tables are repeatedly updated by tasks as they do their work. The
contention on a trace table if it had a heavy wei ght |ock would be | arge
and performance woul d be degraded. By using the asynchronous resource
update facility of th~a invention, a programrer may design a trace facility
to put a bound on the queuing allowed on th érgﬁpm l ock to ensure a
thread was not overl oaded (should rar@8y, i§ viar N actice occur) by
speci fying a Max Queued value on the lock Init call for the trace table.

66 2 9 APR 2003 Advantages over the Prior Art It is an advantage of the
invention thatlthere is provided an inproved system and net hod for

ma. ~aging locks. It is a further advantgageksthe invention that there is
provi ded a system and net hod for nmanagi ng | ocks with inproved perfornance.
It is a further advantage of the invention that there is provided a system
and nethod for managi ng | ocks which avoids formal task suspension or CPU
spins. It is a further aagnantageudfugdad meentiiey bEaththererbsreqovi ded a
system and met hod for managi ng | ocks which avoids costly tTock contention
overhead. It issuwadimenliesfadhanimgentoford He iappeitiablet bat mbher eypss psHVi ded
a system and net hod~f or managi ng | ocks both synchronously and

asynchronousl xresousees and applications., It is particularly well suited

for those cases where a resource needs to be updated but the
running task does not need to wait for the results of the
update. In the preferred embodiment, a task is given the
ability to use the asynchronous update function OR a
standard synchronous lock obtain for the same resource.

This greatly expands the possibilities.

The terms task or thread are used to denote a unit of
work in a computer system. The IBM MVS Operating System
WAIT function makes a task wait, and the POST function wakes

up a waiting task.
Example 1. Maintaining a List of Lock Waiters
As stated above, the asynchronous facilities of the

invention are merged in the preferred embodiment with a

synchronous lock facilaity.

b



2 9 APR 2003 Al ternative Enbodinents It will be appreciated that, although
speci fic enbodi nents of the invention have been descri bed herein for '
pur poses of illustration, various nodifications may be nade wi thout
departing fromthe spirit and scope of the invention. In particular, it is

Wi thin the scope of the invention to provide N%R orage or menory
devi ce such as a solid or fluid transmgssion ﬁg@ etic or optical
wire, tape or disc, or the like, for storing signals readable by a machine

for controlling the operation of a conputer according to the nethod of the
invention and/or to structure its conponents in accordance with the system

of the invention. g td&digPatt £heP sohchbondBs had- ey e fxacuhed rRﬂ: any
of general conputer, such as an |IBM System 390, AS/ 400, PC or the Ilike and

pursuant to OfiLowW, MUE, it PASY/MIE GRQLPENABDAE, PHOWR A BScPr
obj ects generated from any programm ng | anguage, such as C++, Java, Pl/1,

Fortran or thegséskeow Ash sl iMis foperi@ingeaohtomi thSi Bividy © frdiee araphd ect
or the like inpler~enting each said step, nay be executed-by special

purp_se har dwaget ofo Tddledl t DRIOUlse adpostXf apelidotidhat <1+~ WE®Srake$Hh 2 9
AP R 2003 Accordingly, the scope of protection of this inventionis limted
only by the fprbonam ngxcdpt ith antheh@osI®qliayal etiss ardh@r WARRRED I 0
CLAIMS W claim 1. A nmethod for allow ng applications including an

asynchr onous deskiwith acaskd waia imgdahe thesesbow Ceewé R dmeEka Tih oM & yetdm t ask
suspension or task switching, conprising the steps of: queuing a request to
updat e a resofiackliepees{RRLTAPCGET)i.r sfhiiaskhend®s aldcckdakagainbt esdly ce;
and operating a second task holding said | ock on said resource to execute
sai d request @etves WARIBRIEMENG dn ¢bk. 12ckThieemsee ek ofbet aimmad, g¥abid her
conprising the steps of: providing a plurality of two or nore update
routines for Updhtimgt sedn hesoardecd pbendkngragfim sexggpfaten occurs,

and all waiting tasks can be awakened and told about the

exception.

, Referring to Figure 9, when a task waits for a lock, it
queues its WAIT ELEMENT to the lock using lock or wait
routine 175, described above, and also adds its WAIT ELEMENT
to global list or queue 230 before it waits, and removes it
from global list 230 after it waits. If a standard
synchronous lock is used, contention for the global list 230
would make the task wait, thus it would be possible for a
task to wait two times any time it had to wait for a single

lock. That 1s not desirable for performance.

Thus the asynchroncus update facility of the preferred
erphodiment of the invent:-on i1s used to add anz remove

from global list 230. Tne asynchronous updats functions

<
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routi ne and a second update routine; said second task executi:-~g said
first updyte routine ,0 2 9 AP R 2003 before releasing said | ock; and

sel ectively executing said second update routine after said second task has
rel eased said | ock= thereby reducing | ock contention. 3. The method of
claim?2, further conprising the step of: passjng 13 %2 code from said
second task to said asynchronous | ockiqw faci &A R nmet hod of claim
3, said return code being a work nopostwork return code for bypassing
execution of said second update routine. S. The nethod of claim3, sa_d
return code being a work dontunl ock return code Fir conplex nesting of

asynchronous ZeQ@k$ed to do%F® &LAB Hopbie WRERAdaOhACT Ak MEMENT USEHEr
conprising the step of: specifyinga ptfurality of task types for: executing

sai d update rouai,ness thegebyasel 8ot ivR]Y ARkl FoRUGLbbRI PORRMA anguage
envi ronments and nuftl-executlon envi ronment enVironments, and partitioning
of tasks into de@@ivedl aCASPEBLEMENT from global list 230; return wait,

which returns a WAIT_ELEMENT to free storage;-and

quiesce global, which removes all WAIT ELEMENTs from global

list 230 and wakes up waiters and sets a PREVENT flag so

that no more threads are allowed to wait. Global list 230

is a doubly linked list, anchored off globalHead 231 and

globalTail 234.

Referring to Figure 10, the single defined task type
globalFuns 236 creates a 4x1 array 237 of asynchronous

update functions. .

Referring to Figure 11, do_wait 240 is executed each
time a thread needs to go into a wait for a lock. Step 241

executes the procedure:

lock_UpdateResource (&globallock, globalFuns, ALL TASKS,
add_to global, 0, ((int)waitp), NO_FUNCTION, 0, rc);
Step 242 waits on ecb; and upon receiving it, step 243

executes the procedure:

hr



7. A method for allow ng applications including an asxnchronous | ocking
facility to update a resource via |l ocking selectively synchronously, or
asynchronously w thout task suspension or task switching, conprising the
steps of: selectively queuing a request to update a resource requested by a

first task onto a lock for said resources an e i y operating a
second task holding said | ock on sai d4r1esour§£téﬁg Zﬁﬁée sai d request
before rel easing said | ock. 2 9 AP R 2003 8. The nethod of claim 2,

further conprising the step of: passing one or nore user paraneters
fromsaid application to said update routines. 9. The nethod of claim1,

further conprisingibBe §b8RtOkesHFSH (H103YREck! 291885 8FBAS! M.erd k8,

asynchronous |ocking facility to tasks executing said requesfs, sai

par amet er speci fyi t Sa4 S re .k k on | t hgead or
asynchronously on gggpﬂgrggﬁ?eg%sb%%fK%hg(%gfﬁgg&gg)élggﬁgg%~ ﬂg%heé’
conprising the StchZf: sel ectively passing a task-type paraneter to tasks
executing said update’routines, said task-type paraneter specifying the
type of task on which said tasks are running. 2 9 AP R €003 11. The

met hod of claim2, further conpris~.ng the steps of: selectively executing

a lock Resource magro.g san.yn! o6k PESOULESIRCLA: Ja0dcLePRANaLYE LRy

obtaining or releasing a | ock’in exclusive node w thout contention,

returning a rckc_da'i:ﬂy”%urs%.}l&%gggffi&%Wr}éthiAri@ theical hﬁ&ih@ bHg Post

processing code in line. met hod of claim11, further Conprising the

step of: resDQ@ﬂd%@nbot%@k@p9%h§@£ﬁ9ﬂm§%ﬂ9”ﬂ%@m”%ﬁbﬁﬁﬁllist 230 is done
in a manner guaranteed not to make the calling task wait.
In the first call 241 to lock UpdateResource 140,
add_to global routine 245 is the update routine and waitp is
the address of the WAIT ELEMENT 105 which gets passed to the
add _to_global routine 245. No post processing routine is
needed. In the second call 243 remove from global 250 is
the routine that removes the entry (one of WAIT ELEMENTs
232, 233 OR 235) from global list 230, return wait is the
post processing routine that will return the WAIT ELEMENT to

free storage.

Referring to Figure 12, add to global routine 245 (with

waitp-arg) includes step 246 which determines if prevent

-—

flag is null; if so, step 248 posts an error code in the ecb
field 108 of the WAIT ELEMENT being processed; and, if not,
step 247 adds the WAIT ELEMENT (in th:is case, task 232) to

the head of global list 23C.

b



restricting the nunber of requests for asynchronous updates queued on said
| ock. 13. The nmethod of claim1l, further conprising the step of: queuing a
plurality of update requests on said lock froma plurality of tasks for
sequenti al execution in queued order by said second task. "4 2 9 APR 2003
14. A program storage device readable by a machine, tangi bly enbodying a

program of instructions executabl e bywyaa mai:lg]?&bg m%or m nmet hod steps for
al l owi ng applications including an asynchr | ©c facility tQ update

a resource via locking without task suspension or task switching, said
met hod steps conprising: queuing a request to update a resource requested

b first task l.ock .for . said ) d ti t ask
01 6i ng Sai d T ook RTEE SE08H B Pol BuabiNe S P SRl BESoEer Eraci ng

cald Lock., 1o SCUIS) & G TRnLIGL o CTPEL S 16 SO sganl o

medi um havi ng' conputer r - Tprogram € neans’ e

alloving applisaidans:iehudi ng a1, aoynshrenousdagkiaad agidi by g update

a resource via t hout _ suspensi‘on or task swtc i nQg, T
conpu’er readahle RIRONAMRANENIE AREE PLEMAIE say2rrdRGaing poLeRr i sing:
'~ 2 9 APR Q043 -

from global list 230. In step 254, the return code (rc) is

returned to the caller.

Referring to Figure 14, return wait routine 260 (with
waitp = prc) includes step 261 which determines if waitp is
null. If not, the WAIT ELEMENT pointed to be waitp is
returned to free storage. Return wait 260 is the post
processing routine for remove from global 250, and

, remove_ from global communicates the address of the
WAIT ELEMENT via its return code, that is input to
return wait (automatically by the resource update facility)
as prc. Refturn wait 260 returns the WAIT ELEMENT to free
storage. Since routine 260 is a post processing routine,
the free storage return is NOT performed while holding the
lock. This shows the benefits of a post processing routine,
and passing the return value from a resource update routine

-—

to the post processing routine.

Referring to Ficure 13, quiesce global 265 wakes up all
wailters and in step 247 tells them that the program 1is

terminating diue to error b, way of prevent flag 124 being

-



conput er readabl e program code nmeans for causing a conputer to effect
queui ng a request to update a resource requested by a first task onto a

| ock far said resource: and conputer readabl e program code neans far
causing a ' conputer to effect operating a second task hol ding said | ock on
said resource to execute said request before el aid lock. 16) A
interface systemfor enabling asynchrqmous Aeﬁé ﬁﬂ shared resource,
conprising: a plurality data structures for defining resource update
requests: and a wait queue for queuing data structures describing update
requests amaiting execution by a current task, other than the calling task,

Qurrently holdlageam &t dialy/ @ dsack ins ﬁgﬁd%éé“ SheFS U8R 234708 R

2003 17. The |nter ace syst n1of claim urt nprising

queue for queéliélcgrgﬁt@o sgtlr&bcatlurlqgtr Qggvgg &Y | sal d vvalt queue but not yet

processed; an unl queue for queuing data structures for requests to

unl ock or downgrade a | ock; a return queue for queuing data structures for
requests which have been processed and need to be returnéd to free storage;
and a post queue for queuing data structures for requests-that need to be
awakened or that describe post processing routines that are to be run while

said lock is not hekdampBe FheMARMAPILAGE YO BBV QEeChEi M AS. odaidl | ock
conpri si ng:

This example relates to the system described in U. S.
Patent Application S/N 09/240,719 filed 29 Oct 1999 by S. T.
Marcotte for System and Method for Application Influence of
I/0 Service Order Post I/0 Request, assignee docket
EN998137. Marcotte describes an I/0 queuing system that has
a holding queue above the device that queues pending I/0s if
the number of I/0s issued to the device is greater than

Max_ Issued which is a number that is adjustable by the

application using the I/0 driver therein described.

Referring to Figure 16, in this example, a holding
queue 270 of aevents 272, 273, 275 is provided anchored by
holdHead 271 and holdTail 274, along with max issued count
287, current issued count 288, and device lock 289,

Max issued stores the maximum number of I/O ope}ations that
are to be sent to the device, and current issued count 288
stcres the number of I/0 esvents that have actuzlly been

1ssued to the device. If current issued 288 is equal to or

hr



a state paraneter field for stor~~g state™ bits defining the said of said

| ock; ..ait aueue geld for ancuorng nd ~G_ = qw-ae; an-~.~ 79 2 9 APR
2003 a nmaxi mnum queued field for specifying the maxi num nunber of queued
updat e requests all owed before asynchronous update calls will be nmade to
wait. 19. The interface system of claim 16, the state paraneter of said

| ock conprising: first indicia (E) spaplfyln g@ |d l'ock is held
excl usive; second indicia (W specifying mhether sald wait queue is enpty;
third indicia (L) specifying whether said lock is held in a higher priority
state fourth indicia (P) specifying whether said nmaxi rum nunber of queued

updat e requests allaq has been cg % nd f i ndi.cia ( é speci fyng

tie ~v-—e, - L% tegm%ﬁuxkt ﬁéaﬂgét h ockperéf%§QRP$ eygﬁgs;
are added to holding queue 270 rather than sent directly to
the device. When an I/0 completes, the I/O driver runs code

to take the first I/0O (aevent 272) off holdiifg queue 270 if

current issued 288 would fall below Max_Issued count 287.

A calling application may bypass holding queue 270 even
if current_ issued count 288 exceeds max_issued count 287,
thus giving the application almost total control over the
queuing. Additionally, the calling application can later
move the I/0 (aevent) from holding queue 270 to the device
even if Current Issued 288 exceeds Max_Issued 287, which
allows the calling application to re-order I/0 aftexr it has

been issued.

Holding queue 270, Max Issued 287 and Current Issued
288 may be managed by a lock using the asynchronous resource
update facility of the preferred embodiment of the
invention. In this system, when I/Os complete at the
device, the operating system (MVS) dispatches a special task
called an SRB, the I/0 driver 1s written in C'EOde and use C
tasks, while the system SRB code to handle I/0 completion is
written i1n assembler and has a different execution
environment than C. Thus in this Solution, two task types

(C task and SRB task) are defined, thus 1llustrating the

-



20. The interface systemof claim 16, said data structure conprising: a
next field for storing a forward point,.er to a next data structure in a
gueue; a previous field for storing a backward pointer to a previous data
structure in a queue; an wait field for specifying whether said data
structure represents a task being nade to wait; action field for
specifying the action requested, said &&ti on?b&,&&&@ﬁﬂ@‘ obt ai n | ock,

rel ease | ock, downgrade | ock, upgrade |ock, and work unit; a type field for
specifying the type of lock to obtain or release; a work function field for
accessing in an array of functions the function to run while holding a | ock

to update a re@IRULERgedoT: HRUThg PROLESSI e -Rifdnkar tasRr 8Ypasfi16! The
f~~:=~ction argunment for sa-o resource update routine; "9 2 9 APR 2003 a

wor k ar gunent 1f/iceldg i@k $is@El BHede S@S@Ih fdH 0pdatgurediliey 6akHs to
resource update routine; a work return code field for storing a return

val ue of sai dma@sQw ¢deupdat Rolahd NGuewe fuintiou@n epernhervifigetd $@&pend
accessing a function -
to obtain a synchronous lock. This achieves better
performance and eliminates the need to suspend the system

I/0 completion SRB.

An aevent data structure is used to represent a pending

I/0. This aevent data structure describes all of the
relevant information pertaining to the I/0 operation and has
an ECB to wait on if a task needs to wait for the I/O to
complete before continuing its processing. Thus tasks may

, have to wait for I/0, but never have to wait to update the
I/0 queue. In this specific embodiment, Max issued is set
to 2, which provides best performance. The resource update
routines provided included queue_io 280, issue_io 290,
schedule io 300 and schedule_first_io 310.° These are
described more fully hereafter with respect to Figures 18,

19, 20 and 21, respectively.

queue 10 280 1s the routirs called to introduce a new I/0
operation to the 1/0 syster. It will add the I/O to the
holding queue IF the callszr has not zsked that the gqueue be

bypassed OR Current issuez 2tz s less than Max TIssued 287.

[



array; a post work field for identifying in said function array a post
processing function; and a post argunent field for storing a post
processi ng argunent.
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cMa]ca]ca]ca]c ca]

I1/0 to the operating system device.

schedule_io 300 is called to either move an 170 from holding
queue 270 to the device (regardless of the values of

Current Issued 288 or Max Issued 287), or cancel the I/O
(aevent) by removing it from holding queue 270 while not

sending it to the device.

schedule first io 310 is the routine called when an I/O
completes (which means there is one less I/0 sent to the
device) and takes the first one from the holding queue

depending on the values of Current Issled and Max_ Issued.

Referring to Figure 17, for this example,
function array 279 is a 4x2 array of functions, the four
update types (280, 290, 300, and 310) times two for each

task type (C task or SRB).

In general, when an application needs to issue a new

-—

I/0, it will issue the following asynchronous resource

update call:

lock UpdateResource(&adevice->lock, ioFuns, CTASK,

I
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1109 () - 109& () - sthedule- $1088 19, XS, LSﬁBh@%&oQ)abS)b&@%&'()-L'10%&f()
-L9%1109%& ()-9#g 109%& ()-"1109%& ()-3 ~_@BL10%& ()-S
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dE~_ @ +109%&' () -yy) Z109%&' ()-%40%& ()-#L10%& () - f|210%&'()-10%&'()-
xmb@ | f 109& () - 10Referring to Figures 18-21, for this example
embodiment, update procedures 280, 290, 300 and 310 are
executed. This may be done by coding assembler and C
versions, for example, of these four routines into the
application program. Since this is asynchronous, either the

C code version or the SRB code could be called to execute

these routines.

Referring to Figure 18, queue io routine 280 (with ae =
arg) includes step 281 in which is tested whether the
immediate bit is set in this aevent or current issued 288 is
less than max_issued 287. If either if these is true, in
step 282 busy bit in aevent is set to indicated aevent is
being sent to the I/0 device; in step 284 current issued 288
1s incremented; and in step 285 ae is returneq»to the caller
application. If test 281 1s not true, then in step 283 this

zevent 1s added to the tail of holding gqueue 270; and 1in

step 286 WORK NOPOSTWORK return code 1s returned to the
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caller application.

Thus queue_io 280 only updates queue 270-and/or
Current_Issued count 288. It does not actualdy schedule the
I/0 (which takes a lot of pathlength) but rather it passes
the address of the aevent structure to the post processing
routine issue io 290. If it only adds an I/O0 to holding
gueue 270, it short circuits the issue io routine 290 by

returning WORK_NOPOSTWORK.

Referring to Figure 19, issue_io routine 290 (with ae =
prc) is a post processing routine. It is not run while
holding the lock, so lock contention is reduced
(significantly) on the device queue. Step 291 determines if
the cancel bit is set in this aevent (say, 273); if so, in
step 292 the I/0 is marked complete with cancel error; and
if not, the operating system is called in sfep 293 to send

the 1/0 represented by this aevent 273 to the I/0 device.

Referring to Figure 20, schedule io 300 is a resource
update routine that uses bcth of its arguments Tthe address
ae of the aevent structure and a cancel flag prc indicating
1f the caller wants tne I/C cenceled rather than issued).

Zf the I/0 has alreacy been sent to the device, there 1s

nothing te do, but 2f 1t hasn'tT 1t 1s removed from Ehe

-
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cancel is not desired. Again, issue io 290 is bypassed if
there is no I/0 to issue. Step 301 determines if a busy bit
is set in the aevent (say, 275) pointed to by“ae; if so,
there is nothing to do, and step 308 returns
WORK_NOPOSTWORK; if not, step 302 sets the busy bit; step
303 removes aevent 275 from holding queue 270; and step 304
determines if cancel flag is true. If cancel flag is true,
step 306 sets the cancel bit in aevent structure 275 and
step 307 returns ae to the caller; if not true,

current_issued 288 is incremented before returning ae.

Referring to Figure 21, schedule first io 310 includes
step 311, which determines if holding queue 270 is empty or
if current_issued 288 is greater than max issued 287, If
either condition is true, step 313 decrements current issued
288 and step 316 returns WORK_NOPOSTWORK to the caller. If
both conditions are false, step 312 removes the first aevent
from holding queue 270; step 314 sets the busy bit in the
aevent structure; and step 315 returns the address of the

-—

removed aevent structure to the caller,

hr
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Example 3. Managing a Pool of Service Threads With an
Asynchronous Lock
Referring to Figures 22 through 28, a firite pool of

tasks exist which can service work requests from client
threads, work must run on a service thread for some reason
or another (specific to application), and requests are to be
handled first come first served. In this example, client
threads can either wait for a request to be finished or not
(which means that requests may be either asynchronous or
synchronous). There can be any number of client or service
threads, which is up to the application. Specifically, for
example, in the IBM DFS/MVS product, user tasks call DFS to
make file requests. Because these file requests cannot run
under the calling task due to a variety of reasons, a
service task must pick up the user file request and run it.
Thus, a finite pool of service threads exists, and some
number of user tasks (approximately equal to the number of
user processes calling DFS at one time) need to be

dispatched on a service task.

In this example, a .ock 1s defined and list 326 of idle
service threads 328 and -=quest gueue 32. for client

requests 323-325 1s prov.zed. F2guest g.zue 320 is anchored

-
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anchored by idle 327. Each service structures 328
represents one idle service tasks, and it may_also point to

a current request attached to that service task.

Data structure 323 contains information relevant to the
client request and data structure 328 represents a service
thread. A service task add its service structure 328 to
idle list 326 upon checking request queue 320 and finding it
empty. When a client request comes in, it first checks idle
list 326 to see if there is an available service thread 328,
and if not then queue the request in request queue 320,
Updating queue 320 does not require any task suspension or
switching. There is a task switch between client and
service thread, but that is required. Updates to queue 320
does not entail any task suspension, unlike prior art
methods of putting a heavy duty suspension-lock around the

queue.

In this example, there are two types of tasks: client
tasks and server tasks. In this case, providigé multiple
tasks 1s used for more than just different programming
languages or execution envirorrents as in previous examples,

but 1s required by the actual zsynchronous update routines

Lo ensure vroper functioning. Actually the code 1is the
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same, so although the function array is 3x2, the functions
for both type of tasks (CLIENT and SERVICE) are, in this
example, identical, which is how the processes described

hereafter in connection with Figures 24-28 are implemented.
The resource update routines are as follows:

queue_request 340 is called by client tasks to dispatch a

request onto a service thread 328 if one is available or add

the request to request queue 320.

post _service thread 348 wakes up the sleeping service thread
328 if an idle service thread is found by queue request 340,
This is a post processing routine not run under the lock so

as to minimize lock contention.

get_next request 350 removes the oldest (first) request 323
in FIFO request queue 320 (assuming requests are added to
the tail of the queue). This request 323 would be run after
a service thread finishes processing a request but before it
goes back to sleep (1n case the service threadﬁw1ll find
that there is more work on request queue 320 to run).
Request 323 checks to see 1f 1ts rinning synchronous.y on a

calling service thread to avoid unnecessary WEIT cails,

b
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types, making a 3x2 array 329 of functions to_handle the

updates. et

Referring to Figure 24, the flow of execution for a
client thread includes in step 330 obtaining storage for

this request; and in step 331 executing the procedure:

lock UpdateResource(&lock, gFuns, CLIENT,

queue_request, 0, request post_service_ thread, 0, rc);

' If this client thread wants to wait then in step 332 it
WATITs on request->ecb and, upon receiving it, frees storage

obtained for this request in step 330.

Referring to Figure 25, the flow for a service thread
is illustrated by the code of step 335. Service threads 328
run forever until program end, and are run based upon a call
which includes the address of this thread's service block.

-—

Step 335 comprises:

Do forever:

service->request = 0
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service->ecbhb = 0

rc = lock UpdateResource(&lock, gFuns, SERVICE,
get_next request, 0, service, post_service thread, O,
rc) =

if rc !t= WORK_SYNC OR service->request is 0

WAIT on service->ecb

<Process service->request>

In the code of step 335, the importance of the

lock UpdateResource return code (rc) is shown. If the

get next request was run on the calling thread (the service
task), then it checks to see if it has a request; if not
then it goes to sleep (WAIT); otherwige, it runs the
request. While this is not required, it reduces unnecessary

waits.

Referring to Figure 26, the update routine
queue request 340 (with request=arg) includes step 341,
which determines if idle list 328 is empty; if so, in step
343 this request 325 is added to the tail of request queue
320; and in step 346 WORK NOPOSTWORK is returned to the
caller. TIf idle list 328 15 not empty, 1n step 342 a

service structure 328 1s removed frexm idls list 326; in step

344 the address of this reciest 1s saved zn the service

-
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structure; and in step 345 the address of the removed
service structure is returned to the caller. In summary,
this routine 340 adds the request to request queue 320 if
there are no idle service threads 328 and retutns

WORK_ NOPOSTWORK which tells the asynchronous update facility
not to run a post processing routine. If an idle service
thread 328 is found, it is removed and the post processing
routine post service thread 348 will be called by

the asynchronous update facility.

Referring to Figure 27, the update routine
post_service thread (with service=prc) 348 in step 349 posts
ecbhb in the service structure to wake up the service thread

328.

Referring to Figure 28, the update routine
get next request (service=arg) 350 first determines in step
351 if request queue 320 is empty. If queue 320 is empty,
this service structure is added to idle list 326 and
WORK NOPOSTWORK is returned to the caller. If queue 320 is
not empty, in step 352 the next request 1s remo;ed from
queue 320; and 1n step 354 the removed request address 1s
saved in the service structure. Step 355 determines 1f

sync.flag=WORK_SYNC AND task type=SERVICE; 1f so, in step

357 WORK NOPOSTWORK 1s returned to the caller; otherwlise, in

<
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step 356 the address of the serviced structure is returned.
Both the sync_flag and task type parameters that are
automatically passed to the update routines by the
asynchronous update facility are used. Get_nextirequest 350
code checks to see if it is running on a service thread (not
a client task), and if it is and it is being run
synchronously, it bypasses calling the post processing
routine post service thread 348 since it just grabbed the
first request off queue 320. The request address is saved
in the service structure. The service thread checks the
lock UpdateResource return code and in this case will see
the work was done synchronously and will avoid an

unnecessary WAIT call (which is somewhat expensive).

In summary, the use of the asynchronous update facility
eliminates waiting to update the idle list or the request
queue which would have occurred had a formal éuspend (prior
art) been used to protect those lists whenever there was
contention for the list. Since those queues are updated for

every request, contention could have occurred fairly often.

-—
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asynchronous resource update facilities with -§tandard
synchronous locking to reduce lock contention and task waits

for locks.

In general, there is a class of problems where there is
some pool of some type of resource, and a task requiring an
object from the pool cannot continue processing until it
gets it. 1In this case, a formal suspend type lock requiring
synchronous processing must be used. However, when such a
task is done with the object, synchronous processing is not
required to return it to the pool, and the asynchronous
resource update facility of the invention can be used. 1In
this situation asynchronous resource update is combined with
the standard locking mechanisms, which perfbrm synchronous

resource update, to reduce lock contention and task waits.

In the DFS/MVS environment, clients are allowed to
cache file status and data from DFS file servers. They do
this by obtaining tokens that represent the right to cache

data. In the DFS/MVS file serwver, code exists Do cache

tokens, each file may have mor= than ones token, ana each

e
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client may have more than one file for which it has tokens.
Specifically, DFS/MVS has a token cache for SMB clients, it
has a structure that represents a file and a structure that
represent a token. The file structures are ¥ept in a pool
which is bounded in size, and LRU reuse schemes are used to
re-assign a file structure to a different file by using

least recently used schemes when all file structures are

currently assigned to files.

Referring to Figures 29-31, the SMB token cache 360 has
a hash table 361 that is used to quickly find a file
structure (stkc file) 362 based on a file identifier. It
also has a free list 370 of file structures 372 that are not
assigned to any file and an LRU structure queue 363 of file
structures 366-368 that are currently assigned but could be
re-assigned to another file identifier if necessary. Queue

363 is anchored by LRUghead 364 and LRUqtail 365.

The stkc file structures 366, 372 represent files, and
files in DFS are known by their identifiers (a sequence of
numbers). An SMB token cache maintains a mappfﬁg and cache
of files, each stkc file szructure 366, 372 has a list of
tokens held for tha: file znd a refcount field which
repr=sents the number of Zzsks that are currently referring

to tne file.

e
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Hash table 361 is used for quick lookup of a stkc file
based on the DFS file identifier. Each row in the hash
table has a lock to protect access to hash table rows, and
there are global fileLocks for updating the refcount field,

LRU queue 363 and free list queue 370.

The code for finding (obtaining) an stkc file structure
366, 372 for a given file identifier is not described here
since that uses synchronous locking techniques. The
asynchronous code for indicating a task is done with an

stkc file structure is described.

A stkc_file refcount is incremented for each task
referring to the stkc file, and it is decremented when each
task is done referring to the file. The stkc_file put
routine which decrements the refcount and takes action based

thereon is as follows:

[d
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IF the refcount is now 0:

IF there are tokens held for file THEN -

fy

add the file to the LRU gqueue -

ELSE

remove file from hash table and add it to free

list.

There is no reason to cache an stkc file for a file
identifier if the cache has no tokens for the file. If it
does have tokens then it simply keeps the file in an LRU
queue because the file can be reassigned to another file
identifier. 1If the refcount is not O, there are other tasks
using the stkc file so no action is taken. Since this
processing may update hash table 361, the hash row lock for
the list that contains the stkc file must be locked, and
since the free list 370 or LRU queue 363 may be updated the
fileLock must be held. Thus two locks are needed, this
example shows the use of the asynchronous update facility of
the invention to obtain the two locks needed to update
resources and yet still el-minate The possibility of task

suspension.
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there are two function arrays. HashFuns contains only one

update routine.
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s

P

hash put 380 is main routine to indicate a task is done with

a stkc file. This is outer routine, it only has the hash

table lock when running.

file put 385 is the inner routine to indicate a task is done
with a stkc_file. When it runs both hash table and main

filelLock locks are held.

file postwork 395 is the routine used to release the hash

row lock.

The special return code WORK DONTUNLOCK is used by
hash put to guarantee that the lock is not_released in case
the file put routine 385 is being run asynchronously on
another thread. File postwork 395 is used to ensure the
hash row lock is released to avoid deadlock. Thus nested

asynchronous locking is being verformed without fask

suspension.

Peferring to Figure 32, stkc file put receives as irmout

he
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filep, representing the address of the stkc file to put
back. 1In step 376 the file id in stkc_file is hashed to get
the hash row; and the slot number is saved. Step 377
executes function: ad
lock_UpdateResource (&hash_table[slot].lock,

hashFuns,ALL_TASKS,hash_put,O,filep,NO_FUNCTION,O,rc);

This runs hash put after first determining which hash table

row the file is contained in.

Referring to Figure 33, hash put (filep=arg) 380, in

step 381 executes:

lock_ppdateResource(&fileLock,fileFUns,

ALL TASKS,file put,0,filep,file_postwork,0,rc);

and in step 382 returns WORK NOPOSTWORK. Thus, hash put
runs the routine for file put (which implies file put runs
while fileLock is held) and returns a WORK NOPOSTWORK
indication to the asynchronous update facility'£o not
release the lock since file postwork will do this. This 1s

necessary 1n case file put 1s run on a separate tas«; :f :-c

15, then when hash put returns it must guarantee ths lock 1is

<
-
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still held for the other task that will run file put.

Referring to Figure 34, file put (filep = arg) routine
385 in step 386 hashes the file identifier and saves the
slot number; and in step 387 decrements the file reference
count. Step 388 determines if the file reference count is
now zero, and if not in step 393 returns the hash slot
number to the caller, and exits. If the file reference
count is not zero, step 389 determines if tokens are held
for this file, and if so, in step 391 adds this file to the
tail of LRU queue 363, If tokens are not held for this
file, step 390 removes the file from the hash row and step
392 adds the file to the free list 370. Step 393 returns

the hash slot number and exists.

File put routine 385 does all the necessary work. It
also returns the hash slot number so file postwork 395 knows
which hash row lock to release. When file put 385 is
running it is guaranteed by the asynchronous update facility
that both hash row and fileLcck are held exclusive. The

-—

fileLock is released when fiie put 385 returns.

Referring to Figure 35, Zile postwork (slot=prc) 395 is
run while not holaing tne fil=Lock, and 1in step 396 releases

the hash table ro.. lock.

L
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In summary, this example shows the need for the
WORK_ DONTUNLOCK return code and shows how complex nesting of

asynchronous resource update routines can be performed.

-

o

Example 5, Trace Table

A trace table may be updated via asynchronous locks.
Trace tables are repeatedly updated by tasks as they do
their work. The contention on a trace table if it had a
heavy weight lock would be large and performance would be
degraded. By using the asynchronous resource update
facility of the invention, a programmer may design a trace
facility to put a bound on the queuing allowed on the trace
table lock to ensure a thread was not overloaded (should
rarely, if ever, in practice occur) by specifying a

Max Queued value on the lock Init call for the trace table.
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Advantages over the Prior Art

It is an advantage of the invention that. there is

provided an improved system and method for matiaging locks.

It is a further advantage of the invention that there
is provided a system and method for managing locks with

improved performance.

It is a further advantage of the invention that there
is provided a system and method for managing locks which

avoids formal task suspension or CPU spins.

It is a further advantage of the invention that there
is provided a system and method for managing locks which

avoids costly lock contention overhead.

It is a further advantage of the invention that there
is provided a system and method '‘for managing locks both

synchronously and asynchronously.

b
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It will be appreciated that, although specific

embodiments of the invention have been described herein for
purposes of illustration, various modifications may be made
without departing from the spirit and scope of the
invention. 1In particular, it is within the scope of the
invention to provide a program storage or memory device such
as a solid or fluid transmission medium, magnetic or optical
wire, tape or disc, or the like, for storing signals
readable by a machine for controlling the operation of a
computer according to the method of the invention and/or to
structure its components in accordance with the system of

the invention.

Further, each step of the method may be executed on any
of general computer, such as an IBM System 390, AS/400, PC
or the like and pursuant to one or more, or a part of one or
more, program modules or objects generated from any
programming language, such as C++, Java, P1/1, Fortran or
the like. And still furcher, each said step, 5} a file or
object or the like implerenting each said step, may be
executed by special purpcse hardware or a circuit mocule

designed for that rurpos=z.

he
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Accordingly, the scope of protection of this invention

is limited only by the following claims and their

-

equivalents. -
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CLAIMS
We claim;

1. A method for allowing applications including an
asynchronous locking facility to update a resource via
locking without task suspension or task switching,

comprising the steps of:

queuing a request to update a resource requested by a

first task onto a lock for said resource; and
operating a second task holding said lock on said !
resource to execute said request before releasing said
lock.

2. The method of claim 1, further comprising the steps of:
providing a plurality of two or more update routines
for updating said resource, including a first update

routine and a second update routine;

sald second task executing said first update routine
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before releasing said lock; and

selectively executing said second update.routine after

said second task has released said lock;-"

thereby reducing lock contention.

3. The method of claim 2, further comprising the step of:

passing a return code from said second task to said

asynchronous locking facility.

4, The method of claim 3, said return code being a
work nopostwork return code for bypassing execution of said

second update routine.

S. The method of claim 3, sz:d return code being a
work dontunlock return code for complex nesting of

asynchronous locks.,

h-



1055 10&Y10% 0& () -1 @0% 0& ()-f10% 0& ()-f 10% o0& ()- 10% o0& ()-3

10% 0& ()-n2j1 2 3 4 D xnbC 1055 1&10% 0& ()-F 10' 0 10' 0 10' of

10% 0& ()-sf 109% o0& ()-s10% o0& ()-10% o0& ()-D b  >TdEmbC 1055

1@0% 0& ()-910% 0& ()-10% 0& ()-10% 0& ()- @0% 0& ()-SY 10% 0& () - T% dEnbC

1055 7' 29 APR 2003

6. The method of claim 2, further comprising the step of:

specifying a plurality of task types for- executing said

update routines;

thereby selectively enabling multi-program language
environments and multi-execution environment environments,

and partitioning of tasks into logical classes.

7. A method for allowing applications including an
asynchronous locking facility to update a resource via
locking selectively synchronously, or asynchronously without

task suspension or task switching, comprising the steps of:

selectively queuing a request to update a resource
requested by a first task onto a lock for said

resource; and

selectively operating a second task holding said lock
on said resource to exacuze sald request before

releasing said lock.
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8. The method of claim 2, further comprising the step of:

passing one or more user parameters from_said

e

application to said update routines. o

9. The method of claim 1, further comprising the step of:

passing a sync_flag parameter from said asynchronous
locking facility to tasks executing said requests, said
parameter specifying whether said tasks are running on

a calling thread or asynchronously on another thread.

10. The method of claim 6, further comprising the step of:

selectively passing a task type parameter to tasks
executing said update routines, said task type
parameter specifying the type of task on which said

tasks are running.
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selectively executing a lock Resource magro or an

-

unlock Resource macro; and -

responsive to obtaining or releasing a lock in
exclusive mode without contention, returning a
work inline return code instructing the caller to run

post processing code in line.

12. The method of claim 1, further comprising the step of:

responsive to an application supplied maximum,
restricting the number of requests for asynchronous

updates queued on said lock.

13. The method of claim 1, further comprising the step of:
queuing a plurality of update requests on said lock
from a plurality of tasks for sequential execution in

queued order by said second task.

ﬂ!
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tangibly embodying a program of instructions executable by a
machine to perform method steps for allowing applications
including an asynchronous locking facility tofupdate a
resource via locking without task suspension or task

switching, said method steps comprising:

queuing a request to update a resource requested by a

first task onto a lock for saild resource; and

operating a second task holding said lock on said
resource to execute said request before releasing said

lock. )

15. An article of manufacture comprising:

a computer useable medium having computer readable
program code means embodied therein for allowing
applications including an asynchronous locking facility
to update a resource via locking without task
suspension or task switching, the computer readable
program means in said arzicle oif nanufaczurs

comprising:
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said wait gqueue but not yet processed; _°

an unlock queue for queuing data structures for

requests to unlock or downgrade a lock;

a return queue for queuing data structures for requests
which have been processed and need to be returned to

free storage; and

a post queue for queuing data structures for requests
that need to be awakened or that describe post
processing routines that are to be run while said lock

is not held.

18. The interface system of claim 16, said lock comprising:

a state parameter field for storing State*bits defining

the said of said lock;

3
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a maximum queued field for specifying the maximum
number of queued update requests allowed before

asynchronous update calls will be made to wait.

K

—

The interface system of claim 16, the state parameter

of said lock comprising:

first indicia (E) specifying whether said lock is held

exclusive;

second indicia (W) specifying whether said wait queue

is empty:

third indicia (L) specifying whether said lock is held

in a higher priority state;

fourth indicia (P) specifying whether said maximum
number of gueued update requests allowed has been

exceed; and

fifth indicia (R) specifying tne ~umkter -{f sa:< upndate

requests on said lock.

hr
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The interface system of claim 16, said data structure
comprising:
a next field for storing a forward pointér to a next

data structure in a queue;

a previous field for storing a backward pointer to a

previous data structure in a queue;

an wait field for specifying whether said data

structure represents a task being made to wait;

an action field for specifying the action requested,
said action being one of obtain lock, release lock,

downgrade lock, upgrade lock, and work unit;

a type field for specifying the type of lock to obtain

or release;

a work function field for accessing in an array of
functions the function to run while holding a lock to

update a resource;

a work process IZield for storing a first function

argument for sa-a resource update routine;
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a work argument field for storing a second function
argument for said resource update routine;
a work return code field for storing a x@turn value of

said resource update routine;

a function pointer field for accessing a function

array;

a post work field for identifying in said function

array a post processing function; and

a post argument field for storing a post processing

argument.



