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5 BACKGROUND OF THE INVENTION 1. Field of the Invention Th

invention relates to a packet transm ssion systemfor transm ttPHg* data
packets to a 10 nobile node, and to an app?&at us and nethod for controlling

a packet transm ssion route to the nobile node in the packmw hime on

system 2. Description of the Related Art FIG 1 illustrat II,MI’HW@N@@‘ onal

packet 15 transm ssion network 200. The packet transm ssion ne,tdm{r 0
0

conprises a net warikrL220F hensE ngevaonTaoki trary topol ogy consi sting mul tiple
nodes and |inks connecting_the nodes. ich is a node existing in

A router, which
the network 220, stores t heAEEIEEANGHIZHIN FIPAEN oAt AFRARAGYER WY 20 t he
links (i.e., theMpapEbOBYR ENTHOULENENSAIMEAL TRANREESTONROUEHL i Ng cont r ol
protocol, such as OSPF (open shortest path first). The router forwards a
packet addresS8ed to the other node exactly toward a direction in which the
destination node gyikgREyNE O REENSRVRITT @20 that routes a packet based on
the |1 Pv4 addressimg archrtecture s nerernafter called an | Pv4 packet
transm ssion system 220. The duedénpfoble Ireentpasket transmi ssion system

220 includes a nobile nod t I | t.h nodes

whil e noving from 30 one f’]l;‘}%{”}%roe%%&& Eﬁerﬁlﬁf"@%%%;s etr% E%ie% so i ncludes
a hone agent (HAtr23emissioprapsitémsfar hommshinkiggldate paekabdite anode 210,
and access rogters,. (AR 0-1 throu 0- a i on forei gn agents
and provide ?greingbr]?(lﬁg I}éélef’l hnsdhfﬁlgﬁ] %agéﬁhgzéﬁéﬁ&rﬂé%pggﬁi vel y, each
connectabl e to thhentobllengncdeazket Thensmilisiennodet Hd chenmobhilat esdei t h a
count er part correlsnpcéggené kneotdq__r% .2§Or;n tt&e system 220. 5 FIG 2
illustrates the comruni BaTTon procesd®ot” tHEE0nventi onal packet

transm ssi on network 200. Jhe Dashirlipthodeof M RéDabes m-thone address (e.
g., "10.0.0.3" used in the i, nk %31. | f the nobjle _node 210 has noved
into the foreign Iink 231-%%r il&iﬂs 521970 2aCEBYEN TP JuPEFEEAR) 240-1, as
illustrated LB Flit@angmifftormerassrkopd®r 2@0picRéy eSrdishievhoRrdiitaesk
"11.0.0.1", as a.c/o address (CoA), to the nobile node 210, which is a
foreigner to the 200cE9EPTiR%R PEEWPRE 470t SRYANAg¥NIT AT RIY PrRYESIYA) . 15
Having received tdwseboimgeam1600R . nddte aBAI | enpwdandtetigguest s the

access router (AR) 240-1 to transmt_ a registration request (RR), which is
a transm ssion r3@E&Scoht T tSFackKBichtH hECRBneX et dpAFhe FE I dcess

B). An exanpl e ofzzphestsdStviRt ic8RAnt LIS lcod@i R tich idel WaLraded dna FI G
3A, and the RR contains a data field called binding information in which

the home add?@ss Theolpnks 3ti.6r. .t FBenBEROMMbdas 290§ infespekprn ynder
combi nation W th ¢/e0 8088 TE@B)L pidtdbd, lsuch as OSPF (open shortest

path first). The router forwards a packet addressed to the

other node exactly toward a direction in which the
destination node exists.

25 The network 220 that routes a packet based on
the IPv4 addressing architecture is hereinafter called an
IPv4 packet transmission system 220. The conventional IPv4
packet transmission system 220 includes a mobile node (MN)
210 that communicates with other nodes while moving from

30 one link to another link. The system 220 also includes a
home agent (HA) 230 that provides a home link 231 to the
mobile node 210, and access routers (AR) 240-1 through

240-4 that function as foreign agents and provide foreign



In response to the request fromthe nobile node 25 210, the access router
(AR) 240-1 transmits the registration request (RR), informng the hone
agent (HA) 230 that the nobile node 210 is now |l ocated in the foreign link
231-1 and therefore the transm ssion route %o this nobile node 210 shoul d
be changed (Process C). 30 Having received the registration request (RR) .
fromthe access router (AR) 240-1, the hone agent (HA) 230 enters the hone

address "10.0. 0. nd e, C Co ntained i.n the
registration requesf’t% ZEQ %Ré}rouﬁg‘oﬁﬁe&ta e?fé’e(%%%%g% eB)C% PREPRT S br}teate,
if the corresponquttheodeb(m\l)no%@zmoodrmaaSnomdet ne@emuos campankeites
addressed to the haone address "10.0. i S pa k f rwar d to the
ome 5 agent. (A IB0% P TRERARR EPEFRRROTSRS I po0r (Y 2

transm ssi on systgmtdh028Fr ocess E). An exanple of the packet |s
illustrated in FIG 3B, which contains the honme address "10.0.0. 3" as a
destination address. Sincefthe Ud<tPARFRI® dd¢r e88unIrafign3PreeetHmtai ned
in the forwarded fRckehvagt £&sa Wphbxther adiAss ibA AdeRikt Ryo. thee home
agent (HA) 230 receives this packet, in place of the nobile node 210, and
produces a packetmolit pAge cf¥addPebas "a hamepaddrest oreddd (i N1P M Gritry as
a destination addieesihochormas 1hhe PREKel: kil hopareenaelirpogder (AR
240-1. The packet transmtted fromthe correspondent node (CN) 250 is
stored in the paylvsd éntehehedgrgiphobided 3dadkerovided bb/u§hea4<e@ﬁ5n FI G
3C. The techrhqu packe a opfﬁof a h ket is
cal |l ed tunngpl ngr'ofjﬁ t(g_w r1§4a(f:1k1ét g%o%%%&rﬁ%ge ﬂlnot 2 pggé gé?%aslcts
payl oad is call edroalttemnaéq)rhgglpimkem dire adgiveski hyl ghdkét’, praducel by t he
hone agent (HA) t cC r ) :240-1 via a
router (not show%%%rethg&%‘%vﬂeC%atg etrn%%ns%%ggl ggés léﬁ %09( Process F).
25 When the acces®redgher (ARhe?240céss winuwdierf Unct tlnmsfca;elgnf agenign Zddgent ,
receives a tunnel |q agket addressed to the access router 240-1 itself,

t he packet is extra 8 ki r)tthe payl oad of the tunneling packet. Then, the
access routet5(AR) 240-1 tHawisng trectheedxthreact/edadfrepacki€or) ¢ the nobi I e
node 210, attachin header contai ning_ t ccess
control) address “5’% ?ﬁe ?r%%l%a]e FEFES31D f’:& a?cﬁggflﬂ%‘frlie(fmgggnggial(%rocess
G . -4 By the txaysmibesn témmbttenmoa@eglto(Repelwm&halpaaket addr essed
to itself at aforei%nllnk 241-1, bi | rmde2 ntransmﬁ_mst
registration reqlddPSPREFLED Ifq’llé:eCSP? tnob@ Moﬁ‘goag?\?ﬁc s the
source 5 terninal23of (bhecoasckst., awi axé:t;el@ecfe&ﬁer Bt reARbn 248qdedtPr oCcess
H). Upon receivi n the regi stration request (RR), e correspondent node

(CN) 250 ent éPs t&R) héfel btitteased pnof 33Aanén€/5t‘%d’t?t gentains ¢ glapa

which is the 10 addngssabied ftﬁ.m%ﬁﬁ Sﬁnf&hﬁ&rlohAE}x WiHenl theORbme Netirddast he
regi stration request (Process in order to further transmts a

packet to the hong%ddPeds “’fld:h(? @Ogll%fnct%zﬁfﬁbﬂser%@eﬁl & the

correspondent nodembehht 260 PriedegesadatdiinelcbRy packety having the c/o
address 15 "11.0.0.1" of the access router (AR) 240-1 as a destination

address in the header, andl®rZafRones thidq FitRBPFRIFAILKEE PEPEHR MR%ess

router (AR) 240- %l@PrQﬁ§S§cers rQHQerﬁﬁg'WM@gltgﬁaﬁéHY¥§ ikRg packet, the
access 20 router (AR) 240-1, which functions as a foreign agent, extracts

the packet from tuegigayhbien ofequisstt (Ribel m@omenettheémm pgeREsHAL The
Whi chcont ai ns. t e OVRC Sad Eatr 8 Rt Bt 2 bHCLaqRaLEin o iuagkel
link 231- 1 and therefore the transmission route to this
mobile mode 210 should be changed (Process C).
30 Having received the registration request (RR)
from the access router (AR) 240-1, the home agent (HA) 230
enters the home address “10.0.0.3” and the c/o address

(CoA) “11.0.0.1” contained in the registration request



25 and transmts this packet to the nobile node 210 (Process K) . The
techni'que of transmtting a tunneling packet fromthe correspondent node
(CN) 250 directly to the access router (AR) 240-1 w thout passing through
the hone 30 agent (HA) 230 is called route optim zation. Then, every tine
t he nobil e node 210 noves to a new forei gn‘:ﬁ nk 241, it acquires a new c/o
address (CoA), and transmts the hone address and the acquired c/o -5

address to both t ho ent ) ,230 and the correspondent node (CN) via
the access rout er(la%AR)lggﬁgtqber W%H@n TS Bﬁei gn link 241. However, the
above-descri bed conventionel tpacketabe} riamsiies 8boheHtFidRM2ROdH AN
drawback in that a packet |oss ma\é occur when the npbile node 210 nobves

bet ween foreign [APAkBT9A9°%H & da 2R tvdy PRFERT 139 I8sF8dabR Nty BAN®230 or

the correspondentagaedss (. 2903 7Fofnh exqyRRiker Woerbihedaabib ernodRndl0
noves froma renote foreign link 10 241 to another foreign link 241, the

packet transn?ttégepfofidhezIondaafentrquHigr 480t othawid edr s pHitfent node
(CN) 250 is like b i : A Nk S 4l a ck i I ded to
t he access rout e#fk%)c gﬁ%ﬂ%?%tgﬁggféé}?%érn g?eggﬁo%%%k&gdl%némﬁgﬁm?ﬁe

nmobi | e node 210 ithelBapkeViisudhyusbrated ivefdfe Ihe whighsreatdior rthguest
(RR) transm ttedﬁ%&@”&&@fe%ﬁ&)%s.%g%ma ARu&80, Qs dhagpgusforei gn |ink

241 reaches the hone agent ( or the correspondent node (CN) 250. 20
SUMVARY OF THE | NVENTI ON Thiengsr dbet desiaratiion addretncéiovedotd” over cone t he

above-descr i ped %%R*Ehfﬂéé A *%?J?Qi’ﬁ%‘é&e%?'ac%%k& ddA03 'Sx?ﬂléf?"ad%%%%@”! and
it is an object of the present invention to provide a packe ransm ssi on
systemthat can 2% tbduemtmndeder hbhe gpgarket(HAYS3Q avsed walsenhihepanistl, e

node noves between forei links. It is an er_object. of the invention to
provi de an appar éf“ugggﬁ%lgonr?fettﬁlgdm%}i%onncfcfeo?ﬁpngart’cgeorﬁggﬁﬁ ?r%ancsr“ﬁ%ssi on
route in the packetht thesivics siddresy stEMO .30 1nhieto il ént shé hentpacket af rom
being lost. To achi eye the %gli ects, in one aspect of the invention,

packet communi caffER RSt BMACEREPT sEY {1 aahoie RarsRt ﬁPoW%Iiaﬁbcee?shgrre

link and a hpsre addeess (Al 240—5. MR bacREHerr ki @REJ Of rdiP It edCCESS
routers, each providing a foreign |j

Kk d.,a c/o address to the il e node
when the nobile F8IESAB IR ed PRt 6berah@ ortfesh gt FgFeP@X‘l{I‘?a}Cﬂ%% and (c)
one or nore nobi khbynsWpProdhesliepscitet hak LeleyrmRackat Fte. adaleghienati on
bet ween the nobil e node and the honme agent or a counterpart correspondent
node wherever th&SRBPIHEE e SEQTE A/ RECkeheliolia iRAY18aPpDT t2NUHEEr i s

configured to acgliketaid idaalehegtehddliR™ ,r gAYCSe FAdLBESEENEL Hilvg hone
agent and/or 10 the correspondent node when the nobile node has noved into
20 another packet in its payload is called a tunneling packet.
The tunneling packet produced by the home agent (HA) 230
is forwarded to the access router (AR) 240-1 via a router
(not shown) in the IPv4 packet transmission system 220
(Process F).
25 When the access router (AR) 240-1, which
functions as a foreign agent, receives a tunneling packet
addressed to the access router 240-1 itself, the packet is
extracted from the payload of the tunneling packet. Then,
the access router (AR) 240-1 transmits the extracted
30 packet to the mobile node 210, attaching a link layer
header containing the MAC (media access control) address
of the mobile node 210 as a destination address (Process
G) .



a first foreign link, to store a first entry having the hone address of the
nmobi | ¢ node and a c/o address contained in the acquired first registration
request, and to update the first registration request changing the c/o 15
address to its own address to pass the upda{ ed first registration request
toward the hone agent and/or the counterpart correspondent node. Wen the
nmobi lity support router acquires a data packet addressed to the nobile node
whose hone address is 20 contained in the first entr t the mobility
support router encapsul ate yttﬁ'be da¥a PRk s B‘OBFgﬁu%%dearﬁﬁnﬁg‘F?Wgespgcket,
and transmts theddrenechddgereked Loséhe £/ @ gddeess Iiemxordedl ) ntHehe first
entry in associ afgip%n with the hone address. 25 Wth this arran%g t he

nt ,
dat a packet is cHPIEEI PoTOrindr 88 FH2RHE g FPEL AR A TEREC D AR t v
support router WRey @wer cdéhe-dpaideatNAsde | @N)0o8beduhidh tilke tABbsdirdae support
router has acgw red a packet that is neither a registration request, nor a
data 30 packeP ad®r®iBed ¢ theePRSHLT tYis FHSorECIULEIRESMR) FifH1a
packet with a desfdatk@mnypddress contained in the first entry, then the
nmobi lity support router carries out an ordinary routing operation for the
acqui red packet . The no¥Rarn pcedppod t theo regi shrabler disiarest a(RRcond
registration req t ﬁ&ﬁ,ﬁg 0 Mﬁe e / C art
correspondent no:j:zév\ﬁggg% e m)n:;tl ggﬁgde asZ%%D\%E%t%{eathlsaggoﬁ%gﬁsgi gn
link. In this casg0.0he.%" rolsl Id/pyaddppes t" ledt r 1 tharigichgishehe/ 0 address
recorded in the flgSLsENbf VD 4208 .Eé&ea;d%ﬁﬁ%&@—“f,a' %‘Eah@ecﬁ higa Stja%ond
regi stration request o update the first entry. Since the updated c/o
address i s recor degishréhior ineguesnt (Brouessaild er Théres elrt logdepbid e node has
noved, a 10 data [ d_t h bi e i rrectl yted to
t he nobi | e node. f@ﬁgﬁ %h%d%sgnsl;c%d?e %é]%efet {{%ethgrfs&?rgeen%rf%?’g u%éd'a 'eotrzl%to t he
new c/ o address, dfhehaoholiley nodppdl0, rhd evrmaypidshic modad (CN)arkHdi t an

erasing request 15 addressed Lo,Ghe o9 A09ress PLOYI Qs LYqLgge ded 1n the

15 *11.0.0.1" of the access router (AR) 240-1 as a
destination address in the header, and transmits this
tunneling packet to the access router (AR) 240-1 (Process
J) .

Upon receiving the tunneling packet, the access

20 router (AR) 240-1, which functions as a foreign agent,
extracts the packet from the payload of the tunneling
packet, as in Process G. The access router (AR} 240-1 then
attaches a link layer header to the packet, which contains
the MAC address of the mobile node 210 as a destination,

25 and transmits this packet to the mobile node 210 (Process
K) .

The technique of transmitting a tunneling packet
from the correspondent node (CN) 250 directly to the
access router (AR) 240-1 without passing through the home

30 agent (HA) 230 is called route optimization.

Then, every time the mobile node 210 moves to a
new foreign link 241, it acquires a new c/o address (CoA),

and transmits the home address and the acquired c/o



first entry. The nobility support router also receives an erasing request
contai'ning the hone address of the nobile node that has noved into the
second foreign link. In this 20 case, the nobility support router erases
the first entry having that hone address, agd produces and transmits a new
erasing request addressed to the c/o address recorded in the erased first
entry in association with the hone address. 25 In another aspect of the

i nvention, a packet, transm.ssi.on,route control p t us ed in a packet
transm ssion systemg8°prd °§:@d.th§u " w&et(ﬂgfaﬁ(ﬂi% %ﬁesyst em i ncl udes
a hone agent proyoidiragpéndai® dddek (emd widame addesesscdu@ea NAR) | BiMode, and
one or nore 30 access routers, each providing a foreign link and a c/o

address to the mépPrédiBYethitedforRed Nk Z¥dde has noved into the

corresponding foreign |inkiowdiieT,PABK ALV ARFCESHON dRHHBLEONET QPacket
apparatus conprises (a) a, _g_ packet acquisition unit configured to

acquire a first rEgRsPIesiUh EGERsL2QdtressdgarBashe méhetagarrchatd/ or a

counterpart corraspangdeptonane waNthdandMiid aonedel 13 vaBVEEriddp a first
foreign link, (b) a first entry storing 5 unit configured to store a first

entry having t he fiegrégndbimks 231 that vt Iferméuday ahkPm t&rohameragent
contained i n the @gagubsedod il cB%Q%ééér?éér&nnEaagu?ém 223d £6) &ample,

registration request relay unit configured to update the first registration
request by changivhgnt fee dnepidgdineds 210 1®@vess foan adnede fnadeion thisaksmi t

the updated §pr sty ieqh SLESLION o2aygaty LA 1 DR NOIR.A0DLn A QU the

count erpart correspondent node. e packet transm ssion route control
appar at us al so cdixpmi ks Kalle ageatkétiA) rZdfsfoer thai corndspondequinddsy 15 a

dat a packet addr 6@2%58 {?hﬁtlri;%lilgl gor‘%’eﬂﬁi"g@%%? ?Rﬁt&d%%%éﬁaéstﬂeecor ded in

the first entry, packe ransf er encapsu es t ata packet to
produce a tunnel ipagkpacketfomaddedansnties ddvessunoetemgABacRed @D tthee c/ o
address recor ded Eo@‘mtégefcfni:egfg}n ‘iritnfcyz&f ianssw (iic%t %:IQQ mobile nede 210 is
15 previously located before the registration request (RR)
transmitted from the access router (AR) 240 of the new
foreign link 241 reaches the home agent (HA) 230 or the

correspondent node (CN) 250.

20 SUMMARY OF THE INVENTION

The preset invention was conceived to overcome
the above-described problem in the conventional packet
transmission system, and it is an object of the present
invention to provide a packet transmission system that can

25 reduce undesirable packet loss caused when the mobile node
moves between foreign links.

It is another object of the invention to provide
an apparatus and method for controlling the packet
transmission route in the packet transmission system,

30 which prevents the packet from being lost.

To achieve the objects, in one aspect of the

invention, a packet communication system comprises (a) a

home agent providing a home link and a home address to a



20 with the hone address. If the packet acquisition unit has acquired a
packet' that is neither a registration request, nor a data packet addressed
to the nobility support router itself, nor a packet with a destination
address contained in the 25 first entry, then the packet transfer unit
carries out an ordinary routing operation T®F an acquired packet. Wth this
arrangenment, the data packet is correctly relayed to the nDbiIe node

wher ever the nobllg node i s I@ﬁated 30 In still another gect of the
i nvention, a net FO®HErPe¢ht r&)| PR 8T PRIGACPIASTILS™Sn PB6Re in a packet

transm ssi on systpelasmalﬁ@oanmelgﬁumhnla éﬁfae@/bngéldlﬁt%% &ohene meante
providing a honme link and a ress to a nobile node, and one or
nore access rout &§e Bhep ‘ﬁ“r%\ﬂc’a’ilﬁ@ ﬁoql%rl'ésgﬁ‘ol"?ﬁkl’é?ﬂj thec FETERRRUSE ) t he

mobi | e _node when gohe; gRDI {8 n%@e hey sRvesk idke hbsi Gy @BPEBEt NEbhtRrs gn
link. This nethod conprises: c&@@ setting a nobility Support router
e

bet ween the héme tagéntrehm & fpa (] @diﬁsérlpe)tw(l Hetaegn thagnokitle he
mobi |ity support 4 gt Shd £hd HoRke 5\8%h‘§t61atal %u%gyﬁasét %fofi‘}kisggné%ta first

access router and addressed to th onme agent an a counterpart 10
correspondent nodedeheheréeteemubiel mohble rwds revédcatad dhiei melbiXidnei gn

l'ink; (c) storln%ugpgk£s£o§gé h?é %EﬁggiQ%ns ggfge%efq he nobi | e node

and the c/o addrés contalne quire regi's Fati on request ;
and 15 (d) updatmnglsbeathnnrequBStadmrensadequesmetnpmehaggnngadeErc/o

address 10 [ 15 oyn address,d o Rasobhe updated Sh1st Legl steation, nequest
ent n

toward the hone agen e counterpa correspon ode: - -Thé et hod
further conprises f£f20stefomcicyn ﬂung, =0} sﬁuxenabfifstnqnnrythaodﬁg thedat a

packet addressed.,to the.nobil cont |n| address of the
nobi | e node; (f)hﬂgFe?ﬁgﬁﬁ cﬁ%&ﬁﬁeTo T I?t?ﬁ 5%%%?? router, there
is a first entrycbatamgedhﬁlSﬁﬁﬁabQﬁEr@ﬁdhﬁS&.8§g£§kﬁdﬁﬂbn0@6ﬁﬁééﬁﬂidnﬂ t he

data packet; (g) .encapsul ating..the data packet to u e a,tun i
packet i1 there (6 PROSFT Qe GAER) TRELS TRt ORers i % S0 hat

cont ai ned i n1§he sdakaspacketts ane L8drddARDTREL NEhd h@adtautaaeﬂfwt packet to
a c/o address 30 recorded in the first entry in associ ation mnth the honme

addr ess cont ai ned®PASERALIRR £eFHERE toward the home agent and/or t
counterpart correspondent node.

When the mobility support router acquires a data
packet addressed to the mobile node whose home address is

20 contained in the first entry, then the mobility support
router encapsulates the data packet to produce a tunneling
packet, and transmits the tunneling packet to the c/o
address recorded in the first entry in association with
the home address.

25 With this arrangement, the data packet is
correctly forwarded to the mobile node via the mobility
support router wherever the mobile node is located.

If the mobility support router has acquired a
packet that is neither a registration request, nor a data

30 packet addressed to the mobility support router itself,
nor a packet with a destination address contained in the
first entry, then the mobility support router carries out

an ordinary routing operation for the acquired packet.



Wth this nethod, the data packet is correctly delivered to the nobile
node, 'wth consi derably reduced -10 packet | oss, wherever the nobile node
is located. The nethod further conprises: (i) acquiring a packet at the
nmobility support router; (j) determ ning whether the packet is either a 5
regi stration request, a data packet addr es3éd to the mobi ity support
router itself, or a packet having a destination address that is contained

inthe first entry; a (k) _carrying out an ordinary routing operatjon if
the 10 packet is neit&gﬁe ’E‘%kélf’e@?lﬂ"g’gf’%nr?‘b‘iﬁfeé?on?)?q‘iJH@stt e %IECLet

addressed to the rafidtirbyisnppafdestodti@resdstlth, tRernée Rpeketndayt ng a
destination address contained in the first entry. 15 BRI RF DESCRI PTI ON OF

THE DRAW NGS Ot heR5PHEE8 PR R tGRrE e SPaRERRid \PRFEalBen ofha AEPLA¢ errdDn wil |

beconme nore apparngl rbiem iRt foldwhadrsed il adndesed i fiiisopadbentiead in
conjunction wi_th the acconpanying drawi ngs, In which 20 FIG 1
schemati cal | y3i | INeRidd{tEsSaPRAYY &PuiteRaFhgninet theapberiaddresssysedrded g 2

il lustrates a conyent0ralsPaglaly thARSALS Y QN ABHPEES Schiialingd Bhtrdd the
conventional systemshown in FIG 1; 25 FIG 3A i1llustrates an exanpl e of

the transmi ssi on seond odisatpark sequesd o upHete obhve filirsabnpricket
transm ssion system FIG Ll Lyst f. n{ i angl
packet addressed to the hogng’l%éd resg:ﬁg%é%@n%oﬁﬁgﬂkga%1%%@?%(\483%\
illustrates an ex@imsiteenfrgtng heatcemvenerondle tobhdé i mylephakenoved Ga 4

illustrates packet tr 1SS1.0N stem.,according to t.he first enbodi nent
of the i nven'?lﬂon;A(ai?:"laGbagQ;gg1 aaéCl |e§’§r%§m£§s%%e tm(?%é%ﬁl %?(‘fi])e t'tve CBzﬁEE%%fy -11
transm ssi on processedatoi tite outbily hbde system shown in FIG 4; FIGS. 6A

through 6D illustrate exanples .of the transm ssi route control_packet
according to the first 5 e %%it&éentc?oF?@r%ssl §¥a%§Fa§%%s% GE&EY e b° expl ain
how t he packet prudiaced asdthe arsnicl/deaddwess ,c ahst molpalittyc anppspondent node

is f ded tq the nobi | d ding to the first
crbodi mont 10 FITEU B TY JSTHES B BRHDIE BF BC4HI PRAKEPE and FI o

8B t hrough 8Es5i | ldtRireaked exantee s /0f atd@tddNprpaikes by usedrdadt e facket
transm ssion system according to the first enbodi nent of the invention;
FIG 9 illustratds%8% §BFEY optimi zation process 15 carried out by the

packet transnission systentieeeiilngyt Supprd irobkeenbpd RREi06s the
' nvention; erasing request containing the home address of the mobile
node that has moved into the second foreign link. In this

20 case, the mobility support router erases the first entry
having that home address, and produces and transmits a new
erasing request addressed to the c¢/o address recorded in
the erased first entry in association with the home
address.

25 In another aspect of the invention, a packet
transmission route control apparatus used in a packet
transmission system is provided. Such a packet
transmission system includes a home agent providing a home
link and a home address to a mobile node, and one or more

30 access routers, each providing a foreign link and a c/o
address to the mobile node when the mobile node has moved
into the corresponding foreign link. This packet

transmission route control apparatus comprises (a) a



FIG 10 illustrates a situation in which a packet transmtted froma
correspondent node (CN) passes through a nobile supporting router (NMSR)
that has the hone 20 address of the nobile node in its entry before the
packet reaches the honme agent (HA); FIG 11 illustrates the transm ssion
route control process carried out in the patket transm ssion system when
the nobil e node noves froma foreign link to 25 another foreign |ink

according to the first enmbodinent; FIG 12 illustrates how the transm ssion
route i s control IPSFRRReACTHES IO Bribderficvred Wwwvssuigesti Firshot her

foreign link; FlGegl3tkstfod l:QMuRaEt 2 GANG therobaldlel a8t AR Adieanmobile
supporting router (gI\/ISR) according to the first enbodi nent “of the invention;
FIG 14 ill ustratcosninopaet eoraegpenddnt medgpwhearigie flobwlef nedre IWER

according to the flrst in%%jag ﬁ%%dké?ﬁo%rpflikﬁe (Byeptdi oy EhGy ls5coirin§
di agram used to explain fhe transm Ssi routé control process carried out
in the packet5tr amdmi ssnbigwsest am ateor di fj st ehers devndgStieaiontienent  of

t he invention; FI Qu | 1lustrate o] e .
transm ssion r outaéﬁgg%?f%# h%haec%lé%)}g%d‘l’rgeclses% dt%)l ﬁ%%ﬁ%gggé%{lpﬂ%d n
accordi ng to the thecenduendsbdiineit redidthmtionentirorst,1@nfll GS) 47A t hrough

17D illustrate exarrpls g o{ th% trapsm.ssion.route_control packet q dr essed
to the correspondcgﬁtl b3 ?rbﬁ) qgssgrﬁiag t%’%h%%&%%&deﬁﬁoﬁ?%e%&i gx'e t he
invention: FIG ¥3rks fAedisigraaionsesqiasteryl ahanghey Thet cAasaddsisan tbout e
control prOC§8S %%%rggg gﬁﬁré@% %gg to transmit the updated first
registration request toward the home agent and/or the
counterpart correspondent node.

The packet transmission route control apparatus
also comprises (d) a packet transfer unit. When acquiring

15 a data packet addressed to the mobile node whose home
address is recorded in the first entry, the packet
transfer unit encapsulates the data packet to produce a
tunneling packet, and transmits the tunneling packet to
the c¢/o0 address recorded in the first entry in association

20 with the home address.

If the packet acquisition unit has acquired a
packet that is neither a registration request, nor a data
packet addressed to the mobility support router itself,
nor a packet with a destination address contained in the

25 first entry, then the packet transfer unit carries out an
ordinary routing operation for an acquired packet.

With this arrangement, the data packet is correctly
relayed to the mobile node wherever the mobile node is
located.

30 In still another aspect of the invention, a
method for controlling a packet transmission route in a

packet transmission system is provided. Such a system

includes a home agent providing a home link and a home



packet transm ssion system according to the second enbodi nent; FIG 19A
t'hrough 19E illustrate exanple of the route erasing request packet
according to the second 20 enbodi nent of the invention; FIG 20 is a

fl omchart showi ng the operation of the nobile supporting router (NMSR)
according to the second enbodinent; and FI®~21 is a diagram used to
explain the 25 advantages and effects of the present invention. DETAILED
DESCRI PTI ON OF THIa PREFERRED ENMBODI MENTS The details of the preferred
enbodi nent of t h99r¢&[t FOrd IR LFoRPER, ik PDBeAr VIPRYE AECESENER ¥8F She 30

attached draw ngsadhl Grod¢ididd/st FakeSgR PRAKAhA LAY &fir@8snes Watk 100
according to the first enbodi nent of the invention. The packet transm ssion

network 100 provimpPdils pagkethen ths pekhksringsieoRagyaevad ingo Whech routes a

packet based on tdgrLE¥AnAO 633Agnal Gk ! GFLY Retddl® RAPHESLLT NS SSi on
system 120 mag be referred to as an | Pv4d transm ssion system 5 The packet
y

transm ssi on 8yst@h 20ting|aidebidifpbiurparddacptdy betieen hbeehemgent (HA)

130 that provide 0 | o] ]ﬂmi.l e node (MN) 110, one or nore
access routers (%I%)%nﬂg‘-ﬁ% %%3%%5%46&2% at ‘provide foreign links 141-1

t hrough 141-4, reldpeecavering.ard the mebblityoseppobt |muteppoat fiwpty out er s

(MSR) 150-1 thro . T ile oe(f\lflglz 110. cammuni cates with

anot her node, fo%@éﬁ%%él,oﬁgi%%%s%oﬁﬁ éejurcpear c%rgle]%s;(;tor‘l-=1 ent - nod ete(rcﬁ)nd160,
whi | e novi ng fromdoreskedktd cchkShamet igent iamnkl/oEas hcatelrpaatcess routers

(AR) 140-1 through _140-4 functians as forei agent .and proyides a
orei gn 11 nkdBonseeraspee sy s onfen HisaBhi0e e H5 BV e R Ang
routers (MSR) 15@ikrsthfoeregiynl3QGnk;are nodes that control a packet
transm ssion 20 royte _to, and f .omct he rmgile no;cie (%‘Q 1é%. Each bile
supporting rout er(c?hémﬂ‘&q el IS NPy SRR TED TVBRFTEED YudtEssi vel y
relays the regi stiodlilennédsuast tganeyatadtidessaboRtLAsR] Hauthe Apdidward t he
hone agent (HA) Jf30. Duringtthe rel a&i each NSR 150 stores an entry in
whi ch irst regl ration request; and

15 (d) updating the first registration request by changing

the c/o address to its own address to pass the updated
first registration request toward the home agent and/or
the counterpart correspondent node.

The method further comprises:

20 (e) acquiring, at the mobile support node, a data packet
addressed to the mobile node and containing the home
address of the mobile node;

(f) determining whether, in the mobility support router,
there is a first entry having the same home address as

25 that contained in the data packet;

(g) encapsulating the data packet to produce a tunneling
packet if there is the first entry that has the same home
address as that contained in the data packet; and

(h) transmitting the tunneling packet to a c/o address

30 recorded in the first entry in association with the home
address contained in the data packet.

With this method, the data packet is correctly

delivered to the mobile node, with considerably reduced



25 the hone address of the nobile node (MN) 110 is recorded in conbination
with tthe | atest c/o address upon which the nobile node (MN) 110 has relied.
Then, each MSR 150 produces a new regi stration request (RR) having an
updated c/o address, which is the address of the MSR 150 itself, 30 and
transmts this registration request to the hone agent (HA) 130 . FIG 5
illustrates such a packet transm ssion process carried out by the packet
transm ssion system 120 -14 according to the first enbodinment. In this

exanpl e, the nobiRaEX§Ed&CFIN)WIEEFVRES the Hhe 180 APE8 si® 1Paeteds  Theed in the
hone |ink 131. |fpddh@anelitgeNQdmptMrs110 has left the home 5 Iink 131 and
has noved to a foreign link 141-1 provided by the access router (AR) 140-1,
t he access rout er(i)ARFI4DiNg fmmcﬁéﬁsa‘ésﬂ'&‘: ebél iRy sgpmorangogis®s its own
address "11.0.0. 15,4t {gp]]q.! i ( S ress (Process
A). 10 Having rec(éji)vggrttgﬁg o og} S’gggggg ?Ar\gor%]at%%g%aége%sa}%tger (AR) 140-1,
t he nobil e nofe (dddistrotiuppidauesitt sahdats gddkessaddiksped 80, the wel | as

address "10.0.0. 1" .,qf .the gg;@ , to.t c - er (AR
140- 1, and reques Osbqtlﬁrépasé SS t?%épt‘e:?p(_%e]ﬁgof% ?og%]geﬁcs%%%lé Llj%

regi stration requesttifRRjon addresisonbatgentconidainéd0in RihecsssB)entxy;
regi stration request (RR) is a transm ssion route control packet for

reporting that the packet transm ssion route to the nobile node (MN) 110 is
changed because ofk)hadrpgimpwert iant ordimkdff efcantingi seraQobpof tlecei vi ng

t he request om t he nobil e nqde 110, the access router R) . 140-1
borer atoe h o sarkelont TRISEE ERR) S P AR FENeS GoRar ¢ PTG

agent (HA) 130. Theke€ghsdreddedn thegheShoranekakagpditr tddatagcesserout er
(AR) 140-1 is referred to as RRL. In the 25 exanple shown in F|G ' 5, the
registration reqi®&t ®PRAA3CKSE havdnded %S%Rtigg-%dﬂf%c&%t@wedm@
structure of RRIl #ne htustemdd in FIG 6A. RRL contains binding
information in which home address "10.0.0.3" of the nobile node (MN) 110
and c/o address 30 (CoA) "11.0.0.1") which is the address of the access

router (AR) 140- RrIi®Fepeoriipedn ogethe praRRhcal so i ncl udes a source
address, which isaddress "1I1.0.0. 1" of the access router (AR) 140-1 in

this case, and a -15 des?FifR i ea88r 532 UAREchand adiAdages 10 O 1" of
the home agent (HAkeh89on WP rbee%%}né':ﬂ&r@%pfa&gﬁttﬁfox@%%s%i%%ﬁiog(AR)
140-1, MBSR 150-3 stores an entry describing'the honme 5 address "10.0.0. 3"
and c/ o address 'detagled desasrirdiipadwien RREG Anj eeniddidopnvitiHgwh) . The
entry is indicat gﬁjﬁft i G.b.  At..the same tine, the expiration
time (lifetinme) o Ct%ﬁggﬁ nt ydﬁ:lalgeflgéétl.r?fﬁéﬁ,h t he MSR 150-3 produces a new
regi stration2fequest (whi cftGs I scbenatical 10 1dduRRRItesy asepnvegtidral

address "33.0.0.1" Cﬂéétg%%@ﬁ%ﬁghga#éﬂf in the fields of c/o address, as

illustrated in Flpé ress "11.0.0.1" of RRl, which is the
FIG. 2 illustrates a conventional packet

transmission process carried out in the conventional
system shown in FIG. 1;

25 FIG. 3A illustrates an example of the
transmission route control packet used in the conventional
packet transmission system, FIG. 3B illustrates an example
of the conventional packet addressed to the home address
of a mobile node, and FIG. 3C illustrates an example of

30 the conventional tunneling packet;

FIG. 4 illustrates a packet transmission system
according to the first embodiment of the invention;

FIG. 5 is a diagram used to explain the packet



address of the access router (AR) 140-1, is changed to the address of the
MSR 150-3 itself. Simlarly, the source 15 address "11.0.0.1" of the access
router (AR) 140-1 is changed to the address "33.0.0.1" of the MSR 150-3
itself. The RR2 is transmtted fromthe MSR 150 3 (Process D). RR2 is
received at MSR 150-2, and MBR 150-2 carriesliout the sane process as MSR
150- 3, nanely, storlng 20 an entry describing the honme address "10.0.0. 3"

d c/ dd "33. t h t.sh At
the sane time. t ﬁefagﬂsﬁ?awwr‘twﬁss(Falérlequr?@ﬁ by crfE s sEm hagier 1%

reset. Then, theH¥BR 450-2 produces a new regi stration request (which is

referred to 25 as RR3) by sett|n§d|ts own address (i.e., the self address)
"32.0.0.1" in the field off¥5% &&drBEeualyHh IJ-Ilt}é‘FF‘é"t‘%?j SXAPLEeS 8E. thie

new y produced RRZangmibelod It bbRErd Piideget RrcolBdd $of €REI FEdtat MSR
150-1, which carries out 30 the sane process as MSR 150-2 and MSR 150-3. An

entry with thé hGMPoddmeREs "10.0.0.3" and c/o address "32.0.0.1" contai ned
in RR3 is produced, and thqg;ent rlg hsd%&fﬁg ds'%d' {,_5 f:ﬁ?bﬁn( ARl shown). At

the same time, the expiration - fetinme) of that entry
is reset. Then, mekwsmn_@ml®qoua@duéeenamrréwdr egu €t¢<amt@r¥pla§mest (which is

referred 10 as RRODUoSRILIN DS (M A3 8radd- b Gk nblls %%endd £ld of

c/o address, as i ust ate is transmtte rocess F).
The hone agent (HAMN)130cexdigiovds RRe, farak gﬂ@loésmelmtientry havi ng t he hone

address "10.9,0.3" and c/ o gddr, r f the
| at est MSR 128-1, cont ai nedIaéj 8%?31 §Lt€a@éb |al,n t-1n cach % ?gghlg&%%
(Process G . Inandi SI@and ,tl'trlcpaghe@li: sIJrJa,tstacateequﬁfnnle(sRla)f roummg tted
fromthe access rqu 50 toward

er (AR),140-1 is ay,
the horte agent (AR <555 Attt the| BefRaf el PRt 2 yRReR, PERer RS on 15
system 120 transfter sha fitrssagambordansnt tdfedher aﬁveﬂﬂemrqrrespondent node (CN)
160 to the nobil e node (NEQ %1% t.fllilt Ji:s | ocat ed na forelgg | i nk
The home agent (HA) 130 curt®nt! yiSPBFERESH e APFYSi PP WAIER AR ﬂ%%esgddr ess
"10.0.0.3" ofL5theaﬁmbédieomdg/ (tllv{u)pé.&lee& Scr2lhsi S oLomtBe teht Bctbed e to

address "31.0.0.1" of the t est node e..,, MSR 150-1 in this case), which
i s the node that %@nflf‘ﬁ% PHFREnRE a%tm("ﬁﬂfl‘i%o Similarly, MSR 150-1

has an entry describing therdhonme addnessate).a0s@t3atidn timewARBh| £ node (WN)
110 in conbi nation W|th the c/o 25 address "32.0.0.1" of the |atest node
(i.e., MSR 150-2pac ket transmitted from a correspondent node (CN) passes
through a mobile supporting router (MSR) that has the home
20 address of the mobile node in its entry before the packet
reaches the home agent (HA);
FIG. 11 illustrates the transmission route
control process carried out in the packet transmission
system when the mobile node moves from a foreign link to
25 another foreign link according to the first embodiment;
FIG. 12 illustrates how the transmission route
is controlled when the mobile node further moves to still
another foreign link;
FIG. 13 is a flowchart showing the operation of
30 the mobile supporting router (MSR) according to the first
embodiment of the invention;
FIG. 14 illustrates another example of the
operation flow of the MSR according to the first



MSR 150-2 has an entry describing the hone address "10.0.0.3" of the nobile
node (MN) 110 in conbination with the c/o address "33.0.0.1" of the | atest
node (i.e., MSR 150-3), and MSR 150-3 has an entry descri bing the hone 30
address "10.0.0.3" of the nobile node (MN) 110 in conbination with the c/o
address "11.0.0.1" of the latest node (i.eTl2the access router 140-1). The
correspondent node (CN) 160 produces a data -17 packet (DP) addressed to

the nobile node (MN) 110. Thjis data packet contains the home address of the
mobi | e node (MN) eReddReRherliddts 1RVPBRIGRIOr ess, as illustrated in FIG SA.
The data packet (DP) is figsd. supplsi edatQgide feAetd &gendin( A 130 by an
ordinary routing (Process A). The home agent (HA) 130 receives the data
packet and sear cHESTSHLEBEOR et Goa‘étf@frﬁweﬁ/ﬁeﬁﬁéﬂ%%% iB Heentry
havi ng the sane m d as. itha | kRt et sent from
t he correspondent nogg ?%%?éﬁ%&%ﬁ%&ﬁ?ﬁgd%%ghg eﬂ(t? ?%A)%e%gggfi nds the
cor r espondi ngd>entampodiperkteficihe thwestbormddress "31.0.0.1" of MR 150-1
that is associated with t d i T agent
generates and transmts a?ﬁ%gﬁﬁgqégéﬁ%% qlé[{ﬁll’??gfﬁ%&e hmgéémgaggs{?na% on
address of "31.0.txahsmigSiawiminties cohereheaadeteaddodsddeRtd50ha ok

recorded as the c¢/o_ad s_in.the entr and an encapsul atian_in which the
dat a packet (DP) atgregﬁsglﬁ‘gfe%?orroﬁnpheoC%IFer esseﬁgﬁge% fode n?tcﬁ? E%?) is
encapsul at ed, as invienstovated in FIG 8B (Process B). 20 MSR 150-1 receives
t he tunneling,packet TP1, d psul at es .the.dat a_packet fr t he

t unnel i ng pagﬁet TP1. Then%Rel%go?’%rg‘é c]‘r#(}slrdlﬁuf’lf'gg%ea Dgg?i?ﬁ%e
entry that contaitranshés$iore mddeessnofol adxebi hédnagked MY) tAd0, which is
t he destinati on address dgsignat ed 25 in the data packet. If it cfé:'\,nds t he
entry, MSR 150- 1 E¥ECFPIRPRIGHe oL 4HH} edSCosing. B0 15h%1SageRd 1 SBRAEDN t he
entry, and produess thet umeddingh:packet 2 (TP2) having a header contai ning

t he address "32.0.0.1" of MSR 150-2 as.the destination address and an
encapsul ation in which the®50 d&t 4SpacREAIHB PSSEntAFBRLAEdthes
illustrated 18 Flt@an8frisdivs dowrBebbRBrPRRicesE2c4 SridpRem beghd 0 the
destination MSR 150-2 (Process C). Upon receiving the tunneling packet TPZ2,
MBR -18 150-2 ®PRCKPESTHRRSMUHS19BNEY HHRIP AGCEOHTARYI NBR HB0SeCoRPat | s,
decapsul ati ng thepdahaneacket (DP) fromthe tunneling packet TP2, searching

inits cache to find the entry that has the sane hone address of the nobile
node (M\N) 110 as 5 that cdhi&i Aéd threngh dffa ipdekeratergaprieaef ithe t he
c/o address "33. Q01" o Pfs VRR BR3¢ b OMANQBBEE Yng ThERNMERJRP- 2
produces a tunneling pgcise{\@; (%%%% h%v(lmng achea(ge?g cont &ewgng t he address
"33.0.0.1" of0NsRMbEgiBent athdhgednivemtiomn address and an encapsul ation in
whi ch the data 10 packet d S ®NGapsukaled,ar@Sshbd nedobPaH G 0.
Thi s tunnel i ng packet TPSE%%S transmtted toat hesjae‘g%?éne% onplvBaR 150-03
(Process D). UpoftheemebilengurrertingerouitppdtRBl JFRrdiBA £50tB: second
decapsul ates the : et (DP) fromthe tunneling 15 packet TP3,
searches inits §g‘§h§l’92@3’?¥1 hy (jt he entry that contains the hone address of
the nobile node (MN) 110, Bl @it iacésdidpran’ asaddtessxplHinOtBe1l" of the
access routeg. (AR, ..140-1 fromt entr hen, MSR. 150-3_ produces a
ﬁieta Ve? geﬁladg @geﬁg% £ £Re gFﬁ?&% %Q%§ntgog.

. e
tunnel i ng pac aving &t cont

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
The details of the preferred embodiment of the

invention will now be described with reference to the
30 attached drawings.
FIG. 4 illustrates a packet transmission network
100 according to the first embodiment of the invention.

The packet transmission network 100 provides a packet



20 address "11.0.0.1" of AR 140-1 as the destination address and an
encapsul ation in which the data packet DP is encapsul ated, as illustrated
in FIG 8E. This tunneling packet TP4 is transnmtted to the destination AR
140-1 (Process E). 25 Upon receiving the tunneling packet TP4, the access
router (AR) 140-1 transmts the data packeflblD encapsul ated in TP4 to the
nobi |l e node (MN) 110 that is currently | ocated in the foreign link 141-1

controlled by this access, router The nobi |l e node 110,30
i g0 Y

receives this nesSRJEMifstdR F T 14403Ch BPyEas s Macker Pased Rihner,
each MBR encapsul@ifeegpi/headdtes iargK abch i Sdsitirel. e@hérﬁeﬁétetﬁeﬁéxﬁﬁmraﬂlent
node (CN) 160 and relays this data packet to the destination, that is,

-19 the nobile noWETEIN}24 102y rheereéem%sttq &Sednhbhv ¢ H'éfaﬁé@kéﬁlon
transm ssi on systgpelg0 carries out route optim zation, in which data
packet are transmtted bet ween the nobile node (MN) 110 5 and the
correspondent 2node (CN) 160h&iRanket pa@@mﬂgsstmmaghmrhel%mcégéﬁ!ﬂ g HA)
130. Havi ng recei h t a t rr e o] 160
via the foreign arlﬁgégﬂlg ﬁ‘%&'@ ﬁgﬂ ?Eg acc}gcg:p'i:et Egjﬁetﬁgr (Eﬁpgﬁ% %ﬁe I%Lel;%‘gllgg)snode
(MN) 110 request= tfﬂ@aeaémlssl-’rlomoefth(amblﬂzﬁon@dﬁo (Mlé)) tlrla)nsnne <ar more
registration req o] 1

receiving the re%%%%ﬁg%eéﬁ%%g@g}r% 0‘?%%1@11489(? 4;)920 uc s b reg| stration
request that contf@nesghhbimioselddddr essowmﬂ 131643" respddia vedpi | endhaoe (MN)

110 and c/o dregs N 15 .t he ress,. of th ccess
router (AR ?g r%%e'g%&/ﬁsle suﬁgﬂgpi%% %‘D,Utfgﬁ- zﬁé%)ng]%%gg ghg?}é%ré?sﬁvel y
relay the regist r6at| on request (RR), while updating the c/o address
contained in the RRto its_own ress 20 stores an entry
contai ni ng the hone addr esrgh%fm?]ngenﬁ?ﬁ?? e“ﬁ@dg %{Bh/ﬁﬁm‘l%cﬁﬁstﬂb Hatest c/o
addr ess cont ai nedrofththendik pefoar exupplbd | Rg thhe ebéentsigzess. For exanpl e,
when MSR 150-2 receives the RR frorp I\/B%SO- )3_1 it stores an ent(r%mrecordi ng
the home address P5Te§popdentgnoge (HY) | EABeMPYAGT £F6M AR o8N &Ci on
with the c/oiaddrgsshe 831£h}O Eachf obWbbhe 2cdsknNrbhtefAchR) (NO-shown) , and
resets the expiration tipe (or_the lifetinme) of that entry. Then, NMSR150-2

updat es c/ o addr 6€€OPERN 2% Fugctiony 35 & 5meaaﬂrae%e§1‘°' 8odgpEPviidesy a

produce a new 30 firgigh BinlorEdn@@eesbld RR) thEhRAoPeYE nR@estingt i on request is
transmtted. The sanme process is carried out at each MSRto relay the

registration request to thE'®HREdBoRHRRRAL HEGe TPErFra 6ISRPr b3k B) . -20

Upon recei ving therbeghsisdld Qe EQH§§ttl'(a|%R)con§:p§l o gﬁQQngﬁﬁsﬂ%QO(‘xg\D
160 stores an entry describing the honme address " and c/o address

"35.0.0.1" céft aineadei o tand fagms thathani e gaodst <Mlﬁ) i 119 .cBatle nolvitle

supporting router (hereinafter, simply referred to as MSR)

150 successively relays the registration request generated
by an access router AR toward the home agent (HA) 130.
During the relay, each MSR 150 stores an entry in which
25 the home address of the mobile node (MN) 110 is recorded
in combination with the latest c/o address upon which the
mobile node (MN) 110 has relied. Then, each MSR 150
produces a new registration request (RR) having an updated
c/o address, which is the address of the MSR 150 itself,
30 and transmits this registration request to the home agent
(HA) 130.
FIG. 5 illustrates such a packet transmission

process carried out by the packet transmission system 120



5 shown). In the subsequent process, the correspondent node (CN) 160
produces and transmts a tunneling packet (TP) encapsul ating the data
packet (DP) and having the address "35.0.0.1" of the |atest MSR 150-5 as
the destination (Process C) . 10 Each MSR conducts the sane process as
processes C-E described in conjunction withlfrG 7, that is, decapsul ating
the data packet (DP) fromthe received tunneling packet, and searching in

its cache using the ho address contained_ jn the _data packet as a key to
find 15 the corre%”pﬁﬂfdﬂE Pothridriess. epRrdimelitpl & MR BEPlaectRul ates

the data packet frhdunitheoctenpal) ngopaskes hongneidibss v MEB.B20q5eq and
searches for the c/o address "33.0.0.1" of MSR 150-3. Then, MSR 150-2
produces and tran<it t¥mg téRkelilhg packet that encapsul ates the data 20

packet and has the retrieved g/0 dN8SSodS3niN0110 ASs thetdeski Aghd on
(Process D). The data packet is relayed to ti1e access router (AR) 140-1.

Upon receiving thenkuAsd| apg e kevedr ben 2 heonedgasl insR 4150- Brovikedhdwess
router (AR) 140- LLS i unpeldn a r d et
contained in thel%}te{l%gl%i@ﬁ% ﬁ%%&ée%q (?gst}qg@rr%'b%lh% %égées%\ﬁ@m%ﬁ%%’ca edeii n
the foreign |ink ftctiopenas ot | Iedelignt hgenic ek gives erty ARn 440rdss The
nobi | e node (MN) (L10 finally receives,the dat a t_ ori gi,nat fromthe
correspondent nodél]l('&\l)o'go %l(%ot angéég %3 © @ﬁ?t E:fg anshr?n%t/,o ?&glf%ses
correspondent nodéHxONdes:6B) recei ves a registration request fromthe nobile
node (M\) 110, an entry coptaining the home address "10.0.0. 3" -21 of the
nobi | e node ?P/N) 110 in COBT%‘I’lnnaq ir%ﬁe\ﬁ’?% %cﬁdpégges%sf.oﬁ%%e BFFHe

| at est MSR 150- 5 msitielre (BRp Mithlesshesm@eies afoeld avid) SIior edpbhiédeits
correspondent node 160. For the_subsequent conmuni catiqn tunnel i ng
5 packet that cogﬂo %Sgégraﬁ?a ]&a@kgtf‘addﬁ f8 ¢ Wnelﬁdgr@s]s é’fI} t he
mobi | e node 110 aid hameaagest i (ha)i @BO pdEs a3fe 'addefds Oeou'trorakhi s4g-unnel i ng
packet is generated. This tunneli ngf_}paoket is forwarded directly to the

mobi | e node (MN) 3P0 TRAPRBEE H& AGCREBLERI TS dBFh tH hdve tagRMiAR (HA)

1 30. By the way, (yilsheathen orduRraty (RRUTENGHONbRE QiR qaant 18¢1A) 130
shown in FIG 7, the data_packet transnmtted fromthe correspondent node
(CN) 160 may happ@iocESpaBs- thriGdgh tant MR “BsuethatRias st Re TEARFYL AR 15
the hone address RHaCBRErdD ddabrdabp Pasd@lingbeh ¥ ard pherehes the home
agent (HA) 130. In this case, the packet transm ssion system 120 carries

out the bypassi nFTGPERNAEE &AM SHWHS A FhresmoRd lel poe GMNMI0 114 éorehanmssdent

node (CN) 161 20 gJ-3pspl b8 @hfdiAnBoekeindR) 3egspssed kg the nobile node
(M\) 110 (Process A). This data packet passes MSR 150-2 on the way to the
hone agent (FRA) 130. NMSR 18per necgavieg thee nsaugspatket thendobebe oinge i n

s cache using t i) N9E, ad SR2<SQNEALART (! R0 PIGLRASKEL 25 a key.

registration request (RR) and transmits it toward the home
agent (HA) 130. The registration request generated by the
access router (AR) 140-1 is referred to as RR1l. In the

25 example shown in FIG. 5, the registration request (RRl) is
received at MSR 150-3 (Process C).

The structure of RR1 is illustrated in FIG. 6A.

RR1 contains binding information in which home address
*10.0.0.3"” of the mobile node (MN) 110 and c/o address

30 (CoA) "11.0.0.1”, which is the address of the access
router (AR) 140-1, are combined together. RR1 also
includes a source address, which is address “11.0.0.1" of

the access router (AR) 140-1 in this case, and a



25 150-2 finds the corresponding c/o address "33.0.0.1" of MSR 150-3
associated with this hone address, MSR 150-2 produces a tunneling packet
(TP3) that encapsul ates this data packet. MSR 150-2 also sets the retrieved
c/o address "33.0.0.1" into the destination gddress of this tunneling 30
packet TP3, and transmts the tunneling pa69< t TP3 (Process B). Upon

recei ving TP3, MSR 150-3 decapsul ates the data packet (DP) from TP3, and
searches in the entry. usi.n =22 the hope, address c {ned ,in_the data
packet a5 & key. WRVRAsa0aAe o ShiRE 1 Cosrassoeo 1 b 16 3¢ B  ne
access router (ARjonet@gkn&ssBE)j at3®d W th the hone address, a tunneling
packet TP4 (shown in FIG 8E) encapsul ating 5 the data packet with
"11.0.0.1" as the destinat PBﬂna’&%ﬁeéé’smﬂsRB?o@fﬂ%&h&nﬂc??%s’%ﬁuttﬁéd("(@r ocess

C). Upon receivi nguorR4, Mshelggcessoreut 8h iy 54Qctibiv Ghhef HBRLI ONS as a
foreign agent of the IPv4 network 100, transmts the tunneling packet or

the data packet (¥HJress coft &ithel iamdt A7 2RSS NGl plcket” CONEAENSDLIN e

node (MN) 110 curgentiny ikgcahesk i (hdth8nb@he! Gihd bRkr4ds Lirefi ARG
(Process D). In this manner, when an MSR 150 happens”to acquire a data
packet transnmitt &FFGFhe®st he EHf r Sspdiidehe adenddame; Chl)e 1P 1xadionotsiane

destinati on address; e oL f j.n | c he NQF 1é{g apspylates this
data packet in a tunne lf“%g %a?%edt?elgtﬁgyfg%m%sfgt'tﬁe Unne :ﬁr% gg?:]k%t t oward
the nobile node (IMHAULES bypels siawy stthethomereyest (WA cH 3G rEf&rdd to

illustrates w t Kk S S$L.0 N 120, pp S _he
nobi | e node I(TI\B/I\I) %ﬁéﬂﬁgvgg %%a vveﬁ-@n% grglc%%eﬁssl)/ntl?gq?ﬁill noe]{ ﬁ:tél%e%%\ﬁrrp eOt rs}xhown
in FIG 11, the notsdld aodeh¢ M)ellk0 oifas/bedddudss ,f esel jhudtimiceti4in IFIG.
provi ded by the e rout er gﬁ? 14Q5 has d ta angthgr foreign
link 141-2 provi 3%’% El?lmtsheég%cessr)ers‘cs)ut %\%'@‘Etp'(lAR)Ofg%fZ Y}Hrc%cégsglﬁ . The
access router (ARdAAABGs2pfwhheladassst ronseras(AR)f dte+n iagehbnfed tdiechaobil e

node (MN) 110, giv t he sel f %%(H _212.0.0 1,.as,a c/o address to the
nobi | e node (MN) aé%e(slgr Sgeé%e ?éé ?pr’f‘nserl%ceIStha’fﬁ@ 5?‘8 80 Ess, the
nmobi | e node @BN) dddiesequesi®. d.Ne atcess dcaidser roARr 14(R)2 1Mo-Lransmt a
regi stration request to the honme agent (HA) 130 (proc O.. -23
The access router‘s'(am%ﬁgﬁ-%‘eg &C8s gfrqe'gﬁ's}tra i B5E %335? hhts&ddnt ai ns
the hone address Th) RR20i8" t@fndnlie teabiten nade M6RNI 5319 @idckbe ©y 0 address
"12.0.0.1", and transmts this registration request toward 5 the hone agent

(HA) 130 (Process D). The FRgf st ZEFEMVFRRie SR RBY 7 s 37t MPBdLBYABRs
150-4, 150-2, and:ak5Q=} bettHie: heme pgsstsd HA) MER015@S3 hasnmbesn sdesdrgbed

above. To be nore precise, MSR 150-4 stores an entry describing the hone
address "10. 800. 21 SPtEHedqTCHBENde thE dRPeh asgeehe” ) P -&ddreddd "9/ 0. 0. 1"

contained in the JRGHsEr 833 N 0. aqueshthindd Srcakbeid NPis ReWR) (nd¥ the sane
time, the expiration tine of this entry is reset. Then, MSR 150-4 updates

the c/o address, SO nghttPoHINEdFiess TdY sFporation Wimgcdio®- t HAE at est

c/o address 15 "1A.AQmd], of CHYOLHESy 3i NEMJRYT SHLAL QL MRAUESH-SR  The
new regi stration request is transmtted from MSR 150-4 (Process E). MSR

150-2 receives tRFOEGREL? dt9'OF SOAGUESEIURRIPAIEEM MBRADGSArehomrest arts
searching i gz%ath S AP 1Y dditl TRLYul AREsLNe: NN dddeesp *10.0.0.3%.
address) “32.0.0.17 in the field of c/o address, as
illustrated in FIG. 6C. The newly produced RR3 is then
transmitted (Process E).
RR3 is received at MSR 150-1, which carries out
30 the same process as MSR 150-2 and MSR 150-3. An entry with
the home address “10.0.0.3” and c/o address “32.0.0.1”
contained in RR3 is produced, and this entry is stored in

its cache (not shown). At the same time, the expiration



entry, MSR 150-2 conpares the c/o address "33.0.0.1" recorded in the entry
with tthe c¢/o address "34.0.0.1" contained in the registration request
transmtted from MSR 150-4. In this exanple, these c/o addresses differ
from 25 each other, and therefore, MSR 150-2 updates the entry by changi ng
the c/o address from"33.0.0.1", which is THe address of MSR 150-3, to
"34.0.0.1". At the sane tinme, the expiration time of this entry |s reset.

As an al ternatl ve, c/o f the 30 havin the t et home
R asa o o vhitndicart S IR eBingt e Eha R FFE O FeERE, 1

addr ess cont ai ned:Henmbhe1 soHr ?tUcMcé@C@lﬂ@ﬂ ﬂe@quﬁtéetdrorretqaayeﬂwr(l%ﬂ) The
expiration tinme of the update IS reset. -24 Then, MSR 150-2

produces a new r égi SEESFTRM %@@eE\B ¥ t5a1¢Fings i BRPHH 38585832, 0. 0. 1", in

place of "34.0.0..5%, pa§, 1helr£3/ﬂ?tea@%§§50f-@}'% %@HEE@S addr e3sukerlap l(ﬁhanged
from"34.0.0.1" to the self address "32. This registration request
is transmtted (priSce8B. R4 I\JSRtfﬁOsﬂl?@,Cel(\?é@C?ﬁe Flegi stration request
transmtted from MSR 150- 2y, and,3earches ddie 158" 98ke Sd KRYST g LR fQme
address "10.0.0.3" contained in the regi stration request as a ey. When
finding the targen @otenthayvmmmh%bome Cﬁtﬂﬂmﬁes“theod)@”adddeeéo 32.0.0.1"
recorded in the Nw t,,| 0 t hg f |l e
node 110 with th%rah%§ gd ess(d wl(l.)wal'E t-5'05051& ain ggr %Z%nglés% mh
request. In thi s l@@sé, t:dmewrtaﬁbladﬁwesse&tagbeelmrim caatnh ondrershogumd

t her ef ore, 4?%% % sets the expiration tinme (i.e., the lifetinme) of
the entry w out updating the c/o address of the entry. As an alternative,
MSR | 50-1 may automati cal I;/nupdastaahhmp/@eadtégéstrmldrhEeqnesy tRRat has

t he hone address _cont ai t he. current| cei istrati

Foquest . wit hour EAPPOH HEC E Epfpar etn FPERE: MEO. YT o A e

regi stration requwgsSbnel or tibre 0BRE, 15d>1€tcﬁnatxfdyths hitkata@nandHA hel 3Xpi rati on
time (lifetinme) of the entry. i but there is n haneint,he
contents of the entry. Th GI\/ZZR igﬁsﬁrﬁfreosd ¥sthe qﬁ‘eé"g SR HH 25
request, setisng siszts&eze\/\mcaolctra@eiersl a Qedbsbgeasrbhemittedaddoassnand the
source address in the registrati.on request The regi stration request

transmitted fromPSREIBAIGN S IEdRL(FY) e itPe dRat Me el h RES A §&: %) 130

(Process Q. The taggess IsuHtd (ARY Adigralisaxproduceshantdomd ddansnits a
registration request addr essed to the correspondent node 160 which is

i n conmuni cati on WA hi2heF SN Y nBBRFSIVIR BRELY THE SHigh; gg‘;)ali‘?"t?n r equest

is relayed by MSRggiafs4~mndh . o850 ompd chdigeCREAES pANYdEND ls - 25 node (CN)
160 (Process H). The operation carried out by each MSR (150-4 or 150-5) is

the same as £Rat asRpFartrRA HFdy henafre|addressr '3y P elﬁ’t Py Hewitrrastte hone
address "10.0. 0. 3540f (1he mRid espoge; { M; s1L9sand filierchg agdrgess 5 from

the latest node (MSR or AR), resetting the expiration time (i.e., the
lifetime) of the teﬁttr genpriduBRigta e rragnst (HA)] ohBG.e§dmsiay RR) MSR

setting 1ts oun adiless. % hshoaaddr s AR Aid U68s80d1 £55.0 90

transmttlngthe new regi stra request e exa owmn in FIG
11, the regi stratifonhe copliste CRRAP t(h’ﬂ&hslrﬂtot tl@dcfﬁmlpma’fkt@na@eehsth@tﬂ/@r (AR)

L40-2 touardy s he JhagEs 8060 o 0 130 £aPs 0. PRsse t N QUGNARR JE0N3.

Consequent |y, scards the entry stored I n process
FIG 5 when the MSRehb®y2 égs @@senﬁrﬁdmnlbb-usttmelmmowidhesmacket

the Toretan | k1910201 5 o1F (T SalRrhes Torergn | Pk 1o roubro B S e

access router (ARheldfe Jadddezced83A). 0210' Blfe theckstsestoubee (AR . 1MER3,

el f address " 130030 e HEP 35hanrias o SRhEY BT BoORe g R0

(Process B) 30Upeddressei ving .woha”cbd ﬂd!imeﬁﬁ,let hedeotMn)e 1m0den25 (MN) 110

requests the access rout er (AR ansm, reqi,;stra est
(RR) to the home °8§8 ("’ff% (l‘B?o% essThielg%'co Pou Ie?nj( %%140 3
generates a regi sfbaat |(pr‘ereq:wéshct:8§£ thﬁﬁie&l ngothe. horre addr ess

The correspondent node (CN) 160 produces a data



30 "10.0.0.3" of the nobile node (M\) 110 and the c/o address "13.0.0.1",
and transmts this registration request toward the honme agent (HA) 130
(Process D). The registration request (RR) is relayed by MSRs -26 150-4,
150-2, and 150-1 to the home agent (HA) 130. MSR 150-4 receives the

regi stration request (RR) fromthe access Houter (AR) 140-3, and starts
searching in its cache for the entry having the hone address "10.0.0.3". 5
When finding the ent r%/, I\[/ﬁR %150-4 c(g ares the c/o address "12.0.0.1"
recorded in the BREFSTWRHH eRETEFse édg meRLe (pofe (MRt at Hbd ThASt he
registration requesi gdansticbhesdids ARd MRmACEESSedOWreEné ADbitd0ndde! N this
exanpl e, these c/o addresses differ fromeach other, and 10 therefore, MSR

150- 4 updat es t héMBht}i0 BF dhengpratiratel ¥y ¢dgapes T dddustvabed im FIGhi ch

is the address Ofat henBGGRSS phOKLET (AR s140:2r 4105113009 de nEhCh is the
address of the new access router (AR) 140-3. At the sane tine, the

expiration titre ggert  (HMe 130f byiam)oustingnysrastigs riPrpsesedt.. As an
alternative, the c/o addrgg ggm%hfﬁeq{q:t r()ﬁAt) h?&‘§0 hlaesC tng =" e [V S o) cﬁggress
%WI o) i eh tﬁe c‘?

may be automatically update t conpari son wt o address
cont ai ned i n t heagdrseandhesr doel vedcaddgi sor determimequbsth¢RR)herthés28n

expiration tine (l.e. ...t ifet] of th dated.entry is .al so.reset.
Then, MSR 150-4 %’lr}%%(ucheaér qgl&nlé&vgréégg}?%thrcg}ei Sﬁdggﬁsueasst t %Eét i\'/?rh%alintezi oWn
address "34.0. 0. the datplpecietdf séit3. ol the asrtdepontienadasdsss(CNThee&our ce

address is also hanged from"13..0..Q..1"..tQ the self address "34.0.0.1".
Thi s regi st ?la i o%?r ClE]eues S Sg?rrméné%)t tlgg Eb?g%e% 3 I'::)O.rrﬁlé??ﬂ%d.‘-gz SPEEET ves
the registrationitespresictsr ahentid edidreas MBR A50-14, ocGndSB eitchieshfor a
target entry using the ho address "10.0.0.3" contaiped in the 30
registration reqhgs?ssaosc%r{%gywl%eﬁ‘efi H‘Ienad%ﬁ%sst aPg&feRt Ty - MERP150- 2
conpares the c/othedictss ag34tOgéndriatashiagll tsanffiasdadtinmnd e phtiet N
association with the home address of the nobile node 110, with the c/o
Rddress | C"27 34 BRY 1 hednias e dATH PR PR GTARS: OB TS 1 Lhis
case, these 150 pEifélesiseThagtre Mddeseach mgRerso-andnéihesed Ay a¥bthd 50- 2
resets the expiration tinme (lifetinme) of the entry wi thout updati ng the c/o
I

address of the eff?y2ddress an B afigwi-vendveR FsBPsURyieRtiohetich 1y
update the c/o aggk esscPpalheres)y drhakmiased NE-rRONRe adgF£SHonaBhaI Ned in

the currently received registration request, wthout carrying out a

conpari son wi th Bee c/@ad@Pess snramselpégistatildystegtrdtin F4G hfB case,
the 10 entry is upgatead ghut there is no change in the contents of the
entry. Then, MSR 150-2 produces a new regi stration request, setting its own

address "32.49.0.1" as t heMSRolalidk exredivgst hlee soumed iaddpasiet APlheand
regi stration reqyesipsyhigese9hstdAld %glj(%gulg\s/%% 'Eé*z“r RS MR iBrocess F).

15 The registration request transmtfe is recelved by MR
150-1, which carpa@dsetod@Plt hEheamd1Thdoat-il oncaschdBRin50te, caghe tthefind

regi stration req t Lit 113%] 50-1 i i.nal cej at the
honme agent (HA Jﬁ% r‘g’gzgé%?&? Eﬁgéag%%%sﬂ%ﬁggrL{Aﬁe ?rlfé?geal SO
produces and tr amsee t @MNa A&Qi svhidh s tbgudsstiaddriesseddtesd [Pesignated
corresponde no 0 i i r Y, CO | catd i th the

nobi | e nodenzt(sM\l) 9’?1%1@%{2 g@f%‘?‘ra i g# ?g;c%%%s%h% s%g:dg?'ai%%g]gly%:\/gR 150-6
toward the 25 coextesporsdahe nddeaddss1602. VB8R I'5@L£6M8R ol Ex-Zarfrent te havi ng

t he hone address_"10.0.0.3" 0 e bi |l e, node I in,C i.nation
W th the ofo addrely» FaPeSedds 4'RanaELI0q Baitk, 2 Rrp /6%RER' | Oe
cache (not shown)eaddr tdomtaanendithe aelkdpesat 2. 4.i0me” (of eMSR t15@-Ri &st i ne)
of this 30 entry_is reset. Then R 150-6_produces.a _new registration
request (RR), bytlgeet({ﬁ%dniaftéoﬁm%déﬁ&seggd"%’g.?f‘f)a.pf'mﬁgl?lhe”t/ &lghd%]l&s and
t he source @idr edsta igadieCBPOLs tdirapaulBte@fiL3I11U38rHEH 1in @Gt hecaccess

This tunneling packet TP2 is transmitted to the

destination MSR 150-2 (Process C).

Upon receiving the tunneling packet TP2, MSR



-28 router (AR) 140-3. This registration request is transmtted to the
correspondent node (CN) 160 (Process H). In the exanple shown in FIG 12,
the registration request (RR) transmtted fromthe access 5 router (AR
140-3 toward the home agent (HA) 130 does not pass through MSR 150-5.
Consequently, MSR 150-5 discards the entry‘%%red in process H shown in
FIG 11 when the entry expires (or the lifetine counts up). FIG 13
illustrates the r%ti on flow carried 10 bg/ an .MS5R 150 useﬁ}i n the fjrst
enbodi ment . Upon 28qdi FRAGSS patk &9 §28¢%) OPRRFiMBR2 3 SSRIct ¥ nE8a kR her

or not the packetddcapgul 88isd riid eataeguendt (MB) ESdR2he tunhBeiggqui red
packet is a registration request (YES 1n S102), MSR150 searches for a

target entry usi RFAFE FBfre IWAFDIHILENCHR facde ta find g SDERY i Wt
request (RR) as &Jdeey¥neSIAR i 248858 HeSthrbBele HoddPt(vihel £ i3 @
target entry (S104) . If there is a target entry that has the honme address
contai ned in Phe Wédi SPRERIRAM ey t8st dpVEPAGKeLe Bnd9xtractisgf the o

det er m ned whet hejydR8sCh 93 afldy §5S o@f mERE SIS ¥ by Fikd fe?r{&%t. TROM ¢ c/o
address contained in the registration request (S105). If the c/o address of
the entry differd¥0rgnProaduets adyrasting nansescquitRy megiisor athensarequest
(YES in S105), MBALAnIRGALES ddizeds 049 Adlnasaedhod NARAILY Hfe as O be
in agreenment with {hé clo° addr 65s Cont al ned 1'n t he regi'stratron request
(S106). Then, thelestpnatiomreddoess(and. an tdieapishéatie) iof whhehetite \data

reset (S107).,,0n t tRer. hand,_ i f e.c/ 0 address_of . t.he ent ry.agrees
wWith the c/olgddrpears%egoﬁga}Sneedw;aﬁsf“%ég?%giasst rlg?iléﬁr?%%e%’t F?ioﬂo i Tpis)

t he process junpsunoedting [EHdkat TR3Whs chirdrsmiexpdr ad i the tdes®ifaton MSke
lifetinme) of the grat_ry ]?s Si rgpl reset. -29 Next, MSR 150 sets its own
address (i.e., tHesalf 5%%‘?%53‘-615 the c/o address of the registration
request to produce a new r@esrstreieli 0Ang echre HunnhS1 08 . paldkait, TPBUIMSK) | S
carried out to transnit this new registration 5 reques S109) . If in step
S104 there is no %ﬁfglyd?ﬁ%‘?s‘hl:fgteﬁhggﬁo L3, PAsES E 5780 TR BHE S G r ed
regi strationlpsequasket NP3 N SHI4hesi ini Stdlefaehsi 8edf Wibtther ehbey rinaer of
entries stored in MSR, 150 is equal to or less than a 10 prescribed nunber
(S110). |f the nGRBERLBF HiRe r 809ERES i s HseroRble didee M hel it e S8R bed

nunber (YES in Ski@kaclsneve &i)ior ydikass desicio. bes~the dmicadds essuwnrd the
c/ o address contained in the registration request is produced and stored

t
(S111). If the nufBer 168-%} neram dhedentrentiiess MRR % p&opre’trd bed

nunber (NO in S1iQhnelbgy Qi@ at i@y agHaHy E_Shééé’é}_srgoﬁtﬁgnir%]tﬂfe
destination as it is based on the ordi nar% routing g:?eratlon. en, the

steps S107 tHAPoughdsees &k GdrdieafodR .1 B§, the %@éﬂﬁéipbrﬁqqr;?és
(lifetine) of therenbhYeROhjsuineseh (SLHon the astd pddresspis set as the
c/o address to produce a new registration request (SIO08), and this
registration reqgdserpylaeths @ist tédusherted Ha Foat i 4y dpdsatnorel(i®L09). |f
in step S102 the L r ! LS4 eg P guest; (NO in
S102), MBR 150 a5e %?%‘Cng? %if‘%é?g’?hg‘?%%?ﬁ FE&Q% %%%%rt?#lg%a Bt o VER
150 itself (S112)(PrpfeshicE)packet is addressed to MSR 150 itself (YES in

S112), then 4t is determ ; [ Qgﬁfﬁ I d 13). |If
t he packet i?sg not encapsul ten\é\q%tﬁg?gb&?ﬁt}%i%§§he?ﬁ?%§ r a;/ée?ﬁgf o%hg%si ng is
carried out (Sll1Brcebs roeteradR&l I40ehcapswshatedtliie’Ed tanp8tis) DEVER150

decapsul ates the RACKEI L0 38k ECHRIRLRIEHRIaENGRAS 115" Bihd Lot N

acquired packet
currently located in the foreign link 141-1 controlled by

this access router 140-1. The mobile node (MN) 110

30 receives this message at foreign link 141-1 (Process F).
In this manner, each MSR encapsulates the data

packet transmitted from the correspondent node (CN) 160

and relays this data packet to the destination, that is,



-30 process returns to step S112. If the acquired packet is not addressed
to MBR 150 itself (NOin S112), it is further determ ned whether the
destination address of the acquired packet is found in 5 the entries
(S116). If the destination address is found in an entry (YES in S116), the
acqui red packet is encapsulated to pr oduce™ ® hew t unnel i ng packet using the
c/o address recorded in this entry as the destination address of the

tunnel i ng packet (S117).,The tunneli 10 packet is then forwarded to the
desti nati on (thatéqesfno%aﬁéeﬁ%éead@& s??'ecor ded in the entry) by the routing
operation (S109). If thererie. o i@ntueyriead npw ke desdidtattiransaisy vgs of
the packet (NO in S116) $/5R 150 carries out the routing operation for the
acquired packet ISEEM {29 CREARS) OUt| FPY TR CPFAPAERLIPTH R hETh FateFI G

13, conparison i pakde hbe Stehsmi®sed Wdhident RBeCAG ANONBSS @)t MELCENtTY
agrees with the c/o address contained in the packet (i.e., the registration
request), thedc/ FPEddPEsSODIRHONCRBLEMRYS (G 60 upHEied. PRESEYEr, the c/o
address of the enyhyuBRYtRe ROTBEhEAIKAY) URdat ady Wenel vhherd Gtk entry
is found, regardless Of the consiStency between the ¢/ o address of the
entry and that cH®C&RrBefrom thfe cpasRapondant nedej (CN)stli6Qt wéat Bee oper ati on
flow, from 25 whi : - ri e LSOp..i hhbed. an entry
havi ng t he hone a%grelselgg %gér#gi%g (Ei !rLlpf ﬁ%@%ﬁ%%?a??%%‘??&&gs?' |1l’sﬁ? ound ( YES
in S104), the c/ oohddeensdedf (MYatlllenrequestsuplat adcess troatet o(ARIdrldds 1
cont ai ned i nqfhe regi ' d e .30 piration tine
(i.e., the l |l?et i{ﬁegkgkgﬁﬁ ?(grﬁ'??g%?ét#%gﬁ%g%ﬁ&l ft%t ﬁgécl o0 address of
the entry is the coamrespsnddrat nodet HENY efilst Upbnoneceipiegt the heequoasttent s of
the entry do not .ghan ven after [ ng. wever, updating. -31
operation is car rtl%gdagg?g%smél%ﬁtgut(f\ﬁg% g\ PIEYEE serraaﬁegé#]f/a?ﬁnust rates a
packet transm ssirequsyst eémacootding tioe tHumesaddnesemiddonend” dih thee

second enbodi nent, , each R res.an entry that. .5 .describes the honme
address in associmgf’ilgﬁ WRTH @‘ﬁ\g iﬁ A rce@sagﬂ\éeﬁe ]&égtﬁngtio Hddrt8ss
contai ned inla rete ¥elftaddisddsSsfothd Gicescorbhiter p@Eietl40+1 e(Brcatess

regi stration reqésst RR). Furthernore, MSR 150 produces a route erasing
request during refaying the registration 10 request to the destination. The
operation of the packet trgrgM1$9-0N BYHEIEMaReC 050U NEURecbBEVSBE Ol ay
enmbodi rent will now be expl ained. A npbil e node 110 has, a hone address

(M)
"10.0.0. 3" used iFSt h8IHD ﬁ’i%k%%‘i%?oﬂﬂ%ed%#%H@%&ﬁﬁga‘@%‘ﬁtc (HA) 130.

15 Wien the nmobi l;adreds ¢dMPaihtQ Leftnd e Ronerhi din Bilirabdedhassdmvedrt o a
foreign link_ 141-1 provided by the access router (AR) 140-1, the access

router (AR) 2980- BLoRAf c®P fRIHEY GRETALNING Gh&i BATARIHTesgi 9Esthhanakdile

address "11.0.0. hodeagm® C/10 6dr €8s, 141 sithe/B0RAR20e8ntMYed L& 28e
(Process A) . Havi ng received the c/o address fromthe access router (AR
G

140-1, the nobi | ®RnBEECYMYPARTENguER? i @ i@0drRBAE address "10.0.0.3", as

wel | as address "10.0.0. I"pff LARSNQTEAGEMSR( H8) -2 3B R1GeIHETR from
"20.0.0.1" of the 25 corresponden? node (CN) 160, to the access router (AR)

140- 1, requesti nfSRhéSActedss seores FARNTryorecerdinaibai home ratdglnsssat i on
request (RR)50 t“'i;@.!f}‘%f%ﬁ%“th(aﬂ%%b%f@r%ﬁ% L) corg %peﬂﬂﬁgﬁawﬂ?w(i@h‘) 160

(Process B). Aregistration request (RR) is a transm ssion 30 route control
packet for reporithagclpaaddnesspidie? - @ rlidnodi MERoWOGGUtia L6t Prchmbined node

(M) 110 shoul d Be.chAnasd hesausecal auiagidRvethd e endl [IRkaRE) ! nk.
Upon receiving the request fromthe nobi'l e node
of that entry. Then, MSR150-2 updates c/o address from
“33.0.0.1" to its own address “32.0.0.1” to produce a new
30 registration request (RR). The new registration request is
transmitted. The same process is carried out at each MSR

to relay the registration request to the correspondent
node (CN) 160 (Process B).



-32 (MN) 110, the access router (AR) 140-1 generates a first registration
request (RR1l) addressed to the hone agent (HA) 130 and a second

regi stration request (RRl') addressed to the correspondent node (CN) 160,
and 5 transmts these registration requests_(Process C). RRl addressed to

t he hone agent (HA) 130 is illustrated in FPes 16A, and RR1' addressed to
the correspondent node (CN) 160 is illustrat ed in FIG 17A. RR1l has binding
information in which the h 0 of them)ll ode (MWN)
110 is conbined with c/a aggge {eec‘%})n% 11% l%t%at PRH S e(a )rd‘r ess of
t he access rout ertr(eAIR)orré@pdnd&Rl r@ldeo(cmllﬂjlesmre@wsme-eraﬁdr déScri/hhﬂr@h is

t he address "11.0.0. 1" Lhe acce: er ( 140-1, an s{| nation
address "10. 0. 0. 1th%f1n° ﬂa § gnﬁ % Cﬁ% %‘g‘?ﬁ?ﬁfrl 5. ﬁFﬁ has

bi ndi ng i nfor mat r@rnﬂarinrdar &h trtte ﬂe@lﬁtadﬁi@'s&eqﬂ;@s@ On ¥t Olcakhe (& | e node
(M\) 110 and /a address '11.0.0.1" origjnated fromthe access
router (AR 1 0 15 JcorBi Flé% St SAHBRT BEACEHS3 o TRACTUIFESPRNEBTF qrode

address, which is(dNe 120 Bed@ss ahd Qrfndmitdf af RENAELARS Jaoiber ffrAR) 140-1
and a destr nati on address "20.0.0.1" of the correspondent node ( 160.

Upon recei vi ng RENGARFURRELNG (iR daE2apRekt r OFY epnd ARVingDthe AR ess0- 3
stores entries 1 ¥ ol'o fiFOgF 20vd NG tESEEUYERD oGl SET@td %s“t@ﬂ%%ﬁ RR1 and
RR1' respectlvel?/ Entry 1 describes the hone address ) , the c/o
address "11.0. 0. 1(Progesst fk- desti nati on address "10. 0. 0. 1 (|. ., the
address of tRhg home agent { M0 ed 30
t he hone address "10.0.0. 3" g@%he c)cgﬁgg%ress f%mgl%rofégsr)ég Fﬁggéggésb
destination addr €s$ 'd2Gcibed "in jcoajunchiomaditbsEIGf 1 hahedr rLespondent node
(CN) 160) containgd : e r e nd e% b ~n FIG
15. MSR -33 150- 3d${%8§§§1rt1%2§§ g%t‘q%iggélf%r(t% cgc notée?% and
resets the expiraniroelingepddtett,hanti Seardet)ngof.mt hesecaerhter uesngMSR: 150- 3

t hen produces ne i S _i

FIGs. 16B and 173“‘;“‘%3?%%%?. ve'{l’nscaﬁ?‘gﬂé’t’ ‘L%e se?‘fp rtes‘?‘s @3%3 ’})‘5 %Irl St VR
150-3 is setlas tthe ccbcrraslplcnmtrsngandot hddsery .cFoadexagsle,i MSpl a6@-Df address
"11.0.0.1" of the | at es t he_acc out er Q-1) cont a| ned in
RRL. Simlarly, &ig (Siasggt RACHR sfgrlof“ 5’5\ eﬁ‘ 3390P8°Ket as t he
c/ o address and tﬁmrsmutcedaddm 160-RR2and Is@alﬁbﬁ@ﬁ ffr “thé. 0/6.dddress

contained in RRI' e.new reqgistrati request RR?2' are

transmitted (Pr oce3s3s ? LRE% b@%ﬁ%@g r}eerr'eyéf{viﬁpﬁg 1$68-21% and MBR
15 150-2 carries t;mtnstnhtessanﬁ:rﬁed@ﬁ@Sp@@ké\‘B&hLEOeﬁca;ﬂ@Raké@ zherdwliaces an
entry 2 describin hone address " 3', the c/q_address "33.0.0.1"

e
and the dest?ﬂatr H(Edd?ﬁgsha'sldzhﬁ Geﬁm%‘feq H:éohé deresient 3¢ PAY - 13 % dheai ned
in RR2, and an endgstidatdesc{pddcegst be. honme address "10.0.0.3", 20 the c/o
address "33.0.0.1", and the destinati on address "20.0.0.1" of the
cor r espondent node (CN) 16BN &HtA Regkeh FRrelaysR 4B0he acopes Fowss
entries in its caglig 4AoL1s re@@ﬂvfx?%eéh% tNBnEXNd falcRBL! PG (thee. . the
lifetinm of the entries. 25 en, MSR 15 roduces new registration
requests RR3 and Ri@st 94§R|15QJ'S3t r shedaceess GEUt%C(Aa'ﬁd Pl teapueitsvel y.
In RR3, the self addr %ﬁﬁnef’:?ncfp%citetocgr'\@% E@Qa hSkSeleopaifigq Cf P @ddress
and the source address, 1 n place of address % 1" of MSR 150- 3)
contained in RR2tU3@e$Fﬁglmq1‘9Et VBRth8 gugbiglet leFl@s(l‘éN/m ldfdhesated A, 0. 1"
as the c/o addresg,a0d,Lhen SOUCE 4209 855,01 18Ry tir{b ralce §s0boutk 0. 0. 17

contained in RR2'. These hew regi stration requests R RR3" are
transmtted (Pr ocess ER0-1. T pRBile medeei MRY 410 I\fSRiallM recehvesh theoduces

gzde{threydggzl: Rgt rd(%ﬁcaa essd&%%ﬁaa%ggofp"l%e Egr% ent ? ?d%Sb&)based on
the recei ved39egrl§t0ra£’lr9ne$s rFQquest RR3, and stores the entry in its cache
(pot. show), AL the same ti R DRaGNBE! %) el LIB Lo GramriBobl (64 ™) O
request RR4 by séi6ili mgceisenwn raddsessti @l . regliedt front Hbef mebdlse afod® o
address and sourc(emaddrigss

, an entry containing the home address “10.0.0.3”



10 in place of the |atest address "32.0.0.1" of MSR 150-2, as illustrated
in FIG 16D. R4 is transmtted (Process F). The hone agent (HA) 130
receives RR4, and stores an entry having the honme address "10.0.0.3", c/o
address "31.0.0.1", and the destination adg?ﬁgs "10.0.0.1", which 15 is the
address of the hone agent (HA) 130 itself, its built-in cache (not
shown) (Process G. On the other hand, RR3'" is received at MSR 150-5, which
produces an entry

i.n : re "20. <3 :the clo dress
"32.0.0.1", and t%@a%{eesgﬁo}ﬁg??ggé%d%%j% Er?(f%&%ég@m%]? "%J‘r(igeh g‘% r espondent
node (CA) 160 basatHmsst Ma5reckivedfr ejeslatditoMSRelbest &RThe and stores
the entry inits %g he (not showr]’v)f. At the S%{IIE tige, the expiration tine
(i.e., the lifeti Cfre(?'fs LRaPRH TP eS8 BT HEN ERE hEPNESSPPEHSRT fiifuces a
new regi stration r@guesd. RR4r the absetihény ddnmudiBattsh €S tudhe iy 1" i N

the fields of c/o address and source address, in place of the |atest
address "32.0°0. PagrhvERaF serntails Bl fat? (RSt AdRressedrso Rig home

transnmitted (Procassdds ofhen€aidasrondast: pdad( &by 16Jacakves RR4', 30
and stores an entry havi ngat he home address "10.0.0.3", c/o address

"35.0.0.1", and tHEEESt i Aat? dh Wddresshiogupngling perkat iis gpeerfdicess of

the correspondentriiedeuhd i A6Qddkeel s ForidrtichUiih bad#lF aGhenk Rt shown)
-35 (Process |) . FIG 18 illustrates how the packet transm ssion system
120 operates wherQdfe (Mbi L0 ritiddopiNpeing nanfes berokah ther 8pga 299iks 141
in the secondpenbggiyngrp. The 5 nmobile node (M\) 110 has left the foreign
link 141-1 provided by the access router (AR) 140-1 and has noved to

anot her foreign |ink 141- 2Bprow aed ,bguriey ddee oxdinarerrUAENg149-the
(Process A) . Th C o] r 1:AR - ich f t {.Qns a foreign
agent for the rmg}cﬁ% ﬁggg&(kﬁ@ ff@ )“58?5‘312512? hE\g&s'ePf gﬁdrdeages% p%gl.c%go. 1" as a
c/ 0 address to theranshiiteedotion MNp to0rdsrocess Byde N nébenayng the c/o

address, the nobi de ( uest acge royter R) 140-2 to
transmt 15 regi s}{a%é)%?loﬁor%%%ses%go[@g) gi?oﬁst%}ei%ﬁo%rgagéj‘ean %Afg%% wal#%‘ t he
corr espondenflSnodehe Bhine 180dress lcensappédiing thhe Have mddess sbéidrd.id 3" of
t he nobi |l e node 110, the address "10.0.,0. 1" of. t he hone ent (HA
130, and the addgrg/es@é:hefoF]ﬂe. qua.e 81gef1§e(%@r &ggpoﬁae%?l%ocﬁe(’c&ﬁglﬁf%)
(process C) . ThecmneaissioutsrsteARL2046z2x iganenat tise dyipasstingegi strati on
request RR1 addressed .to the hone nt. (HA) 130 and a second registration
request RRl' addrd&FaHPD § ‘?é"rbc}f’rgggon nt node (CN) 160, and transmits
these 25 registration requesterd.Pnogesscddredratienehsdd afoNpN16EQUESt 1S
relayed to thg destination via MSRs 150. To be nore precise, in the exanple
shown in FI G2018 tHBSMEF & i BiFer BaGKet s (MR adAgerpad ¢ &AenePete fiPdene
access router (ARMNI4018 @reock}st asei etk alatMBRadkédt Haddeld UER-As@roduces

an entry 1 describing the haome address "10.0.0.3" of the nobile station,
the c/o address "9 §a@. 5° e trBe 398kt HBde LARIASD 190nd PREUHERS ith&t i on
address "1Q 0. 0. Hat@f phBRet, -23fl BRERcRESNN (HE) cddfe FUMRRAe an entry

1' describing the hone address "10.0.0.3", c/o address "12.0.0.1" of AR
address contained in the data packet as a key. When MSR

25 150-2 finds the corresponding c/o address “33.0.0.1” of
MSR 150-3 associated with this home address, MSR 150-2
produces a tunneling packet (TP3) that encapsulates this
data packet. MSR 150-2 also sets the retrieved c/o address
*33.0.0.1” into the destination address of this tunneling

30 packet TP3, and transmits the tunneling packet TP3
(Process B).

Upon receiving TP3, MSR 150-3 decapsulates the

data packet (DP) from TP3, and searches in the entry using



140- 2, and the destination address "20.0.0.1" of the correspondent node
(CN) 160 fromRR1l'. These entries are 5 indicated by brackets in FIG 18.
MSR 150-4 stores the first and second entries in its cache (not shown), and
resets the expiration time (or the |IfetIITE% of these entries. Then, MSR
150-4 produces new registration 10 requests and RR2' by setting its own
address "34.0.0.1" as the c/o address and the source address, in place of
"12.0.0.1" of thela Wrelstrtionre uests RR2
and RR2' are trantslrlr‘ra’lih g% ?crgcg% Isoilg@gﬂe Plroceéasdﬁ fS@q]i “¥ecei ves
the regi stration Wegqu&sR RFP-3 rfimdvSEhd 564, adaimdssta:tls) .Searchtnthd or a
target entry in its cache usin 0 addr.ess ."10.0.0. 3" of t nobi | e
node (M\) 110 andfT9ES dég‘t‘F‘?‘ﬂét% géﬁ Loassquiageg, Tt en@°ﬁ8rr'é ' (HA)
130 contained in aRRZmné$1k<§YpaiﬂwteS‘PQS(sﬁ’&ﬂﬁNl@1n FENd8ENg drit@pkalgeingntry
havi ng the hone address "10.0 3" and. the destination address "10.0.0.1",

MSR 150-2 conpar e<9'% ﬁ‘étE/Ba%!Eﬁﬁ &dgh 381 0 .17 a8 Bhe RS T NARAPD 2AGLESR t h

the c/o address "i34pRoBuded CAHY Hraadmt P& HricaBgli ¢f ed from MSR 150-4. In
this exanple, these c/o 25 addresses differ fromeach other, and therefore,

MBR 150- 2 updates the c/ oURRRIrEESeIFANGhEPnttE BCERDS 3UET 1MAR) whtehL i s
the address of N%ll:ﬁoféncﬁfbr'f@%so a0fdrei i ﬁ%dtsokhﬁhé‘dﬂ'r\ﬁlsie‘%o;:i@eld@t est

node MSR 150-4. At the sanme tinme, the expiration tine (i. t he feti'me)
of this entry is B@nsBiEs e GéJé@?lH‘-g PRt IVSR‘CIEOﬂaQtapP@GIS@és(%P)neW
registration;pequeslRRde SetdHiRg thhfe PIY qa%gr %%Stoa&eom%bhe h8ud! @g of
"34.0.0.2", as the c/o address. The source a ress IS - al so changed
from"34.0.0.1" tid0 persentlwnddcased” 82 the. fljrelfmlblrrl@g}l‘lél—ﬂ-a@foﬁlr@@uest
is transmtted ( q@ggéﬁg%m MSR 150-1 receives the registration request
RR3 5 transm’tte from 150-2, and searches its cache for a target entry
usi ng the hone address "10IM®. iz manderhevmstamnHSRorﬁ(hdlmp@sss"ﬂcﬁ) 0.0.1"
contained in RR3 k ddr.es nflnln het rget _entr R 150-1
conpares the c/o % rgésg t‘s'oi%clf“e relé%l}s egteg he ttg’regef)rfﬁs%g’%%e e c/lo
address "32.050. Hodeori€CH) nE&D iamdRRBos¢ ndddtiinatase, addmess tL\ﬂDerdﬁiﬂ‘cB&S:B&ﬁ

(- ec, "the 111 ot (i) CBFRE neBntRo: trt HOUIeFIBIAFT AUt T SB76 BAGFESSTbr t he
entry. tunneling packet, and forwards the tunneling packet toward

the mobile node (MN) 110 bypassing the home agent (HA) 130.
FIG. 11 illustrates how the packet transmission
20 system 120 operates when the mobile node (MN) 110 moves
between foreign links 141. In the example shown in FIG. 11,
the mobile node (MN) 110 has left the foreign link 141-1
provided by the access router (AR) 140-1 and has moved to
another foreign link 141-2 provided by the access router
25 (AR) 140-2 (Process A).
The access router (AR) 140-2, which functions as
a foreign agent for the mobile node (MN) 110, gives the
self address “12.0.0.1” as a c/o address to the mobile
node (MN) 110 (Process B).
30 Upon receiving the c/o address, the mobile node
(MN) 110 requests the access router (AR) 140-2 to transmit
a registration request (RR) to the home agent (HA) 130

{process C).



15 Then, MSR 150-1 produces a new registration request RR4, setting its own
address "31.0.0.1" as the c/o address and the source address in the

regi stration request, in place of "32.0.0.1" of RR3. The registration
request RR4 is transmtted from MSR 150-1 tg.the hone agent (HA) 20 130.
Returning to MSR 150-2, upon receiving a reg?stratl on request RR2 from MSR
150-4, MSR 150-2 produces a route erasing request ERL when finding the

target entry. The structur f r gr n ERl |s
illustrated in FIG 19A E%lé)caoén g’is'ng8 ﬁ hg;rﬁrie qégr es(gesrgef%% of the
nobi | e node (MWN) rEtGsamdtidm mlaemteismatham coldrediss the. t&m(é Jaadméss he hone

agent (HA) 130 caqntai,ned,], . ER1. on n 1"
MBR150-3 as its d‘rei;ot zongf?on %;R%‘reeglg, * & IM?] efjrfg S%’G 8?8 %\‘g%'ee?
recorded in the twarget 0entryancmmd'namet:y heﬁsarregibemmdﬁi ireguedbi Sowaadt €
erasing request ERL i{s transmt R 150-3 (Process H). Upon receiving
ERL, MSR 150- Etz;‘l’e h8’§'e|?%e’?f% ﬁi’g‘? Hg% Fcess; BSget entry using the hone
address "10.0.0.3" and therglestdgiatirani atdrepfestlQrRR) Oisl' reqegéal Bedigrs ERL.

When finding the tar et gntry t hat has the hone address 3" and the
desti nation addr &9~ 077 1 andyhpERl 559 Sthes S60F a2 RN i tH8) t Ba0 c/3° &@dr ess

"11.0.0.1" of th%e@ﬁcaégcfmgcerab%g) 24 Osel md¥eRp1801 sk | em&eisbh@ $1RJ1Q8t
entry (Process I). It should be noted that even if MBR 150- 3 does not

receive a route @FaSPREY reRRAIILINGhENeMIME jasldzpas etlOLd \Qhé ehethat ry
expires (or the ljobetbMBrLOH SndPthe THAD ad¥PBs4501 3, dorooqu065nea ans. ng
request ER 2 addressed to the access router (AR) 140- Accordi ng

has a desti nati orfhgddegssteationo reguest olfad¢r5e§§ChG._1(rG>t0 showpf . tlh"e t@@cess
router (AR) 140- aifpd t t in FIG
19B. MSR 150-3 aljss?%nésgtggél ts 0\?%85 %?le(grga&% %?0?%‘8 g%‘##e%o%?%%addr ess
of ER2. The new &ha&si nYSR ehfest upRates theansiei etddes s, tsledtangesss romt er
(AR) 140-1 (Proc L4y thins ;mak e S ute is 20
changed from a r%gl?eé)eit ejr:éldldnlnosflr o%ﬁﬁlaﬁ%%efpgﬁg % %ﬁ%?gogggge Rs 150-1,
150-2, and 159-3“id.0he. la(:.ce@sprrodtlee g ARw mmtmtiaorr wtqeeektmdim from

H;ﬁt gsn?Ag?eQZO(gALZéé%%urm ng %gg\{éﬁ:]}bjot aggrgfj%éé he coun?gr%d;(r:ess

regi stration requ@sbc&®R'E)pr oduced by and transmtted from MSR 150-4 is
recei ved at MSR 150-5. IVBR earches its cache for .a target en

usi ng the home address &%%gsg Eofe‘f%le"% rﬁ%hsetltalﬁﬁ)onlfﬁ ‘?‘uﬁttgﬁ@){
destination addr €gsm3@SK 206503-4). Ahdoftdies carespaddantitsodachENordl Gheas key

addr esses. n findi the target ent that has the honme address
0,00 3" abll 't RECGRITRTEY Sheshamesasduas a0 1. dofabhen T FhRBR

150-5 conpares tkateyp wsidrlesesz corﬁﬁare?&?_ theOcto a@msied3BnothieLt ar get
entry with the c/o address " nt |ne ince these c/o
addresses differ rFFBF(g%‘gc’H“ antWSR‘“itgb g%t%‘%&%@ c%& dliress of the
entry to "34.0. 0cdnteomédi e dhen rbhes SraaG@n &e WS .t rAinshi et @ Merdnl MBR t he
expiration tinme (i t he Ilfetlmel of the updated entry is reset (Process

K). Then, MSR 158I ggzﬂb’roﬁh(@s’-saeﬁéw Rgiasst £ FRARSSESRABELRY M ing its

own address 385. @a@hlotl'?&”&‘ﬂd(:/tﬁeﬁéiﬁgﬁess MaRd 15622 Wac‘t%saﬂﬂéeé%ry ByPl ace
of "34.0.0.1" 10 of MSR 150-4. This reglstratlon re RR3'

uest
transmtted to tKB2BSIRESHENEEAt 2ABERSY C§*H)°m16§3(@>r%q1e WE)lChI\/BR'@ﬁ) 5 al so
produces a route,gpAsiHof YAReI5oERL 4 haly @oat b n% %eheaﬁeae'ﬂﬁeessthe

"10.0.0.3" and the destination address '20.0.0.1" CN 160 contained in
the 15 acquired RRBLragken |Qimet pht Elis rerrirg 1§9€es%e er asi ng request ER1'
has a destination address p32.,0 aQt;rngél‘}\gSRt}éOC;o |gft{g}ee algst c/o
address contained in the entry inmediately before the atl ng. The érasing

request ER1'3Gs haahwntheediatr@ewshmeoa@r(eﬁso@ezsber\/pautomatlcally
updated without comparison with the c¢/o address contained

in the currently received registration request (RR). The

expiration time of the updated entry is reset.



20 Upon receiving ER1" from MSR 150-5, MSR 150-2 searches for a target
entry in its cache using the honme address "10.0.0. 3" and the destination
address "20.0.0.1" of CN 160 originally contained in RR3'" as key addresses.
Wien finding the target entry that has the hone address 25 "10.0.0.3" and
the destination address "20.0.0.1" containéf*in ERL', MSR 150-2 erases this
target entry. (Process N). The erased target entry has the c/o address

"33.0.0.1", which is the agddres R,150- in_30 association with the
hone address and the destiﬂg??bﬁdsg{i&rlg@sé.p’f?dg%%ﬁuﬁdn% Hoted ehat  even i f

t he erasing requesiqueRt', ssttinig rigsebwadaddrddsR*320020. 1hi S neplaye icE er ased
when the entry expjres. .,-40 Then, MR 150-2 produces a new erasin

request ER2' addrgls/;sédoffa) N_Bﬁﬁ%le\s,c/asa?%¥?%sc'r gt(r‘EdSPH_r‘Fﬁ Gddfgﬁ.s 31‘?1é5‘%155r°asi ng
request ER2' has ¢haiged BabhoBaddness t83:H: Gelt, avbiads ivg2ot bep agddr ess of

MBR 150-3 and is 5 contained as the c/o address in the erased entry. MR
150 2 al so sePs iTESokRIABEFISON Feayent 1is dfrangBisbed cPrgesEsE) of ER2' .

The erasing request ER2' igskransni theditos MBR 1501 3cfir 05e38q@st UpoON
receiving ER2' from MSR 150-2, MSR 150-3 10 searches for a target entry in

its cache using tHeNsBAETaddFexss MSR) 10002 3 arghgephehee stiendRront seiffess

"20.0.0.1" of ON16Q,0khgi Rahd Yackaisai wegl § b BR3.oAS ddrggses. Vhen
finding the target erci’?ry t hat haas the hone ad regg ?Lig?é/od g' S'K'C gnd t he

desti nati on addr esggiszgapion req®sgonsai nery i WhER2findBRy 15€- 8axgeises thi s
target entry:. (Pr%,s ) 1€ et. &an {HenCcho, addr ess
"11.0.0.1", \%/gi ch'is t’hgg%d%gd;?s%%&ﬁtgggg :ttgzk(%escs/%r %E%%?%A&,'Oi'g%ssoci ation
with the hone addreesgdaddin hehaesttiryatn oms R iaddrpseith tthehboind dddrestsed

that even if the Koid ac%%”ﬂoﬁffé’%%de'fﬂb &ftlrﬂqcther %%ﬁ' ﬁgxe}‘s '\@2.656’7% this
entr_y is erased en the éen ry expires. en, - produces a new
erasi ng request contained in the registration request. In this case, these
two addresses agree with each other, and therefore, MSR
15 150-1 resets the expiration time (i.e., the lifetime) of
the entry without updating the c¢/o address of the entry.
As an alternative, MSR 150-1 may automatically
update the c/o address of the entry that has the home
address contained in the currently received registration
20 request, without carrying out a comparison with the c¢/o
address in the registration request. In this case, the
entry is updated and the expiration time (lifetime) of the
entry is reset, but there is no change in the contents of
the entry. Then, MSR 150-1 produces a new registration
25 request, setting its own address “31.0.0.1” as the c/o
address and the source address in the registration request.
The registration request transmitted from MSR 150-1 is
finally received at the home agent (HA) 130 (Process G).
The access router (AR) 140-2 also produces and
30 transmits a registration request addressed to the
correspondent node (CN) 160 which is in communication with
the mobile node (MN) 110. This registration request is

relayed by MSRs 150-4 and 150-5 toward the correspondent



ER3' addressed to the access router (AR) 140-1, as 25 illustrated in FIG
19E. The erasing request ER3' has a destination address "11.0.0.1", which
is the address of the access router (AR) 140-1 and is contained as the c/o
address in the erased entry. MSR 150-3 al so_sets its own address "33.0.0.1"
as the source address of ER3'. The 30 erasi ﬁé request ER3' is transmtted
to the access router (AR) 140-1 (Process Q. In this manner, a packet

transm ssi on rout fr rr ondent . node vi a MSRs
-41 150-5, 150-2 ‘gn‘ﬁgl‘?g‘%@?o Iﬁeoce?ccesg qgh?oerpe(r ER')‘"‘i4‘1’)‘”1¥-’:1!\e1>§1 EHENgRd to a
rout e extendi ng fearh MR qoboespandent-s5node (HaN)sah@Oayi thdSBxpladnéd and

150-4 to the access router (AR) 14Q0-2. 5 FIG i.llustrates t operation
flow carried out Var MBRE1%0 ?}'sog&nlgnaf’h%n?éycijrﬂl@ﬁb%%‘ﬂe B%B

acquiring a packet1q $2©l)3," bhetiShobile dobdds MMIS 10bedMerchyr et adde=facket
is a registration_req tléﬁR (8202) |f the acquired packet is a

regi stration equ%rsqm e3p ngsign ) MSKeRE AR eé&?@ﬁ@s"‘q ttdec g¥REr3 oo
target entry usi rvgmtehe(lh@rre agldlr esetand) the ﬁi&sfe'nr&@%?g&&%&% §SaCRLY ai ned

in the registration request (RR) as key addresses ( and “det erm nes
whet her or not th’?é?%lﬁtéfaélt’ﬁr’@%que@ﬁt ﬂﬁg haky rRptHags ke cnmmdéaaﬁ@s%s and the

destination addregs ayot Ha88edd 4y RE aGarid gidBBSQ&?Z% tra‘hsx‘hb@fd%}de gsa

target entry that has the same home address and the destl nation a
(YES in S204), itthe neyr ragisEeatdon nedusdiet her the ¢/ o address of the

entry is diffigrent fromthe,clg aqu;ng S SN A ’I‘me@gb” {he 4Q acquired

regi stration request (S205). If the 0 address of the entry differs from
that in the acquHFEESH-SFQRa(WES FeruSE05 ( RRIVBR arsitseeat xrm Hdec Aocasielr ess of

the entry 50 as toier 1ag0r ERIONLANLLE Lhe sehe addieshygoqg nsds id he

regi stration request uces an érasing request
ER havi ng a dest igsdtsi ¢hraddi @43R 1138t 3i sComsesiusnadl , Wish e 3| di esardy o

address i nmedi at e r u ted. Thi asi ng regquest ER
al so contai ns thgé%o%gkggd?%%gecgg% ﬁéo%% %(;ﬁa%&wphénéfe@{'i %af”ﬁgﬂ %&ﬁir ess

originally cdhtaieretty3@xphréde acquired regl stration request. This erasing
request ERis transmtted éIS%O? hen %50 gcgsets t he expiration tine

(i.e., the lifetine) of th & l}éﬁF’F%t&Zss € packet trahsmission
system 120 operates when the mobile node (MN) 110 moves

from the foreign link 141-2 to still another foreign link
141-3 provided by the access router (AR) 140-3 (Process A).
20 The access router (AR) 140-3, which functions as
a foreign agent for the mobile node (MN) 110, gives the
self address "“13.0.0.1” as a c/o address to the mobile
node (MN) 110 (Process B).
Upon receiving the c¢/o address, the mobile node
25 (MN) 110 requests the access router (AR) 140-3 to transmit
a registration request (RR) to the home agent (HA) 130
(process C).
The access router (AR) 140-3 generates a
registration request that contains the home address
30 “10.0.0.3” of the mobile node (MN) 110 and the c/o address
*13.0.0.1”, and transmits this registration request toward
the home agent (HA) 130 (Process D).
The registration request (RR) is relayed by MSRs



-42 |f the c/o address of the retrieved entry is the same as that in the
dcquired registration request (NOin S205), the process junps to S208 and
the expiration tine (i.e., the lifetine) of the retrieved entry is reset, 5
wi t hout carrying out steps S206 and 207. Thgn MR 150 sets its own address
as the c/o address of the acquired RRto pr Buce a new regi stration request
(S209), and the routing operation is carried out to transmt the new

regi stration req (S n ep.,S204 there is ry., at has
the hone addr essbigs't?é %h égg %tﬁﬂ‘ﬁ 13:9 %ﬁ %SWFa?%%Bt Whgggcdﬂﬁtl{]

regi stration request-4( N@cemv&%)e raghsvt£nidry refaés tde@r)i Fesmt fige horre
address, the c/o address, and the destination address contained in the

acquired regi st r A9GTS1508EREt (ptpﬁ prOatc N hiFaster P BARY) inTheh, the

steps 5208 thr ougiacdbal@odr €né Hrtrgdnaving N nbmet HedRR mabi.onotime (i.e.,
the lifetine) of the entry is reset (S208 its own address of MBR 150 is

set as the c/8 adtiess£ipdingR Y@@@Fryanlﬂs Hi29-fegPaR3Eas dhe20/P RAEESS| s

transmtted under-ithe . pouti ALARREALhOPHd SHD), wtthlfhestc% 2d@2edd1e
acquired packet is not a regi stration request (NO 1 n S202), MSR 150

det er ni nes whet hetl 3-Re Oadqusend ipgekén The aieddsssphipn é@%@ﬁt( ER) addressed

to the MSR 150 i el Q%@éé)f df thBeaacoul redh+22 PaCKal (S apy efdsd ng
request addressed t(?stnhe I\/BRr150 hse?? (YEI%C&l n S213 VBR 156 erases the

entry that has texanpde, aﬂm%§/|0nadﬁee%$%ld1éf£9qtmn easlh phkeresindnat i on

address ori gigal I%fll 3%%%”%1# ;15%51 deasfa A Eﬁgi"f%ey ffgiég\é ng e/ dgsess

150 sets the c/o ess 6f th ntry as ?ion a
of a new erasi ng adsipesst £{SR1G)?2,. Oaﬁdlt’ralvi'gmlrt gst hie rmwx@rsasplﬁgtlu@quest

(S210) . If in st 1 i acket,.i AN 3.er ng
request addr essed % %oﬁﬁ% %@8& ?sel? (ftl%b i gZ@BJ) WhJ'Cﬁ gt%?ém ned

whet her the acqwa&itepacktétthes n&lwotaheessklrtdlt@tr mBRke]ttlaa:ddressemetmﬂtBR 150
itself (S216). If the cket whi.ch nej.t her R ddressed to 5
VBR 150 1sel i (VeSS nPeSiamiititl bl s Shechiseting! nef (R packet
i s encapsul aled iemtirigeiaceeseted packet (8217) If a data packet IS

encapsul ated (YES in S217), the data packet i s deca a 18).. If no
data packet is encapsul at € (303 ﬁe§§%ﬁve'a tﬁ]legﬁZ? ‘%‘@F otof S%e 1%‘t§é’qui red
packet is processmat(haiNhe Ifargatshepe SAkfrdsiemag qe rdtopackesliy not

addressed to MSR 150 |tself NO in S216 it is determ ned whet her the
destinati on addr &P&aged; gLt CP@Haf)Ja% bVt £BENGY 9 gt esht FoRtRdrss) . ot

the destination addi@sschsrdixliowBdeive@nfilshyat S Adtu8d20)RRY hernacqui red
packet is encapsul ated to produce a tunnel |Jé_g§packet with the c/o address
&

of the entry28tt &Wédaiion o i(daki ontRRIdIEES188) tafe ThenHerRrRRA Rttt
(S221). Then, thag @ukbngegperation is carried out to transmt the
tunnel i ng packet (S210). 20 In this manner, a packet is correctly
transferred to the mobile Herle MPBnlPP-4 REAFHISE ea erte registration

request, setting its own address “34.0.0.1”, in place of
*13.0.0.1", as the c¢/o address. The source address is also

25 changed from “13.0.0.1” to the self address “34.0.0.1".
This registration request is transmitted (process E).

MSR 150-2 receives the registration request
transmitted from MSR 150-4, and searches for a target
entry using the home address “10.0.0.3” contained in the

30 registration request as a key. When finding the target
entry, MSR 150-2 compares the c¢/o address “34.0.0.1”,
which is recorded in the entry in association with the

home address of the mobile node 110, with the c/o address



noves between foreign |inks. Thus, the packet transm ssion system according
t'o the present invention can effectively prevent packet 25 |loss, which is a
serious problemin the conventional art. As has been described in
conjunction with the prior art, if a packet is transmtted fromthe hone
agent (HA) or the correspondent node (CN) béfore the regi stration request
generated by a new foreign agent (or a new access router) 30 reaches the
home agent (HA) of e correspondent .node ( . in the conventionpal system
that packet is tredbfafred FOTCHIGS 41 bUs TEHSGAtABRIETOH dimgs | nk
from whi ch the nolides RrBdeehtso MBRERs8¥AYagree 4AtNchbe SORET apNg the

packet transm ssion system according to the invention includes one or nore
MBRs, each funct i YHiassoze - PRGN % ranehs sdios*potebleditirgl (hpbekimals,

arid the packet téangd eakep ¢otHACARARE] Ry HANChed abr&aChiVBRe 88try.
illustrated in FIG 21. Even if a new registrati on request transmttedyfrom

a new forei gnagent (or a AewracHdeInasiver MadSAok maacvesmerécable agent
(R or the corraspanderhenofls ddileskehy thdankel LhEOSEd Lad fopin the hone

agent or the correspondent node 10 can be correctly relayed to the new
forei gn agent by ¢8R CPotaimeshpne thaBRimEMtAyoreddSRabFedisnration 21)

jocated at a brangh,qds | INthAn e eul Gl of Lhben {afuash bAs L ached

that MSR on the way to the hone agen correspondent no 5 As | ong
as a new regi st r ddnessefuethe hagistaghioh aredvBRE . t attHMBRcsber eshean entry

havi ng the h Ss _Of I.le.node .and the_c/o .address fromthe
| at est node. qggngegg{j: n? Fyl,]péail%gg’llzgfl ltt F}g%sen‘iltst ed E%n A lcno%%{e e?%%ﬁn@s
correspondent node dtheaehbre. dijemt, MSR2D5GEr peotihyes ed ayead regbattdtaitonVER t 0

the new | i nk based on_the_entry. .using the. c/o adgress .recorded in the
entry. Wth this %r aersltéén%enﬁlr%cl%gt Og%s%&}rsesﬁr eggr@ f‘édu@é"dggﬁlcf}r]loough t he
present inventi oradtresbeend daserddiedeustitigess iexahpl eegfstraciieh request.

transm ssi on base;llq_1 on 25 the IPv4 addressing architecture, the_present
invention is not MSirEEYST TR TERURDT etS nSE1LERY EFPCreEanie to | Pv6

packet transabssi on systenshe lfeqikdestion PRIGuUREH thgn aperRydl BPsvsn | 1usir at ed
in FIG 13 and FI.G, 20, each MSR has_a packet acquisjtion 30 unit that
acquires a packet? FnZPEHYRY £¥r ¥GRstrdt}oyhich carries out the same

operation as MSR 150-2, and the registration request
transmitted by MSR 150-1 is finally received at the home
agent (HA) 130 (Process G).

20 The access router (AR) 140-3 also produces and
transmits a registration request addressed to the
correspondent node (CN) 160 which is currently
communicating with the mobile node (MN) 110. This
registration request is relayed by MSR 150-6 toward the

25 correspondent node (CN) 160. MSR 150-6 stores an entry
having the home address *“10.0.0.3” of the mobile node (MN)
110, in combination with the c¢/o address *“13.0.0.1” of the
access router (AR) 140-3, in its cache (not shown). At the
same time, expiration time (i.e., the lifetime) of this

30 entry is reset. Then, MSR 150-6 produces a new
registration request (RR), by setting its own address
“36.0.0.1” as the c/o address and the source address, in

place of the former address “13.0.0.1” of the access



request (RR), a data packet (DP), a tunneling packet (TP), and an erasing
request (ER), which are transnitted between the nobile node and the hone
agent and/or the counterpart -45 correspondent node. The packet
acquisition unit carries out the steps S101 ?Dd S201 shown in FIG 13 and
FIG 20, respectively. The MSR al so has a FfPst entry storing unit. 5 Wen
receiving a first registration request at the packet acquisition unit, the

first entry stori tagj o t (.n e addr ess of
t he nobi |l e node %%@c/(éﬁadgﬁsﬁ fcrgﬁlg F%@%Jt%’r@@?ﬁg g%%elsré;ggfl rst

regi stration requesinsmititedi tsttr@tdoyrespmat@umniotiecacmi €5 O UProt8ss 1) .
S107, S110, and S111 shownI| n.Fl G _13 as, wel I, a?? 20 S208, S211, and
S212 shown in FIG 20. The'NER'S%IERAS & Cr“'érbl & Sest relay unit

that updates the ﬁeglsttraegmstfa;ueem r(muesﬁartsynlttlnaagfﬂgn ttllh% ateesgldress to
its own address, an 5the d first registratiqn request
toward the ho argoé% %gg]r{f%é (?BUﬁf %08‘& PEEDBbN tll%d cespet
registration requesis thkayghiMgr qaopsescmeqﬁb(ﬂ&lgnmﬁm%ostaowswrdg G 13,

and S209 and S210 shown in FIG _ 20. The MSR al so has a packet transfer
unit. Wien 20 acddier FRGTY HEREEDHAEKBECGRRE db SEQWR0IR HEGroBill Bheld&1Swhose

home address is r&gaidedpifed h@d ithat 1 eAd#dme tR@nRACKSHt, transfer unit
encapsul ates the data packet to produce a tunneling packet and transmts

the tunneling packet to thel@/ d3addtessrairsoridied oPATa KT iflow ear¥ied n

associ ation 25 Wgh tnhﬁsﬁom) %%e% tﬁélefﬂas&k%baamter UBI_BhtaS%E 111‘?%; out
S117 and S221 shown in FIG 13 and 20, respectivel a has

an erasing request p@éhé?—aﬁw)um‘ﬂhe Wr%rﬂft%@e@ﬁma@%ﬁ eé@tbfert be Mot gtheentry
is updated 30 to J.hgeReyscl %e?q@,rt:%ﬁﬁloﬁh&e A NER] SIS 9??@&1%' ng unit

produces an erasing request dressed to the c/o address previously
recorded in the fiamtredtPachrss dseat hegigftatiing. rateesly d¥FAgin eBlEbt,

S20 Fl T
gener ating unltbgggéBSSSQQQ hes 4853 gééégﬁg% E@g %%éfQjmeH fgﬁéygss

application is on°and clains fhe arlier I'ng dat e
of Japanese pat erongpphéedatn dlhel\laegzeﬁnaﬁaﬁs%qhebw(mibgmt alBey2081Q3)t,he 5

entire contents qf MALED A & GHERNE NGO RY 3h8de PYs L1880 Cent ry
(5104) .
If there is a target entry that has the home
address contained in the registration request (YES in
20 5104), it is further determined whether the c/o address of
the entry is different from the c/o address contained in
the registration request (S105). If the c¢/o address of the
entry differs from the c¢/o address in the acquired
registration request (YES in S105), MSR 150 updates the
25 c¢/o address of the entry so as to be in agreement with the
c/o address contained in the registration request (S106).
Then, the expiration time (i.e., the lifetime) of the
entry is reset (S107).
On the other hand, if the c¢/o address of the
30 entry agrees with the c/o address contained in the
registration request (NO in S105), the process jumps to
step S107, in which the expiration time (i.e., the

lifetime) of the entry is simply reset.



-47 WHAT 1S CLAIMED 1S 1. A packet transm ssion system conprising: a honme
agent ‘providing a hone |link and a hone 5 address to a nobile node; one or
nore access routers, each providing a foreign link and a c/o address to the
nobi | e node when the nobile node has noved into the correspondi ng foreign

|l ink; and 10 one or nore nobility support Fédfers that relay a packet to a
destination between the nobile node and the hone agent or a counterpart
correspondent node whereveyl the iLl.e node is | ocat t he,.mobi | | t

support router configured @%x%tdﬁﬁfésg PF §tl?%éwgt?§€%%ﬁﬁr@hﬁestkq%
addressed to the dulfe adgeassardl ahet béocatdtayspart thor refpmrdenbn node when
the nobil e node has noved into a first foreign link, store a first entry

havi ng the home JRFUESE 5P PFRAURSHE EHodBILRHFAHONC FEIARRN e6E 08dnt Bh®fed i n

the acquired firstoutgaySisatd o deauesto archdtdatris hewGeikstation
regi stration request Cha?gﬁ% the c/o address to its own address to pass

t he updat ed fPrstra®gsst n request toward the hone agent and/or the

counterpart correspondent ppdg sdRp2sidhecpacksels hhadsSSHAR aYstam
according to claim1, wherein when the nobility support router acquires a

data packet addr dwEedaggrese Cfﬁiﬁaliéeﬁoéllé W SEIdred akrtriedgatéoront ai ned in
the first entry, theasthendohi |§1t034)5,uﬁ?90:([j§ R AYHES %«Ukﬁé%&&eﬁ dat a

packet to produce a tunneling packet, and transmts the tunneling packet to
the c/o address rafcengsies stdred insMSBni¥ isnegusbctatdmwienst bhahe hone

address.  -48 3.prgggfgﬁg&%%un{u’ear“§§‘ﬁéi 9%@&@%&8&9@ %%52 gﬁg%g% m 2,

wherein when the 'nobil1ty support router has acquired hat is
nei ther a regi st reattiropsrdopestot esceaddtha packetibed dredsad (YBSthe nmobility

support router itself, no ke Lth a destipati,on address_contained in
the first entry, Sﬁﬁgl’t%eﬁeﬁ%b%%l P’ytdslg%p%erﬁcrrl%& e?’ﬁ ar%?r?ees?%gﬁfesﬁna%# |hr?ary
routi ng operatiorc/Pordtihesacguiteédegatkethe Mgl stFheipacketiestabsm ssi on

system according _to claim.1 er ei nt gom ent ei ves the
updated first red"SEPSET oM S es\c%gérs??, QFmﬁh‘oﬁ&eéc 8n?u@?eorr é’stI Egge%%lﬁ? 5 entry
havi ng the hofe addrées ewceddse thpdptesccilecaddmess tial $edoj n tHee
updated first registration request, and wherein when the hone agen

t
acquires a data PACREFTAGHPFLISENSEE {ReTAIBTIEROJES IS SerbhBa é&Ss is
recorded in the secasdbeséd on tthe bedenageroudnagpsSpeAita®n20 the data

packet to produce a tunnethﬂgup%ﬁéegtggg S107 through S109 are carried
out. Namely, the expiration time (lifetime) of the entry

20 1is reset (S107), the self address is set as the c/o
address to produce a new registration request (S108), and
this registration request is transmitted under the routing
operation (S109).

If in step S102 the acquired packet is not a

25 registration request (NO in S$102), MSR 150 determines
whether the acquired packet is addressed to MSR 150 itself
(5112). If the packet is addressed to MSR 150 itself (YES
in S112), then it is determined whether the packet is
encapsulated (8113). If the packet is not encapsulated (No

30 in S113), higher layer processing is carried out (S115).
If the packet is encapsulated (YES in S113), MSR150
decapsulates the packet to extract the data packet
encapsulated in the acquired packet (S114). Then, the



transmts the tunneling packet to the updated c/o address recorded in the
second entry in association with the hone address. 25 5. The packet
transm ssion systemaccording to claiml, wherein if the nunber of the
first entries stored in the nobility support router has reaches a

prescri bed value, the nobility support routéP-transnits the acquired first
30 registration request as it is without storing a new first entry and

wi t hout changi ng the c/o agdress cor{tai ﬁf' inthe first registration
request.  -49 6.PTHESSaEREYTLT a1 M SEi g System according to claim1,

wherein the nobility suppoLf tieelt&iquise@opidiat 6¢ hotasditdsed $6CASR
regi stration request ,adgggsi@d to the hone agent and/or the counterpart
t

correspondent node WS O nighiSld 2hodet nss erBaTi Attt isedorae e gn

link, and to updage tdeethhisiofidatdy 6hand NGJuRec8/ Pdddr 88SrbePrded in
the first entry to a new c/o address contained in the second reg;)stratlon

request. 10 75 The'&Rk&Les r Bsi)ssildnthg steshinatdpri adusssciai hewnd vier ei n

the first entry fatheryhasee deshiieati ere $eqcpaLaingd in the acquired
first registration request, in association wth the hone address and the

c/o address. 15 SNCPARSUPAEREtTQ REMSHCSsR oPevs yumamling oralthey ueingathe 7,
wherein when the <‘[3/o° 2RAAAEES Srlo ddie fih! 6 £ty SsUPHRtRE LR, L 06, new ¢/ o

address, the nobility support router produces and transmts an erasing
request addresseccddresiecROthy cundgldsyg prekatoUsSLy 7 ecthalddnnalihe fir st

entry in assqg atﬂacmce\ﬁ'i L8 £hs hR3ddgess 4l dteg%lggf}.érpa(tthgg is, the

c/o address recorded in the entry) by the routing

operation (S109). If there is no entry having the

destination address of the packet (NO in S116), MSR 150

carries out the routing operation for the acquired packet
15 as it is (S109).

In the operation flow shown in FIG. 13,
comparison is made in step S105, and if the c/o address of
the entry agrees with the c¢/o address contained in the
packet (i.e., the registration request), the c/o address

20 of the entry is not updated. However, the c/o address of
the entry may be automatically updated whenever the target
entry is found, regardless of the consistency between the
c/o address of the entry and that contained in the packet.

FIG. 14 illustrates the operation flow, from

25 which the above-described comparison is omitted. If an
entry having the home address contained in the
registration request is found (YES in S104), the c/o
address of that entry is updated to the c/o address
contained in the registration request (S106), and the

30 expiration time (i.e., the lifetime) of this entry is
reset (S107). If the c/o address of the entry is the same
as that in the registration request, the contents of the

entry do not change even after updating. However, updating



address. 25 9. The packet transm ssion system according to claim?7, wherein
iT the nobility support router receives an erasing request containing the
hone address of the nobile node that has noved into the second foreign
l'ink, the nobility support router erases the first entry having that home
30 address, and produces and transmts a néﬁﬁérasing request addressed to
the c/o address recorded in the erased first entry in association with the
home address and the destination address. -50 .10. The packet transm ssion

syst em accor di ng YRFAHEM 85 GREFSh OPF #Re® PPy support router

recei ves another 5 erasi ngrrequestsdneaktEeal By NS 1Rerhes®e A¢d-res recorded
inthe first entry fromanother nobility support router in the system the

nobi lity support YXRARSBI-SELQBeSYIIRR ACFSEIENE (P ARG AFCEME FoREinBEest and

produces and trangsid tseBnACYNES BTG , I BHE ShsRdBes86LL4 %u; %ﬂtef,otﬁéiéiress

10 recorded in the erased first entry in association wth the hone address

and the desti Rat i $3FGdéesshe 1homeTireldsgefetn tdspesarsEPD IV idYstthm aéeor di ng

to claiml, 15 whaididhsl BRATRHL |ddot i AHPPOK lad AT cOhsealgl sthg i rst entry

when a predetermined tinme has passed since e first entry has been stored.

20 12. A packet t¥ealivedsicoansmigsdononowtd eppacat nackeedii.e-a packet
transm ssi on syst 1 L pel rayi di h I and a
féalgﬁ%fgt%gﬁe%@cgﬁefcoﬂﬁﬁ? AGEH ALRK! Qi 130 g?fgdué &

home address to a no ne’ or nore acce$s router eac
provi di ng a foreixpnts eraahng arafuesaddnesng treliayéngobiéd ecegoderaheon t he

nobi |l e 25 noci% h%se%}%\é%dt%)n{:ge t&g%tg%%?ggondi ng foreign |ink, the packet
transm ssion rout'e tontrol apparatus conprising: a packet acquisition unit

configured to acquire a fiThe omgiaztivat obnthe quekkbtadriressesdiba shetdonme

agent and/or a counterpart correspondent node when.the nobile 30 node has
moved into a fi r§%CQQEQ§P8nt?iFRE econg embodiment w1£f now be exp?alneJ%
A mobile node (MN) 110 has a home address “10.0.0.3” used

in the home link 131 provided by the home agent (HA) 130.
15 When the mobile node (MN) 110 left the home link

131 and has moved to a foreign link 141-1 provided by the

access router (AR) 140-1, the access router (AR) 140-1,

which functions as a foreign agent, gives the self address

“11.0.0.1”, as a c¢/o address, to the mobile node (MN) 110
20 (Process A).

Having received the c/o address from the access
router (AR) 140-1, the mobile node (MN) 110 supplies its
home address “10.0.0.3”, as well as address “10.0.0.1"” of
the home agent (HA) 130 and address “20.0.0.1" of the

25 correspondent node (CN) 160, to the access router (AR)
140-1, requesting the access router (AR) 140-1 to transmit
a registration request (RR) to the home agent (HA) 130 and
the correspondent node (CN) 160 (Process B).

A registration request (RR) 1s a transmission

30 route control packet for reporting that the packet
transmission route to the mobile node (MN) 110 should be
changed because of having moved into a different link.

Upon receiving the request from the mobile node



a first entry storing unit configured to store a first entry having the
hone address of the nobile node and the c/o address contained in the
acquired first -51 registration request; and a registration request relay
unit configured to update the first registration request by changing the
c/o address to its own address and transmit3¢he updated first 5

regi stration request toward the honme agent and/or the counterpart

correspondent nod 1 Th acket transm ssion_route control apparatus 10
according to cl ai WZiipurﬁ%rac&?ﬁﬁr P hYt Ma&ﬂgf{tqe’é}?&ﬁé‘ﬁsuﬂi irst
configured to, wheyiatgqutiomngra@data (RRTKeidaddseases iz hbrenaféde node
whose hone address is_recorded in the first entry, encapsul ate the data

packet to produce® )t diHePPhgt BPEOOBH BRPLYFEatdAnt Te% 9He REANGI i ng packet

to the c/o addresgidreggedeth i thd RRrikbESbn@dtt YiohB #a9OCic,i @AgW th the hone
address, thereby relaying the packet to the nobile node wherever the nobile

node i s | ocat éd. BENERitThEhesif KegleLEREIRTS SicgHepbRIt PXas®ssol) appar at us
according to claim 13, wheggi rhd/(\ﬁ%gsggetga&{%egmﬁgqg%éﬁg | @) uRkh has

acquired a packet that is neither a registration request, nor a data packet
addressed to the ifgiisitiraye@sin ddpor L6Roland RRLSehdidreraeda tpatket with a

destinati on addr e, CORLARNE ddndt NEn] 1168 &NLi Yoo LAER MR PREKefyA T anst et

unit carries out an ordinary routing operation acqui red packet. 30
15. The packet t Ri¥shasshordirautiefoomatioin dppahacysthar domegi addres<| ai m 12,

wher .e‘i nif t Eﬁ ”“‘Y%%.Bfa" h@f fﬂ-hresl‘nogm.éir?osdeSt(M\]?dlid] J.tg1%of'n!og.§£d ewrg{l'y
storing unit has reached
c/a address (CoA) “11.0.0.1”, which is the address of the
access router (AR) 140-1. RR1l also includes a source
address, which is the address “11.0.0.1"” of the access
router (AR) 140-1, and a destination address “10.0.0.1" of
15 the home agent (HA) 130. Similarly, RR1’ has binding
information in which the home address “10.0.0.3” of the
mobile node (MN) 110 and the c/a address (CoA) *11.0.0.1"
originated from the access router (AR) 140-1 are combined
together. RR1l also includes a source address, which is the
20 address “11.0.0.1” of the access router (AR) 140-1 and a
destination address “20.0.0.1” of the correspondent node
(CN) 160.
Upon receiving RR1 and RR1’ from the access
router (AR) 140-1, MSR 150-3 stores entries 1 and 1’ from
25 the received registration requests RR1 and RR1l’,
respectively. Entry 1 describes the home address
“10.0.0.3”, the c/o address “11.0.0.1”, and the
destination address “10.0.0.1” (i.e., the address of the
home agent (HA) 130) contained in RR1. Entry 1’ described
30 the home address “10.0.0.3”, the c¢/o address “11.0.0.1",
and the destination address “20.0.0.1” (i.e., the address
of the correspondent node (CN) 160) contained in RR2.
These entries are indicated by bracket in FIG. 15. MSR



-52 a prescribed value, then the first entry storing unit does not produce
a new first entry for a newy acquired first registration request, the
regi stration request relay unit does not change the c/o address contai ned
inthe newy 5 acquired first registration request, and the packet

transm ssion route control apparatus transiiPfs the new y acquired first
registration request as it is. 10 16. The packet transm ssion route control
appar at us accordi to claim12, wherein the packet acquisition unit is
configured to acqﬂsﬁbr_e3 5'%8§88n%1h¢5eegie§‘ttfé?? off* rJetcfugthﬁdg‘?céts§ g¥Eb tHE hone
agent and/or the csrguserparéxgOrdEspondeat (wdhewiefet iee)"lFi kRes®de has
noved into a 15 second foreign link, and the first entry storing unit is
configured to updﬂpﬂufﬁe first entry by changing the c/o address recorded

inthe first entry to a nemse/ psddrgss sesthaldiedelNrédes©2¢96d
regi stration request. 20 17. The &ac’ket transm ssion route control

appar at us accar di fRFUes t€| BRt awd refpf thisinadededtr §IGsr t4o8r apdsl B,

destination addressgerligbied i dhe QUL Liakaks ' ef §f pak b 0fs npguiest
in association with the hone address 25 and the c/o address. 18. The packet

transni ssi on rout®kénifopehppardreus/acedinfissgand theisaurre addréesg, in
comprising: 30 an,fasbedadefliest-19e0ehats N WAl 16000 B (8 0o Pradice and
addr 0 a

transmt an erasing request essed to the ¢ ress previously
recorded in the fdqosssenovyer nlddsdocicantained tih RRe. hdim laddy e SMSRAd O+-he

destination -5 re when ress  0f the finst t LS
updated to t%g ngjwaaggg g%%ﬁ ess. stfli%Qgé%le pa?%ép't)f%nsan% g%oﬁwo%‘%/%llegg’ntrol
appar at us accordiang tthecbanred Addreesepf RE2 't,hénpptked dff AA$nDsGibh route
control apparatus,r LVES. rhsgr,as' reguest contajining the ho ddress
of the nobile noapémtec%gbgﬁalsﬁrmved :Tﬁ?%etrﬁeew SE 6%5@%%%‘? gfr?qPFﬁE? %22 % st
entry 10 storing RR%'t aeeasesndnhictieldr §Presdgsy Dhavi ng t hat hone address, the

packet transm ssion route ral aratus further ¢ i.si.ng an_ erasi ng
request generating unit co%?irﬁgﬁ“gdigg p?%%fceé:eéxagt?ﬁmtl%g—gev?’écfe@?%g
request addréssedlS0e2lbathies/antadteesand gnoicded &8 NI 1S0asedvsr rigo-entry
in association with the hone addrgss and. the d st'bnati on addreﬁa: 9712(88%9'

r F !

The packet transM GRS r Ut Tohtr SFSShHRNE (ReaPeBR dr Ay S5 ¢

wherein if the pagket/br adsrasssivas. 000t B ComMdr @he et dlats ohes@dmass anot her
erasi ng request containing the hone address recorded in the first entry

from anot her packet - Or 8nsni ¥sithe FOUE 2 r(BR) appareAnieingg MRS st

entry storing unidgndehasestiNe fidesbrePidy thavhBilet fdrdrameaddr@ss,, and the
erasi ng request g:ener ating unit pr oduces and transnmts a new er asi ng

request addr é8sed ol Aed&dirsddrést - ? eklor 8d Fheadeveination adreshe home
address and the dest pnationAdheessrtdsidiRicthansdef (et 130 eshtyinedl-inThe

packet transm ssion route control apparatus
RR2’. MSR 150-2 stores these entries in its cache (not
shown) , and resets the expiration time (i.e., the lifetim)
of the entries.

25 Then, MSR 150-2 produces new reglstration
requests RR3 and RR3’, as illustrated in FIGs. 16C and 17C,
respectively. In RR3, the self address “32.0.0.1” of MSR
150-2 is set as the c/o address and the source address, in
place of address “33.0.0.1” of MSR 150-3) contained in RR2.

30 Similarly, MSR 150-2 sets its own address “32.0.0.1” as
the c/o address and the source address of RR2’, in place

of %33.0.0.1” contained in RR2’. These new registration

requests RR3 and RR3’ are transmitted (Process E).



-54 according to claim12, wherein the first entry storing unit discards
the first entry when a predetermned tinme has passed since the first entry
has been stored. 5 22. A nmethod for controlling a packet transm ssion route
in a packet transm ssion systemincluding a_home agent providing a hone
link and a home address to a nobile node, ahd one or nore access routers,
each providing a foreign 10 link and a c/o address to the nobile node mhen

t he nobil e node has noved jnto. the correspondj orei gn lLink, .the nethod
conprising the steps of: s%€§i+ﬁ;Efcﬁﬁﬁ?$i$9qgﬁgggbtErcﬁh%ﬁh BEPARETS 3 hone
agent and the aCCEEﬂfryl' aateng e maui adidilgessf:tt“ltohe opb1 ) idhe suppaddrdsaut er,
a first reglstrat rﬁqgest éie eﬁB a first access router and

addressed to the P rddesss edfoNd@nt ” ol hthen

t he mobil e node h@ﬁerragestl (M0 a30i,rBhséd@r dhel kBKeivdH HeQikBgatain t he
nmobility support router, a first entr havi ng the hone address of the

nobi | e node and i%sédagéssa%ﬁtt&ﬁﬁdth% THe YadGuit EBacaghst(neEgpBewRt-i on

request; and updatd Rge 8hmé NEinEDDIhbt ¥xSURRAIN koML els d.NetRE {ifStime)
registration request by changlng the c/o address to Its own address to pass

t he updated firstof &§rst pRETOAS &g§8e5t Theatar Fheh¥SRokddgempdunes ¢ nele
count erpart Corr%§£ﬁ@@§9£16§“¥%qu%9t2§R4HQFsﬂﬁk@ﬂﬁ §E§Q£9fﬁﬂdk8s§|a'”‘21

further conprising the steps of: acquiring, at the nmobility support router,
a -55 data pacKetl.&d@r b’ésield the tfheldebet ecirodeldands comd aiqvingg address,

10 in place of the latest address ™“32.0.0.1” of MSR 150-2, as
illustrated in FIG. 16D. RR4 is transmitted (Process F).
The home agent (HA) 130 receives RR4, and stores
an entry having the home address “10.0.0.3”, c/o address
*31.0.0.1”", and the destination address “10.0.0.1”, which
15 is the address of the home agent (HA) 130 itself, in its
built-in cache (not shown) (Process G).

On the other hand, RR3’ is received at MSR 150-5,
which produces an entry having the home address "10.0.0.3”,
the c¢/o address “32.0.0.1”, and the destination address

20 "20.0.0.3” of the correspondent node (CA) 160 based on the
received registration request RR3’, and stores the entry
in its cache (not shown). At the same time, the expiration
time (i.e., the lifetime) of that entry is reset. Then,
the MSR 150-5 produces a new registration request RR4’ by

25 setting its own address *35.0.0.1” in the fields of c/o
address and source address, in place of the latest address
“32.0.0.1" of MSR 150-2, as illustrated in FIG. 17D. RR4’
is transmitted (Process H).

The correspondent node (CN) 160 receives RR4’,

30 and stores an entry having the home address “10.0.0.3”",
c/o address “35.0.0.1”, and the destination address
“20.0.0.1”, which is the address of the correspondent node

(CN) 160 itself, in its built-in cache (not shown)



t he hone address of the nobile node; determ ning whether any first entry
stored in the nobility support router has the sanme hone address 5 contai ned
in the data packet; encapsul ating the data packet to produce a tunneling
packet if there is the first entry having the same hone address as that
contained in the data packet; and LO transm 'ting the tunneling packet to
the c/o address recorded in the first entry in association with the hone
addr ess containeqPLgcégflgata packet. 15 24. The nmethod according to claim
22, further conprising the 'steps of: acquiring a packet at the nobility
support router; determ ni rgGuwheshellidteragiackrdw i theeigdaketat?2éhsnagissbnat i on

request, a data packet dressed to .the nobility suppor outer itself, or
a packet having 3YQERRiifat PERTAEYT ST AE Wgﬁﬁ%%fﬁf ed&FL ﬁ%”PW?gt entry;
and carrying out batweslifivaley gholinky opernat kR8 sdcotldl hBopardked. IBenei t her
the registration request, nor the data packet addressed_to the nobility

h
support routet imPeRite nase (M) phtkdteshadethgthe deseight Lok atfdréss

contai ned in thepkbyfdeMy ¥he3cddss MRt IRg) acueondang Ko Gl 28,
further conprising the steps of: receiving the ugdated first registration

request  -56 at 2RRENSOFEOTEGERt iRk okilng BRree ntthe RGBS T TOMESRoNE
address and the ypgptefh o/ qpaddegssacontained in the updated first

regi stration request in the home agent, 5 acquiring, at the hone agent, a
data packet addressed to tThe asbese yRderandRtoritini whichefunsidoaddagess of

the nobile nﬂﬂe;a foreign agent for the mobile node (MN) 110, gives the
self address “12.0.0.1” as a c/o address to the mobile
node (MN) 110 (Process B).
Upon receiving the c/o address, the mobile node
(MN) 110 requests the access router (AR) 140-2 to transmit
15 registration requests (RR) to the home agent (HA) 130 and
the correspondent node (CN) 160, while supplying the home
address “10.0.0.3” of the mobile node (MN) 110, the
address “10.0.0.1"” of the home agent (HA) 130, and the
address “20.0.0.1” of the correspondent node (CN) 160
20 (process C).

The access router (AR) 140-2 generates a first
registration request RR1 addressed to the home agent (HA)
130 and a second registration request RR1’ addressed to
the correspondent node (CN) 160, and transmits these

25 registration requests (Process D).

Each registration request is relayed to the
destination via MSRs 150. To be more precise, in the
example shown in FIG. 18, registration requests RRl and
RR1‘ transmitted by the access router (AR) 140-2 are

30 received at MSR 150-4. MSR 150-4 produces an entry 1
describing the home address “10.0.0.3” of the mobile
station, the c/o address “12.0.0.1” of the latest node
AR140-2, and the destination address *10.0.0.1" of the



determ ning, at the home agent, whether there is a second entry that has
t'he honme address contained in the 10 data packet; encapsulating the data
packet to produce a tunneling packet if there is the second entry that has
t he hone address contained in the data packet; and transmtting the
tunnel i ng packet to the updated 15 c/o addré8s recorded in the second entry
in association with the hone address. 26. The nethod according to claim 22,

further conprisi 20 the steps of: determn ning whether the nunber. of the
first entries st iaﬁepﬁe(%)oiﬁot ﬁgﬂp%g}rt q:g{nagr SAEEY readf8sriPing
prescribed val ue;tinthone hbar&surben .of ot he, fdfstadartss esihas of eachesnr?5 the
prescribed value, transmtting the acquired first registration request as

it is without stotidd a2REwths rgstdmetyormidastolt? chahdingtt Feec/ o

address cont ai nededrtrelsbenfibhttndRgi @ al 6ONEFRABRIY . Bt enthedBifod
according to claim 22, further conprising the steps of: acquiring, at the

nobi | ity support ¥ulicétedaby Rrpckeddohd FERi dif-atMSBnlydrfusdoraadii®sed to

the home agent angh,ir LhE SOMEHEIRARY 601K eSRORCAE PRde JhGR) t hengrobil e
node has noved into a second foreign link; and updating the first entry by

changi ng the c/o Bs®ddr €58 e¥erafden fimdel(dy ithe dhfeying gfnthewsd o address
contained in theéﬁﬂ%qgg_registration request. 28. The nmethod according to
claim 27, wherein the tirst 10 entry further has a destination address
contained in the acquired Thest M3yilsfratpduceguesy regiaszatiabni on with

the hone addigss apdcibe ghe AHETESS: g5 2% e APEhOLAGE8L0 no to claim
or:

28, further conpristing the steps
“34.0.0.1” as the c/o address and the source address, in

place of ™12.0.0.1” of the latest node AR 140-2. The new
registration requests RR2 and RR2’ are transmitted from
MSR 150-4 (Process E).

15 MSR 150-2 receives the registration request RR2
from MSR 150-4, and starts searching for a target entry in
its cache using the home address “10.0.0.3” of the mobile
node (MN) 110 and the destination address “10.0.0.1” of
the home agent (HA) 130 contained in RR2, as key addresses.

20 When finding the target entry having the home address
*10.0.0.3” and the destination address *“10.0.0.1”, MSR
150-2 compares the c/o address “33.0.0.1" recorded in that
entry with the c/o address “34.0.0.1” contained in RR2
transmitted from MSR 150-4. In this example, these c/o

25 addresses differ from each other, and therefore, MSR 150-2
updates the c/o address of the entry from *33.0.0.1",
which is the address of MSR 150-3, to “34.0.0.1”, which is
the address of the latest node MSR 150-4. At the same time,
the expiration time (i.e., the lifetime) of this entry is

30 reset (Process F).

Then, MSR 150-2 produces a new registration
request RR3, setting its own address “32.0.0.1”, in place

of “34.0.0.2”, as the c/o address. The source address is



producing, at the nobility support router, an erasing request addressed to
the c/'0o address previously recorded in the first entry in association with
t he honme 20 address and the destination address, when the c/o address of
the first entry is updated to the new c/o address; and transmtting the
erasing request fromthe nobility support FdlTer. 25 30. The nethod
according to claim28, further conprising the steps of: receiving, at the

nobility support route an.e in gue con a|n| e honme address of
the robile 30 nod¥%h ﬁaﬂggdréﬁp gﬁt@ Q i Fo?%i]r? 4RRS det er ni ni ng
whet her there is '@y oforst. eTHiy ﬁé@‘ibﬂﬁafc_i’tﬁq h@qaeaddw&&a@@matéwd in the
erasi ng request; |f there is the first entry having the hone h -58

addr ess cont ai nedBEPCERE € asing request, erasing the first entry;

producing a new erasing relqsll@sltsoa-dd%ééﬁ%é G ¢69i SAH G &saeééi@%an the
erased first entry in 5 association with t home address and 't he

desti nation aédré’srsansﬁlﬁat?‘?m 'E"‘tSBnQSQT‘Re r?é\ﬁ eeasehrp ddgueache 1PBR  The
rethod accor di g {utotkab20 ud el bEE SORPTIEAgs ! b 5 8050k TaRel Vi ng

at the nobility support ro an erasing request transmtted from anot her
mobi | ity support destination address %10.0.0.1” contained in RR3 as key

addresses. When finding the target entry, MSR 150-1
compares the c/o address “32.0.0.1” recorded in the target

10 with the c/o address “32.0.0.1” contained in RR3. In this
case, these two addresses agree with each other, and
therefore, MSR150-1 resets the expiration time (i.e., the
lifetime) of the entry without updating the c¢/o address of
the entry.

15 Then, MSR 150-1 produces a new registration
request RR4, setting its own address “31.0.0.1” as the c/o
address and the source address in the registration request,
in place of “32.0.0.1” of RR3. The registration request
RR4 is transmitted from MSR 150-1 to the home agent (HA)

20  130.

Returning to MSR 150-2, upon receiving a
registration request RR2 from MSR 150-4, MSR 150-2
produces a route erasing request ER1 when finding the
target entry. The structure of the route erasing request

25 ER1l is illustrated in FIG. 12A. ER1l contains the home
address *10.0.0.3” of the mobile node (MN) 110 and the
destination address “10.0.0.1” of the home agent (HA) 130
contained in RR2. ERl also contains address “33.0.0.1” of
MSR150-3 as its destination address, which is the latest

30 c/o address recorded in the target entry immediately
before the updating. This route erasing request ERl is
transmitted to MSR 150-3 (Process H).

Upon receiving ER1, MSR 150-3 searches its cache



router and containing a certain hone address; 15 determ ning whether there
i's any first entry that has the certain hone address contained in the
erasing request; if there is the first entry that has the certain hone
address contained in the erasing request, gm ng the 20 first entry;
produci ng a new erasing request addressed t3 the c/o address recorded in
the erased first entry i n association wnth the certain hone address and the
destination addre a nsmtting, t new_er.asi ng,fequ , 32, The
met hod accor di ng a%%%%gﬁ Tt BEFPEo T i g & g HES%Y e oﬁ O % A& ar di ng
the first entry wtmsn cBaspLﬁ.ﬁdei@ﬁ riduiaeski maoha.so JLassefdtsimer inheri | rterentry
has been stored.
CAA L, AY. A A . ALTRIRg ghe stanget, enggy athat Qaspshahome RAdXg&sA  Af A A A AA
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130 via MSRs 150-1, 150-2, and 150-3 to the access router
(AR) 140-1 to a route extending from the home agent (HA)
130 via MSR 150-1, 150-2, and 150-4 to the access router
(AR) 140-2.

25 Returning to MSR 150-4 again, the counterpart
registration request RR2’ produced by and transmitted from
MSR 150-4 is received at MSR 150-5. MSR 150-5 searches its
cache for a target entry using the home address “10.0.0.3”
of the mobile node (MN) 110 and the destination address

30 "20.0.0.1” of the correspondent node (CN) 160 as key
addresses. When finding the target entry that has the home
address “10.0.0.3” and the destination address “20.0.0.1”"
contained in RR2’, MSR 150~5 compares the c/o address
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15 acquired RR3‘, as illustrated in FIG. 19C. The erasing
request ER1’ has a destination address “32.0.0.1” of MSR
150-2, which is the latest c/o address contained in the
entry immediately before the updating. The erasing request
ER1’ is transmitted to MSR 150-2 (Process M).
20 Upon receiving ER1’ from MSR 150-5, MSR 150-2
searches for a target entry in its cache using the home
address “10.0.0.3” and the destination address “20.0.0.1"
of CN 160 originally contained in RR3’ as key addresses.
When finding the target entry that has the home address
25 *10.0.0.3” and the destination address “20.0.0.1"
contained in ER1’, MSR 150-2 erases this target entry.
(Process N).
The erased target entry has the c/o address
%“33.0.0.1”, which is the address of MSR 150-3, in
30 association with the home address and the destination
address. It should be noted that even if the erasing
request ER1’ is not received at MSR 150-2, this entry is

erased when the entry expires.
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109%v& () - | 109V (2 -a158t sdP% LY own address “32.0.0.1" as the source
address of ER2’'. The erasing request ER2’ i1s transmitted
to MSR 150-3 (Process O).
Upon receiving ER2’ from MSR 150-2, MSR 150-3
10 searches for a target entry in its cache using the home
address “10.0.0.3” and the destination address “20.0.0.1”
of CN 160 originally contained in RR3’ as key addresses.
When finding the target entry that has the home address
*10.0.0.3” and the destination address “20.0.0.1”
15 contained in ER2’, MSR 150-3 erases this target entry.
(Process P) .
The erased target entry has the c¢/o address
“11.0.0.1”, which is the address of the access router (AR),
in association with the home address and the destination
20 address. It should be noted that even if the erasing
request ER1l’ is not received at MSR 150-2, this entry is -
erased when the entry expires.
Then, MSR 150-3 produces a new erasing request
ER3’ addressed to the access router (AR) 140-1, as
25 illustrated in FIG. 19E. The erasing request ER3’ has a
destination address “11.0.0.1”, which is the address of
the access router (AR) 140-1 and is contained as the c/o
address in the erased entry. MSR 150-3 also sets its own
address “33.0.0.1” as the source address of ER3’. The
30 erasing request ER3’ is transmitted to the access router
(AR) 140-1 (Process Q).
In this manner, a packet transmission route

extending from the correspondent node (CN) 160 via MSRs
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the home address and the destination address contained in
the registration request (RR) as key addresses (S203), and
determines whether or not there is a target entry having
the same home address and the destination address as those

15 in the acquired RR (S5204).

If there is a target entry that has the same
home address and the destination address (YES in S204), it
is further determined whether the c/o address of the entry
is different from the c/o address contained in the

20 acquired registration request (S205). If the c/o address
of the entry differs from that in the acquired RR (YES in
S205), MSR 150 updates the c/o address of the entry so as
to be in agreement with the c/o address contained in the
registration request (S206).

25 Then, MSR 150 produces an erasing request ER
having a destination address that is consistent with the
latest c/o address immediately before the entry is updated.
This erasing request ER also contains the home address of
the entry and the destination address originally contained

30 in the acquired registration request. This erasing request
ER is transmitted (S207). Then, MSR 150 resets the
expiration time (i.e., the lifetime) of the updated entry
(5208) .
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address of the acquired RR to produce a new registration
request (S209), and the routing operation is carried out
to transmit the new registration request (S210).

10 If in step S204 there is no entry that has the
home address and the destination address contained in the
acquired registration request (NO in S204), a new entry
that describes the home address, the c¢/o address, and the
destination address contained in the acquired registration

15 quest is produced and stored (S212).

Then, the steps S208 through S210 are carried
out. Namely, the expiration time (i.e., the lifetime) of
the entry is reset (S208), its own address of MSR 150 is
set as the c¢/o address in RR (S209), and this registration

20 request is transmitted under the routing operation (S210).

If in step S202 the acquired packet is not a
registration request (NO in S202), MSR 150 determines
whether the acquired packet is an erasing request (ER)
addressed to the MSR 150 itself (S213). If the acquired

25 packet is an erasing request addressed to the MSR 150
itself (YES in S213), MSR 150 erases the entry that has
the home address in the erasing request and the
destination address originally contained in a registration
request (S214). Then, MSR 150 sets the c/o address of the

30 erased entry as the destination address of a new erasing
request (5215), and transmits the new erasing request
(5210) .

If in step S213 the acquired packet is not an
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(8217) . If a data packet is encapsulated (YES in S217),

the data packet is decapsulated (S218). If no data packet

is encapsulated (NO in S217), a higher layer of the

10 acquired packet is processed (S219).

If in step S216 the acquired packet is not
addressed to MSR 150 itself (NO in S216), it is determined
whether the destination address of the acquired packet is
found in an entry (S220). If the destination address is

15 found in an entry (YES in S220), the acquired packet is
encapsulated to produce a tunneling packet with the c/o
address of the entry attached as a destination address of
the tunneling packet (S221). Then, the routing operation
is carried out to transmit the tunneling packet (S210).

20 In this manner, a packet is correctly
transferred to the mobile node even if the mobile node
moves between foreign links.

Thus, the packet transmission system according
to the present invention can effectively prevent packet

25 loss, which i1s a serious problem in the conventional art.
As has been described in conjunction with the prior art,
if a packet is transmitted from the home agent (HA) or the
correspondent node (CN) before the registration request
generated by a new foreign agent (or a new access router)

30 reaches the home agent (HA) or the correspondent node (CN)
in the conventional system, that packet is transferred to
the previous foreign agent providing a link from which the

mobile node has moved away.
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request has reached that MSR on the way to the home agent
or the correspondent node.
15 As long as a new registration request has
reached an MSR, that MSR stores an entry having the home
address of the mobile node and the c/o address from the
latest node. Consequently, a packet transmitted from a
counterpart correspondent node or a home agent is
20 correctly relayed from that MSR to the new link based on
the entry, using the c/o address recorded in the entry.
With this arrangement, packet loss is greatly reduced.
Although the present invention has been
described using an example of packet transmission based on
25 the IPv4 addressing architecture, the present invention is
not limited to this example, but is also applicable to
IPv6 packet transmission systems.
In order to perform the operations illustrated
in FIG. 13 and FIG. 20, each MSR has a packet acquisition
30 unit that acquires a packet, including a registration
request (RR), a data packet (DP), a tunneling packet (TP},
and an erasing request (ER), which are transmitted between

the mobile node and the home agent and/or the counterpart
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'k 109& () - ! 10%@-6/0 address contained in the acquired first registration
request. The first entry storing unit carries out S103-
10 S107, S110, and Sl1ll1ll shown in FIG. 13, as well as S203-
5206, S208, S211, and S212 shown in FIG. 20.

The MSR also has a registration request relay
unit that updates the first registration request by
changing the c/o address to its own address, and transmits

15 the updated first registration request toward the home
agent and/or the counterpart correspondent node. The
registration request relay unit carries out S108 and S109
shown in FIG. 13, and S209 and S210 shown in FIG. 20.

The MSR also has a packet transfer unit. When

20 acquiring a data packet addressed to the mobile node whose
home address is recorded in the first entry, the packet
transfer unit encapsulates the data packet to produce a
tunneling packet, and transmits the tunneling packet to
the ¢/o address recorded in the first entry in association

25 with the home address. The packet transfer unit carries
out S117 and S221 shown in FIG. 13 and FIG. 20,
respectively.

The MSR also has an erasing request generating
unit. When the c/o address of the first entry is updated

30 to the new c/o address, the erasing request generating
unit produces an erasing request addressed to the c¢/o
address previously recorded in the first entry before the

updating. The erasing request generating unit carries out
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a home agent providing a home link and a home

5 address to a mobile node;
one or more access routers, each providing a

foreign link and a c/o address to the mobile node when the
mobile node has moved into the corresponding foreign link;
and

10 one or more mobility support routers that relay
a packet to a destination between the mobile node and the
home agent or a counterpart correspondent node wherever
the mobile node is located, the mobility support router
configured to acquire a first registration request

15 addressed to the home agent and/or the counterpart
correspondent node when the mobile node has moved into a
first foreign link, store a first entry having the home
address of the mobile node and the c/o address contained
in the acquired first registration request, and update the

20 first registration request changing the c/o address to its
own address to pass the updated first registration request
toward the home agent and/or the counterpart correspondent

node.

25
2. The packet transmission system according to claim 1,
wherein when the mobility support router acquires a data
packet addressed to the mobile node whose home address is
contained in the first entry, then the mobility support

30 router encapsulates the data packet to produce a tunneling
packet, and transmits the tunneling packet to the c/o
address recorded in the first entry in association with

the home address.
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3. The packet transmission system according to claim 2,
wherein when the mobility support router has acquired a

5 packet that is neither a registration request, nor a data
packet addressed to the mobility support router itself,
nor a packet with a destination address contained in the
first entry, then the mobility support router carries out
an ordinary routing operation for the acquired packet.

10

4. The packet transmission system according to claim 1,
wherein when the home agent receives the updated
first registration request, the home agent stores a second
15 entry having the home address and the updated c¢/o address
contained in the updated first registration request, and
wherein when the home agent acquires a data
packet addressed to the mobile node whose home address is
recorded in the second entry, the home agent encapsulates
20 the data packet to produce a tunneling packet and
transmits the tunneling packet to the updated c/o address
recorded in the second entry in association with the home

address.

25
5. The packet transmission system according to claim 1,
wherein if the number of the first entries stored in the
mobility support router has reaches a prescribed value,
the mobility support router transmits the acquired first
30 registration request as it is without storing a new first
entry and without changing the c/o address contained in

the first registration request.
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wherein the mobility support router is configured to
acquire a second registration request addressed to the
home agent and/or the counterpart correspondent node when
5 the mobile node has moved into a second foreign link, and
to update the first entry by changing the c¢/o address
recorded in the first entry to a new c/o address contained

in the second registration request.

10 7. The packet transmission system according to claim 6,
wherein the first entry further has a destination address
contained in the acquired first registration request, in

association with the home address and the c¢/o address.

15
8. The packet transmission system according to claim 7,
wherein when the c¢/o address of the first entry is updated
to the new c/o address, the mobility support router
produces and transmits an erasing request addressed to the
20 c¢/o address previously recorded in the first entry in
association with the home address and the destination

address.

25 9. The packet transmission system according to claim 7,
wherein if the mobility support router receives an erasing
request containing the home address of the mobile node
that has moved into the second foreign link, the mobility
support router erases the first entry having that home

30 address, and produces and transmits a new erasing request
addressed to the c/o address recorded in the erased first
entry in association with the home address and the

destination address.
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10. The packet transmission system according to claim 8,
wherein if the mobility support router receives another

5 erasing request that contains the home address recorded in
the first entry from another mobility support router in
the system, the mobility support router erases the first
entry having the home address, and produces and transmits
a new erasing request addressed to the c/o address

10 recorded in the erased first entry in association with the

home address and the destination address.

11. The packet transmission system according to claim 1,
15 wherein the mobility support router discards the first
entry when a predetermined time has passed since the first

entry has been stored.

20 12. A packet transmission route control apparatus used in
a packet transmission system that includes a home agent
providing a home link and a home address to a mobile node,
and one or more access routers, each providing a foreign
link and a c/o address to the mobile node when the mobile

25 node has moved into the corresponding foreign link, the
packet transmission route control apparatus comprising:

a packet acquisition unit configured to acquire
a first registration request addressed to the home agent
and/or a counterpart correspondent node when the mobile

30 node has moved into a first foreign link;

a first entry storing unit configured to store a
first entry having the home address of the mobile node and

the c¢/o address contained in the acquired first
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a registration request relay unit configured to
update the first registration request by changing the c/o
address to its own address and transmit the updated first

5 registration request toward the home agent and/or the

counterpart correspondent node.

13. The packet transmission route control apparatus
10 according to claim 12, further comprising:

a packet transfer unit configured to, when
acquiring a data packet addressed to the mobile node whose
home address is recorded in the first entry, encapsulate
the data packet to produce a tunneling packet and transmit

15 the tunneling packet to the c/o address recorded in the
first entry in association with tﬁe home address, thereby
relaying the packet to the mobile node wherever the mobile

node is located.

20
14. The packet transmission route control apparatus
according to claim 13, wherein when the packet acquisition
unit has acquired a packet that is neither a registration
request, nor a data packet addressed to the mobility

25 support router itself, nor a packet with a destination
address contained in the first entry, then the packet
transfer unit carries out an ordinary routing operation

for the acquired packet.

30
15. The packet transmission route control apparatus
according to claim 12, wherein if the number of the first

entries stored in the first entry storing unit has reached
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a prescribed value, then the first entry storing unit does
not produce a new first entry for a newly acquired first
registration request, the registration request relay unit
does not change the c/o address contained in the newly

5 acquired first registration request, and the packet
transmission route control apparatus transmits the newly

acquired first registration request as it is.

10 16. The packet transmission route control apparatus
according to claim 12, wherein the packet acquisition unit
is configured to acquire a second registration request
addressed to the home agent and/or the counterpart
correspondent node when the mobile node has moved into a

15 second foreign link, and the first entry storing unit is
configured to update the first entry by changing the c/o
address recorded in the first entry to a new c¢/o address

contained in the second registration request.

20
17. The packet transmission route control apparatus
according to claim 16, wherein the first entry further has
a destination address contained in the acquired first
registration request, in association with the home address

25 and the c/o address.

18. The packet transmission route control apparatus
according to claim 17, further comprising:

30 an erasing request generating unit configured to
produce and transmit an erasing request addressed to the
c/o address previously recorded in the first entry in

association with the home address and the destination
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5 19. The packet transmission route control apparatus
according to claim 17, wherein if the packet transmission
route control apparatus receives an erasing request
containing the home address of the mobile node that has
moved into the second foreign link, the first entry

10 storing unit erases the first entry having that home
address, the packet transmission route control apparatus
further comprising

an erasing request generating unit configured to
produce and transmit a new erasing request addressed to

15 the c¢/o address recorded in the erased first entry in
association with the home address and the destination

address.

20 20. The packet transmission route control apparatus
according to claim 18, wherein if the packet transmission
route control apparatus receives another erasing request
containing the home address recorded in the first entry
from another packet transmission route control apparatus,

25 the first entry storing unit erases the first entry having
that home address, and the erasing request generating unit
produces and transmits a new erasing request addressed to
the c/o address recorded in association with the home
address and the destination address in the erased first

30 entry.

21. The packet transmission route control apparatus
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has passed since the first entry has been stored.

22. A method for controlling a packet transmission route
in a packet transmission system including a home agent
providing a home link and a home address to a mobile node,
and one or more access routers, each providing a foreign

10 link and a c/o address to the mobile node when the mobile
node has moved into the corresponding foreign link, the
method comprising the steps of:

setting a mobility support router between the
home agent and the access router;

15 acquiring, at the mobility support router, a
first registration request produced by a first access
router and addressed to the home agent and/or a
counterpart correspondent node when the mobile node has
moved into a first foreign link;

20 storing, at the mobility support router, a first
entry having the home address of the mobile node and a c/o
address contained in the acquired first registration
request; and

updating, at the mobility support router, the

25 first registration request by changing the c/o address to
its own address to pass the updated first registration
request toward the home agent and/or the counterpart

correspondent node.

30
23. The method according to claim 21, further comprising

the steps of:

acquiring, at the mobility support router, a

Jrat epdog: gyoringyog ()-9
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the mobility support router has the same home address

5 contained in the data packet;

encapsulating the data packet to

produce a

tunneling packet if there is the first entry having the

same home address as that contained in the

and

data packet;

10 transmitting the tunneling packet to the c/o

address recorded in the first entry in association with

the home address contained in the data packet.

15 24. The method according to claim 22, further comprising

the steps of:

acquiring a packet at the mobility support

router;

determining whether the packet is either a

20 registration request, a data packet addressed to the

mobility support router itself, or a packet having a

destination address that is contained in the first entry;

and

carrying out an ordinary routing operation if

25 the packet is neither the registration request, nor the

data packet addressed to the mobility support router

itself, nor the packet having a destination address

contained in the first entry.

30

25. The method according to claim 22, further comprising

the steps of:

receiving the updated first registration request
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at the home ‘agent,
storing a second entry having the home address
and the updated c/o address contained in the updated first
registration request in the home agent,
5 acquiring, at the home agent, a data packet
addressed to the mobile node and containing the home
address of the mobile node;
determining, at the home agent, whether there is
a second entry that has the home address contained in the
10 data packet;
encapsulating the data packet to produce a
tunneling packet if there is the second entry that has the
home address contained in the data packet; and
transmitting the tunneling packet to the updated
15 c¢/o address recorded in the second entry in association

with the home address.

26. The method according to claim 22, further comprising
20 the steps of -
determining whether the number of the first
entries stored in the mobility support router has reaches
a prescribed value; and
if the number of the first entries has reaches
25 the prescribed value, transmitting the acquired first
registration request as it is without storing a new first
entry and without changing the c/o address contained in

the first registration request.

30
27. The method according to claim 22, further comprising
the steps of:

acquiring, at the mobility support router, a
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28. The method according to claim 27, wherein the first
10 entry further has a destination address contained in the
acquired first registration request in association with

the home address and the c¢/o address.

15 29. The method according to claim 28, further comprising
the steps of:
producing, at the mobility support router, an
erasing request addressed to the c/o address previously
recorded in the first entry in association with the home
20 address and the destination address, when the c¢/o address
of the first entry is updated to the new c/o address; and
transmitting the erasing request from the

mobility support router.

25
30. The method according to claim 28, further comprising
the steps of:
receiving, at the mobility support router, an
erasing request containing the home address of the mobile
30 node that has moved into a second foreign link;
determining whether there is any first entry
having the home address contained in the erasing request;

if there is the first entry having the home
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address contained in the erasing request, erasing the
first entry;

producing a new erasing request addressed to a
c/o address recorded in the erased first entry in
association with the home address and the destination
address; and

transmitting the new erasing request.

31. The method according to claim 29, further comprising
the steps of:

receiving, at the mobility support router, an
erasing request transmitted from another mobility support
router and containing a certain home address;

determining whether there is any first entry
that has the certain home address contained in the erasing
request;

if there is the first entry that has the certain
home address contained in the erasing request, erasing the
first entry;

producing a new erasing request addressed to the
c/o address recorded in the erased first entry in
association with the certain home address and the
destination address; and

transmitting the new erasing request.

32. The method according to claim 20, further comprising
the step of:
discarding the first entry when a predetermined

time has passed since the first entry has been stored.



