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1 DESCRIPTION MOBILE COMMUNICATION METHOD, MOBILE

STATION AND RADIO BASE STATION 5 Technical Field [0001] The

present invention relates to a mobile tommunication method, a mobile

station and a radio base station. 10 Background Art [0002] Inthe LTE

(Long Term Evolution) type mobile communication system specified by

the 3GPP, a mobile station UE is configured to perform a connection

re-establishment 15 procedurffzﬂ g%t‘e@ﬂng a radio link failure (RLF) in

an RRC connection. Specifically, in the connection re-establishment
MQBdLEd BeltigNhoAiTd SNtivBTHODNfigoBd LLE peTiaTh@ellAebedtidD 10 BASE

processing and to transmit an "RRC Connection Re-establishment

Request" through a common comtrb EAQRhel 20(CCCH) to the selected

cell. [0003] Here, the mobile station UE is configured to select, in the

cell selection processing, a cell which meets a certain propagation level
Teahd teahidhigakdnobile station UE has an 25access right. Summary of
[O%aﬂwention Problems to be Solved by the Present Invention [0004]

The present invention relates to a mobile communication

method, a mobile station and a radio base station.

Background Art
[0002]

In the LTE (Long Term Evolution) type mobile
communication system specified by the 3GPP, a mobile station
UE i1s configured to perform a connection re-establishment
procedure, when detecting a radio link failure (RLF) in an RRC
connection. Specifically, In the connection re-establishment
procedure, the mobile station is configured to perform cell
selection processing and to transmit an “RRC Connection
Re-establishment Request” through a common control channel
(CCCH) to the selected cell.

[0003]

Here, the mobile station UE is configured to select, in
the cell selection processing, a cell which meets a certain
propagation level and to which the mobile station UE has an

access right.

Summary of the Invention
Problems to be Solved by the Present Invention
[0004]
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2 In the connection re-establishment procedure, a radio base station

eNB that manages the selected cell is configured to verify an "RRC

Connection Re-establishment Reque3t" on the basis of "second

verification information (short MAC-I)" 5 contained in the "RRC

Connection Re-establishment Request” to avoid the following problems.

[0005] The radio base station eNB cannot distinguish "RRC

Conngcti e-estahlish t.Re i 0 the -

mobilgﬁstyi](ﬁs(ﬁ 't él’tlhﬂaa)\?g %e%g%nf@fﬁgfﬁﬁcé sﬁéns?ni{ adio
bate SRRECIConet&idinRe-estahissntheRegliestte dootdlingsthecsefigured

C-RNTI (Cell-Radio Network Temporary Identifier) and the same PCI
toMRYELY @Bl IBRto HRNBaELEAt AP 1SRIRB] T Shhet REJUESE stfbkhe

baSHE caFNot iLFAHIS 8 i RRCaEPOACCIRFSIFaTRRASh FEANRR 1)

from others, when a mobile station UE of a malicious user transmits the
corfROnednmoctite RERStdnishaehi Mediesesdabdinsiyre CERMIueRIt” to

20 § Fﬁ%l w iC{] are_randoml| iet. LOOO?] The "short MAC-I" can be
avldy B'er f9 H@V&Péb%iﬁ& f@®RRC Connection Re-establishment
[oBggyest". In other words, the “"short MAC-I" can serve as a checksum for

performing 25 a tampering check of the "RRC Connection
* Re-ediablishattht Rbgsest "s|CO08PM thaiBUTENEE mdBigLinguish “RRC

Coﬁﬂ@%%atwg—%g{%rﬂl%%mgﬁ@ngee%uests” from each other, when

the mobile stations UE that have detected an RLF in different

cells transmit the “RRC Connection Re-establishment Requests”
containing the same C-RNTI (Cell-Radio Network Temporary
Identifier) and the same PCl (Physical Cell ID) to the selected
cell.

[0006]

. The radio base station eNB cannot distinguish an “RRC
Connection Re-establishment Request” from others, when a
mobile station UE of a malicious user transmits the “RRC
Connection Re-establishment Request” containing a C-RNTI and
a PCI which are randomly set.

[0007]

The ““short MAC-1"" can be used to verify the credibility
of the “RRC Connection Re-establishment Request”. |In other
words, the “short MAC-1" can serve as a checksum for performing
a tampering check of the “RRC Connection Re-establishment
Request”.

[0008]
In the LTE type mobile communication system, a tampering

check of an RRC message on a dedicated control channel (DCCH)
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5[0009] Meanwhile, the LIE type mobile communication system is
configured to transmit an "RRC Connection Re-establishment Request"
through the common control channel (CCCH). [0010] 10Furthermore the

sn I nctj
ot YTy I e e Sysen
I saoofsjaneEs 11b|§)é5@ﬂp)ﬂ€8&t¢hﬁdk3d$hCNMA[)l‘fm‘behmﬁl@ﬂhmé%age
the "RRC Connection Re-establishment Request" cannot be generated

in ARPGR LayerL At [doBerRh RN AERRGRS IO the

ppAtRdsdgfopsideration of the 20 foregoing problem. It is an object of the
present invention to provide a mobile communication method, a mobile

[06€8idn and a radio base station which are capable of generating "short
MAC:!' to b contai g_oei.{%"RRC Con e tion Re-establishment

Req é:a’ns n§¥R§ PIGHL mrgfﬂlfﬁgt soﬂ?ec?%?ﬁ%n Is
coRTERGIF éweﬁwﬁtﬁéﬁ§mﬁﬁ“§ﬁj&RRC Connection Re-establishment

Request” through the common control channel (CCCH).
[0010]

Furthermore, the LTE type mobile communication system
has no PDCP layer function for the common control channel
(CCCH).

[0011]

In consideration of the above circumstances, 1t is
apparent that the ‘“short MAC-1" to be contained in the “RRC
Connection Re-establishment Request” cannot be generated under
the current LTE specifications.

[0012]

The present Invention was made in consideration of the
foregoing problem. It is an object of the present invention
to provide a mobile communication method, a mobile station and
a radio base station which are capable of generating ‘“short
MAC-1" to be contained in an “RRC Connection Re-establishment

Request”.

Means for Solving the Problems
[0013]
A First aspect of the present invention is summarized as

a mobile communication method 1including the steps of:
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extracting 5 predetermined bits of the first verification information; and
performing, at the mobile station, cell selection processing, and
transmitting, from the mobile station to a radio base station that manages

tgér%‘%lﬁih cell, ap RRC-ERL; R'%‘Eﬁ“t%'ﬂ.‘%“tioﬁr "ESta%?‘iT?é‘étion
request through a common control 10 channel, upon detection of a radio
linkflarivad imanbiy RS eoofieatidi rie keggnd VENifisttipanafeteatiand an
being set in the RRC-PDU fqor RRC connection re-establishment request.

(B894] HH i FRF aspethete fst PARARENNOSAR h&eBIBNNI15 Heatdf
RO "deaeion (Rekbng goriPEXRIRH %Wrﬁ&ﬁi%ﬁﬁ)\@!ﬁ%'%%?

set in the RRC-PDU for RRC connection re-establishment request. [001
Acsedehdragmeart ofitte pfetbat fivattive /3 Suoahaozeth0 e hoobilend

communication method in ing.the_steps of: generatipg, at a radio hase
SRR o ton TR b CLRY Sl I G e
%aig@f&h@nfpffim?griwrmteﬁtéomiber@r@mmﬁhedadiom base
station, second veritication information by extracting 25 predetermined bits

creat kst weatcatiangsrtasoselessadies bt thamobife BRMicFoceRRC
E%gﬁé%’l PERCPES DS AP LARRMI P iR BRIDGEHESIRGS BShiade
channel, upon detection of a radio link failure in an RRC
connection, the second verification information being set in
the RRC-PDU for RRC connection re-establishment request.
[0014]

In the first aspect, the first parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”’; and a physical cell 1D and
a C-RNTI can be set in the RRC-PDU for RRC connection
re-establishment request.

[0015]

A second aspect of the present invention is summarized
as a mobile communication method including the steps of:
generating, at a radio base station, first verification
information using a TfTirst key, a first parameter and an
algorithm for “Integrity Protection”; generating, at the radio
base station, second verification information by extracting
predetermined bits of the first verification information;
performing, at the mobile station, cell selection processing,
and transmitting, from the mobile station to the radio base
station that manages the selected cell, an RRC-PDU for RRC

connection re-establishment request through a common control
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verification information being set in the RRC-PDU for RRC connection
re-establishment request; and verifying, at the radio base station, the
RRC-PDU for RRC 5 connection re-establishment request received from

t es e secon ic | 0Q16]
BRGNS ST Betaeo g e Pl TR TR e lrre
auhhdiogatoon (PheUsecdiij00ar] ficatithrd afpemauithe pedsgnset in
invention is summarized as a mohile station including: a first verlflcatlon

kRS RatoT genkrhtRmEARtghIed tbdhabd hrdiatidamwest:
'omﬂy iYLy dee @ H K6y vadestaraierier #n8 aRdopBgoFhm f@{c

"Inte Protection”; a second verification information generator unit
cuifinee€dao gmte&bwmnwmlﬁmmmmmtmdbermm@ob| le
%ifterm ned bits o t&%ﬂrst verifi atlon Fformatlon _and a transmitter

dfflg PécPﬁne e SHSr KTRhH FAS RO E

ion, perform cell selection processing and transmit an RRC-PDU
for RRC connection re-establishment request through a common control

channel kB &hadEeasist asaest ihbienhhegtPeasekxceptehethe@dEbnd
f t G-PDU for RRC ti
“%gafﬁ‘%f” 'B ,or %lo%gle%ggﬁ ?B?_G/U - J for connection

re-establishment reque the third aspect, the first
qaanTqgter can be "COUNT", "bearer ID" and "direction (DL/UL)"; and a
physical cell ID and a C-RNTI can be set in_the RRC-PDU for RRC
connectfbrithd KL BEReRE &t Fo§UREESBTBOHBIENTIQR iy SkiFFakherd as

thn%%rﬁ'é“%%ra'é'? | m%ﬁﬂﬁ“r&dﬁ “eit s iR¥56A! FRdPmAtion

physical cell ID of a c ara llure has occurred during
tpenerator unit configured to generate Tirst verification

information by use of a first key, a first parameter and an
algorithm for “Integrity Protection”; a second verification
information generator unit configured to generate second
verification information by extracting predetermined bits of
the first verification information; and a transmitter unit
configured to, upon detection of a radio link failure in an RRC
connection, perform cell selection processing and transmit an
RRC-PDU for RRC connection re-establishment request through a
common control channel to a radio base station that manages the
selected cell, the second verification information being set
in the RRC-PDU for RRC connection re-establishment request.
[0018]

In the third aspect, the first parameter can be “COUNT”,
“bearer ID” and “direction (DL/UL)”; and a physical cell 1D and
a C-RNTI can be set in the RRC-PDU for RRC connection

re-establishment request.
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5 RRC connection, and to set, as the C-RNTI, a C-RNTI used by the
mobile station UE in the cell in which the radio link failure has occurred.
[0020] In the third aspect, the first vefification information 10 generator
unit can be configured to generate the first verification information for a
PDU in which a physical cell ID of a cell in which a radio link failure has
occurred during the RRC connection, a C-RNTI used by the mobile station
;tgﬂ% e cell in which the radio link failure has occurred, and a cell 151D
the selected cell are set. [0021] A fourth aspect of the present
inventiomns dthemathiied asspeciky base statransmilatdeng: adiidt can be
verification information generator unit configured to generate first 20

VATELEREEmREN B5 dhe Ay RGabyed FrdlsaraRuei GRl sR11 1D
2lgosithm o5 iR pERY LrRIEFHON R SERANAHYSTISHIQN FFRIMAiBMg the

generator unit configured to generate second verification information by
SBRacomyecddotey mindd bisedf, s fibeverfivafioraitfokiatiargethtya the

ification 2 it canfi dt ify, b f th ificati
kR A e RS e el cAnidfeh AR MRk el
reesiveeL{ipprg mobile station through a common control channel. [0022]

7 In the fourth aspect, the first parameter can be "COUNT", "bearer
|BPQ& "direction (DL/UL)". [0023] In the fourth aspect, the radio base

f]teﬁ“‘r’]” G dngn %‘t%t%(ﬁ%iﬁ ”%Hﬁé‘i%’d”&%ﬁ’ﬁ%%ﬁ’o‘ﬁ.E‘R%“a/rrﬁgﬁ’}}n
ghbor radio base station, thé second verification information by use o
ajbasdaver prepitatioarsignel. fdjgured to generate the first
verification information for a PDU in which a physical cell 1D
of a cell in which a radio link failure has occurred during the
RRC connection, a C-RNTI used by the mobile station UE in the
cell in which the radio link failure has occurred, and a cell
ID of the selected cell are set.

[0021]

A fourth aspect of the present invention is summarized
as a radio base station including: a first verification
information generator unit configured to generate first
verification information by use of a first key, a first
parameter and an algorithm for “Integrity Protection”; a second
verification information generator unit configured to generate
second verification information by extracting predetermined
bits of the Tirst verification information; and a verification
unit configured to verify, by use of the second verification
information, an RRC-PDU for RRC connection re-establishment
request received from a mobile station through a common control

channel.

[0022]
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In the fourth aspect, the first verification information 10 generator unit can
be configured to extract a physical cell ID and a C-RNTI from the
RRC-PDU for RRC connection re-establishment request received from the
mobile station, to generates a PDU containing the extracted physical cell
ID and C-RNTI as well as a (notification) cell ID of a cell that has 15
received the RRC-PDU, and to generate the first verification information

configtted T Fon, P RRChO S R Siiraotgh eatr e CoRf,
“bezestablisiimantrequiest oy mter(@ibifiglyHether or not the second

verification information held after being received through the handover
ration signal from an neighbor radio base station corresponds to

secorjth VERECAYAP I U SHEIOR CoR@IPSH i B SRSERPHIPRRC further

connection re-establishment 25request. Effect of the Invention [0026] 8
1nablile commoafisnatdtbod, unmbbikosthigu bed atadiobts&gtati®n, an

hich are capable of generating "short MAC-I" contained in an "RR .
e B ort BN R en S RBR IS0 & &R DEETRIAN oF it Fication
i nPoREerdR0B [hiellbie.d katvevrspll spefigiratqodiagigmearl a

mobile communication system according to a first embodiment of the
[ORF&Ent invention. 10[Fig.2]Fig. 2 is a diagram showing a protocol stack

betwah IS a1 Aace afle R EVEPIRRAALRG iR Filation
generator unit can be configured to extract a physical cell ID
and a C-RNTI from the RRC-PDU for RRC connection
re-establishment request received from the mobile station, to
generates a PDU containing the extracted physical cell ID and
C-RNTI as well as a (notification) cell ID of a cell that has
received the RRC-PDU, and to generate the first verification
information for the PDU.

[0025]

In the fourth aspect, the radio base station can be
configured to verify the RRC-PDU for RRC connection
re-establishment request, by determining whether or not the
second verifTication information held after being received
through the handover preparation signal from an neighbor radio
base station corresponds to second verification information

contained in the RRC-PDU for RRC connection re-establishment

request.

Effect of the Invention
[0026]

As described above, the present invention can provide a
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showing a connection re-establishment procedure in the mobile
communication system according to the first embodiment of the present
invention. [Fig.5] Fig. 5 is a sequence diagram showing a connection 20

tabl i ohi icati t -
Mo R B oy Riti hase
stategoenceltiagrana sbowtagpaltbanestiongerestaltiishgentgiroedduidAio- 1

the mobile communication system according to the first embodiment of the
coptabnethvERtah. SHBmbdinerttRaeRoreahARd babiRhBREBIEST -

[0028] (Mobile communication system according to the first embodiment
of the present invention) 9 With reference to Figs. 1 to 6, a mobile
Br¢efinescatipitayremBictbaliby awariigst embodiment of the present
[O. I?jr:ion will be described. The LIE system is applied to the mobile
unication system according to this embodiment. 5[0029] As

[FEaown in FigFghe makileggonguepispiotsystegureaeIdindde djpam of a
embodiment includes an exchange MME and multiple radio base stations

mobi b CaNENBAAADIB0] AVFIED areRE GihebeopsTkHeRidecd ment of
thgﬁﬁﬂgg&tﬁn&g angkthe radio base station eNB according to this
embodiment. r ﬁ] i

[Fig-2] Fig. 2 1s a diagram showing a protocol stack
between a mobile station and a radio base station according to
the first embodiment of the present invention.

[Fig-3] Fig. 3 is a sequence diagram showing an operation
of generating “short MAC-1" in the mobile station according to
the first embodiment of the present invention.

[Fig-4] Fig. 4 1s a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig-5] Fig. 5 1s a sequence diagram showing a connection
re-establishment procedure in the mobile communication system
according to the first embodiment of the present invention.
[Fig-6] Fig. 6 Is a sequence diagram showing a connection
re-establishment procedure in the mobile communication system

according to the first embodiment of the present invention.

Embodiment Mode for carrying out the Invention
[0028]
(Mobile communication system according to the first embodiment

of the present invention)
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Specifically, each of the mobile station UE and the radio base station eNB
according to this embodiment includes an RRC 15 layer function, a PDCP
layer function, an RLC layer function9a MAC layer function and a physical
layer function. [0032] Moreover, in the LIE type mobile communication
system, three kinds of radio bearers for C-plane called "SRBs:
20Signalling Radio Bearers" (SRBO, SRB1 and SRB2) are specified.

[0033] :+khe. " isaradigbeares for a ¢co Q ?C&iﬁ
(CCCH)W rnt Enﬁgﬁﬁggﬁé @Rﬁyéﬁs 33?(51 fér’tr%n@%?t?n&g ﬁﬁ&g on
Gysitectiandosinhg roen fiResitiestt eohtntivet " BRR €n€ gresetitn Rivention
Re-establishment Request”. In a downlink, the "SRBQ" is used for

e REngergEdREgnne {6 'EStaBiSHARN IS 2R kedhALcddls Rghdde
"t hUneaeFean %‘?@Eﬁ@&%ﬁ?ﬂﬁ‘ﬁ@% "RRs CRGHEht

Re-establishment Reject”. [0034] 10 In general, "C-RNTI", "PCI" and
"BAORONIAC-I" are specified as information elements contained in the

"RRC C ion Re-establi R " [0035] 5Here, the "C-RNTI"
included o SHEAnd s Epgkirdd b e VTN SR e HhAST: SHTOA"

\dedB @isatying ceh iatidyebarireaiaeiands aaRidxcMargevamvtheind

"PCI" includes 9 bits, and is specified as an ID of a serving cell connected
tuhEkpbeilsatdgonase sRRfuaseoNSHbideieNBFan RLF.

[0030]

Fig. 2 shows a protocol stack between a mobile station
UE and the radio base station eNB according to this embodiment.
[0031]

Specifically, each of the mobile station UE and the radio
base station eNB according to this embodiment includes an RRC
layer function, a PDCP layer function, an RLC layer function,
a MAC layer function and a physical layer function.

[0032]

Moreover, in the LTE type mobile communication system,
three kinds of radio bearers for C-plane called “SRBs:
Signalling Radio Bearers” (SRBO, SRB1 and SRB2) are specified.
[0033]

The “SRBO” 1s a radio bearer for a common control channel
(CCCH). In an uplink, the “SRB0O” is used for transmitting the
“RRC Connection Establishment Request’ and the “RRC Connection
Re-establishment Request”. 1In a downlink, the “SRBO” is used
for transmitting “RRC Connection Establishment”, “RRC
Connection Reject”, “RRC Connection Re-establishment and “RRC
Connection Re-establishment Reject™.

[0034]
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10 Furthermore, the "short MAC-I" is assumed to include 15 or 16 bits.
[0036] Specifically, the "SRBQO" is used for transmitting a message
in a situation where a sender and a ddg¢eiver cannot be 15 uniquely
specified. [0037] Moreover, since the "SRBO" is the radio bearer for
the common control channel (CCCH), the "SRBO" has no PDCP layer.
Therefore, neither an "Integrity Protection" function nor a 20 "Ciphering"”

functipn c lied:tp the+SRBO:.PQ33] her. he ySRRB1.' is
a radi%ﬂbe%ea‘%c')arg aP Hedilgatgg-lc-:?)nt’rol cﬁganel %@CH?Q&%E ?’J\éégaﬁ)r are

sptandindtingasl RRTFornmaddsaye e frcleditg NéGhasaages Donngoted TRRC
the RRC messages) 25 which are not transmitted by the "SRBO". [0039]

CoppecirthEanktP PIGREGSH BREHGSANG the "Ciphering” function
[Ogg@j)e applied to the "SRB1". [0040] Moreover, the "SRB2" is a

radio bearer for a dedicated control channel (DCCH), and is applied to
"NASHBirect ThesiE~RODIT] BnobudRB26hbs teveapdolig gpecthEied as

o B R S R R ST USSR e 11 U
just before detection of an RLF. Moreover, the “PCI” includes
9 bits, and i1s specified as an ID of a serving cell connected
to the mobile station UE until just before detection of an RLF.
Furthermore, the “short MAC-1" iIs assumed to include 15 or 16
bits.

[0036]

Specifically, the “SRBO” is used for transmitting a
message in a situation where a sender and a receiver cannot be
uniquely specified.

[0037]

Moreover, since the “SRBO” is the radio bearer for the
common control channel (CCCH), the “SRBO” has no PDCP layer.
Therefore, neither an “Integrity Protection” function nor a
“Ciphering” function can be applied to the “SRBO”.

[0038]

Furthermore, the “SRB1” is a radio bearer for a dedicated
control channel (DCCH), and is used for transmitting all RRC
messages (including NAS messages connected to the RRC messages)
which are not transmitted by the “SRBO”.

[0039]

Note that the “Integrity Protection” function and the
“Ciphering” function can be applied to the “SRB1”.

[0040]
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[0042] Moreover, in the JUTE type mobile communication system,
10 a radio bearer for U-plane called a "DRB: Data Radio Bearer" is
specified. [0043] The "DRB" is dlfadio bearer for a dedicated traffic
channel (DTCH), and a necessary number of DRBs are provided 15
depending on communication services. Note that, since the "DRB" has a
PDCP layer, the "Ciphering" function can be applied to the "DRB" within

the P [0 i erence ta Eig. 3, Ipg ill [
20 be@%@ﬁ%’pe@ﬁ%%ﬁggerﬁ n% tﬁ(é: ﬁrﬁrﬁ%ﬁ ?spgcpo\r%j &?dq Eited
con@nfichtiochafonsbtioG)CioHhe mabite stgiorapplarebthetmdicivaSe Direct
station eNB. [0045] As shown in Fig. 3, in Step S1001, the RRC
Trapgffinction 25 generates an RRC-PDU for "RRC Connection
[08@1 tablishment Request" containing a predetermined "short MAC-I".
[0046] For example, the RRC layer function may set, as the 12 have a
valueldfe'0¥3BB27] has lower priority than the “SRB1”, and the

“Integrity Protection” function and the “Ciphering” function
can be applied to the “SRB2”.
[0042]

Moreover, in the LTE type mobile communication system,
a radio bearer for U-plane called a “DRB: Data Radio Bearer”
Is specified.

[0043]

The “DRB” i1s a radio bearer for a dedicated traffic
channel (DTCH), and a necessary number of DRBs are provided
depending on communication services. Note that, since the
“DRB”” has a PDCP layer, the “Ciphering” function can be applied
to the “DRB” within the PDCP layer.

[0044]

With reference to Fig. 3, a description will be given
below of an operation of generating the “short MAC-1 (second
veriftication information)” in the mobile station UE and the
radio base station eNB.

[0045]

As shown in Fig. 3, in Step S1001, the RRC layer function
generates an RRC-PDU for “RRC Connection Re-establishment
Request” containing a predetermined “short MAC-1".

[0046]
For example, the RRC layer function may set, as the

predetermined “short MAC-1"’, a *“‘short MAC-1"" in which all bits
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Moreover, the RRC layer function is configured to set a "C-RNTI" and a
"PCI", which are known to both the mobile station 5 UE and the radio base
station eNB, in the RRC-PDU for "RRZ Connection Re-establishment
Request". [0048] For example, the RRC layer function may set values
currently used by the mobile station UE as the "C-RNTI" and the 10 "PCI"
in the RRC-PDU for "RRC Connection Re-establishment Request". [0049]
haMepr OVRY H@ I§ C.ayer function may set a predetermined number of
h@herorerorowerommrbnsn1me"smxtMACI"lStoa"PCPofa
[0x@qt cell and pad the rest with "0" in the RRC-PDU for "RRC Connection
Re-establishment Request". [0050] In the case of the mobile station

UE, dMPEPYEE <& IBREd 5y 811 SLREHIAHEF ORI Utgdicho set @
«Camet P2 ImWohse-mopig siatiee Wa SR e iR the bR RE station

Connection Re-establishment Request") can be set as the "PCI" of the
UEtarget defie[003d ) Onltasetisdiciaion iretii? .cabe ofliee Ritlio-Babke $ritioiiRRC

25 a "PCI" of a cell which performs "H " I
CoRERE el o TaEa0N AL CERNESN Re.cxabishmen: Reguest

[ofiagTthe mobile station UE) can be set as the "PCI" of the target cell.
[0052] 13 In Step S1002, the RRC layer function transmits the
genefdéd RRANP bR, foltiRRBRSondedtn Felesthbfshnitt Regliesratbues

cumeeﬁ?i:f@ee(ﬁ fwcﬂﬂg. mobile station UE as the “C-RNTI”” and the
“PCI” 1n the RRC-PDU for “RRC Connection Re-establishment
Request™.

[0049]

Moreover, the RRC layer function may set a predetermined
number of higher order or lower order bits in the “short MAC-1”
to a “PCI1” of a target cell and pad the rest with “0” in the
RRC-PDU for “RRC Connection Re-establishment Request”.
[0050]

In the case of the mobile station UE, a “PCI” of a cell
selected by cell selection after an RLF detection (i.e., acell
to which the mobile station UE actually transmits the “RRC
Connection Re-establishment Request™) can be set as the “PCI”
of the target cell.

[0051]

On the other hand, in the case of the radio base station
eNB, a “PCI1” of a cell which performs “HO preparation” (i.e
a cell which i1s likely to receive the “RRC Connection
Re-establishment Request” from the mobile station UE) can be
set as the “PCl1” of the target cell.

[0052]
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[0053] 5In Step S1003, the PDCP layer function generates "MAC-1 (first
verification information)” from the received RRC-PDU for "RRC
Connection Re-establishment Requd§t" by using a predetermined
algorithm (e.g., an algorithm for "Integrity Protection” that is currently in
use) 10[0054] To be more specific, the PDCP layer function
calculates the "MAC-I" by inputting a first key KgRcip and three

parametees .CO 2 bigg)-, "beare bits) “directi L)s
to th? @urr%ﬁ%-u%lgg %%g’ori&wn% foﬁr%?nteig té rﬁg@(ﬁif)&_}%ﬁ%&?% the

gehieratbd firR@yADYYC ipas caltRiRied Oyruseat BonincRerededimldstbment
key KeNB[n+1]. [0056] The master key KeNBis updated at the time of

RefuR§dver t3® tRBCRrrikAY fasiM G NRENBN] to the next master key

[05g [n+1] to be used after the handover. The incremented master key
KeNB[n+1] to be used after the next handover can be used to calculate
the firbn keyaqy R4 (i edtioe FAltRatlary efrthELIEIb AV AGR e PB0RS 7TMAC- 1

B EIGRE R RO KR R s B R B Y i POV
fobearpROr herrrsePArtoREAcheaneh EHafeht: thecplRBE” neymalliindg a
no "bearer ID". However, for 14 the above purpose, the "bearer ID" is also
prepedigsiaidiafe edgBOI U5 EEIGesmaBf SdArPKy the PETP falletegrity
Prgufgg%?&?’ediﬁ%t is currently in use)

[0054]

To be more specific, the PDCP layer function calculates
the “MAC-1" by 1nputting a first key Kgrc 1p and three parameters
“COUNT (32 bits)”, “bearer ID (8 bits)” and “direction (DL/UL)”
to the currently-used algorithm for “Integrity Protection™.
[0055]

Here, the Tirst key Kgrc ip IS calculated by use of an
incremented master key Kens[n+1].-

[0056]

The master key Keng 1S updated at the time of handover from
the current master key Kens[Nn] to the next master key Kens[n+1]
to be used after the handover. The incremented master key
Kens[N+1] to be used after the next handover can be used to
calculate the first key Krre 1p used for calculation of the “short
MAC-17".

[0057]

Moreover, the PDCP layer function uses a “bearer ID” for
the “SRB1” or the “SRBO” as the “bearer ID”. Note that, since
the “SRBO” i1s the radio bearer for the common control channel

(CCCH), the “SRBO” normally has no “bearer ID”. However, for
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"bearer ID" to avoid complexity. When the PDCP layer function uses the
"bearer ID" for the "SRB1" as the 10 "bearer ID", there occurs a trouble
such that "COUNT=0" can not be used in the original RRC-PDU of the

the C%%}Qﬁe[o oa%b.oﬁgv’v Ilﬂﬁéjd‘it% G PRSP I i%cggbﬁfitf iB% for the

ever, the P layer function need not increment
“SREOTR "COUNT" by the "MAC-I" calculation operation. [0060] The
"COUNT" may be expressed by being divided into "HFN" representing
[Oﬂmr order bits and "SN" representing lower order bits. 20[0061] The

PDCR ayes fHactian Bsells pely, thensSpRtipayalp an Acttfbieadds to

and only manages the "HFN" portion. [0062] Furthermore, the
avp DCBeaydr ¥ogctiod takacRBE ditBtisobytaigel b f00B8] samennseper key

S1004, the PDCP layer function transmits the geperated "MAGC<I" to the _, .
KRR OE R DR S CHAAGIBEE e RPN ook
re§¥lfectsupiedetenmi HF(me+ l6r-SBa. J6MERs op&a el ol thror the

received "MAC-I", and sets the bits as the "short MAC-I" in the RRC-PDU

“SRBORRS CbenettmaRrercdfdblithnasm Rbgospl sf0@s5] WhkextheatPDCP

R B BEECHIG RSO AR as ene
“baas@din®1o, thisearebodimary. 40866LiIble such that “COUNT=0" can not
be used i1In the original RRC-PDU of the “SRB1”.

[0059]

In addition, the PDCP layer function sets the “COUNT” to
“0”. However, the PDCP layer function need not increment the
“COUNT” by the *“MAC-1" calculation operation.

[00601]

The “COUNT” may be expressed by being divided into “HFN”
representing higher order bits and “SN” representing lower
order bits.

[0061]

The PDCP layer function inserts only the “SN” portion
into an actual header, and only manages the “HFN” portion.
[0062]

Furthermore, the PDCP Jlayer function sets the
“direction” to “UL™.

[0063]

In Step S1004, the PDCP layer function transmits the
generated “MAC-1" to the RRC layer function.
[0064]
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10Firstly, with reference to Fig. 4, a description will be given of an
example where the connection re-establishment procedure is successfully
performed. [0067] As shown in Fig. 45an RRC connection is established
15 between the mobile station UE and the radio base station eNB and an
51 connection is established between the radio base station eNB and the
exchange MME. Here, the mobile station UE and the radio base station

eNB Ca'f lat 13 0”%9‘9“8 3[f05”%!38”%51%’:“@888?%1&”%%?%&

in Steps 20 68] e ’mobile station UE an

rpdezibtsensiatdnbdits feygcyldbalsSBss "sBAMEBFACFI "theohid@ pidtithe
of a handover procedure, upon completion of a connection

(BECERYREnHANT 35 pRR RGES SR ARTRE arsRAIEE HAGd fikkn the
RREShoy 18rS 1988288 APt SEpRYESIpIasiS RERLE Curing

the RRC connection described above. For example, the mobile station UE
({éléﬁﬁ;]the RLF in any of the foIIowmg cases. 16 [0070] When an

RSRP (Reference | Receiv Power) onnection falls

pelow  7HerUAHIhdR (FSNGRAR0r o et o e I EhRS 11
\Yhegia AN IMAEESIEFeH UrR i aeheWFshaRintly pestsmas Wiherthe

the handover procedure fails

mobile communication system according to this embodiment.

[0066]

Firstly, with reference to Fig. 4, a description will be
given of an example where the connection re-establishment
procedure is successfully performed.

[0067]

As shown in Fig. 4, an RRC connection is established
between the mobile station UE and the radio base station eNB
and an S1 connection is established between the radio base
station eNB and the exchange MME. Here, the mobile station UE
and the radio base station eNB calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S2001 and
S2002.

[0068]

The mobile station UE and the radio base station eNB may
calculate the “short MAC-1" upon completion of a handover
procedure, upon completion of a connection re-establishment
procedure, upon detection of an RLF, or the like.

[0069]

In Step S2003, the mobile station UE detects an RLF during

the RRC connection described above. For example, the mobile

station UE detects the RLF in any of the following cases.
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Thereafter, the mobile station UE performs cell selection processing in
Step S2004, and sends the selected cell 10 (or to the radio base station
eNB that manages the selected cellflfie "RRC Connection
Re-establishment Request" containing the "C-RNTI", "PCI" and "short
MAC-I" through the common control channel. [0071] 15The radio base
station eNB manages a serving cell of the mobile station UE, and

[0 jously holds "UE context (short MAC-I)" of the mobile station UE. For
this Teason, in Step S2006, the radio base station eNB verifies the

. receiigeiRECASRMERErcRerastabliglimdnkBediesd PosempaimnagHe RRC
20 previously-held "short MAC-1" with the "short MAC-I" contained in the
CORRRELAGAne It Re-0&LBHs A FRARESFMH099] thigshokdanfi 2

pr@HEiﬁeﬂmiiﬁ'é@ t%yq@tyoqf thg nBRC Connection Re-establishment

Request" is successful, the radio 25 base station eNB transmits "RRC

+ Connkhton Re-estadlishmentessthemobdd staion $/EnoBtepus2essful ly
LOﬁ(éB In,Step S2008, the mobile station UE transmits "RRC 17 station

pe 4 4] In Step S2009, the radio base station eNB transmits

- "RRGAEANGHIOMBRERVIGHT LA e Medilgstation UE. In Step 5

S2010, the mobile station UE transmits "RRC Connection Reconfiguration
Compieereatieradio base sialphknBgbarspn UE performs cell

selection processing in Step S2004, and sends the selected cell
(or to the radio base station eNB that manages the selected
cell) the “RRC Connection Re-establishment Request” containing
the “C-RNTI”, “PCI” and “short MAC-1" through the common
control channel.

[0071]

The radio base station eNB manages a serving cell of the
mobile station UE, and previously holds “UE context (short
MAC-1)" of the mobile station UE. For this reason, in Step
S2006, the radio base station eNB verifies the received “RRC
Connection Re-establishment Request” by comparing the
previously-held “short MAC-1" with the “short MAC-1"" contained
in the “RRC Connection Re-establishment Request”.

[0072]

In the example of Fig. 4, since the validity of the “RRC
Connection Re-establishment Request” is successful, the radio
base station eNB transmits “RRC Connection Re-establishment”
to the mobile station UE in Step S2007.

[0073]
In Step S2008, the mobile station UE transmits “RRC

Connection Re-establishment Complete” to the radio base
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Secondly, with reference to Fig. 5, a description will be given of an
example where the connection re-establishment 10 procedure fails. [0076]
As shown in Fig. 5, an RRC connectloh is established between the mobile
station UE and the radio base station eNB111 and an 51 connection is
established between the radio base 15 station eNB111 and the exchange
MME. Here, the mobile station UE and the radio base station eNB111

st iﬂ%ﬁt%" ort MAC-I" by performing the operations shown in Fig. 3, in

teps S3001 and S3002. [0077] 20In Step S3003, the mobile station UE

[OQ0@®Ets an RLF during the RRC connection described above. [0078]

Thereafter, the mobile station UE performs cell selection processing in

Step BACREERRFINRs HiSLREMR PAPSsSTETtARNANPHEERRIbRS “RRC
coRNELLRdRatErgUPE Rt SINAFoRTe STARTIRVE.  In Step

Re-establishment Request" containing the "C-RNTI", "PCI" and "short
S2MAG-I" threughahd temmba tbarrol dhanteR(EDTES18 “RRCThE€@adiection

base station eNB112 does not,manage a serving ¢ell of the mabile station
RegRIET QI FrRUBIE Dol AR Ko Tal FohdrRAC FbI B Fikne
[ostaspn UE. For this reason, in Step S3006, the radio base station eNB112
is unable 5 to verify the "RRC Connection Re-establishment Request".

[0080Feconsd ¥ re¥ilithn tdE 53009, e Fatib base atalescamption will
b BRSSO A GRS RtsPe Bl R SR  02dBRal i shment
procedure fails.
[0076]

As shown i1n Fig. 5, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection iIs established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S3001 and
S3002.

[0077]

In Step S3003, the mobile station UE detects an RLF during
the RRC connection described above.
[0078]

Thereafter, the mobile station UE performs cell
selection processing in Step S3004, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0079]
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In Step S3008, the RRC connection between the mobile station UE and
the radiobasestationeNB#1 is released, so that the mobile station UE

transits to an idle state. [0082] 15Aski:scribed above, to succeed in the
connection re-establishment procedure, the radio base station eNB that
manages the cell selected by the mobile station UE needs to previously
hold the "UE context" of the mobile station UE. [0083] 20Here, if the cell

selecﬁ%b I tt&pt' JE js ginal.seryi | e e, -

station E),I‘tgli?(]? g?llgr)]%%ﬁo% re-evsta I@l]r?ngeir?tapgrgﬁdxﬁeg i@%ﬂgéjegssﬁl%glevmg

ce périofiretesimoie kb e ratioothase YEtiemdNB previotshyriesids tied YURo Id ““UE
context" of the mobile station UE p(j\ee Fig. 4)&. 25[0084] On the other

COR&RA tin GPiah SlcEedstulydarkGuttRE thAnedithidedibnlisnhtht th1s
reR<Se AU eyeap’ DRl SAlREla bl B9 APIE SR/ USSR unable

original serving cell of the mobile station UE, the radio base station eNB
totha ridynablag eSRRE cébnoedd iwprdpare statUld sonent eatuaesdbile
[Oégé'ﬁn UE in advance. [0085] The "UE context" can be prepared by
ing out an "HO 5 Preparation procedure”. [0086] In the

handpgenprecadite, 3 haneoyess00ce Bohaseriatee SeAB 6/ eNB#2
transfer the "UE context" of the mobile station UE to a handover-target

traqsd bSe SRiien FENB GRS 10¢1@Fkapdksbnetodgiect” to the

mobile station UE.
[0081]

In Step S3008, the RRC connection between the mobile
station UE and the radio base station eNB#1 is released, so that
the mobile station UE transits to an idle state.

[0082]

As described above, to succeed iIn the connection
re-establishment procedure, the radio base station eNB that
manages the cell selected by the mobile station UE needs to
previously hold the “UE context” of the mobile station UE.
[0083]

Here, 1T the cell selected by the mobile station UE 1is
an original serving cell of the mobile station UE, the
connection re-establishment procedure 1is successfully
performed since the radio base station eNB previously holds the
“UE context” of the mobile station UE (see Fig. 4).

[0084]

On the other hand, in order to successfully carry out the
connection re-establishment procedure even 1f the cell
selected by the mobile station UE i1s not an original serving

cell of the mobile station UE, the radio base station eNB that
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Moreover,in case of an RLF detection,the handover-source radio base
station S-eNB can transmit the "HO Preparation" containing the "UE
context" of the mobile station 15 UE18 one or more neighbor radio base
stations any time, even when the handover procedure is not intended.
[0088] Thirdly, with reference to Fig. 6, a description will be  given of
operations of the mobile communication system 20 according to this

RaRodimentin fe s S HPeb APAVER DB contak#PWE HAE BBl
maan C connecttliorrf%éestg’&i&e(?)between the mggﬁ]e stagon UI:irgn(ﬁt%el ©
stediohasE siaticaddBtEl and an Si connection is established between

the radio base 25 station eNB111 and the exchange MME. Here, the

[OR#mle station UE and the radio base station eNB111 calculate "short
MACFhBY-RIEIQLBIRGLE ORaIESOUAOA Iy e i Pl 8RRL aRCHHO
S4002. [0090] 20 Here, in Step S4003, the radio baseé station

Prep@nat keangpriccad regparation” containing "UE context (short MAC-I)"

[Oé%ggg mobile station UE to the neighbor radio base station eNB112.

1] In Step S4004, after acquisition of the "UE context (short

MAC1H} eHeerarbiR elRtiprdeBdineeradiohasgslaliarsell Pé2riti v iase
"HO Preparation Ack" showing that effect to the mobile station UE.
stagpoy2p-eNB can transfer the “UE context” of the mobile
station UE to a handover-target radio base station T-eNB by the
“HO Preparation”.
[0087]

Moreover, 1In case of an RLF detection, the
handover-source radio base station S-eNB can transmit the “HO
Preparation” containing the “UE context” of the mobile station
UE to one or more neighbor radio base stations any time, even
when the handover procedure is not intended.

[0088]

Thirdly, with reference to Fig. 6, a description will be
given of operations of the mobile communication system
according to this embodiment In the case described above.
[0089]

As shown in Fig. 6, an RRC connection is established
between the mobile station UE and the radio base station eNB#1
and an S1 connection iIs established between the radio base
station eNB#1 and the exchange MME. Here, the mobile station
UE and the radio base station eNB#1 calculate “short MAC-1" by
performing the operations shown in Fig. 3, in Steps S4001 and
S4002.

[00901]
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In Step S4005, the mobile station UE detects an RLF during the RRC
connection described above. [0093] Thereafter, the mobile station UE
performs cell 15 selection processirPin Step S4006, and sends the
selected cell (or the radio base station eNB112 that manages the selected
cell) the "RRC Connection Re-establishment Request" containing the
"C-RNTI", "PCI" and "short MAC-I" through the common control channel.

20[0Q94 e radig b ion 1 Vi o] "UE
contg_j?? %s%brtWAC%gggf ?ﬁeﬁ (?néc%’lle Qﬁon%@iio%ﬁ%é:ea%%#?nogteg NB#1
tr&dens the fatlio Pasepstatidol eNBltdntafied thy rétidivedSRBt (short
Conpgction Re-establishment Request" by 25 comparing the }
MAGrldouEntle SHBR M &Stk IR Unde MAE- 1 MESSHEBRRG jRaddo base
statRECenpession Re-establishment Request”. [0095] 21 Connection
Re-establishment Request" is successful, the radio base station eNB112
[06ahdmits "RRC Connection Re-establishment” to the mobile station UE in

Step $540Q9. [0096 Step,S4010, the mobjle station UE transmits "RRC

ComEaigH B e B AP WA Ri6 badD et coNtext
(sROBEMACAAY7] birerneimopia stattiert ebB LK, treme i R) Fade station

Switch" 10 to the exchange MME in Step S4011, and also transmits "RRC

eNBiba fdcabhnRd nTitlRKe RatR koA ik sahel Uit isdpeddect to the

mobile station UE.
[0092]

In Step S4005, the mobile station UE detects an RLF during
the RRC connection described above.
[0093]

Thereafter, the mobile station UE performs cell
selection processing In Step S4006, and sends the selected cell
(or the radio base station eNB#2 that manages the selected cell)
the “RRC Connection Re-establishment Request” containing the
“C-RNTI”, “PCI” and “short MAC-1" through the common control
channel.

[0094]

The radio base station eNB#2 previously holds the “UE
context (short MAC-1)" of the mobile station UE. For this
reason, in Step S4008, the radio base station eNB#2 verifies
the received “RRC Connection Re-establishment Request” by
comparing the previously-held “short MAC-1” with the “short
MAC-1" contained in the “RRC Connection Re-establishment
Request™.

[0095]
In the example of Fig. 6, since the validity of the “RRC
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[0098] In Step S4013, the mobile station UE transmits "RRC 15
Connection Reconfiguration Complete" to the radio base station eNB112.
In Step S4014, the exchange MME 2dnsmits "51 Path Switch Ack" to the
radio base station eNB112. [0099] As a result, the connection
re-establishment procedure 20 described above is successfully
performed, so that an RRC connection is established between the mobile

i | i Qﬁ@ﬁ ti 2,z ectjon.i -

Cogﬁ%% |$k¢5d%é]§tv%]§(§r1§t ‘eJ:Ira |oe aslggst tion er%nEZﬁﬁﬁgﬁge?ggchﬁg%e?adm

babBVEL 4XE00] 2h@UR antagemitsifeRROf Cos neabi e cmoRewasdaiohi shment”
system according to the first embodiment of the present invention)

toThBe BRI SR ERAILRBN st ALER R R%he first embodiment of

[05'5?6 resent invention enables calculation of the "short MAC-1" contained in
the "RRC Connection 22 Re-establishment Request" transmitted through
the cdmmatenB40diannéhieavirabid ® Deraklen fudcticer JoEpmts “RRC

Moreqver, according tq the mobile communication system,5 according t
COMUFFE SMo iR TRt SR IOE GBI GFe rakid bBOE suloH Enpase
stH¥ei haseregived "short MAC-I" by the "HO Preparation” does not need to

calculate the "short MAC-I". Therefore, the radio base station eNB can
[008rfd the "RRC Connection Re-establishment Request" by simply

compiRg g el MASE o 10RENS RGN PR wi tcn
to the exchange MME in Step S4011, and also transmits “RRC
Connection Reconfiguration” to the mobile station UE In Step
S4012.
[0098]

In Step S4013, the mobile station UE transmits “RRC
Connection Reconfiguration Complete” to the radio base station
eNB#2. In Step S4014, the exchange MME transmits “S1 Path
Switch Ack” to the radio base station eNB#2.

[0099]

As a result, the connection re-establishment procedure
described above is successfully performed, so that an RRC
connection is established between the mobile station UE and the
radio base station eNB#2, and an S1 connection is established
between the radio base station eNB#2 and the exchange MME.
[0100]

(Advantageous effect of the mobile communication system
according to the first embodiment of the present invention)

The mobile communication system according to the first
embodiment of the present invention enables calculation of the

“short MAC-1"’ contained in the “RRC Connection
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Furthermore, according to the mobile communication system according to
the first embodiment of the present invention, the validity of the "RRC
Connection 15 Re-establishment Re2iest" can be successful even when
the algorithm for "Integrity Protection” to be used (in the LIE system, it is
possible to select between two types, AES and Snow3G) varies between
the handover-source radio base station S-eNB and the handover-target

. LT oo 0 ifiod |
Re%’%%ﬁﬁﬁb%@%ﬂoﬁé%Elﬁgmgypé%@%m\ﬁfcton igl::l]féd nogﬁ tg@‘}%m%(%mon
colttOdHrepheaatival thetvneg mud deDCEN Istyet 2FddmesEdbrHowever, note

that such "HO Preparation” contains "C-RNTI" and "PCI". [0104] In such a
[0(1:9@, firstly, the RRC layer function of the 23 "PCI" contained in the "RRC

ConngeiieinReresiabig g igReauesle MRctVAS MOFMTCRS SR s tem
UE, and temporarily creates an RRC-PDU for "RRC Connection
acRerexaplitiontde Reqsdsendrodthensntsof theeprasentGRENtant , the

"PCI". 5[0105] .. Here, the RRC.I function of i '
ragfig, Ranto, SEABLTE 2B oAl Lo FeC RS VARIA £l -G o by the
“HBREdPAPdel drR(deeansstondirt eptrbidtugritdegHest'sk3PeIMAC- 17 .

10Alternatively, the RRC layer function of the neighbor radio base station

Thgngililqze}setsﬂlﬁgh@ra&ij@r mgwasmrémts a\NtheCaRorv Sy _t&bﬁ “RRC
cor A e e L 2 I SR i e
“shotseMALS e (esi iy "@He tIRRERIGYHEIU fan&HGI.onnection
[Oi%aﬁstablishment Request".

Furthermore, according to the mobile communication
system according to the Tfirst embodiment of the present
invention, the validity of the “RRC Connection
Re-establishment Request” can be successful even when the
algorithm for “Integrity Protection” to be used (in the LTE
system, it is possible to select between two types, AES and
Snow3G) varies between the handover-source radio base station
S-eNB and the handover-target radio base station T-eNB during
handover.

[0103]
(Modified Example)
The radio base station eNB#1 may also be configured not

to transmit “HO Preparation” that does not contain “short

MAC-1". However, note that such “HO Preparation” contains
“C-RNTI” and “PCI”.
[0104]

In such a case, firstly, the RRC layer function of the

neighbor radio base station eNB#2 extracts the “C-RNTI” and
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neighbor radio base station eNB112. [0108] Thirdly, the PDCP layer
function of the neighbor radio base station eNB112 calculates "MAC-I
(which may also be called 25 X-MAC due to "MAC-I" on the receiving

“p ipl,e)". iyst hqy cip,F'Q'g UNTE HD" (o Rgle g’q '

gre haﬁéﬁge}g}fﬁysame rléglr?ner as t%e gg&ﬂ%‘%@ﬁperﬁfﬁ%ﬁ% m%BWg nt

Reqiatist’UEe[@4D9¢ 24 rom AthethiplthdRBREaAtyenflwitticanaf tbemporarily
neighbor radio base station eNB#2 extracts 16 LSBs or 16 MSBs of the

Creghes) Reivi-rom4nelebep RifctidPiifat oSk Maganent

ReqBdPt on THSRBSIRECLENEHRN elfieaigbeiagieriasesigliopc
eNB#2 checks if the "short X-MAC" corresponds to the "short MAC-I"

[02&6hihined in the "RRC Connection Re-establishment Request" received
from the mobjle stati E. Thus, the RRC 10 layer functipp evaluates the
crocibi ot HESHIRE ot e-LRR I it G (BraFp Dase
sthieidhaiNgas PserayedIrpcoduigeds B¢t Redorraemfar thameghbes radmo jn
base station eNB#2, the neighbor radio base 15 station eNB#2 does not

thaaRRthe irdt Koy KgRRép Sinnaesd heighRer rekebhisknanh deguest” .

[ %%imt previously hold "UE context". Therefore, the neighbor radio base
atron eNB#2 transmits "RRC Connection Re-establishment Reject"
withoptl edlenlatingedyort KWdARRC2A[&)&2] function of the neighbor

radio base station eNB#2 sets higher order or lower order bits
in the “short MAC-1" to a “PCl1” (a “PCI” under the radio base
station eNB#2 that has received the “RRC Connection
Re-establishment Request” from the mobile station UE) and sets
the rest to “0” 1iIn the RRC-PDU for “RRC Connection
Re-establishment Request”.

[0107]

Secondly, the RRC layer function of the neighbor radio
base station eNB#2 transmits the generated RRC-PDU for “RRC
Connection Re-establishment Request” to the PDCP layer
function of the neighbor radio base station eNB#2.

[0108]

Thirdly, the PDCP layer function of the neighbor radio
base station eNB#2 calculates “MAC-1 (which may also be called
X-MAC due to “MAC-1" on the receiving side)”. Here, the first
key Krrc_1p, “COUNT”’, “bearer 1D and “direction” are handled in
the same manner as the calculation operation in the mobile
station UE.

[0109]
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Note that operation of the above described mobile station UE and the
radio base station eNB may be implemented by means of hardware, a
software module executed by a proc&sor, or a combination of both.
25[0113] The software module may be provided in any type of
storage medium such as an RAM (Random Access Memory), a flash
memory, a ROM (Read Only Memory), an EPROM (Erasable

Progra aﬁﬁ P ( jca -
Programa e gg%hgnﬁaegg{% ?ﬁ%@@k&g Egﬁn??\%%gﬂggﬁ 5?%'0
Gase GdatibENB# T lex braicse heedisBs i®coldhetsBd tofthehprotgsar™
so that the processor can read and write information from and to the

RBRERY AT AERS (B B Bt CHR) B8 ikBo/cld fto ysort

progeessr. Also, the storage medium and the processor may be provided
in an ASIC. The ASIC may be provided in the mobile station UE and the
rfdid Bdse station eNB. Also, the storage medium and the processor may

be provided j mobilg 10 station and the radio base station eNB as
2 dlocrel E ooV RSO B N BE NG fraRtn eGP
keg:desrEbRY "iﬁeéﬂ'é U‘Sﬁlﬁ)ﬂie Mﬂ(@’e'@@?ﬁéﬁsﬂﬁd@\%@}/%&t ISshort
apparent to 15 those skilled in the art that the present invention is not

Ifiked fo @@Wé_ﬁlid’dﬁqméﬁt cﬁ!@ﬁ:ri5‘&8@36@hﬁ‘.nﬁ%iﬁtfatiBﬁsQﬁiﬁbdﬁﬁ_ﬁfﬂﬁgt
SUd5psepLINELIP FA BRAER IRy ATRAAS o e SHi sae

scope of the present invention defi y escri € 5cope o

daiyes: Finust drabv8lisaessthedciredin id iayilbBEagveRROrposacatblon
has no intention whatsoever to limit the present invention. 26 CLAIMS 1.

RenssitebbrshuabRRINRIRod comprising the steps of:
[0111]

Note that, if a “Prepare procedure” is not performed for
the neighbor radio base station eNB#2, the neighbor radio base
station eNB#2 does not have the first key Kgrc 1p Since the
neighbor radio base station eNB#2 does not previously hold “UE
context”. Therefore, the neighbor radio base station eNB#2
transmits “RRC Connection Re-establishment Reject” without
calculating “short X-MAC”.

[0112]

Note that operation of the above described mobile station
UE and the radio base station eNB may be implemented by means
of hardware, a software module executed by a processor, or a
combination of both.

[0113]

The software module may be provided in any type of storage
medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
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extracting predetermined bits of the first verification information; and
10performing, at the mobile station, cell selection processing, and
transmitting, from the mobile station to a radio base station that manages

refstapcted o8 an fiikPRY F%ﬁn%l?&oﬁ%ﬂ'lﬁ%ﬁ“ rS‘re_SéaQiEDﬁti‘g‘E .
equest through a common control channel, upon detection of a radio link
[Ofaildije in an 15 RRC connection, the second verification information being

set in the RRC-PDU for RRC connection re-establishment request. 2. The

mobiltRRRIRGRIFEAENLA SEBRIRG IS LI AR TR HRIQRERN & that

thBAFYBRIEE &0 1 XN re REARE W3S SASIARLPHOHL ¥ r8Rdand ®o the
physical cell ID and a C-RNTI are set in the RRC-PDU for RRC

stovagectivad euastablishatent tegustoIageA nesbilenconayubieatiortegrated
method com risinr% the s enerati t a radio,bgse station

i f:
i RS R mation Som S o REG 08 Arer AR KRR Pl peessOr
ma@lassitypdon dBiedTY BRolesiien”; geReraiBpc ahtie elip pasq g&liotn the

mog?:loenitation UE and the radio base station eNB. Also, the
storage medium and the processor may be provided in the mobile
station UE and the radio base station eNB as a discrete
component.

[0115]

Hereinabove, the present invention has been described iIn
detail using the above embodiment; however, it is apparent to
those skilled in the art that the present invention is not
limited to the embodiment described herein. Modifications and
variations of the present iInvention can be made without
departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what

Is described herein is for i1llustrative purpose, and has no

intention whatsoever to limit the present iInvention.
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radio base station that manages the selected cell, an RRC-PDU for RRC
connection re-establishment request through a common control channel,
upon detection of a radio link failure in an RRC connection, the second
verification information being set i it RC-PDU for RRC connection
re-establishment request; and 10 venE/lng, at the radio base station, the
RRC-PDU for RRC connection re-establishment request received from the
mobile station by use of the second verification information. 4. The

rhobile oMARITiBafBRATHRAGGH ARBORGREAE GQR ™ SENG HEIRIFLEPS (Rd -
first paf?%@%%iéi'éﬁo,u!i‘{ "a PREEAND” dndk iGFEClPRA&L/ Ve i fict fon

mobile station comprising: 20a first verification information generator unit
dorfigmed korgdnerase fiedt eerfiiozibrkeyormafonsly pee ahetict keg, an

first patameter and an algorithm for "Integrity, Protection"; a second
\?eiﬂﬁréi?é%n?@ﬁnat %%@ﬁ!afé{%rrlﬂﬁ?ﬁgg figured to generate second
verificatigshiE¥arFeaoN idnadiHtirresieleoinedsis i therfirfication

verification information; and  a transmitter unit configured to, upon
darbeniarenrdeio RULFARKENE aprRAETeBANReHoR Iforferh thp Tirst

%%?‘ittﬁ)%a?ﬁ 8ﬁo‘iﬁﬁ%pg?%}{an§rqyt an RRC-PDU for RRC connection

re-es shment request through a common control channel to a radio
base stagimrfthatimgpages theselecieillec! sthetdeeqgndaet Ficatidhection

information being set in the RRC-PDU for RRC ) )

processing, and transmitting, from the mobile station to a
radio base station that manages the selected cell, an RRC-PDU
for RRC connection re-establishment request through a common
control channel, upon detection of a radio link failure in an
RRC connection, the second verification information being set

in the RRC-PDU for RRC connection re-establishment request.

2. The mobile communication method according to claim 1,
wherein

the first parameter is “COUNT”, “bearer 1ID” and
“direction (DL/UL)”’; and

a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

3. A mobile communication method comprising the steps of:

generating, at a radio base station, first verification
information using a first key, a first parameter and an
algorithm for “Integrity Protection”;

generating, at the radio base station, second
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RRC-PDU for RRC connection re-establishment request. 7. The mobile
station according to any one of claims 5 and 6, wherein 15the transmitter
unit is configured to set, as the physical cell ID, a physical cell ID of a cell

[ ' io li i C H ti
gt R e e S R G Ry
ithvehi€irtbe naelird fimkdtilore haf@ooatriazh 20 8. A radio base station
comprising: a first verification information generator unit configured to

generat@$ SOV ittio R tnrdSatiBRMN Gse TR ikt ke fed birsBRLRGHERSY
H1HaEAIRG BT Ear SRR OPFEANthe moB PREELYGEHCRECRNe

information generator unit configured to generate second verification
infuthtatios ®\sértaotingartdeeagaedhitsseletidtastficatioMRC-PDU

information; and 29 a verification unit configured ve%b use of
R S UARRETAR Rt LR SRR RN Qb fmon
recpiPOIsEeMIPAURRSHeget@ra Fom armolitel palIGR KRLUANIPe iin an
common control channel. 5 9.The radio base station according to claim 8,
WwRErg@nnection, the second verification information being set
in the RRC-PDU for RRC connection re-establishment request; and

verifying, at the radio base station, the RRC-PDU for RRC
connection re-establishment request received from the mobile

station by use of the second verification information.

4. The mobile communication method according to claim 3,
wherein
the first parameter is “COUNT”, “bearer 1ID” and

“direction (DL/UL)™.

5. A mobile station comprising:

a Tirst verification information generator unit
configured to generate first verification information by use
of a first key, a first parameter and an algorithm for
“Integrity Protection”;

a second verification information generator unit
configured to generate second verification information by
taking out predetermined bits of the first verification
information; and

a transmitter unit configured to, upon detection of a

radio link failure in an RRC connection, perform cell selection
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the first parameter is "COUNT", "bearer ID" and "direction (DL/UL)".
1010.The radio base station according to any one of claims 8 and 9,
further comprising: a notificatior28nit configured to notify, to an
neighbor radio base station, the second verification information by use of
a handover preparation signal. 15 11. The mobile station according to any
one of claims 5 to 7, wherein the first verification information

-unit i nfi engratgthe dikst veriticatign in '
gﬁ% Imawh%& ap Pég}%g?gallr% og 5 Ecelﬁh?ﬁ WE:% a%%%io %ﬁ}%ﬁﬁem
has-estatyédishwan thre dqRiRStc whirectiybn aaconirisi | csetirioy tebanakile to
station_UE in the cell_.in which the radio link failure has occurred, and a cell

1B FRH0 Daseistablondaat panggesHheagr) satedcribh abRs RS
YOI RIS B8 MBRAT SR ing BE{IStVerificaliar IIMAYP RRC
generator unit is configured to extract a physical cell ID and a C-RNTI
foomndet BonR RE-F1afbl FTIREndomesttestre-establishment request
received from the mobile station, to generates a PDU containing the

extracted physical cell ID and C-RNTI as well as a (notification) cell ID of a
el thattes reasived Shatidk-BE/drding to claim 5, wherein

the Tfirst parameter 1is “COUNT”, “bearer ID” and
“direction (DL/UL)”’; and
a physical cell ID and a C-RNTI are set in the RRC-PDU

for RRC connection re-establishment request.

7. The mobile station according to any one of claims 5 and
6, wherein

the transmitter unit is configured to set, as the
physical cell 1D, a physical cell ID of a cell in which a radio
link failure has occurred during the RRC connection, and to set,
as the C-RNTI, a C-RNTI used by the mobile station UE in the

cell in which the radio link failure has occurred.

8. A radio base station comprising:

a Tirst verification information generator unit
configured to generate first verification information by use
of a Tfirst key, a Tirst parameter and an algorithm for
“Integrity Protection”;

a second verification information dgenerator unit
configured to generate second verification information by
extracting predetermined bits of the first verification

information; and
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5 and to generate the first verification information for the PDU. 13.The
radio base station according to claim 10, wherein the radio base
station is configured to verify the RRZ3PDU for RRC connection
re-establishment request, by 10 determining whether or not the second
verification information held after being received through the handover
preparation signal from an neighbor radio base station corresponds to

second ifigation.i [ j j - for RR
oL S ATERLPTONPE EOGHIRY REREARL BT e or the
seCandMWe NIFA € Y dMENKobmMEIBIh £ ST ARROIRBNPARARO B&Biection

STATION. 5 A mobile communication method according to the

repREAP M ENEER ThcliEMYSRE stEFSSE G er g afa ORI &adhation
thidEYHirst vesificatiorBiarraiceHanHeR of a first key, a first parameter

and an algorithm for "Integrity 10 Protection"; generating, at the mobile
station (UE), second verification information by extracting predetermined

9 bits oﬁ he first,verification information; and performing, eit the obilj;lﬁ n

- statio ﬁ%&ﬁ?‘géﬁsaé&‘?or? ActSBinGCERE HERSmEng, I the nioliE=""
statiopHe a i paspskaiieckr thag snargaeathe selegied el anp”  and
RRC-PDU for RRC connection re-establishment request through a

“dés@etdPeortBiLBbdnel, upon detection of a radio link failure in an RRC
connection, the second verification information being set in the RRC-PDU
for RRC connection re-establishment request. 20 FIG. 3

10. The radio base station according to any one of claims 8

and 9, further comprising:
a notification unit configured to notify, to an neighbor
radio base station, the second verification information by use

of a handover preparation signal.

11. The mobile station according to any one of claims 5 to
7, wherein

the fTirst verification information generator unit 1is
configured to generate the first verification information for
a PDU 1n which a physical cell ID of a cell in which a radio
link failure has occurred during the RRC connection, a C-RNTI
used by the mobile station UE in the cell in which the radio
link failure has occurred, and a cell 1D of the selected cell

are set.

12. The radio base station according to any one of claims 8
to 10, wherein
the fTirst verification information generator unit 1is

configured to extract a physical cell ID and a C-RNTI from the
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RRC-PDU for RRC connection re-establishment request received
from the mobile station, to generates a PDU containing the
extracted physical cell ID and C-RNTI as well as a
(notification) cell ID of a cell that has received the RRC-PDU,

and to generate the first verification information for the PDU.

13. The radio base station according to claim 10, wherein

the radio base station is configured to verify the
RRC-PDU for RRC connection re-establishment request, by
determining whether or not the second verification information
held after being received through the handover preparation
signal from an neighbor radio base station corresponds to
second verifTication information contained in the RRC-PDU for

RRC connection re-establishment request.
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