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METHOD AND SYSTEM FOR SECURI NG W RELESS SYSTEMS AND
DEVI CES Field of the Invention [0001] The present

WO nooe/8i3en rel ates to network and systens secuPCT/§G2007000438

particular, the invention relates to a system and

met hod for wrel ess network sicurity. Backgr ound

[ 0002] As wirel ess services becom ng nore popul ar,
there is a demand for one device that supports
multiple wireless networks, such as w rel ess Personal

Area Net wor METAIDD WNE §¥STEM FGRSECURENGs s
Mesh, Wreless Metropolitan Area Network (WVAN), and

etc, at the saWMERELESS S STEMSdANI2 DENICESIpport s
mul ti ple networks, the network securities becone
utmost inportant. [0003] There are works and sol utions
proposed substantially ]!;E\'T {r& gve t.he security of W.AN
starting from | EEE 802Field et thadnyeatiop r ed Equi val ent

obbféacy (WEfa JP&SQBPQINCHU&IQ Bes BRI ARA s Etgmgogec&nty In

i fication Tenporal Key Integrity Protocol
pﬁﬁtﬂ)! thednViéntien rélates 6xa sxbtohr and metidBAo1Pikless nEtwonkisecurity.
security standard such as WFi Protected Access
(WPA/ WPA2) protocol work well for wirel ess devices
supporting WAN, it is noagRgpuif address the
security requirenents of such devices and systens that
support nultiple wirel ess networks. [0004] Wred
[Eoed]val encis Wireless gervitEPbe¢agniag neore populan thes¢ salderdand for one

dVPoe MR RGres, AUt ie SHER RO Gtk " i, Siategs Personal Area
NetwoRR (P ANY, 2 ireRESL AROCWLIAN) T \Wrdl 45 8fdsh] WareRat Mdtropdlitan Area

it will increase the dlfflcuit for crackers. However,

Netwiorls EYMANS, adh ek thi saree imed Eonauelygiverat et suppota sultiple
R e R R A 11

ai rcratk-ng,

[0003] There are works and solutions proposed substantially to improve the
security of WLAN starting from IEEE 802.11 standard Wired Equivalent Privacy
(WEP) protocol, to 802.1X amendment to 802.1 specifications, to Temporal Key
Integrity Protocol (TKIP) and Wi-Fi Protected Access (WPA/WPA2). Though security
standard such as WiFi Protected Access (WPA/WPA2) protocol work well for wireless
devices supporting WLAN, it is not easy to address the security requirements of such

devices and systems that support multiple wireless networks.

[0004] Wired Equivalency Privacy (WEP) is an encryption standard that was
used for wireless security. WEP comes in different key sizes. The common key
lengths are currently 128- and 256-bit. The longer the better as it will increase the
difficulty for crackers. However, as flaws were quickly discovered and exploited, it
was shown that several open source utilities such as aircrack-ng, weplab, WEPCrack or
airsnort can be used to break in the WEP protected network by examining packets and
looking for patterns in the encryption. The major problem in WEP is that if packets on

a network can be acquired, it is only a matter of time to crack the WEP encryption.
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airsnort can be used to break in the WEP protected
networ k by exam ni ng packets and | ooking for patterns

WO poovlge3sncr ypti on. The major probl emin WEP iBCT/B&2007/H00438

packets on a network can be acquired, it is only a

matter of time to crack the WEP encryption.[0005] WEP

is a shared key system wher e2t he access poi nt uses

the sane key as all clients devices and the clients
[oosjces al WE v ﬂlatéﬂbk@ad?etekﬁwhﬂfré theecdss oing usesAhe same key
hacker needs to only conmpraom se the shared key from. a

ag allytlientrdevices Apd 'ihﬁ@hmdﬁweﬁ%%ﬂl%@me keshwih each other. A
JH(&IUH%,%B tb UJntl %fml FaGis We El%'e&/\ﬁg Bo ﬁ{e i ﬁ?ér & the WEP

ave t e elt Fenua gl ven T t users
profectadnptworkt dan lxeanmmbetdL n@.lrdﬂ:w the key for WEPhmretetted lnetwork have

distributed to the connec evi ces VI ot her
(G Feriter Toavaafy SHEGe St vy o Lapvas Lo e Sprnerijug devices, or i
A8 be diQAOGED UStHRUMhhSRh ARvI¥es v%qgﬁér%ﬁfeﬁﬁ@atﬁ)ﬂtthédﬁdj which
"System and Met hod for Providing W.AN Securi ty t hr ough
iSgnmbersninzdnl mggtieases. and Rot ati on of WEP Keys"
publ i shed on Apr. 13, 2006 discloses a system and
met hod for updating VWEP keys and rotate transmi ssion

tgcosll ndi ceySi publicalidit AbOR0B6VOTEINACENtRIRE “BYysRnl afdUdBthod for
asis. The system and net hod uses WEP keys and it is

Regvising) WiAN\Reapitydhipyeh Somcl;rom[zgwmd@sap@ Botagigniof WEP Keys”

T T TR R Y

1oedtd aandnnissien keyninidivgs Wal\bymhﬁuﬁieﬁ)mhmw and¢n afrequent basis. The

enc%%dé))g%lglg orl\gg n ex qulqrz]i?egeq?éy tanda dmibh

an | D card. Slmlarly, the nmethod is adaptedfor WLAN
only as it uses WLAN network security parameters and
Res7d f or tHS pubbicationinon 28000RIG7Y entited AWMgthod ttdn lEll’lhaIlCC WLAN

?%EE‘ B PROIRBRY 190 APEn e D0 GHSIAREEd ToRBE g ienbaniing. WLAN
Bérity| by SiBh aRRsitin ke ¥xiSRpRRMEINdtarkiifdse Mhe @acryption

agiener at i ng._ keys for
gorithm and it’s keys are stored in an ID card. Similarly, the method is adapted for

WLAN only as it uses WLAN network security parameters and keys for the encryption
and decryption algorithm.

Summary

[0008] In accordance with one aspect of the present invention, there is provided
a network security system comprises a key management system for generating keys for
authentication, wherein the key comprises security parameters and supplementary
parameters, wherein the supplementary parameters include a length of the key, a
number of time that the security parameters are repeated within the length, and dummy

characters.

[0009] In accordance with one embodiment, the security parameters may
include any parameters in application, network and system level. The parameters in

application level may include a login ID, a password and encryption/license keys. The
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aut henti cati on, wherein the key conprises security
paraneters and suppl enentary paraneters, wherein the
wQupphgasent ary paraneters include a | ength of PEES&EY7/000438
a nunber of tine that the security paraneters are
repeated within the | ength, and dumry characters.
[ 0009] In accordance with one3enbodi nent, the security
parameters may include any paraneters in application,
pahetels AN detwork et §¥Rhn le-(IQF‘ nﬁ@r RACRIE S WEP/WPA/WPA2 key, an
application | evel may include a"login ID, a password
encilyivorkeyt acarvi¢e set ddenitidies (SSIRD pa chanstek number, mefrequercy and a
S’ﬂ{? tem | evel may include a WEP/ WPA/ WPA2 key, an
% Bh key, a service set identifier (SSID), a
channel nunber, a frequency and a MAC address. [0010]
I n accordance vvlth anot her enbodi nent, paraneters of

[AEIsecur i by apeardanse ovith magthor embogdiveang, parameters of the security
0 d h
BirBpRE BRGNS ARRAT el JeBRIE 2050 01 e ey

further conprise a conmmuni cati on nodul e for
broadcasti ng the_key to wrel ess devices.

wpbudcast eln R@yrd@cgyﬂ@hmﬁhezéanmmn ﬂt%@etwoﬂ%ﬁeéggty system

% er d beﬂﬁ{nu@&%pﬁfodﬁll@bfgg P&k astih %e ke to wireless
pl ementary paraneters may Include a tines

dhyﬁcrelse Tha bmapicasyedtkeyns $yochtonized dgtweleH (flie3\]vir¢1n_ss3devlces
anot her enbodi mrent, the key managenent system may re
generate the keys for broadcasting to the wirel ess

@8¥d1ces angh w Bﬁ&h&ﬂ%ﬂ%dhrﬁéhtb@é @geﬁ)&ﬁa&‘ Pafinfsiérs may include a

devices. It s possible that y is regenerated on
@mempﬁ@téﬁfémt}n@fpwﬁémk@yﬂmk%en intruder is
detected. [0014] In accordance wth another aspect,
there is provided a nethod of securing a network

poM)r i ses Eetyet Rgother Whibodinikit AR &EP; mawigkinett system may re-
suppl enentary paraneters; and generating a ke

ganepate thedeyntor hseasicattipe f thenwireless denipes by iatjon between

the wireless devices. It is possible that the key is regenerated on or before expiry of the

key or when intruder is detected.

[0014] In accordance with another aspect, there is provided a method of
securing a network comprisessetting security parameters; setting supplementary
parameters; and generating a key comprises the security parameters and supplementary
parameters; wherein the supplementary parameters include a length of the key, a
number of time that the security parameters are repeated within the length, and dummy

characters.

[0015] In accordance with one embodiment, the security parameters may
include any parameters in application, network and system level. The parameters in
application level may include a login ID, a password and encryption/license keys. The
parameters in network and system level may include a WEP/WPA/WPA2 key, an
encryption key, a service set identifier (SSID), a channel number, a frequency and a

MAC address.
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paranmeters; wherein the supplenentary paraneters
include a length of the key, a nunber of tine that the

W@ 2®a0s3§6 par aneters are repeated within the |RCE§G2007/000438

and dumy characters. [0015] In accordance with one
enbodi ment, the security parageters may i ncl ude any
paraneters in application rk and system | evel.
The paraneters in application | evel may include a
[oogéln | D, &n paosdancel withdnother yrpbodineht, denseeurity paramkdters may be
para ters IH tmork and system |l evel may include a
AR QPR %’g‘}F SEAUBRCr ypti on key, a service set
|dent|f| er (SSID), a channel nunber, a frequency and a
MAC address.[0016] In accordance mrth anot her
fondi nent In taveoslancer iwith raaoﬁmetemlmdhngntbeheanmﬂhghdnayn further

SorBiiie Sroniaite e 17 i Witsieos denibo® T4 Mefhod g fetber comprise

byRAfnRSAE (e Keh) Deli@én it WirtRESEVIAEVi Ces. The met hod

may further conprise synchronizing the key between the
W rel ess devices. [0018] In yet another enbodi nent,

suppl e nt r Y HRALA a timesta
[851°doF ndk o o BrO PR, IR Py P ety TRy nctude a
ﬁﬂﬁﬁth@ptﬁﬁﬂ&ﬁhﬁ&ﬂéxplmmrhadk@ay further conprise re

generating the key for broadcasting to the wreless
devices and synchroni zation between the wirel ess

gﬁ)@gces | {n Iyt pa?r%ﬁfeg:ce%tﬂ#aﬁ'&eﬁth Gh et}1§d rrﬁzil)ﬁ ggrﬁt‘ﬁe?g@&nprise re-

r before“expiry ey or en I Nt
gmemiilgd theBkee ffoDdseadcpdtingntoofthd hveirdlesawdevikes [ 42 @ynchronization

This invention wil.l be descrjbed b of
Riivers e MirgieemBisre it & Bie g ek | aanerigd on or before
&(}ﬁ}%’ sRhekeNeewhéh imfied@Gs @tB@Ry1 ng drawi ngs, in which:

FIG™ 1 illustrates a diagramshowi ng a wreless

SeCUFI ty system in

Brief Description of the Drawings

[0020] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0021] FIG. 1 illustrates a diagram showing a wireless security system in

accordance with an embodiment of the present invention; and

[0022] FIG. 2 exemplifies a key structure of a key in accordance with another

embodiment of the present invention.
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accordance wi th an enbodi nent of the present
invention; and [0022] FIG 2 exenplifies a key

W@ 9os238€@ of a key in accordance with anot herPCT/SG2007/000438

enbodi nent of the present invention.Detailed
Description [0023] In line with the above sunmary, the
fol |l owi ng description of a nufber of specific and
alternative enbodi nents are provided to understand the
i nventive features of tmaalwdqs@ahpm(m/entl on. It shall
be apparent to one skilled in the art, however that
this invention may be practised wt hout such specific
ils. [
ﬁ’g gt h sosggﬁﬂgttv@%e gs(}:‘ﬁerge he 1%\8/23@ on. Eé&b‘e@g g)tfa number
of kpeotfiec @nd caltenii ve edmetsoeiiments e padwided Itd understi@d the inventive

hr oughout the figures whe eferring to th a
ﬁﬁamr?sa? %ﬂ‘i??’é‘s‘nﬁmn ltishalt he apRagRit X ong elsﬁac} frpie;arty however
it fhid in%’htﬁjd inrddiRdd Rithowdt sﬁgl’(‘%ﬁe%iffcsémt&fs‘? W drhe of the details

system 1 a ne work 1 n accordance wth one
majz) odt bmdﬁ:scnbed dtdenptie seax ndt ty ebrcinerthe ivenfiorowWod easgofimeference,

Irst wr eV| 110,i s nlc .
Gionon Felebit nHmErAE L BF W dhesugngit /e Bps e tosmine to the
mmﬁ&femﬁes%@ﬁﬁwmﬁb figurB§ ot ected with the
W reless security system 100 corrprl ses a key
management system 101 for managi ng encrypted keys for

@92&32: gﬁtekg“g'w Lo %ydlﬁg%gﬁﬁ‘%r%h{}ﬁ %év{*lgeg%s% gé‘{h&?}g ?bs?en? 100 of a
Hetwbikn iri laecordinter with Tdie tWhlSdﬂuﬁSﬁt of heC prestiiCinveition. The flow

access p0| nt, base_stations, |aptop conputers,
flagrapyowscniitst Brirslesprpuice EHis somspurieasingsvih » spcoad device 120

gg?i&knﬂ' CRld pirig ¥>l: nn %n Ke¥e UBRRAG &Eﬁt réﬁéé&ﬁ %&lod‘le wireless

I'nes and di st utes the encrypte s to
secustyesystesecesmprisep ad:bya chanhgement tsystetn 101 for managmg encrypted

(0] ni cati on e nana enent 1 .
AP Sy 1 T ke PR e P Syaetn A0 e A arylaloge device
YL AP, WHMAN ABRCA! Githil ek BbwBRO A EERlrefBiS BiRes include

101 conprises a sel ection and sequenci ng nodul e 102, a
acgessopoints dasel statipms; laptop computers, personal computers, PDAs, and other

mobile wireless communication devices. The key management system 101 defines and
distributes the encrypted keys to the wireless devices to protect the network
communications. The key management system 101 is adapted to support multiple
wireless networks such as WLAN, WPAN, WMAN and etc. The key management
system 101 comprises a selection and sequencing module 102, a random/user-defined
entity generator 103, a scheduling mechanism 104, a database 105 and a
communication module 106. Briefly, the key management system 101 executes the
selection and sequencing module 102 to set the security key parameters from the
applications, network and system levels. The random/user-defined entity generator 103
allows the sequencing of the security key parameters be done by a random or user-
defined process, or combinations of both. The random/user-defined entity generator
104 further acquires supplementary parameters for generating the key. The
supplementary parameters can also be user-defined or randomly generated. Depending
on the selected option (i.e. random or user-defined or combination), the scheduling

mechanism 104 defined a key based on selected parameters and sequences. The key is
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entity generator 103, a scheduling nmechani sm 104, a
dat abase 105 and a communi cation nodul e 106. Briefly,

w0 b@okgpscranagenent system 101 executes the sePEDSGTNT/000438

and sequencing nodul e 102 to set the security key
paranmeters fromthe applicatigns, network and system

| evel s. The random user-defin@d enti ty generator 103

all ows the sequencing of the security key paraneters
Beredoinethé atabase niSnand iswsrosdiasted esl wirelsse devicéd (including the first
conmbi nations of both. The_ randoni user-defined entity
yasslesndeyice1d and the,sacond wirelessdavigspl 20)ehthg mgtwork.

paraneters for generating the key. The suppl enmentary
paraneters can al so be user-defined or randomy

(poes)r at ed. Thepelectiong and stduensiap anbdude AP2i allows user to define the
random or user-defined %[3 conbj nati on), the@chgdul [ rl
PREUHRNPAAMISH 198 the kR a The peqyaite Rargmetass arededined in app
Ravanehil s}rst%ﬁfjléaﬁu TRE 8Pplichlibn KR¥I’s SQuRRLFhraMefefiGinclude a login
dat abase 105 and is broadcasted to w rel’'ess devi ces

[D.ne Ipasiwegd,t ¢nsryptiosflicanseckeyss ankk eicc e The Metwatktdnd system levels’

second w rel ess devi t networ k. [0025] The.
SSRaR phh e Bl h T REARE Ao Byl K3 2 Sfvice set
iRhifG (SSED} AL bhdnin¥l RAhBER aCfréquefdy, M AEC Yaddrie’€ and etc. These
security paraneters are defined in applications,

PREUTDT Paraieters\can & selepted paserhen theprser-defingd aragrdons choice. The
. . ! a
R PR RIS p et i o P ek AU "0

system |l evel s' security paraneters include a

VEP/ WPA/ WPA? key, an encrx&ti on key, a 1%?rvi,c;e set .

109281t i fi er Thesenfy ecperatRinhl} eprfidies a sgt of sytiugicipat dncludes the
M IR SRSy f hfeYer®21] v

sel e%?%g bagresgﬁgln %ﬁsélp fséglr%ﬁ?g)fe?ﬁ{e oelrr prallﬁ o%ngfl: ig}g;ﬁﬁ;r 103,
Selquerses of ttled secpuityr parampters aret dafned rte asrange the tdearity parameters.

tit enerator 103. [0026] The entjt ener ator 10

§ SRS i ogfctois inginge = Jpunt FBPer aclehil. dgREp) Sharacters
BRY 3TRAGESnR The BRQuERRBR! IMBBREMtD FafdRét8fsSand! the! iBplementary
entity generator 103, sequences ol ‘the security

paamsterseran e eselpstadnautomaticallyaingeandom oegnarivally by user-defined
AR B up R gi R RE R G oB R L e B with the

selected sequence of security parameters, are fed to the scheduling mechanism 104.

gcations,

[0027] The scheduling mechanism 104 defines a key in a function of the
security parameters in sequence and the supplementary parameters with a timestamp,
which can be denoted as equation (1),

Key=f(security parameters in sequence, supplementary parameters)+timestamp (1)

[0028] In the scheduling mechanism 104, all the parameters are defined as
follows: the security parameters in application level are denoted as A1, 42, ..., An,
where A! is an application security parameter 1; the security parameters in network
level are denoted as N1, N2, ..., Nn, where NI is a network security parameter 1; and
the security parameters of system level as SI, S2, ..., Sn, where S/ is a system security
parameter 1; the selected sequence of security parameters is denoted as Seq; the count

number is denoted as C; the length is denoted as L; the dummy characters are denoted
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and a tinmestanp. The sequences of the security
paraneters and the suppl enentary paraneters can be

W@ 200008288 aut omatically in random or manual | y BEI/SG2007/000438

user-defi ned manner or a conbi nation of both. The
suppl enentary paraneters, together with the sel ected
sequence of security paranete?s are fed to the
schedul i ng mechani sm 104. [0027] The schedul i ng
AR ONANd $he fif stahp A€ derbtd®is TN PherefOfd, itlRNk&f cdhBe represented as
securleé paranmeters in sequence and t he suppl enent ary

FS with a timestanp, mhlch can be denoted as
equation (1), Key=f( ur S in sequenc
suppl enent ary parane?gf Y?+t| Ir%El) [ 0028] In%?he
schedul i ng nmechani sm 104, all the par anet ers are

defined as_follows; the segurity paraneters i

B9 cat i ombe S¢a Inclydes apy, 8f the 48 N Sngnd any of thq]combmatlons n

ﬁﬁgﬁ crp.i%lncé Sdeffhed@PBY | it L QP &e‘}hifdo'ir}i par I'cﬁﬁ lé t.flé1 &cheduling
currty paraneters in network [evel are eno%

Nechaﬁﬁm 104 geridmtesithe key Niat censiststht Weq khat écrepéedted for C number of

F 2 or as gxﬁlés iggsdw}tﬂle tﬁéﬁu“ par g Larr S éxqscover at least one

SR bF 1SEq RRpERBE T thme. ! hﬁl&ﬁ'ﬁ%ﬂlﬁé’ vﬁﬁﬂﬁ'eﬂ‘cﬁ' eﬁ’ﬂ; 1s filled up with
securlty paranefers is denoted as Seq; the count

rapdomly genetaterd dunhmys cl@ractérs, De n@h%eu@ruey] @hmctae‘ ferve as noisy

El{a?%qgeer gﬁ] e{n?i%tg Z’r rr%.h gfgmdui.’m){ %ﬂﬁé@“ Cgadl h«énuet any length,
deending dnetl Nsis pabsible QRat(Rtan K@B’et-sﬁfﬁélerﬁgﬁﬂong to @éter"th'E dummy
(2) OO 9] The Seq includes any of the An,

%mya occypy ithrampiorty phl imipceeas the ebaltfeg¢ ﬁt,rchaskmg h@he Tis

t@&eﬁr@r%%ﬁgﬁ% tIECRE leleXess E)t}gen?sc&%d&ék'icggto %eé a gg\dv Key.

anism 1 erates the consists t
that i's repeated for C nunber of time for as long as

itISWIth mt L. L st be enough t ..
OB at H@ng@é% seles?te i éfﬁéeata ccdatplipge 1fand it is

ﬁﬁﬁ&ldl]hﬁ%emr&t}fgngx ihfoféfly, 15 f| lled up with randomy
generated dummy characters, D. These dummy characters

serve as noi sy

[0031] The communication module 106 authenticates and sets-up
communication links with a normal communication channel establishment. Once the
connection is established, the generated Key is sent to all authorized wireless devices
which include the first wireless device 110 and the second wireless device 120. To
maintain a secured transmission, the Key is re-generated and broadcasted to the
authorized devices. When the new Key is generated and received by the devices, the
devices re-configured themselves with this security parameters in the new Key, and
upon which, the communication link is disconnected and re-connected again. That
ensures a “private key” is used among the network without being hacked. A new key is
generated when the T is expired, or when intrusion is detected. Once the re-
configuration and re-connection are completed, the data transferring is resumed. The
purpose of the ever-changing keys is to raise the difficulties to obtain the Key without
authorization, and even if a current Key is hacked by an intruder, it will not be long that
the intruder needs to hack the new Key throughout the communication. Further, when

the T is short, it may be more challenge to the intruders to hack into the network.
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characters for deceiving intruders. The dummy
characters can be in any |ength, depending on L. It is

WEowesdiss t hat L can be set sufficiently | ong POI/8GR087/000438

the dunmmy characters that occupy the nmgjority of L to

i ncrease the challenge for hacking. The T is added to
define an expiry time for all8wrel ess systens and

devices to get a new Key. [0030] Once the Key is

generated, it is stored in the database 105 and it is
updated just before or on expiry of T. [0031] The

©8%tuni cat FER 2syemplificse guatoraized kay sucivwig ofea keyyup00 generated

SPGB TR 12 TR, 0OTVILERS s v b

ratwéd itrheder tﬁlsreﬁméleb@hﬂﬂiniéaﬁoﬂ betvveen theowireless devices. During
aut hori zed wirel ess devices which i nclude the first

the valid perigd\the function 284 of e keyc 2Mhis\iepeateds sThelmgtion 201 has a
adh JP168EQmL Wi WG easRl fR! %Hnﬁ'rgaggﬁ\étehs 202 which

re-generated and broadcasted to the aut
ctmsnstsee;f (Altheh? tMe SHvar&eypdatedgfon e times! Mnmgcdiamﬁbrbﬂ% are

o e it b HE AR, B opficen 80 S\ Adeeydini tu 5ry H0b can be
&éyré“sbed inQuatiENas RE) ONfls5T K, U3, N SEONNE®)ed s 3flere C=5, L=10

re-connected again. That’ ensures a "pfivatée key" is
sesenilsafiohginutes andtihin det windbwut bei ng hacked. A new key
is generated when the T is expired, or when intrusion
is detected. Once the re configuration and

[0633} ONnect R&fbrritiptback 19 IFIGed, whbe esk lofReduRé Eomehunfeation of
resuned. The purpose of the ever-changing keys is to
twe warelese dayiess A1) endd200isshornn The Presgss\pedusyin both wireless

A1 Bgzinldoi‘zo a'lﬁ AR &&ﬁ:ﬁﬁtﬁg%dﬁ% ﬂ\édt{f@clggdes%hshes a

an i ntru not be 1 on e in
wireldss tannbetidn bétWemewhé(eﬁfstt Wrrelktghdemm B#0 and the second wireless

mruni cat.i.on...Further, when the T is.sh be
deics @Haﬂnﬁ dnifjalizes a’t‘ﬂi‘é"‘i“ﬁ’f‘f’ﬁd Qnge @!&hﬂgmteﬁntﬁﬁe gpﬂgated key is also

ARIMeAded b Qoo’tg]wféléés dévitdEIT dnfi' 1 gﬁ &he ;I](%S' QEsERA uhEY a new Keyis

structure of a key 200 generate key managemnent
my@wdm The. de@Sk@Vl@Salﬂsandalzw ré- ownﬂ'gum thdnmlvaa basdd on the

rBEetv 5 %Wel.lﬁ%(t Sﬁéxgngtgtgsg rr&é%%%urfn%e &ﬂzml@nce %e re-conﬁguratlon is
completed, the wireless devices 110 and 120 synchronizes with the key management
system 101 through exchanging of handshaking signals before the communication link
being set up again. Data transfer is taking place at the first instance. During the
connection between the first wireless device 110 and the second wireless device 120,
the key is uséd for authentication until the 7, if any, expires. In normal data transfer
stage, synchronization of new keys will be taking place among the key management
system 101 and the wireless devices at the background. During data transfer, the
wireless devices detect if there is any intruder in step 114. If intruder is detected, the
wireless devices inform the key management system 101 to re-generate a new Key in
step 115. In step 115, the devices are re-configured and reconnected again with the
new Key. In step 116, the intruder’s packets and activities are recorded and in step 117,

important files or documents are deleted if require.
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the valid period, the function 201 of the key 200 is
repeated. The function 201 has a | ength of 10 seconds.

wadobosesshe 10 seconds, the security paranet erBCROQ2007/000438

whi ch consists of (A, A2, N4, S2) are repeated for 5
times. Dummy characters 203 are randomy selected to
fill up the function 201. Acc8r di ngly, the key 200 can
be expressed in equation (2) as Key = f(5, (A, A2,

[66341S2) , 1Qhe B}eséntﬁnvéﬂﬁ@ﬁ%a%e 1 Pl entdWidéommmfication networks
m nutes and D is set random [0033] Referring back to

piith;, differepheqramynigptipnechanpelsipeetogals. c Eanranenie.  the key mapagement

d [
Sk 307 1 Bl Eppiitdfle 3la Fidde 48 RO AR Beteen differen
widlest Beviegmihel widlessrdevives tdrealid) make usdbf thh &eyaenerated by the
?A rel ess connecti ﬁ{] between the first w relqelss devi ce
Qomapreemsat sesh ticaie onnections Witother, wirgless dgxices.
aut henti cati on. Once aut henti cated, the generated key
is al so downl oaded to both wirel ess devices 110 and
172165 The Kﬂxe pesat dm@dtiom pravides aesystéimyand snetloslofingiteless security

ﬁﬁg Ies eVLC aﬁnd\}iéo re-configure b
ﬂH’BP %H‘rS S% P {0 E‘E&H‘rﬁef'ifﬂwﬁré‘ﬂﬁeéf tequired by
Héfreipé'&weoﬂlrblﬁsst RewsRYand Apphcdtiths afs gl%ﬁf)écgl%gélhé%d' 12-sequence
conpleted, the wreless dévices 110 and

thyenghr » Key swnggantent sehomsy he @g@netnmvgywaﬂommser to choose or
Eé}{n%“ﬂ{% géﬁ'ﬁ |HEE ftheh Qs gl%[t}a K] naq%&erg nl‘rﬁgqu% rr§S fngt%vork and

conmuni ca e ng

s)&tdmemaﬁdlaapeﬁdesbh&:efpamﬁeteﬂast ance. During the
connecti on between the first wirel ess device 110 and

the second wreless device 120, the key is used for

@g?é}ent i Ca%‘hon u{Sthhted ¢ h:%nﬁ Fuﬂaflofim SEHP! 2P ihdludie n@ auto-

transfer stage, synchroni zatl n of new keys w |
reeonfahiratipnpofithe sottingg dfhend oy attactmgienaion ofy eithem uker] selected or

and t el ess d vices at the bac ound. _Durin
St e Sty BTed Brrsieidre SIS LoB PR EHaRe, petperk and
?ﬁiénis%{/éléj% freduent it ﬁﬂ:‘intrﬁéerﬂﬁ&lféﬂ 48R0 rof be bI8 G ﬁge/hetcﬁeinto the

Wi rel ess devices informthe key managenent system 1
systeneanysmse avithina reaspnidble ampunt of time.

[0037] Current technologies and implementations on network security focusing
on single wireless network device and system. The present invention provides a system
and method integrating the security requirement/parameters based on application,
network and system level that support multiple network protocols and systems. It is
understood that the present invention is suitable not only for wireless network, but also

wired network.

[0038] The present invention is suitable to be implemented on a device
supporting multiple network connection. It is especially useful for such device
operating in ad-hoc networking or ad-hoc commﬁnication. For example, a device A
can have a secured key for a Wi-Fi connection with a device B, while at the same time,
have another secured key for a 3.5G communication with device C, for which, data

communication between devices B and C can be achieved through device A.



step 115. In step 115, the devices are re-configured
and reconnected again with the new Key. In step 116,

w0 b@ojosp3saider ' s packets and activities are recPeTeG20am000438
in step 117, inportant files or docunents are del eted
if require.[0034] The present invention can be
i npl enent ed on comuni cation Hetworks with different
communi cati on channel s/ protocols. For exanple, the key
[gaBeoement Wikt §ietie lerhSodimeats HARE ibead desceiBed affé 6Mlusti@ted, it is
peer communi cations between different wrel ess devices
Tnderstpods (that smapsy ichanges.amodificeting evapigiionst and, gompipations thereof

SR FlPto B, S TIRRIROR P SRy e e of

[f¥epdn. The present invention provides a system and
nmet hod of wireless security that supports nmultiple

wi rel ess networks. The commobn security paraneters
required by the respective wireless network and
applications are grouped together and re-sequence

t hrough a key nmanagenent schene. The present invention
all ows user to choose or define the conbinations of
the security paraneters in applications, network, and
systens | evel and sequences of the paraneters. [0036]
An aut omated configuration systemthat includes an
aut oreconfiguration of the settings of one or al

conbi nation of either user selected or system defined
security related paraneters obtained from
applications, network and systens |evels so frequent
that the intruder/hacker will not be able to use/hack
into the system anynore within a reasonabl e amount of
time. [0037] Current technol ogies and inpl enentations
on network security focusing on single wrel ess

net wor k devi ce and system The present invention
provi des a system and nethod integrating the security
requi renment/ paraneters based on application, network
and system | evel that support nmultiple network
protocols and systens. It is understood that the
present invention is suitable not only for wreless
networ k, but al so
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wi red network. [0038] The present invention is
suitable to be inplenented on a device supporting

worzdovjogdass net wor k connection. It i s especial |l ypaEe6G2007/000438

for such device operating in ad-hoc networking or

ad- hoc communi cation. For exanple, a device A can have

a secured key for a W-Fi conbection with a device B,

while at the sane tinme, have another secured key for a
3.5G conmuni cation with deviQigime, for which, data

comruni cati on between devi ces, B and C can be achi eved

{hr oughnewoskcsecysity spIO CORIPFSingpeci fi ¢ enbodi ment s

have o ' i 3 . .
that Bae) BRBRGHERYERR for dinbkihPReys fo AR5 Qferein the
Reyridongirises ssetiréty e phranwterel dnd mupidementtdye paradseters, wherein the
i nvention w thout departing fromthe scope of the |
PURPLERRSTEAY CRaARRELerS. NG UG gt OF § &Y Sugher of time that the

TRy Sirfldetefs € BRAAMER h ?&%&tﬁ%é@ﬁmﬂf?‘%ﬁﬁupﬁ
eys{y:‘%drr alcjte ent%/e ation, vvhe?ei the key on‘pris(?es
security paraneters and suppl enentary paraneters,

erein the suppl enentary paraneters inclugde | engt h .
81t b P B o7 B RRGDEL e CBUB L Ferein The security
paALABRICIMSIuaE ﬁn%_ﬁﬁﬁﬁ%é@h applichtioNEnct ROkt dhd sptimdewany
characters. 2. e network security system according
to claim1, wherein the security paraneters include

ny p rs cati . net wqrk an t .
Fovel THERERER skclufiP B o PRyl B 2o S, B garametess in
spplichtich levéldhéelude & IogiPHD, apRkavsdiafd epdyptic/licensd ksye)

include a login ID, a password and encryption/license

keys. 4. The network security system according to

| ai ' : .
FLeL e G5 e GBICATEL SRy @ D19 b0 Y SuAiRcers

saworlc and edysteote fevel ireludeSSI WEP/ WPAKNMPAS keyindre epcryption key, a

S e e R R S B R

5. The network security system according to claim 1, wherein parameters of the

security parameters are arranged in a pre-defined sequence.

6. The network security system according to claim 1, further comprising a

communication module for broadcasting the key to wireless devices.

7. The network security system according to claim 6, wherein the broadcasted key

is synchronized between the wireless devices.

8. The network security system according to claim 1, wherein the supplementary

parameters include a timestamp that define an expiry time for the key.

9. The network security system according to claim 1, wherein the key
management system re-generates the keys for broadcasting to the wireless devices and

synchronization between the wireless devices.
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security paraneters are arranged in a pre-defined
sequence. 6. The network security system according to
W@ k@p82B56 f urt her conpri sing a communi cati on nRCUE@200T000438
broadcasting the key to wirel ess devices. 7. The
network security systen1accor€%ng to claim6, wherein
t he broadcasted key is synchrdni zed between the
wi rel ess devices. 8. The network security system
d@.cor Thegnetworkl aecurity systeneiaocdriimgs tep pllane 9t awlyerein the key is
araneters include a timestanp that define an expiry
qgﬁ’é“?‘ﬁ&of‘lﬁ’égﬁfl@ﬁe’@?ryﬂféherﬁymrk security system
according to claim1, wherein the key nanagenent
systemre-generates the keys for broadcasting to the
W r el €be ndvark escwity syyteuhacording itorcldimt Whewherhin the key id re-
w rel ess. devices..1Q. The network security system
g%%%qs%e%mgﬁ%ﬁlﬁﬁggc 'erein the key is regenerated
on or before expiry of the key. 11. The network
security system according to claim 10, wherein the key
14 r efenethed afisogpring @ Retwodeeomprisiegiect ed. 12. A net hod
of sege%%&c&&%méergpnpri sing: setting seg:uri ty
par anet ers; sSettihng suppl enmentary paraneters; and
gener sdttingosuppletienta@ypirateters; afd Security paranmeters and
suppl enentary paraneters; wherein the supplenentary
par anBRISFAINEN | Kele SOMRIIGE Hthef SqoNEtk dipramcteisnpld  ipplementary
%%ﬂﬁdkﬂ@t the security paranmeters are repeated within
e length, and dunmmy characters. 13. The net hod
ac cor whergint the supplemditaryvpacamdéterstihdudees lengthyofithe keye taamusber of

i.ncl.u an araneters in appl,cat.iaon,, network, and
& (R Tre 0 RS st ted it e Jefig hoshi dray characters.
wherein the paranmeters in application |evel

13.  The method according to claim 12, wherein the security parameters include any

parameters in application, network and system level.

14.  The method according to claim 13, wherein the parameters in application level

include a login ID, a password and encryption/license keys.

15.  The method according to claim 13, wherein the parameters in network and
system level include a WEP/WPA/WPA2 key, an encryption key, a service set
identifier (SSID), a channel number, a frequency and a MAC address.

16. The method according to claim 12, wherein parameters of the security

parameters are arranged in a pre-defined sequence.

17.  The method according to claim 12, further comprising broadcasting the key to

wireless devices.

18.  The method according to claim 17, further comprising synchronizing the key

between the wireless devices.
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include a login ID, a password and encryption/license
keys. 15. The nethod according to claim 13, wherein

W@ b@psasamet ers in network and system | evel i nedT/8&2007/000438

VEP/ WPA/ WPA2 key, an encryption key, a service set
identifier (SSID), a channel nunber, a frequency and a

MAC address. 16. The nethod akktor di ng to claim12,

wherei n paranmeters of the security paraneters are

89.r anghel réthéd REcordiaki e clatin q1B; NWkereih /the Tppleaiciffly parameters
according to claim12, further co I.Sing broadcasting
tnﬁlé‘dﬁé)’lm‘??tﬂmﬁglab@@n&é‘weéﬁgy tigrgp fi Omé k¥t hod accor di ng

to claim17, further conprising synchronizing the key
between the wrel ess devices.19. The nethod accordi ng

2@ cl &hemmbthodvdeesrding tb fetaimul?p fiathen tamprising &ngérﬁrﬂmg the key for

ude a t nest that define an expiry tine for the .
i%‘ lcasiing %‘éng deyieas g ﬁljmﬁ'& onizatiog, be é’*’e e WléPleSS dee"lces;
conpr|5|ng re-generating the key for broadcasting to
the wirel ess devices and synchroni zati on between the
2\] r el Ehemethoid@eeording. to Themri®t whereactbe key iretgeneratedron or before

W@%%ekn the key is re-generated on or before
%%@W Phe key. 22. The method according to claim
20, wherein the key is re-generated when intruder is

det ect ed.
22 The method according to claim 20, wherein the key is re-generated when

intruder is detected.



