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Card Payment Systems

[0002] Card payment is commonplace and has replaced cash in numerous consumer
payments around the world. Card payment methods can be categorized into charge and stored-

value.

[0003] In charge payment, a card corresponds to a cardholder account that is managed in
a server of a financial institution , or a service provider (e.g. mobile operator, payment
processor, large retailer, etc.). The account can represent cardholder’s debt, and then the card is
considered a credit card; or be a bank account, and then the card is considered a debit card, or

be a pre-paid account, and then the card is considered a pre-paid card.

[0004] In stored-value payment, the card is loaded with virtual money (stored-value)
purchased using conventional cash or charge, and is used to make payments at compatible
merchant stored-value terminals which collect and accumulate the stored-value. The merchant
periodically presents the accumulated stored-value for settlement, which ends up with the total

monetary value of the accumulated stored-value being added to the merchant’s bank account.

[0005] Charge payment and stored-value payment can co-exist and, in fact, complement
cach other. From the point of view of financial institutions that operate payment systems, charge
is considered more secure than stored-value, yet more expensive to transact than stored-value.
Therefore, a card payment system can be optimized by using stored-value for smaller payments,
while charge is used both for larger payments and for purchasing the stored-value loaded onto

the card.

[0006] A typical charge payment system involves five primary players:
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of stored-value. Security and Audit [0008] Paynent systens attract fraud,

whi ch exposes card issuers to substantial risks. As
[0007] Stored-value payment systems involve an additional player: a stored-value issuer

that generates stored-value, sells it to cardholders and buys it from merchants. The stored value
issuer can be one of the card issuers, or be a dedicated entity specializing in issuance and

settlement of stored-value.

Security and Audit

[0008] Payment systems attract fraud, which exposes card issuers to substantial risks. As
a result, all payment systems include security mechanisms that combine technological and
administrative measures. On top of the security measures, payment systems utilize audit
mechanisms that monitor the operation of the payment system, continually verify the
effectiveness of the security, and detect security breaches, identify their sources and measure the

damage.

[0009] Charge payment systems have traditionally implemented on online authorization
for each individual charge transaction; clearance, settlement and reporting of each individual
transaction; and full accountability as an audit mechanism. This has made charge payment
relatively expensive and its operability and reliability dependent on the availability, performance
and reliability of electronic communication. When offline operability was a necessity,
administrative measures, such as shifting liability from the issuer to the merchant or limiting

offline payments to small sums only, provided workable solutions.

[0010] The security of stored-value payment is strongly dependent on the technology
that is used to store and transact the stored-value. Until the advent of the smart card, all

technologies for storing value had been inadequate for securing a general-purse stored-value-
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technol ogi cal and adm nistrative neasures. On top of the security neasures,
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commercially failed because the need to regularly reload stored-value onto the card via a manual
procedure turned off most consumers, while the lack of cost-effective audit solutions and the

unclear business case turned off most bankers.

Prior Improvements in Stored-value Payment Systems

[0014] The present inventor and the present assignee have invented and developed three

basic innovations devised to overcome the weaknesses of stored-value smart cards:

[0015] US Patent no. 5,744,787, entitled "System and method for retail”, and US Patent
no. 6,076,075, entitled "Retail unit and a payment unit for serving a customer on a purchase and
method for executing the same", both of which are incorporated by reference as if set forth
herein in their entirety, teach a Charge & Change mechanism. Under Charge & Change, a card

and a payment terminal include both charge and stored-value functionalities; larger payments
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micropayments still proves to be a major operational and commercial challenge.

The Need for Further Improvement of Stored-Value Payment

[0019] EMV charge (credit and debit) systems gain traction in more and more markets.
Other charge mechanisms are also offered by banking and non-banking institutions. A market
that migrates to EMV charge payment upgrades the cardholder cards to smart cards and the
merchant terminals to terminals that can interface with smart cards. Under the current practices
of credit and debit payment, most of the security burden lies on the card side, while the merchant
terminal serves primarily as a container and conduit of transaction information, and does not
represent substantial risk to the system. Accordingly, while some merchant terminals feature
highly-secure hardware, cost considerations push many other merchant terminals to be based on
simpler and less expensive designs thus becoming less secure which, as indicated above, is

acceptable for EMV payment or equivalents thereof.
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hi ghly increases the threshold for affordihg stored-val ue inplenentation,
and may even render such inplenentation commercially-inpractical.

[0022] There is therefore agpagMARY ORGE INVEN KGN hi ghly advantageous to
have, solutions for a sufficiently-secure stored-value paynent systemt hat

affords utilization of merchant termnals that do not count on SAM
secur i t{)023uMvARY heprasert iInRvELPREReks to provide systems and functionalities for affording

the use of untrusted merchant terminals within a secure stored-value payment system.

DEFINITIONS
[0024] By “cardholder” or “user” is meant a consumer making payment to a merchant.
[0025] By “merchant terminal” or “terminal” is meant a merchant device for

electronically accepting payment.

[0026] By “smart card” or “card” is meant a secure, chip-based portable device that is
used for making payment at a merchant terminal. The card may have any form factor, such as a
traditional plastic card, key-fob, sticker/tag, microSD card, or mobile telephone. The card

communicates with a merchant terminal via contact of contactless interface.
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[0030] By “electronic purse” is meant a secure area in a smart card chip devised to store

stored-value.

[0031] By “secure application module” or “SAM” is meant a chip-based secure
component that is included in a merchant terminal for storing stored-value and for transacting
stored-value with merchant terminals. Generally speaking, the present innovation focuses on
merchant terminals that store and transact stored-value without having a SAM or without using a
SAM even if it physically exists in the terminal, and such terminals will sometimes be referred

to as “SAM-less” terminals.

[0032] By “untrusted merchant terminal” or “untrusted terminal” is meant a merchant
terminal that is initially secure but is not protected against copying or changing its digital
content via physical tampering. The designation of a merchant terminal as untrusted is stored-
value issuer-specific and subjective, and does not imply that the terminal is indeed easy to

access and compromise.

[0033] By “Charge & Change” or “C&C” is meant a payment transaction between a
merchant terminal and a smart card that involves both a charge transaction and a transfer of
stored-value from the merchant terminal to the card, as taught by US patents nos. 5,744,787 and
6,076,075, both incorporated by reference as if set forth herein in their entirety. For example, a
Charge & Change transaction for paying $P is made by charging to the card an amount $X that
is larger than $P, and transferring a stored-value amount of $X-$P as change from the terminal

to the card.

[0034] By “electronic coins” or “coins” is meant electronic representation of stored-
value, each coin having a denomination and a serial number. The coins are devised to provide an
effective system-level audit mechanism, as demonstrated, for example, by US patents nos.

6,119,946 and 6,467,685, both incorporated by reference as if set forth herein in their entirety.
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[0037] The following analysis depicts sources and scenarios of criminal threats that the

present innovation comes to eliminate or diminish. The analysis is not necessarily complete, and
other threats may exist in the present context, some of which may also be overcome or
diminished by the present innovation. Also, some threats may be reduced but not eliminated by

the present innovation.

Scope of threats covered by the present innovation

[0038] The merchant terminal, as originally supplied to a merchant, is presumed trusted
by the stored-value issuer, and its initial security is presumed similar to that of the SAM with
respect to attacks from cards or from remote computers through communication networks. For
the sake of the present discussion, the security threats with respect to terminals that are not
physically stolen or tapped, will be considered satisfactorily answered by prior security

solutions, and will not be discussed herein.

[0039] Also, the merchant terminal is assumed to be certified, and considered
sufficiently secure, for making charge (credit and/or debit and/or pre-paid) transactions,

preferably but not necessarily under the EMV standard, in both online and offline modes.



[0035]By "digitally-verifiable" or "verifiable" data is neant data (such as
a certificate or transaction record) whose authenticity can be verified via
cryptograpbnonmmpﬁmds known in the art such as encrypti@ﬂEdBnnprMEh"

nmessag hentl e .an /or di Si ture ver|f|
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paynent[og4e]d to dt {¥&ioe h@d&hsahgr gl ik hoe LthoCOAMI inSlubd®V@dhé iefbhhhe
merchant termnal to the paynment card, then the net amount is of 30 noving

from t HermyagnBIy U dhad these 1SH® TRENCR ARHN @hpReRHRNPIHREATI R NN, POBET P The
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necessarily conplete, and other threats may exist in the present context,
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Al so, sone threats nmay be reduced but not elimnated by the present
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remote conputers t h conmuni cati on networks. For the sake of the

pr esentasginad te4me his cerieios mekmgmpymants at & pliraliy phispamels of vhichimest of thaat ar e
not phy, pped, will be considered satisfactorily answered
by r|3%5§§%%¥ﬁihﬁhgﬁﬁgﬁg%§ and will not be discussed herein. [0039]Al so,
the mer chant ternlnal is assuned to be certified, and considered

suf fi cienminals ecimieal gaiternakindgochtaroeaturasdi t and/ or debit and/ or

pre-pai d) transactions, preferably but not necessarily under the EW

st andarl@043]ln bot rﬂ"l@meﬁmn‘a‘qhdea(tﬁ hyple physdesd accewydo a terminal in order to access and

2011/ 08n91215n%§15q|e- its %1g11§|a% con% q31§ny51cal access requires either a theft of a terminal, or physically

tapping an operative terminal. The criminals can be a thief, a merchant, a merchant’s employee,
and a tapper of an easily-accessible terminal that is placed in a public area such as a vending

machine or a parking meter.
[0044] The criminal patterns can include:

e Profiting from presenting fake stored-value for settlement
e Profiting from using fake stored-value for making purchases
¢ Profiting from selling fake stored-value to others

e Hacking the system for personal satisfaction.

[0045] Countermeasures typically aim at:

e Physically protecting terminals and their hardware against tampering,

and/or disabling tampered terminals



[ 0040] The threats of interest are the added threats that are inplied by the
| ack of the tanper protection offered by a SAM A SAM prevents physi cal
access t owpteiidisgisBal content, which typically includesPconBigupznicon and

transaction data, prqgram code.and cr .ographi.c .keys, all. of which becone
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access to the nerchamtisisedoaddgl . [0041]1t is not necessarily inplied that
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no reliance on theei Miamamingtotgeinl preiss than cendefingaisiiickdinegnciplly a SAM or
any other tanper-resistant.chip or circuitry is present within a nerchant
t er ninal . AssunptiongnW§6§P@ing the payment system [0042]1t is assuned

that there is a | ajgeontiiigs «f mdBSREPbichBiIMaRRALS that regularly serve
cardhol ders for paynent. Merchants generally protect their termnals

agai nst theft and ¢agfbiickdy randerinpefrgn eamimd jirondenys. of the ternminals is
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can be a thief, a nerchant, a nerchant's enployee, and a tapper of an
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vendi ng machine or a parking neter. [0044] The crim nal patterns can
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selling ore
software to that chip may effectively prevent cloning of stolen or tapped merchant terminal.

[0048] Employing a Charge & Change mechanism (US patents nos. 5,744,787 and
6,076,075) for loading stored-value, limits the amount that can be spent by stored-value to a
small value (say, $25-50), which highly diminished the criminal motivation related to using or

selling fake stored-value for making purchases.

[0049] Employing coins for auditing stored-value (US patents nos. 6,119,946 and
6,467,685) will quickly and effectively spot payment cards and terminals that supply fake
stored-value, hence highly reduce the feasibility and motivation for profiting from settling, using

or selling fake stored-value.

[0050] The present innovation seeks further improvement on top of the above
countermeasures, with focus on the additional threats that are specific to merchant terminals that

are either SAM-less or include a SAM but do not count on SAM security.

SYNOPSIS

[0051] The present innovation comes to reduce the motivation for criminal attacks on a
SAM-less stored-value payment system, and minimize the stored-value issuer’s exposure, on top

and beyond the intrinsic countermeasures reviewed above.



Hacki ng the system for personal satisfaction. [0045] Counternmeasures
typically aimat: Physically protecting termnals and their hardware
agai nst twoperasgi3sand/ or di sabling tanpered term nal s PODIB2011/050036
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; for
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tanpered merchant terminals and erase their menories can further reduce the
ri sk ardosst i vat i Adrokifieto AfisebkpstiOhe cAdion@rms SRPAFteulin Sft@ch Paghtm to a
merchant termnal and |linking the nerchant termnal software to that chip
may ef fle@sgcfiensandrnserents iBegiimaty ipfusionpeif storest-valapipéaithewnids Ay ensusingithpile,

net amount of stored-value is added to the card only upon a successful completion of a charge

transaction that is larger than that net amount.

[0054] According to a second aspect, if the stored-value is composed of serialized digital
coins of several denominations, the card confirms that the total value of coins flowing into the
card is smaller than either the total value of coins flowing from the card to the terminal (if no
charge transaction is involved in the stored-value payment transaction) or the sum of the total
value of coins flowing from the card to the terminal and the charge amount (if a charge

transaction is included in the stored-value payment transaction).

[0055] It will be noted that the term “card confirms” in the first and second aspects
above means that either the card calculates and executes all stored-value related operations on
the card based on a payment request from the merchant terminal, or that all or some of the
stored-value related calculations and operations are initiated by the terminal, and the card
monitors such operations and checks their value and will deny or abort an attempt for a stored-
value transfer that violates the conditions of any or both of the first and second aspects above.
When a payment transaction involves a charge operation, it is presumed that the card is aware of

the charge amount via the charge payment protocol in both online and offline scenarios.

[0056] According to a third aspect, a terminal certificate is issued by the stored-value
issuer, or by a trusted service provider, to each merchant terminal upon successful settlement.
The certificate includes at least the terminal ID and an expiration time that equals the next
expected settlement time plus a safety margin. For example, if the subsequent settlement is
expected in 24 hours, the certificate may include an expiration time of 48 hours from the current
settlement time. The certificate is digitally-verifiable, i.e. digitally-signed and/or encrypted by
the terminal certificate issuer, in a way that it is readable and verifiable by any valid card, yet is

impractical to fake by an unauthorized party. The card checks the certificate expiration time and
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[ 0048] Enpl oyi ng a Charge & Change nechani sm (US patents nos. 5,744,787 and
6, 076, 075) for |oading stored-value, limts the anount that can be spent by
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Its broade sense, preferre odi ment's the present 1 nnovation 1npose
new seaior gicter Hadshd @rminhEs peyiraeoh tiesr d, for supervising the particul ars of
a transaction to ensure that the transaction is not abused by the term nal

and/ or [9bsg1ki ng tA@ovdhg b 4 fiftRhsRcifRivdtdie doBERkiBA S a ERcetIf@ strk@valet he
present innovation, the paynent card is presuned to be a tanperproof smart
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each pa
transaction value, digitally-signed and/or encrypted by the card. The payment record is sent to

and kept by the merchant terminal, and is collected by the merchant terminal with other payment

records received by the terminal, as a basis for settlement at the end of the business cycle.

[0059] It will be noted that the payment record issued and signed by the card can be of
any form that is readable and verifiable by the stored-value issuer. For example, it can be a file,
or a line item within the terminal’s transaction record, in which case the digital signature or

message authentication code provided by the card forms part of the line.

[0060] There is thus provided, in accordance to preferred embodiments of the present
innovation, a method executed by a card while making a stored-value payment transaction at a
merchant terminal, the method including: (a) interfacing with the merchant terminal; and (b)
accepting a positive first amount of stored-value into the card only upon confirming that a
corresponding second amount, that is not smaller than the first amount, is paid by the card at the

merchant terminal. The second amount may be paid by charge.

[0061] If the stored-value is represented by coins and each coin has a denomination and
a serial number, then, if no charge transaction is involved, then the payment transaction may
consist of a first group of zero or more coins designated to flow from the merchant terminal to
the card, and a second group of one or more coins designated to flow from the card to the
merchant terminal, in which case the first amount equals the first group’s total value and the

second amount equals the second group’s total value. If a charge transaction is also included,
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transaction, and prevents illegitimate infusion of stored-value into the
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coins designate to ow from the purse to the merchant terminal; and then the first amount

equals the first group’s total value and the second amount equals the second group’s total value.

In a payment transaction that includes both charge and stored-value transactions, the first

amount is the total value of coins received by the stored-value purse from the selected merchant
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Preferred embodiments of the present innovation also include a method for
operating a stored-value processing server, including: interfacing with a merchant terminal;
receiving terminal identification from the merchant terminal; and if no irregularities are
identified with respect to the terminal identification, then issuing a fresh terminal certificate for
the merchant terminal, the terminal certificate including at least the terminal identification and a
terminal expiration time, and providing the fresh terminal certificate to the merchant terminal. If
and only if no irregularities are identified, then the method also includes executing stored-value

settlement with the merchant terminal.
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sel ected rchant term and.the total value of coins transferred from
the stdit “@%FﬁgoﬁﬁwgﬁﬁﬂgePﬁ%ﬂgémEﬁ?@Hlnerchant termnal. The card may be
further erative to calculate a paynent anmpunt by subtracting the first
amount f’?g% t he dégoriissnpuptifichfewphasidogeritipg o paysent depegtind Aedoading to

ter m naofhe Bekd L AU HoRAYIRDE HLGRALE: iR ils, payment amount. [006S] The card

may i ncl ude car regls er an e operatlve to: verify the validity

abort a0 Plnsacti'dk 1 RerunGERY o AR RUAT: ST TR ERAT pd B B0

certifitgab&tion af HRechA teminkn@Bordh th arpf@feﬁbd éﬁa&ﬁn@np@mﬁe piegEtf rom t he
card time register, receives a termnal time fromthe sel ected nerchant

ternlndnm“WQPmleves a termnal expiration time fromthe certificate, checks
whether the termnal time is both not smaller than the card time and not
gr eat er[00Tdn t he Kigri@ nal Sll@Rbﬁﬂhﬂ@\wham descritangla adostele pimanent dnssictidpont i f

the check is negative. |f the oSiti t he ard per a to
sot ¢ haveahdi B R peseibge bR el RSk bade iamig” BiOrdide REFRRRSCS, | ve.
[0066]Emﬂkﬂhﬁ@ﬂoeﬂﬁqﬁbﬁﬁﬂﬁﬁoﬂﬁmhhe pr esent |nnovat|on al so include a
merchant termnal that includes: (a) a card interface for conmunicating
with paypeft cardsy d R npPeidPsIc magraﬁﬁ%s&a@ﬁl Iaﬁfegé&@wﬂ&nwﬂt 8f &stBrlqwor K,
with a stored- value processi ng server; (c) a ternlna certificate register
for st oriusgagmeatrmecordl certificate that includes a terminal ID and a
termnal expiration time; and (d) a processor configured to: (i) during
sett| erf@0I8]wi t h thig Bisarsadpviaddiovpechaceksiritgnge satéement enesdiineectading na k
certifica % ;; % is &hﬁ termnal certificate register, and (ii) during

i nt er f FEFRYC egf of they S ANROYaUetr i nal certificate to the card.

[ 0067] Preferred enbodi nents of the present innovation also include a nethod
for operating a stored-val ue processing server, including: interfacing with
a nerchant terminal; receiving termnal identification fromthe merchant
termnal; and if no irregularities are identified with respect to the
termnal identification, then issuing a fresh termnal certificate for the
merchant termnal, the termnal certificate including at |east the term na
identification and a termnal expiration tinme, and providing the fresh

termnal certificate to the nerchant termnal. If and only if no
irregularities are identified, then the nethod al so i ncl udes executing
stored-val ue settlenent with the nerchant termnal. WO

2011/ 089533PCT/ 1B2011/ 050036 BRI EF DESCRI PTI ON OF THE DRAW NGS



[ 0068] The present innovation will be understood and appreciated nore fully
fromthe follow ng detail ed description, taken in conjunction with the
drawi ngs WO 20h1/08hs33[ 0069] Fig. 1 is a sinplified bl ock dipagaamidenosd bi ng a
paynent system according to a preferred enbodi ment of the present

I nnovation. [0070]Fig. 2 is a sinplified block diagram describing a
termnal certificate. [0071]Fig. 3 is a sinplified block diagram

expi 1 ot P BioGbRAAgN ofireRekERib EhORENT ORIV R
operation of a card upon interfacing with a nmerchant termnal. [0073]Fig. 5

is a SIMAEIFAEMENDWYSITEMdescri bi ng a paynent transaction according to a
preferred enbodi nent of the present innovation. [0074]Fig. 5Ais a

si npl i f[' %flow_: rtredees.cri i ng.a nt . rangéalcti n _cc% in% &iog?oné)t her
pref er i@ nbodi mierese 't RAIpIEEent HAASPEPPHRPOREY BY5Tg V% AP OsIy
si mpl i firemrtd OMBH@ARnHSSBE hREOM ithoY8HAE AR s EstBRYRENes pRGhSIt chRBOIONEat is

one of a plurality of payment cards, merchant terminal 140 that is one of a plurality of merchant

terminals, charge processing server 180 that handles credit and/or debit processing, and stored-
value processing server 190 that manages and supervises all aspects related to stored-value

generation, settlement, audit and security.

[0080] Payment card 110 is a smart card that includes a secure chip for storing and
processing data, and can be packaged in any portable form factor, such as a plastic card, a key
fob, or a mobile telephone. Preferably but not necessarily, payment card 110 is a multi-
application card certified under the EMV standard. Card microprocessor 126 manages
communication and processing functionalities of payment card 110, including all or part of card
time register 114, charge module 118 and stored-value purse 122 described below, with the

remainder optionally running on optional dedicated hardware components described below.

[0081] Charge module 118 includes account and cardholder data, cryptographic keys and
transaction parameters for enabling payment card 110 to perform credit and/or debit transactions
in cooperation with merchant terminal 140 and charge processing server 180, as known in the art
of credit and debit payment. Preferably but not necessarily, payment system 100 allows payment
card 110 to make both online and offline charges at merchant terminal 140, under provisions and

rules known in the art.

[0082] Card time register 114 provides card microprocessor 126 with the last time
known to the payment card 110. In some preferred embodiments, such as when payment card
110 is embedded within a mobile telephone, card time register 114 can be a real-time clock. On
the other hand, in the case of the form factor of a common plastic card, the card has no power
supply of its own which makes a real-time clock unfeasible. In such cases, card time register 114
is a nonvolatile memory storage device, and is adjusted upon valid payment transaction
according to the current time of a merchant terminal, as will be elaborated with reference to Fig.

4 below.
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transaction at a nerchant term nal according to a preferred enbodi nent of
the present innovation. [0076]Fig. 5Cis a sinplified flowhart describing
a sel ect avbeopagmsat transacti on at nerchant term nal oPCI/IBIUIWOSc0adi ng

ho pr U] oy Ran e B rEeRL 0G0k RePhl\ el BB ©

i 11 ust redredgalas, cema@ﬂa hi¥ ke@foe Rlidking s@tdr-Rfue alsu@iddaliedid the eemehal
[0078]Fig. 7 is a sinplified flomhart describing a settlenent procedure

accor digsHiftegtogdeperiied beloyy, dispergtis kg informpgon selwpre fHinthe vioredoyaluc yhted

o7 THE TRUERTE eV P EANERT” Sy 70 7] Pt Ar St SE fr g™y o2
descr i bagcdvplay spatificysirgprodi@phiacelonldiiong. Troseanqemibatiments arabbdinmresgistaf 1 dhe

present innovation. The systemincludes paynent card 110 that is one of a
pl ur al i3 B MPAgREHed e ft%%walﬁﬁptl@ﬁr}?ﬁ 140 that is one of a

pluralit of mer chant term nal s, charge processing server 180 that handl es
credit [8B8flor dequrmyraé@é@rﬁqCﬁd%aH@wg%fiérucmar%éssm bHelosiomynyeajevithoo t hat

et t | oruatht AR TE5 a Bt AERRE! Byl B ATk AR b S 1 FIRE B of
I ncl udess @wvrs eathieal éhterfadedi3 0 atsorobrdnsaglektiicad eragy fignoat@ha@nendasl 146 fpackaged

in any portable formf ctor such as a plastic, car a_key fo a nobile
t el ephdHESPREPHIBHI jas ! rsiafm&éér@%aam v eﬂﬁg%@%ﬁr%@s#éo mbq, Eoraﬁxample a

mul ti - %@i?lldhﬁastrﬂa‘i’tnca?@E&lt&‘% EiebirA e Yndleler I 76N, StaNAaTS ?lunct | §netlc

m cr opr ocessor manages comruni cat I on and processl ng nalities of
paynmentincehce t:hao;ses nlcttminmead: bigoals pardatacfxchargd ahd pessitdgalso dor e:hfclzglzmglar ge

o ety entsed P G P R et hoe i fardeaisd LBty Bkt tTied Sl hed

bel ow. Bluetooth interface, if payment card 110 is self-energized.

[0085] Merchant terminal 140 interfaces with payment card 110 for payment
transactions. The payment can be for purchase of goods or service; however, in the context of
the present disclosure, also a pure load transaction, that ends up with loading a stored-value
amount into stored-value purse 122 and charging that amount (possibly while adding applicable
fee) through charge module 118, will be considered a payment transaction. Card interface 144
interfaces via link 134 with terminal interface 130 of payment card 110, using a matching
technology, such as standard smart card contact interface, a contactless electromagnetic
interface, or a Bluetooth or infrared interface. If payment card 110 is not self-energized, card

interface 144 is also used for energizing payment card 110 during transactions.

[0086] Purchase unit 142 determines the payment amount to be paid by the card.
Examples for purchase unit 142 include a cash register connected to a scanner; an automatic
vending device such as a vending machine, a parking meter, or a pay phone; or a keypad for
receiving a payment amount from a human operator. Purchase unit 142 can be an integral unit of
merchant terminal 140, or can be external to the physical structure of the other blocks of

merchant terminal 140 and communicate with terminal microprocessor 148 via a communication

link.

[0087] Terminal microprocessor 148 connects with the other units of merchant terminal

140 to execute computing and communication tasks of merchant terminal 140. Charge handler
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[ 0081] Charge nodul e 118 includes account and cardhol der data, cryptographic
keys and transaction paraneters for enabling paynent card 110 to perform
credit amdOap11d8pi3B transactions in cooperation wth nerchanoit/esonsanal 140

and charge processing server 180, .as.kno in the art of.credit and debit
payrent 20w Bt a7 MRuTeTHIE ey B iR s e Su e BB oy nen
card 1Xk&rmbifalMeRe&ob&icbutdip, b €cravirchl ﬁﬁ&bhﬂ‘b@e@hﬁ[é{}@&re@lt afB/OE Bewit triBhdtiongwith40,
under provisions and rules known in the art. [0082] Card tine register 114
provi dedagmepdule sirineassetcard 51 \hwpn thetore sidgsindswigkchaigrproeessingseryssy htht
card 110Q. preferred enbodi nents, such as when paynent card 110 is
enbeddtjaoglt\l}métgﬁl?{r)]gge'mbi | e tel ephone, card tine register 114 can be a

real -ti | ock. t,he, ot.her, h . in.t case . the formf.actor of a
oo on s, P2, SRR MR RO s g leblE SERS PRl b SLM B 7l 4
real - tisgBwaleofld dideaasls Bf frerdhBntSbiehinglaSI0For GREGtild, BY tdrBihas heropdedssr a
nonvol atil e nenory storage device, and is adjusted upon valid paynent

t r ansacliBotomdeaiug trgsacsionhwith sloredhvalys prrsed 2hofmayewaneard & Orinhfor sefding | |

2011/ 08Su RSl i1 BEERE R Gubh fehedP oo alu rosessine sprupr iy,
i ncl udeto@dsatigrtansictivbagendeviceerrhed acbalind® Staiceds fsadrud-value yehcdgs ag3hi C
keys for. valj st ored-val u ransaction data and the termn

dat i
certifiWat %@3&4@33@@%&%\:@@? AR PHW%@@W%W&?PSS%HW%E dpigroft he
st or ed-jal iR BRLAE RRCAAH QPG BF 1Bkt BRLAGER 301 chiGhs, 20MniRASSI b1y an

aut ononous contro or runni ng stored- e specific or cryptographic
cal cul aritditste regiswohes Gab aldo Fen 23 storardemiing ceedicsteghatid decamyd fem

i mpl ement ed .as rt .of stored-val ue rse 122. [0084] Teryxu nal interface 130
ol T ows 5t e e lBaldRue b osd b ol Sofur e B PR P e Lo SHeRHN - 240
during RANARAL ahd ?srbfﬁ@él%e'd%gg)ayhl%nmyd@m asoR] CbeldeQcriistdl RPN rcfSrpBE 3 Of i ts
own, termnal interface 1 al so obtains electrical energy from nerchant

t er m ndlig M ON¢tworlemésrisice il iy abewysearcherirterning 1401to pemanunicaigsadt ¢harge Ter i nal
i nt erfa(%e 1?10 can ,Oafngrt ?x(fm‘)al e, 2 stnandarglgq’]ra.r tn {:arrglwnt act interface
(e.q. JNEEr ey 78 16) e SEont c’t“f%sogeséi §CSFIEV8mag e Nt eftace that uses

el ectr etic signals for. data exghange and ssib 0 for energizing
ey rendOBSlG 150 W et R aRauRet [ R Adua et ot ey e Tk o e2r fadRas o
an i nf rigmegtioh pRdeeebind dihe Hicd@fnt fcfmBay RWitk ﬁfe%s’lpjegti\i'esacgﬁirérs angrgi zed.
[ 0085] Merchant term nal 140 interfaces with paynent card 110 for paynent

t r ansadssuerss for Thegomaymsedit asvorisisbit enthgurativased séttigmernigransactionyi ce; however,
in the context of the present disclosure, also a pure |oad transaction,
that erl@890)p wi t IStbwddiahg prossongstrval 190 iserfaces witht meshar ectmiad] U0 farr se 122

and char gi t hat, anount ossi bly whil e addi ng, .applicable fee) through
char ge T e e SR emR a5 srbenane Ty A raf OF Sredon Bmrorinl Mot 1 ace
144 i nt @ufiRAeScIVAA thd Mfa d8thgWahd pfoREidHard v £sa681 h3RogbmBayMBRH ARl

110, using a matchi ng technol ogy, such as standard smart card contact

i nt er f doesecarchohingdbing stoscdetadust tramsisgetth serehast ttepimal 0 andBbuscomtingder

i nf d j face, If .card 110 | | f - i zed d
e ort St BB ol BTG g R SR PR e RS
t r ansagiréferisd eBO@RIcRUs Chaprsetiiinol4iordet £ ifiph@f dipagmpaysyBiain Bamilofso be

paid by the card. Exanples for purchase unit 142 include a cash register

connecteifrgodd hapan e Patgnts ags-owtth S vad G Mg G kicew-taseh audit &S/ Baienthgos.
ey e LR ST R RARIE OB YR 95, 5 Vo 3

payment "andunt man op%ra ase uni't i nt egral
uni t ofpro@sadranidul 9 disd makdes primdgoflirereking tarmlinal 040 hethphysd-callic duringet ur e

21!: C: ggrsgtécg‘géfa sle%%gx?qﬂg;hggl{gwc han#ﬁe%rg{l}nr%q%?'lpf %ﬂil_?s,aagg s&ﬁ%@&'aﬁ?ﬁegat\{gnt arécérec'\ignrg nal
to card brands.

[0091] Terminal certificate issuer module 192 issues, upon successful settlement with

merchant terminal 140, a fresh certificate to be stored in terminal certificate register 168. The
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[ 0087] Term nal m croprocessor 148 connects with the other units of nerchant
termnal 140 to execute conputing and communi cation tasks of nerchant

t er mi nal WOQn11@iIses3ge handl er WD 2011/ 089533PCT/ 1B2011/ 06008 11/88036
preferahbly.a nonvolatile ne hat_i.ncl udes ftware and, credential s of
Fer chantr A Raras At 1EmTBLES fed AECfipRTRRIER S B BReEu8r s o eai
and/ or sdﬁi@hienttﬁﬁ@ﬁﬁﬁtailﬁét&ﬁwe& bafetyangginTPeid@mbld ifothe PaoRITnt Sdildndnl® on the
one side, and with charge processing server 180 on the other side.

[ 0088] SKpeder aduroura Hifl Ftifcafe may Hckide pgsKPIraiond iYLl harngaerthe eusgnt

i nclud 414l ]i ] hng,
by ¢ er R AT ohy AP RBLEART WG EncRREAP BOhe) ST LR k0% OOROBNERHMITY e
pur se IRadtcokd paysvhniqueakrmbwinlia thnakt bHdighatdeburitg, sstthatatisviabtaetivdlfdr at least

st ored-val ue processor ngﬂul e 194 of staqred-val ue processing server 190.

St or ed-SFEFE BT AREERYS: ShkKe 4K 2B ENyEhrEeRarty dE B swgedohoy 9 &Fithat yhcof

st or ed- MG SHETRRrodRcdMlckchRf @isiaSERds Raliow aﬁlfl &l id (ﬂ%iéﬁl t9¢ond80F

provi des term nal m'croprocessor 148 with data o? the current date and
time, dbatdermingibut vathouteptntlingghacatibpre’ackpredondipd. i cat i ons. Ter mi nal
certificate register 168 (see also Fig. 2) stores a termnal certificate

t hat 1 009X ei ved Netanrk Efini eahcraatedichicddinandisisieeworiad ulpabidActofork such as

st ored- val ue processi [Lgn seryer 190 upon successfuJB‘é(settlenent, and is

checkedbipiFagERmeb e rkalieiiark 1 hdsereedpispleefaplyIcoMnsst PRIerdreRed to
F10. 41 RRIMPE L BEARE sdod Al AR ITRLGARE bro: BNyl 400 0 communi cat e

wi th charge processing s r 180 an or ed-val ue processi ng server 190
vi a net 170. . i r i v

{1 anci WP 8nst 1 diRen s o goaRDARER TG B i e B PR
mer charttrntieglinidoalpoid 4Qantihblict presdn@inp ey caciuiora hscreiadt teasinal 540 foer
customary credliéci @}gond/%éaedebi t authorization and settlengnt transactions.

[ 0090] SEFPERL ¢ cuppynisgiapdietweny Gapd Bigraasesiet i OB dearalt er ni nal
140 for = yal : Wo ed by
stor ed Na e LS IRRRBL SRS THY PRI SRPSRLRET qull bk BuERMe

pr oces gemgniladuapeymas cuel 110a$hpteolyradogy afilthkclB3ddeatthealtlss tefloolagdr el y

handl i star.ed val transfers.w merchant. term nal 140 and for

e countrig nidreahin! B aERel St b P el hehar t cul ars of the

stored-val ue paynent systemused. In a preferred enbodj nent of the present
i nnovatlP®tor  an I‘rlﬁlﬁrliﬁ%;éf&e Rl yrepinesl MEpRAnhiermigish | 4 witoghgrge PIRcessiigge (US
Pat ent p . 78, iR i . _ nos.
R T e e S A S
st or ed-pra¢asgnp saeasiHorfonudiet evali@4eclatedaransaragesvip metvwank) 166. Brefecibinbuttnet m nal

140 with stored-val ue dur.i uccessful . settl ement, checki

" ef r 65 TGRSR EEHLT (N d¢D PR S glsP st at By el iaiby I LadnBFands.
[ 0091] TgiBhAGked A illle! LmR1G4 oS Ha 10?%919 lc8mARdidaBSHRIhndIO@NhaUaGRAST tHht of
settlenment with nerchant term na 40, a fresh certificate to be stored in

t er mi naleteenktinteifeest drandinstveark 188. The

THE TERMINAL CERTIFICATE

[0095] Fig. 2 describes two preferred embodiments, signed terminal certificate 202 and
encrypted terminal certificate 204, of terminal certificate 200 that is generated by terminal
certificate issuer module 192, stored in terminal certificate register 168 and checked by card
microprocessor 126. Signed terminal certificate 202 is a plain text string that includes three
fields: (1) terminal ID 200T that uniquely identifies merchant terminal 140 to stored-value
processing server 190 upon settlement and possibly also to payment card 110, upon payment, for

transaction logging purpose; (2) terminal expiration time 200E that is determined by stored-
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WO 2011/ 089533PCT/ 1B2011/ 050036 certificate includes the termnal ID and an
expiration tinme that equals the next expected settlenent tine plus a

pr edef i nao=af1g8ys3gar gin. For exanple, if the subsequenPCITaB1ENIINI6 | S
expected,in 24 hours, t certificate i nclu an expiration. ti of 48
our s FPBinhEsun pake O EFublogS Bles st Rp AT TR LN PtehbilE

di gi t alsafetyenidih &2tk e any theakit@near @ reaashbly dEhyddl gy @g kigetal diyndpiiret ect ed
by techni ques known in the art of digital securit so that it 1Is

i mpr act300B) thatgyignstenmina 1 D300d s yermynad wpipadiondimg %dqw ipyerafpablhbeddr i zed
party. | . t . € I ]

ot chant oy 1R orn AW Klipn: I fenbd BighRl LG RS s BIPLAT T

t er m ndly daybnayibuhibaidigtet @paitig 200D prevdnks inaathetisedeggnicrasivbn ofi fakic nertificates.

[ 0092] Network 170 is either a dedicated financial network or a public

net wor K0gegh as tHiRrypiEichfinabDEer@fidBRbRdLinbRENOhE datii Wfknal TI0 286Tves tO
sel ectably connect nerchant termnal 140 with charge processi ng server 180

and st deiEinYexpatgies MG asiasigned igmingl gegidrate 2L (in esarypedfempdrer i | y
t abl i : : ]
car dnol SAFTtaRL AP UROL 3 der iy GO RETNRE b ST D2y d RN 2

pay mentmerainht adrintnes 1d@tporcemanming atd gorchét weaimat agrdfioate raptaciessnits 126 and

termnal mcro roceisor 148. In some cases, |iffl( 134 al so suppl.ies

el ectr ie@awpm&'f)ay- Whempreasierhiorany daymad candbl & ypop ppesnt, thecardyreeeivesaad

t echnol finb : ¢hES, m | : I 130
and c ar(%gli}&rq % et Péf\ S‘f‘:{a&‘gfﬁ%ﬁf rggésee nt e(ttlé %t%o%/se. [ gggl%]xﬁlﬁét? }:f?fp&ﬂ%@ﬂg é‘% géc?? zglftl)aﬁ)%?e
connectshamre betvart therandsvald tdhgnalicetifoherigmepmodds 3 DA ¢prsferabdy udisg f or

aut hori zing and settling credjt and/or . debit paynents, and wth :

2t of eq- DRIt ossthit hedibal 50t ki v mnd ST RS AL lons
via nettﬂ@?%lﬂeﬁ&y iPmefudedll foRHivaRRtpuRRCIeI amiul Mhe BETtENNEndreptall R@minkd0 can
operate also in offline node, and then link 174 can be di sconnected or

i dl e. Llderikicar0dan stergyl inyeramyal comigatic cegiston! GRefnertlgy tarméral h4Q, bukls t hat  of

k i f 1. k 170. .THE TE NAL | F TE [ 0095] Fi g.
D oot Bl BSEeep Rl Rriahd wh Racd e M T (oG, RSN O,

encr yptsFd fhles geridateifnpfdcedle 204, of terminal certificate 200 that is
generated by termnal certificate issuer nodule 192, stored in term nal
certifiggdn regi smrpu%iie_@ﬂqleqa%ﬁhmeﬁmcﬁﬁrzﬂ)_o% £ 19R1t AEESSUginkLSperaviod MRM
termnal certificate 2 is a plain text string that includes three fields:
(1) tercaibalcausd 9@ Btal¢mtcrmiabiodypicaliencduplesf daps.ciignwhichrthd eratifigd@wilb

stored-val ue processi erver 190 upon settl enment an ssibl.y al to
oy ronic B R E S ST s, BE inat Pop AL B SRR B g BB o B ol

t er m naxpR¥Pici@dinadet FIe 4 DR )t AdtolérbtetRingl iWIliRel t§Ye Sdeptified andMported to
2011/ 089533PCT/ 1B2011/ 050036 val ue processing server 190 according to the
next exfued-saluspraceesimenterydr R0 pnd hengewpiaplgsrificae isggreempdulgrlde witlget t he
case t | S o el I re
200D t Rateriit e TR imd s HEESARA ¥ uOth R fifyal Alopc Pkl FARBle: <
veri f i allyectvityclay al cioa¢sopilloessar thd 26&ctifitha sxpitdienamnd. ent of signed digital
certificate 200 is clear and can be read by anyone, but the digital

si gnat yo@9$j00D priey edtinsnall ivtdpiardnd & clganeittafut BEin@btofcak SuchebhiptdBidéEsS -

terminal will initially not be identified and reported, and its certificate will be normally renewed,
which will allow further exploitation of that terminal. However, an effective audit mechanism,
such as the coin-based audit of US Patents nos. 6,119,946 and 6,467,685, will effectively spot
the tapped terminal upon settlement, and not only that its certificate renewal will be suspended,
but also the terminal will be confiscated and the criminal that has tapped the terminal may be

identified.

19



[ 0096] Encrypted term nal certificate 204 includes the data of termnal ID
200T and term nal expiration tinme 200E as in signed termnal certificate
202, in emorypresessBorm The certificate is preferably geagnBadoivgsa er m na

Certif“@ﬁkf Mgsgﬁ{lgggglg ézi and provided to a nerchant term nal 140 upon
settle inal certificate register 168 in its encrypted
form \é[‘gﬁébrlprese“fh%%r&s%ﬁta&lXc&ﬁX WR@fled e%&'%:ﬂﬁé@'é‘%&' iglftd}%aﬁlatﬁg%e

receiv and decrypt's the encrypte irgital certificate using t

appr oprregister ¢4, pérogiad piniccrekeeysd frhmt thateematadls echl-bieiondeck 1d0eamhexgsradotime
termnal certjificate.issuer noqule 192 referably using asymretric keys,
wher e o %apé/eﬂ ng Gegping et e R TR I AR

whi I e the BMPhiaG bk 8¥presscl WathUARE chiiRE QhRI FYALUR R B LRI tithB Wiy tehe
content of encryptedpternlnal‘certlflcate 204 is stored in termna

certi f iaxatessadeyitlsomy set @8l wholneom tizntard emginmgl ust 40¢ hbutresalstimnend/fhei on nakes
it illegible to. anyone who, hacks rchant termnal 140 and further, .

gener ar oGO R e iy 6 250 Ss VG teco SR SPonsgy RReitsaghgl ¢ ne

t er m nalctafy tekpir R &1aR9 L didipdrgl tinidstuntibesud R EBREIMGarRE [stdohffor Mahe SRANARES,

caused by a stolen termnal to typically a couple of days, after which the
certi filtithacspirict that pimeezongmhinshdaiight speing dimos lgee tekemintiadccpuppe pprPPBAtBecause

cards wil,l_. Gt i.th the expired termnal (see Fig. 4 bel ow).
A stolgﬁdﬁgﬁggﬁg hﬁggf@%%kggﬁg¥%é'identified and reported to stored-val ue
process| erver190, and then termpal ,.certificate jissuer ule 192 will
ot oxtIREPATE s ' ccoIpr pesiey Ty e SRR LARE SR PRS LESIEh of BT U 1 s

cl oned Rtong biktfodubihgGetgtdct ipe@b®, todimye @fpa¥iséry cidiridlshy 6F Omesintid. ISusiease on
the certificate expiration tine. [0098]If a termnal is tapped and hacked
wi t houtprixdsfingd sragginnhmay be cdusie ib pnyseae cempinren-baped daciiqn, and yilheet bse

i denti fyg ] rted, and its certificate will be normally renewed,
whi ch ﬂ#ﬁﬁmgﬁﬁg%ﬁﬁﬁF%lér exploitation of that term nal. However, an

effecti dit C S such as.th i n-based audit of US Patents nos.
o 170, JIBELG' & TS Bl rT v SrRior Sair P List e s bed e upon
set t | erRétthar RGmnel d@[mﬂlg/?éﬁ%nt,iﬂa&dp&f donhpaial €hd @PEWAle ofichid thee Risspendad,
but also the terminal wll be confiscated and the crim nal that has tapped

t he t erfeimiad! fegrabécvicd éiont thic geminah® rogd 4o g9se S Tnd BRONive 3063®tanete unit s
and cl ock a I.ac Th r I scussion involy thr i e

val uos PR SRR A e PR LA R BB o REEITY Bon R kel B TRs,

f rom t hite tat Mintvak cSpdcal to bt BEbstdndia Ky ¢ toathd t@&Hidhal dilicdntHel oAkl Wit adgigel from
verifying_the termnal certificate 200. The three time val ues al ways

i ncl udel ltHe2 gl Emegineknaid brecagliqy thanstbe tapmingl gmebead fimejrpgisighi 14is aFor

exanpl . ) i i ngl .r i t he
card 1 rion gt dAe kol Ep MR A% MERLESRECAL i oRfos SROCC IERmM RN | 00
be expreaxpsaet witicmoa lat@sbdrthi erpicdtioanend &gcl of cnaiosi(Ba()gmedentynianomealyual |y

expiratiqn date). Conparing.ti under .such_ circupstances i s .con in the
art. Al ,Wlﬂtpr‘?%rablryeéﬁmo%l‘%’tOr}ﬁﬁ?wga%ﬁt&lu%}’n@e Gah PESCSRPPTIGries (e bk o

taken i(g) BnRA0 WNerAa PRI QR Ris@xBEH With redpOlt tHend Ubd BRVordESGHSSREL, RRA €1 N.
[ 00100] A ock accuracy nmay be also affect tinme conparisons. This nay be

t aken iin{Q),4D¢ anch¢F) blye termmaldtiroe mocaalict ghramdbe paditiont’; whachtis met cpagad isdm
criteria Sf% ﬁf gne Hinute. Such predefined margins may be included in any
time c P58 pﬁ‘%%ﬁ‘ﬁ%@?sion, and will not be further discussed herein.
[00101]Fig. 3 illustrates six scenarios A-F that can face a card when

' nterf 35)B% 1 ING TERMINAL CERTIFICATE VALIDITY AND UPDATING CARD TIME

[00102] Fig. 4 describes a procedure, executed by payment card 110 upon payment, for
checking the validity of a merchant terminal. In step 201 a payment card 110 is presented by the
cardholder at merchant terminal 140 for making a payment transaction; the card and the terminal

communicate via terminal interface 130, link 134 and card interface 144, and the card receives
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merchant term nal during paynment, based on conparing the card tinme of card
time register 114, termnal tinme retrieved fromthe termnal's real-tine
cl ock 160vOoand/m8%B8rati on time obtai ned upon verifying POE/IBENDIFAE6

card 11 e retdllRERe o0 b et he iR PRI P A R 1 e

card tims. Anegl hbehrdrdil® o @Rl teinhif®El tBé REkinadiithe Bigat @@ teirBihal aRvENROm
terminal time if card tine register 114 is a nonvolatile storage regi ster

updat edealifirae plogk | G engapeasE anoRnsRabess etcrniged by percheserinldiZt i me i s
expected to be not later than the expiration tine. Each of scenarios
(B) - (F)[0Bt3 ent s Tantcar?didhe/caadh dhegks theprabifliey ableyminaliesstifagsdr 200 forafxampke, if

Ler m nate st GedThde TIPE dP SRATETd SN ot R b R @M o i

time, afehehicitos tefnidhalam2(OF) arldierntigalrexPihtidnl tiBe DSORAT biceyptéd@Anine car d
time, which is not expected under normal |egitinmate conditions. CHECKI NG

TERM NACTtEERtF 3 aaredyvALY dicryptaNey ot sod CARLy mtmgye[toniogd | B 290Tand

descri . r . . ent . .f

chooki ngTHRURGERAH Gine FOGE: HE S BARBCTE RhuntH i, Aot OB ALERE I atcBed
110 i s ipsepeddecdale tdré waiAndhilkttler codperrarwehlathic ttreninalnal 140 for nmeking a
paynent transaction; the card and the term nal conmunicate via term nal
interfgoe10u30, | iIffHe(cekdtartnd faaddaliniesttRees, ieh, st 3t-heifieafidt iveeineg WO
2011/ 089533PCT/ 1B2011/ 050036 the term nal certificate 200 that is retrieved
by t he ttre¢ wineapartieighan Beppikime and ngtjletat bap thyitemaipalpggiratignstigme {ganagigr(d)
recei ves =, nal - rm [ - er,m . jeves
From v S R IR o is bR LD R o R bR MELL 2. i hy L€

pur chastke tard tindedi? op i@ 3¢t avcsidary ta Qe tehrinabtitle dhaek32 It. IBecpvad lirdayt e of
termnal certificate 200; for exanple, if signed termnal certjficate 202
is usecF,lﬂPcB’F%i‘f!tt ?C%rfiglﬁfi‘t“??r‘?ér%é@q 0%@@1@@@% Vidhe F%rﬂ}fwglsaﬁﬁ*r@mm%bliey of
termn : rim nal i i I.JTe: rm nal
certi f?%lgij@n%g%ﬁ%ﬁgg eﬁ,tﬁrl}lét@iaggﬁlc%@%ttggh %ﬂ;ﬁg%lépn%ﬁ% \tlglglgﬂ%%l%géﬁr goﬁri eve

t er m naixample2{¥0He card tirerisractahllyex pard dbticpoandt thaed aROIHS .alrbddyt been peopterlyisetathe i s

found invalid, then the transact.ion i.s aborted in 229, and .the card
w1 nOEOT Y HEFeS bR ASE TR IO EN (B HRAY: [POEORY TR (HIEBI D | cate i s
found vabéfed,Bs & RRhGARscrifRaRvia! RRerénkd ty €ld. BitgRw hat the terminal tine is
not earlier than the card tinme and not |ater than the term nal expiration
time ( io ( J i f4eatl en.d i en the
tr ansacﬁ?g%r]i S ag%)}v?ﬁegg?l%rgéﬁetgd 51{2@15&1%33{ %%rg%f)ﬂslﬁeig% lgaﬁclgsréc]&?ll%{rlrgy?dg p%)(gti onal |y
set acaemdhalgipbo thchexpiretion ofathe tarmenail s csttifpa2 23omStaps, 2 bseraard bieesiepipped i f
the card  ncludes a real tine cloc for exanple, if the card for part of
2 obi 1 485 BpHiRe eccEly piddReRRET! foRErF il p SHFAtTA gosh e BF nal
tinme, W&MhaIBYeRPRERD cak T tRAWP k&tificte bRSr R0 Matd HRt, uddachsadshihposar d
date, and that date has already been properly set in a previous successful
pur chaghattoredssiactegolarly nsedior swikimgdaychapes at v opiralds of heminads gad enasheri s
execut ead 2s: i S ftl{éé heg1 rgles%{i bfe,[d V}‘ﬁglh 1;efnerr%nlg:e 19 Iill 9y, r5f t%el oW 00105] It
wi |l beSHPHRRs Betdhe BigatmiRE Y SEEuLals prefngompromisahnd AT S PR Tt apped
t er m nahaib@Atht Rerdaipd, haticdne@lindlh@nt @lokkefaf haek é@ickninakaivell cvafrIlgar ds,
whose card tine register 114 has not been recently updated may still
cooper IC6OMF {Pparatixe hagn theprrcrHicaltharpiey el is pphiprtapioeRewkbbisERingbt t o be
earlier t: (TN i ' t e, nder the assunption
ce‘&tﬂ?&te 1|§'§16fzﬁlogﬁ1‘e 1634,¢ %tgf%gr\;a?}ﬁaeiﬁﬁagglhg 5%19811 1901

that cards are reg ri'y use chases at a plurality of

uncorpr B edn andP bAEH s BF RS IR R TS BAOR o o, kEEABL RS 27 ©
t er m najafd bypqdtingd @ @se.dh shacRedfat BrdinRElcre WHith @edtaat the RRCOMBterpret

i noperative when their certificate expires and is not further renewed by
t er m ndfgitietd teingiagls ap gxpied terptingle imgep 3F3) deeruselthegopditipnodesich Hg adlemw er

190. [ Ssgfflglg?tﬂléc %ér{]‘ﬂri] '(t)ikneﬁ(gtrﬁﬁ]zgﬂ ARUGGha G ERALD AMABES Ak AR typlddRy 1S

still
within a day or two.
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card by setting its time, in step 221, far into the future (which could
cause the card to interpret legitimate termnals as expired termnals in
step 213)wbeonusessBhe conditions in step 213 all ow sett iPeE/IBE1/6300%b ti me

(step 223%) verified expiration tinme, which is typically
Wi thin é%@%}ﬁ@ﬂf@&%&g@@@ 089533PCT/ 1B2011/ 050036 A PAYNENT TRANSACTI ON
[00107]Fig. 5 depicts a paynent transaction, nade by a paynent card 110 at

a mer cHaot0M er m riag. Slddpidtsa gayrgnt iSosaetiod, rdie btypepsa@ztﬂenneardmdio dieccinsfchast
descri bed .

bIo re executed by the nerchant. termn ther
execut d8Hj2 a0 Ete 1 heSares aHARPPTEToHS A %?ISIPH% ﬁ&pﬁ%@e XHALE exaﬁlaeiw fhe
ot her %&%h&ﬁt&&%@tcﬁﬁer@ﬂaﬁﬁ&x@&ﬁg@% ity fhd QErcB&G Y& diNal ro?%%@mehtt ca\M” be
noted that the payment card is considered secure and trusted, whil

mer charandtsgl mheamussba:msutd@ bg dleumtymst @dd for seheitp rmmst 1tcrothethedThe§

paynent, transa n descri bed bel o

P e pattn pEMGE iy GRSk A «BY B MR KBS st Bl S faiine
card 1i{iavkiel 1@meq>m@1&tcoﬁ%éxt nTheI@yﬁ{eﬁf eshsvaldnelcReted béPozv foMoek fiaciegicwift h a
merchant term nal 140 for making aynent of $P>0. Preferably but not

necessdrhiarge &<thapeodis Pateatamps. M%&W@ﬂﬁdﬁ%ﬁﬁ he execution of the

procedure of Fig. 4 where the card ascertains that nmerchant term nal 140
has a V@01a8Junexdn rsmi 2dératpiafineatt @rd Fu wish eniamppnicilé ironsstyredethodsiref122

d-t t t. t d d d th
ol | owt RGPrgarELs Moo pRuedrdoe: FoteRngbmeardhae TeRribif Bt o
S, 744, R écamdly Ostély B4 106 @u‘rleﬁ REt BlloSvid PekAEEESH oPMENSWRG: dfifad. 4dehdrogr a

threshol d suitable for er orm ng conventional charge (credit or debit)

t r ansacelb#ssertains télﬂte@elz Htderaipdy Al hes ardishuncgpiredcaroherde. dor bSPVtthe t er mi nal
to $MN%H|%%5 afpdal br L. e?m?&gﬂ{ el ﬁgt'rhgﬁﬁc}%ﬁoﬁ Pr%%o%%’“%@ﬁ%c an {h’é step

253 the transaction is re and Y Efni nal
140 f orfolewing@iduesal | y charging $P to payment card 110 according to charge
nodul e 118. It will be noted that in sorre term nals, however, steps 245 and

253 ar ﬂﬁmndantA&Bﬁhlh@t&@Hhr bLCEHS 5 PRRVIBIRL. :amwmw&% @6 G?'Séltthere
term naI are known to be bel ow $MLN as nmay be the case where

mer charig apéﬁametreil$MMP&IbB§§rth@te®f et hthéesbaidl@iuﬁgblq@r@erfomm@pnmy@hnﬁe$ or
di i | Vv
Yﬁgt ! In %hg%% gllt R£ gefgmtgig nsac pIn s"fg E{'gtél g)%l}rq%nﬁt a%ﬁotun? gP Cf%f'fxa)ape% b 8

urs checked, by

ei t her t&rh]ﬁin&l&b aMINCMﬂRGEean‘can@k is tquadlef gﬂeaneﬂelaMMIM{ARGmﬂﬁuﬁﬁ ktepeps to
pay the paynent amount $P. If the result of step 249 is positive, then in

st ep 25Hc Hansagkmie refpredio drgedapglet kxofgperchant éapinal 449 éor;f@mqt%a 30

re ent
ur g <t 88 BasBLE | P bRy ILHRIH0GHOT PE IERILNS Aed B S80MRe
to the tatemmdﬂa,rttovxte&emﬂepd 245Mridcd D 3eiré seclindemlk ¥nd mmse& bichaiss bbb pegneralaceuptsr se
122 with a bal ance of $V-$P. t he stored-value transfer of $P is
based ol &dhdtt %ﬁ%ﬁ&é@@@&f)@%ﬁ @ﬂgﬁaﬁgﬁﬁ oLy b5 the gas cE erchant
6,467, G8%nin}i40 Qo@?&é{ﬂeg%ﬁh% ﬁéﬂéﬁ%ﬁfef& k4 EmBUFL o RADRB IS fRr t he

stored-val ue tran as described below with reference to Fig. 5A. In WD
2011/ 08[85??0?”’ 1813%96?3/ ﬁé%@glrrent stored-value balance $V that is stored in stored-value

purse 122 of payment card 110 is checked, by either the terminal or the card, to determine
whether it is sufficient to pay the payment amount $P. If the result of step 249 is positive, then in
step 257 an amount $P, which is checked by the card to be positive to prevent a criminal from
effectively infusing stored value to the card during a payment transaction, is transferred by
stored-value from the card to the merchant terminal, which effectively leaves the stored-value
purse 122 with a balance of $V-$P. Optionally, the stored-value transfer of $P is based on coin
exchange according to US Patents nos. 6,119,946 and 6,467,685, which provides a cost-effective
audit mechanism for the stored-value transfer, as described below with reference to Fig. 5A. In
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step 265 the card generates and provides to the term nal a stored-val ue
payment record for the amount $P, which is signed by the card and is

veri fi ablwolzg11g18e338d- val ue processor nodul e 194 of stor @GTUHB2UE0FIOICESSI NQ
server 19 further describe ith reference tp Fig. 6 below ., [f00111]1f
o st ety ie s GO AE PO Rels Qe ST B Rut Py PSR R g
amount ahRdunt PRAWHidh Btsgihed D) thdéur andlisalerifieblaibpatorel guepRReRochadde 1aaount
$X and a change anount $Y. According to Charge & Change described in US

Pat ent fitpscd-galga propgspingrigrer 69& a9 i theg stessaberhvit) refgisaratorlia. GRANCHARGE
parameter nmentioned above, but can be set also to a |arger val ue determ ned
by operl@1dhal r Jf esster 24 hrmaeeuitni\b o§ stored eialugl is nshfivdting for paingftheyemeumnt

termn 40 .0r, s d- val ue purs 22.0f paynent c 110. .$Y, the change

amount 7 Q4T 2L 51 diePYRicl it BIMT RN R X Sl e T 15] T

step 26y ateca Oar§X&i Ghag Pt gREbEPiInt S PERAM nbY. SCHRI Y dna i 781075 5$X of

merchant termnal 140 1n coaﬁeration wth charqg)nndule 118 of paynent card
1y

110 andormally equalsibe SMINCHARGE maeangaseripeniioacd amves bidcan he sy alpadnt [agergx
has be I ]

payront WG GRled by, oHaRRondh R BRieined 1 SRURRIAIUG IS TREMEREN \ oy
t er m nabrnlidfl 1@0ektosddovaae pake &2 2ofpayeof cabd 1 oIy ,ithc hisgoamebinitsis
stored-value transfer ends up with the stored-val ue purse 122 containi ng
$V+$Y.‘@gWﬁﬁﬁbbyﬁhe%Wﬂ?néﬂﬁﬁéﬁh%ﬁﬁgémgp%ﬁgfer i s based on coin exchange
accordin& to US Patents nos. 6,119,946 and 6, 467, 685, which provides a

cost - ef[PBER2Ive adaistcprdd hammeonnt &fr5X echaresd doithggpidebyt ¢hargerhandlerilapf y, t he
card c ] - e red
val ue ringsh it R0 ekl ARk SR O (e AR AT B hngthe Skt
the t erverifias, v ctapgeatediat U3, prytNBNpayneno6 LS X Gas BoénSNcdeheftl. Thers iignep 2691d/ or

encrypted by the card and is verifiable by stored-yal ue processor nodul e
194 of the 89@&%@&@% Q@é%féﬁaﬁ‘@e%téﬁavg}l()l%?“é% agGePt ﬁ%ﬁn staedyilye gangdlern 52
refere i [ 5 1 RVYar ] rm nal
may do al iér%}alﬁ%)%}’rp ﬁlca#) ?{(ﬂ%&le&(&s@%@g%\%& ? fgﬂphﬁgeoggypna{%f%g§\gk§lx’%%s gﬁ)a&g%}lﬁfhe card
excl usitvwabfer amdd wpt witle thieystaredivalot putshé22 oddtawingd Voirtdt. &rtionslly, thicheorcdtveluai | |

accept a net.amount $Y in stored-val ue upon verifying .the successf ul
o et TARED e CBeaRt foeR s o8 PhsPEaRs SoT Wi gisalo b ghkh

pr eventsroRdOBEERE-offE QR Wil theh Atk & tRESteRANal s RAIFiAly Housr | ar ge
anmounts of stored-value into a card to be spent el sewhere, "and al so nakes
addi ng cstcutaes-Wefiiei.¢.dhe trmowd of chiepelvdetht amoushefrstirad valut sacgierd asrchagee t o

t he carfd(j ﬁ@%Ch-r%Ud%{S su%h transaﬁt%ots unaltfa%ti e [or t he gardgﬁlder.
Addi ti JRATFY SHYEY AFCPIACS B PP (i By A BBt PaY M ENA EE iind er
156 of gresyhamtis tighed aalorkAbrypred bSttaE edd and\V 2BELLREYEIELTAILBRREEEBP0036
val ue purse 122 of paynent card 110 so that Charge & Change transactions
are |irinedde 1% of stedivalpepyocspng scavas Uy, aszasrh@qi%éﬂﬂbﬁé VI IREEREER Big: fiot
nore thaptw ce of $MLNCHARGE, which further restricts the danage and the
crimnal notivation for using a hacked nerchant term nal for addi ng val ue

the- cantobyTa tetbrasp FallHEhab S5 ek bt SVERER o bERKR S BE Soun”

by char@ermadig 6P 15086 SPamsend &aldivdllQnd Kir@tly tbntréls bt Bliewlngnpcamigns:
of fline transactions, according to the snmart card-based charge (e.g. credit
or debit) schg ar J Gl i | 3 i For
exanple, if thgq;%g?gé%?éﬁgﬂga?%?%ggggggﬁﬂﬁﬁgagxéﬁg?gﬁggngegﬁgﬁg%ﬁe char ge
anmount i s known staesdfel cparpictmoedadiongng ar dffling charfgk lfomEXehafges)6%rithid7. 4

(offline charges) of nmon Paynent | i.cati.on SpecifjcaLtion, Version 1.0
| Ssued by ENGo POV SRS dih s 8 HBLked HR BB RIAINE bio HSE S geBRowhar ge
nodul e 118 and $f Qo= WAlURIPHERE tolBZsht MR, afidblo MeRes A dimBstored-

stored-value purse 122 is aware of successful charge of $X by charge nodul e
118, can be nadeaiun tetheicgukdapaydent pochagiagpl lergoyamsewnt tndec garde shiaaenders

accessible to card micraoprocessor. 1 it hi a t.card 110, ~of bYey :
Storing a measaguiThRaaRES SERERGL IR S RaRR MR e i s
The card gener afigsitcdng 4pk QY beof@hsigs ResH anidbeT nesreianpiceding! DfEshdwRdrde
paynent record (step 273 and step 265) for an anount of $X (the charge
amount) |ess SY (the change anmount), 28 $P (the positive received
stored-val ue anount), all values directly known to the card. Hence, the
stored-val ue paynent record that is signed and/or encrypted by the card
subm tted by the nerchant term nal upon settlenent for determ ning the
anount paid by stored-val ue processing server 190 to the nmerchant cannot be
arbitrarily determ ned by the nerchant term nal for claimng excessive
stored-val ue rel ated anounts upon settlenent. This highly restricts the



The use of coins for audit [00114] The optional use of coins, each coin
havi ng a denom nati on and uni que serial nunber, for representing

st or ed- vawoeo1iasssescri bed in US Patents nos. 6,119, 946 PamdBB14/6500H35,
al l ows stored-val ue pra sor nmodul e of, red- ue processing server
100" to of fect i varhS rletaaT b bulRey i A8 1T 52668 SRR Ohadie
conproni sed t er Minflgkdso afclaw@l@smildahonayycaosiad SMINOMARGEUW ot £IbFE thah S,
by such devi ces bei ggﬁdet ected as focal points that supply bogus cqins

(such coins ar e tvigesf SMINEHARGEavhich ferthriresiias die dapiags aediths Fimanal
nunbers). Once £ m r i . i t han w | |
denti Ty the mer At for e Bhab kR R o e o
supply of freshspertn dihcatasinhs fooppelestsed term nal s, and serves as a

maj or deterrent against nmerchant and cardhol der crine. [00115]1f a
coi n-based st br edduItuehargedye dig cafhna tminahesush gy &40 Hiiviease) arrsrgumed

transactions in t(l:g%k?cﬁwn Bfﬁlzirg@&o&éz lqggfﬁﬁzmentt @%‘a lqﬁ?ﬁg?ﬁm Hof oﬁ\éia'ﬂg $P

fromthe card or rom erm nal t car respectively. bot h
cases, coins of offiliht enedatticsnacoritg onhe smayrt andebased dorde @ig ectitondebignd

only the net amount of transfer,. i.e. $P or $Y .ch is well kn by the
card, serves forsa%férteet}‘?ﬁ%patt?ﬁelnpﬂa&ﬁ‘g%tﬁ?tﬁﬁl ﬂg'ﬂeg%?’@@ﬂﬁ’ﬂﬁm t he
stored-val ue payggRot s&ReRMHbiRALNIE: PRAY LERArPYhdd e RBRYPE Bho &l dkdfvit e
merchant term nal. [00116] A detailed discussion on using the present

i nnovat i on wi t hithe Gré at¢aerdiag s ISt bodtine ¢hinges) sipd S &t i(sffhnaoehghgesbell ow wi t h
reference to Fi 5A. he staqred-val settle t .schene 00 h
oy eavel be palunton Pk Rrbfics oG Ftiicer i LS et ST eb b e

val ue paynent regpegerhistr 2865.0r $X-3Y, recorded at the nerchant terminal. It

wi Il be appreciated that a proper termnal will calculate $X-$Y=$P, so, in
bot h cases, the TaetcammypioptrembetawonphargPmioduleddB sné stettdwialbs purschB 2oy ment

records accumrul ated hy t mer.chant term nal .a basis for rther
Stored-var e rerayeatd TgREN Rk FAM Bis (RZiarEs SCub B EE ek on
such transacti ogX BEeHadse myiae €18, ken beankds MrRus8akeJat 8dnipe BRstdrikg ands
and nerchant fees are calculated per brand, is described in US Patent no.

6,065, 675 that imespagsaegroviblicda cpdmaicrprsgeeser dPemadin myenspt edddO.on b g. 5
ensures t hat th%to?%é ésség%%ggn%ab fia E%dﬁieeﬂg%gqi&}%f%nﬂ af Wy respective
rchant=t mn ng akKe S -

cards, so that no n (e enerate or ed-val ue paynent

records. Qobvieugihyca@ gasmrceahs ebvides Aisidkd aadioseHuiy ftedstptcd GaliRSaOMment
| egitimate paynment records, but since each record is unique (see reference

below to Fig. 6yScosdictrdtipiandatceslom far apamonerfifat €hy chapes araepmyless Y
S or e val e o DRESAAT.TRRNLB 150 O RIS LS AEOSRE PRSI
initiatives. A RAYMENIoTRANSACTHr ONHINCEH B s ibrddohdih Bpiaian SiooRdDh Ak kiEn &Y STEM
and/or encrypted by the card submitted by the merchant terminal upon settlement
for determining the amount paid by stored-value processing server 190 to the
merchant cannot be arbitrarily determined by the merchant terminal for claiming
excessive stored-value related amounts upon settlement. This highly restricts the

damage and the criminal motivation of a merchant using a hacked merchant

terminal for claiming excessive stored-value related amounts upon settlement.

The use of coins for audit

[00114] The optional use of coins, each coin having a denomination and unique serial
number, for representing stored-value, as described in US Patents nos. 6,119,946 and 6,467,685,

allows stored-value processor module 194 of stored-value processing server 190 to effectively
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[ 00118] The discussion with reference to Fig. 5 above nentioned the optional
use of coins for representing stored-value, according to US Patents nos.
6, 119, 946vard116)8483, 685. The use of WD 2011/ 089533PCT/ PB20BA1 0BOBG
serialized coins of. different.denonjnation for,representing,stored val ue
of fer s Lo @hy Betity SomnBiht CRaRLRe dds 18l ph G BRfdico SRy Eh i

pr esentbyi suoR détit&beinp Rt RISB FocAl bﬁﬁtﬁtﬁh@ﬂpﬂﬁy%gﬁ@écﬁﬁﬁ@ﬁﬁl ddnddrg idedfified

t eaches how the mechanismof Fig. 5 is further adapted for inplenentations
that udwy Regring Heplcgtesar nisguadaictial nuyng1s)oPsay suspecd &pmitad opcaid ynprited, an
transact,] . . t . g r.m . Fi g.
) o sonn ey BN A7 et B BRGHARY L DR BR o'

t he mersopplntof fiesltaraficated toenmpeymibed exaiaiseahdyereistak e mdjdred cnerenhagutinst
termnal or the paynent card, and still other nust be executed by the

pay mentM¢& @tf‘%‘?‘C%é]&Q}E?rtcﬁmFeeasons; it will be noted that the paynent card
is considered secure and trusted, while the nerchant termnal is

consi ddPBHISIi n t HEagpiashased eisdewtuc i ntadythen dhe teestqadvalye tepgpisact i on

d i he | ow f@l | i Caf .

deser ! B RELRM L] S48 her BB WERALOR K FPAIRUSEREOLRAIOSY

and 6, 4%om 6&5prminkl tb nisocapdradpeckivety. dh bothycassf esimnefdifffRAIEDbMInBioeprg 1A a
t d 110 with t $V, ted b ins, jn it

St or ed-DaYB by GEEciiom. rad erl dboel AMORILOTABRERAAE. SEPTE Tt 1Ehes Vel kil ng a

payme ntbr@he 2hd, f&@efs%@&étmmﬁé ﬂ@trdﬁ@&c‘%ﬁ)ﬁ%ﬁ#ohﬁtiz reBbERI V\ﬁf’fﬂin'tﬁ%ﬁéfeﬁlsﬁ%ﬁleom

i t he execution of t procedure of Fig. ere the card

foll owm
ascer t giagsehhatordehat provided by el payd@nhessd & thamaichanetepinimetl certifi cate.

[ 00121] According to Charge & Change (US Patents nos. 5,744,787 and

6, 076, J#6)16]t her eA dstadlepdis@neive on HibMh ARGt habvarhi wigtn a conrlesbdktdred-
suitable for perform gbeionventi nal charge (credit or debit) transactions.
I'n stepVa@f5§y§tﬁ’é“§§§%‘§Htt O Uith Tgfsrense {ykigar@d by the terminal to
SMLNCAHRGE, and if it is equal or greater than $MLNCHARGE, then in step 253

t he transasiboleilvhg e’ hest dPeritar ge handl er 156 of nerchant term nal 140
for conventionally charging $P to paynent card 110 according to charge

nmodul e [83B17]1t WiTHe daged9LIRE phraéntitAnSeRBn iRTUHcAal Big. be witBh8Rse45 and
253 are redundant and unused, because all paynment anounts $P at that

t er mi nalalugrmayrsaiscerd forbihen By SYVINCrisR@Etheaaerabant framirad Tewabbeprnreciated

h ; . 40 o . . { . .
vendi ng aadnohd b e 9 RRRLRLER B SRR T SRR IR el MRS T SRR
t hat i Ss sdeist@dd vithit the @dyrvalt uecopdy ReurhdRtedfbythy merthactatenihdlDad sbasefoked, by

either the termn ard, to det rq{éne whet her i is sufficient to
8¢

| or the
pay t hefuﬁgﬁfr?gﬁ?d'éiglﬁﬁ ﬁ@tla@fib.setﬁ%qrée detailpd sehewg) for ssttlespenl based onsugbsiti ve,
then i ne3t&Rios 5@00&&?%9&%% reebrds %r@ig%?e%%%ﬁ%y card brands and merchant fees are

calculated per brand, is described in US Patent no. 6,065,675 that is incorporated herein by

reference. The process of Fig. 5 ensures that the payment records are generated and signed by
the respective cards, so that no merchant terminal can generate fake stored-value payment
records. Obviously, a compromised terminal can submit duplicates of legitimate payment
records, but since each record is unique (see reference below to Fig. 6), such duplicates will be
immediately spotted by stored-value processor module 194 of stored-value processing server

190, avoiding any harm and highly deterring would-be criminals from such initiatives.

A PAYMENT TRANSACTION WITHIN A COIN-BASED STORED-VALUE SYSTEM

[00118] The discussion with reference to Fig. 5 above mentioned the optional use of coins

for representing stored-value, according to US Patents nos. 6,119,946 and 6,467,685. The use of
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by either stored-value purse 122 of paynent card 110 or stored-val ue
handl er 152 of nerchant term nal 140, to determ ne the coins that need to
be transfwonred/dpsm the card to the nerchant term nal (&®€THBAIHDS0036 St ep

131-1 of .Fiqg., 13 i Patents. nos. .6,119, 946 and 6,467,685 A

20117 098E 5B FP b AT Remn S TRRLE B Nsni TP R brtirosf it

st or ed-avalt we:chaiSie tHa 25 Aso Bddefisidfor ehed@bRhfinAvAtioa. T fesdnpaiscired with be
transferred fromthe nerchant termnal to the card (as taught by step 131-3
of Fi g.refesenicp taJSgpad depchespyy the mechaway of Heg. 6,18 7thesadapiddoniarameragons

val ue itﬁat%gvg&ﬁlb%gés@%@%fm’m@t ored-val ue purse 122 as $A. [00124]1In step

257A the card sen he termnal the coins determned in step 255 and

whose t val ue..i.s and agrees .to receive,fromthe mer t. term nal
Fhos e oihitalyd beik S RS o SILEER iR BEE e i T b A3 L o

veri f yifigchditer®AadB40 (Fig. 1)t [Samen tef dredtions ahd862a&R dekcrited beRidreanmount
of stored-value within stored-value purse 122 can happen during a purchase

t r ansackraHed by themgrekant pampnt. ethesmayde axpeuted by eighoy Hioraenchay éeravingl gt thet he
d - i f | i on -and

Cmeour (PaREht Qud Mid LEAOARE RS Jeol R0 R AR Qb WSy Sl RIAATE

t o t he Yeatomdthhtshdpiyonant acdaptonsgicewi sesurt modnribted tvatitd thamerdmntotineinui ise use

a coi n-exchange protocol that aborts a coin exchange transaction ynless the
coi ns aﬁoeﬂg%ré AR dEPTasen et UERpSed e T@spaymmt@nf%%H%Sgﬂge%%wgol&wsl he

Mer chang,e Io%‘[c”&f’t&ﬂar%ee&@ghg% gﬁ‘ﬁ* PARAS %ﬂts,mcmmh 69(?7'6“0#'52}5&% l'H—%aé‘eﬁi aﬂﬁiﬁ to be

exchanged bet ween car the nmerchant fermnal, fromexploiting the

coi n extivatuetsmeahaiil 8,846 end 462685 \adl incarppragidigrdimke reftoned- val ue into the
card. [00125]1n step 265A the card provides to the term nal a paynent
record [D0r20]he amoutep 2dfi ASBpayAennbird h10 eptheseniceint ¢, repicsan@liby cafs, $i os ed
val ue transferred fromthe card to the nerchant term nal as cal cul ated by

t he carS&RreéwéluﬁaWéAﬁ Hierdacgs athimaerebpnd framipal éﬁ%?ﬁ&%ﬂ%@%ﬁ%@n&% gp-and i s

verifighl rdBRPButtol hi&rERly, Qﬁép %tfl?rise&'r?f@(# MR fﬁlﬁ&ﬁgg Y exgglg}Hneof Jtl?edf%@fsedure

st ored-val ue processing server 190, as further scri with reference to
Fi g. 6 didlipw wh@01IiRG]ald ascartatethalddrchine tanpuaitl 4§ Waod vaidburedpiral cetifisate.
insufficient for paying the amount $P, then in step 251A the anounts $P, $V
are prdoesxg¢d by midohdinig &t Oliegde &aChiRgp (US PattdR nok. NPAMEIT andlas, 07 61073 ) aheleor
st or ed- val ue han%l er 152 of nperchant term nal 140, to determ ne the charge

anount 1$XPpEctes SMINC AR GErthy; defingy a thrgsholdguieble fofiperferning sopeentipaHst er r ed
f t . I ] t i | at ed
rom *‘t‘ﬁé_ [(Ereli® of H@mﬁ%%g&g{g&%s&ﬁ{ %&%Q{l%ﬁg@?ﬁﬁ&ﬁtaﬁlouﬁﬁﬁyﬁ ot tiAheul at e

by store alue purse’l S at need to be transferred
f r om t hernmealab SMINCEXHR 6&| andiftithe cqueal dr gredtenthas SMINCGHARGIEL theh $n stopv253

cal cul afed by stored:-val ue purse 122 A. The res tiye coin transfers
Ch Che T feRreters s eng b tbedrattar ety tan s 420 £ st bl “ho.
6, 119, MGroid PP R Jdy et &Rd Zﬁda@@r@ﬂgmhaﬁgeorﬁaﬁdlé 1 ehat @80bd b a Ry

charge handler 156 of nerchant term nal 140 in cooperation with charge
nmodul e tarm8nds, hvawenemnstepn?4d andd S@rde radendrat and/ emistd,dscaust all phemerd amsgntse

118, t th a nt .of has. bee .. VO

2011/ 08064 YRR Ty Blondaa BF B PGPV NE AR L Rebectr soss st msrepam!

t er m nakrotihg moica@?éi@tbemh@qﬁrﬁiﬂg fletp, t2REAnacindhiosadingtnddchingl ue is $B and
agrees to receive fromthe nerchant termnal the coins determned in step

251A angoygrgse t QhalepVabuke diFreRfsORdWaHRAAIMRE bTMthatds SBRI iDAGREERBue | - €

that no effective inCrease of the total anount of stored-value within
st or ed-prateue 2pdpgmamzahhl Oiaphesied diyi andict the tammah or $X cettatgédemont he card

during ar.ge Change transaction. This prevents a hacker of the

nerchan‘?het%qrﬁllgﬁéﬁ%ﬁcbe\?gﬁ Ra‘fyt %%ayﬁléeﬁlgﬁlgﬂ?ﬂt rmnal calculates the coins to be

exchan t wee ard and. th rchant t.erm nal rom expl Qiting the coin

o angB T e e iRttt Soies o5 b SRe 250 BRI Sh i Mersie

card. by either stored-value purse 122 of payment card 110 or stored-value handler 152 of merchant
terminal 140, to determine the coins that need to be transferred from the card to the merchant

terminal (as taught by step 131-1 of Fig. 13 in US Patents nos. 6,119,946 and 6,467,685) and
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[00129]In step 273A the card provides to the term nal a paynment record for
t he amount of $X+$B-$A, which represents the net anount of charge +
st or ed- vaWwoeotvegsBerred fromthe card to the merchant PETABIAL/03936

cal cul at.ed t he card. The nent record is.sihgned. by, the card and .is
Cor T e Bl e h B SRR b RER a2 80 S8 LB Guef A ROk,
server tA8Gee@t BatidRRired dont tHeetlerdhdnb tor@iel &NGe chid (K Guglf yetew.31-1psecure
Ioadingﬁat a paynent term nal [00130 F%%. 5B descri bes a session of(Paynent
of $P drigy GrinlEnBatarss aps. Sl 1P sad 60 OF R sl Whass tefeleyplypuis Boy calguipted by

interfqgﬁgdwﬁﬁg gmgq%ggggAterninal for making a paynent of $P, wherein $P
has been det errine y an input received froma human or automatic

mer cha n optignal 245B it is determned, .either .automatically by
Thes Dbt o0t 88 23aR0n¢ 58 shdds S baMANRS voifit SEmiRYL G i Fdiand

car dholigfse @stalnRMENa BB, andgtddeto feb&EvPAYMBAE mcfchtift tbEniRBIGEe BYinS Bet@eined N

whi ch case the paynent is charged conventionall in step 253. In step 249B

it is daseprdaead wheshieral valac iedd oslyaponiverifying thpbA<8B.g&ythehto effcciive oad

t ransacj.an, I } [ N I f rrent
pal ancary st Hs B HRL A sRR-H DA REN e TR BuREER S el UMY

| oad vagluschafoftrarfsattione otheesise thic cpalmrints thastoddeRmidethmhéd into t¢ epd 34 Myrtst hen
in step 257 a net sitive anmnount $P of stored-value is transferred from
the carlf® ranspriéon: &rtae fad coafrelndic %éﬁu#?éloeéfla §>_<fafﬂltlalh9f Hih&rchapEemllm

stor ed-yally Rt ilitieRAE Bohlf ARTdnRTAYEHGS RoShADeBiRAdhPHcenCT yPL ed
$P payment record to the termnal. In step 275 an I nput received by the

t er m nakrniingnot dtbersasediso ladem-erarhangedircate thitabotthe caarcdtivinde tranwcfiort er est ed

in anot her transaction, for, exanple in ord to manual | y, | oad additi onal
St or o S HGRID 4 hErcbapgrdes top Hedps e TS eRb ek (e BestRe
noves haGkindOcwh8Pthé 4% BehadnPREAMal Ealblatel B8R AR Be bRAGhAY Uecbw &l LGk@8hd t hen

t he procedure noves to step 251B for determ ning the | oad amount $X, for
exanpl éhagemhdntigruioalafroprgxploitiegidic veid dxclange eccharish ddradfectiviig érfusing

scenari©, of Fi.g..5B,. i.f is,presuned that the | oad session i s unsecured,
i.e. vdgﬁbﬁTF8%3B§§E8fﬁi§§6€1/050036 it is not conpleted via a secure
sessi o en pa t d 110 and stared-val ue processi server 190
Cooe laBE o AR Pk Ihe et prcifes 30 ey B P B a2 At b et Son

condui tgB-bA, $hRA r&fidschfiahs A6 dnRAY B0l vhRE th BB BfroR}hE bl gStRNd
verifies that paynent, which can be made online or offline, via charge
yan

nmodul e marghast tqyenyabas cadenleted by theRiagd. Thy paymenttreqord oietcdandar dneagptepd

amount $Y of stored-val ue intg stored-valu urse 122, .onl.y, upon verifying
that sy et e B AL tPeh S B R PR PTG R B Pl tibe PRGN co
i's applgrebssihf s&t Pl 9875 fuiBert kit willeeerves taFid B@dlow.r om t he car dhol der
whet her to conclude the session or nove to step 249B for anot her
transaqpppre) for 1exAntl 249mkiaR@uat PULERBRE- Wllcls tREf sk fdrdAJREG the amount
stored-val ue. SECURE LOADING OF CO NS [00132] Fig. 5C depicts usage nodes of
a coi n $Puthes in biap 28 b theearhaadebP . \hilaarg psesseted byesberoorbévakemusse deedf val ue

purse 122 of pa t card 110 and stored-val u cess erver .19 and
Pur  hervment SR TRl @it 2R hufh &l B2 0 R RLRERTR PR SEGmita g

[ 00133]dhBrggtaaidudddC(and sehep 1 M4 8. theheasidhohtesd 36 be ahs et fieh thocagcess
a loading termnal for |oading stored-value into the card or a paynent

t er mi ndp treomershynt ieymipal ivhop tosad value As novy sefcwgted by siaied-valhe peise 123 agbly:
comuni i . i A j: ' t
card 1D ERRGRREe EALARQHAR (A FRATIH AR B0 AL MFRRBRIERT.
or mannathel ip acivieglckiaasiby(stdrad-vaimy patssd22ac 8At Thaséspbativel oadirngjers i ther sona
conputer, a bile tel ephon r an automatic teller chi (ATM. If a

| oadi n@%wéhégﬁh%% Hoataiaugh Buralirw, 4 et W%P%tfi@ﬁwz"%,ﬂ 19986cure i oad ng
session is established between R@ynent card 110 and st ored-val ue &;ocessing
server [90B7]| n stlaptcpg® 1 paypmeonnt &fSXris dharegd teythareidhy, chopgd wadler ySawt h t he
addi ti  \/ e LS. pa i char g e r gi ng
2ot hertagpu il 80 L opl BTl in il plEl A el itabel f @ pE AR

t er m nalerifit$) véd @prg88odlie 1 payhaiic Eamttnl 308X hasbanadeocadfule processi ng
server 190 calculates the coins that need to nove into and fromcoin
stored-val ue purse 122, and in step 298 the coins are actually noved stil
under the secure session established in step 281.



[00134]1It wll be noted that is the |oading session of steps 281-293, that
card does not need to (but still may) supervise the coin flow, because both
paynent cwodoulB9sad stored-val ue processing server 190PargBoiugioess and t he

oo LsarpRERT O IESHE e 6Tk s8R T Mea R EriHe Fo OISR SN A0

of $P abhcas tatilt vallsdie §BMRE @RAVS tof RESTVO Abm thO BRrdhanSteRinZXhe thifs Gatniasd or
nerchant terninal calculate and 29 WO 2011/ 089533PCT/ 1B2011/ 050036

det er miAstepRE 1 dgind avhopipte ealictipdonly ¥nogeriengtet AR Xt 8B iondlat 19 t he
card a t he
card torbq{ Wﬁ@?%ﬁgeﬂftyﬁoﬁna uﬁ&cf \%ﬁg% ggltﬁ 8t ahﬂFSt{)Qa&’ia@% %%.mteolr% 5‘;&;&2%&1@%%\ he
card sdrtmdtthe dheurttdXnthaatedtth ehecirdduritay aeCharge& Chlar%b efanibbomrithinpresents ot al
val ue is $E and agrees to receive %romt msrcha];\t rm nal the coins

det er midn¥§ Gpt dhperhant derninH o@enbthg meyehagbterringincal %i% 58150W 19 PS/i ng t hat
$A<SB, dycfan g&&‘ﬁém}%@n effiaal inemiRRiR SRR, ﬁé}ﬁ ck Bﬁi &mﬁ eQ&fhaﬁ%@r ed-val ue

within stor val ue purse 122 can happen durin ase transacti on;

ot her wirsgchthiemdar cffectifelyasfusing fdtemtcarddwalluamtmﬂmxsafrér |nt o the card or
aborts the transaction. |If the card controls the cal cul ati on and executi on
of coi r[0&1<29|1|ange Intstepr2 7pAahecatipyotids te drectemhinkl a‘pay&tensendrdcforths ahmauhhﬁ

term nal.s before acceptin comsfro he termn or ot herw se
coi n- ei%a{%&*pwetc deresenithe B amougt @%ﬁhﬁr?éx cﬁawgeva{wemé f1ee Aofhi §§r

coins gf ?hee&ﬁ&laﬁﬁﬂ?&nﬁﬁal ‘%?élgﬁgteg % ttlffkeca‘f@.rﬁre rﬁgggll%n He C d r§ Slefk gt hﬁﬁﬂﬁ@ tar@fanli h e

mer chant term nal, even i fchant ter coins to be
exchangeuerf@tbhen stareda»raweemdcdskre nnatudch Bt oft seored-wallug pfacessirexsshair tiPGgst he

coin e for i nfusing fake stored-value into the
card. ng%rgﬁ%fsw J[hbrg eﬁ?ﬁ’tcggoir fL’Ib ﬁd‘gr the procedure of Fig. 5C the card

does not necessarlly |nclude a charge function, since |oading of
stored-val ue may bENFEHE O3HNGHAPAMSEHICHRMES, Dby chargl ng anot her card or

by payl th C T ;%la my exanpl e,
for st op ggy“val uqug 5(?5 ngis?e%gmpargﬁd S a{ se‘gﬁ %ﬂra\gﬁmﬁrﬁ%d
STORED-tefAvhitie. Mf@ﬂ&ﬂ B?Eémﬁhtﬁzﬂﬁms Withsa physmuswadmabﬁw maslmﬂgt'a payhencolt®,t o
Fig. 5, ast aIu ane transacti.o nds ei the ste 26

St o ordferin SR TR bR R b P Lot S e r Bl ietigeshat

st ored- d{ﬁbﬁ@l &%meBtlt fs%%qlﬁeareﬁh@@aﬁaﬁmal ?fbthé PSSP aRbur$anually

respectively ig. 6 illustrates the contenf of such stored-val ue paynent
record azwdlﬂgﬁe ap aypie naceived dhoth the cmdbblé.ma@ ryemqugs@ﬁh@dhébpaymmémto bt:n ng

Lo pafachhy e b PR BRRIES Pl R PR HORIELE e 2B a e P800

term nat 1sldféfe@1ﬁ1{fﬁti lvﬂi&th%8 hE neRBYER Rl inﬁ‘tflaﬁé ABLyraéht 388 Boainehndidioh Afor S GRFE Wr €
280D. Card information 280C identifies the paynent card 110 by conventl onal
data, gSovhirgsagndNHUPRRICCHAtY i€ Hickusaifalancy @ Fherp&rseulwaaliﬁeittha@rﬁf‘zamf the

dentifj
ter m naFEoldF pidieR1d g Pt B TLAR ool 1EBRCrh i EXE Aol D PLOB 4B
st ep 26Gb stzp 25 Xad¥t pdsn&teemdhﬁﬁ $POI foged-vajud ik trpn&féredsdajbd)m thd sad konihk me:feﬁnatl he

transactjon tinme assuned to pe uaI to the termn received in step
201 of (RitREr uging gAHS 9HaRy %%rg &P sorscrducy ?@ﬁn%‘&’%&ﬁ ﬂ:*&:?ﬁﬁ‘éperé‘%?é@\%&ﬂle rom

t he tersy
2011/ 089533PCT% gﬁ%/%@gﬂggg@??g&nglgg%fﬁﬁuﬂn%%ﬁﬂa?lg ﬁ%ﬁ%%&’chon has

been exemunhddrim tietepdi@éicr ofay Endjcatd thabihgi dasdhofieg MU&I@teﬂgﬁ) Bnotbergener at ed by

st or ed- vaIu urse 122 of paynent c 1Q.wth res t to the content of
1ol g tsReTioBalsR Sxatie SioBeY Mm SR Sl ol SRR L bRou BT il RS Ces s ng
server f§ffe USQ(,)ﬁl WEich L&¥BRE procedure moves back to step 249B.

[00131] If in step 249B a loading is selected, then the procedure moves to step 251B for
determining the load amount $X, for example according to an input received from the

cardholder. Under the scenario of Fig. 5B, it is presumed that the load session is unsecured, i.e.
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STORED- VALUE SETTLEMENT [00138] Fig. 7 describes the settlenent procedure,
periodically initiated by nmerchant term nal 140 by connecting to

st or ed- vaWw0oeoresesssi ng server 190 via network 170. TypipCalBiomeoioessicy of
such settlenents is once in a da r two refer [ idle time at
oiant - b 2LE el P S cbRFul s e B afedt AP0t HhiPAel it BabeRe

st or ed-s¢BleH @IP(s0€ BRS il NG h&RMYE@EhahD RrmMal C40 i @Gh&ellye a@SRinfafi¢adin LondiOf
the termnal certificate 200 provided by stored-val ue processi ng server 190

to the Instri2eaithaienrd agysset el therisaminal by gharee prd vrsifis thas aeyraendt weich st be ement
SeSssi o : | e
proces2?%%*?@?3g?9§%%¥ﬁgﬁ%§§%@%%‘ﬁ%gg??b“‘g%? %ﬁg?@ﬁgﬁgégg%%%%b%ﬁﬂg%gp 253
of Fi g.cald adcOftbaiauns$ € pf 3o dreriohiant stoedmahal putsé0 2€ pmiie apsn wirifiing that

stored-Vval ue processi ng server 190 for settlenent, In step 313 the termna
report X B S a2 e op Yy Bs Sligiyy serallerif ¢depding fegﬂ%@h@@&ﬂﬁ@pﬁaﬁ%t

recor dse 280186 A ihfht HoBPihe @Brdfbldst §ReBd3obndThdk theseloh ot RRHQes stpde in
the context o arge & Change I n step 261 oP Fig. 5, and audit data. Al

t he repd®Bddr amftioarmmnsaston.ébatespompkiagsgordhesswith de jestloadedhseorpd-esluous
stored-val ue settlenent, and the data is reset on the nerchant term na
toward the next busyness cycle. The Charge & Change charges made in step
261 ar SECPREF EOADING@OKEMNSt el y or are included in the paynent

i nformati on 280P of stored-val ue paynent record 280, as descri bed above.

The audi ta i s..pr rably but not pecessarily.in the formaof coins that
ae oxdMHA G iR SR s RmBe pEEEER Mt A hOGebR! e et ar ue
pr oces siekiiorsifitvedn st&RdHharuepRsRt Rk R phyiterdcardeld Ovwal Y r&rndh e prot &dingGeivics
designated primng amount toward the next business cycle, as taught by US
Pat ent sl9oand farthagmaes Yagdeaherogpmichayp avpmerchaptdpnangl e st or ed- val ue

processor nodul e 194 of stored-val ue processing server 190 conpiles the
recei vd@0B3di t ddnatepMafgad sicardactthoemdiafldetselgcts auhethet tosacsesd-loading
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st or ed-belvesa nysmantegard 510 §1d steredivalve pregepsingseryrd 9P sugh & aunprehsry terrvat
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6, 467,685, is the detection of coins. having duplicate or unissued seri al
nunber 0 S&Pi28| agagie Madingsessin is syfablished hetsen paypsnt gridg 19 agd stosut-valvgie
paynent at., J L G sl : :
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a paynerita scecarfide,of padbdyeghemeapanthe cerdppneiargihg anathegatdioi payesg aite
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ot or vert ohe el FERehrc r Etodite gt I Aegar ut e e dra Lottt
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possi blvplusquesediZdgandointskey 293rthic erianers actasllyimogtdsidbunder S sPere §essivn.
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in step Egl} r Brecertificate issuer nodule 192 of stored-val ue

processi erver_190 will| issue a fresh termnal ificate 200 having an
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WO 2011/ 089533PCT/ 1B2011/ 050036 CLAI M5 What is clainmed is: 1.A nethod
executed by a card while nmaking a stored-val ue paynent transaction at a
mer chant wermwgb333t he nmet hod conprising: interfacing WCThBhe0sweschant

termnal_; and ., accepting a, positiyve first nt .of .st.ored: val ue into the
b d ol mEERRP e feti BR0LS rEp AL BRI Mol 8 R Wi N o
smal | ervahfleap $aahl the c6ins @ HEId, toinSoveatdin e datoddE theddhahthernimaiCdhdRihose
terminal. 2. The nmethod of claim1l, wherein said second anount is paid by
char ge.totabvalypis $Redmeigr 8574 Itha rd serdp & Geitergningl the eoins desarminsglgagtep 255

st or ed- gl ie SYRHAMLL s HAYIRAL ol EARSARL RN, L0AhaAQERANLL Oghude
charge transaction, the paynent transaction then consists of: a first
group afetemimedan stepré5 and nbosewdiafnaued $2 ohllyapoh verifyidpethaesAEB)ti et dnnional

to the card, and a second group of one or re coins designated to fl ow
f rom t H&ICERYUINFrSataRe th%weaﬂéﬂpumfrﬁqxafi-;val%ﬁ@vﬂ SR IO bt AT L@Eﬁ&’&l s

said f icfu%irn? QRS frfsatonabieratdins bl BREONH e MTPHN a1 EIA sFor SRtb dhSEePN

group's total value. 4. The nethod of claim1l, operating wthin a col n-based
st or ed-oraborts thy $itaesaction.df the card controls the calculation and execution of coin exchange,

then preferably the card will first send coins to the terminals before accepting coins from the
terminal, or otherwise use a coin-exchange protocol that aborts a coin exchange transaction
unless the coins are exchanged as decided by the card. This prevents a hacker of the merchant
terminal, even if the merchant terminal calculates the coins to be exchanged between a card and
the merchant terminal, from exploiting the coin exchange mechanism for effectively infusing

fake stored-value into the card.

[00136] It will be noted that under the procedure of Fig. 5C the card does not necessarily
include a charge function, since loading of stored-value may be made, in some embodiments, by
charging another card or by paying with cash. The present embodiment may be attractive, for

example, for stored-value cards loaded by parents and used by children.

THE STORED-VALUE PAYMENT RECORD

[00137] As discussed above with reference to Fig. 5, a stored-value payment transaction
ends up at either step 265 or step 273, with the card generating and sending to the terminal a
stored-value payment record for the amount of either $P or $X-$Y, respectively. Fig. 6
illustrates the content of such stored-value payment record 280. The payment record is
preferably represented by a text string that can be read and interpreted by stored-value handler
152 of merchant terminal 140. The text string includes four fields: card information 280C,
terminal information 280T, payment information 280P and digital signature 280D. Card
information 280C identifies the payment card 110 by conventional data, such as card number
and card issuer. Terminal information 280T identifies the terminal by terminal ID 200T
retrieved by the card from terminal certificate 200. Payment information 280P includes either $P
of step 265 or $X-$Y of step 273 of Fig. 5; it preferably also includes the transaction time
assumed to be equal to the terminal time received in step 201 of Fig. 4, and possibly also a

transaction serial number received from the terminal. It also includes the particulars of a charge
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paynent transaction that includes both a charge transaction and a
stored-val ue transaction that consists of: a first group of one or nore
coi ns deQWgnanﬂB9im flow fromthe nmerchant term nal to Ph@/1BandpPsald a

d ' d f d he
or onaritinpaiPiof o B8 e Qlen TahSucBRh e (68 ARG Bapa S EL T Per S5Putd <"
total valopes gamlate&\@y 201cH. &b&%@ﬁ?@ﬂﬂcﬁ%ﬁ;ﬂ{eﬂﬁ&@@ 610 &@hdespead cheaymmtsnt of

equals the sumof: said second group's total value, and said charge
t r ansadtalém89Cy aRYB ang 29AR, whieh isdrcsfiable &y wrored-value REACCSEYERCNST hPY upon

cal cul atjiag A pPayment anount by subtracting said first amount fromsaid
second anount, and providing to the nerchant termnal a verifiable paynent
record for said paynment anount. 6. The method of claim11, further

COMpIl YFYRED-VALUE SETTLEMENT

[00138] Fig. 7 describes the settlement procedure, periodically initiated by merchant
terminal 140 by connecting to stored-value processing server 190 via network 170. Typical
frequency of such settlements is once in a day or two, preferably during idle time at night, or as
needed. The frequency of settlement is predetermined by stored-value processing server 190,
which affects the expiration time of the terminal certificate 200 provided by stored-value
processing server 190 to the terminal during settlement. It will be noted that another settlement
session may be made by merchant terminal 140 by connecting with charge processing server

180 for conventionally settling charges made in step 253 of Fig. 5.

[00139] In step 305 merchant terminal 140 connects with stored-value processing server
190 for settlement. In step 313 the terminal reports to stored-value processing server 190 all
stored-value payment records 280 recorded in step 265 or step 273 of Fig. 5; all charges made in
the context of Charge & Change in step 261 of Fig. 5; and audit data. All the reported
information relates to transactions made since the previous stored-value settlement, and the data
is reset on the merchant terminal toward the next busyness cycle. The Charge & Change charges
made in step 261 are reported either separately or are included in the payment information 280P
of stored-value payment record 280, as described above. The audit data is preferably but not
necessarily in the form of coins that are exchanged between stored-value processor module 194
of stored-value processing server 190 for resetting the stored-value handler 152 to its designated
priming amount toward the next business cycle, as taught by US Patents nos. 6,119,946 and

6,467,685.

[00140] In step 317 the stored-value processor module 194 of stored-value processing
server 190 compiles the received audit data, charge transactions of step 261 and stored-value
payment records 280 to identify irregularities. One type of irregularity is a mismatch between
the monetary value of the total of all stored-value payment records 280, the total amount of
charges of step 261, and the (positive or negative) amount of stored-value needed to reset the

stored-value handler 152 of merchant terminal 140 to its priming amount (see US Patents nos.
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verifying the validity of a termnal certificate received fromthe nerchant
termnal, and aborting the stored-value paynent transaction if said
veri fyi ngwo0n#gaisBve; and if said verifying is positi PET/IB2aa0s008p a card

i f i i f. th .d >cel Vi monal ti f h
NG R S I T N MR T

t er m najudfi ey dtéthiac@dr@ing t€ USakitdi@s NdrebN€9,986 ksl 6867683 s the RtebSobOf ddimot
smal |l er than said carg time and not greater than said term nal expiration
time, dudingsiyoliedtagr wHesupdyorihpumperssit anothar typeaf egtaikinigentdyiegat i ve.
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interfacing"w th the merchant termnal; and accepting fromthe nercha
t er mi nall7athpo®i $te 82 hiwinearcleit’s bamlsacshwges crotiadd fwathgdoboldtercd-vhluest

t, I firm t hat . [ d hat i
g A IR e AL
t er m nadiscIddY 20UL/PREAP3s RLHFs1d32011/ 050036 9. The method of claim8, in a

paynent transaction that includes a charge transaction and a transfer of

zero orpopf1§ Coi N 'h?e?uﬁ?ﬁ’iegﬁés% ﬁe_%%wﬁcte&wa@mﬁ,%émﬁ@{ep3 e&Glifusai d

second anount equals thhe sum of said charge transaction's value and said
zer o orcerntdroatedesussimotiole dO2 wé btoeed-val@ provessing strodr B0 willassmed, frésh tanp@al ment

e R Y e A e T I M
wher ei nemdhsl WilaRNEaBNRHMHe RIS sthesPdykIone or nmore coins' total val ue.

[00142] While the invention has been described with respect to a limited number of
embodiments, it will be appreciated by persons skilled in the art that the present innovation is
not limited by what has been particularly shown and described herein. Rather the scope of the
present innovation includes both combinations and sub-combinations of the various features
described herein, as well as variations and modifications which would occur to persons skilled in

the art upon reading the specification and which are not in the prior art.
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11. A paynent card conprising: a mcroprocessor; a termnal interface for
selectably interfacing with a sel ectable nerchant termnal for making a
paynent tweaneHasPA; a charge nodul e cooperating w th gardBmiveiwp’cocessor
for charging a renote account; and a stored-value purse for storing
stored-val ue, cooperating with said m croprocessor for noving sel ectable
anounts of stored-val ue between the paynent card and a nmerchant term na
via said termnal interface, wherein the paynent card is operative, while
interfacing with a sel ected nmerchantCLAIMiIShal , to accept a positive first
anount of stored-value only upon confirmng that a correspondi ng second
annuntwwbq§t %s %gi‘snaller than said first anount, is paid by the paynent
card at"84i'8° Yed nerchant ternminal. 12. The paynent card of claim 11,

in a paynent fransaction at includes hoth cha and stored-val ue
transadti ons; MBS pregted Bl Whi el Rl e S Perim VAR L e ved by
sai d st 9&@RanY &righlUhS MictiddGofphidingecond anount is paid by said charge
nodul e. 13. The paynent card of claim 11, operating within a coin-based

st or ed- val ue sysiterfadimg withalyammatchantaersandlj @nl t hat does not include a charge

transaction, said paynent trapsaction then consists of: a first group of
zero or nore LoRAEPHAS P@ﬁ%ﬁl@%ﬁfsaam%%# Sl LI 8 e YRl et rBiheq

purse, and a sSeERAYLAEPIRIRL sORRdAMTRY, hat B dde sAeHdINA Q6 £t AhOWhif lsom
said purse to the merchant térmnal; WD 2011/089533PCT/ 1B2011/ 050036

wher ei n said fi pstd arthbenardagthelngerghend tefrininsd. gr oup' s total val ue and said
second anount equal s said second group's total value. 14.The paynent card

of claizn 11, pRerahhBYr Haklh N RuERl N PRSEH SARET YAl Hpcmygs em

3. The method of claim 1, operating within a coin-based stored-value system for a
payment transaction that does not include a charge transaction, the payment transaction then
consists of:
e a first group of zero or more coins designated to flow from the merchant terminal
to the card, and
e asecond group of one or more coins designated to flow from the card to the

merchant terminal;

wherein said first amount equals said first group’s total value and said second amount equals

said second group’s total value.

4. The method of claim 1, operating within a coin-based stored-value system in a
payment transaction that includes both a charge transaction and a stored-value transaction
that consists of:
e a first group of one or more coins designated to flow from the merchant terminal to
the card, and
e asecond group of zero or more coins designated to flow from the card to the

merchant terminal;

wherein:

e said first amount equals said first group’s total value; and
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in a paynent transaction that includes both charge and stored-val ue
transactions, wherein said first amount is the total value of coins
recei ved W9 20Hi893380r ed- val ue purse from sai d sel ected weTahznmi/030e3ari nal ,

and said second amount .equals th umof: a charge anount paid by said
charge nodul e° atsalggf)%?ng@%?é‘f@%ﬂ“ﬂértﬁ%ﬁﬁ?oﬁerm' nal, and the total value of
coins transferraed §iPgBcoRd frothQred vahdianpur se to said sel ected merchant
termnal. 15. The paynment card of claim 11, further operative to calculate

a payment armount' bipidelisrgeitanspeyiond wlyd. r st amount from sai d second anount,
and provide to said selected nmerchant termnal a verifiable paynent record

for saisd payn:ialget%g[{]]{??;g%? H}@.ﬁ%g%%gyﬁg{rgécard of claim11, further

conprising a car 1éugl ster, in said paynment card is further

operative to:e \elkila¥ng hpapatitdioyinOby qubtr@stiigald G8f drhburk @Eifoen € Sdcyed from
said selected nmerchant termnal; abort a transaction if said verify is
negative; and iafmoy R, and/er j fy is positive: read a card tinme fromsaid card

time register, {roev(fc%ing?o el .a%?{erﬁﬁntgiaa if@%ﬁggea f?a}%lg?ﬁ%!g gel%éF ol §did gglﬁlent

termnal, retriteve a~term nal expiration ermn
certificate, chepknwhether said termnal tinme is both not smaller than
said card tine and not greater than said termnal expiration tinme, and

abort the transaction if said check is negative. 17. The payment card of
claim 16, furfherchpdratioye |, furthefsdtk i s positive, to set said card

time in said gagdififPmt atidhSr ACHRMY Qifi tSRLAVEPHTMAL nktdBnt terminal,

and aborting the stored-value payment transaction if said verifying is negative; and
e if said verifying is positive:
* reading a card time from a time register of the card,
* receiving a terminal time from the merchant terminal,
* retrieving a terminal expiration time from said terminal certificate,
» checking whether said terminal time is both not smaller than said card time and
not greater than said terminal expiration time, and

» aborting the payment transaction if said checking is negative.

7. The method of claim 6, further comprising: if said checking is positive, then setting

said card time in said time register according to said terminal time.

8. A method executed by a card while making a stored-value payment transaction at a
merchant terminal, the stored-value being represented by digital coins, each coin having a
serial number and a denomination from a plurality of denominations, the method
comprising:
¢ interfacing with the merchant terminal; and
e accepting from the merchant terminal a positive number of coins whose total value
equals a first amount, only upon confirming that a corresponding second amount,
that is not smaller than said first amount, is paid by the card at the merchant

terminal.
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18. A merchant termnal conprising: a card interface for conmunicating
w th paynent cards; WO 2011/ 089533PCT/ 1B2011/ 050036 a network interface
for interWQ@Dn@s955Ba a netvvork with a stored-val ue pro®€34BHg1/8WO%6r; a

termn certificate r. for sto cer

el udab & tefi ansy 6P ek & perm Rishl adBr ok B S et i sttt o
confi guin@Q tt@ifer 0EEdrH@r 60k dREMémWhd uré & the SicREtREt dahinal, WHRESSSliag server,
renew said ternminal certificate stored is said termpal certificate

regi st eecongrmougtiequals tha swnoh said ghaire Hagsagtionds vylpe suchiaid gira of BIOFE nal
Cert'f'c%ﬁf]etottﬁv%ﬁf d card. 19. A nethod for operating a stored-processing
server et hod conprising: interfacing with a merchant termnal;
receiving termnal identification fromsaid nerchant termnal; and if no

i rregulldxiti eBhamethodeftliafm 8dinv fdymeespachction tbaiddes sotrineiade a dengd f i cat i on,

then issuing a fr sh term nal %ertflflcate f or. %gid gerchan{hf:ter nal, said
t er mi ndfensastiop pd dees ip B%%lfrh‘bs gioflopg Sf mOxg ePiniramAlg card Ehihe MEhanbn and a

term nabm@xal %Eﬂe%aﬁd fRon@RHoRft QUhAL 884 884 & hsRIBidseldmiRaluccertificate to
said merchant termnal. 20. The method of claim 19, further conprising: if

and only if no |rregular|t|es are identified, then executing stored-val ue
sett| endnt wi Apag@pet ared eaprisingsr mi nal .

® 2 MiCcroprocessor;

e aterminal interface for selectably interfacing with a selectable merchant terminal
for making a payment transaction;

e a charge module cooperating with said microprocessor for charging a remote
account; and

e a stored-value purse for storing stored-value, cooperating with said microprocessor
for moving selectable amounts of stored-value between the payment card and a
merchant terminal via said terminal interface,
wherein the payment card is operative, while interfacing with a selected merchant
terminal, to accept a positive first amount of stored-value only upon confirming
that a corresponding second amount, that is not smaller than said first amount, is

paid by the payment card at said selected merchant terminal.

12. The payment card of claim 11, in a payment transaction that includes both charge
and stored-value transactions; said first amount is a net amount of stored-value received by

said stored-value purse, and said second amount is paid by said charge module.

13. The payment card of claim 11, operating within a coin-based stored-value system
in a payment transaction that does not include a charge transaction, said payment transaction
then consists of:
e a first group of zero or more coins designated to flow from the merchant terminal
to said purse, and
e asecond group of one or more coins designated to flow from said purse to the

merchant terminal;
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wherein said first amount equals said first group’s total value and said second amount equals

said second group’s total value.

14. The payment card of claim 11, operating within a coin-based stored-value system
in a payment transaction that includes both charge and stored-value transactions, wherein
said first amount is the total value of coins received by said stored-value purse from said
selected merchant terminal, and said second amount equals the sum of:
e acharge amount paid by said charge module at said selected merchant terminal,
and
o the total value of coins transferred from said stored-value purse to said selected

merchant terminal.

15. The payment card of claim 11, further operative to calculate a payment amount by
subtracting said first amount from said second amount, and provide to said selected merchant

terminal a verifiable payment record for said payment amount.

16. The payment card of claim 11, further comprising a card time register, and wherein
said payment card is further operative to:
o verify the validity of a terminal certificate received from said selected merchant
terminal;
e abort a transaction if said verify is negative; and
o if said verify is positive:
* read a card time from said card time register,
» receive a terminal time from said selected merchant terminal,
* retrieve a terminal expiration time from said terminal certificate,
* check whether said terminal time is both not smaller than said card time and not
greater than said terminal expiration time, and

= abort the transaction if said check is negative.

17. The payment card of claim 16, further operative, if said check is positive, to set

said card time in said card time register according to said terminal time.

18. A merchant terminal comprising:

e a card interface for communicating with payment cards;
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¢ anetwork interface for interfacing, via a network, with a stored-value processing
server;

e aterminal certificate register for storing a terminal certificate that includes a
terminal ID and a terminal expiration time; and

e a processor configured to:
* during settlement with said stored-value processing server, renew said terminal

certificate stored is said terminal certificate register, and

» during interfacing with a card, present said terminal certificate to said card.

19. A method for operating a stored-processing server, the method comprising:
e interfacing with a merchant terminal;
e receiving terminal identification from said merchant terminal; and
e if no irregularities are identified with respect to said terminal identification, then
issuing a fresh terminal certificate for said merchant terminal, said terminal
certificate including at least said terminal identification and a terminal expiration

time, and providing said fresh terminal certificate to said merchant terminal.

20. The method of claim 19, further comprising:
e if and only if no irregularities are identified, then executing stored-value settlement

with said merchant terminal.
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