;e3e] D tp|>6TD"p_2 9 JUL 2003 "BIOVETRI C KEY" THI' S | NVENTI relat to a
‘bionetric key and nore particularly relates to a bionetric kg;‘ghmli-n@ﬁa key
body which contains a bionetric sensor capable of capturing a key holder's
bi onetric A=t smtting 5 the data through the bionetric sensor to
a pr ocessoﬂﬁ‘mﬁu'ﬁwmmmmmm val i date aut hori sediuse of the key through

bi onetric verifggaisi on. Currently keys are used for a wide variety of
applications that conprise a nechani BIDMETRIGHEYechani cal ci pher, which
carries coded information. One exanple of the latter is keys described in

European Patent 10 47249psWNVENTION felafRRtold BioREAERES Bhbighsieashriiby posed
edges of the key which co-operates with a correspondi ng nechani’'sm bui

into amting | g cyl i nder A |- i em.i.ncorper.ating. the | ock
cyl  nder may be B SURPrBTIC KRy hayB PO e ROT SaRtaiRt i Picrpeirc
appreciated that the 25 |evel of security is not high because there are no
means current | ySgosen eapable of capiuring ey haldersdippelimdale ard trapsréfings an
aut hori sed user. This nmeans that while a conventional nechanical or

el ect romechani c #he datkthrpaghtthd Bigmatricesensarsterd produssore & opderesvalidde
bui l di ng such a key nmay be readily copied or it may be | ost or given to

other persons WaoiHBHsed\¥e SRR IR5BFSUgh Bioh@btﬁ@%ehﬂ{:éﬁgrﬂg, on an

unaut hori sed basis. Thus, physical access to the building is provided by

wel | known and refer S Tauy REERH B8 B T TeFRY b apBl P BB, o

into a nenory of the bionetric, control acg_ﬁarat ys with an external process
(e.g. storage ~CREWHER a me@a@t%prg@@@r peiaNrAlCIRNG6 WhiRh Cades eoded
'signal). A coded version of an authorised bionmetric feature can be stored.

VWhen veri fi cati infoinsaticerjuOne@xaimple of thedatbards keyodesdribadsinEuropgare Patenthi s
bi ometric characteristic feature to the bionetric control apparatus, which

then conmpangs t BP2ROSRRHIEH Had L4RcHY Pechahien! RRbtEEoMIdPPobEE edidedfithed
bionetric feature. If a match occurs, then the bionmetric control system

permts access ¥ TN : i I ;
B omet i ool 1y 584 MIAE Loty 883 ift o EPmBtpbnD BB iflo £ RLAL,
vehi cl es are described.in Patent 5867802. This reference 1.0 describes a
rethod and syst FAGINAEERFIRS AIGORAS SGrioR erther aia FisdPa FyiRhasey bs

fingerprints match bionetric data stored within a nenory in the contro

system of the veRPBE. A user's digitised fingerprints are stored in a ROM
in the BIOS of a mcrocontroller or in a ROM accessed by a mcrocontroller.

The mi croprocessor's pWhie guth&leys are bimplefto aisecitwit pe2dppresiated thatrthe
which are related to the operation of the vehicle such as regulation of the

fuel flow nafe, |siefloPsélrity #5H6t hiBabetausd there@ire PIABEEAS ELABAIPEOSIEIRe! t S
instructions related to the primary task, it nust conp lete and exit a
condi tional | 00pyQerikisd i th& BersoRUsingidiiey i€ akUtdGiddilddie THRE edins" €2
that while a conventional mechanical or electromechanical lock operated by -
a key presents physical access to a building such a key may be readily
copied or it may be lost or given to other persons who may then gain access
20 to the building on an unauthorised basis. Thus, physical access to the
building is provided by those in control of the key.
Conventional biometric control systems are well known and refer

to encoding of a person's specific biometric features into a memory of the

biometric control apparatus with an external process (e.g. storage memory,

AN
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input" bionmetric data. Real scanned fingerprints nust be conpared with 2 o
fingerprints(s) stored in ROM If the result of the conpari sod 9 sIUL 280k,
then the operating loop is satisfied and the m croprocessor can execute its
instructions relating to operation of the vehicle. In US Patent 5607802 use
is made of a conventional "fingerprint scannifg device and related circuitry
coupled to the m croprocessor. A key operated ignition switch is coupled to
2 9 JUL 2003 3 trhatching algooittrasand teiupr signdd. aA siogerdl versionpofoan diutigonisseer
to the mcroprocessor before it nmay control operations related to the

vehi cl e. Anot hemigmatid 9efurdi surelyd erdrbd. SasHERdyEMMHdtOh &Y FEEIPal S|t is
described in US Patent 5915936 which refers to a firearm which | ncorporates

, 5 a pressure i i : t I the firearm
by a pal mof ¢ noeiesreidor i as8eHrRsahiis tofeBld nst EiiRfle RepkE g e
print of the user and generating a data signal representative of the
scanned pal m priieMatricer Cagirolat ARRATEIUS havijicRs diee seRv@res THae 1 biemetrican
only be used by authorised users wherein a nenory unit stores data signals
1 o represensat icharadtetibtic deatuoz ivatd the eushorid@dPhioematrib Y826, r #f armatah a

bi onetric information i nput device having an integral smart card reader.

The devi ce provigiagrL oRPeHRd IiGmEeRR! 8bhd| @?st%ﬁ? pERRItS ﬁé’éé%saﬂjt’iaf) Eﬁciili@p”t

device to provi user specific processing o lometric inform

e
provi ded by the user I 15 i | c input devices referred to in
this reference é;PQﬁPH‘SEé@iqﬁgg)ﬁ%@;gh %@t%%{re hone or those which conprise
a contact imaging device such as a fingerprint scanner. The abovenenti oned
prior art references ar%lomqtru@,a'%ﬁelcveefg?OFquir%ﬂefW fob REgvaNtiagdinawthauisesh
can only be operated upon use of a vehicle 2 o ignition key as described in
US Pat ent 586780RBe of pebides @rgatessribed inhbSc Retendf 5867 48Rk enThiSorefessmr a
smart card in the case of US Patent 5987155. It therefore wll be

appr eci at edy ¢ haigesbfbes anvethiodxrtl sy¥temebr resteetiig Gde 614 VeARI@tEperson(s)
non-versatile in being restricted to a specific application, and al so

[ th deli £ 1 an: t ' t : L sl I2
0 JUL 2003 appliiest: oefTts Pt BoRel; Bty SioRa WERPRETNEmy 5 e L

5987155 requires _a n essential conmponent a card sl.ot for acceptance of
Che smart card. SPOTPLOKRISEHdDE V6P AheANReL SO NG AP Bro s aedan &

bi ometric key, 5 which may reduce the di sadvantages of the prior art,

di scussed aboveRQMein thenBl@8 gf & Migocenirlaeori i ReROMadreessedkdy Body
incorporating a bionmetric sensor for transm ssion of a signal representing

a bi ocode of dandcaeoetratied bihe méciopooassioc’ ssnmary, taski id thaey dfoslyecuting
engageable wth a receptor body and having neans for interaction with 10

Gl anal vher Say e e e var e & P abes e ng Fhagseh a8
interfaced regulation of the fuel flow rate, and other tasks. Before the microprocessor
can execute its instructions related to the primary task, it must complete and -
exit a conditional loop of instructions that relate to validating the user's “real
input” biometric data. Real scanned fingerprints must be compared with
20 fingerprints(s) stored in ROM. If the result of the comparison is a match,
then the operating loop is satisfied and the microprocessor can execute its
instructions relating to operation of the vehicle. In US Patent 5607802 use

is made of a conventional fingerprint scanning device and related circuitry

coupled to the microprocessor. A key operated ignition switch is coupled to



with or electrically connected to the receptor body for granting access to

‘an authorised user to a facility accessible by the bionetric2keydULTa803

interaction between interaction nmeans of the key body and the 15
correspondi ng neans of the receptor body may, for forwarding of the signal
to the processing neans, involve the use of3 electrical contacts, wherein
the key body has one or nore contacts as hereinafter described with touch
mat i ng cont act sheomitioproesssoroto prdyideHawesignal forc iprovideigagdovedr 1By tied so
involve a transmtter of the key interacting with a receiver of the
receptor 20 bo c?&?r i } i { i sked,

radi o-f requenc;c/m Ior i%?gg%ﬂp?%@%gﬁ&%9@ﬁ%'%eéfé%%Pé]nég/é‘ﬁ{é” tglbnq"Hrgtr:IEto a
conventional key whi ch,unl ocks nmechani ¢cal | pocks wherein th e as a.bl ade
with a plurality of m‘r\agfﬁ%?x%ﬁ%ﬁ cémﬁﬁ{%ﬁyo%%%rﬁab e%&i %ygems 1S
conventional manner to unlock the 25 nmechanical |ock as hereinafter

descri bed. The desgribedin W& Palesbodthastavhigh defersto gfirggsmighishrincorpnrates may .
have the bionmetric sensor, applied or 2 9 JUL 2003 5 attached thereto or

enbedded t hgr eigpre¥safecahsor foheensing araspsing of arvuttiséctibnbt thiefiraafa by
recess of the key body and is provided with contacts or pins form ng one

exanpl e of the t i 1 b St ;
accommodat ed Wit TOTRE doay el b e iap ortirdof sEafinbia DM Britee |,
an insulator insert. Aternativel e key body may .omt rds and, have a
bl ade or end pBS?iL{?ﬁf W\Hiweéﬁ%%és&%ﬁﬁg '&8??%?&'@8{6 o %Carr&?éjp’l)%ﬂ“ body
di scussed above. In this embodi ment the receptor_body may inferface wth

t he processi ng Rigd@ster @etualion efgba preswyrisensar.ofl hediraarm eensely Siggused by
the 10 processing neans, access to the facility may be provided. The sensor
may be a solid st adthedssdr usarsufwaheneiredabynéobhexunit Stersenslatand sigrals
sensor may scan an appropriate bionmetric characteristic of the key hol der.

Al ternativehy thersRnsaldByhRautRBiéartssrd by Thonpson, Veridicon or
Harris, which are all well known solid state manufacturers. The 15 scanni ng

sensor may be carried t [ f i I i Jude
capaci tance) resi st anclcéi,g ﬁ’%{%bﬂg?é‘{%%%ﬁérsot&é §c u#tguglzfg\‘ln@ta ?@n I?@%{)Lrlltle&]&}'(ljlg
structure or vein, structure. Suitablry t he, scanni ag sensor .scans a .
fingerprint or N&YingaprNiRIraABaReGAHIRRAREy HI% JEKSEPT EO-ARFEREYS a
smart card chip 20 such as a wired |logic chip also known as an "intelligent
menory" chip, wpecatioraof thesmart cacd and t® daelétddenioe de e Vighei weer sprRific t o

t he key body, may contain nenory and | ocal processor capabilities. The
enbedded procegsotesding of eibartée infotrhation roldelpdbiog the reser beExseglds of
encrypt/decrypt data, which nmakes this type of bionetric key a unique

person i depdi figahbfiE ihpm depicE¥ pevatred t8fin Usis referbhes BIOIRIsE ifck®brafing he

invention may be as an Ignition key of a vehicle, a key to a storage

I
taci i1ty sucn Smierbbftf of sl cotmptiss) = PRt mBg il ve e SEkPASls o o

or lift or to initiate actuation of an electric notor, hydraulic notor)
engi ne or ot hefiNSEFRAMYTSCAHVEE means or even hydraulic or pneumatical |y
actuated ram assenblies. Each of the foregoing are 5 exanples of facilities
whi ch may be accessi bl Bhéyahdnenentianead @ricsy adf refiesencaserdreolustiativRe oéf or e
w Il be appreciated fromthe foregoing that the bionetric key of the

invention is exidmeRIdcottrcalslemshanich@antonly Beripetatedaisorotsa!ora vehitl@l so
extrenely sinple in structure to at |east 10 partially overcone the

di sadvant S sl td | B! t S ove.

The bi ome?gfc Eiryﬁ@ﬁ‘k?&eéfﬁéé%@ on a??g:iﬁ%\%F\g/ggggé’h?gj?]e%érgee (?Pp?géﬁér)l ty

to overcome th%a gogg FJ%B P%fter?togg? g@éé) rc])?la lfs?ﬁ/r:lsrt %Saré] Efr‘?ictwebgadsea%?\{_‘?s Patent
5987155, It therefore will be appreciated that such conventional biometric

control systems are non-versatile in being restricted to a specific application,

and also require the use of additional structure relative to the specific



i

The i'nvention also includes within its scope a receptor body 15 engageabl e
with a bionetric key, said biometric key having a key body ing@ogp agM&y a
bi onetric sensor for transm ssion of a signal representing a biocode 0
data generated by the bionetric sensor) and having neans for interaction
Wi th correspondi ng nmeans of the receptor bbdy for automatic generation of
the signal whereby in use the signal is forwarded to processing 20 neans
interfaced with or electrically connected with the receptor body for
granting access to an authorised user to a facility accessible by the

bionetric key. It wll appreciated fromthe illustyated odi_nen

herei nafter thé‘tpp!'Fﬁt'%gémso rtﬁ?@f"ﬁ*ﬁ)}"@&fﬁm%@ npud dev gﬂ&]gggil%gas a
| ock 25 cylinder as shown in F.GS. 1-10A or a,stationary, bod rmng,party
o h 22 Y U embtes g ANSSs PRl SorRANant 8 A SIelRCoBPIARS ot BBt | on

al so provides a ﬁcurity systemfor use with a facility to prevent
unaut hori sed al88%s to the facility which includes the bionmetric key as

mvent on al s0-r o at edt ELORBEEBGTePaL PUSHITE Doy e A BT ),
L A o LA A, 1
oot fo 5o fore ie.d?e{ el erzvgs@%%?&wr%ﬁﬂ%c%%svc mﬁ@q%@%yzﬁaaﬁf i
Pieggo?g;r ggg (i |4c? gr(t)@?(ﬁqtﬁ'?ngeé@égé io f§ Fgﬁ%ﬁsf V&ﬁ%‘? :axc'cér{ggé'%tﬁ@snt r11§
pl acg. Ref erg’ngﬁe&r??% ?l)gwggtrea ?&ﬁgpﬁ%aa%r{eﬁée%@ﬁbg'ﬁb%%b%@t Q%P ?‘Eg §§e ent

0, PR S SR RS, B

view of the bio ey of nven erson s

G 2i . . . . . . Coh
nserted 1t b Sonaepatdin it bt RBbidr bolifpCaytdifanc Uaiketin fthe | '

| oded j i of ' : t: f;
FIG 35 15 a poarstfnsisdy R ush oo pRKan foidradd BBRI metsliftelaetaet, o
JUL 2003 8 fromiforsleamichly Sortiactdd o thaGrec8pfdr BBHG REICiranting aBuedy td &1 key
shown in FIG 3A froman opposite side; FIG 4 is an expl oded perspective

vi ew of conponeitiforigedause?dt aXabiiflyaccusRibls by dhé blopsétrieeynder and
associ ated barrel; FIG 4A is an expl oded perspective view of conponents of

the | ock body shown i ITHe ifterdétionbdtvEen ntefactioR nteaingi ofth@ ke bodp apdelié i C
key of the invention shown in
15 corresponding means of the receptor body may, for forwarding of the signal
to the processing means, involve the use of electrical contacts, wherein the
key body has one or more contacts as hereinafter described with touch
mating contact(s) of the receptor body. However, such interaction may also
involve a transmitter of the key interacting with a receiver of the receptor
20 body and such interaction may be of an optical, infra-red, radio-frequency or
fibre-optic nature.
The key body may be similar to a conventional key which unlocks
mechanical locks wherein the key has a blade with a plurality of wards that
co-operate with lock tumblers in a conventional manner to unlock the

25 mechanical lock as hereinafter described. The key body may also have a

handle or gripping part, which may have the biometric sensor, applied or



FIG 1 inserted in the lock cylinder; 1o FIG 6 is a section wbom&t\ idnge
A-A of FIG 5; FIG 6A is an exploded view of the conponents F A
FIG 7 is a section through Iine B-B of FIG 5; FIG 8 is a detailed view
of contact detail shown in FIG 7; FIG 8A is an exploded view of the
conponents of FIG 8, ~5 FIG 9 is a secti®n through line CGC of FIG 4,
FIG 10 is a detailed view of contact detail shown in FIG 9; FIG 10A is
an expl oded view of the conponents of FIG 10; FIG 11 is a plan view of a
bi ometric key of the invention inserted into a stationary receptor body in
anot her enbodi ment of the invention; 20 FIG 12 is a section through |ine
A-A of FIG 11:3attached]dherete, o8cemheddadshereinnePreferally Fihe sansar ds 14
is a detail ed view of contact shown in FIG, 13: FI G 15 .is an_ expl oded
per spective vi aﬁcemm@tﬂaw@n mr@t'qgﬂ%@ﬁaﬁ»&ﬂ&jkw bﬁﬁ’!’ ABd igPEYidRd withy ;

zZ s ~u~ zoos 9 Fl%th IS a ger.spective Vi ?w f the receptor body, barrel of
FIG 15 from afONFRStS &FiRIAS {p5raing enesexample of theicantact WmeaRs vhigh dBaY act

shown in FIG 15; FIG .18 is a. bl ock diagram describing.the chain of events
Gpon'5 oper at | SH9BEC WL dedit BOREY S BREOMAAG A gther ReY e 5

Z%I‘i?ﬁ;i C%wags}%g%“é@&tﬁé‘%%Ia?’é;”fsls?{;;piin%‘é‘ﬁiﬂviﬁ@%ft 8%:3%%%?#%%%3 10 of
' ' ' 1 ' 12. T 0
. Ee:y”E§3ty' ‘iSdaEd 3 g%{%ﬁ%@% t&g kﬁ?‘g%%ﬁéi?éh‘*a@”rﬁétaﬁqMefsmz&ﬂe?ée% 0
[ [ | 16 Al , . Ln ElG .2 10 |
'sf]oli‘nsingregtvéd%°m%-|V&*a'ﬁﬁt?3\9,aar%%*f9ﬁirﬁ’ﬁ{'ﬁ@ sfofin 4 Fecdptan by d%gﬁfﬁ'?? 10
2 ' T . . 22
o 9K Doy 20ghgul 19 SRSt ne TRESHESY Bbod B9 pFOMaAL Wiphé o
ot l; bavi ng. s @ﬁ?g%ﬁe*#ﬁgﬁﬁsﬁif&ﬁ@“ﬁé@8!‘3@%%%&69%%&§§§@éﬁ‘2{ o
: 5 : . e 48
Shown 1 n TG ZBoostbnialy, ddocasBtnE IARRETHR) DY BrBVHRHOOE & Cr onent s
inthe 2 0formof the or iy b&3Wofld Sfats 88654r Adn@Btifbd BYiPoIBRRFd 28
which fits into recess 29 o |nSLYIa§|or I nsert %@ I'nsulator 1 nsert g? S

sl i dably attaC@&n&ﬁs IRy tﬁ@@éﬂg lﬁgg)sléﬁﬁﬁ%@gcﬁirﬁtf io g&%:hﬁ#&lcierféﬂé‘b‘i' 28

is shown on both sides as Is or ne rom sensor 14,

I nsul ator inse [ h At | i ts
i nsu i nsetfie Ry ﬁageg'ﬁlﬁﬂ;ﬁéztb AP s&ndoffay Héﬁb@ﬁia%ﬂ:re@%%oﬂﬁs&n‘,

within recess 30 ef i nsul ator 27 and, nore specifically, is
retained by retgirididth 6r 98GR, WARhOAre RIDREIF kW SBRd Stat€ vidnUtagturerd STH&S

wire | eads or contact traces 28A which
15 scanning sensor may be carried out using a number of techniques which
may include capacitance, resistance, thermal imagery, structure geometry,
bone structure or vein structure. Suitably the scanning sensor scans a
fingerprint or thumb print.
The key body may also have embedded therein a smart card chip
20 such as a wired logic chip also known as an “intelligent memory” chip, which
has inbuilt logic. Embedded processor chips, added to the key body, may
contain memory and local processor capabilities. The embedded processor
chip, embedded within the key body, may be used to encrypt/decrypt data,
which makes this type of biometric key a unique person identification key.

25 Exampies of use of the biometric key of the invention may be as an

ignition key of a vehicle, a key to a storage facility such as a drawer or lid of



bond ‘or solder to corresponding tabs 26 on sensor 14. Circuit board 28 al so
has at the end adjacent wire | eads 28A sl oping side edges ZSQ;QWQthZ@ﬁ
engage with correspondi ng edges 28C of recess 29. The key bod¥y 91 S own
in FIG 3A and 3C al so includes body plates or flanges 13A and 13B
separated by a slot 13C of conplenentary s#hape to insulator insert 27 which
receives insulator insert 27 as showmm in F|1 G 3A 1o In FIG 4 the key 10
is showmn fitted into a lock cylinder 18 having contact portals 32. The
cylinder 18 has flange 33 and end 34 having a slot 35. The cylinder 18 al so
has tunblers 36. Contact portals 32 touch mating contact portals 22, when
cylinder 18 i saib@era&gcurtyofaciity syighras agsecurify dagkticseqility visdow, to
transmt electronic 15 signals with an external processor as hereinafter
descri bed t hr o98Rratecan wievatop ordlift arntg: infiaty aciHation of an <leetis oteme
contact portals 22 exchange electronic signals. with an processing unit in

| ock body 20 whygrauligdngier e?'é@!f'?cﬂﬂi%h?fnf%ég\r elcdrivg meang f@)&‘@fhﬁydr K¢ 8Esor,

such as a host conputer, as descri bed herejpafte The el ectronic interface
with the outsi 88y tlsa(hee%@wteﬁ'aparneaawah Sui E@Eheof 3}&36, }%’GGH'"QS argsp,

parallel, serial or IEEE1384 firewire sjgnals. .This does not .precl yde
Pontor i ng o PERBRIREOTHONIES WIGh PIAYBS ACcas e 5 RIOTRARKEY o toRi ng
Bl uet oot h, HoneRF, .Hi ghgate RF and wi de spectrum RF. The processing unit
may al so provi #¥8WP0rn el ectrical signals that control a linear nctcr or

sorencrd, 2.9 U 205 b ahrk Ll e oA Wl A Rl 1,

P oL on L WO RO "o A eI . el Vol RauY S o
4. b ch enoaggbihichesbedg ok 36 sBde bRl oo Bh ol ERRL 2
bar el S SOy Bk e PR, 1 S Ao A
aLoh 48 EN92087sibhih ! Alalhel aBSUITRSBRR EOENRY el Y

piston 41 retr fiiohedd g@g Y Pf&éd?&v g&g&ﬁb&%’itﬂg g'r&ag.in@%fraopv&%r%u _

rotate. There iIs provi prn 4 Ich interconnects |ocking pin

39 and gear whggys 48Mederif&P¥Bole. FI G 4A wherein pin 48B engages in hole
48C of locking pin 39 and al so engages in a selected recess 48D of gear

wheel 48A. Latch 48 nuyes ifl@niva’ sy herRMedSwithin ROScopenas tornbbdy> 4
to unl ock tongue or latch plate 21 by engagenent wth slot 21 shown in

FIG 2. Tge UpBﬁ?aQ@éﬁlér\ﬂRﬁ 2 BigthethiarKey, sald basmeticeney hadmged Iayt Bedyrent
hol es 51A which tacilitate attachnent to | ock body 20. It will also be

appr eci at ed t hiriconsoratihg e Sidnictridbensorl foctrarémission o sigpabichréseanti | e
processing unit (not shown) which 2 o includes suitable software and a

dat abase to nabidtodedfwdta dmnerdtedrint thecbidatetric sebhser, badrhavngamzansdde
provi ded by an electrical signal fromsensor 14. The processing unit may

al so i nt er f aceintetdctianhwith comeppordingtrheang of thé cacéptoc body foraubamatic ol | €d
as described hereinafter. Wres 25 may be connected to the processing unit
or to the host geoegaiivarof thighsighalwhereblinlyse the signal is forwarded to processing
20 means interfaced with or electrically connected with the receptor body for
granting access to an authorised user to a facility accessible by the biometric
key.
it will be appreciated from the illustrated embodiments hereinafter
that the receptor body may comprise a lock component such as a lock

25 cylinder as shown in FIGS. 1-10A or a stationary body forming party of a



2 9 JUL 2003 12 controls access in two different ways i.e. requiring a
valid return signal fromthe processing unit to unlock the | oxRi gdlLp?08339
as well as mechanical tunblers 36 adding further security. FIG 5 shows key
10 inserted into keyway or slot 31A of cylinder 5 18 and FIG 6 is taken
along line AAAof FIG 5. In FIG 6 there i7s shown individual insulators or
i nsul at or sl eeves 50A and 51, which contact pins 52 and 53. A closer detail

i's shown in Fl Gdrivervdr ddbrsdwgisownsuFEGSr $13®) and 51 engaging in a press
fit within key body 13 and contact pins 52 and 53 engaging within a press

hove s barpan g | nSoRedhenth A8dorkialoREEll LRI R T d B8R

have a barbed point 52 Ich drive'into a so e on clrcdui

28. Insulators 50A and, 51 are aligned normal Ly .to a longitydinal axis of
coy body 13 P& PrevREt PaRElorREHGPERRE e ik efhish Taiurles M uiuane
contact pin 55, which is a sliding fit within insulator 54, and fuzz button
57. The 15 pur plkeyeasidesaried @boya aswels as dhereseptor bbdy esidssicribedtahaviet y
bet ween contact pins 55 and 56 under the influence of its own spring

pressure. |msul ators 5Thariavehigomarbl refeds e aicthod fortgrovidiy iabbgsH @b gaxi s
of the key body 13. A closer detail of this arrangenent is shown in FIG 8.

An expl oded vi ew..i L . 2 0 FIG 9 is a section along
line CC of FI éﬁcﬂﬁy,%@@pjﬁﬂggeémg\#%ﬂ e contact detail shown in FIG 10,
shows insul ator 63 whi zjh IS bon%%d vvithiB barre|, 31, contact, pin 62 adapted
for press fit within iKH3ul at JPSHENGR5SY BRYNGA BIPMARIHC S0SPT bR resapPivt
pin 65 which has a sliding fit within insulator 63. ,4n expl oded view is
shown in FIG 1logdy wherebyjupor@ogagsmentopineckayswill therecapigr bedypesiginad i n
either a stand al one environnment (platformindependent) i.e. as described

above or aided rdpréseéntirymet &idutie oordmaegemmtt%d thy Islophetric tsdplser ngans
i ncluding serial, parallel, or USB connection or |IEEE 802.15 WPAN RF

t echnol ogleThergf%glrdgoeﬁsH&eg%g MBy¥nsonprise a Digital Signal Process

(DSP) unit or A processor. procéssing unit captures and extracts a
bi ocode of the fingerpg.int scanned he bjonetri ey. The biocode IS a
fingerprint nmap or di g['f)al sirﬂatﬁ'?mggx? éqcoé&%gqcaa%pﬁ/qe@squﬁt? (‘,"ﬁ'?'ltbﬁ of
a person. The extractjion and matching algorithmis based upon mnutiae
conpari son. ThePrPCGSWﬂQifﬁﬁﬁmﬁQEeﬁ'ﬂ'té{am%&ﬁhéﬂhﬁ? biRrgdeaaid cul ar cont ext
may be 254 bytes. The processing unit can nanage up to 2048 biocodes in its
own dat abase or a renolig) hostproviding eéccess tauadgeilityewhihabawoeporatenrtbe

bi ocodes are needed. In order to take full advantage of the features

avai | abl e, suchregepttnbadsttoain \eittiaiserd peastth, ugtsn Gaks vaidatior eeetaken
conputer may interface to 15 the processing unit. The processing unit may
be a sel f-ggntajged board using only an external power source, an interface
to the bionetric sensor, and a connection to the host conmputer. The

processing unit may al E{%fecr%%g'n%f/)ﬂow be made to a preferred embodiment of the

present invention as described in the accompanying drawings wherein: -
FIG. 1 is a view of the biometric key of the invention held in a
person’s hand;
20 FIG. 2 is a perspective view of a biometric key of the invention,
which is inserted into a corresponding lock barrel of a lock body;
FIG. 3A is an exploded perspective view of the key of FIG. 1
showing all parts thereof;

FIG. 3B is a perspective view of the circuit board shown in FIG. 1



board RAM ROM conmuni cations interface, fingerprint recognition software
2 o and dat abase nmnager, all integrated into an optim sed de i§ej | t gf
the task of the systemintegrator to fulfil the rel evant specif cytl'l Jﬂ for
the entire systemoperation. There is a variety of enrolnment neans to enter
a biocode into the processor database. The %mst common is the renote host
conputer via a 2 9 JUL 2003 14 suitable connection. A Smartcard Reader
may al so be useﬂohﬂaﬁgpbggﬁéismé;mth a 10-key pad to control the processing
unit. There is a nultitude of ways to initiate adm nistrator functions in a

stand al one environnen The .pr.o ] i |s nrol .hbi.o es
directly to the point Lg‘l%f a@r'?@ @&gﬁéﬁﬁ’ﬁyéﬁf%g%%gﬁgn&Eﬁeaegxﬁm% o
categories: adm nistrator and regul ar users. The adm ni strator registers,
checks and del ePRRBOSitfSiS® hori sed people in the database. In FIG 11, there
is shown an alternative enbodi nent of the invention, wherein key 10 is
fitted within a stati ofdBy4riscpexplodedypetSrediiveg Viewatfeximpasnts @fita okt v
is provided by FIGS. 12 and 13, which represent sections along lines A-A

and D-D of R G i Hlhaks-shown in a simlar
kG pddy é?ﬁdgfﬁéirﬁ;ﬁg&t&lﬁéﬂmge?%ﬁ%so@@t@d bar®l:

manner as shown in F 6 In FIG 12 there is shown cont act

pins 52 and 53 which a b i . 50A and 51 as descr,i bed
previ ously. Contact pi Ei%gﬂ%%%%ﬂ%%@?ﬂ%ﬁ% f?%(?ﬂ?%@?@%%%ﬁ ﬂ?geﬁoe%t or
body 18A, which touch fuzz button 57. Wring 66 is attached to fuzz button
57 by sol der 670@dy SRewWA INFIBL & 14. Key 10 is inserted in slot 68 of

receptor body 18A as shown in FIG 16. Wring 66 is routed i Wwre access

grooves 69, which are FihGWE is a prarEiewld thedidetricdagndfane hrodytidf Ahosvnaihs o
‘provided with a light emtting diode 70, showmn in 2 o FIG 16, which is a

visual signal fpfgafGfRRIrRICIA the-18ck BYIfRIRr; Or rejection of the signal (i.e,
red). Wring 66 has sol dered points 66A, 66B, 66C and 67D as shown in FIG

17. Receptqr, body 18A iy gqsggéggggﬁ)}h@jg%elh@eyﬂfﬁwpmng, housi ng cf any

security system whereby Tecep bewredto the 2 9 JuL
2003 15 processing uni ngQt .shown) in the security system wh ch requires
access by biometric ke&'éogi“l*ﬁ@@ ?’%P'?‘?ﬁi@%%@%ﬁ&%ﬂ@ Sioi\@rllé- Pequi r enent
of a mechani cal or el ectronechanical |ock body 20 as shown in the

enbodi nent of FIGS. 1-E0G. B iTRsestinpdhronghntine BB ebFHen®d conmercially from

Sienens and is sold under the Registered Trade Mark FingerTip. It is sold

as part of a nodul e, WRIGh84ds$ sadstaitddidiesy of urdaetsdatai shoivn indFieGted to the
Fi ngerTi p sensor chip by a conductor and the nodule is narketed by Sienens

under the Trade Mark TepSegal§an MpHE ¢ibudof R dmsiichts eagscogl of the

to FingerTip sensor the bionmetric data, evaluates it and conpares it to a

b SO 310 LooEf SRR kbpl g 6 crpoetEhas e Lhat 1
which is incorporated H]Gk% isbgdaletéﬁef%egvegfccrointfggt crl}ftgﬁisﬂbwn in FIG. 9;
FIG. 10A is an exploded view of the components of FIG. 10; -
FIG. 11 is a plan view of a biometric key of the invention inserted
into a stationary receptor body in another embodiment of the invention;
20 FIG. 12 is a section through line A-A of FIG. 11;
FIG. 13 is a section through line D-D of FIG. 11;
FIG. 14 is a detailed view of a contact shown in FIG. 13;

FIG. 15 is an exploded perspective view of the key of FIG. 11

separated from the receptor body;



However, the processing unit fromthe nodule is an exanple of a 15 suitable
processing unit utilised in the present invention. The key 102 fayUbl 2803
include a smart card chip 14A (not shown) shown on the sanme side as sensor
14 or on the opposite or obverse side. It will also be appreciated that the
invention may include within its scope the abovenenti oned receptor body in
the formof lock cylinder 18 or 2 o stationary body 18A. The invention nmay
al so include the barrel FE3 1®is spersphetiveniew of énalredeporbbdlyrimrat off PtG st an
integrated circuit with 1SO 7816 interface and/or a processor integrated
circuit and/or arpersRiRer bdematiby, t oken containing ICGS. In FIG 18 there
is shown a bl ock diagramrepresenting the chain 2 9 JUL 2003 16 of events

upon use of the bionetrig.key.of the i nt i.Qn erein the | owi ng events
take place, i.e. (i) thgfcé'eﬁli agﬁp%ﬁﬂr\ﬁgwiq{sae?%acﬁ ﬂf%wrl\ &E%y%\fnder 18 or
stationary receptor body 18A; 5 (ii) the key contacts nmake connection with
the receptor body cont a%t@-;'l@iﬁ B)blgeiveiagramyeiesariniag tie chairs ehgventsaupen t he
key 10, via the receptor body 18 or 18A and the processing unit, froman

ext ernal sougpce;ofderalioa dbtleretometrickeyeddhe imvamgibnt Brdsensor 14, and that

data 1o is passed through the key contacts and sent to the processing unit;

(v) Lhe processi ng uni {ERS! {54 5 shRElE Vi 3haurioliiEnt S ioRfutheKet {©

previously stored bionetric data signature for nat If a match

exi sts, the external, signal |atches or unlatches (i.e. open/closed); and 15
(vii) the key 109'%39“5‘?13%6”P%E%W?ﬂé"ﬁi&@é’ﬁ‘%ﬁg“body. In FIG 19 there is
shown a schenatic di agram how enrol ment of bionetric data signature nmay be
acconpl i shed via a host Incloiput beraisarremiged @abiomatripkgy 10&fie mve@bpnmﬁ
‘requests personal and/or denographic information relative to the authorised
user; 20 (b) thdnlth@hahdild lEtrg sonnaportals $2.cape kegd Of hasa keg boeysi® and
t hrough the key, via the receptor body interfaced to the host conputer; (c)

personal angdjor é@@@ﬁr?qmbéingrﬁo@ta"méde thismB 18! eThekéy1Dii® BRI prév Ribawith
signature and stored w thin database of the host conputer; (d) a search is

perfornmed again previ ous 2 9 JUL 2003 menrol ments
Hirde et MRripd!

(i.e. prevents I"'ment s under assuned nanes); (e) if not found,
aut hori sed user is enro]l inhto database; (f) if found, enrolment is .
deni ed; and (g) databas® ﬁ?'g%ai]@'@ Ky f(ﬁbs %‘fqygréé‘gieﬁt&ddﬂ{a[logﬁgaﬁrgg&mlm%r
dat abase is updated to reflect new enrolnment. It wilt be appreciated from
the foregoing t Histed into piaging apertwey! Hef logk bogyeift havinodogk tenague @1i nThe
operation, has relatively sinple structure and provides a hi gh degree of
security. |n a \tane3drasodorithet dortat@?2 agdialsonnds upperappnpoient@d whigh fithe
key 1o body may have inbuilt processor chip or processing unit instead of
the 15 into mating recess 24. The barrel 31 is also provided with wires 25. The
lock body 20 is of mechanical nature having a custom wire bus (not shown).
The lock body 20 incorporates a slider bar 21A having slot 21B for -
engagement with trigger latch 48 shown in FIG. 4A.
In FIGS. 3A and 3C the key 10 is shown having components in the
20 form of the sensor 14, insulator insert 27 and circuit board 28 which fits into
recess 29 of insulator insert 27. Insulator insert 27 is slidably attached to
key body 13 and bonded thereto. The circuit board 28 is shown on both

sides as is key body 13, which is formed from sensor 14, insulator insert 27

and circuit board 28 as illustrated. Sensor 14 fits within recess 30 of



processing unit being incorporated in the receptor body. 2.9 iﬁhIZOOS 18
CLAIMS 1. A bionetric key having a key body incorporating a Wi i 2803
sensor for transm ssion of a signal representing a biocode of data
generated by the biometric sensor, said key body engageable with a receptor
body and s having neans for interaction wthlgorrespondi ng neans of the
receptor body for automatic generation of the signal whereby in use the
signal is forwaridedlatar 27 andsmiong speaificaliy\t isrrietaieed iyt tetainirg gatge Gl of
connected to the receptor body for granting access to an authorised user to
a facility accesréliééﬁ@ym@emmuﬂrﬂ'aarra o8l wiré |@adsﬂorb¢&n§étrtfébe§%@®mch
clainmed in claim erein the interactive neans is a transmt

i ncorporated in the ke and t he .correspandin SALS rec

i ncorporated in & %@ng ogg@por@dlng\t%t?%ﬁgppis %ﬁgﬂ/? s CUPYS pgarqehggisgl m
1, wherein the interactlon means are one or nore electrical contacts

i ncor por at ed i n haseakthe podyadiacenthwiresleads ralfp slaming sideesoaatdgR, which

el ectrical contacts) of the receptor body. 4. A bionetric key as clained in

claiml or 25 whgigige Wittt caraspsndingsdges B8R df kycess 291sul ator in the key
body. 5. A bionetric key as claimed in claim4, wherein the insulator is

insertable into a sl ot ekg‘glbg %}1?%5@6\%%??@'@53 ah'aeé@% 0 I%QIL@es‘P?odgabl

bi onetric key as cl aine vvherelnthelnsu at or
attached to the key bo and reto. . 7., A bio i c key as clalrred
inclaim4) 5 oPl@&esy 91"?5t a&&t’tﬁ??%lo%f&%%%w.%Slag‘éa{%{?rﬂo%%‘dem%rﬁ?w a
mating recess in the insulator. 2 9 JUL 2003 19 8. A bionetric key as
claimed in cl ai mhapethdnsylatariesert7 yitigh raeeives nsubatoninsertc2il astshemm in
engaging with said one or nore contacts. 9. A bionetric key as clained in

claim8, wherei FIGheAcircuit board is accommpdated within a cavity of an
i nsul at or whi ch surrounds the bionetric s sensor in the key body. 10. A

bi ometric kgy as clai mgg Flfs meme?/1m4se§rﬂsmrlhed¢rhtb@|otcktz9ﬁﬁabra1s%@nr@nd
has contact traces or wmre | eads which engage with correspondi ng cont act

cl ai mod 1 "l ai FOOE PRORmar TR YARERHLE PR aRREs and el SRR BRI

of contact portals_in contact with correEPong_lﬁng contacts or wire | eads of
the circuit boar®: The. CyAl”SPbﬂr@tarl$Q:hﬁ§§ur§ &F&Ped in any one of clains
3-10, wherein the or each contact is at |east partly surrounded by an

i nsul ator sl eeve. 13. Atitastpeitalsid@toash aatingeebntactpaitats 22) wivaeoylindarhe,
or each is insulator sleeve is aligned normally to a | ongitudinal axis of
the key body. 148 idimdartar ints [dokbameel @1ai Thetlcomtaeiyortals @2drargnait alettronic

wherein the key body has a handl e or gripping part incorporating the
bi ometric seNsoLiaMls Qith 8H%8 e Processor as hereinafter described through lock
body 20. Alternatively, and more preferably, the contact portals 22
exchange electronic signals with an processing unit in lock body 20 which -
has an electronic interface with an external processor, such as a host
computer, as described hereinafter. The electronic interface with the outside
20 processor may be of any suitable type, such as USB, parallel, serial or
IEEE1384 firewire signals. This does not preclude conforming to IEEE
802.15 Wireless Personal Area Network (WPAN) including Bluetooth,
HomeRF, HighRate RF and wide spectrum RF. The processing unit may

alsc provide return electrical signals that contrel a linear moter or solencid



15. A bionetric key.as clainmed in claim 14, wherein the blade portion 20
has a plurality of wards. 16. A biometric key as claimed in c?d& dUL42003
wherein the blade portion is plate |ike in shape not incorporating wards,
for insertion into a slot of the receptor body. 2 9 JUL 2003 20 17. A
bionetric key as clainmed in claim12 or 13) twherein each contact conprises
a pair of contact pins located in accommopdating insul ator sleeves. 18. A

bi onetric key aggolBiche@lddsedny cplisdridil necidh@pim 3ahetieh fitd hethin keve @ooy
incorporates a smart chip. 19. A bionetric key substantially as herein

described with regf (o) J 1 204 bo 'y
engageabl e wit hcgﬂ'ﬁ(?%rnne T ?\@ot&ﬂ??qg%i %egﬂﬁggg??%&wgﬁo g\ll %Sld;h éﬁ@g%%)g’/"“h

i ncorporating a bionmetric sensor for_t snission_ of g .io signal
representing a @P@Etb'é%“gf"fz(aaﬂ”%EHéé%t é@oqﬁghéﬁés%f”éﬁ‘é'g?m matisisgpcked de of
havi ng neans for interaction with correspondi ng neans of the receptor body
for automati c gbamedBilorlarkindhpinsi$has pwjectiby44 nwhich angagesgmitth sict 35 of
forwarded to processing neans interfaced or electrically connected with the

receptor body feyligder 8. NWIREE S8 al$Phas contdrey U edhiehesndayeawitAcliré 5.
accessible by the is bionetric key. 21. A receptor body as clained in claim

20, wherein the . I ial { ac i_gh in
use, touch nati Ibgg%ﬁ% %Lﬁogﬁpéé/f' @ﬁéﬁﬁ%énétdﬁ%ﬁgyb%?@ #Orsvt\%r I ﬁ‘g{rﬁ% IW«?%
signal to the processing neans. 22. A reader as clainmed in claim?21, .
wherei n the recBpEFPNRSEWHISHS Rraled AR FPlE b'?@@ﬁ"%@ﬁfg@%‘dﬁeﬁ@- Avbight he
bi ometric key, which key has a blade portion with a plurality® of wards -
whi ch engage wi hbs @pmotagiivedshantin d4db|Tdrestrigget ladch d8lengages vith slat 58deghor
body as clainmed in claim22, wherein the | ock body includes a barrel having

sai d tunbl ers apdiceked positidH praviding foranaimenancesofwdrtelds . Wheh Jilbekipg3 21
a lock cylinder for engagenent with the barrel, which |lock cylinder has a

plurality of, co : i i r WRGh t

Barr ol atony 3 Rook BBHLCRO (2 iRl pinert Y FRRRI WL MR BE G, Proreh,

i ncorporates an_jnternal , processy i.t,—whic or.responds,to e
processing s ned %W'%Ipcﬁ%rge%@ o&grﬁg%l?‘ a-gh%ﬁd?r‘?g V'Pﬁa@l RN PN i&he\iv@ﬁcﬁ t he
internal processing unit has an interface with an external processor or
computer for enitereomnnests ARG Pt 38aaRd gear WhedlctBh &S poeyndd ElGi Ad in
claim 22, wherein after analysis of to the signal by the processi ng neans)
access to the fwaheteihyin 48Brendated ibyhokec480 af iaoking pia 39 aedalstoerngages in
solenoid of a lock cylinder located within the | ock body, which is in

el ectrical connggkidiled\tddbssMBIPEPGESTIIEE] 2IBAN Latdhas eri\cswa%adddvdwél@g/framt or
or solenoid is actuated to rotate a |locking pin within the | ock body to

faci | itate Ul ofd Rbeflort RACWRFn 1B - 41® Bhlock IGHRR OF BRAY disteCiAl Bd 11

cl ai m 26, erein at1on the | ocking pin causes correspondi ng
rotation of a barrel en eable with,the |lo cylinnder. 28. A rece r_body
as claimed in C?gg%g%@eﬁf%t S'%%h Sr?%‘"h'”s?tq" %‘ng HBPE" ﬁP‘E‘HOQGBf)?geOf
portion of the bionetric key, wherein said bl ade ) »
barrel 31 has ‘screw threaded attachment holes 51A which facilitate

attachment to lock body 20. It will also be appreciated that as referred to
above lock 20 may incorporate a suitable processing unit (not shown) which
20 includes suitable software and a database to match and validate biometric
data in the form of a biocode provided by an electrical signal from sensor 14.
The processing unit may also interface with a host computer, through which

biocodes may be enrolled as described hereinafter. Wires 25 may be

connected to the processing unit or te the host computer. The lock 20 bedy



20 portion does not incorporate wards. 29. A receptor body as clainmed in
any one of clains 21-28, wherein each of the contacts contai néd tldr @003 are
spring biased to a position in abutnment with a correspondi ng contact pin of
the bionetric key body. 2 9 JUL 2003 22 30. A receptor body as clained in
claim 29, wherein each of the contacts contained therein are normal to a

| ongi tudinal axis of the bionetric key in use 31. A receptor body as
claimed in clai moAfolsvdeees!in 66 kifffrethwagps Contcatirhged eake estorsiaharfrait hi n
an insulator. 32. A receptor body as clainmed in claim 31, wherein within

each insul ator W@??o@és%}jrﬁ’? ﬁ}ﬁigf‘dj uRlbck I&Rﬁfgﬁ@fn égaaé W58 Inech njcal

correspondi ng contacts o lometric key | e and an oufer contac
separated from an jacent i.nner contact. by a spring. to 33. A receptor
body as clainedﬁwﬂgg%§%§ﬁ§dﬁg YANSRESSSRIAY) wherein there is i ncorporat ed
an indicator nmeans indicating validation or rejection of bionetric data
gener at ed by the sensork|G34. showskeyfl Brinsertgd o dexivay dristotcd v of 8glinder
wherein the indicator neans is a light emtting diode. is 35. A receptor
body as cl aigsred {igrarmd Fi®) 80s taket alongtiiree ADA ofF #4Gi 6N IAERICS 6 fhede fis @R6WHt t er
incorporated in the key body and the corresponding neans is a receiver

i ncorporated wi 'i'rmi\'}‘idhaﬁinéﬁfé?&rs%d iRQN¥tor deevRs bh 51S¥/ﬁmirﬂéﬁtiﬁﬁs%th a

facility to prevent unauthorised access to the facility, udes: 20

(a) a bionetric key hayi a _key .bo inc orating a bionetric s or for
transni ssi on of aagsﬁésr(&&}’%&ﬁf’&g%'d?isﬁéw& 'Bi%g@oé’g Vm'g%aPaWaw%PEﬂ§@§ ande
bionetric sensor; and (b) a receptor _qux engageable with thé‘ bi onetric
key, wherein thélkengagiy imaspresani within kay &ogyt1dandicontae mies parandch§3
means of 2 9 JUL 2003 23 the receptor body for generation of the signal
to forward the shgaging withinos essssfit withirsmiatihgrifeglatbrsiS0A andedecOontadt! y
connected to the receptor body for granting access to the facility to an

authori sed Weggir%~52%n%e59ré‘édﬁ B4R 8MBBed | FyifEg2A NwhicH miﬁémt\s’r@rs%i%rt he

interaction s ans conprises one or nore electrical contacts and sai

cor espond g TERR QRIS Rol 289 ATERES 60 o RS g '

having a bionmetric sensor into receptor body, io whereby upon engagenent
of the key wit hat/Aagditedingt %'S@&%yitﬁg%ﬁ%l representing a bi ocode of data
generated by the bionetric sensor is autonatical lé forwarded to processing
means el ectrically conidGt édsdakemalongdinsiByd of FiGeSr ddwpe ds showp;contadt
mat chi ng the biocode with a database associated with the
pin 55, which is a sliding fit within insulator 54, and fuzz button 57. The
15 purpose of fuzz button 57 is to provide electrical continuity between contact
pins 55 and 56 under the influence of its own spring pressure. Insulators 57
are shown aligned normally to the longitudinal axis of the key body 13. A -
closer detail of this arrangement is shown in FIG. 8. An exploded view is
also shown in FIG. 8A.
20 FIG. 9 is a section along line C-C of FIG. 4, a detailed view of the
contact detail shown in FIG. 10, shows insulator 63 which is bonded within
barrel 31, contact pin 62 adapted for press fit within insulator 63, fuzz button

64 and additional contact pin 65 which has a sliding fit within insulator 63.

An exploded view is shown in FIG. 10A.



is processing neans.to permt validation of the biocode; and (i 0
provi ding access to a facility, which incorporates the recept or2 % ‘M‘ Zg 3an
aut hori sed user, when said validation has taken place. 39. A nethod as
clainmed in claim38, wherein the processing neans is interfaced with an
external conputer, which accepts enrolnmentg3to said 20 database.

A A AFh. A L AL AY. AL Ay A A A A(LA A A(.A(L. Ae#. AF. AL. A; 3Y. AL . A(Y. AY

_>xK*2u”r<ql M\ 8 The %_ocessmg unit may be operated in either a_stand alon
| wmhc”Y] ca] ca] ca] ca] c"a] cTa] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cafca] C

a]B;:g]Sgi} E?ng} ggéﬁfdrﬁﬁé%% |ﬁ}j§p§n%r&i C‘Q%?i?scrjbed above or aided with a
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a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca]ca]ca]ca]c
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aJca] ca] ca]ca] ca]ca]cal ca]ca]ca]caljca]ca]ca]calcaltt’ uu|] uuuOvBvOVRvvvv) wOw
wwCx xyy zhz zz B{ {ddrriettidh [t¢ ¥sshdstAddnezdten] The processing unit may also contain on-

a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca]ca]ca]ca]calcalc aJc
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w The processing unit may also enrol biocodes directly to the point
5 of origin via the key. Users are grouped into two categories: administrator
and regular users. The administrator registers, checks and deletes the
authorised people in the database.
In FIG. 11, there is shown an alternative embodiment of the
invention, wherein key 10 is fitted within a stationary receptor body 18A and
10 electrical continuity is provided by FIGS. 12 and 13, which represent
sections along lines A-A and D-D of FIG. 11 and which relevant contact
detail is shown in a similar manner as shown in FIGS. 6 and FIG. 8. In FIG.
12 there is shown contact pins 62 and 53 which are bounded by insulators
50A and 51 as described previously. Contact pins 52 and 53 touch mating
15 contacts 56 of receptor body 18A, which touch fuzz button 57. Wiring 66 is
attached to fuzz button 57 by solder 67 as shown in FIG. 14. Key 10 is
inserted in slot 68 of receptor body 18A as shown in FIG. 16. Wiring 66 is
routed in wire access grooves 62, which are shown in FIGS. 13 and 17.
Receptor body 18A is also provided with a light emitting diode 70, shown in
20 FIG. 16, which is a visual signal for acceptance (i.e. green) or rejection of
the signal (i.e. red). Wiring 66 has soldered points 66A, 66B, 66C and 67D
as shown in FIG. 17.

Receptor body 18A may be mounted inside a drawer, box, housing

of any security system whereby receptor body 18A may be wired to the
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109 ()- 16@%& ()-!i @B¥sensor 14 may be obtained commercially from Siemens and
is sold under the Registered Trade Mark FingerTip. It is sold as part of a
module, which also includes a processing unit connected to the FingerTip
sensor chip by a conductor and the module is marketed by S?emens under
the Trade Mark TopSec 10 — Module A1.0. The module reads out of the

10 FingerTip sensor the biometric data, evaluates it and compares it to a
database contained in the memory of the module. Itis emphasised that it is
only the sensor component that is utilised in the present invention and which
is incorporated in key body 13 as described herein.

However, the processing unit from the module is an example of a

15 suitable processing unit utilised in the present invention.

The key 10 may also include a smart card chip 14A (not shown)
shown on the same side as sensor 14 or on the opposite or obverse side. -

It will also be appreciated that the invention may include within its
scope the abovementioned receptor body in the form of lock cylinder 18 or

20 stationary body 18A. The invention may also include the barrel 31 per se.

The smart card chip 14A may comprise an integrated circuit with
[SO 7816 interface and/or a processor integrated circuit and/or a personal

identity token containing IC-S.

In FIG. 18 there is shown a block diagram representing the chain
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5 (i) the key contacts make connection with the receptor body
contacts;
(iir) power is provided to the sensor 14 in the key 10, via the
receptor body 18 or 18A and the processing unit, from an ex;ernal source;
(iv) a biometric is read through the sensor 14, and that data
10 is passed through the key contacts and sent to the processing unit;
(v) the processing unit extracts biometric qata signature, and
compares to previously stored biometric data signature for match;
(vi) if a match exists, the external signal latches or unlatches
(i.e. open/closed); and
15 (vii) the key 10 is removed from the receptor body.
In FIG. 19 there is shown a schematic diagram how enrolment of
biometric data signature may be accomplished via a host computer whereby: -~
(a) the host computer software requests personal and/or
demographic information relative to the authorised user;
20 (b) the biometric data signature is captured‘from the sensor
through the key, via the receptor body interfaced to the host computer;
(c) personal and/or demographic information is stored with

biometric data signature and stored within database of the host computer;

(d) a search is performed against the database for previous
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(e) if not found, authorised user is enrolled into database;
(f) if found, enrolment is denied; and
(9) database located on the processing unit and host

5 computer database is updated to reflect new enroiment.

It will be appreciated from the foregoing that the biometric key of
the invention is versatile in operation, has relatively simple structure and
provides a high degree of security.

In a variation of the foregoing it will be appreciated that the key

10 body may have inbuilt processor chip or processing unit instead of the

processing unit being incorporated in the receptor body.
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1. A biometric key having a key body incorporating a biometric
sensor for transmission of a signal representing a biocode of data generated by
the biometric sensor, said key body engageable with a receptor body and

5 having means for interaction with corresponding means of the receptor body for
automatic generation of the signal whereby in use the signal is forwarded to
processing means interfaced with or electrically connected to the receptor body
for granting access to an authorised user to a facility accessible by the
biometric key.

10 2. A biometric key as claimed in claim 1, wherein the interactive
means is a transmitter incorporated in the key body and the corresponding
means is a receiver incorporated in the receptor body.

3. A biometric key as claimed in claim 1, wherein the interaction
means are one or more electrical contacts incorporated in the key body and the

15 corresponding means mating electrical contact(s) of the receptor body.

4. A biometric key as claimed in claim 1 or 2, wherein the sensor is
surrounded by an insulator in the key body. -

5. A biometric key as claimed in claim 4, wherein the insulator is
insertable into a slot of the key body and attached thereto.

20 6. A biometric key as claimed in claim 4 or 5, wherein the insulator is
slidably attached to the key body and bonded thereto.

7. A biometric key as claimed in claim 4, 5§ or 6, wherein the

biometric sensor is accommodated within a mating recess in the insulator.
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incorporates a circuit board engaging with said one or more contacts.

9. A biometric key as claimed in claim 8, wherein the circuit board is

accommodated within a cavity of an insulator which surrounds the biometric
5 sensor in the key body.

10. A biometric key as claimed in claim 9, wherein the circuit board at
one end has contact traces or wire leads which engage with corresponding
contact traces of an adjacent end of the biometric sensor.

11. A biometric key as claimed in claim 9 or 10, wherein the insulator

10 incorporates a plurality of contact portals in contact with corresponding contacts
or wire leads of the circuit board.

12. A biometric key as claimed in any one of claims 3-10, wherein the
or each contact is at least partly surrounded by an insulator sleeve.

13. A biometric key as claimed in claim 12, wherein the, or each

15 insulator sleeve is aligned normally to a longitudinal axis of the key body.

14. A biometric key as claimed in any preceding claim, wherein the
key body has a handle or gripping part incorporating the biometric sensoranda -
blade portion.

15. A biometric key as claimed in claim 14, wherein the blade portion

20 has a plurality of wards.

16. A biometric key as claimed in claim 14, wherein the blade portion

is plate like in shape not incorporating wards, for insertion into a slot of the

receptor body.



| 110% ()- @O% ()-$10% ()- 10 10 10 910% ()- VWWAWWKIED® g JUL 2003

10y3s109%&' ()-F 109%&' ()-Y 10%& ()-SI 1109 ()-f, 10% ()- Y - 10%& () -
X\ XXX8YYYdEbC 103 &$109& ()- F ! 109 ()- 3 10%& ()-3 10%& ()-sF"109%& ()-F
F109&' ()-YZ*ZZzZ; [[ dEbC 10F1l "109%& ()- ~ /109%& ()- ,Y10%& ()- *L!10%& ()-
(10%& ()- S&F" 10%' ()-[[[,\r\s\t\u\\ xmbC200$10%& ()- 10 10 10 3: 10%& () -
@109 ()- 5109%& ()- 310% ()-\\\]']o]]dEMbC 10@ 10%& ()- 3 10%& ()-F
10%& ()- F “10%m& ()-F 10%& ()-1S10%& ()-]1]~~ b_ dEnbC 10 | 10%r& ()- 3
S10%m& () - &3" 10%1&1¥) ASbibiétc(key as claimed in claim 12 or 13, wherein each

contact comprises a pair of contact pins located in accommodating insulator
sleeves.

18. A biometric key as claimed in any preceding claim, wherein the

5 key body incorporates a smatrt chip.

19. A biometric key substantially as herein described with reference
to the accompanying drawings.

20. A receptor bojy engageable with a biometric key, said biometric
key having a key body incorporating a biometric sensor for transmission of a

10 signal representing a biocode of data generated by the biometric sensor, and
having means for interaction with corresponding means of the receptor body for
automatic generation of the signal whereby in use the signal is forwarded to
processing means interfaced or electrically connected with the receptor body
for granting access to an authorised user to a facility accessible by the

15 biometric key.

21. A receptor body as claimed in claim 20, wherein the receptor
body has one or more electrical contacts, which in use, touch mating contact(s) -
of the biometric key for forwarding of the signal to the processing means.

22. A reader as claimed in claim 21, wherein the receptor body is a

20 mechanical lock body engageable with the biometric key, which key has a
blade portion with a plurality of wards which engage with corresponding
tumblers in the lock body.

23. A receptor body as claimed in claim 22, wherein the lock body

includes a barrel having said tumblers and also a plurality of contacts as well as
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incorporates an internal processing unit, which corresponds to said processing
5 means.

25. A receptor body as claimed in claim 24, wherein the internal
processing unit has an interface with an external processor or computer for
enrolment of biometric data.

26. A receptor body as claimed in claim 22, wherein after analysis of

10 the signal by the processing means, access to the facility is provided by
activation of a linear motor or solenoid of a lock cylinder located within the lock
body, which is in electrical connection with the processing means, wherein said
linear motor or solenoid is actuated to rotate a locking pin within the lock body
to facilitate unlocking of the lock body.

15 27. A receptor body as claimed in claim 26, wherein the rotation of
the locking pin causes corresponding rotation of a barrel engageable with the
lock cylinder. -

28. A receptor body as claimed in claim 20 or 21, which has a slot
engageable with a blade portion of the biometric key, wherein said blade

20 portion does not incorporate wards.

29. A receptor body as claimed in any one of claims 21-28, wherein
each of the contacts contained therein are spring biased to a position in

abutment with a corresponding contact pin of the biometric key body.



11098 ()- & 10% ()- @O%: ()-10%: ()-$10%: ()- 10G 29

10GKI ¢l | | mOmaBN/ 1 10% #10%& () -, | 10% ()-! ES' 10%& () -, 9! 100& ()< 14k 2603,
109& () - QrmmcnnndEmV | 1099F( 109& () -

& &MLOYE' () - @! 10%&' () - 9! 10%&' () -, mLO%&' () -, ! 10%& () -

no" ooop\ pdEMV ! 10% 5, 109& () - S3YL09%& () -2B0SH109%& ()-S. &L0% ()-L, 109%& () - @
*10%&' () -\ pppppppp>gbC! 10%8I 10%&' ()-9, 10%&' ()- 910%&' ()- %d0%& ()- 10 10

10f F7109%& () - >qqqq2r{rr dEbC! 10968S109%& () - S& 109%& () -

Lo (- 1109 () 301 odaptdr] 86 @ ciaiiensi i, AbSRAAEedon of 1986 ()
S10%& ()-f 109%&' ()- L#10%& ()-

1 109%& () - ) 1,100 O () =1 LQURR: (X- 100K “xv 00 () - E(10%&
0 el 105RMAR AR Atk et Brotodid st by she bifigt kel
1037109 () 5& 10%& () -

210%& () - m%VﬁWEbC! 109%81096& () - 10%& ()- 1096& () - : )5130/«550(/&)r3 ;&l :

1 10968 () - @OY%B& ().- WwwCxxyyaBbCl 109R&1096& () - ! 109%6& () - Y#1096& () -

Y 10%55&') ()-! & 1(()2%135& (%Gy or; Dogiy g9 c@fi\ﬁgzé‘spmb@,lw%mnlmq)tz‘e
RO@*1096& ()-9.-109%& ()- @, 91096& ()- @ *#10%6& () - 9F(-1096& ()-{{{:|;

| <| =| 3| M bCeootastsnam® agcorunadatad(within apsngwetorosf * 9&! 1096& () - 37, 1096& () -
S, 5 1096& ()-M|](}w}}dEDC 10%.109& ()-109%&' () - S! 10%& ()-L10%& () - SY

310%& ()-S, 10%& (B2. A réceptorbBbUE! 49 PaiidtonR claimf B10WherinYwithihl @48h () -
LY- 10%&' ()- S@O0%& ()-f& 10%& () - $r

WAEbC! 1092 3toy - Ok id R : Y for - WueRiHAYE, 0%&!
) wba 100G G - ToneR s ifattay coniR bt ysmig Seresbondhg” ).

Y4dEDC 10% SNBSS s LRISERS Vol 88 Snt) s WIBFcdntact 358514d Tron an
adjacent inner contact by a spring.

10 33. A receptor body as claimed in any one of claims 28-32, wherein
there is incorporated an indicator means indicating validation or rejection of
biometric data generated by the sensor.

34. A receptor body as claimed in claim 33, wherein the indicator
means is a light emitting diode.

15 35. A receptor body as claimed in claim 20, wherein the interaction
means is a transmitter incorporated in the key body and the corresponding
means is a receiver incorporated within the receptor body. -

36. A security system for use with a facility to prevent unauthorised
access to the facility, which includes:

20 (a) a biometric key having a key body incorporating a
biometric sensor for transmission of a signal representing a biocode of data
generated by the biometric sensor; and

(b) a receptor body engageable with the biometric key,

wherein the key body has means for interaction with corresponding means of
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means comprises mating contact(s).
38. A method for providing access to a facility which includes the
steps of:
(i) inserting a key having a biometric sensor into a receptor body,
10 whereby upon engagement of the key with the receptor body a signal
representing a biocode of data generated by the biometric sensor is
automatically forwarded to processing means electrically connected or
interfaced with the receptor body;
(ii) matching the biocode with a database associated with the
1S processing means to permit validation of the biocode; and
(ii) providing access to a facility, which incorporates the receptor
body to an authorised user, when said validation has taken place. -
39. A method as claimed in claim 38, wherein the processing means

is interfaced with an external computer, which accepts enrolments to said

20 database.



