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Progr Qr eatin f [ I

oot | vy ANRMA OB R AR aERT AR ERESPATRpENT
herein by reference in its entirety. BACKGROUND [0002]
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exanpl e . S. Patent Application Publi

. U ! , | i on No.. . .
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agsewstgadbprediehtiss. st ri buti ons. It provides an exanple in
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di stri butfp@] BY waher &:aaRlhUS] Pa&s ApSidMigiblication No. 2003/0149657

entitled “System and Method for Measuring and Managing Operational Risk,” describes assigning a
loss probability distribution to a risk. In Paragraph [0042], it describes a loss event that can be
modeled as a frequency or severity distribution. As another example, U.S. Patent Application
Publication No. 2003/0236741 entitled “Method for Calculating Loss on Business, Loss Calculating
Program, and Loss Calcﬁlating Device,” describes business-specific loss probability distributions. It
provides an example in Paragraphs [0075] — [0079] of a loss probability distribution in the loan

business.
SUMMARY

[0004] Described herein are exemplary embodiments that present an integrated,
hierarchical process view of business operations and associated operational and compliance risks and
controls. The presentation hierarchy shows the relationship between summary level process maps
and the underlying detailed level process maps. The hierarchy contains risk and control attributes
associated with any particular process. Process attributes in the hierarchy link bottom level
processes to the individual business line, department, product, customer segment, or any other

aspects of a business operation.
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[ 0004] Described herein are exenplary enbodi nents that

present an integrated, hierarchical process view of
who®cnewrs4 oper ati ons and associ at ed oper at i onaPCEAT2006/000706

conpliance risks and controls. The presentation

hi erarchy shows the rel ati onship between summary | evel

process maps and the underlying detail ed | evel process

maps. The hierarchy contains risk and contro

attri butes associated with any particul ar process.
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coRBOCFRD LS o/GAMz4B8n.I Pl enented using a conput er
program product that receives nultiple paraneters, can

SR AT LR P

wdr @b @ Phifiul krQuplita DS Ot thik ifidicial Q;@\ﬁc%]s infih@ry. In the financial
met hodol o 3% descri bed, herein i i.cabl e
s PP 5P ol BRFTOER Ok R R B e AT sl of
op@RibraCadkin@asubbhdht Sophiigcatib@pedddlg chaliesiasd conghlesdty yf the financial

t he financi al
services operations. The most sophisticated guidelines are referred to as the advanced measurement

approach (AMA). The particular bottom up approach of the exemplary embodiments is likely to
inform and interact with AMA operational risk quantification methods to provide additional insight

into operational risk behavior.

[0008] The exemplary embodiments can use the Basel II definition of operational
risk, which states that “Operational risk is defined as the risk of loss resulting from inadequate or
failed internal processes, people and systems or from external events.” Alternatively, this definition
could be changed to exclude losses arising from external events so that only those risk events arising

from within the organisation are considered.

[0009] Another area where the exemplary embodiments can provide input and
complement AMA methods is its capacity to isolate the contribution of regulatory compliance risk to

operational risk. For example, the Sarbanes Oxley Act of 2002 (SOX), is effectively a prescription
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services industry, the Basel Il operational risk

conpl i ance gui delines require various |levels of
wop@cdarizahal ri sk neasurenment sophi stication JREEATRE000706

on the size and conplexity of the financial services

operations. The nost sophisticated guidelines are

referred to as the advanced neasurenent approach

(AMA). The particul ar bottom up approach of the

exenpl ary enbodinents is likely to informand interact
for\Wsbtof %ﬂ‘&o&ﬂﬁa‘t afahapash cd’cég‘éiy of uperdtiohalciak.iThe op@zttkmdmslt that SOX seeks

provid era

to BNy dhe rlSF@%@serepﬁq%@“&& Pi‘fqvmé AP Etieta M empiaion n

theBaaRdial kd oﬂﬁf’l‘lﬁlekéxﬁ}ﬂa@ EmBduRhétd @R plovide & etailddiigsiphs In&it&ﬁprocess
t hat "Cperatlonal risk is defined as the risk of

rlSlf el poptrd dpsyes gﬁpplﬁaﬁg&@ gqng)hélpcefrlélt: }n&gnqrﬂtagq pilgqefore ena!ale organizations
to ,ﬂg&g@rﬁm effiE@RLe and systens or from external

events.” Alternatively, this definition could be

changed to excl ude | osses |S|n fro (gxternal even

so that [BHO ;Ap%%répplrcgfwn& Rl PR P ARG g e tmology

(IT? [r&@ﬁ‘chﬁ%?é 1ﬁfégﬁfi&1 6R0Sk Seddrlizali) @@ﬁraﬂé@&&iﬁblsadveﬁ nvsigfement and
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othébmraélm flswam%@eﬁfg Thege i8 abaé%ﬁ 1S emsalf% 8 &tﬂéﬁﬁwmre

suppBf bhdifud ﬁr@&s&’:ﬁ aﬂcﬁﬁyfaﬁﬁf@ b¥thée @?s’ténﬂ;n ©Rie kilch Kisk B the management of
operational_ risk. For exanple, the Sarbanes Ox|ey Act

nugroppdisparasdiX)systems. Hhe dack Pf/"e‘fe?tr"’élzﬁﬁ @éacbaﬁwun&%‘ﬂa&rsméo gesprdinate
thefmdn® eﬁ\l. i odshidlco f%i‘gﬁfsre edoftls SQRId¥rablk o E@@c[oﬁ&l'rﬁﬁiﬂ the business.
ris e operational risk that SOX seeks to manage.is
The W@mnl%ker@lfodrﬁn@tsebﬁce@@#herqﬂgeqahlé Wﬁ@?@ﬁqrwwgofa@gréi@ahrﬁ& exposure,
whidh@0h {)é l!is'efﬁo éﬁ) tlf}t #e n%@@ﬁbl?@iisbﬂﬂcﬂs MadeA8n f:ésf‘@rﬂ‘%ﬂpélatmnal risk
reports exenp ary enbodi ments can provid
belge@toni-1 ed i nsight into the process, risk and contro
i ssues associated with conpliance risk in general and
t heref ore enabl e organi zati ons to nmanage it nore

effectively. [OOgRIEFPREORIPTADN OFBRAONIVESt he
exenpl ary enbodi nents is information technology (1T)

infrastrycture integration, pro standa

central i @@dy % i‘é’ﬂfeplo‘fs g ,geng(?‘gﬂlflgr EIB o ﬁ i“'ssé%ea ﬁresen?mént system in
acRRhEd Wighal exéhsikry REbagee®nt beneflts. There is a large

ri sk exposure in I T infrastructure

[0012] Figure 2 is a hierarchy presentation of process levels generated by a software

application in the exemplary system of Figure 1.

[0013] Figure 3 is a flow diagram depicting operations performed in the exemplary
system of Figure 1.

[0014] Figure 4 is a flow diagram depicting operations performed to determine
probability of an event and an amount of event balance based on different frequency levels and

severity intervals in the exemplary system of Figure 1.

[0015] Figure 5 is a tree diagram depicting different possible event conditions.
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support busi ness processes and the failure of these
systens. One such risk is the managenent of nunerous
wale@parre | T systens. The |ack of a central i zBdI/da2®@6/000706
base or mechanismto co-ordinate their managenent is
costly, conplex and represents consi derable
operational risk to the business. The exenpl ary
enbodi nents descri bed herein enabl e the nmeasurenment of
operational risk exposure, which can be used to
justify tloel6] Figneduci ireendiaptans ddpictinpdiferbatpe shitdaneventsbnditions where
nd o er%tionaé riﬁk behavi our. BRI EF DESCRI PTI ON OF
t 9@#&@??%%@0 §YRGUFE 1 is a general diagramof a
ri sk assessnent and presentnent systemin accordance
W th an eXermFauye Tdmbie deghm of Ofdtaipndtecfoumesd2n arsin®@r-process
hi erarch resent.ati on of process |evels generated by
aﬁg@%@‘f’ﬁéﬁ\é@ﬁ%\‘ﬁb‘ﬁ % @ﬁte%Of? ﬁ%‘reeierrpl ary system of
Figure 1. [0013] Figure 3 is a flow diagram depicting
oper at i on®018¢ Figorerseida flow tiiagramxdepipingroyersiyomt perfonhedHn g likelihood
£H.$101g% Figure 4 is a flow di agram depi cti ng
5%% i @0 erforned to determ ne probability of an
event and an anmount ‘of event bal ance based on
di f f er ent[0019% HigerOyis dnevgnizatiomdl sskewatic dopidting &r examglaryrembodiment
ithgnség nkﬂ&%raxﬁ&%ghg&fFigure 1. [0015] Figure 5is a
tree |agran1d%p|ci|ng di% f er ent possi bl e event
conditions.[0016] Figure 6 is a tree di agram depi cting
di f f er ent[0pH3 Eighted 0 énacmass Ewpidhintbresass meh &ere ordgléd daxaplsgwap process
event is one of a yearly event. [0017] Figure 7 is a
flow di agipam efou@Rerids hR&S RRIkQEAREhp hitrahy for a credit default swap
i nter-process aggregation technique used in the system
Py¥cessi gure 1. [0018] Figure 8 is a flow diagram
depi cting operations perfornmed in a likelihood
[0022] Figure 12 is a parent child process hierarchy for a credit default swap process

showing a top to bottom orientation.

[0023] Figure 13 is a parent child process hierarchy for a credit default swap process

showing a left to right orientation.

[0024] Figure 14 is a screen display of an interface of a software application with

functionality for constructing a parent child process hierarchy.

[0025] Figure 15 is a number different comptuer interfaces containing a variety of

different hierarchies.

[0026] Figure 16 is a display depicting intra-aggregation of two risks for the selection

valuation model process.

[0027] Figure 17 is a display depicting inter-aggregation of risks for all child

processes associated with a trade assessment process.
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di stribution nmethod. [0019] Figure 9 is an

organi zati onal schematic depicting an exenpl ary
weedvodeizent i npl enented i nto an organi zat i onal PEEAUR006/000706

[0020] Figure 10 is a cross function process map for a

credit default swap process [0021] Figure 11 is a

parent child process map hierarchy for a credit

default swap process [0022] Figure 12 is a parent

child process hierarchy for a credit default swap

process ROTMMEEIre stiOPdiklayiRbicaip igfrd-edkbiicdrof afl @2 fraud risks

Figure 13 is a parent child process hierarchy for a
asﬁﬂc@@ﬁtw‘@éfeéﬁldt’ WP HFBEESs showing a left to right
orientation. [0024] Figure 14 is a screen display of
an interface of a software application with
functionality for constructing a parent child process

compt uerP PR beSCRYE RN ol I RER PrkbRiffayrs,,

hi erarchies. [0026] Figure 16 is a display depicting
i nt r a- agi§oz) Figuen] iifisttates an exshoplafyoniskiabresssehtend posentment system 100,

Gl | Ao R oBRIEg R gt BRorrall s pagel By o

nepi@k e(KStethaﬁsmuoaipetdr i2tahd datdbaged®4 assessntedt The computer 102 has

02 8
softhe ST Qb BhRar e oo e P ool afionsand provides
an&‘ﬁslﬁmhﬁﬁﬁdr @Me&dmng apliicdtio edfawd. I8 viArepird cies@aputer 102 is loaded with a

TAI L | PT] ON ENPLARY _EN | VE 02
SO PEPTE AL P4 GU B A 4 U<t Bbsponty fhe database
100 58 8R [ALAEHAL is Sysltbg Melddfputer 102 in creating the information for use in facilitating the

risk assessment.

[0030] The software application on computer 102 allows a user to identify various
processes performed by an organization. For instance, the user could identify that the organization
performs a credit check process on all new clients. The software application allows the user to
arrange the various identified processes into a tree-like structure or hierarchy 200, which is

illustrated in Figure 2.

[0031] Each of the nodes in the hierarchy 200 represents the various processes
identified by the user. The hierarchy 200 illustrates the relationship (child/parent) between the
various processes performed by the organization. It is noted that the software application can store
the identified processes according to the hierarchy 200. The software application is such that it
provides a graphical user interface (GUT) that enables a user to identify the processes and arrange

them in to the hierarchy 200.

[0032] According to an exemplary embodiment, the user constructs the hierarchy 200
utilizing a standard hierarchy from a library. Alternatively, a hierarchy creation tool can be used,
such as the Corporate Modeler computer software available from Casewise Systems and described

on the Internet at www.casewise.com.
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The system 100 i ncludes a conmputer 102 and a dat abase
104. The system 100 al so includes a network 106 to
wokioch22me conputer 102 and dat abase 104 are cPOIAUR@®E/000706

The conputer 102 has software including an operating
system that provides various system|l evel operations
and provides an environnent for executing application
software. In this regard, the conputer 102 is | oaded
with a software application that provides information

for use [003a]aﬂie}ela?@u%%u@wéysﬁkr@&s@ﬁﬁﬂﬁéﬁss in Eifgphical form For
dat abase 104 stores data that, is used b

exppple; foredipdefquif GRIHEOGeRT whichypigHlyosurs ja @ ﬁin'hncxal ser\%)e institution could
bJ @ lithbrdi@itds B%rd B Eunkiichk] ;ﬁ‘§c%§‘s§§dﬁf{5bfe FiduR030]a phhat shall bedsemap

pplication on conmputer 102 allows a user to identify

hlvrarqhb (sse Pigeredd)s e parprd bk ecssgyerdphyoY geaiPl fa hogpm Opentatlon (see
Flgﬂ%tlgﬁ G gareﬁtlaﬁlldjﬁﬁd'essq{?éfm § \gigﬂjt ek Yo ﬁ%%rletnﬁ%on (see Flgurle 14). Allof

an’’zati on orns a credit chec rocess on al
thp@\mmmwmcms aliﬂhmmsmm olber@ossii Nrocess Cbﬁm@ﬁnrms cquijentigaseqan be used

to 08n‘%5r ﬁ&ﬁmtd?(?ce%/ %for%ﬁ?lo ﬁ)? Oér ofu%]ﬁgréag%{?&l V\Elﬁ-gﬁseé Al a&! documentation,

e structure or |erarc
resdulrcwsmllpcaltletd comroFmgpfmma@e n[e@@l&ll]enﬁmd o of. Thsehoieefsepresentation is

detpgrz a{1t cfnrrgaélgge\(ne% spgceﬁ@cr r%&%¥g§%t%‘2§1§reg%ﬂﬁﬁ% 89}?)?@%2@?&36 Iel%t dependant
ot e prc@leau'e;mcssﬂtatpm( Ebn dxaihpiartmgditblefauke ewvaptenemples depngibed with

re?elrﬁ%nt%g foﬁl‘e deures elt mrdrgl%gns %sztge ga?ent {d 9&1}6 rglaﬂlo slﬁ;?stc?gldge

reapplcaloncans re |
eqiblished.s As suab,aharelis figxibiityt in atﬂhungthlrd:ﬂmyty Eﬂﬁess mpplsg)fomvareeto create

l i j . .
ﬂllgﬁ%)rgtl}tf%gé on.d Sljlgr%ijti% tglelﬁ téfé‘ﬂéd aét? \lsjés evx;ar i§ ngtr %) Fb%iﬁk?ﬁ@g’ Igarent child
PPERCRiIsBERY eumdaeastalﬁmm using pofiward witht ﬂumcthnzémmmﬂgr t@ Bt described with

032
re%e(seﬁxgﬂl, g@gs{ elrégl é? %lolngwé% t11et1¥?cemlerarc ync{ah bl Qc% (;:Ugdethrough

infriogtingpedeyssfdata fhom diiebprapyms At doastrvated bﬁhcymnamh |ﬂ®rvan<mh yhild
creatio

I be
PIORSSEE &% & 180 mtg?aﬁgwsts ? gﬁag@% {ﬁgsg%o {h]@ Feéerxr/]a L arren pef‘ocesses, also
déBiynsd Byhic attheshe gia theladdland delete function.

[0034] An advantage of allowing the processes to be arranged into the hierarchy 200
is that it can be used to reflect the decision making structure of the organization. Processes are
represented by nodes 202, 204, 206, and 208. For example, nodes 204 represent the “level 17
processes which can be those processes relevant to upper management while nodes 206 represent the
“level 2 processes which can be those processes relevant to middle management. Nodes 208
represent the bottom level processes which are identified to a granular level and granted additional

EFIN 1

attributes such as “process owner/manager,” “business line,” “department/cost center,” “product,”
and so on. Further attributes such as “branch,” “sales channel,” etc. can be added to the list so far as
they are of interest to management for reporting purpose. The hierarchy 200 allows for “process
costs,” “operational risks,” and “control measures” to be attached to bottom level processes.
Overall, this “tagging system” facilitates the generation of tailored management reports for any set
or combination of process attributes. It should also be noted that any number of process attributes

such as those previously described, except for risks and controls, can be attached to parent processes.

6
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on the Internet at www. casew se.com [0033] There are
numer ous ways to represent a process in graphica
wo coori12204 exanple, a credit default swap procRCEFAWRI06/00706
typically occurs in a financial service institution
coul d be docunented as a: cross functional process nmap
(see Figure 11); a parent child process map hierarchy
(see Figure 12); a parent child process hierarchy with
atop to bottomorientation (see Figure 13); a parent
chil d pr@o&ydn Mditioare ijowigtthe wel teﬁdenttifw thei vghibus processes performed by

o el S8 RS s Bt o BiehisProly 288 e sofivare apglication loaded
ordB&pHﬂRiﬁﬁlﬁbbmptﬁerCl(Dm ViR tingerda idehtﬁ'yf Uﬁeerd niode dgkausyciated with each of

| orta Ve
P Glen AR 6 bl B H AU o FRL LGS TR BAEI g probebii

dlﬁﬁmtibﬁé (whRBIchiOb BMA&UisIR ARSI E@fifBiTus aiREibeoneN .In ﬁrﬁb&eg}iﬁg itt@e@isk might
representation i s dependant ment.' s,

besf?é @fampée Phati sredi Rbprkyerionged é&é%aﬁw %EB@F%%&D& mgy in some

infifHce ARIRRLANA s R1Th BB BicREDG 066 tHeQPipBR ARk titeiface EGUI) provided by the
exanple, the credit default swap exanpl es descri bed

sofigvetg applcaticarisarangedip glpvethe ysr %Pzﬁp%fwﬂwgt%t es how t he
parent child process rel ationships could be

est abl i sfpagk] BAempld Gds plobedilRy distribltRxd Bkighddyto thia rlsks associated with

RN 0 S R T

dibthbfidnPRk b6 BEH ih\WABative cliIdinden@l ILBPY 1§ rephdierits thb ProBabiRMNbf a loss
child process hierarchy can be established usi

oCEWFIRg AT aaresiltiah the @ﬁs@flfttsqllgqlq ng'logtl ths gpglicatipn efimy ma%l'éagﬂnﬁ foy controlling

théNhﬂJ" Ih 8 @6:R66 8f the efehPrb-Lembbimkdts, TiBo@eiB Edﬂﬁ@t fn&dha@éms” can mean
the process, hierarchy can_be achi eved thro

“Ip SRRSO 17 TBinBRUES oniralE pastde Bl Y Fep2gsmyr oRE™ & on the circumstances

an@ réMé&@aﬂénf@@ﬁe@@prcﬂﬁe oAt OGSncdllly| tHe POQBESHRS and an
efi ned by the business ang attachi ng th o the

mﬁi@rswwrﬂppwréh?ulﬁba%%eégﬂélé%m%[ﬂ]s dhaLFPHA iy slhg whete cottrol
efﬁ@@deﬁ«%% Y mééblﬁecf rL?’D?ﬂ@e;ﬁék@ntgﬁle BloBatfiliti 6f 4 RE: ockﬁgﬁé’r&s aABsult of the

advant a | owi ng the processes to be arranged
ssHOR L whpreﬂlﬁp%wesze@lhl%f% A Propess Gl etdeglDisye (i controlling th rsk.

THeQﬁt*fcﬁ"&{ce bheSaPTTI N TRK| 17 ¢h 1B BApebtbd Eos@tEE)hﬁValue—at-Rmk (VaR) with
rgani zati on. Processes are represented g1podes 202,
°f

X% oanidots vk arBRE (HBH Tk drpRESIR GEe Tk BEREs gigfessed in
tefnliet ﬂyecHée}BrocJess owner. LPD[3] represents the probability of a loss occurring as a result of

the associated risk when an independent party assesses the technique for controlling the risk. The
difference between LPD[3] and LPDJ[1] is the Expected Loss (EL) or Value-at-Risk (VaR) with x%
confidence level pertaining to that risk, is a measure of control effectiveness expressed in § terms set

by the independent appraiser.

[0037] In order to establish the three loss probability distributions (LPD[1], LPD[2]
and LPD[3]), the software application loaded on the personal computer 102 is arranged to perform
various operations. Figure 3 illustrates exemplary operations performed to establish loss probability
distributions. Additional, fewer, or different operations may be performed depending on the

embodiment. In an operation 310, an occurrence probability distribution or the likelihood of an

7
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processes which can be those processes relevant to
upper nmanagenent whil e nodes 206 represent the "l evel
wQ2o00pneesses whi ch can be those processes rel PUEAU2G06/000706
m ddl e managenent. Nodes 208 represent the bottom
| evel processes which are identified to a granul ar
| evel and granted additional attributes such as
"process owner/ manager," "business line,"
"departnent/cost center,” "product,” and so on,
evéill id RREMBE. I'THHe@SmMmbiEIR cabbe M4da g histosal é&Ra @hﬂtﬁhk&dbsence of such
etc., can be added to the |i so far as, they
datanysiecesimationtreln 4 eReEHion f2k a fOéfpt?mrt%@r t W&@@f tah?ﬁ&em is determined.

Lo s%(f@[tft% b%%@arﬁ!ﬁgtpﬂh@ng aQhnge Bf 10698 Ssitfi ik SIn'an 0PERMiGH I30NAbss
risks,”™ and "control neasures" to be attached to

prabebiliprdistahusipn jsdstmaigeddor typredisted evelli s "t aggi ng syst ent
facilitates the generation of tail ored management
reports s8] e Si@latifs wherd st afehtataql a\@ﬂm&ﬁasesnmate loss probablhty
attributes. "It should al so be noted hat any nunb
dispiteisien shedfp v ipgieemplsticnetied cembrssedr Whiloueh Wa@wqt B avaﬂable
thd el Efar)f HBéthdd p?&%de@@%aﬁ@@@rfc Rr 3 setGAR1RR q@bdivsNielcH @n guxde assessors
par ent “processes. [ 0035] addition to allow ng
in hedrequency endrseveriyy qsﬁ@atvsetrf |1Q§agvepts o%‘@@élé%s'“ﬁ‘@r"f%‘tdrﬁ?dlsﬁyl when
as%1 Qs%rsq{aG(ﬁmlﬁé'ﬁtzﬂcgégi] S?fc{ll%gtg eIntst'EQﬁ BssEEQE @a?l%%%rht@ e§t9natﬁé§ @sing

lerarc twar e ap |cat|on | oaded
pr@@rcbtanalah@bmmtadp £1 e PPibipR), t)fhaéy eeyabhinatign pijspre gngd qygiiative data.

ThR' stm?art%c.[aﬁ §KS bé‘%@&%&&k? st cEttllbng 8¢dblifed HRR afﬁ§v9é?§§>5t§‘e§questlons and
identified 1nt lera and assign to each

reqolndsd donrfhwfegefoue al | oss probab|I|ty di stributions
(whi ch can be either discrete or continuous
distrib U[‘ob@] @dvaﬂt&e&tﬂ:lysthé 88pthey hbtBod legikireN b @EksorD & sculihize

exanpl e, that a credit check perforned on newgflle nts
unétrlwrrgeaswwmmz Avpgtenniglpting o Sdreneyiad SHeRY dSE T HaRREE separately

idRifivd, o aﬁés%r@fo‘%@ﬂln@%)und&%g%g:?meﬁ@ lfrolStBE loss probability

interface (GQJ ) provid the software, l'ication
digtgbusiop. aFrepseted lossanrl gibet %*Pélstt%’e‘faﬂﬁ%e%’ét}? WV? orp fhegescomponents, as
wal0 Q}?bﬁllen%MeﬁoJiso Sieh RS QOBRIabi1tiNe1Hb it thdtRdt ks s @s%éds@ﬁ‘ esh

to the risks associated with each process can
esimiepd T e epioion peyayrjsk withyt alvaivg thepisf 3 pndeptyie S papabily
dlétxlqlﬁxz ioR Exqpt@ilﬂe!:tiv% Yre&i&eﬁéf 4ol 'ééLv'E,)P YisHByifR. used in

rnative enbodi nents. I] represents the

probabi | of a |lgss occurrjn a result of the ”

associ at @QXQ] gyt &HE}W@S P?Féat%%te?ff?attdd% THPCRRYY /168 probability
disBENRA k&b OhetG oMt A @itonMOfewer, or different operations may be performed
depending on the embodiment. Further, it may be the case that certain operations can be performed
in a different order. For purposes of illustration, the variable Y is the number of years for which

historical data is considered. Assuming y years have no risk event, the probability of risk event

occurring and not occurring (excluding worst case) are denoted by P, and F. That is,
Py=ylY

and
P =1-F, .
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the risk. In the context of the exenplary enbodi nents,
"W thout risk control nechanisns" can nean "no

w@ombned23d or "m ni mum control s* as defined byPCT/AU2006/000706
managenent, dependi ng on the circunstances and the
preferred treatnment of the respective nmanagenent.
Cenerally, the process owner and an i ndependent
appr ai ser should agree on the LPD[I]. The LPDI] is a
basel i ne where control effectiveness i s neasured.
LPD{ 2] r{e@s1e IeeHnbehs yparoRabhtiitastyone becarrbies 81 do@ierd ndance event
as a result of the associated ris n the

is pedpondi Bhesepens ftfﬁ@fﬁaﬁf‘é*c‘%é%??‘?ﬁﬁloir § oL ATy PEY?@%&WW event.
o0 o L 1B Bl Bk by

corfadaR)ding sedquendof fraduienieyrof eon-zevehalanes evaitdrargpresenteh ¢ follows:
risk, is a neasure of control effectiveness expressed
in $ terns set by the progess, owner. LPD[3] represents
the probability of a loss ‘écturring as a result of the

andyssoci ated ri sk when an i ndependent party assesses the
techni que for controllingﬁbﬂafrﬂék. The difference

ThEOhBRE A PIdi3)  anrdhdBigbdiive mniklig alkREONER fHeqbchciekb)thoibove non-
Val ue- at “Ri sk (VaR) wi th x% confi dence | evel

zefoealanatertvery séqnerchaTherfregiency singe idiailod mtoghree equtal pib-intervals. The
ef.fecti veness .expressed in $ terns set by the
lﬂﬁﬁﬂgg%ﬁﬂgﬂﬁﬂ BBt ai ser. [0037] In order to establish
the three | oss probability distributions (LPD[I],
LPD[ 2] and LPD[3]), thelsolfyarg)&oplication |oaded on
The D5iBRS SPARY gfgmtt%épéigt% tﬂa{se(@fllf}ﬁtﬁﬂgéjth@ Rued®di f LMy 1. As such,

Y (n
vari ous “oper at i ons. ure 3 ustrat es exenpPary
operations perfornmed to establish | oss probability
di stributions. Additjengl! aedwy = MRr+different
operations may be performed dependi ng on the

enbodi n_an [ ) F
probabi 110047 A ufSbeREFL AL Buckt L@ BRs bl G0 oo Lo Frequency,

Médsurnl Btequancyad. HiihFisquéadye it haw FoequaenClhess hathe ruge figm f;, to £,
hi storical data or, in the absence of such data, usin?

The 3Mddivet Freqencyl Glasahasopleaqaericn val@ameatey thapsfs anéleay thenorggual to f,
the i mpact of the event is determned. Loss severity

whilg theddisly Beeaganey @lassdes nieaency efee geaterdad fodidiless thep pietgual to 7, -
In_an gperation 330, ,a | 0oss probabilijty di i, Quti on

Vi dVigettd /i ACdhs b & BFRRiFRpaE R@We‘%&{m and Hign Hidublly Cless. T

should be noted that: N, + N,, + N, =n .

[0043] P, , Py, and P, represent the probability of a low, medium and high level

of event occurrence (excluding worst case and no event), respectively. They are defined as:

Py =N, /n, By =N, /n and Py =N, /n.

The variable p is be the total number of non-zero balance event within those nyears. As such,

P=§fm :
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[0038] In the situations where | oss event data is
avail able to estimate | oss probability distribution,
wo b@ofizd2iowi ng exenpl ary nmet hod can be used. VWCT/aU2196/00706
data may not be avail able, the exenplary nethod
provides a franmework for a set of related questions
whi ch can gui de assessors in the frequency and
severity estimtes of |oss events. Such questions
woul d be useful when assessors have |[imted access to
enpirical data. Instead, assessors can generate
In 55 b iiof 920! BbilgerPbdlinYe S\RES are Artlged MldedtBndha Fddr@f Gheir balance. The
expert opinion), or any conbination of proxy and ‘
sequendei df dteievent Halames iTHhg , st .t SBhevanipblch ép 498 by pisdng igepective
by justifications established fron1ansmerg %q the =~
maxirewn prshaingaen paess eiche sbove egveneert balpnses JBe balpnsp wgpe is divided
infg‘%@péqggesgy—git%valg. e l@xﬁg‘?ﬂe 'Pflu r;t(l?j'ares\rﬁr)-'ﬁﬁérbﬁqs: neay I€5 Q)/ 3 . The two points

assSessors scrutini ying assunptt od
th i1l QR ifetvAIg b}, 0 5] NERUENGY bANHeREVEIE 8 Y~1, and b, = by, ~2, .

%?@%1?butfon§ a?gﬂggpa?étely I deht i fi ed, aﬁ%oﬁﬁng yowo

assessors to scrutinize underlying conmponents fromthe

| oss probability distribution. Expected | oss and other

st ati st i [@a44)\mnn aletation 43Anseberityldnss idchvdls werefined es Low Severity,

M?%%?f%%pﬁ@@@k%%@@%ﬁ%@ gggsggggfaggei (%IQ b%stotby .eThe
ER S R RPER SR 1B g o, wae e

i 8L TLRYY | u (th4 Y . Bach b, fall
S SRR e 6P S, MR AEraly, e,
inf3®ht Of B Shvérty 8RssEXMARIaBb UssbQf&s tPk pRARIIAriybat. Depending on the

distribution estimati on nethod. Additional, fewer, or

fragpéricss pBeventsermnseci hehyegr tsingsensidsredett) QepRFidD the CFPsPHYng

enbodi nent rther, it,n t he_case that certain .
RO STl BBV PR TALIS OET R B (b Cppgnd Severity
of BHIERRSASred. Tt te Wshber b B)) in iR callas bclples, eXchi symbblen MubTO@ Fepresents

of years for which historical data is considered.
thd STl BduRgoHa pARROEr dedlV B all theth], Skvabe émtach tdilerpaddbd badhisymbol in Table

of risk event occurring and not occurring (excluding
2 shows thedetsldplangecf domtiedad cdly 0 and P1. That is,

Table 1
Frequency Severity Total
Low Medium High
Low My My 7 N,
Medium My, Y Py Ny
High Ny, My Py Ny
Table 2
Frequency Severity Total
Low Medium High
LOW ALL ALM ALH AL
Medium AML AMM AMH AM
High AHL A AHH AH
10
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PO =y Il Yand P1 = 1-P 0 .[0041] The nunber of years

with at | east one occurrence of a non-zero bal ance
we@ant12i2g4 n = (Y - y ) . These years are arr anp@€rtAUR006/000706

ascendi ng order of frequency of non-zero bal ance

event. Each bal ance associates to a value of gain or

| oss. The respective sequences of year and its

correspondi ng sequence of frequency of non-zero

bal ance event are represented as follows: g Y ... Y

and The variables / (1) and / are the respective

m ni mum and maxi mum frequenci es of the above non zero

bal ance t g

oo b DUPETERUESE RS SIS 00 ol Vit
answbt is deretodak 71 dtis Ihmnub&hatalm vesstbasg sanrdmfls yldareedemhe) thengearly

evgl% %}g%reg gﬁ/cﬁlﬁg}en )po§31 e%c.?v%ntt ol%dltlorr]l% ?éé]a#p%atif)lb%%fh’e lp/ﬁobglﬁility of an
eveiids ddidrmined,if) an breentjore iy the hiasist oﬁavan valhise &v deteti@fnit €The probability

o AR R SO b BRI v

batance. THgurd/b divstiatds et eyntConditont fiera the el ety is \padt ufa yearly
reater than f x and less than or equal to f y while
e Hi gh Frequency C ass has a frequency val ue greater
than / and less than or equal to/ . NL ,NM, and NH
are the nunbers in each resfied¢s ve Low, Medi um and
H gh Frequency Class. It should be noted that: N + NM
+NH - n . ERe¥M3] PN | Pibabilily BREvegpr s eAinouiief Event Balance
pr phalt |Gy apd na elvemv aredipim and hi ghrl evel of event
occeycuesiee (excl udi ng wor st case and| no event),
respeet! Vedsy, hbeYerdl ?1/9)@(1‘}51 i@?}g as: T+A,
balance events and low *
frequency OCCUITENCe
Worst  case, non-zero | (/)X B X Py T+4,
balance events and medium
frequency occurrence
Worst  case, mnon-zero | (1/£)X P x P, T+ 4,
balance events and high
frequency occurrence

No worst case and no event | (1-1/£)X P, 0
occurrence
No worst case, non-zero | (1-1/£)x P, X Py, 4,

balance event and low
frequency occurrence
No worst case, non-zero | (1-1/£)xP, X P, Ay
balance events and medium
frequency occurrence
No worst case, non-zero | (1-1/6)XF X P, Ay
balance events and high
frequency occurrence

[0046] Once the software application on the computer 102 has calculated the loss
probability, the software application can provide information for facilitating a risk assessment. In
this regard, the software application is arranged to allow the user to select one or more of the

processes represented in the hierarchy 200 (see Figure 2) via a graphical user interface (GUI).

11
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PNL NJ P, PNNi =NM/ n and PNii =NH /n. The vari abl e

p is be the total nunber of non-zero bal ance event
wowdoailes2rhose n years. As such, n p = 1=11 n anPCT/AU2006/000706

operation 420, non-zero bal ance events are arranged in

descendi ng order of their bal ance. The sequence of the

event bal ances is:Z2>(1) ,Z2>(2) ,---, () . The

variables (1) and (p) are the respective naxi nrum and

m ni nrum bal ance of the above sequence of bal ances. The

bal ance foaprge- &te@hi‘{ﬁn@%ldh R Be hieE R tRM@hrchy 200 have been selected by
sub-i nterval's. The %newalm the sub-interval is:

thg pset, phe-sofsyry agnhsatlon THeE eqhign iprcalovlpig e resyitant logs Itrpbﬁbdey
dlgtpﬁbfoﬁ] tv@’[ %ﬁjegr[:%ms R é[ﬁz gla’u@r[ fé ﬂ?ﬁ]lm te e{;r%sk gg%:?s{a’r%?‘vo r#? ﬁns—ljégard the

sofwore pplicatidnds srrangedde pearfosm af leastifoiaggregating m@t@e&mﬂw S@SS

pr%ghfémh §? Mvﬁ:{ohst :}/sso%ﬂ)?ed Wﬁ%l?he%‘r:s}éiis&otc%tfﬁ mﬁeljga Wdé § ﬁ{e'lﬁéfarchy 200.

ever
d ass has balance val ue greater than_ bx and Iess
t han or @@@@A fixst ofphevgisriegating eperatigns isen/ @vgrepyoaess aggreggtion which

m@ol@% la@%@t%@éﬂﬁ g);éF@BlfaFlh BN iR, % L@%&o&@t@@wﬁﬁ #HRAHA nodes of a

s’into one of the severity
pagicalbsamle gprdcess) naihs bierarrhp 80(atFesexewply, pithrrefetanbeato Hjgysg 7, the inter-

pr%gsr%{%glle ?%109 nnvto RI%S ;eg{gl%gycﬁlg ﬁgé l(gsg Pl%ge?olﬂﬁiep gsg(ﬁclia{tmlﬁl R ffortd?@ctesses P,
ycmdrfe,s’hﬂﬁodpmgesﬁs egand g, \etec [Thes the T@bll‘aet losspmebability ditirilagion for

f Fr e
%Sé run ?19% flica 16 gt%ﬁ?{rﬁé (l.f%:}f #ﬂa%ﬁlﬂgs as%oﬁ’?e‘ﬁ v?{ﬂ%{ ﬁr)Px, Py, and P,
thé spgemata of:ﬂab flos$ ﬁrobatbulmltse&,,, foe &cind Fy;rtzo Tablp 4 Msexample loss

disgﬁlFuUtOHs 0 (ﬁ )for tﬁ’?, Pt grtxcffld to @Hst}ate%hls %gf’)eggt gpgl%gl‘%golg E}l, eac h

synbol in Tabl e 2 shows the total balance of a

particular cell. Table 1[0048jle4he worst case scenario
happens every t years. The worst cas; unt

is denoted as|T . If is gssunep that| the wprst gase
scenario 1s 1 nqepenadenlss %o ¢ ¥E&5 Morob.  sLoss

0.3 10 0.9 5 0.5 10
0.4 20 0.05 10 0.5 30
0.3 30 0.03 50

0.02 100

1 1 1

Table 5 shows the loss distribution of R; for Py, using the figures from Table 4.

Table 5
Probability of loss $ Amount loss
0.135 =03x09x0.5 25=10+5+10
0.135 =0.3x09x0.5 45|=10+5+30
0.0075 =0.3x0.05x05 30/=10+10+10
12
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event.
condi ti ons.

wWe@2@at125234 det er m ned,

In an

oper ati on 440,

Figure 5 shows different possible event

the probability of an

in an operation 450,

of event bal ance is determ ned. The probability of
getting a different event condition is shown in Table
3 with the correspondi ng anount of event bal ance.
Figure 6 illustrates different event conditions where

.the worst e
[ 0046] Once
102 has cal
appl i cation
ri sk assess
appl i cation
one or nore
hi erarchy 2
interface (
nodes in th
user, the s
calculate a
whi ch repre
ri sk assess
application
aggregati ng
di stributio
with the no
t he aggrega
aggregati on
probability
chil d nodes
hi erarchy 2
1, the inte
the | oss pr
processes P
etc. Thus,

for busines
| oss probab
, the aggre
Py, etc. Ta

vent

is part of a yearly event.
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0,097t ed
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S
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9.0044i t
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1

h

UUd

e

eS80 P%0and F
ar38gaf & 1Bf  t he

Y,

tion

A5E3ked

Nith_llla

F@n shx39 Py, 4

nd P

bb4§ es
d

)e,
I

the—toss pr

il e

abr
osH0

tTes—Rmfor
=30+100+10

'_l

and

ate—of
0.003

=0.3x0.02x0.5

160

=30+ 100+ 30

083 4 s
Total =1

After arranging the loss amount into ascending order and adding together the probabilities for the

same loss amounts (i.e., 45, 50, 70, 90, and 140), the loss distribution of R; for P, becomes as shown

in Table 6.

Table 6
$ Loss amt. [Prob. Cumulative Prob.
25 0.135 0.135
30 0.0075 0.1425
13
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di stri butions of

R for Px,

Py and Pz to illustrate

this aggregati on net hodol ogy. Table 4 Table 5 shows

w0 b@olizees4 di stribution of R for

Pw usi ng

t he PCADZ®G6/000706

from Table 4. Table S5After arranging the | oss anmount
i nto ascendi ng order and addi ng together the

probabilities for the sane | oss anobunts (i.e

70, 90, and 140),

the loss distribution of R for

45, 50,
Pw

beconmes as shown in Table 6. Table 6[0049] A second of

t he aggregating {
aggregati on, whi (

bper at |

008 <

[alVZa)

probability disti

Hobuti o

po10f Vv

[S " n;ra-
%35@5“ ng|

oBI2BUS i S

br ocess'
0SS
ks associ at ed

with a process. |
7,

the intra-prog¢

FOr €xa
éQQ Qg

§PZI

the | oss probabil

sot i es @&&Dcia

e aggé :! refer‘

betrswith Rb Ru,

ing to Figure
5 aggregating
and Rm

Thus, the result4
process P woul d |
probability distr

Tl

I oS I oba

ty dis

SEZMIQ the |

ri bution for
0SS

gobut i o1 f or

RMWRU, and

Rm Wen

aggregating | oss

I obabi

r1 buti of

fa) fnl/q

ns, the

sof tware appl i catd

the effect that ¢

0183 L

tof f er eqto1pr ob

on i;
on—

Thaks!

absdsi ty di g

i nt o account
st ri buti ons

can have on each

a con-el ati on coef

HISER YN

ficietl
T T A~ ] AALELEI

hi eved

Pt

ha com

by processing
102 can

obtain fromthe

bat abas®. 0004 v

Tt TT

put er
nacshe conﬁu

ni cati on

network 106. Once

di stribution has

Qhe r%%Hétan

an [T of
beeR—¢€g

b

[ss pr ol

+he :-n-F

pabi lity

application displ

ouUur atc

1a9ys t h@.opesul

cC—t 1t —S01

pasit distri

twar e
bution on the

moni tor of the cd

gputer kg

that a ri sk assess6

I mpact of

risk. [ (iG80]

P
cai—tuse I

F@®00h se

¥
S UT

P98 di stri

nts on paper,

09,% !
\') J

SO
5i dering the
buti ons where

the total nunber

9 POsyigs e ¢

gggg natl ons

5 becones

unnmanageabl e to (

ohpute—anun

150sed t080€st |

Cl1 UI

8% an ag

d.ll.t

rnat e

strategi es can be
di stribution for

]%5pect%%0§oss

1 One strat

gregate
egy reduces

t he number of out

COMES [T edach

| evel distributi

ns priagr to s

of

tre Ty

li vi dual | ow

arting thd

2 aggregation

process. For exanple, where a particular |ow level
di stribution contains five possible outcones, then the
nunber can be reduced

[0049] A second of the aggregating operations is an ‘intra-process’ aggregation,
which involves aggregating loss probability distributions of varjous risks associated with a process.
For example, again referring to Figure 7, the intra-process aggregation involves aggregating the loss
probabilities associated with R;, Ry, and Ry Thus, the resultant loss probability distribution for
process P would be the aggregate of the loss probability distributions for Ry, Ry, and Ry When
aggregating loss probability distributions, the software application is arranged to take into account
the effect that different probability distributions can have on each other. This is achieved by
processing a correlation coefficient, which the computer 102 can obtain from the database 104 via
the communication network 106. Once the resultant loss probability distribution has been
calculated, the software application displays the resultant distribution on the monitor of the computer

102, or prints on paper, so that a risk assessor can use it when considering the impact of risk.
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down to a | ower nunber of outconmes using one of the

nmet hods described below. In this way, whereas we may
whawe/12523€t often | ow | evel distributions to bRCT/AU2006/000706

aggregated, with each distribution starting out with

five possible outcones, we can reduce the nunber of

conputations down fromn = 5L10 = 9.765 mlIlion to n=

3L10 = 59 049 by aggregating mﬁthin each of the Iow

| evel %65'0 <§r 2303 fefsjcrf%{l iong wherd h t& B REsD ations
18 b i RERESE BBt

aggr egat i‘ng entire se
bsthawas tingnegesble tcmwmpmﬁ a]funﬁ)expfﬂabcfrhat@mtegfmcaln?»e used to estimate an

P51 LB AEEEL T 8005 B Bt o oo
the mﬁhﬁélsal kv laved iseibutoas pr’f‘ttr tms“té:tﬁ@,stﬁe agEFHg&mﬂ@f@BJs BdSld:xample where a

PR L5V i e PP ot AGUHRp e RRDe ca b redced

demedouds ®ertnBRbér@s Sutclingds ubiRg/be @ the Eri%ﬂio@%sdr%b‘@bel&v@ In this way,
not her i ncreases drﬁetlc IIy Therefore

WRIGR R S § O P NI HeBionoio op G8sséeptalbubds el distribution

sthififig dtlltSﬁlthlfﬁlH bbé@ﬂbleaiutc@ﬁ‘r@ﬁ wle@h‘rﬁled&@ tHe Bﬁﬁlb& Q?ccﬁﬁﬁﬁ?&tlB& down from n =
the calculation for all |evels wthi

5/§1§§t %Fﬁ%. f%lﬁwrltt%l 340 Fe3- 049 by eg&rrarﬁr&\aw cagh piethe oy 19‘f‘31 distributions

pidr @b thy pROEE 68ALIONink ARhHE rseth id"dl&ﬂﬁl‘cfonse xpec t ed
| oss values is here descrlbed [ 005 P(W= W) =pis

defi ned |ty fronra Ioss dlstrlbutlon
W of a g@ﬁlﬂ\%bg} tg% %tm,)o Passt pyocess ip cmytructed t@%ﬁbﬂ of
pqss1BEl1d$s§ S#l06dscrdabesA Thio §§reM@lrdé@ss Qén BAkhe chiE pRE&S H%oﬂifar parent
xpec oss when W=wr The | argest

prﬁ‘be§§l ls'egalrerng rglscggdrg%@ tlf)lh? ip-caybeptopagated mio.niany dmslg] The number of

caldul@iensSgutdted ithE@MR |tl& larfs ﬂlsﬁmhﬂcbnrﬁﬁ‘n B¢ 180ebro dhothd '1&933156'3 @rastically.
i nterval arly, divide the interval

T%efj)re lgls élrL:maBlg 6(1 lieﬁpg tl? r@a@% of éq;ﬁ)varhllﬁs & \fhey distribpgign at e[aé/}\f?evel so that

thy ik &b&oﬁiﬁald’c@a’lﬁhé calfu@itibR B LIERPASHItME a kRREE B withintah&listic timeframe.
sub-intervals and the remai ning three

Trri,?%hz)fd\?g ga%ﬁg}ﬁ E%gregetlcm tf)ge}r}egwnh their expected loss values is here described.

[0052] P(W =w,) = p, is defined as the probability from a loss distribution, W, of a
parent process (P, ) where i=1,2,.--,n. Each p,corresponds to a loss value of w,. The product of

w,and p, is the expected loss when 7 =w,. The largest possible m is used such that:

ip,. <0.5.

[0053] Three equal intervals are obtained by sub-dividing the interval [w,,w,,].
Similarly, divide the interval [w,,, w, ]is divided into 3 equal sub-intervals. The varjables »and s

are the respective length of the first three sub-intervals and the remaining three intervals. Hence,

r=(w,-w)/3
and
5= (0, =w,)/3 .
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and s =(wn - wr)/3 .[0054] Where wa and wt are the two

points that equally divide the interval [W , wn] .
w@\b@e/1232¢4 and w are the two points that equal | pCHAVR2@E/000706

the interval [W1ln , Wh ]. Hence, a =W+r , wb =w +2r

wc wm +s and wd =wm +2s , [0055] A set of new

probabilities are cal cul ated by considering different

range of | oss values. Each new probability (P(U =U )

) is the sum of probabilities fromthe distribution W

that t h@bglidl\ﬁﬁée %al él’iﬁé& ?,}:]e! the Mo%o?itsﬁﬁ& Jlllﬁiﬁil Aide ARSn erval

range b considere e sumo correspon I ng

[, 014/," h#‘ dﬂl&clz;?%ri\églé%%ﬁq \%\Sy pPE%rs tgi)a% equgﬁyédi% iﬁgr%l W, l, OSS] Hence,

probability distribution and its expected | oss val ues

are shown in Table 7. TabYe=#170056] If a |oss

distribution is symetri o4 swpican be the m d- poi nt

between WL and Wi . Howevgr.assumng the |oss

ddistribution is positively’ skémed as is typically the

case, the selection of wnis ba ed on the cunul at ed

probability closed to 0.« htafiy, six intervals are

defin ed%iokd;] A &?ogﬂgtb%ba&ﬁmés%eecra}é@fateﬂ By §5dsidlar1r¥gc?9fféi'érﬁ Bamge of loss

it can be reduce her, for exanple fodr, by
valuge f Each ngw arobabdlitp 6P @f = b ot Jie the sl Oémdbahmtlamﬁjoraﬁi@tdis@rbutwn W that

m d- poi nt between wm and w, [0057] The nunber  of
thelwlaisoeglei felldnte p pckeuRgdgss Fﬁné%ﬂ?PI%I °§’é§1‘l§’é¢dr dBg @y ofgleir corresponding

expé@té@l' 1635 Zh1016k (tli rB%ecomes the expected loss of this new probability (Z; ). The new loss

probability distribution and its expected loss values are shown in Table 7.

Table 7

Probability Distribution of U | Expected Loss (L ;) | Loss Value (u,)

PU=u)=Pw,sW=<w,) |L u, =L /PU=u)
PU=u)=Pw, <W<=<w) | L, u, =L, [ P(U=u,)
PU=u)=Pw, <W<sw,) | L uy, =L, [ P(U =uy)
PU=u,)=Pw, <W=sw) | L, uy, =L, [ P(U=u,)
PU=u)=Pw,<W=sw,;) | L us =L P(U=uy)
PU=u)=Pw, <W<sw,) | L g = Lo | P(U =uy)

[0056] If a loss distribution is symmetric, w,, can be the mid-point between w; and
w, . However, assuming the loss distribution is positively skewed, as is typically the case, the
selection of w,, is based on the cumulated probability closed to 0.5. Totally, six intervals are

defined. If the number of interval is still too high, it can be reduced further, for example to four, by

defining a mid-point between w, and w_ and another mid-point between w, and w, .
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sum of squared error and/or assigning a functiona
form The formis done by conputing the nean (MD and
wger@adai2a4 devi ation (SO of the initial distribkCr/Avn06/000706
defining a new distribution with fewer possible
out cones, systematically selecting values of these
outcones U and conputing the nean (Sn) and standard
devi ation (Sn) of each new distribution for each new
conmbi nation of U Then, the sum of squared errors is
conmput ef005H The n[n(ﬂMn ofDiluek Bve dsiril®Oiph On also e redaest! by mafimizing the
s % squsaaercri] eg]pt( asnd{j)g?%lghmg Pév.}ngts Q e?fgﬁ% dfﬂaeggr\r}lt 1rs] %nezpyllhlmnﬁl%g the mean
(M0)and $taida1(dl dstuatudm{ﬂ(i))@lﬁ thie $nitie disaibaitbnyefining hingw ‘dfsﬁibomonbMth fewer
a@? he associ ated cunul at | roba Plit] h
posgt P‘é*F""PeécﬁXﬂF‘a a‘?ya%gf:%‘}% ki e%"‘?‘&?ﬁ%? hieliti 38? ﬁ‘imp“tmg the mean
(Sn) 4 Qtau:sd ?ed&ﬂbﬂl ilfsm) mﬁ%mmm@ forexeh hen admtﬁmm afiid. Then, the
e specifi¢ values o c 0 net.er.s
Sumtfﬁaﬂuaw&sefma%@a}pyte R Ry R A s e Re
=(ud a izt ,ﬁh)?yfdb&med fHat SinGdie ae sﬁ@ﬂﬁsqﬁz@éd edrofsaletihedubéve, and the initial
i screte pr

dlstflpyéloe wlg&e \\;/étg IBL%E%@? ijlsagxé,%h? g%é{g?cﬁfﬁe{lgp\ailﬁeteprgl?a%&ues IjI%e latter
teclﬂiq%& CdsEtihONfunckidhs Sy MlvelvbMiBerfiySid thdibhbranfuhdiidgd i 'f&ﬂl an8 the

npared wth the rel evant correspondlng cunulaﬁ
Spe i YAH G RS SO TACGRSTBFieE that piged closely gprxmdERdhe original discrete

distbifoh! PrE LA dBﬁb foxd@W1JuYar Hﬁ&e’cgﬁ%ﬁa‘tﬁﬂp BR@IHIRInDy first computing the
Cunﬂxﬁagr oxi mati on. g priate cont j nuous

e pr@bnbvléaﬁﬁmguog@f @@@@albv O éfﬁuﬁéwaglafaw dahgeh fragtion s
con{pQreH Bt el B co%?p%ﬁcﬁﬂéacﬂu@a@i@@&lkth&mog ifslfiddR 4t 4 ARze oflBntinuous

sel ection can be based upon either (1) correlation
distelpyaippg teiidentifydhe rpgsf anpraprinte APRigKitpiéons dhames 2pppRjategputinuous

d1stﬁ§1$tfoﬁ?sts'e@&ed Q@Er@e & an Pﬁ%ﬁnﬁﬁé}ﬁg ﬁﬁ%ngﬁhl%cﬁ%"ﬂ%ﬂﬁﬂt}mﬂstrlbutlon
basis of the cunulative distribution functions of

ThetSH‘éCt@Fl icgft preiasedrvgion eithern(p heasselaripn welicientar Kmpipiyzing thpsppred crror

of Qi BRI HRbEAYashred beipHdmb e sdi8e PiIRE the @fimMakM @S tribAtion
the distribution invokes the Central Limt Theorem

ﬁm‘(“@flsl")fthed’rfgﬁ@l dehprappronimate el utions- of each | ower | evel
distribution into an overall| aggregate distribution.

The CLT[OSSﬁtﬁe&c&ﬂd@,trat%ﬁefof%aﬁbx@ﬁ% mrbleﬁdfezelues‘m theSlibibation
andom varjants tends ¥$Fd normal it

mvcg(@@qh@ élgxetéal FrE"a‘th”é”a’ﬁH‘l (CH;) %cllétatﬁ,fhaisur{lﬂ}émn of each ?ower level

distribution into an overall aggregate distribution. The CLT states that the mean and variance of a
sum of random variants tends toward normality, with an aggregate mean equal to the sum of the
means and an aggregate variance equal to the sum of the variances. This strategy can be applied to
aggregate distributions where the range of loss severities are similar, such that the range of possible
outcomes in any given distribution does not dominate the range of possible outcomes in all other

distributions and where each distribution to be summed has finite mean and variance.

[0059] Where there exists a subset of low level distributions to be aggregated, each
member of the subset having a range of possible outcomes that are within the same order of
magnitude, then the CLT can be invoked to estimate the moments of the aggregated distribution.

The shape and confidence intervals for an aggregated distribution can then be computed using the
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means and an aggregate variance equal to the sum of
the variances. This strategy can be applied to
waogeagre di stributions where the range of | oBGI/AU2006/000706
severities are simlar, such that the range of :
possi bl e outcones in any given distribution does not
dom nate the range of possible outconmes in all other
di stributions and where each distribution to be sumed
has finite nean and variance. [0059] re ther
aggregeteshan ands vavigide tegetheiowith aigllp OEIIP%WP‘iﬂBfufPY Tg‘ﬁ %pp(r‘&P”B@ ‘attractor”
dlstrgagg [e %E@%os@%ﬁaalr@@ﬁa will bettﬁ@stﬁidm%)mﬁh@ﬁﬂsﬁlgutﬂmr e there

0ssi are Wt the sane order of
existyREId tharckeg stbvetrwithines ghven sefathelbtbe mém@élwdtcal Resapphingseparaiely to
s of .the ISt Rer "

TR ) PORH Rl o T DO A
descEiBell ih Seated el sbompesh &el used trapgtoggatgsealsitatiptsan and

variance together with a table of percentiles for the

ggﬁ;?g{[b@éoi Ye{a ngﬁlgrcsttr?‘{ %1% Fe%\gdl 1 a% ﬁ\gl?be} Jrs]‘fovtrairﬁrlgs HQMstribution
mvodihes tufyl dotibinatinn oflieatezidsH end? ebdveitsslested i PRI aiWeleang dhgegpence so as
to plgg\tfg FléetbSF@%S Tl %%%}eg h %]k%rfgpr?to ebuiRiRGbEaRd B RRBEHRE!

0 generate an aggregate
distribuSibiisi th bé agpreghted. each subset. Then the nethod of

aggregation described in Strategy 1 above can be used

to aggr [?;9(?1& ?Fl Lt}g§ ﬁlugﬂra%s g%dng E@rforfn@cpﬁ% ei@&pla@ﬁ BtdiRsod

strat €g educ I Ng nmber of values in 4
dlstnﬂilmbli inbilibd. oAdditinnal, feefsr an@szerewmpﬁa@qné aype E%rfoa?%’gqe&@dilg on the

B8 Pertdim &Pl W ATEeRent
el P LSl o sy
orddr nInanaperationt 8 10 helikelindod rpr@mldhtzy ﬁaﬁg)@tl@( (E@P is detggmined withreference

toh * Slt I b%tgs&%ﬁlﬁgee?(g?g%%ggﬁ g?ﬁeeﬂ’D ED R bibtedrligdari® ad%ordance with

a’t es ns per orned I n an exenpl a
opexlah&&lsudims thos dstseritied: wiith referench e igyserdi-¢- Téﬁalowrﬂéméﬁo Iiplibood

1nd1galrtr{)rg g‘?(ﬁg %c(t) I%I%EC%%) Al 1dgﬁf>ﬁeﬁ) eﬂ%%ﬁﬂ%ﬂi?féfe@&@@ﬁ%dﬂﬂge@ B etgR6tations is

e the case that certa
deteﬂnemhssmnmg e?astlrigeommlsflo mreptratian &30 Yitn g 4ro Esasted 4 Jgok shead

mtogﬁ Sqegle LZa (?ol_ 88):&)143 lt(i((%lnglﬁlé? %eﬂ&qp@@dldeb b¥the “likelihood indicators”

deternmined with reference to
and Mingiaotr mdlwtord’a&tndi chags ufdtnghangels sud Q@gln@,e@ﬁtaredp@r degh An pxample of this

type (?irlmekdysxs 15 prese%er&% 2 13cotéi ﬁ&[oq%%gss,\@eé Rable 8§ and 9. On the basis of this new

information the operations in Figures 3-4 are revisited so that a new LPD is determined.
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operations such as those described wth reference to
Figures 3-4. In an operation 820, |ikelihood

w0 pabaa20¢ s and i npact indicators are identifiBOT/ATR®6/000706
LPD with reference to nanager's expectations is
determ ned assum ng existing controls in an operation
830. Managers are requested to | ook ahead into the
next 12 nmonths (for exanple) to consider whether the
val ues of the "likelihood |nd|cators" and "i npact
|nd|catoys"MﬁL1I change.

ed for a reconC|I|a‘
(LR ,N'%ignba5|s of . t'hi gVl Niawaat i’ Cdihiments.
operatl@p@gmﬁnﬁ&guﬁgﬁn&14 are rev sited sb that a new
LIL-PD i s | dateriti 0aforRA8Ring N3N Opgired i on B4Qew sagde i&ruited
LIglr € ash ‘ﬁtqnqﬁe? Of:l %'pq&ress@@et | Fﬁnlt ne IL?ﬂnhﬂl "P@;&)ansion of business

| fdicator nircators —are | KEr'y 10

LIchange ﬁ;n emmgcg fﬁétm#' the BT OEL£ES, ar e rleAaxed one

DYy —61e- AL ? b 0u”ce§'an petTTU lelUu orstng—tte
r econci| PP 81 "3% $S° exaitpl e si rilar to operatlon

agsygne C
L148~ ng rJI:\r SSC' 1 .-). beLSW* ﬁ)elﬁﬁ ,Z?FSFEJ‘O 3”ﬂan t6/ep o@%ew staff

VA ~Y
WAV I v |

cunul ati ve changes recor ded. The nanagers are then in
a better position to revisit operations described with
reference to Figures 3-4 wilh g Ilst of event | oss

10 Tabl e 1
tontrols— O np
i ndi cators agline fresy in#lcate
fol | owi ng {SPEGHOT SIESS PR ) " t he

. ; - mEr e of ot he
II? ather_th r‘rlﬂl‘eﬁ‘i}nﬂl %lsl Ve o LI gg?nt rol Sﬁ% i ctive |
not pro erI |dent|f| [ control.s «
r edunda %Qﬂeralt;lplé gg()’ mgna}grgrls a@taﬁlggz%cogﬁld%r%ﬁ&e ﬁgl likelihood

indiPtQS ST “trﬁ}facﬂ idie@drat dr@ﬁlke%ﬂ@ cRdng® T e o@ﬁt@bl@éﬁ’mﬁ prédesseare relaxed one
risk into rlsk a ﬁuste ormance. metric

by Mg B BFPEPeCh PR TSRS TP BRTOEBI R S example similar to

operation 830. In the example below (see Tables 10 and 11), the controls are relaxed and the

managers expected cumulative changes recorded. The managers are then in a better position to
revisit operations described with reference to Figures 3-4 with a list of event loss drivers that will
direct their responses to the relevant likelihood and impact questions. Hence, the LPD assuming

without controls can be determined.
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may be perfornmed depending on the enbodi nent. Further,
it may be the case that certain operations can be

w@eoboeized in a different order. In an oper at i BOT/AL)06/000706

data and performance netrics are defined. Such netrics
can be different for different groups of an

organi zati on For exanpl e, busi ness di vi si ons or
departnments, |ine nmanagement, process owners,

audi tors, board nenbers, conpliance officers, and the
such can define different Bhbledland performance
netrlcs Process owners_can ather data, identify key

RF S functions can pe car ] by
%cd%&'hhﬁdﬁéani’%ﬁlh' n the ofganization,
LIZPPropr| &f g, nthA08Rde | N lamioper ation 920, an 17%

Pperatl

U]Jl:l at T SmEal cufjation 15 pertornmed. Ihrs
m&%&ﬂsk calculqghﬁp cap include theg risk 1.5 mil

éat-eutations 5 Wt TefgTence To the Figures
her ei n. mg%%%iﬁi 01ghrectors ¢can set the ogperationa
app

Ll

uration
1an’cil conpl i ’n%nce %tdag;se anol4 gag,gf defpge I7q\5ﬁl S. | 7days
Audit-ors (;‘u"r‘l ""Séf::vv the—board-—sdecrsyons a
di recti pHS Souyceb achitn ion 930 therg is an
aI:oc?t géﬁ“Bf“i%%ﬁqs onal risk ¢apital and a
al cul a

DADI\/h

avamnl.o an.al

the risk calculations. [00
variety of different reports are enerated and

dj E%Egsperfornance metrics 12

bt L
..... OTTe rTTon caplita vdilT UT

al l ocated to rel evant omners I ncentives for line

managers and process owners can be set. Metrics can be

cali brated and adj ustnents gy based on results from
gg? I'n an operation 940, a

P I aCqoT ce W
HOp?[;atﬂL Qq%lsyrqc%ﬁege r| Choe rigk ?dj ust qd parfor Manc@o00
Hett+1€S ucfdthl Ih d feeéld !Idlldgel ETTL L.dn O_epl Yy
resources, [ 11 ¢ H%ncé W th thgse objjectives and
119' visio unreconcﬂeega{&?nsnem Psof an al i|gg, 7% 8% 8%

[0063] The operations may reveal that some controls do not impact on any of the

likelihood impact indicators. This result may indicate one or more of the following situations: (i) the

controls are “detective” rather than “preventative,” (if) some indicators are not properly identified, or

(iiii) the controls are redundant.

[0064] Figure 9 illustrates an exemplary process for integrating operational and

compliance risk into risk adjusted performance metrics. Additional, fewer, or different operations

may be performed depending on the embodiment. Further, it may be the case that certain operations

can be performed in a different order. In an operation 910, data and performance metrics are

defined. Such metrics can be different for different groups of an organization. For example,
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resources according to these objectives. In an
operation 960, process structures and/or risk profiles
wae@onpitat ed and t he eval uati on process conti NPEFAU2006/000706

[0067] Figure 10 illustrates a cross-function process
map for a credit default swap process. The process map
graphically illustrates operations behind a credit

default swap, including a trade assessnent, trade
negoti ati on, and trade execution. Figure 11
busidsd AiFEbAL R eArtpaig ine mhndgengt,presss owagrsuditas, Gpdrd pigpbers,

the credit def aul t S
com]bl,,aggeéﬁ{igersl, H?éit sru \Q‘aﬁ??gdéﬁe et{% ﬁat 1{313) Bhl%{aﬁg éétrlfjss Pror?gss
owné&r§ B8 dathdedatl | dentFMVREY rlsElugllLUaE)rslétsesh tigksand amé@l and gasetats process
bottom ori entation ttgl the credit defa

map§-j lejig wanpgemgnf crapevigvpthe propess aps, reyy eamskl and ¢ \ﬁ?& aere&%%ﬁts and

orientation
idenﬁf&%t&:’éﬁ%&m@ ebhdt fundtidaPcal b ERE&1 oubbicdiffarehteshtitids 0\!—11thmg:hﬁ
i'entation can be depicted in a conputer user
orgaiizetéanf as@epoRfé¥ng col | apsi bl e and expandabl e fol der and
sub-fol der structures. An exanple conputer interface
havi ngt[bhgssh [&In&ib@rﬁﬂonobam ahtdpagtmnal risk leafdlation-iy pegﬂqtmed This

(o] t t
e i FU Sk LR s o e e

hereE‘P PR b 54 O (ﬁrel'!t@{s ot 3t BE o;@%lrzftfoﬁzﬂ afid cdniphinmae cisk a}pﬁ‘ut[a @t@ﬁ@pﬁdence
ure 16 illustrates a i.nt

leveisn tAelphicgg @qnég\aqw the boprd’s mlsilqng Q%d cFrgFtlogse rlféllag 8Per£1c9o\ﬁﬁ9§@ there is an

alloé’aﬁhﬁ‘@i‘d Qﬁtl&ﬁfjﬁgk cafittaaHde ollzulhﬂldnu)'fhﬁladdﬁ&tea pe:nﬁmmamoe metrics (RAPM).
ce show ng | ntraag re%\gtl 0

For g*ﬂmpép pretitiend ask cppital cpnghecdio fo g?etv?n& 8811%{% SI cen%vc% fl)r line

mmﬂ%&&ﬁﬁi chésg)%@rs 481 Helsbtl Mdirds Qg ik calibifted &rd aldjmttﬁmﬁtamde based on
owm ng I nter-aggregation of internal fraud risks
results fowithe réslf colrul#ioay-edi t def aul t swap processes. [0069]

The net hodol ogy descri bed herein with respect to the

E )é ? npl a[omscﬁ_] I ﬁ&ﬂéﬂéﬁﬂbﬁ 94, mvartéqeofalffembeportsfareagmawégtedsﬂnalysw
exa

I
e SR o SR TR, P R vt
malﬁge;dr rf‘topéﬁahx?féspr()éke@&neis&albailleémfisk éataaimdmep)log gsaxces in accordance
a
it P U P TAER I 25 5‘2‘?‘% R e BReoif08 rine il gement
can%lgl\?/lgf{aet&%fcl%% mafcébr&dﬁee \bigj thesobevtles qmdala:&esmsr dﬂplaﬁmera:’, e align
resources according to thgsse olbjrolagtllv%s fg%n ogetratlrz)%t%d) procgs% gtr&c?ures and/or risk profiles

are updated and the evaluation process continues.

[0067] Figure 10 illustrates a cross-function process map for a credit default swap
process. The process map graphically illustrates operations behind a credit default swap, including a
trade assessment, trade negotiation, and trade execution. Figure 11 illustrates a parent child process
map hierarchy for the credit default swap process. The hierarchy presents the various component
parts that make us the credit default swap. Figure 12 illustrates a top to bottom orientation to the
credit default swap process. Figure 13 illustrates a left-to-right orientation to the credit default swap
process. Such a left-to-right orientation can be depicted in a computer user interface, using

collapsible and expandable folder and sub-folder structures. An example computer interface having
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owner process | D, parent process |D, process

owner/ manager, department to which the process

whelengR74 busi ness unit to which the process berCTDAT2006/000706
and product to which the process is supporting. [0070]
Further, the exenplary methodol ogy enables nmultiple
party eval uation/validation for the risk and contro
details of bottomlevel processes. Process owners and
i ndependent reviewers need to agree on the state and

the IGQECREIPRER: Bfa |EPRFright @featation is khosndn Bigmerld] Figure 15 illustrates a

information prior_to constructin set. PDs. The
b raY GRRROBEG oran B bt BT isPen e

nodeling of nmultiple LPDs for each operational risk at

bot t om [le68g Fighteq6 eifisestestacomptaristerfich ehaytiag intey-aggregation of two

nd \ ;
b SOt pom A 20t R ARSI
aggl‘g%ﬂftoﬁ @f Bskel @fr iald Glgld*}%cﬁﬁétagﬁﬁﬁmﬁ Ywith b RBj2ssesansmtipreckssi Rignre 18
ntro : )
sipiohe SRS s o UL By RGBT g s 1R with
credit- Gk wipbr6RRE4r € mul tiple parties' assessment on
ri sk and control effectiveness enhances the

process lity of .independe .eVvi [ '

st andar éﬁ)ﬁgggd'?hed’&%ﬁﬂdglf’@f &5?{ e?ﬁeé?r{g\égg\é%ﬁ %:rt%gesxl e{angRrr ©
eml{%ﬁﬂﬂ;ﬁts t%ﬁdvidéﬁla Y 3 adﬁi?g@@( adapésamylentbt rodplangyetberdobigs gttaches

1e inter-aggregatio .the set
opefagiepal pwlb\%gwg ?(H%a prghagul%fh?tgﬁjﬁ}ogg@bg)rqg g]éégcgné geveéllp(r)onoasses.
Opé(regl%nﬂ@ﬁ»l@s? %ﬂtr\eﬁ/@; {)ﬂd@a@a@h ic6x8s; @fd TLPDe duatol thrisdisidualioperatémal risks are
e SRR SS2s e s SRRER I e BERGYSLs ppca o
owr%# gxlga%% Il?,%ﬁlté{nﬂfr&‘éﬁﬁit@{] prBeSd dvaRSmbpdr/ deepacnt wewlich the process
. ..etc. i [ [ '

e ag B oy i OISO Y S5 Bk G PG b MR T sopporig

LPD[1]: assuned wi thout control (or mninmumcontrol);

LPD [ 2] [ooasjskuntaet, thi txenpiunt methodabgp swblts mpltipleaeey s

wner; ILPD [[3]: assumed, wih.
R SRShobne o Bhat B G SFEREEE, Bl oy
indéjetidint Rietvhe nbatid amed e stae odessewetsof phwationplgisk Ard control

S o e
supbfPHe hddelifg@f MARPRAPIDE Eorepdircptiatonal riskjagkottofpHgwel processes to
enhance the quality of independent reviews. The use of LPDs (LPD[1]: assumed without control
(or, as discussed above, with minimum controls defined by management); LPD[2]: assumed with
control assessed by process owner; LPD[3]: assumed with control assessed by independent reviewer,
...etc.) to capture multiple parties’ assessment on risk and control effectiveness enhances the
process/quality of independent review, making it more standardized, accurate, and transparent across

the organization.

[0071] The exemplary methodology enables the inter-aggregation of the set of LPDs
for individual risks of the bottom level processes along the respective hierarchies of the various
attributes (e.g. process/ business unit/ department/ product/...etc.) in order to establish a set of LPDs

for every risk at each process/ business unit/ department/ product...etc. in their respective
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aggregation is also performed according to the
respective hierarchy of other attributes (e.g.

WO p@oa2tael busi ness |ine, departnent, productPCT/AU2006/000706
etc). As far as their effects are updated in the
respective LPDs and then aggregated up the respective
hi erarchi es, changes to the risk/control profile at
the bottom | evel processes are automatically reflected
to all parent processes, business units, departnents,

hierambiep r'khd egdnsplary 0©ffiddolokly @ggrxgatep baty of LIPS KiedDPDY: aswwalst esthout

t intra-a ' of th e
conlil) ottt A SR 12 BBl tssrersrR M gvner LPD 131
asstfl&lﬂ a\nﬂameﬁttdl a@és@&ﬂll@tmdepen&?rﬂ reviel%t? ett.) fcﬁﬁndikﬁc/ldagcﬁﬁra(ubnﬂ risks of the
P LP or races
bottim Tevel esBiet bRy barT ibtetsos wp thg e B RGShy o BigLr gty parent
proc@&i s @ Eorkdspmding bet bgrgie temmﬁmaiespwtale oﬁ)bxﬁﬁ(ﬁlame Thid
agg%rocess into one set_ o b? Qr that artlcu

gejton LplsopgHorsdraccpudingte &é?%?%%arf &f‘wraﬁmlbutes (e.g.

indiddbdl 'bQéiﬁe@ﬂme' de@amhéﬁ@ ipydagial et Ul R S Sihbit BfsctsEP@Idha® H the
pr oduct . Thi s enabl es the reporting of

respegtiys &P alﬂitb@rsagg@md uprikp respagtive h&far%%:whwgphtom gs/control

prof90 B thdEHof 1bRY fbcesdeYARhutbRatlioly RficctNeTRI fja%nt Sx‘é@és)!es business
process/ business unit/ depart'nent/ product.

units, ggreBimeTigeand gEdpiar y et hodol ogy can provi de reports
quantifying the organizations risk capital allocation

requi r efuend Th@é;a:mplaba&btﬁ&io@?smmtheﬁnu@&@g@gdt@ﬁl af the sets of LPDs
ﬂiSks such .as ﬁg ecégd Loss ﬁé g Val ue at, Ri sk
for 3} QTR BHHF AhabRbIoteey Byoimepoyit) deafruneay grosiie it rnto L 5ot of LPDs
(.e. AP B Lﬁmmegﬁfoﬁé@rﬁ;ﬁ&@ésy YusA¥a iuhtdepariieh piola@ct L. REes PRIM

for processes epart nent s bu3|ness units, and
aggrﬁe%%ﬁfeﬁs S LINJs fgr ‘ih§ ¥q5jops opgratjanal wisks ypdep proggss fpsgne sptef LPDs for

that pARLAIA pré¥elsOTI aRB isiafko p&BFnbY for¥iBbr adRbRes! . nﬂlv‘i’cﬁﬁﬁlﬁﬁﬁless line,
departnents, business units, andég@o ucts | evel s usi

depar’@gent @Foduqyagtc Jdis gpablgs Iﬂﬁé%ﬁoftﬁlﬁ of, Fxpecte [1@997 4 L)-ﬂqg ‘Value at Risk

withe08 OPLANNentB iR 2RI dBNR Ydr€le for BvatBRBSsd/ eudnféemﬂnﬁ Yephft@ent/
component of the organizations risk capital allocation

proquglyu§tf-enent that is attributed to conpliance risk. The

{0073] The exemplary methodology can provide reports quantifying the organizations
risk capital allocation requirement. Quantitative measures of operational risks such as ‘Expected
Loss’ (EL) and ‘Value at Risk with x% confidence level’ (VaR) are expressed in dollar terms, and
are readily available with the LPDs for processes, departments, business units, and products. As a
result, a basis for operational risk capital allocation is readily available for processes, departments,

business units, and products levels using ‘EL’ or ‘VaR’ as an allocation basis.

[0074] The exemplary methodology provides a means to identify the component of
the organizations risk capital allocation requirement that is attributed to compliance risk. The
process, risk and control analysis prescribed by the methodology, which includes the application of
LID, enables the aggregation of only those LPDs associated with compliance risks. The exemplary

methodology measures control effectiveness based on LPDs and in dollar terms. By comparing LPD
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process, risk and control analysis prescribed by the
nmet hodol ogy, which includes the application of LID
wepablize74 he aggregation of only those LPDs asBOT/AHR®@E/000706

wi th conpliance risks. The exenpl ary net hodol ogy

nmeasures control effectiveness based on LPDs and in

dollar terns. By conparing LPD assuned with control

and LPD 'assumed without control', the nethodol ogy

enabl es the neasurenent of control effectiveness to be
‘assURRY 8AthQ@BntkdPRad &PD a&mﬂﬁsﬂ&&ﬁdut icontad| ﬂhamethedq-}ggy(eea\ges the

"EXp
monugEEALGPIRY SR e 1 SR LREND FRORE oty s e
“BxgoQHYEEH (1Y) @Jédaceci w $riragd wmt-mmmw% barsideres ievelr(VaR) is

departnment, pro ro tlveae
redu?ﬁ@%@ﬂdﬁ@fﬁﬁdlﬁlﬂw E@%@ﬂ bpﬁnea%‘mlt &%f‘%?% pfoélf(':lf’ i Pt 68N e
effec%@é&es{lﬁ&@&rbﬂwr@ SddSn Aar eRARE@ItEes thOCBbendliteanalysis for controls.

ary net hodol ogy recogni zes the conplex
operatlonal ri sk behavi or, that can

interd G[B@ﬁ]jghﬁ eﬁ@pmﬁwt@ﬂo%gﬁewgggeﬁ € coglgéeéiso@el%?nal riﬂ( behavior

that @Jnfa?igé frbR B fn?er&e@eﬁd@xﬁ nStvotkadf Ibﬁﬁihevmdidésstah Ngworkesedt wdfers to the
per or mance of process

situagiep wherathe sgqqeqsﬂépeg@ggaégg offffpr%ﬁgt(ﬁ &r ﬁrﬁfe(g%& is d%%endant on the success

of afohiRe gx%éesg e.g., BRRLRTE)! Ehdréterefin fhllﬁr@oﬁl’frodefs@m@fwﬁts a risk to Process
represents a risk to Process such

A At e QU NGO ARRF O PEFePR SRS e’e‘;ﬂ‘le;?ls‘i‘s Jirsefygpssoctated
w1tht 1{1 But’ daﬁ‘&% ot €hE hotwak S86dt @laCHl haich Prdckss AD UIheCeaﬁmﬂiry methodology
énove the network effect that it ha % Pro% ?
handmethre RE nlﬁqvmg/thmaehf@dmctf@ {or REgges &dhe ?‘s" EVCS%S of\?u g t he
user to specify for Process A the risk of Process B

faili ng[ooic@QK@&xemaqaxaﬂwo&gycmmmﬂagm agmpg Giffersnt risks by
correl ation anong.different r

co e e S B S e SR R fpeon o
1sk€§12§rlgéd“ he e)kefﬂl?l fﬂétﬁ@iﬁld 20 ik rof exichusively sdtisntionvigl aveithbilitthel
lary me ol o i S not I I
s aavap TR e RS L SR
umgggt%%?h@ﬁmpmw & @f&leﬁ@&iﬂ@ﬂﬂg déveWp L IPDs hin this oérse tlteonﬁtﬁkmiology is
itative or ta or a blend of both
not gragietely relipmen hrSFP“Pﬁ °§er§té%’?§1§°“ #2298 hodol ggyol s (r)uot to
conpletely reliant on historical operational |oss data

al one. [(m®77j71]heB&ﬂhp@tﬁﬂlﬁﬂh@d@bgﬂbtdht@d@ﬂﬂﬁgyfeﬁmﬂfdﬁﬁ cenprhy

met hodol o an :
management S taslggf o%aractgnz tfle sk and control attributes for processes where there is little

or no data. Processes which have a rich source of high quality data to characterize risk and control
can be used to characterize similar processes for which there is little or no data. In one exemplary
embodiment, an organization has already developed a robust business process view of the
organization, where process definitions are standardized, mapped and well documented, such that a
process hierarchy similar to the hierarchy 200 of Figure 2 is already available or can be easily

produced.

[0078] The hierarchy 200 represents the way business processes are actually managed
and captures the network of process relationships within the organization i.e., how the various

processes interact. From hierarchy 200, a chart 210 is derived which is the parent-child process
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managenent's task of characterizing the risk and

control attributes for processes where there is little
wo@roao23tat a. Processes which have a rich sour ceCDAURI0GA00706

qual ity data to characterize risk and control can be

used to characterize simlar processes for which there

is little or no data. In one exenplary enbodi nent, an

organi zati on has al ready devel oped a robust business

process vi ew of the organjzation, where process

hle@@v And is iedasie grushariefiniag bostithe Hilope P RS e ogrqgated. The relationship
{

RGP ey 5l 0635 O AL SR b0
corkespPRiag s yotptmduced [0078] The hierarchy 200

represents the way business processes are actually

managed [@"76] Iﬁ%@&d&ﬁ@ Sxe Bﬁﬁr}f@&b\&@l%ntog bﬁ%ﬁr@%ﬁﬁ@cess s program is not in

rel ati onships w thin the organization i.e.,
Plagea i Rraeesparisrarshy foss betaeessary apgdip be qp@wbeﬁmthea@arent@hﬂd

| r f

oS8t S CXRh i BB RIERET b oyt i
becw@wﬁtei?empmateddgni@mnam@rw@r@g@mddp deghibis mef raqmlmshd\mntage can
o GRS, B SEALSDA A B0 B 08, Gl
requastizg the impul fE0y Gfiotyling neeager dnesbjepd Imﬂyr @qpbtw i I‘nxe pOS,SIbE to simply

5532 9533 EROTLL B D LSS B S55E B
protyef lgirmrchh & rpfaze emhe whdefidedpiefudes thLED aggzdrgyntibrs Undfefalhesbenario the
info(ﬁ%b]rgrtgqtnlec)gg gtﬁ(lgﬁ)?rgﬁgé &a@faﬁl% Ii]nall %telﬁlgn(% m%%p S t(J) LOper dglli]agf risk acf] us ed product1v1ty,

opecatinsal misingndponioe behaviet. at i onshi p detail is not required.
Advant age can be gained by utilizing existing process
i nf or ma
R e A U S
suS@gbtj‘)lgg:[ vapiptiqne pndangrisfiqations otber than thess spegifisaltyodesirippd. yit should be
undbgf%gg Y the ﬂllvé(ntfoﬁ %cﬁﬁ a‘ﬂ%J \éﬁitloﬁpéddqnﬂgftf&g@oﬁﬁ %leﬂ%lf PHlh the
D aggregations w t e parent -c process
wuﬁmédawehyﬁh@mwma@@ sone predeflned definitions to LPD
aggregation. Under this scenario the informati on can
still provide val uabl e managenent insights to
operational risk adjusted productivity,
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operational risk and control behavior. [0080] Those

skilled in the art will appreciate that the invention
wale®ent2ed herein is susceptible to vari ati onsPEnaU2006/000706

nodi ficati ons other than those specifically described.

It should be understood that the invention includes

all such variations and nodifications which fal

within the spirit and scope of the invention. CLAI M5 1.

A nethod of facilitating a risk assessnent, the nethod

conprising: identifying a QLATEMSsS associated with an

organi zation; identifying a risk associated with the

pr ocess;1. and Adedtiexdrf facitigpting@tiskeassesdment thexetitod comprising:

enpirical data about at |east one | oss event

associ at.ed _.w. t ri.Sk Lng the enpirica

data to 1§ q\ugl&rghaap ' gssssas%lélgtggglﬁv ?I{ (;}/}‘é | s;u?llg’ bution for the

identified risk. 2. The method of claim1, further

conpri siideptifizgrhiiskaspyiated witlethe pirgess;ad process in a

hi erarchy of processes, wherein the hierarchy of

Pr 0Cess etk BRInE S@BhS: tRile ASHOGHFAldaPItLAbYRERasdt Be loss event

process and a child and/or parent process. 3. The
assqeiptdwitbthegiskianl 1, wherein processing the enpirica

data conprises : determning a first period Y of tine

for whi gﬂ}oéebh%g&H@énﬁﬂiml degharh Bbthid all@k eN6BALility dRirBud M oNthe identified
_a second period y of time during the first period Y in
riskshi ch no ri sk event occurred; determining a first

probability Pl of the risk occurring and a second

probabi lity R&: akthbd& clais K, foalker e@ttishigpeaphiakiBr mresenting the process
in aP i?e%/a/rclyao? grocpels;els, Wptg’rein the hierarchy of processes represents an association between the

process and a child and/or parent process.
3. The method of claim 1, wherein processing the empirical data comprises:
determining a first period Y of time for which the empirical data is relevant;

determining a second period y of time during the first period Y in which no risk event

occurred,;

determining a first probability P1 of the risk occurring and a second probability PO of
the risk not occurring, wherein PO=y/Y and P1=1-P0;,

determining a number of occurrences of the risk for each year Y-y in which the risk

occurred;
sorting the number of occurrences in ascending order;
determining a low, a medium, and a high occurrence range; and
determining a probability of occurrence for the low occurrence range, the medium

occurrence range, and the high occurrence range.
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determ ning a nunber of occurrences of the risk for

each year Y-y in which the risk occurred; sorting the
Wonnbaes2ef occurrences in ascending order; detBCTANR096/000706

a low, a nmedium and a high occurrence range; and

determining a probability of occurrence for the | ow

occurrence range, the medium occurrence range, and the

hi gh occurrence range.4 . The method of claim 3,

wherei n processing the enpirical data conprises:

det er mi NgTRe heMbd-of chinBditiersidirocssthgathdérgiriéd] Has somprises:
severity range; determning a portion of |osses that

fall within the. |low nedium and,hi l.o [t

o bl 7P PESTE B0 B PRR P Ha Y

di stribution. 5. The nethod of claim1, wherein the

| 0ss  praehahinligtayortios bf foksat thatrfall wittomthe dofw, anegiuoyaa ihigh less severity
] | oss_probability distributions assigned to the risk,
fmgﬁhé?%ln_the | oss probability distributions conprise: a

first distribution that represents a probability

dlsyr!hgﬁbmmh@hlambm&@ﬁmyéhtwmtmurring when no contro

activities are used to nanage the risk; a second

distri béjt i Oltpl Fq%{hﬁﬁe w&zﬁfﬁqp%ﬁeréiﬂ fhe Ws?ﬂ_@pdlcl;lil;i:z ¥istribution is one of a

distribdtion_o the loss event occurrin en an qwner
pluralty bessirainetie disdsitignsrssignes ko thexisky hejeif Heres arbatiiiy
. risk: and.a third distribution that represents the
m“%@%BQHPFWP§Ldistribution of the | oss event occurring

when a party i ndependent of the proces
cont r ol a figt dixtrih\ﬁiog Hut l@pre:pea@mprqbgttri)}itﬁ disgﬁ)pgéio%sﬁgs% e\trelgteoccuning

whegl%%%ﬁxﬁ{ﬁg&ivitkbgrte g%fdv'?\fntﬁiﬁ&%mE kg, ng: identifying a first

rocess assocl an organi zati on;
a second distribution that represents the probability distribution of the loss event

occurring when an owner of the process uses a control activity to manage the risk; and

a third distribution that represents the probability distribution of the loss event

occurring when a party independent of the process assesses the control.
0. A method of facilitating a risk assessment, the method comprising:
identifying a first process associated with an organization;
identifying a first risk associated with the first process;
obtaining a first loss probability distribution assigned to the first risk; and

processing the first loss probability distribution to obtain a resultant loss probability

distribution to thereby create the information for use in facilitating the risk assessment.

7. The method of claim 6, further comprising graphically presenting the first
process in a hierarchy of processes, wherein the hierarchy of processes is such that it represents an

association between the first process and a child and/or parent process.
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identifying a first risk associated wth the first
process; obtaining a first |oss probability
waele@bne2at i on assigned to the first risk; and PCT/AU2006/000706
processing the first [ oss probability distribution to
obtain a resultant |oss probability distribution to
thereby create the information for use in facilitating
the risk assessnent. 7. The nethod of claim®6, further
conprising graphically presenting the first process in
a hi er & chy Thé mphabashins 6, futier einprising: hi er ar chy of
processes is such that it represents an associ ation

between,the.first proce G hi . par ent
proce$§9%¢1 a$ﬁ$ﬁggm%$§%ﬁ§¥%1 @n?%§¥ﬁggk%%ngrising:
identifying a second process associated with the first
pr oces sifleritifiemg 4 feyind gislaassesiatadavithi thdceennid peacesseddwi t h t he
second process; and obtaining a second | oss

Pr 0DADI il £l SbSaS bRB AR URMBRida Gl dHed SRREORGrMIrsk wherein
erein the Step of processing the first |oss
the qgfpaifamlcbsismg thti fisstdasbprobabiity: dﬂﬁﬁﬁgw@é§0fa@§%@§¥egﬁﬁlg#ﬁé"lr“ loss
LSt . ) e . F .
o RN bRy LS e S0t o
protabibisy digtdlpaionl i ty di stribution. 9. The nmethod of claim
8, further conprising: identifying another risk

associ ag ed Wil byelie o RIQERSMith@RempH: ni ng anot her
| oss probability distribution assigned to the other

ri sk, wherein the step of processing the.first |oss
pr obabi idpatifyiag %Itofhebwgéw&fgﬁﬁ#@@mg@“&aéﬁ ating the

first loss probability distribution and the other |oss

pr obabi biitkiingl hittiet D&y frevabiliey dibtitaition sshignedes thetothat riskowherein the
probabljlt%. of claim?9

18. Th t hod f
step g RS F S Y1e FsESs ROAGY b o uibrset degiEar o Tt oo
prof@ie@RribiRnfahd it ofherdSss probhiaktyldistputiingd obthio thegpsuliand loss
the second | oss probability distribution

probability.

10. The method of claim 9, further comprising: obtaining a coefficient of
correlation between the first loss probability distribution and the second loss probability distribution
ot the other loss probability distribution, wherein processing the first loss probability distribution

comprises using the coefficient of correlation to obtain the resultant loss probability.

11.  The method of claim 10, wherein obtaining the first loss probability
distribution comprises retrieving the first loss probability distribution from a plurality of loss
probability distributions that comprises: a first distribution that represents a probability distribution
of a loss event occurring when no control activities are used to manage the first risk; a second
distribution that represents the probability distribution of the loss event occurring when an owner of
the process uses a control activity to manage the first risk; and a third distribution that represents the
probability distribution of the loss event occurring when a party independent of the process assesses

the control.
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or the other | oss probability distribution, wherein

processing the first | oss probability distribution
w@ompneees usi ng the coefficient of correl ati oPCT/AU2006/000706

obtain the resultant | oss probability. 11. The net hod

of claim 10, wherein obtaining the first |oss

probability distribution conprises retrieving the

first loss probability distribution froma plurality

of loss probability distributions that conprises: a

first dilg-t r i H deviesrfor fagilitatingrrisk assessment ghodrylise cpmyrising a processor

withl bRfabipidl iRBu@fonéo! 0SS event occurring when no control
activities are used to manage the first risk; a second

distribution that represents the probability
di st ri bifenidly agrocessasspyiated wileanorgraizalion ng when an owner
of the process uses a control activity to manage the

first riic&ktafr_amidk@s_ssdiutqddvidlitﬁéﬁrb&bbt;hxﬁlﬂ that represents
the probability distribution of the | oss event

occurring. when, arty independent of the proces .

assesse gs%{gﬁgecr HE? ?‘Ef P‘)é%bﬁ}&y g‘ét{}g‘ttié’“ F%ﬁher{el&’c‘?r%t“t tg? *‘\%‘@"“ﬁ“on for use
in fadilitktipIbesknBRismehthe devi ce conpri sing a processor

with programmed instructions to: identify a process

associ ated w.th an qrganization;. identify a risk
associ ag g’ d m}ie :%he‘flﬁeec 5 EB’& Zé Fhergy the pragr ﬁﬂ“‘% ‘i]’é]StF‘}‘:g%nsﬁre further
configieed for ddvantnirleivthytheki thdre existd énapiridabddtduboetay leadt 6Ad 1@sstekient associated
4 pformation for use.in facilitati the risk . .
with B B Rl Becp e SRrel g e b prbeoliedariione
progranmmed instructions are further configured to:
det er mi e whlielevicet dfelrian & ivdibrsinglqbssipecblabiti gyt distrdtimtion isahe of a
i .associated wi.th. the risk; and..
plug B33 1 il B3, AR ORERRE R B i Mol B orSHRbiey
distpbwlvapédniprigesda Sist didhalpuitiom thatldpresthie a debatdkty dfstribudomaf 2 3gss event

oco e S 4/ Bp SRR R It FyflgP b Phuns Pt 3l B

repregentsitlee protekilitywhigritpition bhtbe losgsayerp oodoabiglvbiely an owner of the process uses
|.Stri. ' jses:  a.first.di.stribution that ..
B 05 SUTLLSET) B A b S

distribution of the loss event occurring when a party independent of the process assesses the control.

16.  The device of claim 13, wherein the programmed instructions are further
configured to graphically present the process in a hierarchy of processes, wherein the hierarchy of
processes is such that it represents an association between the process and a child and/or parent

process.

17. The device of claim 13, wherein the programmed instructions are further

configured to process the empirical data by:
determining a first period ¥ of time for which the empirical data is relevant;

determining a second period y of time during the first period Y in which no risk event

occurred;
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occurring when no control activities are used to
manage the risk; a second distribution that represents
wo b@oepe2abi | ity distribution of the | oss evenPCT/AU2006/000706
occurring when an owner of the process uses a contro
activity to manage the risk; and a third distribution
that represents the probability distribution of the
| oss event occurring when a party independent of the
process assesses the control. 16. The device of claim
13, whekRimininbe figst pg;baﬂ’ﬁt@ ®1iontt risicdcnrisg arde steont hwbability PO of
configured to g hIC ent the process in a
the Tisk 8PEACENG VOB ég WH?% the hierarchy of
processes is such that it represents an association
bet weenietchRinfiz @G@HSeraf deodrrereed o tanitk for ephryemt!-pinodedighe risk
17. The device of claim 13, wherein the programred
ocoyrtgdi r uct i ons are furt her configured to process the
enpirical data by: determning a first period F of
time f ofortibgitlehuinber ofopdureas indadeadingore) evant ;
det erm ni ng a second period y of time during the first
peri od Y |r no termning a
T st -l g e L e B PR oL
second probablllty P Cof the risk not occurring i
wher ei ndeRn@inyig¥ pavkdbititsl ofegcupenee derttes Iav RPGHg e ﬁ*ﬂ% dhe rgpdium
occurrenc each year Y-y in which the
oo ra@%ugn% tng hlémo%Cﬁﬂﬁ%%? {?ggeﬁ umb e rof o c c u r r e nc es i n
ascendi ng order; determnin ]
hi gh ocdatrrméyings lparégeme@ré@lég ﬁ‘f“i‘ﬁ‘ hl@ﬁ iﬁs é?Yﬁ%‘iYF?“tg% of
occurrence for the | ow occurrence range, the nedi um
OCCUr I efG&mi ortafidases aghll @Gthiarthcelow emedamy eqd high loss severity
determining a low L, a nediumM and a high H I oss
rangegveri ty range;

determining a worst case event T that can happen once every ¢ years that recorded at

least one occurrence; and

establishing a loss probability distribution.

18. A device for facilitating a risk assessment, the device comprising a processor

having programmed instructions to:
identify a first process associated with an organization;
identify a first risk associated with the first process;
obtain a first loss probability distribution assigned to the first risk; and

process the first loss probability distribution to obtain a resultant loss probability

distribution to thereby create the information for use in facilitating the risk assessment.
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determining a portion of |osses that fall within the

| ow, medi um and high | oss severity ranges; determ ning
w@2eens27€case event T that can happen once eveP@I/RE2006/000706

that recorded at | east one occurrence; and

establishing a | oss probability distribution. 18. A

device for facilitating a risk assessment, the device

conprising a processor having programed instructions

to: identify a first process associated with an

or gani za$,i orrheide@ed dffclaing 1§, iwhsieinrthsprogsamed mttadtivdstate further

the first process; obtain a first loss probability
conffgwed {ohut i on assigned to the first risk; and process

the first loss probability distribution to obtain a

resul t apfentif) s Sedondpradesd dskociatbdsiithithxfirstquoctss; t her eby

create the information for use in facilitating the

i sk t.19. The deyice of clai i
he pr oamaaeCE e Bl i efpeFh RS 00 0" o

identify a second process associated with the first
pr ocess pbthid@ntdohd loss [elmbility distdkutian assigierd te thepaond titke wherein the

second process., and -1 C . |
e e SR e L AT RS
proéabaljty dfgtrtb_mdmms itegedohdlobg pretiabiligpsdistrusiom tsi dbiainythe resultant loss

I.Stri I Oon conprises aggregating the first |oss

m”g#%@ﬁﬂﬁ#%??”ﬂistributionggndgthe gecond | 0ss

probability distribution to obtain the resultant |oss

pr obabi 20t y Hiestervichoftdiain 19.2¢hereithtbe togiapmes fnsEpchiops apofurther
Cmﬁpergkg the programed instructions are further

?lgured t o:

identify another risk associated with the process; and

obtain another loss probability distribution assigned to the other risk, wherein the step
of processing the first loss probability distribution comprises aggregating the first loss probability
distribution and the other loss probability distribution to obtain the resultant loss probability.

21.  The device of claim 20, wherein the programmed instructions are further
configured to obtain a coefficient of correlation between the first loss probability distribution and the
second loss probability distribution or the other loss probability distribution, wherein processing the
first loss probability distribution comprises using the coefficient of correlation to obtain the resultant

loss probability.

22.  The device of claim 20, wherein the programmed instructions are further

configured to graphically present an hierarchical representation of processes.
23. A computer program product comprising:

a module that receives information associated with a process of an organization, the

information including a risk associated with the process;
a module that calculates a loss probability distribution for the risk; and
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identify another risk associated with the process; and

obtai n another | oss probability distribution assigned
W e0obhes20t her ri sk, wherein the step of procesBRCTgURI6/000706

first loss probability distribution conprises

aggregating the first [ oss probability distribution

and the other |oss probability distribution to obtain

the resultant | oss probability. 2 1. The device of

claim 20, wherein the programed instructions are .

f ur t herinstoetfdngtorseaphicallopresntthaproesss ifjadicsarehysi processes, wherein the
., _cqrrelation between the.f.ir b Li g :
i PRSTRBRTRHANT RSBl T BRI b ot androrparent
procédsst ri bution or the other |oss probability

di stribution, wherein processing the first |oss

probability distribution conprises using the

coefficient of correlation to obtain the resultant

| oss probability. 22. The device of claim20, wherein

the programmed instructions are further configured to

graphically present an hierarchical representation of

processes. 23. A conputer program product conprising:

a nodul e that receives informati on associated with a

process of an organization, the information including

a risk associated with the process; a nodul e that

calcul ates a | oss probability distribution for the

ri sk; andinstructions to graphically present the

process in a hierarchy of processes, wherein the

hi erarchy of processes represents an associ ation

bet ween the process and a child and/or parent process.
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