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can be nodefrenceds itaeftirgguency or severity distribution. As another exanple,
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Cal cul ating Loss on Business, Loss Cgl gﬁl@g&ﬁgp Program and Loss

Cal cul ating Device," describes busin 138, c loss probability
distributions. It provides an exanple in Paragraphs [0075] - [0079] of a
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product, custoner segnent, or any other _aspects of a business operation. 1
SUBSTI TUTE SHEET (RLBB@%@Y wayyofiexample, U.S. Patent Application Publication No. 2003/0149657

entitled “System and Method for Measuring and Managing Operational Risk,” describes assigning a

loss probability distribution to a risk. In Paragraph [0042], it describes a loss event that can be
modeled as a frequency or severity distribution. As another example, U.S. Patent Application
Publication No. 2003/0236741 entitled “Method for Calculating Loss on Business, Loss Calculating
Program, and Loss Calcﬁlating Device,” describes business-specific loss probability distributions. It
provides an example in Paragraphs {0075] — [0079] of a loss probability distribution in the loan

business.
SUMMARY

[0004] Described herein are exemplary embodiments that present an integrated,
hierarchical process view of business operations and associated operational and compliance risks and
controls. The presentation hierarchy shows the relationship between summary level process maps
and the underlying detailed level process maps. The hierarchy contains risk and control attributes
associated with any particular process. Process attributes in the hierarchy link bottom level
processes to the individual business line, department, product, customer segment, or any other

aspects of a business operation.
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WO 2006/ 125274 PCT/ AU2006/ 000706 [0005] The exenpl ary enbodi nents enabl e
the estinmation of a probability distribution of possible |osses arising from
the fail ur ¥Q00IE2/ess processes. The | oss probability BCEAURMNWONG of
bottom | evel processes can be aggregated according to respective attribute

hi erarchi es, providing a nore integrated and summary vi ew of operational

risk and control effectiveness. The hierarchy allows for the exam nation of
specific processes for their risk and conpliance rel evance and i nprovenent
needs. The risk inplications of changes within an organization can be
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t he advanc ﬁ@g%ﬁ?réﬂ% &E}B? oach (AMA). The particul ar bottom up approach

of the exenplary enbodinents is likely to informand interact with AVA
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prescription 2
operational risk measurement sophistication depending on the size and complexity of the financial

services operations. The most sophisticated guidelines are referred to as the advanced measurement
approach (AMA). The particular bottom up approach of the exemplary embodiments is likely to
inform and interact with AMA operational risk quantification methods to provide additional insight

into operational risk behavior.

[0008] The exemplary embodiments can use the Basel II definition of operational
risk, which states that “Operational risk is defined as the risk of loss resulting from inadequate or
failed internal processes, people and systems or from external everits.” Alternatively, this definition
could be changed to exclude losses arising from external events so that only those risk events arising

from within the organisation are considered.

[0009] Another area where the exemplary embodiments can provide input and
complement AMA methods is its capacity to isolate the contribution of regulatory compliance risk to

operational risk. For example, the Sarbanes Oxley Act of 2002 (SOX), is effectively a prescription
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SUBSTI TUTE SHEET (RULE 26) RO AU WD 2006/ 125274 PCT/ AU2006/ 000706 for a set
of controls that manages a category of operational risk, The operational

ri sk that ¥2Wed¥374to nanage is the risk of m srepresenPCﬂgUndseloumakerl yi ng
assets and liabilities of the organization in the financial reports. The
exenpl ary enbodi nents can provide a detailed insight into the process, risk
and control issues associated with conpliance risk in general and therefore
enabl e organi zations to nanage it nore effectively. [0010] Another
application of the exenplary enbodinments is information technology (IT)
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operati onat) %elrtﬁxofe@femﬁl ess. The exenplary enbodi ments descri bed

herei n enabl e measurenent of operational risk exposure, which can be

used to justify the introduction of solutions based on cost and operational
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Flgure 1. ure 3 i w d epi.ctin erations aerformed
Tt he exeMIPAT proinefiiiniiss anditu ity Of il Dfener e ol iEE ibrmeBeabiit
depi cting ﬁtﬁﬂdfrﬁtsldﬁb?&aﬂaﬂfsﬁtdmd TholadlesfercantiifizediadaRi or ieyhaBfsman cedinbteand an
amount of event ance based on different fre uency levels and severity

i nterval s ir m3Bagementis epstly, somplepgndrenresgils eonsi erp@mmyfaﬂpmj Gisletoshe bysigess g

di agram de@h&éﬂeﬂg@aﬂl dnf B i {ahts ROR A HereRVeARle 0 ﬂ{éhﬂéﬂ{bﬁt of oger%ﬁnsﬂ_ bidesubEET
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behaviour.

BRIEF DESCRIPTION OF DRAWINGS

[0011] Figure 1 is a general diagram of a risk assessment and presentment system in

accordance with an exemplary embodiment.

[0012] Figure 2 is a hierarchy presentation of process levels generated by a software

application in the exemplary system of Figure 1.

[0013] Figure 3 is a flow diagram depicting operations performed in the exemplary
system of Figure 1.

[0014] Figure 4 is a flow diagram depicting operations performed to determine
probability of an event and an amount of event balance based on different frequency levels and

severity intervals in the exemplary system of Figure 1.

[0015] Figure 5 is a tree diagram depicting different possible event conditions.
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the worst event is one of a yearly event. [0017] Figure 7 is a flow diagram
of operations perforned in an inter-process aggregation technique used in
the systenVW?2006/8252% 1. [0018] Figure 8 is a flow di agr anPCEAUZM06/0e)706
operations performed in a likelihood distribution nethod, [0019] Figure 9
is an organi zati onal schematic depicting an exenplary enbodi nent

i npl enmented into an organi zational setting. [0020] Figure 10 is a cross
function process nmap for a credit default swap process [0021] Figure 11 is
a parent child process map hierarchy for a credit default swap process

[0022] Figure 12 is g0@ist Bighredhs 4 ekepiiagraasdepioiigy diffarbnt pbaibleeventeoiditiod efvads t
swap proces show ng a top tb bottomorientation. [0023] Figure 13 is a

parent chi | HeYEEEYAT isione oh sk §Pta credit default swap process showing a
left to right orientation. [0024] Figure 14 is a screen display of an
interface of a sof t wg0@7ppiRlide 734 4 A Wihgriim of spRfatibd ifbﬁﬂéd%iﬁ@n@&y&ti ng a
parent child proqes\é\qhi,e?airﬁéhy. [0025]éFi gu?ﬁg 15 ?}g a nunber different
conpt uer i neBsegRteRtephyyiug sed ipthe syglemi o Figusfl. di fferent hierarchies. [0026]
Figure 16 is a display depicting intra-aggregation of two risks for the
sel ection valuation [U@@EPig%%Ciseasﬁow @Q&’nﬁhgﬁa@gsﬁﬂ&%ng ﬁ*erﬁ_rrﬂécﬁ%ﬂb(elﬁ@&i’ cting
inter-aggregation of risks for all chiTd procésses associated wth a trade
assessnent g#st’stbé%@lmﬁhOQ‘SUBSTl TUTE SHEET (RULE 26) RO AU PCT/ AU2006/ 00070
Recei ved 27 March 2007 [0028] Figure 18 is a display depicting '

i ntra-aggregation of 1adilo)kiBle bR ofdafieliohl SURMBRSABIcAREM bbbl eRBbdimdR  aul t
swap processes. DETAILE dg'ssfc?gf B G B ARY ploind NENT@a'?Sozg‘i’m%?gure
1 il ustrat ésplemendsdeiniolan oiganizationah ssflingsnent and present nent system 100. The
system 100 i ncludes a conputer 102 and a database 104. The system 100 al so

includes a [0020] Figure 10 is a cross function process map for a credit default swap process

[0021] Figure 11 is a parent child process map hierarchy for a credit default swap

process

[0022] Figure 12 is a parent child process hierarchy for a credit default swap process

showing a top to bottom orientation.

[0023] Figure 13 is a parent child process hierarchy for a credit default swap process

showing a left to right orientation.

[0024] Figure 14 is a screen display of an interface of a software application with

functionality for constructing a parent child process hierarchy.

[0025] Figure 15 is 2 number different comptuer interfaces containing a variety of

different hierarchies.

[0026] Figure 16 is a display depicting intra-aggregation of two risks for the selection

valuation model process.

[0027] Figure 17 is a display depicting inter-aggregation of risks for all child

processes associated with a trade assessment process.
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netwark 106 to which the conputer 102 and dat abase 104 are connpCTELy20082000706
conputer 102 has software including an operating system thatRgei9¥d 3¢ March 2007
vari ous system| evel operations and provides an environnent for.executing
application software. In this regard, the conputer 102 is |oaded with a
software application that provides information for use in facilitating a

ri sk assessnent. The database 104 stores data that is used by the conputer
102 in creating the information for use in facilitating the risk

assessment. [0030] The software application on conputer 102 allows a user to
Identify various processes performed by an orgapization. For instance, the
user could identify thd0028heigwe theina displayaiepicting intraaggzegatiaraf dil hltemabﬁmdpsl@cess

on all new cli tion allows the user to arrange the
vari ous identﬁ @ p%%@&%ﬂ?ﬁ%%gmtre% | i ke structure or hierarchy 200,
which is illustrated in Figure 2. [0031] Each of the nodes in the hierarchy
200 represents the various processes identified by the user. The hierarchy
200 illustrates the relationship (child/ parent) between the various

processes perforned by pHiAIOES BESCRIPIION OF EXEMPRARY EMBODIVIENEST { wWar e

application can store the identified processes according to the hierarchy
‘nterface (GUI that endBp s Eilibas st rilk et Beebe g 100
interface at e

or gani sati on' mrsywmmoﬁcmuesamdn@mam@dhhmmnmcmetsgastdm FO0als6 hyludde. [ 0032]
E1 11 21 ng. o Stk (o el Br prpiag 02 ad et o4 A eoped v g @iy 2y
utilizing a s Ma§ ¢ y
Crea][igln t]?ol @ﬁcgwmchﬁﬂg%fgpswgsﬁge%ﬁﬂpﬁﬁﬂwﬁw%%%dﬂhﬂopbﬂﬂmdfaﬁfpr&ﬁebware
avai |l abl e from Casew s t escri .on t eflhlntern a .

W, casewi se. cOrffviEpnm % Hitts %8%‘8‘?‘?735}2 ’2%“7\7&?"6% 22007
][8?%3] FlPere iaasoﬂwﬁemﬁpn?tiﬁn mtit)gta‘ofvidosaI ?ﬁ?ﬁm* %sgém@mmm afrisloassegsailwlgg/ ahhdlamtsel ‘n R
fi nanci al ser éf°f°h§{f*1‘$%ﬁ‘8ﬁ’e"ég‘tf|°amp%“é tfs?lgélif “éfcm?%gr&%‘gg ﬁ'ﬁ

process map ( sSrskadsesguene 11); a parent. chil d process map hierarchy (see
Figure 12); a parent child process hierarchy with a top to bottom

orientation (see Figurg g& (G R o LARE TR b AREY i lefols®! 1O

right orientation (see representati ons -an

nuner ous ot herprmysmtf@'mp b)t@swseneﬁw@nreﬁw ipstanse, tlmw@mld istantify that thecorgpaizgtion
performs & credit check process on all new clients. The software application allows the user to

arrange the various identified processes into a tree-like structure or hierarchy 200, which is
illustrated in Figure 2.

[0031] Each of the nodes in the hierarchy 200 represents the various processes
identified by the user. The hierarchy 200 illustrates the relationship (child/parent) between the
various processes performed by the organization. It is noted that the software application can store
the identified processes according to the hierarchy 200. The software application is such that it
provides a graphical user interface (GUI) that enables the user to identify the processes inan

organisation’s process flow and arrange them in to the hierarchy 200.

[0032] According to an exemplary embodiment, the user constructs the hierarchy 200
utilizing a standard hierarchy from a library. Alternatively, a hierarchy creation tool can be used,
such as the Corporate Modeler computer software available from Casewise Systems and described

on the Internet at www.casewise.com.
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t.o convey important process information for various managenent W’WMR&%/O()MM
such as, docunentation, resource allocation, control, perfor fed 27 March 2007
nmeasur enent and so on. The choice of representation is ~ dependant on
managenent's specific requirenents. The exenpl ary enbodi nents are not
dependant on one process representation. For exanple, the credit default

swap exanpl es described with reference to Figures 12-14 denonstrates: how

the parent child process relationships could be established. As such, there
is flexibility In utilizing third party process mappi ng software to create |
the parent child proces40033FTlrtecdy/nunBtdus whysttduep@saptd pricesOfldwimlgeaphiSal fi@in. For
avai l abl e, then the parent child process hierarchy can be establrshed usrng
software with feRHBRId et dofault syap grocesyWhishypigrlly Oesuiti afinansial segviceipsiution gould

Fi gures 14-18. ﬂ;faectﬁrea@aw&w@mmatontrbwﬁﬁﬂ&%ﬂgu@wsbareﬂamrdtpma@ma ved
through I mporting process data from other qwams or constructed

noni nating t he %FPW@FE“&JZ):QPMQBWWW MWRtﬁéot@mrﬁmnﬁﬁa
Attachi ng thesegihpe %%g«ﬁh@%ﬁhﬁmchpmfﬁ%ﬁym%@wﬂ ek izt ? }atrow g

busi ness, via the a I nction An advant age o
the processes tthespreprgsantationsand wouswﬂ:emmﬂnnmyssjo@men@uqmvemonwn bwedrsed

" Gpr esented by baes SRyl i) 3@%&"““&%‘#%‘%2%“@*%%‘@ o gfniiton.” ©

represent the rbsewetalmbaﬁorwmkwfpmmmemndme choiss ofrepresenitatipnist t o
upper managemen, eWﬁanS‘mH&q &e&%@ gﬁmB R ex J@W@gdﬂ%@%ﬁ&% resagﬂt

can be those pro esses r vant nmanagene
t he bottom | ev@lnommmewmﬁm hm&rﬂqméde&tdtsaragmleadesmwbmdand

granted additiqpgl, f?x&rh@ﬂb—%d&‘xb%ﬁm&% Wﬁaﬁeﬁ?ﬂ:ﬁ&‘@%&ésm&ﬁ coulfys! ness

line," departrrent cost center, r attrrbutes
such as’ " brancestablisled) As such.gkpreds fle WWW@W&EFW@@?@W as
they are of inigyshtdhila ly. Bt r;f wﬂW£9mrwmem@r@é9&Md 200
al l ows for process costs, eratrona r’s ! control neasures” to

be attached toPmstssbrrrar%veqnbpr%k@gcbgmmﬂaraarmﬂlquﬁﬁ@ﬂitvaigtglw@ﬂ@sdﬂ@ww@

facilitates thQerereite tlilniel 199181 PlelcOts@ebtitPIT R HRIBEE hibARAY ke bb Ahiedithdfh OF
conbi nati.on of _progess attr.ibutes. It should al so be‘nﬂgt ed that a nurrber

of process attwr%%@WWPﬁ€§@W§V% ing they %‘EP ri sks
and controls, aﬁaémsd@dhetvasmama SR %he relbv, iffocohe tuso

PCT/ AU2006/ 0007 ecel| ved 0035] In additiron to all ow ng
the user to i dé‘Fﬂ%"?g &'ﬁh“sb“&?s’l ‘Bﬁ@/"aﬂﬁﬂtﬁgg@@%% ormed by the organization and
arrange those processes in to the hierarchy 200, the software application
| oaded [0034] An advantage of allowing the processes to be arranged into the hierarchy 200
is that it can be used to reflect the decision making structure of the organization. Processes are
represen_ted by nodes 202, 204, 206, and 208. For example, nodes 204 represent the “level 1”

I processes which can be those processes relevant to upper management while nodes 206 represent the

“level 2” processes which can be those processes relevant to middle management. Nodes 208
represent the bottom level processes which are identified to a granular level and granted additional
aftributes such as “process owner/manager," “business line,” “department/cost center,” “product,”
and so on. Further attributes such as “branch,” “sales channel,” etc. can be added to the list so far as
they are of interest to management for reporting purpose. The hierarchy 200 allows for “process
costs,” “operational risks,” and “control measures” to be attached to bottom level processes.

Overall, this “tagging system” facilitates the generation of tailored management reports for any set
or combination of process attributes. It should also be noted that any number of process atiributes
such as those previously described, except for risks and controls, can be attached to parent processes.
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on the personal ‘conputer 102 allows the user to identify one or PG¥/AU2006800706
associated with each of -the processes identified in the hierRecived2I0vard 2007
assign to each of those risks. several |oss probability distributions (whjch
can be either discrete or continuous distributions). In this regard, the -

risk mght be, for exanple, that a credit check perfornmed on new clients of
the organi zation nmay in sone instances be flawed. As with the hierarchy

200, the graphical user interface (GQUi) provided by the software

application is arranged to allow the user to specify the risks. [0036]

Exanpl e 1 oss probability distrihutions assigned to,the risks associated with
each process can be ide%?ﬁ Inadditien tp g the usejtopidentify$hq Yapipus|proopgsesipesfasmed by oss

probability dﬂﬁbf%ﬂz&ib@ﬂﬁaﬂ&ﬁeﬁ@se%ﬁ%@se‘sﬂ:t@h& gibiaRhy 200, RIRAVarSRPIRatiok Hadek]
represents the probability of "a |loSs occurring as a result of the
associ at ed ri sRntp perepgel corpputen b7 allews theuserds identify ene eninere Bl assepiatedypithreash af ng

the risk. |n tBg o0 Kentied it KRR 20 dha SIERRE Y Brope itk Q0K ik pbabie T O

mechani sns" can an "no contro m control s" as defi ne Y

managenent, depistributions (hich ¢aa be pithen dissreteroe eantinugpadlistrihutions) fle thisgegard; the riskamightof

the respective @,gﬁ{gﬁ aﬁ?#i ' endent

appr ai sgr shou?%?dzggr e gt?]lattaﬁgﬁf IJ1lf;|é #oﬁﬁgof%&gﬁ?&iogﬂg%@ase |° ﬁgmmgggpcont r ol

ef fectiveness mstaweslal&fhafed. Asmiish e hicesetis 300 the sephical usertintpnfice Empfo%idﬁdcb_é’ﬁflw f

occurring as a : ar responsi bl e for
g scatdaolfRhioh E}W@w sk 15 kpeltAL Ak Party resp

t he process applies techn controlTing the risk. The difference
bet ween LPD 2] and LPD[ i% In the Expected Loss (EL), or. Val ue-at-Ri sk (VaR)
with x% confidence | eVi8y36hErampledossgrobayilify igtributiong assigaed o the pisksagsogipted Wil ol

ef fectiveriess e¥Ppesesfdin bdlidéntifiédeus IPDAGILPDL] irld2.PD[39.CA4ditiCAUIEYS Probfﬁ@[tﬁ]
represents the, probability of a | oss occurri ng aigalt_mrﬁ%gult 0 h

. . .t he

associ ated ri s# nsmaY;bR wieth in iferpativp eptogiments. qts.the, propability of a loss
g() ntr ?I Idi E gt h&;ﬁ&iﬁgu a\T/Enlelt oﬂhe; &%ﬁﬂﬁ@&\l}bﬁ?&@ _mte ﬁﬂpﬂgﬁ&l oﬁfasi gkm&dlw fbﬁclohﬁ’(ﬂling

pect ed Loss r Value-at-Ri s aR) .w th x% cpnfidence |eve,
pertaining to é‘ﬁﬁ%k'g‘?‘yﬁwme?gﬂ‘ﬁﬁmkg CGRoOdTERLS, W@?@E@P?WB{}E?%r@E%ﬁP in
$ te[ msl set b’fllotdgﬁrlo:ls?deﬁﬁﬂﬁ. tﬁﬂgonﬁpﬁ’fﬂidsm&?yﬁﬁinegeﬁﬁl dhtE &@hﬂh@gﬁ &?Qirﬂﬁﬁdnf_ de® |
create | oss prohabili istri i ons., ern ata can be from financia
Gt abasea.  agqidohRind Fethge ol rSpive Gy CORLA I IOE R STl can be
used to make aindepbivgtappraierihanld sgee on[tKeQPD[1]. TheAPDEN] id abasdinebhersdontrdle t hr ee
Dol cat i on | Galrotss B et Jppir eersm s Rebalny o &l oo s ST o
vari ous oper at dssncinted Fisigwiree the partyl responsibiecdior tiexpeovpds appliesyrechaiquofos cqnireliing therdkkt o
establish | os r L] | | it _Addi £ onaly. f r L AL$.f enent
oper at i ons na;'lt')l% per?%ﬂgérﬂr?ew °’&%@%ﬁ“§§ﬁ%ﬁp¥g‘ i Eﬁgeg%%ic‘f?sﬁgé{f) o I%r,iﬁ%%t' o%ce(? é)ivg%
310, an occur rx¥acenfidenoblavsl pertaiping tosthat rikk tsiaanvasyre of bratrdl effettivemschxpressedin §

terms set by the process owner. LPD[3] represents the probability of a loss occurring as a result of

the associated risk when an independent party assesses the technique for controlling the risk, The
difference between LPD[3] and LPD[1] is the Expected Loss (BL) or Value-at-Risk (VaR) with x%
confidence level pertaining to that risk, is 2 measure of control effectiveness expressed in § terms set

by the indepegdent appraiser. External data can be used to create loss probability distributions. |
External data can be from financial databases, aggregate industry data, or any other source of data.

that can be used to make a relevant comparison.

[0037] In order to establish the three probability distributions (LPD[1], LPD{2] and
LPD[3], the software application loaded on the personal computer 102 is arranged to perform
various operations. Figure 3 illustrates exemplary operations performed to establish loss probability '
i-‘distributions. Additional, fewer, or different operations may be performed depending on the

.iembodiment. In an operation 310, an occurrence probability distribution or the likelihood of an
7
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Amended Sheet WO 2006/ 125274 PCT/ AU2006/ 000706 event is determ ned. This
determ nati on can be nmade using historical data or, in the absence of such
data, usi nd¥@23WPAE27bns. I n an operation 320, a | 0ss sevePCTMURIV6OBIZO6 Mpact
of the event is determ ned. Loss severity can be quantified using a range
of loss possibilities. In an operation 330, a |loss probability distribution
is determned for the predicted event. [0038] In the situations where | oss
event data is available to estimate | oss probability distribution, the

foll owi ng exenplary nethod can be used. Wile such data may not be

avai | abl e, evénbf detanipéda ThistRichfiativh @y stasada udingiTavisakddtDer, B thedbsaite sael ed
questions ghl ch, can, guji de _assessors.__in the frequency and severity estinates

of | oss evAMRNsInggstHMationss (In ameperabion R0pplossseranity ik inipad ebths syent isdeterningd; ¢ ed
access to gER &l R ki " r ic8 tadspat usi ng
proxy dat a, qu%*%?%%@vga%agtlg%e. .a,ra%gggl?% pgsgﬁ?lgﬁ)em%g?b %%@c%% lﬁ%ti on of
proxy and @udhbititytdisirébution ia deteffiineddartthemedigtederentt hen be supported by
justifications established fromanswers to the questions and recorded for
future reference. | [ i

assessor s to sorutl Ao of Y ARhAHENGE Yo ot SR RHNG, LRy
frequency disttibutiong thetfyllooing exietnplaryomsthod can twepat: Wialesucti didanmay nod b avallabdepi ng

assessors t,0 scrutini ze underlyi.ng c onent m t he | Qs robabil it

G str buti Gt ke e gRa ek X e dRRRE SR bPrelled RydeFon e B ARARAssloR o

f r om t hese icthefeqentysand 3y erityektimatés@f loesdvestn aSuchglidstials wolldde usefultwien

| npact - Li kel i hoog‘fim;t hod assunes as Esso s can estimated an expected |oss
for a risk 3ueiSASdevelimred 26958 tp upirral data Msieady $5555HA5S 129 SENSEAtE BRiRTRYCS psjng

di stributi QpxadstalREREEeMA (¢.5.CHPEDENMNiSK)or S8Y Snbinatith Stprddibnt QitditatilyOSAL]
Figure 4 illustrates operations performed in an exenplary |oss probability
di st ri but i dhe esimaips eargaemhstsHpRertehbyfustifisrions establighed frepn apgvfersdp diprqueshiensnd ons
may be per {QbnRd for RERERGLAEeON the enbodi ment. Further, it may be the case
that certain operations can be performed in a different order. For purposes
of illustration, the variable Y is the nunber of years for which_  historical
data i s considered. [PESAdyatagequsly, the exgmplarygnsthodircquiranassessqiptoSpyies | ity of
ri sk event yp fol ) i ' ' i ot ed
by P, “and SSRGS QaLygRaULIOTiRtLy U Ry UBkILGAGE kbt ity
identified, allowing assessors to scrutinize underlying components from the loss probability

distribution. Bxpected loss and other statistical variables can be derived from these components, as
well. Conventional methods, such as the Impact-Likelihood method assumes assessors can
estimated an expected loss for a risk without analyzing the risk’s underlying loss probability

distribution and respective frequency and severity distributions.

[0040] Figure 4 illustrates operations performed in an exemplary loss probability
distribution estimation method. Additional, fewer, or different operations may be performed
depending on the embodiment. Further, it may be the case that certain operations can be performed
in a different order. For purposes of illustration, the variable ¥ is the number of years for which

historical data is considered. Assuming y years have no risk event, the probability of risk event

occurring and not occurring (excluding worst case) are denoted by F, and P,. That s,

By=ylY
and
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SUBSTI TUTE SHEET (RULE 26) RO AU WO 2006/ 125274 PCT/ AU2006/ 000706 [ 0041]
The nunber gears with at | east one occurrence of a non-zero bal ance event
isn=(Y WQ/} 06/128¢se years are arranged in ascendi ng orPEFAURoOsHExeeNCYy of
non-zero bal ance event. Each bal ance associates to a value of gain or |oss.
The respective sequences of year and its correspondi ng sequence of
frequency of non-zero bal ance event are represented as follows: Y1 Y2 .., yn
and J(1)+f(2),... f(n), The variables f(,) and f(") are the respective

m ni mrum and maxi mnum frequenci es of the above non- zero bal ance event
sequence. The fr eque[mzu] Tl‘hﬁrtgmbblsof@bm ﬁiﬁldatildaﬁt(mné bucereree ofd nstderd hilste/dks. The
| ength of the w {Erval i S: (f(n) H{eé Thevrlablesfx and f,,
are the twd HBthrd) ¢ Rase ¥Rt a;ﬁaag%*.na@cmq@g.o g uﬁ[m}'e on-zefoPplance exgnts ch,
f, =1(,) I 0 frequency
class int e;\k}% H;?lag[%ceiasge altersléd;é‘éa)ue é/&%grelgsge%@ e p@?\@gs&ﬁ]@xﬁf@g lnﬁﬂ Ea’lggﬁd Hi gh

Fr equency. cdrrespdoding Fequenoe o€ freqibmy of imszetdimlanaragmt hre(mprés(eht)ed 'as)foﬂsws The

Medi um Frequency C ass has a frequency value greater than fs and I ess than
or equal to f,, while the High Frequ y. ass has a frequency val ue
greater than fy and | ess than or equal o P4 NL, NM and NH are the
nunbers i na&hch respective Low, Medium and Hi gh Frequency Class. It should
be noted that: NL +NM +NH = n . [0043‘11),]31—1, f(EH and Na Prepresent the

babilit
\%?s? I(:als eﬁ%ﬁfxﬁgleéég@nag?%"g é%%{eég%;%cgil ﬁ'¥I1ey are \Em%%ﬁﬁé‘hfn@?&ﬁli\_?(a%ﬁe#ﬂ' "
Pv, =NM n ang, Balance ENnE‘s gﬂ_éh@e Vﬁfe'fﬁ@ﬁeﬁcﬂaﬁg% i@ 1H&ﬁntro(?ﬁt@é edi'l‘dmﬁﬁ-ﬁnt&fval@%ezer 0
baI ance event with se nyears. As such SUBSTI TUTE SHEET

(RULE 26) R@E';l\lgfﬂ@SdOMEQM PCT/ AU2006/ 000706 In an operation 420,
non-zero bal ance events are arranged in descending order of their bal ance.
The l. = - /3

5 =Um = Fw)/3

The variables f, and f, are the two points that equally divide the interval [ f,), f,,]. As such,

fi= f(,) +Zf and fy =f(,) +2lf .
[0042] In an operation 410, frequency class intervals are defined as Low Frequency,
Medium Frequency and High Frequency. The Low Frequency Class has the range from fm to f,.
The Medium Frequency Class has a frequency value greater than f, and less than or equal to f,
~ while the High Frequency Class has a frequency value greater than f, and less than or equal to £, .

N,,N,,;,and N, are the numbers in each respective Low, Medium and High Frequency Class. It

should be noted that: N, + N, + N, =n .

[0043] Py, , Py, and P, represent the probability of a low, medium and high level

of event occurrence (excluding worst case and no event), respectively. They are defined as:

Py, =N /n, By =N,/n and P =Ny /n.

The variable p is be the total number of non-zero balance event within those nyears. As such,

P=qu) :

=1
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sequence of the event balances is: b(1), b(2), , b(P). The vari abl es bo)
and b(p) are the respective maxi numand m ni nrum bal ance of the above
sequence oWQHOYMERY  The bal ance range is divided into PCIAB2086/000706
sub-intervals. The Iength of the sub-interval is: 1b = (b - b(p)) / 3,
The two points that equally divide the interval [b(t), b(P) ] are b, and
by, . Hence, b, = Db(l) -Ib and by = b(l) - 21b . [0044] In an operation 430,
severity class intervals are defined as Low Severity, Medium Severity and
Hi gh Severity. The Low Severity Cass has a range fromb(j) to bx . The

Medi um Severity C ass has a bal ance value greater than b,. and | ess than or
equal to by Mdpemtibd£20, HndRroIR¥aEd 6v¥ntﬁr@§1§an§@lsinaeﬁéldﬁ@%deyaf&lﬁr B418Rb.eThé han
by and | ess than or equal to b(P) . Each bc, falls into one of the severity
cl asses andequencgofthe avenbldlancesds: by, ba). paby)i Jbe ariablend,, amd henate tie respeative
frequency of event occurrence of that year being considered, bQ, belengs to
the corresfB%Ewyandmigimyanhalaneg ofdhe ab m&wpweqce§ﬁ cgs. Th eadangg ropgs g Bivigh| e of

Freduency  REHHSRGR - ARRAN GBI Pl AIEE RSTAY. 1. HOFoaHIDeET

of b0) in eac 'S coun il ésen et ot al

count of apaidLiilidtic 88 ltervdifp i,({)g)r&@bbgaq g, ViBe ] 0.1200h i) 2 e gdlded,

each symbo ows "the ®Pot al™ ce o & pédrttcular c# | " Table
| Frequency Severity Total Low Medium Hi gh Low nLL nLM nLH NL Medi um nM
nVMM nvH NM  Hi gh nHL nau nHrt NH Tabl e 2 Frequency Severity Total Low

Medi um High Low ALL [ afidadizo, rgwé of3ElindMalsAN deffineasAldly R ety AHH AH
10 SUBSTI TUTE, SHEET ( LE 26) ROLAU WD 2006/ 125274 PCT/ AU2006/ 000706 [ 0045]

The worst &pdmsiey prdma@dﬂmb evesitse e Low SovertyClasyhes atengstiramndg tob, - IThes anount
is denoted_as T. is assuned that the worst case scenario_is independent

to the yeaMogium Sever1ty Class has a balance value greater than &, and less than or equal tob, while the
High Severity Class has a balance value greater than b, and less than or equal to 5, . Each b, falls

into one of the severity classes and it also associates to a particular year. Depending on the

frequency of event occurrence of that year being considered, b, belongs to the corresponding

Frequency class. Table 1 shows a three by three Table of Frequency Occurrence Class and Severity

of balance incurred. If the number of by, in each cell is counted, each symbol in Table 1 represents

the total count of a particular cell. If all the,’s value in each cell are added, each symbol in Table

2 shows the total balance of a particular cell.

Table 1
Frequency Severity Total
Low Medium High
Low G Py . Py N,
Medium o Pons Mo N v
High My v Ryy Ny
Table 2
Frequency Severity Total
Low Medium High
Low 4, Ay Ay 4,
Medium AML AW AMH ‘AM
ngh AHL AHM AHH AH
10
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event. Figure 5 shows different possible event conditions. In an operation
440, the probability of an event is determned, in an operation 450, the
anount of &¥eRPIAFHMce i s determ ned. The probability ofPCEFAT206P06706
different event condition is shown in Table 3 with the correspondi ng anount
of event balance. Figure 6 illustrates different event conditions where the
worst event is part of a yearly event. Table 3 Event Probability of Event
Anmount of Event Bal ance W rst Case and no event (1/t)xPO T occurrence

Worst case, non-zero (1 It)xP,xPNN T+AL bal ance events and | ow frequency
occurrence Wrst case, non-zero (if t)xP,xPNM T+AM bal ance events and

medi um fre uenc occurrence Wrst case, non-zero (1/t)x P,xPN, T+ AR bal ance
events and high freq occurrence No .worst case and.no_event -1/ t) x
Po 0 occurrence No \l]:@rléf The ioxst cg5g ﬁqe%qodla?pfgﬁevf’rytt)ye)QrSP,THQW ?caﬁiéﬁﬁsél ance
event and | asount Berdialas ATCH isragsgRd tHat tHOWSEt ceRSCenaridid iddRpeéhdénk tothe yedy X PNM
AM bal ance events anc{}grregi _umfreq‘;ency oc&:_urrence No wor st case, non-zero
(1- 1/ t) xPLx PRRE ANBures shors difletratrossialp gveht GRAiions i ameRerasion 4t dirguoabiipeqt 2onc e
the sof t war geafiphttsainin AR opd?Riok 950 He@otd afév_eigt baRhdUS aét&ﬁh{ethh&ﬁ%babiliw

probability, the software application can provide Information for

facilitati ngfsgtting gidifiesent geengenditiomis shown in Table 3 with the corresponding amount of event
balance. Figure 6 illustrates different event conditions where the worst event is part of a yearly

event.

Table 3

Event Probability of Event Amount of Event Balance
Worst Case and no event | (1/£)x P, T
occurrence
Worst  case, non-zero | (1/f)X P X P, T+4,
balance events and low
frequency occurrence
Worst  case, mon-zero | (1/f)X B X Py, T+ 4,
balance events and medium
frequency occurrence
Worst  case, mnon-zero | (1/f)X P X Py T+4,
balance events and high
frequency occurrence
No worst case and no event | (1-1/¢)xF, 0
occurrence
No worst case, non-zero| (1-1/£)xPXP, 4,
balance event and low
frequency occurrence
No worst case, non-zero | (1-1/f)x P, X Py, Ay
balance events and medium
frequency occurrence
No worst case, non-zero | (1-1/f)x P, x Py, Ay
balance events and high
frequency occurrence

[0046] Once the software application on the computer 102 has calculated the loss
probability, the software application can provide information for facilitating a risk assessment. In
this regard, the software application is arranged to allow the user to select one or more of the

processes represented in the hierarchy 200 (see Figure 2) via a graphical user interface (GUI).

11
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this regard, the software application is arranged to allow the user to

sel ect one or nore of the processes represented in the hierarchy 200 (see

Fi gure 2) W8 28064283Hi cal user interface (GU ). 11 SUBSTIPTURU28MABT706 RULE
26) RO AU WD 2006/ 125274 PCT/ AU2006/ 000706 [0047] On determ ni ng which of
the nodes in the hierarchy 200 have been selected by the user, the software
application uses the selection to calculate a resultant | oss probability

di stribution, which represents the information for facilitating a risk
assessnment. In this regard, the software application is arranged to perform

at |east two aggregayioag] ORe&atdifipswiach drag nbﬂb%%th@ﬁi@ﬂ?éﬂ%'lzbé Hav@ibgénrsiefé&E&%PS
associated with the risks associated with the-nodes in the hierarchy 200.

[0048] A fi theusesfthe sediwarspplifationigesdhreseleetion iascaloylaterp regulfamtloss probakikity

aggr egat i on g:whi i p I ok e i

d?gt r ?buti o(rlllém’tb ﬂg)tn ’ g@éﬁlgégg%l a e]gi%\;ﬁwl;1 %tﬁg{cﬁlgcg%ﬁhﬁllﬁ%éaesgers%#?&g' ingltg%(ﬁg%rgi tg? node
(process) i softwaee dppEvatiorcis yrr@iped tofperforant fepdt évo aggtepating bperativne ot thefosgure 7, the

assaci at ed GEPRIRY pgp s ptobtaed VR BRAGRARMiMiiing i Ribeliduehiafii g py

etc. Thus, the resultant |oss probability distribution for business unit Be
woul d be the aggr egalG948F A ffinst of ths spgpepatinglopdrationeis amSstecprateasst agpregutich whish P. ,

Py, and Ps,. the aggregate of the |l qss probabilities R ., for P.. and
B e Tl o v eRGeORRe T ok POpRRT ABPTER b rersoripled it tnd GapR AfaeS BEa 1
illustrate pdaii@naag@dee(g@us@nn RLRALGYQ0V. - Fof abhdledwith reRréhce tdFiplte 71hé Pfs- Pr ob.
$ Loss Prob. $ Loss 0.3 10 0.9 5 0.5 10 0.4 20 0.05 %g 0.5 30 0.3 30 0.03
50 0.02 100Progsps aggtegatiopdmeolers agmreatingihe logsgtobahiliies paspeiptehWih Refor prgpesssi usi ng
the figurespf W,Tﬂ,gi?o? focesi@, Gndp, RGO OB el r¥sulint loeﬁgo&bﬁﬂpaug&ibﬁﬁbﬁor 0.135
=0. 3x0. 9x0. 5" 25=TD+b+10 . 135 0. 3X0. 9x0.’5 45 =10+5+30

business unit B, would be the aggregate of the loss probabilities associated with R; for Py, Py, and P,,

the aggregate of the loss probabilities Ry; for P, and Py, etc. Table 4 shows example loss
distributions of R; for Py, Py and P, to illustrate this aggregation methodology.

Table 4
P, P, P,
Prob. $Loss |Prob. $Loss |Prob. $Loss
03 10 0.9 5 0.5 10
04 20 0.05 10 0.5 30
0.3 30 0.03 50
0.02 100
1 1 1

Table 5 shows the loss distribution of R; for Py, using the figures from Table 4.

Table 5
Probability of loss $ Amount loss
0.135 =03x09x0.5 251=10+5+10
0.135 =0.3x0.9x05 45|=10+5+30
0.0075 =03%0.05x05 30=10+10+10
12
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0,0075 = 0.3 x 0.05 x 0.5 30=10+10+10 12 SUBSTI TUTE SHEET (RULE 26) RO AU
WO 2006/ 125274 PCT/ AU2006/ 000706 0. 0075 =

0,3 x 0.05 x 0.5 50=10+10+30

0. 0045 =0, 302006435834 70=10+50+10 0.0045 = 0.3 x 0,03 x OPETAU20@H80ME60
0.003 =0.3 x 0.02 x 0.5 12 =10 + 100 + 10 .003 =0.3 x 0.02 x 0.5 14 =1
+ 100 + 30 18 =0.4x0.9x0.5 35=20+5+10 18 =0, 4x0. 9x0.5 55=20+5+30 01 = O.
x 0.05 x 0,5 40=20+10+10 3.01 = 0.4 x 0.05 x 0.5 60=20+10+30 0.006 = 0.4
0.03 x 0.5 8 =20+50+10 3.006 = 0.4 x 0.03 x 0.5 10 =20+50+30 0.004 = 0.4
0.02 x 0.5 130=20+100+10 0.004 = 0.4 x 0,02 x 0.5 150 =20+100+30 3.135
=0. 3x0. 9x0. 5 45=30+5+10[ 0. T357=0. 3XU. 9X0. % b65=a3pPFoF+30 0. 0075 0. 3x0. 05x0.5
5 =30+10+10 0.0075 =0. 487 05x (&3 %0533 0130 WA 38y 0_03x0. 5
90=30+50+10 0. 0045 0. 3%Mof3x0]50 4405350130  B-003 550,18x0. 02x0. 5 140 = 30
+ 100 + 10 3.003 =0. 3x0r 516 =30F100F30 oral =L After arrangi ng the
| oss anpunt into ascendi®§4tr det 0-2RR03Hf ng t og?h Tt PrS%r obabi lities for
the sane |oss amounts (pg . 963 p002x05 90, @ b40bo-+4he | 0SS
di stribution of RL for P—becomesas—stownr T Tabte—6—Fabte6 Loss ant.
Prob. Cumul ative Prob. [0.003 =0.3%0.02x0.5 140/= 10 + 100 + 30

0.18 =04%x09x%x0.5 35=20+5+10

0.18 =04%x09x%x0.5 55=20+5+30

0.01 =04x005x0.5 40(=20+10+10

0.01 =04x005x05 60(=20+10+30

0.006 =04x0.03x05 80(=20+50+10

0.006 =04x0.03x0.5 100{=20+50+30

0.004 =0.4x002x0.5 130|=20+100+10

0.004 =0.4x002x05 150/=20+100+ 30

0.135 =03x09x05 451=30+5+10

0.135 =03x09x05 65|=30+5+30

0.0075 =0.3x0.05x05 50(=30+10+10

0.0075 =03x0.05x05 70=30+10+30

0.0045 =03x0.03x05 90|=30+50+10

0.0045 =0.3x0.03x0.5 110/=30+50+ 30

0.003 =03x0.02x0.5 140{=30+ 100 + 10

0.003 =0.3x0.02x05 160{=30 + 100 + 30

otal = 1

After arranging the loss amount into ascending order and adding together the probabilities for the

same loss amounts (i.e., 45, 50, 70, 90, and 140), the loss distribution of R; for Py, becomes as shown

in Table 6.

Table 6
$ Loss amt, [Prob. Cumulative Prob.
25 0.135 0.135
30 0.0075 0.1425
13
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25 0.135 0.135 30 0.0075 .1425 13 SUBSTI TUTE SHEET (RULE 26) RO AU WD
2006/ 125274 PCT/ AU2006/ 000706 35 0.18 0.3225 10 0.01 0.3325 15 3.27 ). 6025
0 0.015 0. 6¥Y93006583529418 7975 60 0.01 0.8075 65 3.135 . PLIAUZG/MODE2
0.9545 80 3.006 ).9605 90 0.009 0.9695 100 0.006 ).9755 110 0.0045 0. 98

120 1003 0.983 130 0.004 0.987

140 0.006 0.993 150 0.004 0.997

160 . 003

1 [0049] A second of the aggregating operations is an "infra-process

aggregati on,

various risks associated with a process.

Figure 7, the intra-process

whi ch invol ves aggregating | oss probability distributions of
For exanpl e,

again referring to

probabilities associated wt

probability distribution for

S aggrjegating the | oss

, the resultant |oss
aggregate of the | oss

probability distributions for

aggregating | oss

probability distributions, t
account the effect that diff

s arranged to take into
buti ons can have on

each other. This is achieved
the conputer 102 can obtain f

iti on coefficient, which
t he conmmuni cati on

network 106. Once the result§

ri buti on has been

ggregaffjon in ve
B dl% MMO 2.

4gpr oceqroiP wolplaghsbe t he

RT, R . and|[R_ 1. VWher

soft \Q;,Zﬂp ap 9}6‘)2531* ion i

sy ent pr@babi lpighys di stri
ly PrqQCesSSi N a correfs

om t hé®Bat abBJ875104 vi 4
gt | 0sg.@r obalighist y di st
65 0.135 0.9425
70 0.012 0.9545
80 0.006 0.9605
90 0.009 0.9695
100 0.006 0.9755
110 0.0045 0.98
120 0.003 0.983
130 0.004 0.987
140 0.006 0.993
150 0.004 0.997
160 0.003 1

1

[00497 A second of the aggregating operations is an ‘intra-process’ aggregation,

which involves aggregating loss probability distributions of various risks associated with a process.

For example, again referring to Figure 7, the intra-process aggregation involves aggregating the loss

probabilities associated with R;, Ry, and Ry Thus, the resultant loss probability distribution for

process P would be the aggregate of the loss probability distributions for R;, Ry, and Ry, When

aggregating loss probability distributions, the software application is arranged to take into account

the effect that different probability distributions can have on each other. This is achieved by

processing a correlation coefficient, which the computer 102 can obtain from the database 104 via

the communication network 106. Once the resultant loss probability distribution has been

calculated, the software application displays the resultant distribution on the monitor of the computer

102, or prints on paper, so that a risk assessor can use it when considering the impact of risk.

14
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cal cul ated, the software application displays the resultant distribution on
the nonitor of the conputer 102, or prints on paper, so that a risk
assessor can use it when considering the inmpact of risk. 14 SUBSTI TUTE
SHEET ( RULWORBPS/RRAMU WO 2006/ 125274 PCT/ AU2006/ 000706 [RITEEV2086/p00306set  of
di stributions where the total nunber of possible conbinations becones
unmanageabl e to conpute, a nunber of alternate strategies can be used to
estimate an aggregate distribution for expected | oss. One strategy reduces
t he nunber of outcones in each of the individual |ow |evel distributions
rior to starting th 10 B : | cul ar
Fow | evel distri guti gor?@ ggﬁoﬁg?ﬁg?? @3@&%@22«@{@%@%@@9&%?f%%ﬁt@gblﬁﬁ%&er can
be reduced batonws unmanageahleto compitera mumbenof eltampde trsfegigs @n be ofed tdestimete knds

descri bed bel ow. . I.n. thj.s ere may have a set of ten lLow | evel
G str i bt t ofeetate il B bepset {15147 Ui e o e e of i then & i
five possi bthe imlididanes, levwedigEbutionsprios td setinpuhdeerepition rovess aForeRsmsleWheferaom n
= SN0 = 9.765 m | 1] or] to.n= 3710, = 59,049 by aggregating within each of
the |ow | evEATIGHAPY Iﬁ&ﬁf idisution Gogtaing §vasposrible ARCqNRE. hrigbeauntsr caadg rdyerdi ng
the entire §Rin@f 1hbbr diudbérioP it AR usiﬁ@&é%}thy\gfl’egofls*&séﬂfb&%Eél&%!_th%s @fy,a parent

process is constructed, the nunber of” possi oss val ues increases, This
par ent pr ocwhaeasare tay hawea sohf ten lowdevshdistgbutignip fhe pegmepted twithppedrdigsbutivn s

" d Y _ ) . 1

Porber o - cafing bRt bbRRUBoREL RSyl ARG MR Bt il WM TotlF

| evel to anftlfier9.763anibing ésn=i3/d8 =i T95049py aggtéppting within eackh of the badevehdiktebitmns
trict the, . I I f t di i but.i t h | I

That | the. + ik W n e pbEss FabRerog e e M R TP, oS i i

systemis wthin a realistic tinmeframe. A nethod of probability aggregation
together with their §05EcWaeh thedistribationefa paertt proeesslzsonsirbaet], tHeMmmBr oP( W = w, )

= p, is defined as the probability froma |oss distributio of par ent
orbcess. (b, POVl Es Ve AGERRR! hicbarpli o cfER B 8 ¥hsh S ot saf P
W, . The pr ophdedss.Ofhis piirendindl dhildres reldtienshippe betopagasd intoamnWevels, The niiaded @ gest
possi ble mi sed ,such that: Ep, 50.5.. r-i,[005 Three equal intervals
e obt ai netHBCHTHAALR Atpiiefatq Ry rom oghipvel o S85 ikPpases Sahlie  ne
interval [ Wihersfore] it isHedtabledesttitithe Murdatctlloss vdluds fir@liedidtsbutibh &t edéll lewdDbetatr

h i I h of the fi h -1 I h
?Q(rjmis ni ﬁéet ]t;lpp g@%?;%)@%ﬂt]ﬁg%/ §l hen éléa,ﬁ?)p (qt;; ﬁﬁ%vélg %Ethl}l arsyes(’?emsiléI l\:z)vi lj?ltaer(rea i%ticstin?e da.mte. €

A method of probability aggregation together with their expected loss values is here described.

[0052] P(W =w,) = p,is defined as the probability from a loss distribution, /', of a
parent process ( P,) where i =1,2,---,n. Each p,corresponds to a loss value of w,. The product of

w,and p, is the expected loss when 7 =w,. The largest possiblem is used such that:

ip,.SO.S.

=]
[0053] Three equal intervals are obtained by sub-dividing the interval [w,,w,,].
Similarly, divide the interval [w,,, w, ] is divided into 3 equal sub-intervals. The variables r and s
are the respective length of the first three sub-intervals and the remaining three intervals. Hence,

r=w,-w)/3
and
s=(w,-w,)/3.
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and (w--wj /3. 15 WD 2006/ 125274 PCT/ AU2006/ 000706 [0054] Where w, and wb
are the two points that equally divide the interval [ w, w," ]. Aso, w,
and wd ar e WRa06{#35336i nts that equal |y divide the IntervalPC[l'/AlnﬂQG/OM706]
Hence, w,=w,+r, wb =w, +2r, w,wW',+s and Wl =Wn2S. [0055] A set of new
probabilities are cal cul at ed by consi dering different range of |oss values.-
Each new probability (P(U=u) ) is the sumof probabilities fromthe
distribution Wthat their loss values fall into a particular |oss range

bei ng considered. The sumof their corresponding expected |oss values (1, )

becones the expecte @s% h e Ss
probability dlxgt ribUti %g%tgﬁe@péﬁg?@g dtstﬂﬂ?t(egﬁallg dIVT&ﬁ%Jvﬁwfdﬁ Tabl 7.

Table 7 Probability Di str bution of U Ex ect 0Ss Loss Val ue 1)
P(U=u, ) =P(Wh< §(S°LW an Ly, /38 toetye POPtt “ﬂﬂ(\%b E@@Wd)lt)etvzl =1 b(ﬂ?ﬂ&%)
P(U= u3) :P(wb <V\Swn') L3 u3=L3I P(U=u3) P( U=u4) =P(WrcW <w, ) L4 u4=L4/ P(U=u4)
P(U=us) =P(w, <W <W) L5 us=L5/P(Uus) B¢ BH¥udY=P(wd <W5 wn) L6 u.=L6l P(U us)
[00561 If a loss distribution is synmmt#igcy2mym can be the md-point between
w, and w, . However, assuming the |lo stsrl bution is positively skewed,

as is typi c%lly the case, the selectidn of "W is based on the cunul ated
probabilit39losed to 0.5. Totally, six intervals are defined. If the
nunber of interval is still too hi gh Wdiﬁwﬁaﬁs be reduced further, for exanple

to four, by defini 0|nt enw her, m d- 0|nt
bet ween Wnyand W, lg’%‘r’gtfgl%e‘dﬂ’ %‘nﬂ&“@%ﬁ bﬁﬁ?‘ﬁ ering di i e range of loss
values. Bach new probability (P(U =u j) ) is the sum of probabilities from the distribution /7 that

their loss values fall into a particular loss range being considered. The sum of their corresponding

expected loss values (/; ) becomes the expected loss of this new probability (L, ). The new loss

probability distribution and its expected loss values are shown in Table 7.

Table 7

Probability Distribution of U | Expected Loss (L ;) | Loss Value (u;)

PU=u)=Pw <W=<w,) |L =L /PU=u)
PU=u,)=Pw,<W=<w,) | L, u, =L,/ P(U =u,)
PU=u,)=Pw, <W<sw,) | L u, =L, | P(U =u,)
PU=u)=Pw,<W<sw) | L, u, =L, I PU=u,)
PU=u)=Pw,<W<=w,) | L us =L,/ P(U =u,)
PU=u)=Pw, <Wsw) | L =L, /PU =ug)

[0056] If a loss distribution is symmetric, w, can be the mid-point between w, and
w, . However, assuming the loss distribution is positively skewed, as is typically the case, the
selection of w,, is based on the cumulated probability closed to 0.5. Totally, six intervals are

defined. If the number of interval is still too high, it can be reduced further, for example to four, by

defining a mid-point between w, and w, and another mid-point between w,, and w, .
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'PCT/ AU2006/°000706 Received 27 March 2007 [0057] The nunber of PQRIAIGZ006/008706
distribution can al so be reduced by mnim zing the sum of sqEee&ided?2? March 2007
and/ or assigning a functional form The formis done by conputing the nean
(MO and standard deviation (SO ‘of the initial distribution, defining a now
distribution with fewer possible outcones, systematically selecting val ues

of those outcones U and conputing the nean (Sn) and standard devi'ation (Sn)
of each new distribution for each new combi nation of U Then, the sum of
squared errors is comi@diagushenpfivitues-in AiisiBbition caB@)st b@teduckdy misintiziug thdé

I U = : T . i ' q
\é?r g(ra: defi g;&hm gg%‘\‘}%’?‘ljana ogg?ﬁ*ééﬁgméﬂfoﬁpbu e%@%é@é’g?"?@%”%%m S
vector U and (Mipandstendarddeeiation $0) bfthe mitiajpiistribation| defining a ndn disttiattivewith fwehni que
for m and tho POl duthRes, oyl bicl) sEecig ek Bl oo bl aflE Ao Bing it O
?l osely appr c(?xi)nmrfj a!mdtr&devdnﬁbg(gnﬁdfletbham distributidn fot each ndw t]:zmbiriEﬁdnS)fUamhdnethdﬁne
ti , e, Lt \ ' . ; 7 st . "
comut at tve prRiB abRRE] St KRR oot o Belsn S whvicie af R 0”1
di stributi winnz.d identified thatatigichizsithiesuh bfsqueddevranidefiied aiew amitheigitial
C:Jrsmlr:at Fvgogi%&rigﬁml %ﬁncté'&%ns of.. a lr‘an él:. f %rqlwé{:%uohs .e.;gi s,{:gf: ﬁrtions to
A
i stribution 56l i e e0er '
di screte probabid:imt di.stribution. The selecti nlgcan b cpa ed.gtjf:?il ei t her
(1) corr el at AR Al of ay,pprresponiss pamsneters Gt pgetclesel Lepmiinptas op g glscroe
ti mati on, listributidn. This san bedoref attienlsrdiscrete probability disttitreiob bysfirst cohpuitihgthy
gﬁrrljlngt : 82 di ﬁtri but ig i.”.nf n%i‘(j)ﬂq, f l} ge b Qi nal}t:ara? Ibh r.oxli) mafe'e
di'stribut i onS e grobabily Heean e dlariRuncn, Yaisgacterre dismpulion Behonts "UO 7 o
t he di st ri butcpmpared withdheasletahiecofespandinl cimulative disteltiom fupGlod) ofinganfacfichntinedve t he

G stri buti on SHRE WS EHE aortlpRbir bk bl 1l B ol URA 6, ©

di stribution n-and varianc sum of random
vari ant s t endistribotimrisiselectediimlserivemas amapptoxmtionty the geiginal diserete prpbabilityt distivéiors um of
the neans anrgl. Ao A [ . . g Thi s
strategy canqg‘é%g% ed to d\g é’reg%gmagﬁs l?%%ﬁ@?%ﬁ?%%&“é&l{iﬁgﬁgg‘#gg&o | oss
severities amobestimptianshoth of thebe measures being compyted exf thelknsis pfthecumylptiveghistribution any

given distri @0 oflRE G MQ%W%iﬁﬁgbof possi bl e outcones in all

other distributions an ere eac n to be sumed has finite
mean and variance. [0 \Whore there exists a subset of .| ow | evel:

di stributions to.be agog?égﬁieé‘l},ﬁ%?“ g the Ffé’?wﬁ‘%sé‘ttﬁﬁ‘%m'%mh range of
possi bl e out GoeRS tHelThitrad LiEnitThebterm (CIS teSfaciitate e Simibdtion BP@EH lowelteevelt hen the CLT
can be T okl b0 i AFherah el Bk Eukn, HETOHS 3l G ntha S VL G TR

sum of random variants tends toward normality, with an aggregate mean equal to the sum of the

means and an aggregate variance equal to the sum of the variances. This strategy can be applied to
aggregate distributions where the range of loss severities are similar, such that the range of possible
outcomes in any given distribution does not dominate the range of possible outcomes in all other
distributions and where each distribution to be suromed has finite mean and variance.

[0059] Where there exists a subset of low level distributions to be aggregated, each
member of the subset having a range of possible outcomes that are within the same order of
magnitude, then the CLT can be invoked to estimate the moments of the aggregated distribution. "l"he
statistical moments of a distribution include mean, variance, skewness, and kurtosis. Moment about
the mean may be the most useful; however, moments about zero can aléo be used. The n™ moment
can also be used to compare distributions. Likewise, derivatives of statistical moments, such as
standard deviation, can also be generated. The shape and confidence intervals for an aggregated
distribution can then be computed using the
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statistical noments of a distribution include nean, variance, skewness, and
kurtosis. Monent about the nean nay be the nost useful; however, nonents
about zer o wanowligsez7be used. The n th nonent can al so be 3’ are
di stributions. Likew se, derivatives of statistical rmrren})%fi a@ﬁloﬁ@w
standard devi ation, can also be generated. The shape and confi dence
intervals for an aggregated distribution can then be conputed using the 17
Anmended Sheet WD 2006/ 125274 PCT/ AU2006/ 000706 aggregate mean and vari ance
together with a table of percentiles for the appropriate "attractor”

di stri but iagfegatemdah @nd%ihn&%h@ﬂﬁff wma@@bxb bf ﬁerd@hﬂllbs ﬂéﬁ‘thb bBsprépraRdatdetnor nal
di stribution. Were there exlsts nor ne subset within a given set,

then the distrib Hﬁ‘lfhéﬂtb@ﬂ?s'b@nﬁélmeéﬂs yéb[?frthft g@a@@on@égﬁn@mw}{e@ ¥herate an
aggr egat e eflis ot i AR sﬁb@% t viidGlh %wa%at cheJm@@Ltrfﬁfemmm @@Q AR 1O

described 1 n Strategy ove cah be used to aggregate t I stri ut| ons.
[ 0060] Yetachsulskide gerterate ancpgetegate distclbution dortebah snbmat dihemthe wgthod of 4ggregation

i’ part - orogiise ! Sk B AR 08 e B D05 “aceibi e

aggregation taking into account the nunber and characteristics of
distributions to beEO(mg:gYetgmbﬁbd" str{ﬂﬁ@&‘du] redficfngrtiee Binibkd of yaluediea dspibotdn ons

performed.in an exe i stribut Addi tional ,
Pewer. or EPRPLY fEREpRiotf Heeleny A2 flovt oo et R BIER R A o feabencs to's
enbodi rrento prodiict the best béssibRyagegdtios taGRg ntd SRburk te nainberapdcatdcRiigicsah be
per f or med |n a.different order. In an operation 810, a likelihood

probabi | i ftr ’H’P%‘tnrsf“’o‘l?taig@'ﬁg"(t?_ D) is determned with reference to historical
data, assum ng existing controls. The LPD can be determ ned in accordance
with operations stpwmp&?lgum&ﬁudﬁ&@bpdaamny\p}eﬁbnﬁah@memmpta@ [Hetio@s 3-4. In

an operatl pn 820, kel i ood ndi cat rs and | npact cat.ors e
i dentifi edistripREon methagk F‘@P"é’rtjé‘?‘i?feortd&f On;P %Jpwﬂgegeggm@gq 8¢ i ned

assum ng emb&himés. Fﬁtﬂkf ‘Pc' iv3 tlﬁrbaﬂ:ﬁﬁd% %ﬁaﬁfhp@éﬁens%ﬂﬁéﬁfﬁnﬁd%wﬁ%ﬂﬁﬁ ed to
| ook ahead into the néxt 12 nonths (for exa t 0 consi der whet her the

val ues of otdgie Inpp R@Fﬁtlﬁbélﬁ,|arlllliﬂ&'a?‘bli’rgbabﬂ’éﬁh@)‘smblﬁ’ﬁa@tﬂPl?)riﬂiiQ’fWé withrgferenciange.
Any Chang%%lﬁ&%ap&amﬁxﬁlng@ﬁsﬁr%%eﬁmd ThELPERITR &t&&m%min%cc&afasa@e Wih anal ysi s

is presented for a reconcrliation process, see Table t he basis
of this neperations swchvasthess dessebesiyatiaeforsnes to Higuregdrdedn mczpeé@ﬂen 8?émﬂseihb@q§ so that

a new LPDyjg,dat6h fietnditors RBREAAT FrStb Hilreflrindg 10 SindBar Axplotations s

determined assuming existing controls in an operation 830. Managers are requested to look ahead

into the next 12 months (for example) to consider whether the values of the “likelihood indicators™
and “impact indicators” will change. Any changes and comments are recorded. An example of this
type of analysis is presented for a reconciliation process, see Table 8 and 9. On the basis of this new

information the operations in Figures 3-4 are revisited so that a new LPD is determined.
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WO 2006/ 125274 PCT/ AU2006/ 000706 Table 8 at. i n ~r n; Xnttrsr c a ~~
.~ Mit rl 1 i~R %of staff in reconciliation LI1 teamwth 3 nonths

trai ning 10V929%R&&Hst aff to be recruited LI2 nunber of PCH&AE20g006®Wssed 1
ml|l 1.5 m| Expansion of business average outstanding duration LI3 of
unreconciled itens 3 days 3 days NA anount of staff resources. assigned to
performLl4 reconciliation task 10 FTE's 12 FTE' s Plan to enpl oy new staff

Table 9 ~Avna +', -s o ,1114d, Ei }I',. pr R"l A..LVL FM_dl average
$ anount of itens Ili processed 10000 10000 NA additional handli ng f ees,
interest q QL ge preconc 300 Q06 1

oper at i on Ww% ol lgefrs ‘ar e "asked-" t- e he i Kel] TooT

i ndi cat orC"IqﬂMm\hs lpact i ndj cators" ar i b ",élima,_ ge. i f t he cant ro| s of

t he proceqs@gge relld e by one aliidb 3“0; .call ey elifast r at ed SI ng

the recondiliation m@pﬁﬁmeg@ﬁaﬁ@loﬁl mlar to operatéon 830. In the el arrple

bel ow (seq fligbl es 1Qeqangithlldd mokthermand 104 ar eimpl axed Rog shife berfe&ai&as
expected JUyIrarve nﬁi%@é}%fﬁmﬁc Qleied: . 1 1'ti" Pl AP8 p af w@?ﬁ sl %@yﬁe °
U L ul ‘

pOSItlon to eviSt SE--et—w i af-ar-@

W th
a list of nt Iosfv%ﬁge\?é‘ glﬁgpur%anl gi rect, their eggonses to the |
rel evant [[iXeH-hood CLRICqonaileditoms o\ | o 13 days, 39955 e |l PG s sumi-ng—wi-thout
control s dan be deté}nﬁP’H fjstatf gpsolirces | :
assigned to pertorm

LI, reconciliation task 10 FTE's |12 FTE's Plan to employ new staff)

‘EZ'

average $“amount of 1tems B
1T processed 10000 10000 NA

additional handling fees,
interest or charges on
1 unreconciled items 5% 5% NA

[0062] In an operation 840, managers are asked to consider whether the “likelihood
indicators” and “impact indicators™ are likely to change if the controls of the process are relaxed one
by one. This approach can be illustrated using the reconciliation process example similar to
operation 830, In the example below (see Tables 10 and 11), the controls are relaxed and the
managers expected cumulative changes recorded. The managers are then in a better position to
revisit operations described with reference to Figures 3-4 with a list of event loss drivers that will
direct their responses to the relevant likelihood and impact questions. Hence, the LPD assuming

without controls can be determined.
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SUBSTI TUTE SHEET (RULE 26) RO AU WD 2006/ 125274 PCT/ AU2006/ 000706 Tabl e 10

rt Nytya2rarlutrtE7Y w3.irktfw~"<tlLi"ipy
"h'F >C x .. 30200612820 2 Y " Yf nt(. N3 pdY ~ri cAf," perl r
‘1.+2, ¢ ~ !5dt Ha* ~~nML ' f AV v y~—~"""yyYY,, t 1Y<jfi}26~:d-6l0EO76

15PU, R4 Y1~} SEE-47?S e .b 12. - %of staff in reconciliation teamwth LI1
<3 nonths training 17% 17% nunber of itens L12 | processed 1.5 M| 1.5 m|
aver age outstanding duration of unreconciled LI3 itens 3 days 4 days 5 days
7 days 7 days anount of staff resources assigned to performreconciliation

L14 task 12 FTE's 12 Table 11 + , .. ermd10~ n><+ "'~" nb } JDui (ff
ttP~gr | 1i1lt 8 N$ } ax .' ut,y " " A - N, "L_ 41| 8, 5e9

"4E~F&C~r' ' T T e T, - A P EE & E AR %15 BURR 9 7 TR

processed J',V 2 O0a0 it

unreconci | ¢

sone cont r ¢Hs=

This resul §f may i ndi céf’ St E‘ or norg of the follovyi ng sitjuations:| (i) t he
reconci 1at10n team w1th

LI; <3 months training 17% 17%
number of items
Ll processed 1.5 mil 1.5 mil
average ouistanding
duration of unreconciled
Ll; items 3 days 4days | 5days |7 days 7 days
amount of staff

: resources assigned to
perform reconciliation
Ll task 12 FTE's 12

Table 11

average ‘$“amountiof )
1T, items processed 10000 10000

additional handling fees,
interest or charges on
1, unreconciled items 5% 6% 7% 8% 8%

[0063] The operations may reveal that some controls do not impact on any of the
likelihood impact indicators. This result may indicate one or more of the following situations: (i) the
controls are “detective” rather than “preventative,” (ii) some indicators are not properly identified, or

(iii) the controls are redundant.

[0064] Figure 9 illustrates an exemplary process for integrating operational and
compliance risk into risk adjusted performance metrics. Additional, fewer, or different operations
may be performed depending on the embodiment. Further, it may be the case that certain operations
can be performed in a different order. In an operation 910, data and performance metrics are

defined. Such metrics can be different for different groups of an organization. For example,
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controls are "detective" rather than "preventative,"” (ii) some indicators
are not prop&élzig d'(lggzr]]tified, or (iii) the controls are redundant. [0064]
Figure 9 illust % 4n exenpl ary process for integrating @®@gFratzoamah7oand
conpliance risk into risk adjusted performance netrics. Additional, fewer,
or different operations nmnay be perforned dependi ng on the enbodi nent.
Further, it nmay be the case that certain operations can be perforned in a
different order. In an operation 910, data and performance netrics are
defined. Such netrics can be different for different groups of an

or gani zat i GHsingspdivisioanysidepartagnts,JiBSEnAReMEnt JHRESS (WREs FAudBars, Rorrd esbers,

2006/ 12527 U Sj RES Sl \iS) ent i ne
managemnent T%O}é oe{géés%ﬁge%%?&s)@g%ﬁ%%ﬁodregﬁe poard d%%%eg@ng%%%fg%%c%mﬁsf i cers,
and t he suoiwnemancafbendatalidefittfy &eyt risitdbdicatung] agsess tisl amdRostrol@hd p@RrateRraR eSS
owner s canﬂglat gﬁr dat a, %ipgentife/mgg¥ ri sk indicat oks, asse]zag ri sk and
control, affPyerEs REWEPRTEL AoVl Proeess maps, Fexisw Fisk pnd contrplassessment, andyr ocess
nMaps, revi eeenfifylocadGnet@pl Ofler ARARASCHAMDE carfdiCout bEl@NtlehdenBiRGAMEH thBt i CS.

O her functions can be carried out by different entities wthin. the

or gani zat i GFEANEEIRASAPMPRTEES. [ 0065] I n an operation 920, an operati onal
risk calculation is performed. This operational risk calculation can

i nclude the risk calfgodsptd a@%emcyzb,%%{,mmalrr@keﬂan&fantip%e}feﬁndai aHizes

herein. The board of directors can set the operatiognal and conpliance risk

appet it e arBeratinnnlirisk selenlatiop gan igclude the rigkcalowlationp desprifigd twith refergnce'te thg Kiguess ons
and directi : ﬁgﬁé | ' : ' | onal
ri sk capi té‘?‘@glhgh gb%g? cu a?{)ﬂ(s)g&o ﬁg? gl%fpazigﬁﬂ??i eﬁ&gg%c(g)?rgrla gﬁﬁé}{drc?@e%PM .
For exanpl dgvelspdnditoranan revidwsthe baspd's dicisipanarideliredtions din el opegation D34 dhete ivainer s.

| ncentives [l . ' be
cal 1 br at od “URASLA uerARIRI Eorlhalt s SEERRIRBE AR B R Rhuco ekl (ALY,

cal cul at i oiFsr exafdpléSdpetatiomhriskpepitel canrbe @@ ated toralevant gwinks. dndehtives filr lineports are
generated and anal ysi s erforned at I leyel s,of th rgani.zatiqn. .In an
oper ati on é‘?ﬁ?gefsiagépra?ﬁfsﬁg’fwée&g Wnﬁaﬂe ‘t%v@{ﬂtcﬁ/cﬁn ec%&%%‘eaﬂ& a‘ﬁB&“&‘}I%% egj,aseSrOBCess
owner s can realtd fodih the iriskcallataiomnd depl oy resources in accordance wth
operational risk nmetrics and risk adjusted perfornmance nmetrics objectives.

Li ne managenent ca ploy resourges in ac ance with these objectives
and di visi ons or de33%1%%@?%0“;%&&”“%ggﬁ&%?ré} f%Pé’gBPfa igﬁlbmﬁeél ﬁnﬁ@a@m
obj ect i ves perffarmadatafigdvalsiodthe SRnizdlioR CRSE opérititat990,aRk adjdstal produshvigriof i | es

are updated and.,the eval uati on &r ocess ﬁont,i nues. )
managed. For example, process owners can collect risk data and deploy resources in accordance

with operational risk metrics and risk adjusted performance metrics objectives. Line management
can deploy resources in accordance with these objectives and divisions or departments can align
resources according to these objectives. In an operation 960, process structures and/or risk profiles

are updated and the evaluation process continues.

[0067] Figure 10 illustrates a cross-function process map for a credit default swap
process. The process map graphically illustrates operations behind a credit default swap, including a
trade assessment, frade negotiation, and trade execution. Figure 11 illustrates a parent child process
map hierarchy for the credit default swap process. The hierarchy presents the various component
parts that make us the credit default swap. Figure 12 illustrates a top to bottom orientation to the
credit default swap process. Figure 13 illustrates a left-to-right orientation to the credit default swap
process. Such a left-to-right orientation can be depicted in a computer user interface, using

collapsible and expandable folder and sub-folder structures. An example computer interface having
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['0067] Figure 10" illustrat es a cross-function process map for aRCEAU2006/000706

~default swap process. The process map graphically illustrat eRecsivedd? Masch 2007
behind a credit default swap, including a trade assessnent, trade

negotiation, and trade execution. Figure 11 illustrates a parent child
process map Hhehierarchy,depictingtinwelefi-tenight oritatitionlis showrcip Figaredds Figufbié illwsteatcar c hy

i gure 12 111 QPP RRRaR Bl bRl FROF of RebHE BRRAIS T Cor ol

swap process. Figure 13 illustrates a left-to-right orientation to the
credit default swap pl¥6¥Figuredbiiinsintiseicomputer intecfhoe shoviinginter-rgpregation ofikwo

depicted in a t 4 Iy I | labl e
f ol der and Sugﬁ%%g?ﬁg@ﬁ@iﬁ%@?&%ﬁ%m e a(t:%r%pcé rr@rﬁg@%ggmggl@?ng 21
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the hierarchy, Leting in. fi-to-1]ght orient.ati i.$ .shown.i.n Figure
14. Figure 15 lﬂﬁ?ﬁ%ﬁ%@%‘#ﬁ“ﬁf?ﬁ%@ﬁ@% %E?QWM%%@%H?Q%%%%@% ai ni ng
a variety of dieflit defmiditswhp poassehii es. [ 0068] Figure 16 illustrates a conputer
interface show ng inter-aggregation of two risks fora selection valuation

del . Fi o Y _ : ) ' :
node Figure 17 i “St({g?%e'fhe%eﬁx%@& ?Fsg?%gﬁgﬁ“?ﬁ’ﬁ‘émw e,gw@xén;epzagy aggregati on

of risks for all child cesses as a tra ass ment

process. Fi gureabadiments proyides anusberof adiaptages rFor examplp,dbecexempiatymythodology attaches

I'nt er - aggr egat,hLn; i ek S | t8'bdidd ' f aul t
swap processe??&fgg%gf%g&%e?ﬁ%ﬁ%%tﬂ%escr| Eggd(ﬁﬁlggel.n.v.\nmtl 6%2%%3%? to the .
exenpl ary ent9peratinnpkrisks pasirplacbydget/ ofts; ernd LEDS dverto the dndividal epgratipnalrisks sre
exenpl ary net hadohoGyisahd 6 Dﬁ%vel‘ﬁﬂfg&g{s)ﬂﬂig%hfi H\i%%tﬁﬁﬁté&i@&&&& bt iR to:

probability distributions (LPDs) 't processes. erational
ri sks; cont r olowner progese D), farentarocess B, groceshepnprimager depagmenido whigh tp pigesss

oper at i onal T ipgs BubinesfRHAS WhikPEe #Vr)ée& Heigﬂ%s,ga_ﬂa profict &\ethichREd} 62 EeSsudfertnd. al SO

have attributes including but not mte owner process |ID, paren
process | D, process o r, depart t. to i ch the process belongs, .
busi ness unit to whi Cw%@%ggggx "Sh‘ﬂg&qﬁlﬂ@'"ﬂ? ﬁt?&‘fl“p?@‘\g% ch the process

i s suppor ti ngevaludfichiblalifation foethe ritldund eontolidbiailsyof btoindelel [rengsses dvdoess owhidrs and! €

t | uatj.on/ val i dat i the risk and cantrol details of, bot
Povel pr ocessieremRtsavastited € agitn dd il B ineort dhosratdiel P 8inl oo on

t he state andidomatipntpriosts caitnetiny thd sebofAPDs, | Thk exempllacyandtiodblogy istlesignedtboon pri or

support ¢ he. ey s BSheift ottt ISR ST S Hta Rl betchebe R @007, (1
| evel process eshanee the quality of independent reviews. The use of LPDs (LPD{1]: assumed without control
(or, as discussed gbove, with minimum controls defined by management); LPD{2]: assumed with
control assessed by process owner; LPD[3]: assumed with control assessed by independent reviewer,
....efc.) to capture multiple parties’ assessment on risk and control effectiveness enhances the
process/quality of independent review, making it more gtapdardized, accurate, and transparent across
the organization, the user can compare the mean, variance, skewness, kurtosis, other moments,

standard deviation, or correlation coefficients between and amongst loss probability distributions
in order to make useful comparisons. For instance, the process user can compare the historical
mean for a process with an industry mean for that process. Here measurements like skewness can
be especially useful in comparing low frequency, large dollar amount events, such as fraud, as
compared to a respective industry.

{0071] The exemplary methodology enables the inter-aggregation of the set of LPDs for
individual risks of the bottom level processes along the respective hierarchies of the various
attributes (e.g. process/business unit/ department/product/.. .etc.) in order to establish a set of

LPDs for every risk at each process/business unit/department/product. . .etc. in their respective
22
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enhance the quality of independent reviews. The use of LPDs (LPD 1]: assuned
w thout control (or, as discussed above, with m ninum controls defined by
managenment )\WORMH125274 gssumed with control assessed by pr BCEAII2006/069706

LPD 3] : assunmed with control assessed by independent reviewer, ...etc.) to
capture nultiple parties' assessnent on risk and control effectiveness
enhances the process/quality of independent review, making it nore

st andardi zed, accurate, and transparent across the organization, the user
can conpare the nean, variance, skewness, kurtosis, other nonents, standard
devi ati on, hicmrchios.rﬁle@rémﬂammtmddbgymggemweof I (mrb,BDSI] dsoumsedpwithbatbi [ 1ty
di stribution I n otder sons | nst ance,

process u scé)rna'gla(PF REHRR 80"%?35%@3 PFSBQFA:W{@%‘? plgissessef) B% RIOCESS QIVRYT: Iaéﬂ] md ustry
nean for tiaimddvagestirol HaegedBASADaTRR Y &idwek Rtc) FeMidHaut dperataaleRREF IR | Y
useful in conparing low fr | arge, ~dol | ar amount events, such as

fraud, as b%lrﬁareéreroeéseatqueg%g%r/nrecqsrrau@ﬂlr grocgsehiprarchy Terk that evesy pargat
met hodol ogyto&Eakls %%oﬁé%ﬁoddﬂntg%ét 0?9&&%%& LBDs 10f th RepeRfive Eraﬁﬁ riflOrrhisl Ndi vi dual

ri sks of the bottom | evel processes along the resggctlve | erarchies of the
vari ous a%egmmesalr@eﬁonmd@e@mgmﬂrem@n@tluwmrerc phothareitibyiselmct /. . . etc.)

in order ty fo eVer, /bUSI ness
uni ¢ dopar DA Subihs fine BépafHpentpiddhie. o UTh o M3 oL LA SERE V)
2006/ 1252 7n¢sp@€tﬁeA[B%@ﬁd heDapptegatbd wrthe mkpeemre hmclmoseuhph@s o ﬂmtnkimubnirmgy

aggr egat es 3 ts : ont r ol m ni mu

cont oy mepse bolomtlntel bt as mRT AL ey DY prrat St S bineBor (3
assuned Wﬁﬂ‘tsﬁiéﬁﬁrﬁﬁﬂntsgﬁﬂ@ﬁﬁeds by i ndependent reviewer, etc.) for individual
operational risks of the bottomlevel processes ‘to thei r parent processes

26t of hggr egat ed- LR R e LiopBidEidhy RS e rcpeeRupR befe o o LHR" 1O
aggr egat i ofor alsopekBion4) eiElsQt saRk pRCGS rbdsmregs it/ ddjh&trﬁ&ﬁ/ﬁﬁ@hbtv eetd)i igfoarsetvf LeDs ot her

Far as. t ot Ge FROlY o Rl R prooes Biieisabl drbisbasn el 1, TRIBY cba e

up the resag?ergatmeﬂloemb@fmﬁ vm‘fd%@ﬂﬁ?&mﬁdl’n’él&%nddrﬁlﬁfdééb@‘irft@bne sof fLiPDe ft t he
bottom | evel processes are automatically reflected to, all_parent processes

busi ness Wfipediculaaparesshe sme dyalsoperermed fr otherpfiiutes, be- dadiviebbysineisiingdol ogy

enabl es t higphRh&RpRIVES ARL, I10H éﬁ&blés*lﬁe @ﬁtﬁxg@f EaPE&ed L R% (BL) ardPoiiat 4ol risks
at each process/ ’busi ness uni t! art roduct... etc. into 1 set of
LPDs (i . ewith £djof ponfidepp jyel’ (MaB) e]c@llrré?me@@reyermr@eeé&@pswsrm%é@ampw
departnentlgmwcg_o_l&g_t ... etc. PRM

f{0073] The exemplary methodology can provide reports quantifying the organizations
risk capital allocation requirement. Quantitative measures of operational risks such as ‘Expected
Loss’ (EL) and “Value at Risk with x% confidence level’ (VaR) are expressed in dollar terms, and
are readily available with the LPDs for processes, departments, business units, and products. Asa
result, a basis for operational risk capital allocation is readily available for processes, departments,

business units, and products levels using ‘EL’ or “VaR’ as an allocation basis.

[0074] The exemplary methodology provides a means to identify the component of
the organizations risk capital allocation requirement that is attributed to compliance risk. The
process, risk and control analysis prescribed by the methodology, which includes the application of
LID, enables the aggregation of only those LPDs associated with compliance risks. The exemplary

methodology measures control effectiveness based on LPDs and in dollar terms. By comparing LPD
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aggregates sets of LPDs for the various operational risks under a process
into one set of LPDs for that particular process. The sane is al so
performed fowgidogizsaist ri butes, i.e. individual business Ii g}f’ art nent,
product... etc. This enables the reporting of " Expected LosI;s}?r/‘?% 8&%"6
"Value at Risk with x% of confidence level' (VaR) in dollar ternms for every
process! business unit/ departnment/ product... etc. [0073] The exenplary
met hodol ogy can provide reports quantifying the organi zations risk capital
al l ocation requirenent. Quantitative measures of operational risks such as

" Expect ed X% C i Level ' (VaR) are
expressed i hﬁgﬁiﬁ &El'r%onﬂgld and\f’fl %%sﬁ{éne%ﬁgouﬂoﬁggldl(ﬁ xﬁ%}éoc&ﬁ)gﬁ%?e}l? S MBps for
processes, rdamemmalof mﬁdﬁkﬂ%&s%lb&baseﬁmLRDsmddlexlﬁessdéﬁnaollar%mk {e.g.a basis

for operat| r| sk I ca vall e fo rQcesses,
depart ment s @iﬁ’ﬁf‘? 3; &eipg-a EZQ(r?Qn ‘%E"e IBYe 18 as an
al | ocation chﬁfédeby M%ﬂndmalqmml wsmemﬁlhqskﬁhﬁ@m Pro@utt dese. acdmiens to
identify the conponent of &?anl zations risk capital allocation

requi r enentefiepfiitensss mswmn&e&re%s indalar tesme facifitater the Thet-bepaflis aradysis forj cortralnd
control analysis prescribed by the nethodology, whi ch i ncl udes the

application of LIDy W@%@&&ﬂﬁrﬁﬁ%&ﬂ» %}JZG%E%OI‘I’!]B]@)?@})%%HI #seRmhabed
with conpliance risks ogy measures control

he exenpl ar
ef f ect i vendhd canarise frawm anmdm&nfmeém @frbuﬂleqsmoce’aiﬁs cHaipark effpciplorsigthe
SUBSTI TUTE @iﬁﬁ med
with contro aﬁwgﬁ%g%ﬁsﬁgéﬁrwmu? P%é)récf?erg’s?@% F@éﬁ%@%&égﬁg@%ﬁﬁé egéé t he
measur enmentofefiotbeyptacess (@f.f Rrotessi)n dherefore tbﬂ’aﬁuts efProchs:!B)Sepmsmtea(pskds Smdess n
dol l ar ter e, " ected. Loss (E ed ced $n" 1 & d -Val ue-at-Ri sk
W tha xob cont a8t TR hEVRER ol byt e B ERe v kiRt i ccse,
busi ness unwith it, bepantdrEmiove fhe actwoik effecteliat it hisantPrarkss Aof TiRcxbnpimgsitethodology
measur enent, expr ed.in dollar ter cilit t cos nefit analysis
for contr oll'?‘.“ﬁ%otg?%}’ aligygn 'gléﬁi‘ff Qrsyecﬁlf‘?{%GQS’FSéé\?tﬁ’ %%%F‘}CS?LQ ﬁ‘gméorrpl ex
operational risk behavior that can arise froman interdependent network of
busi ness processes. [Néldaldlhkeneaixfpmmetbéchtcgybzputrdsseorrslhﬁamanﬂmg dxﬂeentarlsﬂclslby

successful erfo cess, A the
succese " orBERBEIIRASS o e Erflhi Besb i SunteghRSHiEp mhns ErP RESPiRPL /30

Pr ocelss B ][ﬁslgf Bosinéds The bxeﬁipl?hjamahm is ndt T{x&ﬁl(sjﬁtljlfbhlaﬁﬁm ﬂmuvsﬂubﬂiéymg 1;] or
exanple, O I’;)C°S enoves t e ris I rect clate Wit It
but cannot F&HEH ?j?’% ﬁ%ﬁ%‘?‘k‘a@ﬂe@w PRARTOYIEes Hﬁ‘ga&?’t’i‘e’ér"ﬂ gehRice 85 ex el ary
net hodol ogy umhﬁmbeﬁqdamaﬁvmtaairh@l@h@gfuohﬁo H&Rlop LPDS.PRGhs Yerls®) thelth RS Bgist he

risk of Process B failing.
not completely rehant on historical operational loss data alone.

[0077] The exemplary methodology’s data capture methodology can simplify
management’s task of characterizing the risk and control attributes for processes where there is little
or no data. Processes which have a rich source of high quality data to characterize risk and control
can be used to characterize similar processes for which there is little or no data. In one exemplary
embodiment, an organization has already developed a robust business process view of the
organization, where process definitions are standardized, mapped and well documented, such that a
process hierarchy similar to the hierarchy 200 of Figure 2 is already available or can be easily

produced.

[0078] The hierarchy 200 represents the way business processes are actually managed
and captures the network of process relationships within the organization i.e., how the various

processes interact. From hierarchy 200, a chart 210 is derived which is the parent-child process
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[ 0076] The exenpl ary net hodol ogy captures correlation anong different risks
by <correlation factors. The correlation factors are applied when perform ng
LPD aggr egdYQ &06d252fhe risks involved. The exenpl ary net ReH&UaY$09050¢ 0t
exclusively reliant on the availability of quantitative data. The exenplary
met hodol ogy provi des managenent with the choice to use quantitative or
qualitative data or a blend of both to develop LPDs. In this sense, the

nmet hodol ogy is not conpletely reliant on historical operational |oss data

al one. [0077 he exenpl ary net hodol ogy' s dat a ture met hqdgol ogy .can,
sinplify MeWeEg -ﬂ@’@%w%mcﬁﬁma&_gw '32 Viiigut 1805 fre Reagatogo ks letionship |
attribut ?Sbéctﬂéenﬁﬁe%@xﬁn%ﬁﬂ%ﬁ%ha?rmrh?Fifkg&eb'c&ﬁ 6e€hndé}§toélfjo}de%hﬁininfé"tﬂéesses whi ch
have a rich source of high quality data to characteriZe risk and control
can be use®pPresponging arocess notetion; ni | ar processes for which there is little or
no data. In one exenplary enbodinent, an organi zation has al ready devel oped
a robust business p E Al ' ;

E%"Z?Pd‘? a'skéofid Bfeg@g?yaé%{ %gaeﬁf’?& bl%ﬂress‘mt?gt{fs pgﬁéc?ﬁﬁ Tehot in

definitions are sta zed, nap docurne that a
process hi plecer dhyroesssrinhphienarshy fess hotapessetily n2@i0o bé createfliveforg thepamhirahildy

avai |l abl e gor S| roduced. 4 The  hi er,ar.chy 200 represents

The vy pulbediEfleidfond Bidaled, PEARMSE Lol Al orclS nl ORI I aS8mpREBIFSED 2

process r ebahise ﬁ&hjomplieai;e‘dlt;ﬁme édﬂﬂlﬁﬁﬁggiggtiei’sablhmsﬁip ge]%il i_s&wdx’e@#rektaA;t}v;i?n&ﬁe can ]
rocesses jnteract. ;Fr.om hi.erarchy, .. a chart i s der,ive [ is the

Bar ent - chi #’%ﬁaﬁ}egg’é é‘glllzzé‘lﬁ e"@F‘B@?‘Feﬁ%’m%Oﬁ‘F“t’SV/\F‘FQﬁ“Xﬁ’ﬂW @ﬂiqwlﬁgbwm Y

2006/ 12527 fqisthh bl D6 fR0VEBus lhi'e@:{aﬂi%ﬁ)én@m@jebﬁnétdaﬁeﬁéﬁd. gt S pbddiblets Sin®f | Ni ng

how t he various LPDs are ag regat ed. e relationship between the hjerarchy
200 and chipytifyenly fhetiofiorp devol childpraessssmprafosn bEH eggregaligns Withoyt th,parent-child

cor r espondjReksPRiSHRRAS td}ﬂ&c_%tsj)lﬁ@?recie@iggd%eﬁﬁiﬁo@ tS BP0 BEbréps RO NN tBFRQARK . 2
busi ness process programis not in place. A process map hierarchy does not

necessar i | ipformatipnicen pléll prowide wlieblefuspagempry insights i@ orerdtioepl righ afivsted prdeptivitihy i s
creat ed. ?Jti%ﬂﬁri%ﬁ&d%ﬁt?cp%é&wo} d process hierarchy is not a conpl ex

exerci se ecause the conplicated, tinme consum ng process relationship
detail is not required. Advantage can be gained by utilizing existing
process i nfor mat i on[¥$0] Bhege shillediimthoert wlknpprigeinte kial/the Brvantisa dessyibed hisepiteist | ng

t he i nput ; ' o ' r 4. 1S
possi bl e tgc)l{és' r%ll%d %gtédrllllts ?&y@ﬁé}ﬁ{irﬁgﬁ%ﬁ?%ﬁé@e&fﬁ?ﬁﬁe&&ﬁgb%gkéoglsd bt|§er form
LPD aggr egatderstood thiat the inventivs inpdndesrll-sudhi vadatiops vdaswlifivatons whinh falbwithinge sone

predef i “edsp(i‘ﬁtfakﬁ'kéo&,é)l?ﬁhé 1%vé_l,llgg)m.aggregati on. Under this scenario the
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information can still provide val uabl e managenent insights to operationa

ri sk adjusted productivity, operational risk and control behavior. [0080]
Those skilled in the art will appreciate that the invention described herein
is susceptible to variations and nodifications other than those
specifically described. It should be wunderstood that the invention includes
all such variations and nodifications which fall within the spirit and
scope of the invention. 25 SUBSTI TUTE SHEET (RULE 26) RO AU CLAIMS 1. A
device for facilitating a risk assesqmAMS t he device conprising a processor
with programmed instructions for: identifying a process associated with an
organi zati on, wherein the process is part of a process flow, identifying a
ri sk associ ated w . ’ LAl her ' irical
Gata apout at'leadt e PREAERR ARISIAAE HORE bR E, SHEESERRL L T
t he enpiprogamnttdtinstivoti@dtfad:n at | east three distinct |oss probability
distributions fgr. the identified rjisk conprising: a fLrst di stribytion that
represents a IPFBBUBE FIPEGFeR astQciatist Vidhameredipasion, Wherin theReesss isRFTMén no
control tdsyhbies are used to nmanage the risk; a second distribution that
represents the probability distribution of the |oss event occurring when an
owner of the ijemsifesg auisk gssacie@dwithlthapiocessiy t o nmanage the risk; and a
third distribytion.thaf represents the. ahility distribution of.the |oss
event occur ridrgaiEn s hehEberR ERE sl S b iofe bt Sellost pdedei
control . wgh thEhgkdgyi ce of claim 1, further conprising graphically presenting
the process in a hierarchy of processes, wherein the hierarchy of processes
represents arpregessing deicowpinmal dasetp ebitain apleast 8wee disiéinchloshpiobatilig/distrippionsnt
process. The. .deyi.ce of claim1, wherein processing the enpirical data
conprise%?ﬂwdggggﬁgﬁgﬁﬁn%PQ%W%t period Y of tinme for which the enpirical
data is relevant; afitefdstiibitiongh@ regreend apesiability diefributioeotdllos\@ehthe fir st
period Yin which no risk event occurred;

occurring when no control activities are used to manage the risk;
a second distribution that represents the probability distribution of the loss event
occurring when an owner of the process uses a control activity to manage the risk; and
a third distribution that represents the probability distribution of the loss event

occurring when a party independent of the process assesses the control.

2. The device of claim 1, further comprising graphically presenting the process in a
hierarchy of processes, wherein the hierarchy of processes represents an association between the

process and a child and/or parent process.

3. The device of claim 1, wherein processing the empirical data comprises:

determining a first period Y of time for which the empirical data is relevant;

determining a second period y of time during the first period Y in which no risk event
occurred;

determining a first probability P; of the risk occurring and a second probability Py of the
risk not occurring, wherein Py=y/Y and P;/=1-Py;

determining a number of occurrences of the risk for each year Y-y in which the risk
occurred;

sorting the number of occurrences in ascending order;
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determining a first probability P, of the risk occurring and a second
probability Po of the risk not occurring, wherein Po=y/Y and Pl1=1- Po;
determ ning a nunber of occurrences of the risk for each year Y-y in which
the risk occurred; sorting the nunber of occurrences in ascendi ng order;

26 determning a low, a nedium and a high occurrence range; and determ ning
a probability of occurrence for the | ow occurrence range, the nedium
occurrence range, and the high occurrence range. 4. The device of claim 3,
wher ei n pr ocedesdrmghind1e lavpiniddiah, dhdtatighorgenir&Rs rangdgdndr mining a low L, a
medi um At, and a high Hloss severity range; determning a portion of |osses
that fall wi t9stsAmitiee # BiRbabitty afpcaernes fon thedey osgifEsnrs 1angs, dhggediumng

establ i Smcﬁﬂerﬁ:elré?ﬁ,eﬂgqpé‘ﬂighBEéﬁn‘éhéélrah ition. 5. A device for facilitating a

ri sk assessnent, evi ce€ conprising a processor with programred
instructions for: identifying a first process associated with an
organi zati on, , whergi n, t he Procegs i s .part of grqceas fl ow associated with

a hierarchy; *1dentifeyierige ol ¢lpims¢. whergih pracessinghgerpirialidaie compeisespr ocesss;
obtaining a ficidthg!s fw L Ya AEdiLASH, MUAAE Hildsk seliedity dahpd;i ons assigned to
the first risk, the "first plurality of |10ss probability distributions

i ncl udi ng: a determining & pertibuof tpases et fallopithis thetlewampdivmand highyjlogsissverithut | on
of a Iosrsé event occurring when no control activities are used to nanage the
first risE? a“second distribution that represents the probability

di stribution &fablisiind DRSs prebability@igttilutiong when an owner of the process uses
a control activity to nmanage the first risk; and a third distribution that
represents the probability distribution of the |oss event occurring when a

ty ind t - Fo Py : ' th
First plurality of PoieePERRRmPAREER T (ORI orRtns REPERE! iy’ "°
i nf or mat prografndiedus®ructiorfsefor: i tati ng the ri sk assessment. 6. The device of

claims, fur tiggnrtif}(/:igggrf{rsstip?(gcegsrﬁgorz:iia%e \!v%h EI'I; grsggr?ltzeittlrg) , évngreifnit es ]grogers(sjgsepsait ofa
process flow associated with a hierarchy;
identifying a first risk associated with the first process;
obtaining a first plurality of loss probability distributions assigned to the first risk, the
first plurality of loss probability distributions including:

a first distribution that represents a probability distribution of a loss event
occurring when no control activities are used to manage the first risk;

a second distribution that represents the probability distribution of the loss event
occurring when an owner of the process uses a control activity to manage the first risk;
and

a third distribution that represents the probability distribution of the loss event
occurring when a party independent of the process assesses the control; and
processing the first plurality of loss probability distributions to thereby create the

information for use in facilitating the risk assessment.
6. The device of claim 5, further comprising graphically presenting the first process

in a hierarchy of processes, wherein the hierarchy of processes is such that it represents an

association between the first process and a child and/or parent process.
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in a hierarchy of processes, wherein the hierarchy of processes is such that
it represents an association between the first process and a child and/or
parent process. 27 7. The device of claimb5, wherein the programred
instructions are further configured for: identifying a second process
associated wth the first process; identifying a second risk associ ated
with the second process; and obtaining a second plurality of |oss
probability distributions assigned to the second risk, wherein the
operation of proc i hg. 1 irst ral | | ass._.probabi | Lty distribution
compr i ses aghr egalteuvise M el SonBieth e e Ringt AiRoRiehBR A st

probabi | kénfigdiedtfod:but i ons and at | east one of the second plurality of |oss
probability distributions to obtain at |east one resultant |oss probability
di st ri but i on. idgntifyig agecanderegestassogisted wWith dieditst RIPEESHr ogr ammed i nstruct i ons
are further Wollls I i b Gl . correl ati on between
one of the fi @g@ﬁfgﬁgragsﬁctngrg@ %@g@g?@g@g:&?@f;&ﬁ@?%ﬁ@u“ ons with at |east
one of anot heobtaihinghsetomigilumplityredlloss probhbilitysdistribativabiadsigned to thiesedond riskys or

at least ,one of another. of the second plurality of ,lL.oss.pr.obabilit

G st buthee BoABSH ohagestie BE TR BRI Bt bt aba Y i PR GLBR somerkis 1 ¢y
di stri buh'géigg%tiﬁgﬁﬂ%ﬁ%e biSth& first PRirARESS lo8d [ROBabffty ARELRABAI A ok Rast@REBf N at
| east one resultant |oss probability distributionh. 9. A device for

facil it atliersgcaadiplurilits 9f toss probabilityrdistdbntions tacahigin tlieesy one ssdwtss havi ng
prograrmedo il??%&"‘tt‘i) ns to: identify a first process associated with an

or gani zan(?ﬁ,“ et erir®he process is part of a process flow, identify a
first risk associated with the first process; obtain a first and second | oss
probability distribution assigned to the first risk; and identify a second
process assocfat edTh dayicelod clajm Jt whersiadhesprogigmmedfipstaic esaieifurthel associ at ed
with the gﬂ%%pe%fg_ocess; and obtain a third and fourth | oss probability

0

di stri buti assigned to the second risk; aggregate the first |oss

probabi | ity dolsaiaingutdoefficéandof du@reldtion Getwes:s o aflipdfitst plyratitysodf lossiirotability o

obtain ad{sitr{b?lgiorgsev%i'ijll etltaige}st (l)r%sosf arrjlcr)t%et:)raobfj tlllei, ttlr%t }ﬂlu;saﬁlgyl (%'Ligsis%?éba%ﬁity distributions or at
least one of another of the second plurality of loss probability distributions, wherein processing
the first plurality of loss probability distributions comprises using the coefficient of correlation to

obtain at least one resultant loss probability distribution.

9. A device for facilitating a risk assessment, the device comprising a processor
having programmed instructions to:

identify a first process associated with an organization, wherein the process is part of a
process flow;

identify a first risk associated with the first process;

obtain a first and second loss probability distribution assigned to the first risk; and

identify a second process associated with the first process;

identify a second risk associated with the second process; and

obtain a third and fourth loss probability distribution assigned to the second risk;

aggregate the first loss probability distribution and the third loss probability distribution

to obtain a first resultant loss probability distribution.
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10. The device of claim9, wherein the programed instructions are further
configured to: identify another risk associated with the process; and obtain
anot her | oss probability distribution assigned to the another risk, wherein
the step of processing the first | oss probability distribution conprises
aggregating the first loss probability distribution and the another | oss
probability distribution to obtain the resultant |oss probability. 11. The
device of claim9, wherein the programred instructions are further
configured to obtain a coefficient of correlation between the first |oss
probabi ity di&tri Phd devicearidlairh9ewhieemnbe progsnmiediasiiictions aé firthebut i on,
wherei n pr eSS|ng the first loss probability distribution conprises using
t he coefFWHc FRI8F correlation to obtain a third resultant |oss probability.
12. The devi CgieRfifyShaih? sk dé@tﬁ:‘ia%d\vftﬁ‘ﬁ\ y&gg@gmad instructions are further
configured to gra %hlca |y present an archical representation of
processes. 13 obtmncammhmt loss probapilayndstrinition agsigmod tstha gnotberrisiiuiviertinaglie stgpcei ves

i nfornati n associ,at W th [ oce f an organi zati.on,, the . i nformation
el g BroReSRe ML s aroleRis? A fon Eutt o R BiaiR el Mokl of oo b
pluralit }Srdbﬁblhlgscﬁstﬂbﬁlmnh'tlﬂé’atﬁﬂﬁﬁ* [dspobstiity{dtribiBntd SktaindhdRutAt lobat
conpar es t he Elura ity of loss probability distributions for the risk; and

i nst ruct powebiity. gr aphi cal |y present the process in a hierarchy of processes,
wherein the hierarchy of processes represents an associ ati on between the
process and a child and/or parent process. 14. The device of claim9,

wher ei n the pi1dgr aMh@devidesificlabhi B Mhepsiethe pidgiafimed dRfru@ionedretfortikggr egat e t he
second | oss_probability distribution and the fourth | oss probability

distri buFP'@ffguf"(Sl tg BPTéifha epeliciem @f prsaiationbetwega shedfirstlass HrPWﬂ&V étSFrlbb‘Uf’lil 29
15. The Q%Vsje&ﬁldq{)ss ?Lliﬂ?tsmﬁﬁ(% WHeREh Bo Elﬂgﬁf‘eﬁﬂsgﬁ% rﬂf&ﬁd&ﬂg? Eﬁ)u fig t her

configured to conpare I'rst rés tan oss probabi ity utron to
t he secorompessutiagthelcosficient ofminiclatiby todotsdin i lthitd msultaﬂlﬁloss'ﬁb‘rebzdnelwce of claim
1, wherein the enpirical data is froman external source. 17. The device of
claim9, wherein at |east one of the first, second, third, or fourth |o0ss

probability distri Pyl §Qhte of chiRd! Rk FropRRRd iH&FRtions are further

configured to graphically present an hierarchical representation of processes.

13. A computer program product comprising:

a module that receives information associated with a process of an organization, the
information including a risk associated with the process;

a module that calculates a plurality of loss probability distributions for the risk;

a module that compares the plurality of loss probability distributions for the risk; and

instructions to graphically present the process in a hierarchy of processes, wherein the
hierarchy of processes represents an association between the process and a child and/or parent

process.
14, The device of claim 9, wherein the programmed instructions are further

configured to aggregate the second loss probability distribution and the fourth loss probability

distribution to obtain a second resultant loss probability distribution.
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18. The device of claim5, wherein at |east one of the first plurality of

| oss probability distributions is obtained fromexternal data. 19. The
device of claim7, wherein at | east one of the second plurality of |oss
probability distributions is obtained fromexternal data. 20. The device of
claim1l1, further conprising conparing at |least two of the at least two
distinct |loss probability distributions. 21. The device of claim 20, wherein
the conparison is performed using a statistical nonment. 22. The device of
claim 21, wheregin e,stati.stical nment,is one the foll.owing. .a nean; a
vari ance; a sllgwneig? d%?"??uqif(:i)aé'?lgl;d" %Bergmﬁt’enpr%we dB%U%CL?Wear 23, The
devi ce ofcogfiguréd (§ bomphRrtkd first RSuIGANPHY probabilits dReibbioABsithd SEdd@d destR4nt Yot | ve

of the statistical nonment. 24. The device of claim 23, wherein the

deri vat i weobgbilithdistsibutionst i cal noment is a standard deviation. 30 25. The
device of claim 15, wherein the conparison is perfornmed using a statistical
nmonment. 26. The device of claim25, wherein the conparison is perforned

usi ng a derivaéi veThelevideotlaini IS tvhein the ampiricaltata ¥ fientevéxt@nafsomktai m 5
wherei n processing includes conparing at least two of the first plurality
of | oss probability distributions. 28. The device of claim 27, wherein the
conpari son is yper f ehuBLidiSfithif 95 Wbleft 4t Gkt ondRIBR first2Secodd) il ¥} fRrRf Cl ai m
28, wherein the conparison is perforned using a derivative of the

st ati sti deds prababitity, digt€ibutitneis deeated droof extéradldata, f urt her conpri sing the
operation of conparing the at |least one resultant |oss probability
distribution to another | oss probability distribution. 31. The device of
claim 30, whengin trhedanat §iRlaimGs WhlefPaMaki dng ofl ket firktyHiraRy df$os8 probesiARd
resul tant | oss probability distribution obtained by aggregating at |east one
of the fidisibutiohsiisgbtaineddfom egemplrdatsabi | ity distributions and at |east one
of the second plurality of loss probability distributions.

19.  The device of claim 7, wherein at least one of the second plurality of loss

probability distributions is obtained from external data.

20.  The device of claim 1, further comprising comparing at least two of the at least

two distinct loss probability distributions.

21.  The device of claim 20, wherein the comparison is performed using a statistical

moment.

22.  The device of claim 21, wherein the statistical moment is one the following:

. . t
a mean; a variance; a skewness; a Kurtosis; or an f moment about the mean.

23.  The device of claim 21, wherein the comparison is performed using a derivative

of the statistical moment.

24.  The device of claim 23, wherein the derivative of the statistical moment is a

standard deviation.
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32. The device of claim?7, further conprising the operation of conparing at
| east one of the first plurality of |loss probability distributions and at
| east one of the second plurality of |oss probability distributions. 33.
The device of claim9, wherein the association is hierarchical. 31

25.  The device of claim 15, wherein the comparison is performed using a statistical

moment.

26.  The device of claim 25, wherein the comparison is performed using a derivative

of the statistical moment.

27.  The device of claim 5 wherein processing includes comparing at least two of the

first plurality of loss probability distributions.

28.  The device of claim 27, wherein the comparison is performed using a statistical

moment.

29.  The device of claim 28, wherein the comparison is performed using a derivative

of the statistical moment.

30.  The device of claim 7, further comprising the operation of comparing the at least

one resultant loss probability distribution to another loss probability distribution.

31.  The device of claim 30, wherein the another loss probability distribution is a
second resultant loss probability distribution obtained by aggregating at least one of the first
plurality of loss probability distributions and at least one of the second plurality of loss

probability distributions.
32.  The device of claim 7, further comprising the operation of comparing at least one
of the first plurality of loss probability distributions and at least one of the second plurality of

loss probability distributions.

33.  The device of claim 9, wherein the association is hierarchical.
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