ABSTRACT AUTHENTI CATI ON SYSTEM The aut hentication systemincludes a user
node, a plurality of service nodes, an authentication database storage
unit, an authentication unit, a user information database storage unit, and
a key distribution unit. Each service node is configured to provide a
service corresponding to its domain. The authentication database storage
unit is configured to store a secyet the user node for each domain
The user information database std&ﬁ%%ffaééii s configured to store an
account used for associating a domain with the user node. The key
distribution unit is configured to, upon receiving a domain change request
fromthe GRRfirm ng that the user information database
stores t@i@%@ﬁﬂﬁcﬁéﬁgy%} e user node with a desired donain to which
the user node intends to belong, obtain the secret key of the user node
associated wth the desired domain fromthe authentication database storage
uni t, sand semgde hiithephtAidAadsteoCineludkey ubdd dohg ausieralitPebservibensdebant i cation
unit is configured to create a session key, and encrypt the created session
key wi t h aubigensiestiet dkelyase staresparnitiangutienttiveticeshit edustoneormataond send t he

encrypted session key to the user node. (Figure 1) . '
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provide a service corresponding to its domain. The authentication database storage
unit is configured to store a secret key of the user node for each domain. The user

10  information database storage unit is configured to store an account used for
associating a domain with the user node. The key distribution unit is configured to,
upon receiving a domain change request from the user node and then confirming that
the user information database stores the account associating the user node with a
desired domain to which the user node intends to belong, obtain the secret key of the

15  user node associated with the desired domain from the authentication database
storage unit, and send the obtained secret key to the user node. The authentication
unit is configured to create a session key, and encrypt the created session key with the
secret key corresponding to the desired domain, and send the encrypted session key to
the user node.
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