I TITLE OF THE I NVENTION Invalidity Monitoring
Program Invalidity Monitoring Method and Invalidity
Moni toring System BACKGROUND OF THE | NVENTION Field
of the Invention: [0001] This invention relates to an
invalidity-nonitoring progrAm invalidity-nmonitoring
nmet hod and invalidity-nonitoring systemfor
nonitoring invalid data that causes a conputer to
execute an invalid operation. Description of the
Rel ated Art: [00021 When a conputer is connected to a
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i nternal networks such as an in-office LAN and
BMK@?&L{WQOFW\H@ fWEﬂIﬂ(ﬁN or using anti-virus software in
er nal vvork or individual conputer termnal to
Fieddventthei Inveesidns wi dely performed. In firewalls or
[qﬁﬁL-virys software, it is common for rules for
rmning invalid data from keywords, the |IP address
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I nval i d operation, technology has been disclosed
oneretn.t o patent docunent 1) in which rules for data

being sent to the network such as the a right of

access, sender, type of docunent sent, or the like are
Deset esieimaeet, tharRk lated Axtpossibility of invalidity is
[(ﬂﬁlEFCt ed, transm ssion is

When a computer is connected to a network such as the Internet and

used, it is necessary toprevent the input of invalid data from the outside
as well as prevent the flow of data or the leaking of data from the inside
due to invalid operation of the computer. |In order to prevent the input
of invalid data, placing a firewall between internal networks such as an
in~office LAN and blocking invalid data, or using anti-virus software in
an internal network or individual computer terminal to prevent viruses is
widely performed. In firewalls or anti-virus software, it is common for
rules for determining invalid data from keywords, the IP address of the
sender, or the like to be set in advance, and then determine whether or

not data is invalid data by referencing those rules.

[0003]

On the other hand, as a method for preventing the flow of data due
to invalid operation, technology has been disclosed (refer to patent
document 1} in which rules for data being sent to the network such as the



interrupted. Patent docunment 1: Japanese Patent
Appl i cation Laid-open No.2002-232451 [0004] The
aforementioned firewall, anti-virus software and

i nvention disclosed in patent docunent 1 are each
nmet hods for preventing invatid access to or |eaking
of data froma network. Fbmever invalid operatlon
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external disc. In other words, it is preferred that
0 gitoring of data that executes invalid operation be
g@ ormed not only between a conputer and network, but
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pos rules, a
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perform ng | evel -based determ nati on al one using
nmet hods conpletely different than conventiona
[0gB§hods, it is difficult to detect when an invalid

operatlon that is not in accordance to the stored
rul&lso, as was explained above, current methods for monltormg invalid

data are mainly based on stored rules such as keywords, IP addresses, MAC
addresses, and the like, however, depending on the method used, there are
limits on the contents of rules that can be stored. In order to perform
determination accurately, it is preferable that the number of rules be
increased as much as possible, however, when there are too many rules, a
problem exists in that the processing reauired for determination becomes
heavy. Therefore, it is effective to simplify rules from a variety of
aspects as much as possible and store them, and to employ a system so that
those rules are referenced efficiently

[0006]
Furthermore, level-based invalidity determination has problems in




IS being executed. Therefore, it is effective to be
able to accurately determ ne whether or not there is
a possibility of invalidity by understanding the
operating patterns of new ysers. SUMVARY OF THE

I NVENTI ON [ 0007] Taking into consideration the

probl ens nentioned above, the object of the present

invention is to provide an invalidity-nonitoring,
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UNEFSRNA LR Ehe ADE ALINE DR HREIBR QfoNCUGISET Ay ¢ he
af orementi oned problens is an invalidity-nonitoring

lﬁro ramfor nonitoring invalid data, which causes a
SUMMAIDUOEr THED | ¥YVETUOR an i nval i d operation, and causes
(lika conputer to execute: a step of acquiring

Input/output data that is input or output over a
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i nput/output data is invalid 4 data; and a step of

st oppi ng execution by the input/output data when it
[opggdeternmned in the invalid-data-determnation step

that the input/output data is invalid data; and where

t heh deitrsit nasegato®fr dhe- snvanddgen ufart sedwing the aforementioned

problems is an invalidity-monitoring program for monitoring invalid data,
which causes a computer to execute an invalid operation, and causes the
computer to execute: a step of acouiring input/output data that is input
or output over a network that is connected to the computer, or over an
externally connected bus that connects the computer with an external
device; a step of identifying ID information from the input/output data
for identifying a user; a step of acquiring at least part of the attribute
data corresponding to the ID information from a user-information-storage
unit that stores attribute information for all users having authorization
to use the computer; a step of referencing a determination-rule-storage
unit that stores rules for determining whether the input/output data is
invalid data, and determining whether the input/output data is invalid



determ nation rules that correspond to user
attributes; and in the step of determ ni ng whether
the input/output data is invalid data, references the
determ nation rules that cogrespond to attribute
information acquired in the step of acquiring
attribute information to determ ne whether the
i nput/output data is invalid. [0009] |In this first
dafapeand arstereo§ sgerR iingnexasy t heshiby offiendneistyautmet data when it
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Inﬂet tpuot/data his metalddk, as |ong as the conmputer is
connected to a network and provided with an externally
connected bus. This network includes al | networks
[00Dgkt are capable of sending or receiving data such as

an . d] net or the The ext r nal
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itt he pogyEitel 0f diaersifyotis@yaded he conputer to execute:
a step of referencing the user-information-storage

unit and determ ning whether the user correspondi ng
[obpojt he ID information has authorization to use the
conputer and a step of stopping operation by the
this first aspect of the invention, the computér can be used as

aclient, or can be used as a server over the network, as long as the computer
is connected to a network and provided with an externally connected bus.
This network includes all networks that are capable of sending or receiving
data such as an LAN, dial-up network or the like. The external device
includes all peripheral devices that can be connected to a computer via
an external ly connected bus such as a printer, drive or the like. Invalid
data is data related to invalid operation of the computer, such as an
instruction to send a file to the outside that is prohibited to be sent,
operation by an unauthorized user, etc. A user’s age, sex, department,
position, or the like can be used as user attribute information

[0011]



I nput/out put data when it is determned in the step of
determ ning authorization that there is no

authorization to use the computer; and where the step

of determ ning authorization is executed before the

step of determ ning whether the input/output data is
invalid data; and when it is determned in the step

of determining authorization that there is no
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profile-storage unit that store og ta related t
the input/output data as profiles for each user, and
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[0013]

Furthermore, this first aspect of the invention can also cause the
computer to execute a step of referencinga profile-storageunit that stores
log data related to the input/cutput data as profiles for each user, and
comparing the input/output data that was acguired in the data-acquisition
step with the normal operation trend of the user to determine whether
operation is unusual; and stops the operation executed by the input/output
data in the step of stopping operation executed by the input/output data
also when it is determined in the step of determining whether operation



referencing the profile in question and determ ning
whet her or not the user is perform ng unusua
operation, it is possible to determ ne when there is
a possibility that a third rty i s posing as an
aut hori zed user, which could not be determ ned by
rules and to determ ne operation, which even though
in the range of being authorized, could be
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Furthermore, this first aspect of the invention can also stop the
process of executing adriver in the step of stopping the operation executed
by the input/output data when the input/output data is acquired from an
externally connected bus in the step of acaquiring input/output data.

[0017]

In this first aspect of the invention, when it is determined that the
process being executed by the computer is an invalid operation, processing
is performed so that the execution of that operation is auickly stopped.
When the process being executed is sending or receiving data over a network,
it is possible to prevent leakage of information due to transmission of
data to the outside by performing a process of interrupting the session
being executed. When the process being executed is for operating an



operation, and causes the conputer to execute: a step
of acquiring input/output data that is input or
out put over a network that 4s connected to the
conmputer, or over an externally connected bus that
connects the conputer with an external device; a step
of identifying ID information from the input/output
dat a for identifying a user; a step of acquiring at
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determined in the step of determining whether the input/output data is
invalid that the input/output data is invalid data; and where the
determination-rule-storage wunit stores determination rules that
correspond to user attributes; and in the step of determining whether the
input/output data is invalid data, references the determination rules that
correspond to attribute information acquired in the step of acauiring
attribute information and determines whether said input/output data is
invalid data.
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Instead of stopping the process being executed by that data when it
isdetermined that the input/output data is invalid data in the first aspect



invalidity-nonitoring program Al so, they can be
constructed as an invalidity-nonitoring systemthat
uses the aforenentioned invalidity-nonitoring
program [00211 In other wigds, the first aspect of
the invention could also be constructed as an inval
idity-nonitoring systemfor nonitoring invalid data,
whi ch causes a conputer to execu%e an_invalid .
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first aspect of the Invention can al so conprise
information from the input/output data for iden |fy|ng a user; a
user-information-storage means that stores attribute information for all
users having authorization to use the computer; an attribute-information
acquisition means that acauires at least part of the attribute data
corresponding to the ID information from the user-information-storage
means; a determination-rule-storage means that stores rules for
determining whether the input/output data is invalid data; an
invalid-data-determination means that references the
determination-rule-storage means, and determines whether the input/output
data is invalid data; and a stoppage means that stops execution by the
input/output data when it is determined by the invalid-data-determination
means that the input/output data is invalid data; and where the
determination-rule-storage means stores determination rules that



use- aut hori zati on-determ nati on neans that references

the wuser-information-storage neans and determ nes

whet her the user corresponding to the ID information

has authorization to use te conputer; and where the

st oppage neans al so stops operation executed by the

i nput/output data when it is determ ned by the

use-aut hori zati on-determ nati on nmeans that there is no
coxnesnonidz ba iuser tad tr il esheandohipitieval idndata-determination means

rofBF e, A R AL Rl BT onc b BB RO g ribute

informat idet egquined! byy the hettribute-information-acquisition means to
Cle;tse authorlzat on det9rnb? tion neans that there is no
& ©H

{ThGHE; %?‘ihé'ﬁ he 10 ofptn ds, ¥alidast one of

follow ng; the attribute-information-acquisition
means or the invalid-data-determ nation nmeans is not
[08%2C ut ed. [0023] Also, the first aspect of the

i nv | n S ro t
st oﬁems ﬁggggatags%r%gr at(gfd ?(]J'l@t heh\%eﬁﬁﬁéfoﬁ(ﬁﬁ maga a (!b?n?rlse
us;ermtﬁthoesszeftonnewlermsrﬁrtlomnd anans that references the
-oFe ratjon- detern1nat|8n ans. that ﬁufreqﬁ
”Steﬁe "ﬁ?"&ﬂ? ONSPHITABE nEEANS aARd cotRiErRINGSpMPEHIR Ui user
ccﬁaéﬁaonﬂhﬁ’é tBas e AQALH foea fontHas zﬂﬁh@r AP ithiuge tMeaftmputer;
the normal operation trend of the user to

argetwé]?ﬁ?né hevn&EAPERAES pBRANS A SPs StERSs LRAerabil vixecuted by the
m%HPM?ﬁBGt meang 1al so g@pps the opgiati OH‘eFe’Fﬁ‘?r&’%oed bxy the

e |nput/output data when It is determned
usanwtsﬂmnngdenatdemrmmdnam meanert hadathe re his noozpdmatlnrt ion to

usep 4 KGHRe o E e i e hnrddt ekl | BT B 7S o vated

berfooe:ethe iakal m—datafrdtertagnlaasaﬂsmmswmm whee it |s determined by

dat a- acqui si t means uired inp /output
the Ut 20 TRAVGR KON SO Tn44] 0 Hicaito At | et he 5§ ap Thor i zat fon
t0a5p§§é ofthé he ciofiNigtelr, | OMat t hgefftopPae rrgans fRAMoWiln@P  the
process of executing a driver when the

atdét'@i-lt&cdqufoé’iﬂﬁtmﬁ] AeHS  TEqui red i MPARY out put @At a the
inva PI9-38t £24eG 6 AfinaY | PGS 64 R4S executed.

[0023]

Also, the first aspect of the invention can comprise: a
profile-storage means that stores log data related to the input/output data
as profiles for each user; and an unusual-operation-determination means
that references the profile-storage means and compares input/output data
that was acquired by the data—acquisition means with the normal operation
trend of the user to determine whether operation is unusual; and where the
stoppage means also stops the operation executed by the input/output data
when it is determined by the unusual-operation-determination means that
operation is unusual.

[6024]



[0026] The second aspect of the invention could also

be constructed as an invalidity-nonitoring systemfor
nonitoring invalid data, which causes a conputer to
execute an invalid operatign, and conprising: a

dat a- acqui si ti on nmeans that acquires input/output data
that is input or output over a network that is

connected to the conputer, or over an externally
conMr@oser.bug theat i coinaseeet ohetheohpiendioni tthe sxtoppage means

X | . - | C o e
CHLHATE, 8 BRLESE or I e BV R PRI Bl sl ion
meanpuadonit gditi nplat /autort iddentfirbyi ngedwarker; a user-

i nformati on-storage neans that stores attribute

information for all users having authorization to use
[0pPg§] conputer; an attribute-information acquisition

means that acquires at |east part of the attribute

dat B te8FRaEEpoidt hegf trs trase e bof ihgr ifen bionf ride stegpage means
calf>Ptop {1l PEgERES %'F'e%(tee[lf"ﬂg a JPVEY ytikn the data-acquisitjon means

eterm nation-rul e-storage neans Tor stofing ruleés 1or
acdei eadhii nputg oubaitthdata Heom rapuextarmplty danmedtedi busal i d

data; an invalid-data-determ nation neans that

references the determnation-rule-storage neans, and
[0d@6kr m ni ng whet her the input/output data is invalid

datpa; and notification nmeans that oﬁifies t he
tor THenareasd ﬁg)%eﬂaﬁtt&!_a isvenhion,sey | o SUbEnFANSLALGred as an
ingﬁﬁfdi_ttKJemd?ﬁ_‘?b?‘Frilgogystléﬁ' th} ﬁdﬁﬁ\(/t‘\gffﬁfk :?Nvafltsiﬁofiartﬁytv(h%ﬁ R't)éyses a

ata is an invalid operation when it eterm ned
compiét arnv 40i dewegldedeadr mnvwatli dn oexatiarhat ande comprising: a

Ma]o [1S, 4 d.d. d; : I S
das BPHuPRl Bh A3 tiae, BBl R SRR/ GRBWYIBEE, Il dgeut or
outpliesoveinat hétwookr éspiond tconnsstedatd r thuteesputerd vheover an

inval i d-data-determ nation neaps . references the
exdBY B G0 Lo 8 (HRak RSB LD e COMBter  ikle an external
devE@r M4 | QD- Pefding BONBYddie f AddtibRULRans = that identifies ID
) |nfornat|2n-ach|sLt|on nmeans to determ ne whet her
'"_tfﬂ@"ﬁtrﬁp@t 5 plibe dé'ﬁlﬁlti/_ﬁutﬂNaldad:a [feo27identifiving hias user: a
us'eF‘”ﬁf'fB‘rlﬁ’aybipo@l‘?JrH?E”ﬂeQﬁé rfﬂat %E@"ésdafjﬁ.ti%u‘(‘@!iﬁ?oﬁﬁtﬁﬁﬁj f8r all

conputer to executé an 1nvalid operation, it Is
uspos siaking ewthosti zathiop teoose dhe computer; an attribute-information
acquisition means that acauires at least part of the attribute data
corresponding to the ID information from the user-information-storage
means; a determination-rule-storage means for storing rules for
determining whether the input/output data is invalid data; an
invalid-data-determination means that references the
determination-rule-storage means, and determining whether the
input/output data is invalid data; and a notification means that notifies
the terminal being operated by the user or administrator that the operation
being executed by the input/output data is an invalid operation when it
is determined by the invalid-data-determination means that the
input/output data is invalid data; and where the

determination-rule-storage means stores determination rules that



data that is input or output over a network, but also
nmonitor data that is input or output between the

conmput er and an external device, making it possible

to prevent the | eakage of jnfornmation due to invalid

out put of data by an unauthorized person or by a

person posing as an author ized person. [00281 Also,

by using user attribute information that is registered

carrreawmwd:e iser lrte ibutes;iardmthe tinival pbsdsta)’rdetammeﬁlon means
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plyin ossi bl e to nmake the process o
A3l 38 ApIcTn g (18RY/OURBHG 9814 s Bl ur L her mor e,
by recordi ng an operation |log for each user as user
rofiles, it becones possible to identify patterns of
dsual operation that cannot be determ ned using
ruI t S l; r:
tnefEth s Db or  wAER AR ForirR PELAIY PRAIET ] oaused o

capuber doekecltzan usel j d aperatoomef £ii siposs rtdertantnatmnly monitor
n the rang
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|§7¢hlﬁlﬂ| by oﬁ)ﬁﬁfﬂb@meeﬁﬂﬁcm&ém%% Efte-Fh'El @BﬁWé\'Cﬁaklng it

Gg is a draw ng ShOMAng an_ exanpl e of
PGSV ale dot gltfmsﬁttthe. hepkagp <q eﬁﬂfaﬂr"@ﬁéﬂfbrdégetrﬂ Tnvakdde pwtput of

datcféaéy_ érﬁu@%ﬁoﬁ%d'ﬁ‘é?kér%i ) a?e?ﬁﬁﬁ"ﬁ’éé‘i ng as!d# arkhbPi Z&d person.

raw ng oW ng an exanpl e
invalidity-nonitoring systemof the present invention
[mQ?L is used for nonitoring the connection with
rnal devices. FIG 3 is a drawing show ng the
I nsAkdd, athiyons presiuseona pifribhite infeamdtdiohythatniitsoregistered in

ad7RBER ATt 016 THost TEoRt BRRSAPY bntysatndarions rules for

det@vmlmwgtynmmdﬁ of.i NV EM By tueengﬂaeﬁmuﬂenwwnmmn to
FIG 5 is a block diagramshow ng a second

ded@fini nfurdiett ber ofherpe iSi aniIOr d7atioRoh0 t BS8 nihescomewiesr before
aﬂepggr%ﬁ EI?FE:SE tlﬁel\%fﬂlfes,s?ﬂlet fd &l%e?%ngZp rsbr(]:g 9%?9{%@Wiﬁ@i%l idity
ma reved fii di ent- nokirttbe i may es yist eecootl i nhen mpeszhitoni logehar each user
as user profiles, it becomes possible to identify patterns of unusual
operation that cannot be determined using rules, and thus it is possible
to determine whether there is a possibility that a third party is posing
as an authorized user, and to determine operation, which even though it
is in the range of being authorized, could be an invalid operation that

is not normally executed.

BRIEF EXPLANATION OF THE DRAWINGS
FIG 1 is a drawing showing an example of the invalidity-monitoring
system of the present invention that is used for monitoring a network.
FIG. 2 is a drawing showing an example of the invalidity-monitoring
system of the present invention that is used for monitoring the connection



FIG 7 is a drawing show ng an exanple of the inval
idity-rule-storage wunit of the invalidity-nonitoring
system of the present invention. FIG 8 is a flowhart
showi ng the flow of the inyalidity-nmonitoring program
of the present invention. DESCRI PTI ON OF THE PREFERRED
EMBODI MENTS [0029] The preferred enbodi ments of the

ven |, be explained in detail below using the
ﬂb ha |$h@'§ﬁ%odlnents expl ai ned bel ow are only
exappg.es3 %‘dat ld?awh\ée%“nbﬂﬂmst Otlgs't?lta‘%%ﬁ Opddi@§6n of the
enbodi nents. [0 are draw ngs
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The invalidity-nmonitoring systemof this invention is
Progham ol bhe rﬂ’é%sﬁfﬁl Y&l 8'@)r| ng various kinds of data

that flow over a network, but is also capable of

moni toring an _external ly connected bus for connecting
DESER | RENON ITHEeRREEBERED%MEQmMQNB%t put apparatus such
[R29R printer and the |I ike, and external nenory

apparatus such as an external disk drive and the I|ike.

As Beoprefienr &d enbadimemis ofvied ¥iany i oromi Liobé exp yiatémm detail

oelow Bane PhEnBE RSBt (B (EMUTHLS 5H51alned{balow are only

exaddll esandnd N@el MwhBESn i8N6hiCaim regi wrth@sé‘%?m% #nen®s.
can be located in a nail server, and can nonitor

sendi ng and receiving of e-mail that IS
[0030]

FIG 1 and FIG 2 are drawings showing examples of using the
invalidity-monitoring system of this invention to monitor a network and
to monitor the connection with external devices. FIG 3 is a drawing
showing the installation position of the invalidity-monitoring system of
the invention. FIG 4 and FIG 5 are block diagrams showing a first and
second configuration of the invalidity-monitoring system of the invention.
FIG 6 is a drawing showing an example of the user-data-storage unit of
the invalidity-monitoring system of the invention. FIG 7 is a drawing
showing an example of the invalidity-rule-storage unit of the
invalidity-monitoring system of the invention. FIG. 8 is a flowchart
showing the flow of the invalidity-monitoring program of the invention.




exchanged over a network. Al so, it can be used for
nmonitoring segnents in an internal network, or can
al so be used for nonitoring connections between
i ndi vi dual user term nals and network, or connections
bet ween individual user term nals and externa
devices. [0032] FIG 1 is &R exanple of the case when
the systemis used for nonitoring a network, and the
invalidity-nonitoring systemof this invention is
[(ognbtructed so that it conprises: an
invalidity- nDn|tor|ng server 10, a_ user-data-storage
uni TheLanwald dahy maoatqrdngwlsmr@o%ttdﬂﬂag@vgrmt on16s canedle of not
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capad | e hef Imunertoe'tn,g and exbevinadt s conmect ehiage for mnmlcitdzlng to
n1the e i nt ernal tmor or can,be s .
extaLfa | BEVICEP GoETldinE puThEY ABiarAZh Rhttae PTaRLET and the 1ike
armiogi tephs| mbiolyeaipaset ey sudhuglahdexdatiali Bi sedrBet sndothe | ike.
the inte | .network. [00331 The
AS SRQHN; H)@ mBnitherinyg/ bdérts‘le’i‘onltbo'éld"@Lﬁlfséﬁm Af thds irwention can
bé F&-bttéEP%pH\;e éﬁ%ﬁﬂ B@Fwefehoa‘ﬁslrﬁle?ﬁ‘ﬂl hBEydPR! ‘ﬁ’ﬂ[:llf a§rb‘#| in-office
acquires information fromt user - dat a- storage un
LAND artd dbednterndie znd cammoestof atrtedwader onhmni lse Iocated in a

iy SEEBr Sand ey SR ShodiBE and h STk s Fnaif o that s
emtealegtm overg ai nyadorki t lagcartdeang bbousedheéomatrion i turting sv‘gments
user, are, st in the i vaI|d| e uni

g 4R hethGth A« Snahq Qs Kepthdy lonig0r the conrect ians

bertwé@rr CiMASFi duag usemv@rhidald and YretWotk, € 0¥t @6r?r€la%t%h§ thetween
for ref erenc 1 ng the genera I rul es for

”@ét’lﬁ% Ny it BKmHINR s t%ﬂdréﬂeﬂtréél tdVvi 6R$- i nput / out put
data, and references the rules corresponding to the
attributes acquired f romthe user-data-storage unit

(00323 n order to determ ne whether or not the

' npﬂ%oﬁtlggpeqxﬁ'np]gehﬁf ttﬁé’%'g'séjmgo“c}ae ﬂge/mol“st R¥ 8 foni toring

a Iﬂ’@\tﬁblrldl tayid momg t iovviaih ixd ﬁ@FM@TltbQIr@%@Qmﬁ dir Q%¢§S|Mn1t00n is
e se siagn for which input/output is bein

Coﬁé?’f'&ttﬁgoso[t B41 cmn@sezs.gnawvak |vem%6wwgg3%ver 10, a
usePsdatehetbrae Vgt $Mdrd BRCethva®idity-rule-storage unit 13. The
invalidity-monitoring server 10 can be such that it is located in the
gateway between an internal network and the Internet, and monitors the
leakage of invalid data from the entire internal network, or can be such
that it is located in an internal network, and monitors the |eakage of
invalid data in segments of the internal network.

[0033]
The invalidity-monitoring server 10 acquires all of the input/output

data that flows along the network and acquires information from the
user—-data-storage unit 12 related to the attributes of the user who is
performing input/output of data. In addition to general rules for




nmoni toring an externally connected bus, where the
invalidity-nonitoring systemof the invention is
constructed so that it co i ses: an
invalidity-nmonitoring progr%m 11 that is stored in the
HOD 214 of a Processing apparatus 210, a
user-data-storage un i t 12 and an i nva | i
ty-ru .l e:-stor un i .t 13: and where the ro ama
destsh i ngaiald & Hatbad s ofire AEtandes e TN AEh 20a N to
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blogki the sessiod fomwhich iidput/optput Iisebesingreeydoamed. t

i nthe HOD 214, and used. In the processing
apparatus, it is also possible to use another nenory
[Oﬁad]l um such as a f | ash nenory that i s capab | e

r |n a Program i.nst ado 214 t hat
st offéﬁ 2nis Ao ¥ AR e@%eesﬁe Rt wthﬁeﬁ SEsteg, 6§r'%§ﬁ1d for
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e externa |y connec
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ata uni.t bo the attributes,.of fhe
RET I3 P Ska st 17 i Mera 08 foktiT bE R eRied fita are
reddt drom ntied DD @ 4t thn?nlﬁdrﬁhor IHegesi sf Cefxedﬁe@[ mafRd N@omputation
invalid data, rules for determnin

Procedy dienig wfeereqd tat the ByACEss Higanpa ? ﬁo thL”ythe processing
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ofﬁbﬁ{t%??;hﬁﬂr{gtl”stegp;g?rdﬁ{e BiorgbcuPet Mionitoring by the
invalidity-monitoring program 11 that is stored in the HDD 214, and using
RAM 212 that functions as a work area for the invalidity-monitoring program
11, performs computation processing. In the computation process of the
invalidity-monitoring program 11, necessary data are read from the
user-data-storage unit 12 and invalidity-rule-storage unit 13 in the HDD
214, and used. In the processing apparatus, it is also possible to use

another memory medium, such as a flash memory that is capable of storing

a program instead of the HDD 214 that stores the program




13, the invalidity-nonitoring program 11 executes
processing for determ ning whether the instruction
data corresponds to attribute rules acquired fromthe
user-dat a-storage unit 12./%For instruction data that
Is determned to be invalid, the invalidity-nonitoring
program 11 executes processing to stop the processing
executed by the driver program 22, for exanple,
[@kﬁiutes a process such as stopping a print out, or

sto
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[0036]

The method by the invalidity-monitoring server 10 shown in FIG 1,
and the invalidity-monitoring program 11 shown in FIG. 2 for determining
invalidity will be explained in further detail using FIG. 4 and FIG 5.
FIG. 4 shows a determination method in which rules according to user
attributes are added to general rules for determining invalidity, and FIG.
o shows a system in which not only is determination performed on a rule
basis, but inwhich operating patterns are determined fromprofiles of each
user, and invalidity is determined when there is unusual operation.

[0037]



network or on an externally connected bus. The

acquired data includes ID data for identifying the

user executing the operation related to the data. The

ID data is specified by thi& login ID or the |ike when

a user logins to a conmputer. [0039] The

i nval i d-operation-determ nation unit 15 acquires user
attribute information fromthe user-data-storage unit

12 Pebprmématiespeindavals di he assshown b0 fdGa 4 Hat peformed in the

oA £ W hh i S AT BSINFL L 18R 1t 14 AealirE dtal Bn A will
exarrpleo user "attribute I nformati on at 1s stored
beé n the temetdatod- stvarladetwni dete2mimdtdor re¢herds having  an
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former are rules that are generally used for

determining invalidity based on a keyword, URL, ID
[(Ad@] ess, MAC address or the | ike. The latter are

rules such as operation authorization that is set for
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nedFBAL LI ER aﬁ)re{mfn!ﬁ I Pf%ﬁﬁé)d"t'ed[b%“lrhe':e{c%u i Eef'ﬂ?’(‘?éﬁ‘@ludes 1D
exanpl'e of detefm nation rul'és that are set accordi hg
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only ful I-tinme enployees are given authorization to

send e-nmail. For exanple, when a nurse intern tries
[g’ggg}send e-mail in the exanple shown in FIG 6, it is

eterm ned that
The invalid-operation-determination unit 15 acauires user attribute

information from the user-data-storage unit 12 that corresponds to the user
ID data that was acauired by the data-acquisition unit 14. FIG 6 is an
example of user attribute information that is stored in the
user-data-storage unit 12, where records for each user store a user ID,
and attribute information such as department, work type, and the like.

[0040]

Next, the invalid-operation-determination unit 15 references the
invalidity-rule-storage unit 13 and determines whether or not the data
acquired by the data-acquisition unit 14 corresponds to a rule determining
that it is invalid data. General rules for determining invalidity
regardless of user attributes, and attribute rules that determine



the intern is not authorized to send e-nmail, and the

a-mai | sending process is stopped. [00421 When the

i nval i d-operati on-determ nation unit 15 determ nes

that the operation relatgq to the acquired data is an
invalid operation in this'way, the

i nterruption-processi ng-execution unit 16 executes a
process for stopping the process executed by that

urapdhertiized. eventst RECoibings toa user oakimyuptoctds stored in the
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user attribute information from the user-data-storage
unit 12, or when the user IDis invalid due to the /g
[G04d] r ement of the user or the like, access is taken to
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. &a a%QUISItIO unit 14 acquires data for invalidity
'Yt ®fh%ati on, the invalid- oper ati on-determ nati on
unit 15 determi nes whether there is invalid oper ati on
dﬂ4 rul e basis, an unusual - operati on-determ nation
(0042 18 determ nes whether there is invalid operation

fr ofn&PeRet h N i B2 e®h Pion-determination unit 15 determines that the
operation related to the acquired data is an invalid operation in this way,
the interruption-processing-execution unit 16 executes a process for
stopping the process executed by that operation. In other words, a
blocking process is executed for the data that is input or output over the
network for the session for which input/output was performed, or processing
such as stopping a print out or stopping writing to an external disc is
executed for the execution-processing data that is sent to an externally
connected bus.

[0043]

In the invalid-operation-determination unit 15, when there is no data
corresponding to the user ID when acouiringuser attribute information from
the user—data—-storage unit 12, or when the user 1D is invalid due to the



for each of the user and not on a rule basis, and the
i nterruption-processing-execution unit 16 stops the
process in question. As in the case shown in FIG 4,
these units do not need to 9@ physically separated
from each other, but can be stored in the HDD 214 as
parts of the invalidity-nonitoring program 11 that
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does not usually operate or when the user executes a
theei il nd i ipp@onFt ospeg arperamihehatexecwias then emb casde read

in order by the CPU 211 that executes computation processing with RAM 212
functioning as a work area.

[0045]

Also in FIG. 5, the processing of having the data-acquisition unit
4 acaquire  target data for  determination, having  the
invalid-operation-determination unit 15 determine on a rule basis whether
there is invalid operation, and having the
interruption-processing-execution unit 16 stop the process in dquestion,
is the same as the processing shown in FIG 4. This configuration is
characterized in that a profile-creation unit 19 creates profiles for each
user, and the unusual-operation-determination unit 18 determines whether



does not normally execute, it is determ ned that there
is a possibility that the user executes an invalid
operation, or that a third party is posing as an

aut hori zed user using sonpgone else's ID, and the
process is interrupted. '[[0047] The operation
patterns that are registered in the user profiles 17
can be created fromdata that is used in the
thesteed i imya l ish opgratien frenstid oppeatdng dratdetns af reachouser.
unit 18, and user attribute information fromthe
user-data-storage unit 12. It is also possible to use
[G046bg of data acquired by the data-acquisition unit
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[0047]

The operation patterns that are registered in the user profiles 17
can be created from data that is used in the determination by the
unusual-operation-determination unit 18, and user attribute information
from the user-data-storage unit 12. It is also possible to use a log of
data acquired by the data-acauisitionunit 14. The profiles can be updated
by an online process that is executed each time new data is acquired. or
can be updated by periodic batch processing

[0048]
There is a "knowledge engine” in the unusual-operation-determination
unit 18 for comparing operation with user profiles 17 and determining



wi || be explained using the flowhart shown in FIG 8.
First, the program acquires input/output data that is
flow ng on the network or externally connected bus,
and the I D of the operatorsd hat executed the operation
related to that input/output data (SO01). For the
acquired I D, the program references the user dat abase

that stores user attribute information (S02),
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en the attributes correspond, the program determ nes
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correspo program determnes that e operation
is proper, and the operation related to that
[dﬂ%ﬁ}‘”o“t put data is executed as is. WHAT | S CLAI MED
1. An invalidity-nmonitoring programfor nonitoring
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related to that input/output data (S01). For the acquired ID, the program
references the user database that stores user attribute information (S02),
and when that ID does not exist in the user database (S03), determines that
operation is by an unauthorized party, and executes processing to stop the
operation related to that input/output data (S08).

[0051]

When the ID exists in the user database (S03), the program acquires
attribute information related to that ID from the user database (S04).
Next, the program references the rule database (S05), and determines
whether the acauired attributes correspond to the rules set for the
attributes (S06). When the attributes correspond, the program determines



a step of identifying IDinformation from said

i nput/output data for identifying a user; a step of
acquiring at least part of the attribute data
corresponding to said ID i nfornatlon froma
user-information-storage uﬁ%t that stores attribute
information for all users having authorlzation to use

said conputer; a step of referencing
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a step of acauiring at least part of the attribute data corresponding

to said ID information from a user-information-storage unit that stores
attribute information for all users having authorization to use said
computer;

a step of referencing a determination-rule-storage unit that stores
rules for determining whether said input/output data is invalid data, and
determining whether said input/output data is invalid data; and

a step of stopping execution by said input/output data when it is
determined in said invalid-data-determination step that said input/output
data is invalid data; wherein

said determination—rule-storage unit stores determination rules that
correspond to user attributes; and

in said step of determining whether said input/output data is invalid



attribute information or said step of determ ning

whet her said input/output data is invalid data. | The

invalidity-nonitoring programof claim1 that causes

said conputer to execute: a step of referencing a

profile-storage unit that 2t or es log data related to

said input/output data as Profiles for each user, and
i nput /out put data that was acqui red
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3. The invalidity-monitoring program of claim 1 that causes said
computer to execute:

a step of referencing a profile-storage unit that stores log data
related to said input/output data as profiles for each user, and comparing
input/output data that was acquired in said data-acquisition step with the
normal operation trend of said user to determine whether operation is
unusual ; and

stopping the operation executed by said input/output data in said step
of stopping operation executed by said input/output data also when it is
determined in said step of determining whether operation is unusual that
operation is unusual.



to said IDinformation froma user-information-storage
unit that stores attribute information for all users
havi ng aut hori zation to use said conputer; a step of
referencing a deterninatlg -rul e-storage unit that
stores rules for determhi'ng whether said
i nput/output data is invalid data, and determ ning
whet her said input/output data is ipvalid daga; a
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|nmuvAhﬂdutxmnanitoring met hod for nonitoring invalid
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to said ID information from a user—information-storage unit that stores
attribute information for all users having authorization to use said
computer;

a step of referencing a determination-rule-storage unit that stores
rules for determining whether said input/output data is invalid data and
determining whether said input/output data is invalid data; and

a step of notifying the terminal being operated by said user or
administrator that the operation being executed by said input/output data
is an invalid operation when it is determined in said step of determining
whether said input/output data is invalid that said input/output data is
invalid data; wherein

said determination-rule-storage unit stores determination rules that




invalid data, and determ nes whether said input/output

data is invalid data; and a step whereby said
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invalid operation, conprising: a step whereby said
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operation being executed by said input/output data is

taabse Saddi ePmpPéeati on when it is deternined in said
a step whereby said computer references a determination-rule-storage

unit that stores rules for determining whether said input/output data is
invalid data, and determines whether said input/output data is invalid
data, and

a step whereby said computer stops execution by said input/output data
when it is determined in said invalid-data-determination step that said
input/output data is invalid data; wherein

said determination-rule-storage unit stores determination rules that
correspond to user attributes; and

insaid step of determining whether said input/output data is invalid
data, references said determination rules that correspond to attribute
information acquired in said step of acquiring attribute information to
determine whether said input/output data is invalid.



step of determ ning whether said input/output data is
invalid that said input/output data is invalid data;
wherein said determ nation-rul e-storage unit stores
determ nation rules that rrespond to user
attributes; and in said sﬁég of determ ni ng whet her
said input/output data is invalid data, references

said determination rules that correspond to attribute
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step of determining whether said input/output data is invalid that said
input/output data is invalid data; wherein

said determination-rule-storage unit stores determination rules that
correspond to user attributes; and

insaid step of determining whether said input/output data is invalid
data, references said determination rules that correspond to attribute
information acquired in said step of acquiring attribute information to

determine whether said input/output data is invalid.

9. An invalidity-monitoring system for monitoring invalid data, which
causes a computer to execute an invalid operation, and comprising:

a data—acquisition means for acquiring input/output data that is input
or output over a network that is connected to said computer, or over an



that correspond to user attributes; and said
i nval i d- dat a-det erm nati on neans references said
determination rules that correspond to attribute
informati on acquired by sad
attribute-information-acquisition neans to determ ne
whet her said input/output data is invalid. 10. The
invalidity-nonitoring systemof claim9 further
exd @i lilyi ﬁ@ﬁﬂecét’-@s@sa?ﬁflh%rqwawUnﬁéé@ GamPRER" o thetdthexternal
defv‘?ger ef erencing said user-information-storage neans
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said invalid-data-determination means references said determination
rules that correspond to attribute information acauired by said
attribute-information-acquisition means to determine whether said
input/output data is invalid.

10. The invalidity-monitoring system of claim 9 further comprising:

a use-authorization-determination means for referencing said
user-information-storage means and determining whether the user
corresponding to said ID information has authorization to use said
computer; and wherein

said stoppage means also stops operation executed by said input/output
data when it is determined by said use-authorization-determination means
that there is no authorization to use said computer;



sai d stoppage neans executes a process of interrupting
a session when said data-acquisition neans acquired
said i nput/output data froma network. 13. The
invalidity-nonitoring sysigmof any one of the clains
9 to 11 wherein said stoppage neans stops the process
of executing a driver when said data-acquisition

nmeans acquired said i nput/output data from an
extBIdd9eyau tipfh et iog-oeierminat ipp means is actwated before said

IanQVIﬁH—'dgv\%We‘F@FH 9% | O meYsL-egnd or nmonitoring invalid

causes a corrput er to execute an invalid
opemrm bin,i s aled e coimed i by saytd aseravdhadgat son-idehemdéaation means

thfBF OO ButBR R T b (8 Soi Ebudfeto ™ 4t e of the

fo¢ bowiviger , s@id ovirt rélsuteexiRyrnat ion-aonnsst ash bumahbator said
IHWEP ﬁts said computer with an external, device; an

drdatardet eHLinaE N MERLS i 8NN He SKECUSH. i dentifying ID

informati on fromsaid input/output data for
identifying a user; a user-information-storage neans
forllst Bitg ngvaltidi tyrmoa i torfioe reystem of folaiml g fugkhes comprising:

n o}
e td Bt P T ks DB 37 AEPEIRE AR Hesp®Telated tp said
inatitfomasnt dadatasobrofidesatdrr ebeht esent andorrespondl ng to
said I D inf rnatign fro

usetl i KEMAATIRSS2 {qglrgggérsﬁihggion means for referencing said

pra €1 B8t fiedgeOfiednd mﬁtc@m@m nBeapat/eUtoGt Qfa'tﬁgtﬁalﬂ #5s fa@ﬁu ired
determ ning _whether said |E€ut/out put data is inval

byodti4:dagA-aGinas | onAeans e b e a0re erefatigrorend of sald user
tof &éf‘egi‘ﬁnﬁé Whe B d o mﬂé’r‘%{ﬁbﬁ” e hmaﬁu'%eﬁeﬂ{ age neans,

eterm ni ng sai nput/output data is
i nvedlidd sdeaprageamgans noksiof istaps ohhmecam'at ton rexecfitéchgpy said

b hTel o of8Fhar PRERCoeridrt on hei neCiadbedy pgy  said

una gl -op ewtti botd ety m ihatt don means ithaal dpdrepiynat § amushen
it is determned by said invalid-data-determ nation
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Wheri Phe invalidity-monitoring system of any one of the claims 9 to
11 wherein

said stoppage means executes a process of interrupting a session when

said data—acouisitionmeans acquired said input/output data froma network.

13. The invalidity-monitoring system of any one of the claims 9 to
11 wherein

said stoppage means stops the process of executing a driver when said
data-acauisition means acquired said input/output data from an externally
connected bus.

14. An invalidity-monitoring system for monitoring invalid data
which causes a computer to execute an invalid operation, and comprising:
a data—acauisitionmeans for acquiring input/output data that is input



said determ nation-rul e-storage neans stores

determ nation rules that correspond to user

attributes; and said invalid-data-detern nati on neans
references said determ naty@n rules that correspond

to attribute information acquired by said
attribute-information-acquisition neans to determ ne
oheuhest 9aed a napuarkothgduti s deanaec tedi boefaiid. computer, or over an

externally connected bus that connects said computer with an external
device;

an ID-information—identification means for identifying ID
information from said input/output data for identifying a user;

a user-information-storage means for storing attribute information
for all users having authorization to use said computer; ' ‘

an attribute-information acauisition means for acquiring at least
part of the-attribute data corresponding to said ID information from said
user—information-storage means;

a determination-rule-storage means for storing rules for determining
whether said input/output data is invalid data; '

an  invalid-data-determination means for referencing said
determination*rule-storaée means, and determining whether said
input/output data is invalid data; and

anotification means for notifying the terminal being operated by said
user or administrator that the .operation being executed by said
input/output data is an invalid operation when it is determined by said
invaiid-data-determination means that said input/output data is invalid

data; wherein
said determination-rule-storage means stores determination rules

that correspond to user attributes; and

| said invalid-data—determination means references said determination
rules that correspond to attribute information acquired by said
attribute-information-acquisition means to determine whether said

input/output data is invalid.



