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Background Art

The present embodiment is related to the following documents, all of

which are assigned to the assignee of the present invention.

Patent application S.N. 09/384,691, filed August 27, 1999 by Brian Bass
et al., entitled “Network Processor Processing Complex and Methods”,
sometimes referred to herein as the Network Processing Unit Patent or NPU
Patent.

U.S. Patent 5,724,348 entitled “Efficient Hardware/Software Interface
for a Data Switch” issued March 3, 1998, which patent is sometimes referred

to as the Interface Patent.

Patent application S.N. 09/330,968 filed June 11, 1999 and entitled
“High Speed Parallel/Serial Link for Data Communications”, sometimes referred
to as the Link Patent.

Various patents and applications assigned to IBM for its multiprotocol
switching services, sometimes referred to as “MSS”, some of which include
Cedric Alexander as an inventor, and which are sometimes referred to as the
MSS Patents.



conmmuni cations and the routers and swi tches which are useful in such
network communi cations. In particular, this description presupposes
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but WO OQ? ig@nﬁgﬁfww 5 or intranets. 'I‘he internet and 1ntranets :anolve

the transmission of large amounts of information between remote locations to
satisfy an ever-growing need for remote access to information and emerging
applications. The internet has opened up to large numbers of users in
geographically disperse areas an exploding amount of remote information and
enabled a variety of new applications, such as e-commerce, which has resulted
in the increased and ever-increasing load on networks. Other applications,
such as e-mail, file transfer and database access further add load to the
networks, some of which are already under strain due to high levels of

network traffic.

Traffic over networks is also becoming more and more diverse. At one
time, some networks were used primarily for a certain type of communications
traffic, such as voice on a telephone network and digital data over a data
transmission network. Of course, in addition to the voice signals, a
telephone network would also carry a limited amount of “data” (such as the

calling number and the called number, for routing and billing purposes), but



3 the primary use for some networks had, at one point in time, been
substanti ally honbgenous packets. Presently, however, voice and data
traffic aveoi/seseasi ngly converging onto the same networ RET/GE80/04980
internet continues to expand and the technology inprove in areas like
reliability and security, it has presentéd an opportunity to transmt many
different kinds of information, including mxtures of different types of

i nformation, such as voice and data, relatively sinultaneously. Data is
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(does it respond to different protocols and frame configurations, such as
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wi |1 consi der Ptfe 1GuBtEYE BT LERMVTErasYSRelche dateret dERioUgR er Hiteenewi t h
t he tradéstfosotiepend] rg on dhhessi todtvcdre preseint eghicaSDNEOPLIWRT tBE thaBl SERMB

whi ch roubte=sdatespackeins1 s8Qui é&ézht hatyotbe Racket %v&%)oim@v%i&mo@enpr ot ocol

or format, rwhrgmsoﬁr&s'flemoﬁg 1R (BimBUSh REQIOED! 5 OF LALIELE I ch
are permt¥ system has a vanta s 0of TRcT 6as el Speed”and

[ esponsi \75?1§§§tbeeféﬁﬁ§e"e Fl’ieﬁfé‘aFJé’leétf%tETW‘Fﬁ‘FFﬂOPyO%f"Oﬂﬁ% trélé%llcghnvwéﬁy s

packet s efvigehyersne Ay pbent sprotwsohigrete a the ninteskdyuwber befaddeesdogol s)

are foundsiuest BEISYEtER cBiHYE g 1d0BE SUSLEMCAB Db A AT 8. Be tDSac off
perm {1t e pibosnl(5) . Mhen. Lhe £0LLreoIAA. LR SoLon sy slem ups. nder

t he controé single entit T he'c5hFS htity to
enforce & CirﬁlaFJeonsPﬁﬁ’&f&Pdpﬁc}C&%?ﬁssm on protocol on users (elther users
followed the permtted protocol (s) or didn't use the network, because the

network was preggaemed a1 agComRdate @ﬂé]}ﬁd&h&é@@ﬁcfikﬁ%xpﬁ%d%ﬁ@h(,s)ché”d WO
01/ 50259rg@n@@mg4%gl long does it take to process a frame) and the flexibility
of the processing (does it respond to different protocols and frame
configurations, such as different encapsulation or frame header methods).
Those using a resource will consider the quality of service as well as the

cost of service, with the tradeoffs depending on the situation presented.

Some prior art systems which route data packets require that the
packets be of a single protocol or format, or one of a limited number of such
protocols or formats which are permitted. Such a system has advantages of
increased speed and responsiveness because of the relative simplicity of the
design when packets of only one type of protocol (or a limited number of
protocols) are found in the system, since the system can be tailored for the
permitted protocol(s). When the entire data transmission system was under
the control of a single entity, it was easy for the controlling entity to
enforce a single standard transmission protocol on users (either users
followed the permitted protocol(s) or didn’t use the network, because the

network was programmed to accommodate only the specified protocol(s) and



4 could not handle variations in the protocols, even seem ngly m nor
variations). However, frames fromeven a communi cations "standard" |ike

Et her net want1/5289 f or matt ed usi ng one of several protocol sparvdBo@omIbe
encapsul ated into a nessage using different encapsul ati on techniques.
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overhea such as computer programmlng sometlmes 1nclud1ng more than one
hundred lines of code with comparisons and branching instructions) to
identify the protocol and to translate a frame from one protocol to another,
or to remove unnecessary information (such as encapsulation information) from
a frame. Such multiple protocol processing was time consuming and, further,
often took a variable amount of time to identify the protocol. When such
systems required a variable amount of time to identify the protocol and
provide the necessary processing, the system would have to be configured to
allow the longest time necessary (to handle the worst case), slowing down the
processing of all frames to the worst case or creating the possibility that

some frames would not be processed in the time allowed for categorization.

Most processors start processing from a common beginning of an
instruction set (the same place for all data) and set flags which the
processor reads selectively when it needs to determine where to go and which
instructions to execute. Thus, the execution of many processors performs a

number of tests to determine what kind of data it has and where to begin the



nunber of tests to determ ne what kind of data it has and where to begin
the WO 01/50259 PCT/ GBOO 04950 5 substantive processing, tests which

i nvol ve aveomiess of cycles and could involve a |ot of prRCESBIIGISO

Mul ti - processor systens for handling data are known in the prior art which
utilize rigid first-in-first-out processing of data. Wiile this works fine
when the processing occurs in a routine fashion, such a system becones
bound up and stops functioning when the processing of one input is delayed.
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the art in view of the follow ng description of the present invention.
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of the system or the speed with which it could operate, or both. Other
disadvantages and limitations of the prior art systems will be apparent to
those skilled in the art in view of the following description of the present

invention.

Summary of the Invention

The present embodiment of the invention overcomes the disadvantages and
limitations of the prior art systems by providing a simple, yet effective,
way of managing the data flow over a network of frames or packets which were
created using one of a plurality of different permitted message protocols and
which may or may not employ a virtual local area network (or VLAN) system. By
analyzing each packet or frame in a quick and efficient manner, the type of
frame and key characteristics of the frame can be determined and saved for
future refe;ence and processing regarding that frame, for example, in a

network processor of the type described in the NPU Patent referenced above.

It is an advantage of the present embodiment that it is quick and

efficient in the handling of packets having different protocols and provides



6 for faster and easier processing of the packets, allowing the entire
system to operate at a high rate of franme processing. The present

enbodi mrewoal/bds a router or switch to process successi VECT/oB0KetS0 or
frames in varying formats w thout know ng in advance in what format the
particular frame or packet was created. This enbodi nent includes
identifying the layer 2 (L2) encapsul ation fornmat of the nessage or packet
and then applying stored rules to identify the L2 encapsul ation, the L3
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poi nter parhe &egi:amsngn Q;farpheg kdrheadelnbik tihewdat &n RRKbhaN 19fuhe frame

as well.as fl é%s Lndic r}game orprolico\(::olas C?aﬁegre%gnce‘emgo(%ilmem :LﬁlciLud%s

encapsula |on resent t he advantage t
sets up a%@dltéfﬁrr@stlkww%fzorh?dt ieﬁrﬁpaﬁb%ﬂma Freretodahe ﬁ@srewe PhiReChPt
processi agld ghet hepprbloetiotederuleshad igborigg thaf Or nadchpsulabbwt, tihe rpacket or

f rane Caﬁr%%cHﬁ%d' awrorégbnt:eeof ar@ﬁeaai n%c%p a@‘gé(fffgt?g:r?q @Lz%mw %Y a?yeaﬁer
and nore [ essi the packet.in its er  stages, for
exanpl e, yurcrgt&eq k mra%é%rgsr g@ Ri T ] rrpl exexs "85 *bet 5FAthe NPU Pat ent .
The pres&PTafbtt A& esﬁasthﬁﬁelsad{?]aentpa@%estsﬁatl% Pr%‘fqné\]r\)'sloinﬁﬁd‘tltba%ts or
franmes frovhracsigngbestdatand lkodrdse e cassi gneedl oo dre iddntd fpdapiah i dfy té

i ndependeinedr OEL 58 0¢ S sbOr ik 0GRS 81 dtGurt 1 Andd hueWsor! BEa L PI wEDPT Qgessed)
packet's gf; LLaNES oL goe%m?%asgmg% AL0adcne, SATCLALISE .0 WH €N L e, L Ut

packets or The advant age
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and one fetrmtf|l ow will not block the other data flows. That is, when the
processing of one data flowis halted awaiting conpletion of t he

rocessi ng of Leo t rocessi f t he other ata fl
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WO 01/ 50255 PCIY<BOF Q4860 Zbout the packet or frame can be used later in the
processing to advantage, allowing guicker and more efficient processing of
the packet in its later stages, for example, by network processing unit

complexes described in the NPU Patent.

The present embodiment has the advantage that it allows input packets
or frames from a single data flow to be assigned to one of a plurality of
independent processors for processing, then allows the output (processed)
packets or frames to be reassembled into the same order in which the input

packets or frames were received.

The present embodiment has the advantage that multiple data flows can
be processed without influencing each other, and one data flow will not block
the other data flows. That is, when the processing of one data flow is
halted awaiting completion of the processing of one portion thereof, the

processing of the other data flows can continue.

The present embodiment also allows a flushing of the system or

immediate dispatching of completed frames without regard to order, if



desired, overriding the normal operation of handling each data flow in the
order in which it was received. The present enbodi nent al so has the

advant agavohuaso2se is efficient in its use of buffers andrPeT/cBaget9sevi ces
and that it operates quickly, so that the speed of the processing is not
reduced by the overhead of managing the 7data flows. The present enbodi ment
contenplates that it can be inplenented on the sane sem conductor
substrate as an array of network processors and their associated storage
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software, and the req iU F'éd Torner tests can be conpleted in a uniformtine
regardl ess of the forrrat and how many conpari sons nust be nmade before the
format or encapswratéon etieclineguesse hadetiar rinedagd nhebe cdesigrishownin

wi thin twes el @ patrdeakd @ekradchgetlassih catd 00 Qf 2 s %k@tgnﬁe hat
conpl et eghe ‘@p%@d OQet ee%gggasrsgnl ndi cat or % s%t to_ i ndi cgte what kin 13:
frame is present (e.g wh Eéncapsurra 1Sh Pechini GREaH CwHEC 2P e F e

pr ot ocol Wt &1 °‘t’fsed) and whet her a virtual LAN (or VLAN) is supported as
wel | as key information about the frame. During the same two cycles, a

frame can be ThOwredelly cAndligpat Qbﬁfeﬁp@a@é}, Lale spetMoLK 4 an?e%%la&%nu @hé (as

descri bed erenced NPU Pat e a.result of pr.ocessi ng of
t he frarrealtlé(; se%ir%%gargﬁltnoé: ? Cbsqr?N% 6cor arl yencarg:;’f)ﬁ]f p6ﬁc?F€t°ﬁ%d"nd & ting

addr ess POTCTRESD 6F6]&8é3§56?mp@8ﬁn‘1§’e éljeltoé’i“ﬁﬁ fed fates beprsei s4ienpbooeSsOr SO
t hat thetps comggmntscan begin its work on the frame, pre-loaded with the
starting address (a poi nter to the relevant instructi on storage) and ot her

rel evant inforgatin. f QL dds.pr Qcessi, Thi ading of the processor
with a startin tp ddr ess ‘[nlf Eroggrslsai ng gl?es S eler‘ees BPPEP{ 5° than

pr econdi £7 OHPAY (?Fldt‘fﬁa@ 6?‘8’6%@ ofrorm%t‘hc}eéFFalﬂaésbﬁJF%@sesffé‘F ief piwiiépey timej t
need not rggrrchesugh Bhendaber e@fd hestmany nsimpeaciscansmandbg wape ideEbFdlGthieoNns
based ontthetr esuhtsoafiathe teshichl isinsteadest arﬂnst@é debeyd BhLkAl

address {on,;the,partigubar,foryat of, nmessa resented. ‘The system of the
pr esent enbpﬁldl mentgf eCs as"® %e advant zcafaesstgga(fal% r}cl’ia]csrs"’llmfel CAt ﬁ%n and
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t hat fra#i® aresermdewnr k vroeessisngacionptetnidid snpamat| BlyeWB 9165025 %were

PCT/ GBOOLO4H58nd &hether a virtual LAN (or VLAN) is supported as well as key
information about the frame. During the same two cycles, a frame can be
routed by a dispatcher to an idle network processing unit (as described in
the referenced NPU Patent). As a result of the processing of the frame to
determine the protocol and encapsulation method, a starting address for the
brocessor can be determined and passed to the processor so that the processor
can begin its work on the frame, pre-loaded with the starting address (a
pointer to the relevant instruction storage) and other relevant information
for its processing. This pre-loading of the processor with a starting address
for processing is sometimes referred to as preconditioning of the processor
and enables processor efficiency -- it need not go through a number of test
instructions and jump instructions based on the results of the test, but
instead starts at the initial address for the particular format of message
presented.

The system of the present embodiment also hags the advantage that the
classification and preprocessing of a frame can occur in parallel with the

distribution of that frame to a network processing complex. This parallel



processing allows for nore efficient handling of franmes and allows the
system to operate faster. Through the use of the present enbodi nent,

mul ti pl ewoousest ng units may be i ndependent one of the BPCHVEBO0/§®50 process
the sane data flow without allow ng portions to get into a different and
undesirabl e order. The output of proces8ed packets or frames for a given
data floww Il be in the sane order as the systemreceived i nput packets
or frames fromthat data flow, unless overridden by a flush command.
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and the %reatlo ckets or frames by the systemwt ectin
processi ng Whi ¢h® mal n?al ns the order of the data flows received fromt he
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precondi ti oni nMyrofoht hiee preces s rstait BgodditeddheBSp0é driGeddih§lunits
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#1 ot herwiise agotieo sysistr vetdioad #2pui mathesexe citbhhen fabn tdhat ceae. 153, S

al | ows t Rfie080MrQa8XEEYt £ ML Bffd.ci ently. Other objects and advant ages
of the present enbodinment will be apparent to those skilled in the
relevant art in view of the follow ng description of the preferred

enbodi ment, t 4kBH ¥ogEthBF eIt e ERETRREC oRbiSi FRY dhaiiPRgR-iancPt nhe deppended
clains. Bitowf apésdei ptdaghomfoft beckorawimn@sandavbnght histsetwitasdth aspsseia§ t he

limtati ens @Bde@r&@%@h&%&t@insf[ Bee RBLOLrafle ARL, SO0 LGS %ql the
advant aggs, o ﬁt he present invention, other objects and advantages w I]P

appar ent to those skilled in the reI evant art in view of the follow ng
description of the drawings illustrating the present invention of an
i nproved rout Phg spstemeand-orebd @adesamnwaniciiindid 6115682568 BETy GROQ 04950 J

Fig.l ispeddnackidiiagrambonrabednterdacedexi caiabagl uding enhedded

processor, L ¢ri bec d | the ,NPLL patent and 1s useful_ in
practicin Q%L%ne)\s\g{ﬁ%%ln?/e%?? m - éd 59t (#l SERC P AgrafT B AR e B8 dded

pr OCGSSO}QEWF%%téPntﬁethlS way, the processor has the address of the first
instruction and also the address for instructions at later branch (or fork)

points, avoiding unnecessary testing (if condition, then go to instruction #1
otherwise go to instruction #2) in the execution of the code. This allows the

code to execute more efficiently.

Other objects and advantages of the present embodiment will be apparent
to those skilled in the relevant art in view of the following description of

the preferred embodiment, taken together with the accompanying drawings and

the appended claims.

Brief Description of the Drawings

Having thus set forth some of the limitations and disadvantages of the
prior art and some objects and advantages of the present invention, other
objects and advantages will be apparent to those skilled in the relevant art
in view of the following description of the drawings illustrating the present

invention of an improved routing system and method in which:



shown in Fig. 1, with a classifier hardware assist useful in the present
invention; Figs. 3A-3T are diagrans illustrating the various Ethernet
prot ocol woéormess used in the hardware cl assifier of the per&dnt/0495venti on;
Fig. 4 is a flowchart of the classifier hardware assist of the present
i nvention, showing the |logic used by the classifier to process frame
portions in the present invention; Fig. 5is a functional diagram
illustrating the classifier of the present invention;, Fig. 6 is an
al ternate enb8d¢ tehs dbletle dhagnimafer ehabdietfare dévicheinqipdsentmbevidedt i on
wi t h opt penalssenhansbie Rhscis ioWsscal Be@WimGha @1 beSendf andaddrasses ito be
stored iB:&Stack hp AddLtd QR L0 sthe address of the first instruction;
Fig. 7 is a schematic illustration of the queues associated with each
frame; Fig. 8 is a detailed view of the conpletion unit of the present
i nvention, w Figtwols abélodt gierrahort eactrbefideherdbgreotamsples oFigmed is a
schemat i ehévd tistFiat | DN wath theldonmér abravdrabelsist arserfinrin keepikagntr ack of
the data;fiQw;bei ng handl ed by each of the N processors; Fig. 10 is a flow
chart illustrating the logic which is perfornmed by the conpletion unit in
receiving and processing an indication that a new frame has been
di spat ched t oFéffe 8f-1Therprieessisnglysiratingi ghe tdrijogs gEthlepyetc hagttocol
i |1 ustratengtehesddofh cchpr eoessrpenbaritedr by tihe preosnpl etdedbidimi t wWhen
processing a report that the processing of a frame has been conpleted; and
WO 01/ 50259 PCT/ GBOO 04950 O Fig. 12 is another view of the conpletion
unit of Fig. 'fg'c%nf‘ Eéjani%]lr?@w Céﬁf%o o™19 Ich%ﬁsrlgf%r RETEHEr S Bh 5t tl{;%é”‘”esent
conpl et i GAVEMELPRi WEPYiRopERs eprped usefbodr el ashét of ItedrDeses i fyaine rpogtitrve
Pr ef er r edn Bieodiesent dnvethbrieonf;ol | owi ng description of the preferred
enbodi nent, the best inplenentations of practicing the invention presently
known to the Lnventors wll be described with so particularity. However,
this descript hl)%' i%sl? it ende n%lls%éa%rra(g‘aafluﬁéﬁ%%ﬁ b oT Phetoncept s
of the pPESERE 4wPerATion in a specific enbodiment but is not intended to
be limting the
Fig. 6 1s an alternate embodiment of the hardware classifier of the
present invention with optional enhancements shown, allowing a series of
addresses to be stored in a stack in addition to the address of the first

instruction;

Fig. 7 is a schematic illustration of the queues associated with each

frame;

Fig. 8 is a detailed view of the completion unit of the present

invention, with two label stores for each of the N processors;

Fig. 9 1s a schematic illustration of the format of a label store for

keeping track of the data flow being handled by each of the N processors;

Fig. 10 is a flow chart illustrating the logic which is performed by
the completion unit in receiving and processing an indication that a new

frame has been dispatched to one of the processing units;

Fig. 11 is a flow chart illustrating the logic process performed by the
completion unit when processing a report that the processing of a frame has

been completed; and



present invention to that as shown in this enbodi nent, especially since
those skilled in the relevant art will recognize many variations and
changes twOph®25%peci fic structure and operati on shown anBCTUEB0o/d496@ Wit h
respect to these figures. Fig. 1 is a functional block diagramof a
processing systemsuitable for attachméft to a data transnission network
for receiving, processing and re-transmtting data to the network in the
form of packets or information wunits (also sonetines referred to as
frames, ternsrwhiab,:id Q[’lott_}nﬁ Pwmpg§ech%f coﬁpﬁgtﬂﬁe§§:ﬂ:t ofosyTent 1comalln198 used

t h I h dat
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Pat ent , EW%W%FM ageousl y integrat ed |nto a si ngI e substrate. The
integration of the entire assenbly on a single substrate allows for

closel y pagkiing ddderMaibAUs €RAPOBEA SOk BgSyStem reducing the time
needed for comruni cati on between conponents and therefore increasing the

speed at which the system can operate. The use of a single substrate for
the nultipl e PridcesSoryinhdestigpsitt r§ tsgPeeiantehenbrdirennr ahsdeséduce
t he i nciderrpenigftibas |afr esaatdeino thatierenrine oiries AntdRdkhdier easmet herentors
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dat a trafhst<E&i on network in an outbound fashion (avvay from WD 01/ 50259
PCT/ GBOO' 04950 11 the chip or down and into the network). Data flows

foll ow the respgctii ve a Atk SNGENE Ml Sc10fai bhenupsi-derads QQ;V\@%&% suitable
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Pat ent
described in the NPU Patent, are advantageously integrated into a single

substrate. The integration of the entire assembly on a single substrate
allows for closely packing the various components of the system, reducing the
time needed for communication between components and therefore increasing the
speed at which the system can operate. The use of a single substrate for the
multiple processors and supporting logic and memory can also reduce the
incidence of failures due to interconnection and increase the resistance to

noise or other stray signals which might corrupt the date transmission in the
network.

The sub-assemblies mounted on substrate 10 are arranged into an upside
configuration and a downside configuration, with the “upside” configuration
(sometimes also referred to as an “ingress”) referring to those components
relating to data inbound to the chip from a data transmission network (up to
or into the chip) and “downside” (sometimes referred to as an “egress”)
referring to those components whose function is to transmit data from the

chip toward the data transmission network in an outbound fashion (away from



ref erenced above, and reference should be made to that docunent for a
greater understanding of this portion of the system It should be

under st oo 0115259 t he preferred enbodi nent of the present PaveBvé/orsuses the
data links as nore fully described in that patent, other systens can be
used to advantage with the present invdition, particularly those which
support relatively high data flows and systemrequirenents, since the
present invention is not limted to those specific auxi | iary devices such

as the d I . h D Sy, the preferred di ment . The
cerponen?%@deE?%t%evvggvﬁ’l ﬁ%%gomnn%sh%yg% k)g 8%% sthe stgem FREIGd8 data

| i nks DASE:AY ‘Ben&ﬁdo”ct)%ﬁ Bpsige Ws?%silﬂ? éPF%Jt%rS'FFmSE),tW tieteredit & nover
SDM- DN 32psigigqérize ftegefiea setreddeedatEDS NI 34 handysreght dplFeg. mul ti pl exed
MAC s fompdéite egriegseRVivbAN36atibheesubsts aheluQ & so includes a plurality

of inter a@&ue%aéé &@%@ﬂ%@%&% Wg%%%b%% Qg%ntg%l(t@%m%ﬁ%% LLhaffic

managene ge ul er ﬂ RAFFI processor
conpl ex eri'BBE I 4t edlErdBpth Yot HE B Palt dAt erer éneetfaceabove.
An inter ﬁé@é devibeta 38 ips wipl ddnbyA t(REST-@$ pC ehg DabMABUs sesitd IRMM B 14,
36. The i(pdasmrbaca.dendeel BksCaid thobe mNYy SektaiN-g APRAE alikg $Llent connecti ng

to the L!ree!rreﬁyé& xovéugnd%fggé}l%r n&%ou%ybse 9&% %gﬂ'\lgﬁ&fjgc'gume tV'f% 5 o

asynchrono % a%s er de fram ng %w rrent

are exanpl &g °6f" 89|%fe§ WhiTeR e Phetl® RADWR- arfd SRAverary VnéﬁltP%%lt@af—or
this qub%%ef-?Frleﬁee@oé@eentThé the peregant Sinyentghbnt beesi the b d idey iseenare
det er m ned}lvatied@astd iin gt pabyntt herraet seikndedhapd stlt%ha&d&%t%é%%@aﬁ

chip angnd tsesust @méftgoﬁ}?kgga%laﬁypltﬂésael ‘n}fl%’ch()fsufﬁg grzfeela]z;lxyeqan}lc rgni}g‘é)m

access ?F%Ds chgew ces % %Li M ar e aval

chip. W héfe SBaFTT & F‘éfrrle?e Sy ¢ P YEEd 10 P AEt ot KEFHOMAR cP Y F’némg@ﬁeﬁ"‘al
data f| oWPeift §PRfE i herupdl Erantesinier chichgrarible rasgt| higrkd ewtiick saries epaissed in
t hr ough ehecireferreanduetionetsuch as wires and cables installed in

bui l dings, the present invention contenplates that the network switches

and conponent thereof could be used in a wireless environnent as well.
For exanpl e, ?]ﬁe WF%@Z%@ 1B EBAGF09YEE 199 F oRetfrES B CEsERT GHEFB  ( MAC)

el ement slﬁ@r‘@lenda&laséjr%@e%%fi e apé1ageeR] 2f t ystemi ingbtBraeadim 3D r equiency
devi ces, dstchoas tthoser radenfhen-skdicensGREIRY Eh3- mewra(ﬂliqgﬁ,tlm ch would

resul t Imuidl%legganﬁgédsoaopfthtehggx%ylﬁ@x £ SGl. Oﬁq%dsuﬁétfrr%é ¥ Sﬁ oalr‘{‘ér 'esas

net wor K. Y\hgagtsu%hltt%% nf) gg <§£ riat el

frequenc{é3 e s can be inteyr Afed| ATTFEhE® élcomponents (S-ralt’s) 2

rafflc management scheduler (TRAFFIC MGT SCHEDULER) 40 and an embedded

processor complex 12 described in greater depth in the NPU Patent referenced
above. An interface device 38 is coupled by the respective DMU busses to PMM
14, 36. The interface device 38 could be any suitable apparatus for
connecting to the Ll circuitry, such as Ethernet physical (ENET PHY) devices
or asynchronous transfer mode framing equipment (ATM FRAMER), both of which
are examples of devices which are well known and generally available for this
purpose in the trade. The type and size of the interface device are
determined, at least in part, by the network media to which the present chip
and its system are attached. A plurality of external dynamic random access

memory devices (D-RAMS) and a S-RAM are available for use by the chip.

While here particularly disclosed for networks in which the general
data flow outside the relevant switching and routing devices is passed
through electric conductors such as wires and cables installed in buildings,
the present invention contemplates that the network switches and components

thereof could be used in a wireless environment as well. For example, the



structures disclosed herein by a person of skill in the appropriate arts.
Alternatively, radio frequency or other wrel ess response devices such as

i nfrared WOR)/5&sponse devi ces can be nounted on a bl ade RPET/GBOGIE98E her

el ements herein disclosed to achieve a switch apparatus which is useful
with wireless network apparatus. The arfows show the general flow of data
within the interface system shown in Fig. 1. Franes of data or nessages
received froman Ethernet MAC 14 off the ENET PHY bl ock 38 via the DMJ bus

are pl acggaianabddser Balcrdat amss Cgl%melméf ﬁ@fénl@ﬁscbzxséé@a#% LJEpﬂ%ga%ﬁtﬂIG The
franmes t%%lede til fé ed as ei.ther ranes, which
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thenrelatesto alono equen

rocess
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100 whi chicanlenpl eywitelespmesents. | Mventswh tehadvemt agea.pplrﬁpﬂllatslyFl g. 2, a
rlallgr al Id t ¥m@foyef ABESSANG mftllinééglﬁﬁe%tg Qc‘aatﬁéifllae&aﬁ%e? gn@b&g@t 9?@ Em t t
an t iyt ach_incom.n rame rom a network, no
shown, gﬁ%&ﬁp%edllgghoggdrheeggﬁ bga?apepfg%§§sig]ﬁlglls§/r§ tgﬁ) B PeSTvEd ®and
stored i ﬁ%‘bemaﬁl‘@éyaaftaéhgt%ﬁe@uﬁce’ fhiEheT yieptRrect ¥Poree el gsoeedsivfig
units 1llOnfturedgliR) aredmotes fdagecddPcdE be/ foubht#d wini etblhds wihe Gapabidrn ty to

read andeWnhdn@sdat-aih @isthesdata shodR. 2 The bk apBs-ake waauen b,abky Evgﬂpved

by the dj t signed to one of the plurality of processing
units 118?9%%%%[%%%]{ agggrea%% nation by the dispatcher 112 that the

processing unit is available to process the frame. This indication could
be that the offike processihng tingi pertegal Wilbehoft Hetd wanmeinFths iassifgredsiasmsent
a si gnal sheut he Id.igspﬁt Clieimcbl 3r dadi Sakbsdhbbatecbhada Rash iag%@{erﬂé@@@éswg
uni t Wasokf“t%e ﬂ lb%@!:]? 3f80€' a \Qﬁé KJMUali)ufshgu%%lglcéc?rlplaJ}n% geélh%aéa tore
assignin su round-r.o recently used
al gorith %‘%ﬁl aa §o }t?eE]éWPo BHOL 0L -advER ST SEh&e p‘rdééléﬁ‘ﬁleéy%\st Effher
G eat er detwl| fomepher suidet dramesndvifighcthsonrelgftet he pedeeissidigooamiios dA0

in parti edé afupsafint NEr PEOCRSGSLNGHSYSHEM ity ogaeEadsorsan be found in the
NPU Patent references above. Interposed between the dispatcher 112 and the

plurality of processing units 110 is a hardware classifier assist 118 as
will be descr ?E‘)%d % n® gt Satet UFEdi Ped PEISSSTI EKFEdoRUMBATE cparv™eayarl y

i n conne&bt gyenpnth iFvgEion tnddwoted¢ 5025 hRETTIGBOD 04850211 5f Al so
associ at edosdskiing e ipd unal ddey 16fatpB0CLHEENG HIHJaScHAEO uh St a2 dd4askructi on

stor age %%1@%9%1’1&9 1F1i4g' Pf]é)ch\l\ﬂ?croﬁir?g Q!r%ealFi %é’roﬂfa q'jet:\t\zgrrke,ngot shown,
attached to the present data processing system) is received and stored into
an UP data store 116 which is connected to the processing units 110 through
an interface UP DS i/f 117 which has the capability to read and write data to
the data store. The frames are sequentially removed by the dispatcher 112
and assigned to one of the plurality of processing units 110, baged on a
determination by the dispatcher 112 that the processing unit is available to
process the frame. This indication could be that the one processing unit to
which the frame F i1s assigned has sent a signal to the dispatcher 112
indicating that that particular processing unit was idle and available for
work, although alternate methods of assigning work (such as a round-robin
allocation or a least recently used algorithm) could also be employed to
advantage in the present system. Greater detail on the structure and function
of the processing units 110 in particular, and the processing system in
general, can be found in the NPU Patent references above.
Interposed between the dispatcher 112 and the plurality of processing units
110 is a hardware classifier assist 118 as will be described in greater

detailed later in this document, particularly in connection with Figs. 4 and



instruction sets are stored for retrieval and execution by the individual

processing units 110. As will be described later, the starting instruction
in the i mopus2sdn storage 122 is addressed i n accor danceP@i/GBo@mostdr ess
which 1is based on the type of nessage -- its protocol and encapsul ation
met hod -- as determined by the hardware %6l assifier assist 118. A conpletion

unit 114 is operatively coupled between the plurality of processors 110
and the down enqueue system (| abel ed DN Enqueue - elenment 34 in Fig. 1) as

wel | as an WRsengueutacsysham (Rl emeahilf dip Rl JIhe PN, Engueue system
34 is usggsgrgﬁgleor}ldsgr ocessed frames q?u% féhomthe pr.ocessi n onpl ex down
i"cA" tHe
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i nfor mat bed ihetalRdot reagdt hsaNR aidctoed BE POEESRLNG MNLL aASSI o0 grbht 0
process syh rane.. Sush. T dentifi cati o intormat ion can then be "gsed by
the conpletion unit 114 to ensure that procedsed™ft SREP TR G B2 single
dat a f| ofi” &°&STHARAr e dPF ParREa Gy dbtsSiftsthPreti thél8 wer e received. This
aspect of the present invention will be discussed in nore detail later in

}: hi s sgec:@fT i cati@pierid. uli?m( @?@?issgﬁélgtmelbt SoALs %%erééhbthé |plit§2£ﬁtt' 04s,

1 gs. = | Sn urawﬁ 0 nessage i r S OWpOﬂQD S an

vari at i éﬁso Srsisg%g ﬁ%tah%r Elé dr?ess%laéel*eors Sstte% \(/\%?)822‘% & %;fé?}é?lt Br 3E@ssthg
syst em i §® grgrAniEd"t'd 8% GEpt® MU0 Sn HleRonyh ot He Fiepdnt oi The BF
message Brafepansystemndt ¢sisedsoneehd nyotdmatedcanambe onar f:ach bye phosassky! | ed
in the aeémfiexfddmt be trenvddepaRt oafert Besraustem uaden. copsi det atiQa . Jhe
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esi gne C i_QL rent protoc and encapsul ation, formats
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st arti ngTaddresscti aftive Prestenbicinventishovijebé olisthesepr Dcessordethandbiag a
gi ven fr afmechi W LA BOR2B9£CT/ GBBOO 04950 14 Fig. 3Aillustrates the generic
or base Ethernet nessage format, which

Fig. 3 (consisting of its various sub-illustrations, Figs. 3A-3T)
depicts a plurality of message formats (components and variations on the
Ethernet message format) which the present processing system is programmed to
accept and process, although the repertoire of message or frame formats is
something that can be varied by those skilled in the art to fit the
environment of the system under consideration. The present system can also be
redesigned to accept other message formats, including those message formats
and variations which may be designated in the future. As such, the message
formats of Fog. 3 are for the purpose of illustration of different formats of

frames with different protocol and encapsulation types, and the present
invention is a flexible system designed to accept various different protocol
and encapsulation formats and to provide an assist to the processing of those
frames by providing a pointer to the type of encapsulation and protocol and
to provide a starting address in the instruction storage for the processor

handling a given frame.



is sonetinmes called Ethernet Version 2.0/DI X. This is a nessage format
where the nmessage includes a destination address DA, a source address SA,
a bl ock wadi/sasd ng the type of nessage (Type), the nessaBeT/GBrY/04950 dat a,
and a trailer for cyclical redundancy checking or CRC for nessage integrity
verification. The destination address DA%nd the source address SA are both
specified as 6 bytes (48 bits) and the block indicating Type is specified
as 2 bytes, while the CRCtrailer is specified as 4 bytes. In general t he
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01/ 50259 ?ﬂgf 7 must be Spllt 1nto a plurality of messages which are

shorter than the maximum allowed length of the data field.

Fig. 3B illustrates a variation on the general Ethernet style which is
referred to as the IEEE 802.3 Ethernet format. It is similar to the format of
the generic Ethernet message format of Fig. 1, except that the type field is
replaced by a length field LEN, which is 16 bits which indicates the length
of the data field which follows, excluding any pad. This standard imposes a
minimum size length of the packet as 64 bytes, so the data field Data must be
at least 46 bytes. If the actual data for the data field Data is less than
46 bytes, then the MAC layer must add place savers (padding characters) to
the LLC data field to make the minimum size before sending the packet over
the network. However, the length field is the length without the padding
characters, which allows a receiving system to identify and disregard any
padding characters which have been added.



15 Fig. 3Cillustrates a Tag Control Information Format for the Ethernet

nmessages, particularly with reference to the | EEE standard 802.1q. It

consi stsvwd 085254 s of user priority, 1 bit of Canonical FpeaBO)/MISCat or or

CFl and 12 bits of VID or Virtual LAN (or VLAN) ldentifier. A virtual LAN

or local area network is an identificati®n of a group of nodes which have

been identified as a virtual |ocal area network by defining the addresses

as conprising a VLAN, allow ng those nodes which are not physically
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p0| I 71 nal 1t?alrte:§ frame, respectlvely The largest frame LF field is 1470 bytes or
less, according to the IEEE 802.3 Standard for Ethernet. The NCFI indicates
either that the MAC addresses specified are in the non-canonical form (1f 0)

or in canonical form (if 1).

Fig. 3E illustrates the E-RIF Route Descriptor Format as including a
local area network identification LAN ID of 12 bits and a bridge number
(Bridge#) of 4 bits. An E-RIF Route Descriptor Format field is also well

known in the industry and this usage follows the standard for such fields.

Fig. 3F and Fig. 3G illustrate components of LLC formats for use in an X
Ethernet message, including an 802.2 LPDU format in Fig. 3F and a Generic
SNAP format in Fig. 3G. The LPDU format of Fig. 3F includes a Destination
Service Access Point DSAP of 1 byte (8 bits), a Source service access point
SSAP of 1 byte and a control field Control of 1-2 bytes including
command(s), response(s), sequence number(s) and poll/final bits. In this

context, a service access point is 6 bits plus a U bit and a final bit (an



context, a service access point is 6 bits plus a Ubit and a final bit (an
WO 01/50259 PCT/ GBOO 04950 16 individual | bit for the destination service
access powobysmed a C bit for command/ response indi cat or POT/GBh@I®SULr Ce) .
Fig. 3Gillustrates the SNAP format, including three bytes indicating the
organi zation (the Organizationally Unidwe Identifier, or QU ) and two
bytes indicating the type assigned to the format under |Internet Standard
0002. Exanples of the type field are 0800 for 1P, 8137 for I PX, 0806 for
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concluding wth the I PX header. Di sposed et ween t LPDU portion and
the 1PX header is the SNAP field for indicating the QU and an Etype of
8137. Fig. 3LFip{ 33t pevestichecsrasnfomkt afrrl PR over sEphermietami vhr802. df
VLAN supposdnetwher.e {dumetype témirded ol @@Iracaraxedlasol&lxep iaddudifg M-AN
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The check sum in this format is set to “FFFF” according to its protocol.

Fig. 3J illustrates an IPX over Ethernet 802.3 with 802.2, where the
message includes a MAC header with an IPX header (like those shown in Fig.

3H) separated by the LLC LPDU fields for the 802.2.

Fig. 3K illustrates the format of an IPX frame over 802.3 with SNAP
where, like the format described in comnection with Fig. 3J, the message
includes an 802.3 MAC header, followed by the LLC LPDU field and concluding
with the IPX header. Disposed between the LLC LPDU portion and the IPX
header is the SNAP field for indicating the OUI and an Etype of 8137.

Fig. 3L illustrates the format of an IPX over Ethernet with 802.1q VLAN
support, where the type field is indicated as 8100 and the VLAN packet is
disposed between the Ethernet MAC header and the IPX header (the IPX header
being in the same format as described in connection with Figs. 3H, 3J and 3K

above). The VLAN packet includes the TCI field of 2 bytes and a length LEN



above). The VLAN packet includes the TCl field of 2 bytes and a |length LEN
WO 01/ 50259 PCT/ GBOO' 04950 17 or e-type field of 2 bytes, then a e-rif
control fwebdsesd a vari abl e nunber of e-rif descriptor PCEGHBS)/LME nunber
of which being indicated by the fornula (LEN-2)/2. Fig. 3Millustrates the
format for an | PX over Ethernet 802.3 (‘Proprietary) usi ng 802.1q VLAN
support. The type field is 8100 and the VLAN Packet is simlar to that in
t he previous VLAN exanple, Fig. 3L. The IPX header is simlar to that
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an Et hernet MAC header and an | Pv4 header. The | ength of each of the
fields is shown in this view_ Fig. 3Qillustrates the nessage format for
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the feattes 38 -the | Pv4 as well as the VLAN Packet seen in other
i nstances of the 802.1g VLAN support. WD 01/50259 PCT/ GBOO 04950 18 Fig.

3T illustrat e%léh%ongﬁcﬁ%g@hef Q:BHPitguLQ’EioL'ngxél f%\rll'ﬁgt tfher ngsag%ogn ‘?f:he IPX over
Ethernet 802.3 with SNAP and VLAN support using 802.l1g. It is similar to the

format of Fig. 3N, with the addition of a SNAP field between the LLC LPDU
field and the IPX Header.

Fig. 3P shows the format of IPv4 over Ethernet where the message
includes an Ethernet MAC header and an IPv4 header. The length of each of the

fields is shown in this view.

FPig. 3Q illustrates the message format for IPv4 over Ethernet 802.3
with 802.2, showing the MAC header followed by the LLC LPDU, then the IPv4

header.

Fig. 3R illustrates the message format for an IPv4 frame over Ethernet
802.3 with SNAP where the 802.3 MAC header is followed by the LLC LPDU, then
the IPv4 header (and with a optional trailer for UDP or TCP, if applicable).

Fig. 3S illustrates the message format for IPv4 over Ethernet with
802.1g VLAN Support. This format has the features of the IPv4 as well as the
VLAN Packet seen in other instances of the 802.l1g VLAN support.
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PCT/ GBOOR®49500L the individual processing units 110) from the dispatcher 112. This
classification function operates on up to the first 3 FISH (or the first 384
bits associated with a frame, sometimes called FISH1l, FISH2 and FISH3 to
distinguish one FISH from another). The first FISH (FISH1) is not actually
the received frame, but a set of information related to that frame, such as
what port the frame came in on, a default code entry point 291 and an
indicator 292 (yes or no) whether to enable frame classification using the

hardware classifier of the present invention.

At the block 210, the type of Ethernet is compared at varying places in
the frame to determine if the fields match a presently-configured protocol,
for example, a first Ethernet version (e.g., IPx) or a second Ethernet
version (e.g., IPv4). At the block 220, it is determined whether the SAP
(service access point) field matches a presently-configured protocol, again
as specified in a register (e.g., a specific stored value, indicating a type

of protocol). The system also determines whether a SNAP field representing a



19 different type of encapsulation is present (a specific field such as

"AAAAO03" in block 240 and detects the presence of a virtual |ocal area
net wor k WQAMo025usage in the nessage at bl ock 250. Bl ock PEDGB80/04950
classification control, which, when enabled by the enable classification

292, is responsible for storing the par‘@reters associated with the frane
and providing an output indicative of the protocol type, a layer 3
pointer, and classification flags on lines 270, 272, 274. A control entry
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at line 295 and no different control entry point is determined from the block

280, then the default entry is used; otherwise the control entry point from
the table 280 is used.

The lines 270, 272 (with the classification flags and the L3 base
address determined by the hardware classifier assist 118, respectively) from
the hardware classifier 118 are fed to the individual processor 110 which is
assigned to process the frame and are stored in general purpose registers
110a associated with the one processing unit which is processing the frame
which is stored in data memory 110b. The output line 276 from the device 295
provides the starting address for the instruction memory 122 for the
particular type of frame, data which is stored in instruction control logic
110c. An ALU (arithmetic/logic unit) is a part of the processing unit 110.
The processor 110 wuses the instruction counter in the instruction control
logic 110c to fetch an instruction from the instruction memory 122. In this

way, based on the protocol and encapsulation method as determined by the



way, based on the protocol and encapsul ati on nethod as determ ned by the WO
01/ 50259 PCT/ GBOQO 04950 20 hardware cl assifier assist 118, the processing
unit 110 waopsesonditioned wth the starting address of POEFGBI&04ECti ON
set which is appropriate for the franme being processed, and appropriate
flags indicating the type of frane are et to allow the processor 110 to
begi n processing the franme using the correct instructions. Fig. 5
illustrates the logic that this used in determ ning the categorization of
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then control passes to block 325 where classification is considered complete
without recording any protocol information, since this frame is apparently an

unknown protocol.

If at the block 320 it was determined that the bytes 13-14 were less
than 0600H, then at block 322 bytes 15-17 are analyzed to determine whether
they are known as a SAP field or an LLC or Logical Link Control field of the
type (e.g, AAAAO3 used in Fig. 3K). If this field is recognized as one of the
SAP fields, then the SAP field is set and protocol information is saved at
block 323 before considering the classification complete at block 325. If
this is a SNAP field, then control continues to block 324 where FISH3 is
obtained and bytes 2-6 of it are analyzed for a recognized ETYPE. If the
ETYPE is recognized, then the protocol information is saved at block 323

before exiting at block 325.

If at block 320 it was determined that the bytes 13-14 were equal to
8100 indicating that this is a virtual local area network (VLAN) as specified

in IEEE standard 802.1qg, then the existence of the VLAN is saved at block
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Cct ober, 51994 (& dectumnt, mhichyds al so available at
http://wwisi.edu/rfc-editor/rfc.htm); 1BM Token Ri ng Network

Architecture
For further information about the definitional content of Ethernet

messages of various protocols or encapsulation techniques, the reader is
directed to the appropriate standard or reference guide for Ethernet frame
construction. Some generally available documents which may be useful in the
understanding of Ethernet protocols and encapsulation technigues and the
standards and options related thereto are: ISO/IEC Final CD 15802-3, IEEE
P802.1D/D15, November 24, 1997, Annex C; IEEE Draft Standard 802.1Q/D9 dated
February 20, 1998; RFC 1700 - Assigned Numbers by J. Reynolds and J. Postel,
October, 1994 (a document which is also available at
http://www/isl.edu/rfc-editor/rfc.html); IBM Token Ring Network Architecture
Reference; and IBM LAN Bridge and Switch Summary. Publication Number
SG24-5000-00, Version 1.3, January, 1996, particularly Chapter 1.1.1.

The hardware classifier may be designed in various ways including
through the use of one of a variety of generally available software tools for

designing and manufacturing logic designs in a hardware (or in the actual
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identifying an avail able processing unit and assigning a received franme to
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as DA) obystde fHARBspfRB QGaL i4 Lot ent of §l{Q nfgrmatl,on may vary
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O W ihe format of the , . . _
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message is longer than a single frame. Typically, the conmponents of a
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woul d i ncl ude tHe “saffe S et HYth AfSray ¥ (PSRt & sUNnes SAesAasDA) .
The aCtlJaPmQQibé$oq?5%mes referred to as a MAC) and the address of the source

(sometimes designated as SA) and destination (sometimes designated as DA) of

the frame. The location and content of such information may vary depending
on the format of the message and its encapsulation technique, but this
information allows the frame to be properly routed to the destination through
the system and the switches and routers and to be assembled into a complete
message in the proper order, even if the entire message is longer than a
single frame. Typically, the components of a message are referred to as a
data flow and each portion of the data flow would include the same
identifying information (such as a MAC, SA and DA). The actual label (or
identifying information) assigned to an input frame by the dispatcher 112
unit may be created in a variety of ways, such as the MAC-SA+DA, or by
logically XOR-ing the LID with the MID fields in other message formats.

As shown in Fig. 7, storage in three lists or gueues may be created for
each frame. First, a queue 400 of processed frames is defined to hold
completed work (an output or processed frame, received from the processor

which processed a given frame), requiring a buffer or memory space for at
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sequentlally, the first processor assigned to a particular message flow
appears first in the memory. In this case, for label m, an entry 0 in memory
422 indicates that NPU-0 is processing an input information unit from that
flow and for the label 0, a first unit is being processed by processor NPU-N
as shown by memory 424 and a second unit is being processed by processor
NPU-1 as shown by memory 426. For a given flow, the order in which the input
information units arrived at the dispatcher is to be maintained so that the
subsequent transmission of the same data flow can occur in the same order in
which it was received, so it will be seen that the label memory 424,426 have
the NPUs or processing units listed in the order in which the input frames

were received from the network and dispatched to the N processors.

Fig. 8 illustrates a more detailed structure of the completion unit 114
used in processing input frames and employing the data management techniques
described. The completion unit 114 as shown in this embodiment communicates
with a plurality of round robin devices for distributing the output (e.g.,

processed information units) of the processing units, not shown in this Fig.



information units arrived at the dispatcher is to be maintained so that the
subsequent transm ssion of the sane data flow can occur in the sane order
in whicwooysesd received, so it will be seen that the | abel/GBeoromyo 424, 426
have the NPUs or processing units listed in the order in which the input
franes were received fromthe network #hd di spatched to the N processors.
Fig. 8 illustrates a nore detailed structure of the conpletion unit 114
used in processi ng input franes and enpl oyi ng the data managenent
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frames from the same data flow will have the same label and frames from

different data flows will have different labels or identifiers.

Fig. 9 illustrates a format for the label field element 500 storing
information associated with each of the N processors. Each of the N
processors has two such label fields assocliated with it, one for the frame
being processed and one for % frame which has been processed and is awaiting
transfer out from the processing complex. The processed frame ready to be
transferred is held in a memory or storage 510 which is sometimes referred
top as a Ready FCB Page and one of these storage exists for each of the N

processors.

The label field element 500 includes a label L, a head field H, a valid
field V, a tail field T and a next field N. The label L is derived from the
message content and represents a unique identifier for each of the data
flows. The head field H identifies the beginning of a data flow or a chain of

related frames currently being handled by the N processing units, either as



processors has two such | abel fields associated with it, one for the frane
bei ng processed and one for a frame which has been processed and is
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one of the 2N label fields associated with the N processors. A label engueue
480 receives a message from the dispatcher for each input information unit or
trame that a given frame has been dispatched with its identifier for the data

flow and the processor to which the frame has been dispatched.

Fig. 10 illustrates the flow of the label enqueue 480 of Fig. 4. As a
frame is dispatched from the dispatcher 112 to one of the n processors, at
block 600 a label for an input information unit or frame is sent to the label
enqueue 480 on line 482 and an identification of which of the n processors
is handling the frame on line 484, The first processing by the label engqueue
550 is at block 602 to determine whether the valid field V is 1 for the one
storage to which the first label field points. If the valid field V is 1,
then the storage pointed to is occupied, and the data should be stored in the
other storage as indicated by block 606, otherwise the storage pointed to
should be used at block 604. Next, at block 650, the valid field V for the
appropriate storage is set to 1 to indicate that valid data is stored in that

storage and at block 640 the tail indicator T for the current storage



frame that a given franme has been dispatched with its identifier for the
data flow and the processor to which the frame has been dispatched. Fig.
10 il lustwavesnzshe fl ow of the | abel enqueue 480 of Fig. BCT/AB0@0495¢ anme i s
di spatched fromthe dispatcher 112 to one of the n processors, at bl ock
600 a label for an input information uni26 or frame is sent to the | abel
enqueue 480 on line 482 and an identification of which of the n processors
is handling the frame on |ine 484. The first processing by the | abel
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new dat athﬁf PSR fTd of e nésing ent efisaimy idstatiewbegidnseurgnofud the Sdeldie ohead
field H ifsagets dodel to indicate that status at block 630. After the
processi ng of block 630 or block 680 to set up the appropriate flags,
particul arly kltﬂeF ]gl eld H the process of |linking to existing

dat af | ows and“5et'€in &b {8 FT 2 ICaE %CPCE‘TEP&QSO% °fgifeivering a frame out of

the processors is shown. First, the first field indicator is flipped so that
the pointer points to the other storage as the first or next field for the
processor at block 710. Then, at block 720 the valid field V is reset to 0,
indicating that the data is no longer valid (the frame has been dispatched
out, and the data does not represent a frame currently being processed).
Block 725 tests whether the tail field T is set (T=1) indicating that this is
the last frame of a particular data flow. If it is, then control passes to
block 740, indicating that the process is done. If not, at block 730, then
the next frame in the succession is located (by the pointer in the next
field) and its head bit or flag H is set to indicate that it is the first
frame in that data flow presently in the processors. Then, from block 730 the
setting of flags is done as indicated by block 740.

Fig. 12 illustrates the system of the present invention by an example,
illustrating how several data flows could be accommodated by the completion
unit described above with the logic of Fig. 10. The N processors with the

dispatcher 112 and the completion unit have been working for some time, so



At Fig. 11 the process for processing out or delivering a frame out of the
processors is shown. First, the first field indicator is flipped so that

the pointveoopsizae s to the other storage as the first or neU/GBo@dwsfor the
processor at block 710. Then, at block 720 the valid field Vis reset to O,
indicating that the data is no longer va7 d (the frame has been dispatched
out, and the data does not represent a frame currently being processed).

Bl ock 725 tests whether the tail field T is set (T 1) indicating that this
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t he l1urﬂaéFf?ﬁmaE%?ﬂ:é§5?n@§sP%#%§ed with this data flow. The next field of the label
memory M21 points to label memory M52 which indicates that processor 5 has

the next portion of this data flow. The set tail field for the label memory
M52 indicates that this is the final portion of this data flow currently
being processed in the N processors. The data flow sequence in this example
is shown by arrows Al pointing from label memory MOl to label memory M21 and
arrow A2 pointing from label memory M21 to label memory M52, to illustrate
the logic connection between elements of the data flow {the arrows logically
represent the pointers: in the next field and do not exist physically in the
actual implementation). Similarly, a data flow from label memory MO02 to label
memory M1l indicates by arrow A3 an order in the same data flow (although a
different data flow from that described in connection with label memories
MO1, M21 and M52). A third data flow is indicated with arrow A4 in connection
with label memories M31 and M42, with a fourth data flow indicated by arrow
A5 between label memories M71 and M72. Finally, a fifth data flow is
indicated at label memory M41 which has no arrow since it is a data flow

presently including only a single label memory. This label memory M4l is



desi gn choice and subject to change, if desired. Afirst data flowwth
identifier A starts at |abel nmenory M)1 as shown by the indication (H=1)
that |abedonsnssy MO1 (and the correspondi ng reference tpPCPGBOESHSHI O)
represents a head of a chain or data flow The next field N of [|abel _
menory MD1 points to |abel nmenory M21 26 indicate that the processor 2 is
handling the next information unit associated wth this data flow. The
next field of the |abel nmenory M21 points to | abel rrermry Mb2 whi ch
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al so an Ur_x)e first label indicator is toggled to indicate that the other label memory
MOl for processor 1 is now the first, and the valid field V for the label
memory M02 is set to 0 indicating that this label memory is no longer active

or valid and the valid field VF for the associated FCB page is reset to 0.

The present invention supports new data flows without disturbing the
existing data flows and without needing to know about a new data flow in
advance. A packet representing a new data flow (for example, a message from
one of the processing units about its status) is simply stored with its
identifying data and no reference to another data flow. Tts lack of an
identifier will not match the identifier for any of the existing data flows

with a “no label” field set, a message which can go anytime.

The present invention also allows for a flush command to override the
processing of the data flows in respective order by allowing the system to
process completed frames in the order in which those completed frames are

received, ignoring the chaining of label field (the next pointers and the



field (indicating whether this is an up or a down page), as well as an
indicator as to whether, if this is a down page, the frame is addressed to
a targetw@or/5026¥ a general port, which determ nes whet hePCT/GBOW/aISd er a
down page to the down target port round robin or to the general port round
robin. |If the earlier-received frame féP processor 0 was the | abel nmenory
M2 and that is both a head of a data flow and an up frane chosen by the
up round robin device for the next transm ssi on out of the processor

conpl ex 9&9}1!rgr§entbylggteg %:L\/anf}aqg feC% ?a%ebg ore sqclated d ta flelds are
he

renoved from the ransterring the 1 nforvat |on 3% TPHe up
round robTH® FRERSS “Fﬁéhf’iorrg?r(?éb‘élfraﬁﬁ? ca?lﬁfrs i“%y tkt?gg‘F‘é’tﬂlPt‘-bﬂieﬁlelcétoéctWat

t he ot hefnt dbe¢! Meabt'y onNle F&B Ppgocessor 1 is now the first, and the valid
field V for the label menory MD2 is set to O indicating that this |abel

rrermry [ S no k%&@ie %ﬁ:évﬁowo&ll\ialcér%qﬁn&otcﬁgd u%l: ]q tfh ead cyf tfhgrd;tae

1
associ at e IS reset resent |nven I On supports ne\fNodvata

flows W ute elaip g GricHg timee Jéi(Pg’fIi‘arJrgol%%taélcfrt OUAERONE Wit ﬁb‘tﬁh AbERIPAE T
know abof®lva fheesdulielf posvtha headvahdbe wespank &low epiksentomg darsewodat a

fl ow (f orereapphe, ta wmessage 4R @neh@fco&ibﬁt%@m%l rt&wleli}léxt SeahPuhed ts
st at us) tﬁoﬁwplﬂes%m ﬁgacw EQ arie dat %!i'&i }nt{{é%% Qﬁ&eé ref e 0

anot her gows low. its lTack o

for any of”Fh& exiBtitg B"atpﬁo?efsﬁmgnd \ﬁne’f“i’t OFE TP S “n?‘iré‘F‘Ell‘%’etmlté fesdege
whi ch cafoys Apirisnel thPhe imteseptipmpentirdnardes ondlviohsatf dntervbhtish . command
to overr T theparploessy NGeoil tihetwtat AsfanowSieRe ra?%@ﬁ&]te' tt@taorf@@i}i iRy

al | ow ngh&:ﬂ%dSYQregkér&leprap%§§<§es%9{1?a§§.§%r E&[E%%hprog sse o%re e t\M}I ¢h

those conpl et g ] §{are§ are received, ignorin ai ni.n eime’ilabel field
(the nexf poiTnters "ot Fhréce\AH‘?)ffgﬁ‘?%t?éi‘P@(?@embaltfg ré%ftliieif‘é’rﬁé*mttkt%at
a given Fli“?a‘-ﬁ?é PP cgs fiewid wpielfco pecrh awt Hg the cessld @atmeflpmmckat@bwar@ew ces
whi ch forwaridiéde frames). This may be acconplished by forcing "no | abel
field" on the FCB Page. A single data floww |l remain blocked until the

head of the d %a flow has beep Cprocessed since in nornmal operation
(wi thout the FfUSHTETt BRRAFPIE) bR PT dh8sPRATFRh EVentine Waddbafrppeent

message FP dWORE |9kibeet dastiteretevine arseindivhigy ouft theo fohesoioantkseohitisnbyfe t he
conpl et i oie pakferddowenetjneachcdaharogkbiow has, ikhs aQWBmﬂS’&@@ng S‘)Qa@ﬂﬁ_:rsdaf@r

1 ow rrayeiadenp@toceﬁ%da@ettalt%eotpq&pgéieatlrtghmdw%@z; AQntiDie. 1o PLOGess and

£
send out one'pkeé ed |nd%rs£mrti n.units to round robins Wthou
i nterrupfion or hi'Ag AREETRRECHThoS it EPTEIfRLERH choices descrlbed depend

on the message content, and the method of message encapsulation and the
processing to be done. Many modifications can be made to the system
implementation and the message configuration which the system can handle
without departing from the spirit of the present invention. The labels which
are stored could be generated in other ways not based on the message content,
or could simply be a consecutive numbering of data flows identified by the
dispatcher. Many other modifications and adaptations to the present system
could be employed to advantage without departing from the spirit of the
present invention, and some of the advantages of the present invention could
be achieved without the corresponding use of other related features.
Accordingly, the foregoing description of the preferred embodiment should be

considered as merely illustrative of the principles of the present invention

and not in limitation thereof.



This is particularly useful in the instance where a single data flowis
halted (for exanple, a processor fails or cannot process one elenent of a
singl e daw@of/bd9 since the other data flows are not hal t BAT/GBohed se, the
entire processing would stop until the single data flow bl ockage were
rectified. OF course, many nodificationsioof the present invention wll be
apparent to those skilled in the relevant art in view of the foregoing
description of the preferred enbodi nent, taken together with the
acconpanyi ng drawi ngs. For exanpl e, Prfeaﬁ tual type of inplenenting
hardware for the classifier is subject ny desi gn choices, and the
particul ar choi ces described depend on the nessage content, and the nethod
of messade enéapsweatiwncemdithey: processing to be done. Many nodifications
can be made to the system inplenentation and the nessage configuration
whi ch the syste ndl e out departing fromthe spirit of the

pr esent mven%ll %Q#Q%%él%tg SIubthvxf'n‘—’{%ch are stored could be generated in other
ways not based on the nessage content, or could sinply be a consecutive
nunberi ng of Hapwckboiws et ifé&bra'dabs;d phechedbgpatetier whdbny-0t her

nodi fications and adaptations to the present system could be enployed to
advantage wt ng.fromthe ll’lt of t he esent invention, and
some of the ag\gl%lntt ggg%rn% Y6 mermeosr%n% %lgnven i 3h s@bﬁlsg‘Ls'b’éatﬁckﬁaé\‘?e‘EFt\ﬁthout
the corr 8&FYNdf iy SGEE TS l’&?CFFé‘F jo) atwdsieln GPewid Naworeisighyunithe
foregoi ng description of the preferred enbodi nent should be considered as

merely illusteatisparefert Bl AgivPLOS 106 th%hé”hﬁg%ges'swl\%'&k&%“ go@nd not in

limtatiQp.di £ N 09ro An appar at us
conpri si ngfé ggé%% go%ug%%qégbst ra‘fgﬁcﬁ pr%o CECRPURTE PRLFPEAt ed on t he

subst rat 87 WHBFE N i rst internal data nenory fabr| cated on said
substrate, said data nenory for storing information accessible to said N

processi ng unkt&asaithispadehen &lp@ﬁ@td1¥§é%h€9U%la§§ ctlgsg:hieley ﬂfcqggﬁﬁ! 09

units fotont£68kYiy ing to one of the N processing units an
i nput i n?g% tglﬁc/)ng%ﬁa%q Jélétaelc"lasm i egi téou% 8" rt';'rlln Bg g?@a l%rhl‘l&lt

cl assi fi éF7iMel ?ﬁi’ieﬁatﬁlg BOMSEPT SN 1urkibe #gerart é‘P‘ﬁ? rﬂeﬁl@rba cyare: fodiratofor

an i nput fpyﬁqyﬁn%nguénlqﬁgrmatlon unit output indicators indicating the data format .
of the input information unit and a starting address for the input

information unit, indicators and the starting address which are available to
the one of the N processing units during its processing the input information

unit and used in the processing of the input information unit; and

a completion unit carried on the semiconductor substrate and
operatively connected to the N processing units for receiving the information

unit processed by the one of the N processing units.

2. An apparatus of the type described in Claim 1 wherein the comparison
unit includes a test for a virtual local area network field contained in the
input information data and the generated output indicators include an
indicator for identifying the presence of the virtual local area network

field in the input information unit.

3. The apparatus of Claim 1 or 2 wherein the classifier includes a

plurality of hardware devices formed in the substrate.



and for generating and storing in the internal data nenory out put
indicators for the input information unit output indicators indicating the
data for ved 01/8f25¢ he i nput information unit and a starti ngpaddBesstofor t he
input information unit, indicators and the starting address which are
avail able to the one of the N processimng units during its processing the
input information wunit and used in the processing of the input information
unit; and a conpletion unit carried on the sem' conductor substrate and
operatlv ly ¢ 0 ocessin un| fo receiving the

i nf or mat ?on 8%:1‘3%%55%5}3 8%2&8 k{‘)ph &esr?rlb?% tlﬁe {dcés%’i Ag"eicts. ¥ An
appar at uS hlédltcﬁb‘érsdégf:]r"idﬁeﬁlqlﬁa"ﬁrél %ﬁeilt\%ﬁélrnél Fhe Rere oApEEuson  uni t

i ncl udestafqrastidropnit vdtikal ldweal @rcepsuletiwr keflirghde cont ai ned in the

i nput information data and the generated output indicators |ncI ude an

1) Gar o6, [ o ah ARRLELYNG: LS RAESENGE: Bly LT MILINAL LOGR) | el  fetyor K

field in th 15 i nfor mat i on uni f arat'ué’ of aaweﬁelé’rtlz
wher ei n f”ﬁelc(?f:% SIFFE19S AcTefaRtt §o9IstFal |pt3§/m"0f har dwar e devi ces formed in
the substrate. WD 01/50259 PCT/ GBOO 04950 31 4. An apparatus of the type

descri bed.i n chadgpatatud 6f t&e%eejiébctr}ﬂged QHtQH/t oﬁ@d}ifcé‘iacﬂné i le y%ereln
i ndi cat OERe 'cqggéi!ﬁcﬂélc n:fglctlngest gpgys(gfemléwu&et Lni.or rTB.tI Ogaue?r{ttr andn rpaﬁeg
|

encapsul ation technique. 5 An apparatus of ‘ThHe ty escrt e

2, 3 or A"Whé&VBT Pt MUY ATERELIS PHE ae l&Sd%'fCaawlaéé% t@ﬁltlwuﬁoasnt 6. An
appar at uSegfroined tbyp’élqjéé@ﬁfal@e@rl n any one of clainms 1 to 5 wherein the
classifier includes a systemfor determning a code entry point based on

the typesof ipput,LpfQLNBEI t Ia ion .techni que. as
determ an by _t Llatppcl assifi et?l@ %e d@&gl%%dzlﬁs f ‘iﬁs descr| e?“Fllnany
i ¥

one of clai s isjt%eﬁ Wrdrethe ka?éelélfff%‘fl?’ieéf“lri‘lﬁél %ldj&fa §@%WFW point
det er m nPRY 2acEes ULty eodet dased opoflrt tymndfairpodeirgotratipoinititbased on t he
type of input information unit. 8. An apparat us of the type described in

Claim 7 whererh ihe. aratys r : N eclor for selecting
from the default ﬂgil %Q%n%? o o?%ptlé bl nd b%ﬁ 3 gin Spoi nt“bABRH GH°t he

type of ERDUE" | HOPRES i oﬁe Fr fgr ﬁ'}eﬁbﬁéﬁr 5’6?1"5 the dcelfﬁéuﬁ/ﬁéd%@fltﬂmpphm‘r n
Caim8 # ttll?ércc?%lamﬁyngmalt sysdenn fide Tidentd fiyony iwfietdeetowiuntual | ocal
area network information is included in the input information unit.

9. An apparatus of the type set forth in Claim 8 further including a

system for identifying whether virtual local area network information is
included in the input information unit.

10. An apparatus of the type set forth in any of claims 1 to 9 further
wherein the indicators further include the identity of the one of the N

processing units to which the input information unit was assigned.

11. An apparatus of the type set forth in Claim 10 and further including a
flag indicating that the processed information units are to be transmitted
from the substrate in the order in which the processed information units are
received, with said completion unit responding to the flag to dispatch

processed information units as they are completed by one of the N processing
units.

12. An apparatus of the type set forth in Claim 11 wherein the classifier
includes a system for generating and storing in the internal data memory an
identifier for each input information unit indicating its data flow and

linking later information units from the same data flow to the earlier



10. An apparatus of the type set forth in any of clains 1 to 9 further
wherein the indicators further include the identity of the one of the N
processi moons2s9 t o which the input information unit was BEBGHBIEWISAL. An
apparatus of the type set forth in Caim210 and further including a flag
indicating that the processed informati @8 units are to be transmtted from
the substrate in the order in which the processed information units are
received, with said conpletion unit responding to the flag to dispatch

rocesseg, t hey are, conpleted ne of the
Br ocessi gﬂ;ﬁ%m hgﬂ %g\&% SChgara ués{ of g%qné %/t%e%get forth°rh 8 Blilern 11

wherein P e(?F%’éssle?%gr ldFl?HfElE‘?e§s atRy ieth fBForgerEmatity iand PsreFdwAgrin t he
i nt er nal deE &1aemofythen trirgenss fonerf floformehon mpits ifnbrortmat proresisling units
i ndi cati ng likStenta fHew afdrnddiBki 0g ckaifbni M08 BBtk 0Bk t$.f EQmt he sanme

data fl ow,t Q. Lhe gﬁig %rvx\fﬁeoﬁcjxﬁgg@arpgéag%m 04950 32 information unit

fromthe sane data flow, wth earlrer one in the processors being
identified as the first information unit in a particular data flow and the
transmi s3fon &f dophortvst PHFhanives feodrttie iprovessialginmilt so 12swhdr@iihethet 0

t hose i nhbsymthamitnid:shuhisebray @cbd@nt ifivedh as (b bhrSfencinkor Ant Lom, unit
for the @aféz&ngui&f ol %n&'&g aegmép APRA BLUSQLod N8 LYBe ek Lorth in any

of clalms I spat ch 75t ored” sequentlallyln
a queue &N Orﬂ%ﬁﬁr‘f F’éjrt 1’87 delé%tc}ﬁeﬁf ’B’rrrrﬁf‘?cﬁﬁstﬁﬁ t 3hdeFREN dentity of the
processing unit to which the information unit was dispatched for

processi ng; amte whepbitiohheieomplretien wljptledi Sof Ud RegubRyRl %ﬁle&@ atntie

Sequen“ @:Llﬂlé@gec}éngdenlﬁg_lfiéxz%§r elagh 191 Q;'I!l lgll;. O£ aesasgh |J1Lortr£at dlsp nlber
assi gned ngln%gatc er entl ocessi g uni -f
[

whi ch t h&” | n W hi 8 ewﬁjéocedﬁé’i%f‘l‘fhte&ol ‘ﬁhlﬁPdE?fe tl’éfo&”%éw gntheas

pr ocesseélﬁﬁftéh?ﬁatlﬁow%m ts apperttie Janeromsded infomhittdn tuhétd nhothmAthen
units weped¢regeiwadn théd. iAdrappRhattktsofeddecdatpeaset forth in Caim 13
wherein the apparatus further i ncl udes a signal for overriding the order

and for tlrans%grrl ng %%ro%%s information units to the network in the
order in>whi cA%tHET onﬁnF?ts ISFE dBnpidletf Wasrein Hist RBRPIGEUS
processi AE-ERTI Hputdeh Pof iamell ofPruaverd Sipr itbe mydbhendt ps trafsfereigei Vi ng
t he i npubréadseedrahitotmatibh watita tdi spaheb@Irk in the order in which the

information units are completed.

15. A method of processing an input information unit comprising the steps
of:

recelving the input information unit at a dispatcher;

sending the input information unit from the dispatcher to one of a

plurality of processors for processing;

reading selected bits from the input information unit while the
information unit is being sent from the dispatcher to the one of the

plurality of processors;

testing the read bits from the input information unit against known
indicators identifying predetermined types of input information units to
identify the type and protocol of the input information unit or that the
input information unit does not meet any predetermined identifying type of

input information unit; and



sending the input information unit fromthe dispatcher to one of a
plurality of processors for processing; reading selected bits fromthe

i nput i nfWooNESE26N unit while the information unit is bei PQI/&BNM/0495®OM t he
di spatcher to the one of the plurality of processors; testing the read
bits fromthe input information unit ag&dnst known indicators identifying
predeterm ned types of input information units to identify the type and
protocol of the input information unit or that the i nput i nformation unit

ni t; and 0 B 0Dsg. Ber CB00 D460 - 35 Baged oh (e TRLHPTE GpPiecion

testing Of Bi £&FFOmPAECTHIHEL T ﬁ]fl%rtﬁfﬁﬁ?f'nm% ﬁnf%rf‘%ﬁcﬁ’guilﬁdlaéét@rh@rof t he
type of iRpyretifropkmtt retunanputafndiotheion upfor padi on about that input
information unit; and using at the one of a plurality of processing units

the stored 'Ggir@akﬁ’rt%ea&% bee, g&nﬂh%&o@[]fegragﬁsgw Lotk 3ROULLDe T nput
|nformat|olcu [ LD Lhtge &roce55|? I nput ormation anrt. 16. A
met hod i Acludi ig Che Sfeps <t ' &8 rﬁ“fgr’i‘}ﬁéf’@ﬁ]i’oﬁh Fhet SPUST IRHfERBR BTN he
i ndi cat ot télﬁdplsctCGFwa phehenthnuat orioroerignsunitti. | e the i nput i nformation
unit is being sent to one of the plurality of processors so that, when the

one of theg plur F Qce e todnLor |oen nif
the i ndhgator I@Atlhw QlfClM Ql% §§eo ey Sc’%r'ﬁlvj!eSl.'%kelée]{lJeq e%hermgrpegtf ahd' FJC FSd

I nfornpti on
and the ~one ofcatacﬁrs ngr%?ﬁrf§}gotfhep?rg%€§§?ﬁss°%§%§ e ei A davdr %n%ﬁiﬁ‘aé%%r
i nf or mat ot iapesiee tﬁh%ltl Fpweei of Grestlvonlitmi ¢f iPmoprsoes sionghdthathdmphié
i nf or mat bon aintie pludsditA drephotkskoed pebdgsthanst epstofnGrakinodSuar , 16,and

further hﬁ@lcﬂbeEg an& %eséﬁ{éroinﬁ%%@%‘ e béérﬁlélg!:%gwl déj a%gs tfo(njrédt h%l
further RL S oc%sg,hn lurall information unjt base € conten of

t he i nput or mati on unﬁ"tO aﬁ cetsﬁ%r SPED GPe udidige e %*tdoPE]EF ABFEAEH S at
the one B8P 4th&lligpat |lf1§°36‘?atl®f|’= seessitngragestsng nbtudesuusihhgrtheostuatt i ng
address. 18. A method including the steps of Oaim 15 16 or 17 wherein the

step of 17 eadmge@e@ tn%ml% b @ew@k'&@%ﬁl 15n P an . terr gggle i he%g and

process g, Aacco rg) i shed.in fewer gsSi n?
testing was  acconp |shedngo 1i{aerc‘fl]] éﬁessse ?“éstthf”srttB?‘éé’rPﬁ%Stsllﬁ%tq oR%S 19,
A net hod *PRHY defargetine E’f”etpéaﬁﬁd Gfla“r*m ¢onugered mhe Heost dpfofnaggpmgnit and

har dwar eth® saeporphésly the sicdeat iihdvatbon aaf cidhiend yyrertwd ohnpit ci,nfor mati on

processing units includes using the starting address.

18. A method including the steps of Claim 15, 16 or 17 wherein the step of
reading and testing is accomplished in hardware, whereby the process is
accomplished in fewer processing cycles than if the reading and testing was

accomplished by executing a series of stored instructions.

19. A method including the steps of Claim 18 wherein the step of using
hardware to accomplish the identification of the type of input information
unit and storing indicators is accomplished within two machine cycles,
whereby the step of using the indicators in one of the plurality of
processing units occurs earlier than if the tests were accomplished by

executing a series of programmed instructions in sequence.

20. A method of processing information units of the type described in Claim
19 wherein the step of testing and storing indicators for an input
information unit overlaps with the step of receiving the input information

unit from the dispatcher at one of the plurality of processing units..



unit and storing indicators is acconplished within two machi ne cycl es,
whereby the step of using the indicators in one of the plurality of
processi MmO ONsR2s9 occurs earlier than if the tests were acePOVpBI&GHMIS by
executing a series of programred instructions in sequence. 20. A nethod of
processing information units of the type4described in Claim 19 wherein the
step of testing and storing indicators for an input information unit
overlaps with the step of receiving the input information wunit fromthe
di spatchei_ at Aqg@hg(g o r r [ ihts
PCT/ GBOOL, 0 g 3ch fa@u@mgh@ﬂag %ﬁ%ﬁ&?nﬁg’fﬁg 7o le%% 1% “ar%‘y“% ?g%%s?' 15 to
20 and fUrther™ iREITdPRg°the steps of: generating and storing an
identifier for the input information unit; storing in association with the
identifier theeisdtenind gndfstoheng protRSSE figrupdd the MPBLE NnttBendtAbO AL ON
unit was assigned; and using the identifier and the identity of the
processing unit t.o which th nfo ion unif, was assigned to transmt
processed i nf o% fatron GRrts ﬁon 8e3rdﬁnﬁl€§fﬁlc?% fr& ¥eoh &BRi ved. 22.
A et hodPFefREEEdih g i heostiisd be @5?%6121%#}61? wes hessiomediudhdg the step  of
responding to a franme generated by a processing unit by including a no
| abel flag onuthe i:fl@-rﬁ%enggfleé‘ J}ﬁt bod 1ggntQLrt9C§j_sstthgrloQ£ %?t&rﬂ@ H&"vﬁécﬁf

)

the type, gescrlrmq g Ortt e systemrespan frame wth a
no | abel By pagsiNg t1re a?srlé’ﬁ% S tHEsHet %Pﬁeﬁeﬁh’dﬁtor?‘?ﬁltoﬁe‘fmstﬁolr%ge
24. A netth%&réﬁrlld’eﬁlﬁcfwi:w HA*S ﬁﬁﬂ?l"fﬂdarre and providing indicators
relating to that frame for further processing of the frame, the steps of

the et h@d C@.nﬁéﬂh%!inﬂ'zclggir%r fAiRg Q.najfa}l@\ ﬁanHEl gur@ﬂ& %n% &ﬁ'{n& tr%'le step

encapsul ation an r ot acol % corrparl ng.a section .o
frame with a pr edlé’lger i ngr E ﬁ‘t%&ate%/r?éﬁ R APIERY A Y d‘flcje"r‘ﬁéaﬁsahlnﬁtl on

and a profboffleype; tl@ﬁerﬁé?%l ng and storing with respect to each input
frame indicators of the type of encapsul ation and the protocol type for

that i nplﬂte fr @;nﬁethoge(t@b%&ﬂs@gn@-rl@f&h&ﬁ:&&g utflbes l Qcéﬁé Qgpé)fdegcnll%\églln Ch]g
for the i,ppyt  _frane: and determ ni ng. and st grl ng f]‘aéae gLnni ngéjpm nt for

further prgo‘ﬂlékessﬁ]he of > e SToRp Ut tfora "Bass et &nPh&FSE Ve BT
pr ot ocol 5.?’?&? §ﬁc§ffsﬂ?ia'f°ir5n‘”lthout further storage.

24, A method of identifying an input frame and providing indicators
relating to that frame for further processing of the frame, the steps of the

method comprising:

determining from the input frame a type of encapsulation and a protocol
type by comparing a section of the input frame with a predetermined content

indicative of a type of encapsulation and a protocol type;

generating and storing with respect to each input frame indicators of

the type of encapsulation and the protocol type for that input frame;

determining and storing the location of a level 3 header for the input

frame; and

determining and storing a beginning point for further processing of the
input frame, based on the determined type of protocol and encapsulation
method, whereby said location and beginning point may be used in further

processing of the input frame.



met hod, whereby said | ocation and begi nning point may be used in further
processing of the input frame. WO 01/50259 PCT/ GBBOO 04950 35 25. A net hod
of det er wabngp2she characteristics of an input franme incl Bdi/cg§00/04960 St eps
of Claim24 wherein the step of determ ning a beginning point for further
processing includes the step of determ ®5ng a default code entry point
fromthe input frame, then using the input frame protocol and
encapsul ation nethod to determne if a stored control entry poi nt has been
stored f t hat i e sul ation. and_pr.ot ocol th tored
control ggt ; ﬁgm&:@lgg J]Eati!eﬁ%mg{uaﬁdqgﬁg Lrjlara(itefls :L]g:urci an L IPBC %glch %
exi sts af S)éﬁ s% TS Ay “F‘ﬁjée“d’efﬁ‘ﬁlstte%dﬁed%"rﬁrﬁfnw ﬁtbegémﬁlh’@ Bt Forgy
poi nt  f SRTihgrt Pracep?boesailndes 2Be A apevi Cetéurinier el 9ehglf rameacsmetwor k
and processingreatac pagket S8, thahidigg fRENBlS COMREI élidw'co@a{%!iur ality of

Pr 0CeSSOLSoarBachL 0RCHALA0J BUERGRIENt: Of.LhE, obhely Lol BLOcessl nd. data

packet s agd e%rg g ? an _oput put data pack

dat a pacKRet" bﬁ cqr?mﬁfﬁattl%rﬂjre‘élfcé‘@s‘t%‘tﬁﬁ% Proedssrs Pé%ngr é‘é%le\ﬂoﬁ@fia
dat a pacﬁé%troﬁr@”rﬁrhfh@owétmkharﬁiaawggmwg fdre fpatket ptcennggol £ tdae
pluralitgxtfts ntlepeadast yHiagesLOasStaudt oas Sddtir-¢aldian Aevhee Gonneched,t o

the di spatehupid: £06.d-8¢&l ving the packet and determining its protocol
and encapsul ation technique as well as a starting address for further

processi ng of the frane by the processing units, the classification device
i ncl udi ng®- | ofi eee detrerriaiginrhErencapsinoaki o pmﬁsqmdbaseelcmtsaof
portion vefyihbefdman®e;compflisdngo determ ne the presence of a virtual | ocal
area network information in the franme; and an output for each frane
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a4 dispatch unit connected to the processors for receiving a data packet
from the network and assigning the packet to one of the plurality of

independent processors;

a classification device connected to the dispatch unit for receiving
the packet and determining its protocol and encapsulation technigque as well
as a starting address for further processing of the frame by the processing

units, the classification device including:

logic to determine the encapsulation technique based on a portion
of the frame;

logic to determine the presence of a virtual local area network
information in the frame; and

an output for each frame including the type of encapsulation and

the starting address for further processing.

27. An apparatus of the type described in Claim 26 wherein the classifier
is embodied in hardware without a stored program.

28, An apparatus of the type described in Claim 26 wherein the

classification occurs in two cycles so that further processing of the frame



36 by one of the processing units can begin within two cycles after the
frame is dispatched by the dispatching unit. 29. An apparatus of the type
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r ecei ved “HFE tHE “Hetifo rkSPARBIYal@ i -ng system putting a synbol on new
information units that indicates that such new information units were not
recei ved2$r onnh hepneduer ke 32, cAd apRaiBddisnf@RiANA VELNGnacld aPBQl,

| nf or mat b havinQsa.4ankabhes ot acol and.encansulation and for providing
a starti ngdl ogat |tlgn fcgr rocessi ng that frape andta poi nter o.tthe hitS al
i nstruct fon For° fréte e§FH]3t SPHERSST FarfeS TRETHHALHATS EBNBFPIESAiRT ghe
conpar at ¥areopn} ek iy faerqntedetraing redrdppt &s sobréhéof rianeemngsutiatienn ni ng
i f thosembyttosaingi-cedi@laad@pgid 8 hePEnieOcackgisGsfQr. deternmning the
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further includes a handling system for processing new information units which
were not receilved from the network, the handling system putting a symbol on
new information units that indicates that such new information units were not
received from the network.

31. An apparatus for analyzing a frame of information having a variable
protocol and encapsulation and for providing a starting location for

processing that frame and a pointer to the initial instruction for processing

that frame, the apparatus comprising:

a comparator for looking at predetermined bytes of the frame and

determining if those bytes indicate a length or a protocol;

logic for determining the protocol and encapsulation system for the
frame;

using the protocol and encapsulation system to determine a starting

location for processing the frame and a pointer to the initial instruction

for processing the frame.



