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PROTECTI NG CONTROLS | N GRAPHI C USER | NTERFACES OF COVPUTER S

Background of the Invention 1. Field of the Invention *16(6* Thi s |nvent| on
relates to graphl cal user interfaces of conputer systens and, nore
particul arly, lww lﬂjmmﬂlﬂmmi met hods for ensuring proper user interaction
with such GU Background and Rel ated Art Even since the
conput er industry adsoemzred beyond commampd line interfaces to the now

fam liar graphical user interface (GQUJ ) technol ogy which enpl oys nore user
friendly and fam liar synbols, command bars, pulldown nenus, w ndows and
the like, the popularity of this technology has exploded. Along with this
has conme an enrichnent and sophistication of the various software controls

whi ch often even i n hei r har war e
counterparts. E?W@S %ﬁgﬁ%?@ g@f%&ﬁﬁ@é%ﬁws N the form
of realistic-appe w t h shadi ng,
| i ghts, and even %B*’glg'é' ﬁ@i&'ﬁﬁ?ﬁ%ﬁﬁ hﬁ@?@#'ﬁ&é’%@ Iy i mproved
the ease with which end-users now interact with conputers and with this

har dwar e par adi gm whi ch sonetines bears an al nost uncanny simlarity to the
r eal hardvvargagQ f H%Eﬁélnvgﬂ nsuch @QUJ's, in order to further sinulate
realism ha e—ev%Eré‘ﬁ'een—mWT“gg—l ncor porate sound WI tion of
various buttons or a ~ J U N 2002 2 other controls, mwg@@ﬁﬁmﬂmtch
clicks, and even backlighting which changes col or upon with the
swi tch. However, qnFEielkekihedaventidlese GU systens’ cont r'sfiss*has never been
addr essed heret ofore, nanely the exposure of the controls to unintentional,
unaut horized or even malicious interaction. Hardware, human and machi ne
interfaces oft ,must ea t he R.r og em.of nadv rtent or | i cious
activation of cOMf e Pﬂé?l t%ﬁ]f%rée gRLYsRSinteEaGeS Q pgmp@fg SYR e of
this is thﬁ dad) @or@paabumlyltommraaddwihogs fmfemmmq)rogeaca%érrol s and
covering the S in order to prevent inadvertent
activation. [ﬂ%%t?p?m ﬁ%@%bh?@%@éﬁé@ts however, protection such for such
undesired activation of software controls has been far | ess sophisticated.
Thus, such protection has taken the formonly of conpletely disabling

controls preventi 0 d @amdfR rtkeyboard or nouse, such control

state typically being indicated by reducing the contrast of the control and
its associated text, e.g., graying out or di mTi ng the control, making it

unavai |l abl e toc%% T 1he|_EUr$lﬁu?erm’?&t§s1t§P %tegg?g%gm ias hi ghly

desi red which ress t ent or ICIOUS

activation ofnteefameamethemw Earelllan graphicet Uﬁerdmerfa@er(@i#) f@hnéhmyesm ng the
j ust-descri boghidh empﬂfvs rhbt%r@se"ﬁfﬁeﬁt!lvféhélfémﬂiaiiQ?M%BIsa%ﬁ\rﬁéﬁPEa@t ed with

Aesoc at ed vPHIGRHE S Risn AL ad fhe s 5% BOPURHE RS IPERNTbYY: & who
have aut hori hastexploded. Alongwithl this had caméan ervichateant @adi sophigtieatiemce
difficulty I @Rl gbil W0 diifareHot/BH WhRh BV emulate in appearance

and operation their hardware counterparts. Thus it is not uncommon to

see software control in the form of realistic-appearing three-dimensional

buttons, slider bars with shading, lights, and even meters and switches.

This emulation has greatly improved the ease with which end-users
now interact with computers and with this hardware paradigm which
sometimes bears an almost uncanny similarity to the real hardware
counterparts. Some such GUIs, in order to further simulate realism, have
even been known to incorporate sound with operation of various buttons or



0 6 J UN 2002 3 Secondly, the dimed control state provides no indication

of how a user with proper authority may nmake it available for c .
Thirdly, the dimed control itself provides no nechani smfor usgﬂ%y ;IDQZ

bei ng protected fromthensel ves, e.g., a way of allow ng the user to change
the value of the control but only after taking a special overt action to
enabl e the change. Fourthly, the dinmed control does not provide a
mechanismin and r-- of itself for hidipg the value displayed fromusers
who | ack the authority to view the control state. Thus, inprovenents were
needed whi ch would make it possible to make the control state or value nore
| egible. An interface was further desired which nmay provide visual clues
for how the user m ght access the control and control surfaces for

provi ding access to the control in close proximty to the control itself.
Mor eover, a efhlentcontrotsp suthe asfswitehelicks) mnd guerhibanidightirgg vdhighy needed whi ch

provi ded forc ur;@é;]%?&%%gé%@,gsg%gb@g{itﬂ mglgﬂ{ép‘g. protection frominadvertent

access, View lon fromview ng conpletely, etc., all
wi thin the sane visual nmetaphor, and controlling single controls as well as
groups of controls. Summary of the Invention According to a first aspect of
the invention tHewevers ope waakedssa ofrttdsedsUbsystemshcongrals bastneskerarea in a

gr aphi cal us i I f t PSAVAS Sing: di splaying
said control Bé?ggbgl:o%%%gk%%ogrgt B&g@%élegpgggeé %@HF%’%“P@!S?E aying a cover
havi ng fi rst uaintertienehdinautharized oreyeatmalicious itgractiamt rol area alternately

preventing and permtting, respectively, user interaction with said area;
and noving with a pointing device said cover between said first and said

second posi ti OqﬁardwaQe,Ght:ﬂmyn%‘nﬁ%&hﬁné@teﬁ?@&%&gn{&t Bedfgi@i theaspect of
the invention there 1§ provided apparatus for man(g%} ng a control area in a
graphi cal usBroblemefinadvertent pr praligiogs @stivalion okeaniais thaticanhgvereans f or
di spl ayi ng sgisfustivel 6fdctsr EmeCanRe O hises fHe @eﬁéﬂi‘?hﬁ:ﬂ@é% hafdware, neans
for displayi Hg a coger havi ng first (ind secg(?rﬂ{jq#oshtl ons reI@g ye to said
control area®%§YICE? L, f"éqesﬁsﬁge%{wﬂ'%an AV} i Wb transpagntbargers s er

interaction n bidesdo grevent inaalvartent activation.

In software user interfaces, however, protection such for such
undesired activation of software controls has been far less sophisticated.
Thus, such protection has taken the form only of completely disabling
controls preventing activation from the keyboard or mouse, such control
state typically being indicated by reducing the contrast of the control and its
associated text, e.g., graying out or dimming the control, making it
unavailable to the user. Thus, a more sophisticated mechanism was highly
desired which could address this problem of inadvertent or malicious
activation of software controls.

In prior known methods for addressing the just-described problem,
there are numerous disadvantages associated with merely disabling
controls by dimming or graying them out. First, the text associated with
these control is difficult to read. Moreover, users who have authority to
view a control's value but not change it experience difficulty in obtaining
the information needed.



means for noving with a pointing device said cover between sai ir
sai d ‘second positions. According to a third aspect of the invem Bo}ﬁ‘mg[lnz

is provided a conputer program product conprising a conputer usable nmedi um
havi ng program code neans enbodied in the nediumfor managing a contro
area in a graphical user interface (GJ) of a conputer system the program
code neans including: programcode neghs for displaying said control area
corresponding to a single user action; program code neans for displaying a
cover having first and second positions relative to said control area
alternately preventing and permtting, respectively, user interaction with
said area; and program code neans for noving with a pointing device said
cover between said first and said second positions. \Wen a Rntrol isin a
PeisaHan AL

protected st at eSeeprdpalbRgIBIRA el shatehfoKdes nou PHe control is
changed t%@erqpierbrdHé?\éLﬁ%@ﬁy%&dnﬁ%tif@\ﬁéilaﬂéi@r@hﬁng@.ﬂtr0| surfaces and
text, but differing fromthe standard background col or of the w ndow and
any ot her non-protected controls. This field of surrounding col or produces
the visual effeThirdly, the dismapacentroldtselfransidesent msbhahidmaeeusetse contr ol

surface. Wien the field.is | r.c ty.Lh ontr ol
surface bywﬁgiawa%gl%ﬁgoéeilppgwq‘h%%%@p%d?g’t%\ggggﬁﬁﬁg\%ﬁ%&%gggpto t he
control i stopchngtethebyalonef tife cantratdchaniysafter takperadsperial overts J U N 200Z 4
upon the t i is available to the user. If the user
currently %@?rﬁ{&%ﬁé‘cﬁ?ih%hé@%%ss the control and is being protected from
nmere accidental activation, clicking on an edge of the color field and

S%eld'd causes tPf@uﬁtﬁly(,)ItthegI H@ﬂﬁa@ohﬁb[ﬁ@és n@tq%riﬁaw?@ ChEARITS I and) one
enbodi nent _|n ani. ma ashi on w or witho c anyi ng soun

Tndi cat or s‘?* %%?6“; erP%@%%Na@ﬁéﬁﬁ%Y%‘% EOMSE s %ﬁe\cﬁﬁﬂgangﬁr@ ich can
now accept vigsetha cdreractatensthubhimspicyemenéhdede neeged ddnieh wheldnret aphor  of
openi ng a S i aphor, in one
enbod ment MRS F BPEHEle B e HEEodr I AR A0 ices 1ogTBg, e SR i ch
resenbl es itgifage wastfugber desiedywhighireay PEIGde MisUahGIUBS fardiawthdl to enabl e
the user tQsghiidrtaldobss khdlBohtid e il @DERcOfRGSTESIgBINgeeosrdes | Vi ng
control viewabl e through tHhe, c.gyl or,. field. .'l'hi,[s ei nf orces fu? tl%e user that
a consci ouHAgRFALR ROLmiIRGiR the FAGOL 3 'fvoﬁ%ovoqr' SREM'PUIYY desires to
i nteract wthehafdremeationed protflembsevas soretjorsedast whichravidgdHave access to
the control,,. . I T S Al wolef, Reayr | ored
field, suckaggty:l&?r%lnghggghglgg I pon?edélépgm% on eﬁ%g?%gpn éghéswgggg password
field to appbahange grotaoon feana VRyViRe LOMBRIRNe RS yalbVithindhg $5M5br i at e
passwor d anfuds fetaphs:, ahleohtblihgfdimdld cdhtarpeaws!l as gbistest back,
col | apses, or,vanishes in a manner herei nbefore described so as to display
t he underl?PHﬁo ontrol in a state ready for user interaction by the

t hus-aut hori zed user or admnistrator. If the user lacks authority to view
the control, the color of thegpht&Gigthd irtleftibs set to the current
foreground col or such that the control appears to be nasked out. As

previ ously described, a user is thereby unable to select or interact with
the control . : [ e e Vi Fd o an i be
provi ded so'tﬁéaﬁ%Q%?g?gl25?%%5%??)0@&%5@?9%%%2%6\% gg%l’éd%f atlﬁgemoggxrs ~aN
2002 5 raewsEsy passiol direrayn tahgraphicak eswviatdarfee dGIE) dfi el abntpotayaiysteaccess to
t he CO%HngtsinyJi s access, in one enbodinent, is provided in tw |levels -

vi ew access anmd change access. View access would change the field to a
transl ucent dfisflaying psid eoitrsitaddaccoi@Eponidem 1onl syngdé udenbotisit i on in the

under | yi ng COLfP”OL wher eas chapge access woul d renpove the field conpletely
to provide fuf'fPladpedcory hayang Hiztrnd isegne sntiiens Thivade faif weairalcitodn and

change.alfefhasdli blevanfind ﬁrhﬂSerﬁﬂit&iﬁéﬂ@é;ﬁc@\&@QQisQfei'ﬂkerQé?i@ng%H?%% l%'i]esa; 9{1(? t he

invention, after the control is changed) the protective field w t hen
aut omat i cal | yneyingevigagkpaonterg devce omd roover beteeeabyaidelisbpndigaitincprdt ect i ve

state Apptically. Further, a protective field may be enpl oyed to cover a
group of controls all sharing the sane access nethod(s). Still further, a
graphic treatnment may be enployed for a control or group of controls to
create the illusion that they are recessed in a well with a transparent

opaque field covering them



. .t ~6J UNZ2002 6 Brief Description of the Draw ngs Fig. $ S [
| evel system architecture drawi ng of a representative corrputeras@s*tl@rwmnz

whi ch the invention nay advantageously be enployed. Figs. 2-5 are a
sequence of screen captures of the systemof Fig. 1) illustrating the
sequence of events in effecting aut hori zéd -user interaction with control
areas in accordance with the invention. Flg 6 is a fl ow di agram

illustrating the se nce of events des ref erenc o the figures
25 s |- 10 aPeoHl A EciehSEO0R SRVEEh REpTER LT BE ReT0y el bt g8
depi cting anBQEHEHCE cohtrdlVaBA SnSd Brdphical séhatter®fce QIS & B Jodipuedf 8etenng
user interaction with a control area in accordance with the invention

wher ei n t heC@@BiIfiN&trati ve user has not been first authorized for such

interaction. Fig. mjc&né f%r 1sf)fa WA ALHRDORRL &rtddforddi t%ei]éfﬁ E‘Es facyENt s
T

illustrated in Figs. 14 1s yet anhot seri scréen
captures of the smmrfanfdlﬁlg/mgactemrchavn@ first enca(seqood pmsttimnard@umterml sagt ea
by an adm n| str tor

Lrst be aut n_accor ce.wth the
Crvent ton.  Fogiet 8 e ribflet Rl B Finst fved SBURREE b Ll
depi cted i naﬁag@ld 12 - 14 in accordance with the invention.

means for moving with a pointing device said cover between said first and said
second positions.

According to a third aspect of the invention there is provided a computer
program product comprising a computer usable medium having program code means
embodied in the medium for managing a control area in a graphical user interface (GUI)
of a computer system, the program code means including:

program code means for displaying said control area corresponding to a single
user action,;

program code means for displaying a cover having first and second positions
relative to said control area alternately preventing and permitting, respectively, user
interaction with said area; and

program code means for moving with a pointing device said cover between said
first and said second positions.

When a control is in a protected state, the background color of an area
surrounding the control is changed to a color providing good contrast with any control
surfaces and text, but differing from the standard background color of the window and
any other non-protected controls. This field of surrounding color produces the visual
effect of a transparent or translucent shield over the control surface. When the field is in
place, the user cannot select the control surface by using a mouse click or tabbing to the

control. Access to the control is provided by one of two mechanisms, depending



0 6 J UNZ2002 Detailed Description Fig. 1 illustrates a preferred

enmbodi nent of a conputer system which may advantageously enpl oy t&eJUN 2002
‘Tmproved GJ control protection systemof the present invention. The system
conprises a CPU 10) read only nenory (ROM 11, random access nenory (RAM
12) 1/ 0 adapter 13, user interface adapter 18, comruni cations adapter 14,

and di splay adapter 19, all interconnected via a common address/data and
control path or bus 16. Each of the aboye conponents accesses the comon
bus utilizing conventional techniques known to those of ordinary skill in

the art) and includes such nethods as dedicating particul ar address ranges
to each conponent in the system) with the CPU 10 being the busnaster. As is
further shown in Fig. 1, these external devices such as DASD 15 interface
to a common bus 16 through respective adapters such as |/ O adapter 13.

Q her ext er ndpondhe m,ofmsawmmism\@ﬂaglﬁ tethe sisaf.l arly use their
respective adapter such as display adapter 19 to provide data fl ow between
the bus 16 and the display 21 or other device. Various user interface neans

are provided f | hterc i i i adapt er
Ta i ch. in ohid EFEREEY B8 Aoty fo Bobcse 8 dRft) BRUTL bAES, TN
devi ces suchpeatepted fsarmakerz3cadantal aptivatey liskingon amedge pé theeoland/ or

. H 27T _ -y . . . ti
Syat om 26 agio g SHELERIses e bRk 18I0 ERBct ol o Bl oo P ece.
units is wel EMaegimentingn anjiatesh iashiibwilh 9gMjthaut acersmpaayiag sevnded

herein. The ji@atbtBoai ol reveal theRINPrEIBERYI CUmtroNires SENE MaHitly caf hokomput er
system and correspond:ﬁ}g m.cropg,g\ce.ssor

h t he, RS/ 600 ™,
R SC based wEPRERHISE RCEAOpE: IS '@@Pﬂ%&&? Qg‘fﬂucteﬁ@el'mﬁaeg%eyati on
e_xe_c:Jti ng tEppéhMg(ér tv’}anemfeﬁﬁérﬂeKdee@erwear_dv\dar@ceu?Merfﬁae nm.ta;ﬂmrj inﬁl y, or f
simlar machi ; . e case 0
06 JUN 2m2°§§}rﬁw@@8‘8 '%(\o%@?ﬁ”% oy P éﬁ&@ﬂ%fﬁ@%ﬁ@%ﬁ D,
(RS/ 6000, | BMmhigh seseayles arglipraitiaceC e grapiteahelergent may el wmipcted
T cr opr ocess e o B st LphyKReAly S1a8 U slrece dpel X e e ol
bt ocensi g f UngelyRg ceBtbLYaMebl g BRI It ARl et of Fi g
1. Al though wser that@entorscicadiphysicabstepps requifenntot sigvify he us she tnubpr ocessor
designs, in &’ggﬁ%ﬂhg&m wﬂh?ﬁé eal%id_her ein, the mcroprocessor takes the

formof a Po m cr oprocessor manufactured by the | BM Corporation,
which is a species of m croprocessor known as a reduced instruction set
conputer (RISC) m croprocessor. Further details regarding the architecture
and oper ati on off theiuhendogsnatmusasdly haveweches ththe eendrdlrasmatie Power PC 604
RISC M Cr opr grgaseleldientis Wikidd oef HEBPISASRANIAE AR Ny Bh, 1994
copyright IB rpar at i ﬁ{‘l Whi CH IS 1ncorporated herefj n ?% reference. In
the context &8 ICoRe FAICKIAG anHbe icqr) calises 4 Passwd ild (O BPReds €dich as a
‘cursor and pdpaufialeg boxp Ussmentey oitheragprepdatepasewdid ahd aisemagmee

mani pul at ed b I \: ok d | use 25 and
voi ce acti va?%%gﬁg\?ﬁsgﬁ ?%%M%r%é’? %wécéoggdg?ségéﬁ%szg’?&maﬁ %“{BEZ” gger interface
adapt er 18 bynawnerdierainbefdre deseribast se 88 to Hisplay thei ungledlyingceontel ima

m cr ophone 2%/ ' I ef? P14 AL sk -8iHH A d application
code resi dentét?t% r%%ﬁ*@qur?gm[yé[%ﬁ%% StP'%\,iﬂlmllSls ?gﬂofiigtgg?gégﬁg enabl e npovement
of a cursor GHMIAE@A ay screen 21 responsive to and in association with
correlative voi ce conmands spoken into m crophone 27. Turning now to Figs.
2-5, a series of representative screen captures are depicted in Figs. 2-5,

illustrating a geRbeRELIaRks QVtYrity 10 @ualthe cohtrbllehd ceRk Y tid pfotscted I N one
reen display 30

i npl enent at i f the rnvention, First, in Fig. .2, .such [
. be-seon MRIEIS 3al T yhe curetforsaconh soRpRudh 88 18 cPaliolAPRSATe e and
cor r espondi nheamplkkedbubnAs pueviensly viescribed, & wseN i tHiteBy arableablselect

or interact with the control. Also, as in the case previously described, an

icon may be provided so that by selecting it, a user with knowledge of the



In th? screen display, a control area 32 is further depicted conprised of a
cover 34 and underlying control 38 (seen in Fig. 5). In the enbgp$na££
‘under di scussion, the purpose of the cover 34 is to prevent a use hlZUOZ
authority from accidental activation or interaction with the control 38. As
may be seen in Fig. 2, the cover 34 is desirably transparent (as synbolized
by cross-hatching) so as to permt the user to see through the cover to the
underlying control 38. The control will,5as desired, include information
such as al phanuneric nessages (for exanple the "del ete" nessage 40). The
invention is not intended to be so limted, however) and contenpl ates as
part of the control 38 not only a control |abeling nessage such as
"delete", "close", etc., but further to include fields which the end-user

may fill in information for, ﬁli%g bars, or ang ﬁ%ger ogfortunity for the
user to inteR¢GagsRAsFWOrd maythelgbyreniovertag cover feld e gsit accassitadhe by

:_nrk)uttlT ng dagéntkdl. frhlrsgaé&wsssiin org ém%F!MthtﬂTo@idﬁﬂgﬂ;Qwa%\ﬁtﬁyL v\%w OL the
| Ke. urnin now t O 1 J. a Co enti onal CuUu r S I C IS
v eabl 6 by SRR A helige: docss WSt acRrss watlicandt thE SRITIA i § h pr i or
art GUl syst gamslucerititattranspament state iforadig@rdrinof nfarmationdn the cont rol  ar ea

38, thereby i J: ul t. r.ati "y ct, such
clicking or g@#%bmﬂ%ﬁgﬁggtk@kggffEH%%%%%%ggﬁgaéggﬁ%@gggtgégﬁ&g keyboar d
entry was aceomipletely fo pravide iilancessethea wrderlying eonfealtfor usarended t o
address thi sjnpsaBfi¢iand RHange&ne purpose of the cover 34 is to permt the
end-user to, due to Its transparency, view what the neaning of the control
38 is while at the sane tinme preventing interaction with the control by the
conventional keyboard entry or pointing device 25 activation w thout

addi ti onal overn stit aifurier #lteynate enbedimand endextensipnsoktheraventionn t he user
desires to 'Qﬂé\*tﬁﬁgsdﬂ(rﬁagist&h%ng%,tfr@hpré%ctiw@ﬁelbs\ﬁﬂl tﬁéﬁ%ut&hhﬁ&aﬁlg"!li&@ the

poi nting dev)ce an ur sor on the cover 34 so,as to cause etraction
bF the. Sover batk SYrdBSOBIEh AN eIRAKFPSIPHGS umbrusciy® state suloaratcalion. it
will be ngt eHutthex, a: plrrotéogve Bield imay belerfiplbyéd bo 200 & grauy stcoritrols ak
positioned a . t r r area
32. At houghg%%rfnsd;@gessazé$g?&%ﬁe'n§teﬂﬁ bléeﬁ'mhpgﬁeéqn&;ﬂoﬂ)cn&% t"f??lgt"ﬁ%&/enti on
woul d provi deeemgloysad fpr & castel pygroupsefegantrisele ereatenthiedvsion tmator ar ea

adj acent t hefrlQarB@ededdedah @Well ffthaptrafspaRestopdifie’ W\éél/en‘?rft% tHe..
protective shiéld or cover 34. This is in order to ensure that a highly
deli berate action is taken by the admi nistrative user intending to interact
with the control 38. Upon the end-user so interacting with the cover 34, it
is thereby caused to retract so as to display the underlying control 38 in
a state whereby the user nmay thereby interact wwth the control 38 (Fig. 5).
After such user action (by nmeans of the click with the cursor 36 positioned
;on the cover 34), or, nore particularly) the particular area intended to
‘cause withdrawal of the cover 34, it may be preferable to provide
protective shield or cover animati on whereby the user may actually view the
cover 34 being retracted fromover the control 38. Thus, referring to Fig.
4, if this feature is inplenented, it may be seen that in fact the cover 34
is shown at an internediate state where it is in the process of being
renmoved by such animation fromconpletely covering the control 38 in a

"w ndow shade" netaphor. At the conpletion of this retraction, the control
38 will thereby be fully exposed as shown in Fig. 5, ready for interaction
with the user. As noted) the user then proceeds to either activate the
control 38 by clicking onit, or to otherwise interact wwth information and
fields associated with the control 38 by clicking or deleting radio button
entries, typing in information in exposed fields, or the like. In keeping
with the need for the protection frominadvertent interaction with the
control 38 while at the sane tine permtting the user to recognize the

pur pose of the control 38, as noted, the cover 34 is desirably transparent
so that it appears to be a cover viewable by the end-user while at the sanme
time permtting the user to see through the cover 34 to the extent
necessary to view the | abel or other infornmation associated with the 06
J UN 2002 11 control 38. Thus, in one enbodi nent, the cover nmay sinply be
a lightly shaded cover, with the control 38 itself conprising only a
portion of the cover 34 as desired and also as desired of a different
graphi c design or color which may be viewabl e through the cover 34. Rather
than an automatic animated refraction or instant retraction of the cover 34
upon user interaction therewith, if desired, the user may alternatively be
required to physically renove the cover 34 fromits position over and

. b 1. g, ——y o ' I 1 B - M



~ 6 J UN 2002 12 interact with the control, as shown at reference nuneral
45, whereupon the cover will be replaced over the control) 49.9@ Ulmz
i'mpl enent ati on herei nbefore described with reference to Figs. I-8, 002
under | yi ng assunpti on has been that the adm nistrative user has been

aut henticated, e.g., has the perm ssion and authority to cause renoval of
the cover 34 so as to place the control 38 in a state ready for further
user interaction. However) it will be readily appreciated that this - may
not desirably be the case. Alternatively, in an enbodi nent of the invention
depicted with reference to Figs. 7-11, it has been assunmed that a situation
exists in which the admnistrative user should not be permtted such access
and interaction with the control 38 without first requiring an

aut hentication step. Turning nowto Fig. 7, and conparing it to Fig. 2, it
will be noted that a | ocking nmechani sm 42 has been provided therein,

synbol i zed by a padl ock or té}f‘eflﬂé‘s‘acgigii@ gfgepb}awnggnner to that of Fig. 3
wherein the user causes the e cover 34 or a grip
surface, as shown in Fig. 8, the user, by means of a pointing device, may

cause the cursor Bifg qsi AhRyrAeleMdysterh FréhiteRlreBaWiigGid sm 42 by, for
exanple, clicking on.it. In re?&gonse toa'{?glégé ir?qqlxjp er aut hentication

subscreen 44TqPEegEntalive,gomputer system inpw PRiIMAS ubscreen 44, the
admi ni str at | gévartagedsipbeapigidyddr i nfornmation as desired in order to
aut henticate that he or she should be permtted to interact with the
control 38. Thus, in the inplenentation shown in Fig. 9, such user is
pronpted for a usEigsn2riearmna spguencs of sdream captures of thetsysteraof fight1,wi t h

sufficient a i e‘d?%?\ b Y| ol 38. In
a specific i%?@ér@rﬁlﬁe?%n .0 tr?ff?ggf'{ggf'%@8{'%8%%??‘Q?f1@?%’%§-%@er may be
so required Wihgoptphareasdn gecprstanga ydthihe inyedioler to interact with the
control 38, having to do with actions associ ated personally with the
end-user. However ..in . this embodinment it is also fully contenplated by the
Cnvent i on that  subie SUb ALY Sera ilustrating 4fe BBHeRS SRS ence o Figs.
7-11 may be describdedwith Geférencd thlthefigudd 2-6. ensure aut hentication of an
adm ni strator per se, so as to verify that the adm nistrator has authority
to make changes or_ delete another user's account or other information

associ ated with t figsedntd are aseguence ofssieensaptiehrkthesvsters of frigr

provi di ng t he depiRingad Yedudrderaildventsiaiipl esitiap of Pigst Res for@ffeatihgent i cati on
subscreen 44) the, cont

rol .38 will thereby be .made avail able.for

hteract | on. USe DI & Snstql e Recabfoits wit e 8Veftefescr i bed in
Figs. 2-6. Twhereiopoa atministrativepusar dismpttbeeni firfsbauthoiized foreaphed in the
subscreen 44 ibhRtisRVer 3 4 may be either automatically renoved from over
the control 38 (either in an animated fashion or n St ant i Y~) or) in
the alternative, the user or adm nistrator may thereby be authenticated so
ars] to pﬁrm’t a marigl11rigrenfiow dtégratlmeder:]pmg’rg t&e%dqhentgw‘,‘evéﬂrte gontrol 38 by
physically r i . s 4 with the pointing device and cursor 37 in
t he manner pﬁ@gr{%@g‘ 'br]ﬁgg‘?r/'ﬁg'ed. Fig. 11 is a flow diagramillustrating the
sequence of events described with reference to Figs. 7-10 which may be

i npl emented in pr [ : | al code
wll sense acti vamﬁwgffﬁeyéér%‘? 815%%%2'? g}dﬁgcré(;‘élkl éu%pﬁgbr‘]? E%QEW The
user will thEig-ihgerictinginteractionr with a eenrirel @raa by anmdminigiiater who user

aut hori zat i omustifiestrid a@hofigedin adtdsdamdedwitie tife invehfion. The system wi N then
cause wi thdrawal of the cover fromthe control, 55) again either in
animated or i ~ St a~tf ashi on. The user will then interact with
the control with $ights isteflowtdiagrabeilusfratingsthe deguehee of stepadepictedri nal | vy,
the cover w I : I .29, Yet a further enbodi nent
of the invent"+ g%%l[sfg g@n%vﬁgrﬁér}ég;\gwgﬁggem?%n igs. 12-14. In this instance
it wll first assuned that an end-user may |ack authority to even view the
control or status information and the adm nistrative rights to control
interaction with the control area 32 wi thout authentication of

adm nistrative rights. In such a case, again, the control area 38 may have
superi nposed thereon the cover 3 4 which will operate in the manner

previ ously described. However, it will be noted that the



0 6 J UN 2002 14 information regarding the adm nistrative rights

ot herwi se shown, for exanple, as reference nuneral 46 in Fig. 7 a
‘ébscured by a darkened field 48. It will further be known by a J;ﬁ eﬁéﬁfﬁﬁﬂz
field 48 in Fig. 12. It will be further be noted that as in the case of

Fig. 2, a locking device 50, which again may be a padl ock netaphor, is
provi ded associated with the admnistrative rights information 46 and the
obscuring bl ackened field 48. Upon the admi nistrator interacting with the

| ocking device 50 (in a manner simlar to that of Fig. 7), e.g., clicking
on the portion of the field associated with the | ocking device 50 and

aut henticating with an adm nistrative~user counted password (simlar to the
steps described with reference to Fig. 9), it will noted in Fig. 13 that
t he obscuring cover 48 is renoved, thereby exposing the adm nistrative
rights which this adm nistrator may have. In the case of Fig. 13, it wll
noted fromthe control area 32 tB@faﬂé@'DSese:Jﬁér?u' ar authenticated

admi ni strative user may only have vrew autnorrty with respect to the
control area 32. However, in the alternative, as shown in Fig. 14, the
control area 32 is ready for interaction by the adm nistrator inasnuch as
the cover 34 (Fi } has been renoved to gxpose the coptrol t her eby

signifying that t rigs1 Jistratan a prefeirad embodimantefia FPwpH r(ﬁys?t%ount has
prfw defl thmmdmmm)séd@énﬁa%wdéry émwetgemhbmve*owewcbm@él mete@tuoﬁhe maxt/) N
interact wi ro in a nann scribe
Fig. 15 is e ﬁ%ogﬁ'begp'éﬁﬁe YR y Eﬁe SX‘B nﬁ@@ﬁs?ﬁa?’/ﬂ)gu@m@%‘ge simlar
to that of tdndy Memoryi(ROM)t1aanBom actessdnéigry (RAMyH2; KOadapier sequence
of events ”%Q{%e ﬁtféﬁgcéQd@&%Pﬁ é’onﬂ%ﬂﬁ:ﬁ%né Qﬂa?ﬁé‘?ﬁﬁt hﬂgeml m wherein

one or rmreqzjj 'ons” ar t he
conput er of ter119, rallgnte:(@onr@cged Vlé\ﬁ mmmmddwa&!ﬂa&am@wmﬁolmence of
;te e|0frp lhgrgln [&%ﬁ%?g&@ﬁbb%dé\bé\ﬁa {;ﬁf\ﬁéﬁé\ﬂg ab@e@&sthejobn%onmé whi ch may
i
out hent | cat itz GAreBrions dchifugs Knds 1S Tode cfsipanlpit f e art
adm ni st r at cand indludled suchl n2éDBd4 asldedicatigg gpeviictdar address vamm tand sensed in

the system &lon &ﬁﬁ%&%@ L) ?éié:lﬁowltﬁ%é@btg 1bHeAR | {r%f‘buén P hgeut and

sensed by the sys m ni s ive user
i nput, a detisfuithenr shawn i hiadd, tﬁ\ﬁsﬁﬁ‘?&q{@? dayicesasHah as PASH ﬁas authority

for view onlumé?fac@harw@orﬂmomsudvetrﬁéu@hme@hvélaaapte@@samag 8. 1f view
tor eeds, to view the

th t I d t t h
dosi red | ni FIRRIPL A8 OthEr et SaiioPheicrtne SipiBa T, R ehand. i 1
t he admi ni sttheirirespertive dueptahamhas dxepllawadapterﬂlgdw mrvide data flow ri ght of
bl ock 6 9, vhahRUAGRe 1S 1@&%{&@ HiEp120 A or'cﬁh%\‘ %\ﬂé@"‘@aﬁ&ﬁ%&ﬁ@ control .

The adm nistrative user e contro wher eupon
.the protecti ipter@asedneaas afj%PWVMﬂﬂ fQ&é“%ﬂP@F‘“?ﬁ@’b He® W‘tf‘ﬁhell{sew |l be

under st ood fingsrfddacad @ngm wmdﬁsmrth@ﬁgane hdwbttactiddomeratodi fi cati ons and

h t
wi thout xﬁa%pr%%rﬁ?m 09 iR Tt SRS I3 Yk e BpuBR R i o O
descri pti on keyboard gidr pod epeakeridnidiet migrophonen?¥. dhe system i fucthebe

o e onl s QYMALHAR SEOSFoHIRGSEARS Soidon el QoIS )
WE CLAI M 1.omnmese ppHli lpnm@ﬁa drarh of these ruaqts i wall knowndp apisuehiandser
interface (Gibdor@ingfy WOt bRrdextabedmerdiny i si ng:

The invention admits to implementation on essentially any computer
system and corresponding microprocessor, such as the RS/6000 (TM),
RISC-based workstations and personal computers of the IBM Corporation
executing the AIX (TM) and OS/2 (TM) operating systems, respectively, or
similar machines of other vendors, which include for example in the case of



di spl'ayi ng said control area corresponding to a single user action;

di spl ayi ng a cover having first and second positions relative fo said
‘control area alternately preventing and permitting, respecti vdb)s a}gp{/gpuz
interaction with said area; and noving with a pointing device said CO
between said first and said second positions. 2. The nethod of Claiml
wherein said noving of said cover conprises: contacting said cover with a
cursor nmoveable with said device; and mgving said cover with said cursor
fromsaid first to said second or said Second to said first position. 3.
The nethod of Claim1 wherein said noving of said cover conprises: animted
novenment of said cover on said GU fromsaid first to said second position
i ncludi ng visibly observabl e positions therebetween. 4. The nmethod of C aim
3 wherein said control area defines an area of information; and said cover

i s transpar e RS/AG0OR wiprksiation ai6dd Rewerffe (EMRISE atip.s 4RE/G0M00IBMI t on when
sai d cover 'Ag(,'béfﬁ &hd PoWerPE asré't%o%ﬁrﬁﬂg oPfid FBI\S?'E-oréora-{iBﬁ?.”?t hod of Caim

4 wherein said’'user Interactionis ta roma group conprising: 06 JU
N 2002

Contained with the CPU 10 of Fig. 1, typically is one or more
microprocessors which performs the system address, data, and control
processing functions necessary for correct operation of the system of Fig.
1. Although the invention admits to application to various microprocessor
designs, in the embodiment disclosed herein, the microprocessor takes the
form of a PowerPC 604 microprocessor manufactured by the IBM
Corporation, which is a species of microprocessor known as a reduced
instruction set computer (RISC) microprocessor. Further details regarding
the architecture and operation of such a microprocessor may be obtained
from the PowerPC 604 RISC Microprocessor Users Manual, Document
#MPC604UM/AD, November, 1994, copyright IBM Corporation, which is
incorporated herein by reference.

In the context of the invention, the user will view various objects
such as a cursor and pop up or pop down menus on the display 21 which
may be manipulated by means of various pointing devices such as the
mouse 25 and voice activated navigation. Program code associated with
the user interface adapter 18 by way of a device driver for the pointing
device 25 and microphone 27 in conjunction with operating environment
and application code resident in RAM 12 and/or DASD 15 will facilitate and
enable movement of a cursor on the display screen 21 responsive to and
in association with correlative voice commands spoken into microphone
27.

Turning now to Figs. 2-5, a series of representative screen captures
are depicted in Figs. 2-5, illustrating a sequence of events viewable on the
display of Fig. 1 in one implementation of the invention. First, in Fig. 2,
such a screen display 30 may be seen which is typical of the many
GUI-based operating systems and corresponding applications currently



-mentering said information; deleting said informatin; or altering said

I nformation. 6. The nmethod of Caim5 wherein said cover has glspl ﬁd ﬁﬂf
associated therewith a user activatable | ock nechanismaltern IyIEH 2
permtting or denying said noving of said cover. f. 7. The method of O aim
6 further including: activating said | ock mechanism and entering a
password, thereby permtting said noving of said cover. 8. The nethod of
Claim 7 further including: displaying ag adm ni strative user area including
an adm ni strative user |ock nmechanism activating said adm nistrative user
area | ock nechanism and ' entering an adm nistrative user password,
thereby permtting a first state wherein an adm ni strator may thereby cause
wi th said pointing device said novenent of said cover and said user
interaction. 9. The nethod of Caim8 wherein said entering of said

admi ni st r at iavailabkler password thereby alternatively pernits a second state
denying said user interaction and permtting only said user perception of

sai d informati on. . )
In the screen display, a control area 32 is further depicted

comprised of a cover 34 and underlying control 38 (seen in Fig. 5). In the
embodiment under discussion, the purpose of the cover 34 is to prevent a
user with authority from accidental activation or interaction with the control
38. As may be seen in Fig. 2, the cover 34 is desirably transparent (as
symbolized by cross-hatching) so as to permit the user to see through the
— cover to the underlying control 38. The control will, as desired, include
information such as alphanumeric messages (for example the “delete’
message 40). The invention is not intended to be so limited, however, and
contemplates as part of the control 38 not only a control labeling message
such as “delete’”, “close”, etc., but further to include fields which the
end-user may fill in information for, slide bars, or any other opportunity for
the user to intelligently interact with an area of the computer screen by
inputting data by a keyboard, interacting with a pointing device, or the like.

Turning now to Fig. 3, a conventional cursor 37 is shown which is moveable by
a pointing device 25 shown in Fig. 1. One problem with prior art GUI systems is that a
user may inadvertently click on a control area 38, thereby causing a resuiting computer
operation when, in fact, such clicking or other interaction with a pointing device or even a
keyboard entry was accidental. The present invention is, in part, intended to address this
problem. Thus, one purpose of the cover 34 is to permit the end-user to, due to its
transparency, view what the meaning of the control 38 is while at the same time
preventing interaction with the control by the conventional keyboard entry or pointing

device 25 activation without additional overt actions.

Fig. 3 is intended to indicate that when the user desires to interact
with the control 38, the user first clicks with the pointing device and cursor
37 on the cover 34 so as to cause a retraction of the cover 34 to expose
the underlying control 38 for interaction. It will be noted that in Fig. 3, the



0 6 J UN 2002 -18 10. Apparatus for managing a control area in a graphical

yser interface (GJ) of a conputer system conprising: neans forpﬁngwimZ
"said control area corresponding to a single user action; neans

di spl aying a cover having first and second positions relative to said
control area alternately preventing and permtting, respectively, user

I nteraction with said area; and neans for noving with a pointing device
said cover between said first and said sgcond positions. 11. The apparatus
of Claim 10 wherein said neans for noving of said cover conprises: neans
for contacting said cover with a cursor noveable wth said device; and
means for noving said cover with said cursor fromsaid first to said second
or said second to said first position. 12. The apparatus of C aim10

wherein said neans for vmg of said cover conpasses: neans for aninated
movenent of GHESRS dolsRositiones at asmall eser inthe lewes fighicaaeroEeond positi on,

i ncl udi ng Viggnbloy afdrs? VAlﬁhau@%bt h@é@sstahe rcﬁiéeaw@me .h%alemeﬁtamﬁ&ffat us of
Gaim 12 Whet[imgllrr\]vesn 091 wmﬂd prowge?hat only gergla?veﬁ‘( smalPare f%é’%&'/é’r”34
or area adjacent thereto be activatable so as to cause the removal of the
' protective shield or cover 34. This is in order to ensure that a highly
deliberate action is taken by the administrative user intending to interact

with the control 38.

Upon the end-user so interacting with the cover 34, it is thereby
caused to retract so as to display the underlying control 38 in a state
whereby the user may thereby interact with the control 38 (Fig. 5). After
such user action (by means of the click with the cursor 36 positioned on
the cover 34), or, more particularly, the particular area intended to cause
withdrawal of the cover 34, it may be preferable to provide protective shield
or cover animation whereby the user may actually view the cover 34 being

+ retracted from over the control 38. Thus, referring to Fig. 4, if this feature
is implemented, it may be seen that in fact the cover 34 is shown at an
intermediate state where it is in the process of being removed by such
animation from completely covering the control 38 in a “window-shade”
metaphor. At the completion of this retraction, the control 38 will thereby
be fully exposed as shown in Fig. 5, ready for interaction with the user. As
noted, the user then proceeds to either activate the control 38 by clicking
on it, or to otherwise interact with information and fields associated with the
control 38 by clicking or deleting radio button entries, typing in information
in exposed fields, or the like.

In keeping with the need for the protection from inadvertent
interaction with the control 38 while at the same time permitting the user to
recognize the purpose of the control 38, as noted, the cover 34 is desirably
transparent so that it appears to be a cover viewable by the end-user while
at the same time permitting the user to see through the cover 34 to the
extent necessary to view the label or other information associated with the



sai d cover is transparent, thereby pernmitting user perception qua‘ﬁJ
i nformati on when said cover is in said first or said second posi N 20@2

J UN 2002 -19 14. The apparatus of Claim 13 wherein said user interaction
is taken froma group conprising: entering said information; deleting said
information; or altering said information. 15. The apparatus of Caim1l4
wherein said cover has displayed and associated therewith a user
activatabl e | ock mechanismalternately ?zrnitting or denying said noving of
said cover. 16. The apparatus of Caim further including: neans for
activating said | ock nechani sm and neans for entering a password, thereby
permtting said noving of said cover. 17. The apparatus of Caim 16 further
i ncludi ng: neans for displaying an adm ni strative user area including an
adm ni strative user | ock nmechani sm_ neans for activating said

adni ni st r at icestras3d. Fhus, incle embadiment; therepver may simply be a lightly

shaded cover, with the control 38 itself comprising only a portion of the
cover 34 as desired and also as desired of a different graphic design or
color which may be viewable through the cover 34. Rather than an
automatic animated retraction or instant retraction of the cover 34 upon
user interaction therewith, if desired, the user may alternatively be required
to physically remove the cover 34 from its position over and protecting the
control 38. This may be done by requiring the user to physically move the

— cursor 37 which causes corresponding movement of the cover 34
sufficiently to expose the control 38. This provides yet an additional level
of protection against inadvertent user interaction with the control 38,
(otherwise permitted by perhaps an inadvertent clicking on the cover 34)
by causing the user to physically remove the cover 34 by movement of the
cursor 37. This ensures the user is acting out his or her intention to place
the control 38 in a state whereby user action will be accepted and
effective.

Turning now to Fig. 6, depicted therein is a representative flow
diagram of the sequence just described. This sequence desirably will be
implemented in program code so as to cause the GUI of the system of Fig.
1 to respond in a manner just described. It will be appreciated that this
feature may be implemented in the operating system itself of Fig. 1, or,
alternatively in one or more applications requiring protected user
interaction in the manner described.

Fig. 6 is a flow diagram of the sequence of actions of invention
previously described with reference to Figs. 2-56 which may be
implemented in program code for the system of Fig. 1. First, detection will
be made that the user has activated the control cover, 41. The system will
then cause withdrawal of the cover from over the control 43, signifying the
control is ready for user interaction. It will be recalled that this may be
implemented in an animated f ash i onor instantly. The user will then



means for entering an adm nistrative user password, thereby permtting a
first state wherein an adm nistrator may thereby cause with sai@ﬁo%{er 2902
devi ce said novenent of said cover and said user interaction. 18. e
apparatus of Claim 17 wherein said nmeans for entering of said

adm ni strative user password thereby alternatively permts a second state
denying said user interaction and permtting only said user perception of
said information. 0 6 J UN 2002 -20;49. A conputer program product
conprising a conputer usable medi um having program code neans enbodied in

t he medi um for managing a control area in a graphical user interface (GU)
of a conputer system the program code neans including: program code neans
for displaying said control area corresponding to a single user action;
program code nmeans for displaying a cover having first and second positions
rel ative tdntepaat vdtintheotordrabcasashewmat egfgrgncevamerabdauhgreupon theg,
respectivel&veﬁmrbé-r?élgég& ggé)mgd@ntt,gl s d area; and program code neans
for moving Wth a pointing device said cover between said first and said
second positions. 20. The conputer program product of Caim 19 wherein said

program code negfAshe implementation hereinbefore described with reference to Figs.
1-6, an underlying assumption has been that the administrative user has
been authenticated, e.g., has the permission and authority to cause
removal of the cover 34 so as to place the control 38 in a state ready for
further user interaction. However, it will be readily appreciated that this

— may not desirably be the case. Alternatively, in an embodiment of the
invention depicted with reference to Figs. 7-11, it has been assumed that a
situation exists in which the administrative user should not be permitted
such access and interaction with the control 38 without first requiring an
authentication step.

Turning now to Fig. 7, and comparing it to Fig. 2, it will be noted that
a locking mechanism 42 has been provided therein, symbolized by a
padlock or the like. In a similar manner to that of Fig. 3 wherein the user
causes the cursor 37 to activate the cover 34 or a grip surfa&:e, as shown
in Fig. 8, the user, by means of a pointing device, may cause the cursor 37
to interact with this locking mechanism 42 by, for example, clicking onit. In
response to this, a user authentication subscreen 44 (Fig. 9) may be
caused to appear. In this subscreen 44, the administrative user is
prompted for information as desired in order to authenticate that he or she
should be permitted to interact with the control 38. Thus, in the
implementation shown in Fig. 9, such user is prompted for a user name
and password of an administrative account with sufficient authority to
enable the user to interact with the control 38. In a specific implementation
of this alternate embodiment, the end-user may be so required to provide
his or her password in order to interact with the control 38, having to do
with actions associated personally with the end-user. However, in this
embodiment, it is also fully contemplated by the invention that such
authentication steps depicted with reference to Figs. 7-11 may be intended



for noving of said cover conprises: programcode neans for contacting said
gover with a cursor noveable with said device; and program code.means for
‘moving said cover with said cursor fromsaid first to said secog(ﬁqusNaiZ@]Pg
second to said first position. 21. The conputer program product of Caim
wherein said noving of said cover conprises: program code neans for

ani mat ed novenent of said cover on said GQU fromsaid first to said second
posi tion, including visibly observable pgpsitions therebetween. T 06JU
N 2002 -21 22. The conputer program product of Caim 21 wherein said
control area defines an area of information; and said cover is transparent,
thereby permtting user perception of said information when said cover is
in said first or said second position. 23. The conputer program product of
Claim 22 wherein said user interaction js taken froma group conprising:
entering sai # enswerathenticaien of eagdiainistiatarhense; sa,asdp varifiethatdhesai d

i nformation. a@ﬂwiniﬂi‘&to‘ﬁﬁﬁ&%qrﬁ*" Rﬂh&'ﬁbﬁ?@ﬁp@é oP deldt@afbtherWeersi n said

cover has displayed and associ ated ther hh ?h user a}ct | va&atﬂ' eonl %%k

mechani sm al @ggwﬁ'ltéqr)pﬂb%rrl qrmaﬁen @,ssoma{ee\éf with the control area 32. Upon {
administrator or user providing the necessary information prompted for by
the user authentication subscreen 44, the control 38 will thereby be made
available for interaction, as shown in Fig. 10 in like manner to the steps
described in Figs. 2-6. Thus, upon the user providing the information
prompted in the subscreen 44, the cover 34 may be either automatically
removed from over the control 38 (either in an animated fashion or

instant1y)or, in the alternative, the user or administrator may thereby

be authenticated so as to permit a manual removal of the cover 3 4 from
over the control 38 by physically removing the cover 34 with the pointing
device and cursor 37 in the manner previously described.

Fig. 11 is a flow diagram illustrating the sequence of events
described with reference to Figs. 7-10 which may be implemented in
program code in the system of Fig. 1. First, program code will sense
activation by the end-user of the locking mechanism, 51. The user will
then input and the system receive such input which is user authorization
information (e.g., password, etc.), 53. The system will then cause
withdrawal of the cover from the control, 55, again either in animated or

instant fashion. The user will then interact with the control with such
interaction being sensed by the system, 57. Finally, the cover will be
replaced over the control, 59.

Yet a further embodiment of the invention is shown with reference to
Figs. 12-14. In this instance it will first assumed that an end-user may lack
authority to even view the control or status information and the
administrative rights to control interaction with the control area 32 without
authentication of administrative rights. In such a case, again, the control
area 38 may have superimposed thereon the cover 34 which will operate in
the manner previously described. However, it will be noted that the



denytng said noving of said cover. 25. The conputer program product of

G aim24 further including: programcode neans for activating l.d | ock

- mechani sm and program code neans for entering a password, theﬁByJU’N ZUUZ
permtting said noving of said cover. 26. The conputer program product of
Claim 25 further including: programcode neans for displaying an

adm ni strative user area including an adm nistrative user |ock nmechani sm
program code neans for activating saiddmnistrative user area |ock
mechani sm and 0 6 J UN 2002 -22 program code neans for entering an
adm ni strative user password, thereby permtting a first state wherein an
adm ni strator may thereby cause with said pointing device said novenent of
said cover and said user interaction. 27. The conputer program product of
A aim 26 wherein said programcode neans for entering of said

admi ni st r at i inforonation peganingitheradnainistrative rights (athegrwies ahownafosecond st at e

g:i”éi I”g ; ifing?%%ﬁlei ﬁ% ?éi%?%ﬂdérhtﬁﬂérai’ﬂéﬁ?\ Fid. 79 Has! peehtdrbcipéd bPer ception of
darkened fiefd 48." It will further be known by a darkened field 48 in Fig.
12. 1t will be further be noted that as in the case of Fig. 2, a locking device
50, which again may be a padlock metaphor, is provided associated with
the administrative rights information 46 and the obscuring blackened field
48. Upon the administrator interacting with the locking device 50 (in a
manner similar to that of Fig. 7), e.g., clicking on the portion of the field
associated with the locking device 50 and authenticating with an
administrative user counted password (similar to the steps described with
reference to Fig. 9), it will noted in Fig. 13 that the obscuring cover 48 is
removed, thereby exposing the administrative rights which this
administrator may have. In the case of Fig. 13, it will noted from the
control area 32 that this particular authenticated administrative user may
only have view authority with respect to the control area 32. However, in
the alternative, as shown in Fig. 14, the control area 32 is ready for
interaction by the administrator inasmuch as the cover 34 (Fig. 2) has
been removed to expose the control 38, thereby signifying that this
particular authenticated administrator account has provided the
administrator with change authority so that he or she may interact with the
control 38 as desired in a manner previously described.

Fig. 15 is a flow diagram which may be implemented in program
code similar to that of the flow diagrams of Fig. 6 and Fig. 11, whereby this
sequence of events may be caused to occur by means of the operating
system, wherein one or more applications are running on the operating
system in the computer of Fig. 1.

Fig. 15 is a flow diagram illustrating the sequence of steps
hereinbefore described with reference to Figs. 11-14, and which may be
implemented in program code in the system of Fig. 1 wherein
authenticated administrative user input is desired. First, the administrator
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It will be understood from the foregoing description that
various modifications and changes may be made in the preferred
embodiment of the present invention without departing from its true spirit.
It is intended that this description is for purposes of illustration only and
should not be construed in a limiting sense. The scope of this invention
should be limited only by the language of the following claims.
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1. A method for managing a control area in a graphical user interface (GUI) of a
computer system comprising:
displaying said control area corresponding to a single user action;
displaying a cover having first and second positions relative to said control area
alternately preventing and permitting, respectively, user interaction with said area; and

moving with a pointing device said cover between said first and said second

positions.

2. The method of Claim 1 wherein said moving of said cover comprises:
contacting said cover with a cursor moveable with said device; and
moving said cover with said cursor from said first to said second or said second

to said first position.

3. The method of Claim 1 wherein said moving of said cover comprises:
animated movement of said cover on said GUI from said first to said second

position, including visibly observable positions therebetween.

4, The method of Claim 3 wherein said control area defines an area of information;
and
said cover is transparent, thereby permitting user perception of said informaiton

when said cover is in said first or said second position.

5. The method of Claim 4 wherein said user interaction is taken from a group

comprising:
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deleting said informatin;

or altering said information.

6. The method of Claim 5 wherein said cover has displayed and associated
therewith a user activatable lock mechanism alternately permitting or denying said

moving of said cover.

— 7. The method of Claim 6 further including:
activating said lock mechanism; and

entering a password, thereby permitting said moving of said cover.

8. The method of Claim 7 further including:

displaying an administrative user area including an administrative user lock
mechanism;

activating said administrative user area lock mechanism; and

entering an administrative user password, thereby permitting a first state wherein
an administrator may thereby cause with said pointing device said movement of said

cover and said user interaction.

9. The method of Claim 8 wherein said entering of said administrative user
password thereby alternatively permits a second state denying said user interaction and

permitting only said user perception of said information.
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means for displaying said control area corresponding to a single user action;
means for displaying a cover having first and second positions relative to said
control area alternately preventing and permitting, respectively, user interaction with said
area; and

means for moving with a pointing device said cover between said first and said

second positions.

11. The apparatus of Claim 10 wherein said means for moving of said cover
comprises:
means for contacting said cover with a cursor moveable with said device; and
means for moving said cover with said cursor from said first to said second or

said second to said first position.

12. The apparatus of Claim 10 wherein said means for moving of said cover
comprises:
means for animated movement of said cover on said GUI from said first to said

second position, including visibly observable positions therebetween.

13. The apparatus of Claim 12 wherein said control area defines an area of
information; and
said cover is transparent, thereby permitting user perception of said information

when said cover is in said first or said second position.
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@ deleting said information;

or altering said information.

15. The apparatus of Claim 14 wherein said cover has displayed and associated
therewith a user activatable lock mechanism alternately permitting or denying said

— moving of said cover.

16. The apparatus of Claim 15 further including:
means for activating said lock mechanism; and

means for entering a password, thereby permitting said moving of said cover.

17. The apparatus of Claim 16 further including:

means for displaying an administrative user area including an administrative user
lock mechanism;

means for activating said administrative user area lock mechanism; and

means for entering an administrative user password, thereby permitting a first
state wherein an administrator may thereby cause with said pointing device said

movement of said cover and said user interaction.

18. The apparatus of Claim 17 wherein said means for entering of said
administrative user password thereby alternatively permits a second state denying said

user interaction and permitting only said user perception of said information.
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program code means for displaying said control area corresponding to a single
user action;
program code means for displaying a cover having first and second positions
relative to said control area alternately preventing and permitting, respectively, user
— interaction with said area; and
program code means for moving with a pointing device said cover between said

first and said second positions.

20. The computer program product of Claim 19 wherein said program code means
for moving of said cover comprises:

program code means for contacting said cover with a cursor moveable with said
device; and

program code means for moving said cover with said cursor from said first to

said second or said second to said first position.

21. The computer program product of Claim 19 wherein said moving of said cover
comprises:
program code means for animated movement of said cover on said GUI from

said first to said second position, including visibly observable positions therebetween.
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23. The computer program product of Claim 22 wherein said user interaction is
taken from a group comprising:
entering said information;

A deleting said information;

or altering said information.

24. The computer program product of Claim 23 wherein said cover has displayed
and associated therewith a user activatable lock mechanism alternately permitting or

denying said moving of said cover.

25. The computer program product of Claim 24 further including:
{ program code means for activating said lock mechanism; and
program code means for entering a password, thereby permitting said moving of

said cover.

26. The computer program product of Claim 25 further including:

program code means for displaying an administrative user area including an
administrative user lock mechanism;

program code means for activating said administrative user area lock

mechanism; and
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program code means for entering an administrative user password, thereby
permitting a first state wherein an administrator may thereby cause with said pointing

device said movement of said cover and said user interaction.

217. The computer program product of Claim 26 wherein said program code means
for entering of said administrative user password thereby alternatively permits a second
state denying said user interaction and permitting only said user perception of said

information.



