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Met hods and systens for providing integrity and trust

i n data managenent and data distribution processes The
w@e@setsii nvention rel ates to data nanagenent BCT/EP2003/013109

di stribution systems and partj cul ar enbodiments relate

to public key infrastructures within systens used to

distribute digital data fromone or nore party via a
Méethdds anatsysténisofcr provi dinigl ntegrity &vd tRmttihfatamanagement

particul ar,” processes for establishing data integrity

and trust |evel sand datgidigtribistion preeessfi ed over a

public network such as the Internet is provided by the

present invention. n many applications it is desirable

for a server to be able to prove to various clients

the existence or non-existence of and additionally the

The! S Bfé&%\%@i lév%ﬁgpsr‘t ggla?% q%o&a&g?fn%\ﬁgb er @;ts rd’ISt lﬂuﬁﬁf?%§/§§ms and

parttbtﬁarr @bib@dtrh@htsSMe i glﬂbll‘tgk@ﬁrrﬁfpéstmrésgmlﬂhIs}yssergﬂ used to
public key of sone other party of th

d'Stﬁ"h'étﬁe%'Q'ta|p§?@vfrﬁ§‘ PR QrdBRS lP?”MfV'@ t?apub@? Q%M"bépt@/ ‘plurality of
oth%rhﬁf%m,agl 'Iﬂg‘éﬂrc% ¢,‘ (P?B%érgt%e%ﬁ @{Qbﬁglﬁ@gg{é? e ﬁtlyséﬁd 0kt levels

of digitajj riabgy distribytedt overd esq»ubbd: aiel'wertk sudir as tthé $mtgrrm:l is provided by

h B ey entity or public key w thout having to know
the @l'@ﬁ%% Party's" identity. The known system have

t he di sadvantages that nost parties (clients) know

In n%HWaépl&%%bhsgﬁl@l&éénfab@ fifla Havbt ﬁﬁbé%l@t(ﬁpm@twr\%ﬂ@[}s clients
anot her public key is not an effective way

the exdsieneeort norexisteneeof kand agdiipnelly tthe Iﬂtﬁgéityuqﬁgsome data or
datao}rty of that key has to know and trust the signer's
é‘ntlty which is not the case in nost cases of
recei ving an previously unknown key. Moreover, it

Furtthes| inadyiseerhs spich\agda %B)(E’raty @wdmvm) ey$tab1 it $é1degirable that
integrity informatjion of |oc daaln

somg <epBaL {eartyy ceR Aigtaly siont & Dol Fraf 0 é%%omypaﬂy of that
syst%?ﬁréncf ﬁﬂbréb}ﬁ dt?ﬁ)gr‘?ﬁ ngf tHdl ‘?@éﬂtlty &P ethtdadigssd éﬂﬁﬁ'rfﬁ would in

| obal users sy stem use th
partmtatlausbe desmablejécsupramble a csyptemmttjat allcmzs mmIMQartmhat trusts or

o G HAE Aot B B AR T A DA 8 sy o pubic
key Sg;ﬁ?tﬁﬂt I?l}&a\f iy 36 RAOW HSS eslghey pairtyldy identitys Rk kRowH system have
the dlsagvantages that most parties (clients) know only a small group of other
parties and a signature on another public key is not an effective way to establish
trust in that key, because the receiving party of that key has to know and trust the
signer's identity which is not the case in most cases of receiving an previously

unknown key.

Moreover, it desirable to provide a system and method establishing integrity
information of locally used data in a distributed system such as the Internet. Often
many users that use parts of globally used dataset, where globally means that many
users in a system use that dataset. It is desirable to provide a method that can
assure that this data is the same (and unaltered) for all users using that data. It is
known that data is signed with some trusted key or by a trusted third party that is

centralized and trusted by all users. This, however, establishes a trust that is based
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centralized and trusted by all users. This, however,
establishes a trust that is basedon that centralized,

wo bios@spasty. This is clearly a di sadvant age SPOT/EPENS/013109
users have to trust this pardy, they depend on the
integrity of that party and this systemrequires a

on tigitepfreliZ5E iRt PARYL IR Sl LB abEiindd ol fisors have to

trusﬂOth%Vpéer K6y 6Bperd dnrththegrityast that pady and this system requires a
onput er-readabl e nedi a conprising 1 nstructions that

CentmilZ@dmfmtwcélﬂﬁtwpoaeﬁlhyrtﬁlﬁ thjrdg@rtyser termi nals and
servers of such systens and met hods, acconpllshlng and

Itis eés,Bwegﬁgf g‘%pé%tg gﬁ{;\ e‘g\ii Ec?@?&ln@eﬂ er :‘%@m@ageg SaRd well as

comfpatlfelﬁwéadaﬁlz trhedia roemq:vﬂsmmd ms;lttuctionatr?t appandanglw cantrdl feeplurality
ol'l oM escri pti on _an Ccl al s T SO is
of UG YTENTAIS AT SERPES BT SO Eetaris, e FBbERdacomplishing and

alloﬁlhg!fﬂ’?tﬁéngfo?érﬁfeﬁﬁ r?é{jh%m?% 8§ aﬁP%&ﬁBb%egsE¥?&%d features.
su rom a

ject matters o edee ent clalnms, whic
Furtpbar adedntapes dinsc hepects mfe@w gresgnt ieventieseare apparent from the

ol i nvent i ont Acca (iii.n to one aspect of the present
ollowingdessivtion D) ec‘?"g%provi des a method and system for
managi ng digital data. Digital data is associated with

Thisodjédtss s@fv@d i thesuifdct Phattérgidfahe lepenvbst eliimatand preferred
| east two edefined sets of digital data exist and

embeggiraentsrare @efe“tﬁ@lf bydhe satbjest magetsat tha depamdest claims, which

fromdﬂta %%H%M?H%@losh? égﬁa‘?gﬂgﬁﬁé d‘l’i?%ﬁrr‘g{éﬁ% opéts of said

east TwWo pre eaf hash val ue
is conputed over sone or all of the digital data
Acccémlmy tor ong exspedeof itie pa&siemhsnwéntmonﬁere islgrovideshe method and

o oS B 18 DERRLLE e Sy ot e
set e igital ALBS, \HIRERbY fat <'I’ée\st Q\fvotd?édé*ﬁrﬂécf Sdts @@Hi@t@lrﬂy’cé lexist and said

ovel Identifications of some or all of the digit
first ame@e)ﬂrteldasetaofed@gebdam ednhe Wissingaisbed fraredtita nﬁwrsmedefmed

saj d at _Jl.east fined sets is conmputed. f
Setsrfgrsé' ﬂgﬁa?wopqrgg\éﬁ?gigg ets exist, for each
remai ning set of said at |east two predefined sets is

A fireblg2f hiasl vé&@%oédmsdl&dao\}ef&‘orﬂmsh all of diee d\tﬁtaISdHta (and/or over
all of the digital 9flta and/ or over identificati

idendifications &f q;orgp qrl af dhe Slioiah data)sihigt A @gsqciate "With fsald first
prede‘? HBH '%'ef‘%gé eé’t%é&eéj séﬁcsnd fe ?h §ﬁ val%ler&%‘i' gpf"ﬁg oY‘%JIILtﬁ the digital

dataa(sandr‘orlovpuidelmflbm'ts cfsané eafalllméﬂ‘re Slglstgleiataf)ztlhgiﬁmre associated
wuthr esé%ggrtulj Vp?clagefc ne%psétegf fsé?lr gtaf:easP two predefined sets is computed. If
more than two predefined sets exist, for each remaining set of said at least two
predefined sets is computing respectively a leaf hash value over some or all of the
digital data and/or over identifications of some or all of the digital data associated

with a remaining predefined set.

Further, a root hash value is computed, whereby the underlying hash algorithm has
as an input at least said leaf hash values that are respectively computed for each of
said at least two predefined sets of digital data. The computation of the root hash
value comprises at least the computation of a first non-leaf hash value over at least
said first and said second leaf hash value.
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said at |east two predefined sets of digital data. The
conputation of the root hash val ue conprises at |east

wo b@sosssput ati on of a first non-1leaf hash val UBCDER2003013109
| east said first and said segond | eaf hash
val ue. Further, the consistency of afterwards given

Furth S rpnplentyiol STEEVIR Sirel OB 4HE Wit g ool Rash value is

dete"f‘t%ﬁfé‘d BY ?@er\‘t“f%ﬁg Ghy %’ét o gidifal dﬁfat fhat ﬁ@a%@bébféd“%tﬁ%ﬁen digital
hash va re-obtaining the hash val ues over

dataMne@btamamg saibrodtasshwalues rebtajoimgibe dhashhealeey oger which said

t the | eaf h I | _of the
root 5T AIUE VS AN VI ePUEHIGERT daf Jesflchestt Bl yer some or
all o@lthe Qfglfeh%a% qah@)ord%a)ideaﬁmesmcmseaf Bbirle 8Riall of the dlgltal data)
dentified set of digital data is re-conputed applyin

assqm@tedawﬁm @@tdplcdtenh@e% spkakdigiakagipdgda-aasnputed applying the same

comPR AR 5L phalt 5 1B nE s 49 he sccond et

hash ®allet ai ned hash val ues is conputed applying the sane
comput i ng schene as utilized for conmputing a root hash

al ue. d t hash th
Thely ehjogsled haspa@Iic, BValr QORI SINASE KRS AaYisE aPplying
the %g@% \é/% Bgﬁri@fsgﬁgﬁ\e%é’ “%éase dradorf t‘ﬁ]g""at RodthfashPPhiue. The re-

eterm ne upon e conpari son
obtaimeditaat halshne!b;e tsdhensnanmyed withdhe respactivel afosg-c¢omputed hash

ng resylted equa sh es cording t .
valugngb he Sedsietensy ot angrdlen AakleRe R il coptRabR value is
deté?ﬁfi’i’fédjﬁéséj OBbMask aBshpaMSSIErAdUR! wRBRIEHSsibeneY is determined if

| evel s of S|%natures In a systen1conpr|5|ng a

saidptamparing resultgd in egualduasheé@B.vi a a public network,
wherein the system provides a public key signature

Accéﬁﬂ,ﬁ@o ottt r{i@éﬂ@'th%i;@éﬁ%@ iﬁ%ﬁ 3 5 |§”ﬁgg\%es a method

I'SES signi a pu
and aysteto sk paviding trusiplegelsrof\sigrathrey nSPéZsysiegncmgpnsmg a plurality

of PREPSSRNNGBIS AR BIBlS PeoRk. daralio e nrter RBYIdaRS public key
mgn‘é’ﬂ%r@' éﬁrﬁﬁiné%:d séidgﬂﬁﬁ%lﬁfeg' 6fabar§@§ aTRe dRetsed @oﬁkﬁl&%@ signing a

party, whereby said first
pubtuakey RK1 oﬁlanﬁmh partu/byram@cond periyousing a privaiedkeyiSie, signing

dlgl%gld@yd & ngagnd ;ﬁr B@I ' gtglsq%g artyk %@cﬁﬂﬁ%ﬁondmg to said

&gn‘éﬂiﬁlﬁkﬁk Iy PKﬁe%mmﬁ rdaid @ n@dsmgmmataamtamd galgneighed public
/or trusted by said thir tpart sai d second

key A&t by @atbird padtys |v@mrﬁ@y paidt firpt partk rsomkrmwm @nd{erretdaustworthy
to sg?éjbﬁ\?rjgd&ée@ "fLt8Rhihthg 884 TEBRY prhtAeh Q8hlg a6 said signed
public key PK1, determining whether said second party as a signing party is known
and/or trusted by said third party. If said second party (as said signing party) is
known and/or trusted by said third party the method further obtains the public key
PK2 of said second party corresponding to said private key SK2, verifies said signed
public key PK1 using said public key PK2 of said known and/or trusted signing
party, and if the verification of said signed public key PK1 was successful, verifies
the signed digital data D using said signed public key PK1.

According to yet another aspect of the present invention, there is provides a method

and system for providing integrity and consistency information of digital data for at
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PK2 of said second party corresponding to said private
key SK2, verifies said signed public key PKl using

w@a00d/0psld | ¢ key PK2 of said known and/ or tr usP€EP2003/013109
signing party, and if the vefification of said signed
public key PK1 was successful, verifies the signed

Ieasg | fpglm%sda{)fga %%SI ngqrﬁgiziglggi Elfquj&)llj Bhlgg[;l%ys@ﬂnecfed via a public

netw&keﬁfgé RetholeEdtnprisddl ébHRG aanémfh@&nfrrb%néu%ﬁ mg;.tar data by a
roviding Integrity and consistency Information o

flrstdp@ﬂty adf daida ss/snerrat cela&putmg\oa phash eglug wez:ysomm or all of the

iderG AR Xk R UL ASRhe Pl oS SADRTE ol o,

of identifications of di gltal data by a first party of

Furthat, dhe )t fd sadidishngalde wprowided o @vescaiRBa®y ofbhid system
of the identifications of said |ist and associati ng

anddthedonmon mareuel identificatians| inseorrgspangding lishin pp%&%&m of said
secé@dsﬂ ﬁ?%‘ﬂ% c?h&eb 6%(2 M@tbot}é%‘rjcg)q%e;sgogdﬁ c&*@ ﬁgotnré af decfﬁl'flg:atlons in

saidceistairialdizdi Tige tondistency of bottslists |safhesﬁva|fmicby1domﬂunmg a hash
are conpared with the corres ondlq? Qne aqr

valuegeyei spea pordl ph thesiieersiications of i sqid W@m@&inaﬁtspewtmg or
obtéjrfgpgoé Rash bR &vérrh%‘?né! %? 'aﬁl'cﬁ%@YdéﬁFE%bﬁ@ oft SB@S&)rrespondmg

e over sonme or al the 1dentifications o
list, @lmdammuammgsbptl‘cbasrpualwg trsaidh camparipgastepgiesvitd ineequal hash
over theldenlflcatlons of said
Va'%ﬁﬁ@i’ﬁ%fﬂagr‘i@a t?cg? 'Sta%@m §"ng both hash val ues. f
said conparing step results in equal hash val ue,
establishing that both |ist are consistent. n the
following the invention is described wth reference to
In tﬁéﬂ@uéwmg PR lhl/éﬁ{ﬁ}nrlétde%ﬂbé:d @ith Yeferéheditd ﬁéﬁ%&é@ﬂlhﬁéﬁ*ﬁtmg
a process providing for a tree structure o
vaI ues according to an enbodi nent of the invention;
Fig.FAi ga highrlesgleaygraiey of &t érﬁq,%@vm@h/lﬁ’g”lga feruBl tree Istiyciure of hash

11 YAk R e I dh et SR ol B o cor i ng 1o

an enbodi nent of the invention; Fig. 4 a high |evel
Fig.fd ownleemplatyussterh iprovidinger plblicaiteyoinfrastraetsise; of
di gital data according to an enbodi nent of the

Flg§ Igﬁgé\fedlﬂgycggggllhil%ghiggfﬁlgg@p %Hwe Of val lrJgSngCOl'dlng fo
accgh@nqgoalﬁ,e@,tbfﬂ@tm@m ment of the i nvent| on; Fig.
5b a high | evel overview of a process providing for a

tree structure of hash o
Fig. 4 a high level flowchart illustrating a verification process of digital data

according to an embodiment of the invention;

Fig. 5a a high level overview of a process providing for a tree structure of hash

values according to a first embodiment of the invention;

Fig. 5b a high level overview of a process providing for a tree structure of hash

values according to a second embodiment of the invention;

Fig. 5¢c a high level overview of a process providing for a tree structure of hash

values according to a third embodiment of the invention;
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val ues according to a second enbodi nent of the

invention; Fig. 5c a high |l evel overview of a process
w@e@giosisny for a tree structure of hash val uesPCT/EP2003/013109

according to a third enbodi nent of the invention;Fig.

6 a high level overview of a process providing for a

trust establishi n%ﬁprocess for &&natures and/ or

& gatmgh ipveh OVRIVIEW 9 B RIORESS PFRVIGRG fRrce dust gstablisiing process
j f i

I ev oé/erw LA HPH%F%IC%%[EE?% r o”ﬂvﬁd(] |mF é&ru&ut% i&&h‘dlng to a
est fifst eatbodimpnbefdhe ifwentivingnat ur es and/ or d| gl taI
data in a public key infrastructure according to a

. code i ment of .the invention

Fig. e BTG G EUPBICS 0 POURSESS PEoana got Birut eSBiShly process
est ﬂﬂ'é.gﬁmtu&s%msﬁaugﬁardawﬁ@t MR Ydheastlidiie?hccording to a
data in public key infrastructure according to a
t hi Secmltbembﬁéﬁﬂel@ifOfﬂh@lW%ﬁm and n the following, a
first aspect of the invention is described regarding
t

Fig- theR T B0 Qe sl biosehs Plafding s Hust BsRufy process

pr OfdrﬁlgrgatareﬁrﬁWdr digitasgstadmal publicekeydhfrgstrsdtare ageording to a
and distributin glt&ﬂ data, whereby the integrity

of thie emppdimentaf i e MyeptoNerified. n particular, a

system wherein digital data is distributed or provi ded

to several participati nggfoartl es the foll ow ng
In Bepdellaings al firsty ashgct ﬁhﬁalﬂVﬁnH@h k?erdleﬁ(}”l?% regarding the

madd@%ﬂ%ﬁtg&ﬁc{)ﬁ?ﬁ@gﬁoﬁ;@g&glt f g &tbgidiad h\%ﬁf‘?’ﬁmés% ?}’ﬂéﬂasubsequently

ependen or mat1 on,
despribett épibedanehtsqbrevida@awaétm)daand\nsw;teb'efoiehanagingn storing and
t he specjfi i ments. t hod and..
iSRG ae TS RaeTebuIes g arehS ot Aeteuial beiied.
al so prove the exi stence or non-exi stence of digital

In ﬁé@ﬁ@nm tRigystchh SNﬁé/r%h? Og;!él REYth 1 1§ Wistributder ofl g6 ViHBadto several
nmet hods may be perforne hin a serverclient system

partidigatisignpartice the rfoltmmng repokodiments ellew that eanhspariy can verify the

mteég@i&r%%p@%yaﬁ‘ddé sﬁ@%{té%&t& n@? r%'b{ehéergtb/r tg nte?il information,

whiétPas ainl @hineiplé N4 egingley hakht baluseagewilnmé tdefinet hin thee specific
information is given to all clients. Throughout this

embgslimpsts: i lBraddiion, dhenmethed ead system allowsdal seyerr! mardes of this
sys%ﬂi’ tcrﬁﬂL%Itsggpl%g%%bggilgfr‘e@g?ggnr ﬁbﬁ é)@t%%(\(@%%?rq‘?@té?rdata within this
system. In particular, the described methods may be performed within a server-
client system, wherein a server can prove to several clients the existence and
additionally the integrity of digital data, whereby the clients can verify the correct
operation or integrity of the server and that the same information is given to all

clients.

Throughout this application the term “digital data” is used to denote any sort of data
that can be digitally stored or distributed, such as program files, data files,
configuration files, software code, new versions or updates of any of the
aforementioned data files, e-mail messages, digital certificates, public keys, or

combinations thereof.
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configuration files, software code, new versions or
updates of any of the aforenentioned data files,

we20miobssmessages, digital certificates, publi cPREYB2008013109
combi nations thereof.The inyention is described by the
foI | owi ng specific enbodinents illustrating sone

The SAEIBRNoK deectoe hieaniSbie Sesclic sRishiiBahe Mistating some
exerHBI@%F Séc%ﬂgnbg'ethﬁf eérénbohéiﬂéi’@ﬂ' Brovidi§ Oa dh&rabil . slilli'é%ﬁﬁm the art

nbodi nents are neant be exenplary rather th
sufﬁegntausno\naedgerhtmsmrfc@astandsthﬁ Rreseimin er(\r&mdeg‘éCQQﬁdmé/ these

eSS 830 e Bh R G B S foturos o

comRS&iovAbd§d o fHeesdd paMeRtdrehot Aesarsidig detail Rbrein.
aspect, the existence and the integrity of digital

data can be determ ned by using a classification and
FIG.vbshewsan exepplty $hre IHlFféfating %BE%@S@ﬁCha%we present invention.

AcccfrH ?e'rt]c?n[ﬁrs é’étd'tlﬁ'@ é)ﬁstgl i fafé\%rﬂ'%d u?c@?ﬁ&' BE l%fl Jaﬁg can be

I nven |oh eac Phstakce
detedatrmdf bl eusing aa rmtddsﬁmakem arics vasficatioat pubcedute et rsf based on

hasqg{%\rc:%l_qlqé)g/ A%Eo%in{wé ° g,g):rg g?rteaegg{qbgc%hgqqrgpf A arqgéégo i’nvé%’gén each

dlgltﬁpﬂéﬁedf Plingthicé 'ePHé fi bf‘% tihic Ré_\?c dyESodigted W|th one of a
i T ol taPd

to one set at a. T I S assl gnnent
plurailty a£siaffnrem setsrﬁydlgmalalate rme,sizﬁ;M:‘gO st4h)ade cher words, each

o] Sl B By, AR TRBE Bt iRy RE488Re0 to one

set éﬁ‘ abﬂépﬂétas e RisOhsdighment bl as8cdiatiH Yhayamsblei pigsitally storage
a respective identifier for the digital data

the dmytah@@ga@nteﬁs tlnereéggctgm@tﬂra@@ logaiinrisapr @ respective storage

meclp} FoniBkertnd R Titiofh B Fribtar R A g P Sl Ry defining

a redbedtia igentifiet foyethd aigital odgniai atayt mcommlﬁltm afsignment or
sets ( 10, 120, 130, 140 Several oth

assqc&im f$mﬂarb/nsmanan%ra¢n@aﬂvahs¢@dw ieXiStRGe INfABVAtiar, arhidentifiers
allov?_ié |§[ﬁ1d?ﬁ§lﬁﬁ% dﬁf&i‘e %ﬁ‘ dg‘téllr i rbedus%"djﬁf'&g;dﬁ%l%hr}he plurality

ver,” one parti c vant geous enb
of seise(mbe 1BDndBY, n49). Malt otbar cﬂe‘ntrfthImsgalteaComM\eable that are

i denti f t f t hat. di dat
oo ST o675 5l °8e 85 R it St pfovr. one
particQlapit éﬂ%rﬁﬁg@@&@‘én@éddﬁﬂeﬁt %WO@eﬁh@dﬁhbﬂﬁ%ﬁr@Vsentﬁtlén of the
an exanpl e, predefined bit-string such as the

digitaledata itselfnof ao admentﬁioayowof thai digital d@m,uqrucéra h@ﬁh \@Jelﬁ of one or

o e AN LS oRRHEE BoRR0lcd o SRS it A an

exarfpRy, | a astedefifed fbit-tritigt BUENTRS tigs @ lgastdgRynificant bits within an
identifier for each data can provide the association with a specific set. The identifier

for each data may be a file name, an email address, file attributes or a unique
identification number of said data and the number represented by the bit-string may

correspond to a set of digital data.

According to one specific embodiment, an identification for each digital data exists
that unambiguously assigns a predefined set to each digital data. According to
another specific embodiment, a digital data may be part more then one predefined



10

15

20

25

30

35

identification nunber of said data and the nunber

represented by the bit-string nmay correspond to a set
w@boodiosistal data. According to one specific empOEPENS/013109

an identification for each dgigital data exists that

unanbi guously assigns a predefined set to each digital

ot RSraechs SRS e BB e, con b

assimoid‘%é@w HiRitieAatd WHMBein @ptdred iRBRAR SRRdm. this

I catiron can be assigned to each di'gital data

when being entered into this s%/stem The total nunber
The tdtapnentber oé gredsfined sétoandios the tetal number obflateaentries in each

entries jn each,s . I ] f] '
set My ipdeley RSy 3R (GEH iR B RERGGLE Bh REediin A it Aty even
distribusibh idpdidindafa B shtmkedat a for each set. n the

foll owi ng, the main aspects of the present invention

are described using as an exanple a client-server ,
In theyfellawingotheadain aspactsekine preper inyentignzare i@?&ﬁ@eg using as an

exarﬁﬁl@%%ﬁ&ﬂ%e‘?%ﬁﬂé?nqgoﬁ 4 iﬂﬁ?&ét&d iﬁ?&%gﬁ.em s 203-205

at~ are conn via sal d network , for instance
the Internet, to at |east one server. As an exanpl e,
FIG B2 GhoWvss Bosgstenh 200 cainpedsingr aepludality aofd cientat 203-205 that are

comndcfert s nvagiage. MdnsBrtethSiBRaSt Tol&egst ape server. As
an egﬁiﬂerﬁbrl%gﬂ@e Jegdws BURK ué {sgn%rwcm hhd a0datel StemRigs saimver 201.

val ue server 202 i ustrates a server neans

The dlata stasage sentas ilustiptesa seavert mpana dertasteres; thetdigital glata to be

s L E° oL Y Bl BRCPIE e R A usttes o

serveEednseiiat iy used &y @aniputé henairdaimt and distdb@enhg ldshewalues as
or nore server entities. This exenplary client-server

subsgasiestty gescrilgs.c Beift seyepmaans may. RRWAKRIk ajiodke gPmgrised in a
vl U PG R BGRR B aNG Bl g e Lo oios
ThiskexersplaneclietiGedreeri dyistesh r200ekprésentsay pulsiouiesy network providing
or 3 SVBIRS Shr R e B B b0 e server
There¥&re, %Oﬁriﬁtélp@bﬁ@ kbY lsejer S0pdistifustrad ehanshal 383iR, distribute or

certificates of the public keys for each client as .
maintaimdhéy publisl keyshmwithirutthe c skstgrmeAsoakis examgie,t e geertificate

the r i A enbodi men re CL] i i .
authpﬂﬁgs gﬁgn_gbg%;e %Eﬁ%mﬂgtr%ﬁ%ﬁg%%o%ﬁ% Fs%élenrhoeﬁgﬁ:‘gtt%% 9f the public
keys fof caehfibAEas BomhiorMplissk withr plilicHelt wstwotieer Wi se,

is not limted to such client-server systens. I|Instead,

the invention in . . o ,

Even though the remaining embodiments are described in view of this exemplary
network 200, it should be noted that the embodiments, if not explicitly stated
otherwise, is not limited to such client-server systems. Instead, the invention in
general relates to the management and verification of the existence and integrity of

digital data.

According to one embodiment, the digital data associated with each predefined set
(110, 120, 130, 140) is used to compute a single hash value (115, 125, 135, 145).
According to another embodiment, an identification (111-113, 121-123, 131-133,
141-143) of each digital data entry in each set is used to compute a single hash
value for each set 110, 120, 130, 140. As indicated above, this identification may be
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general relates to the managenent and verification of

the existence and integrity of digital data. According
W eoossssefbodi ment, the digital data associ at eBCTVEPI003/013109

each predefined set ( 10, 130, 130, 140) is used to

conmpute a single hash value ( 15, 125, 135, 145)

a haglh yali il halias FEmpiod foreautugamenn e iRy seogzene hash

valu@?“é b '&oﬁgﬁ}ﬂ%d;%(/e# ﬁleuél ﬁaltd)atﬁcémﬁé@oﬁn@ld&{tiﬁcﬁlﬁﬁhs associated
ach set 10, . As indicated

with aaohepredefmad s&intTmsmhasm vaiwesicara hﬂxsimaﬁar denotedad leaf hash
d for each data entry. n either case,
valu%i g@%&%ﬂgﬂiaﬁay be conputed over the digital data
entries or its identifications associated with each

Thes¥ Ra¢hbsiedaprk. cahn®en Hnatedy & 46 {)@!@lm@m@bﬂ&fdrérsteps a single
denoted as | eaf hash val ues 115, 125, 135, 145. These

hash walpenwsichwilliee deaatachberainafteseas adoebh@%h ¥alug e dmhis root

nast{ e TP o800 E0 8 R o i neshStepiireby to

verufy dhel intogrity lof thstedigital detasdty i ise spstegr iandr/oothd edstgmgeeor non-
hash data and thereb rify the nt it Lthat

eX'StQPQ‘PP&F digialdataias Eﬁé?”??g %‘Hféﬁ'?fy 'f‘ J%@ nce or

nonexi stence of the digital data as descri bed

To véH@stﬁ@Lé%’gtéﬂcé Or A %x%@érﬂié of di ?ltdl%dté)/oﬁé‘%ﬁﬁlr% &&efmined the

non- exi stence of digital one naY I'rst
preddﬁlned sehetD thaé\nmukﬁlafauassdcuemd whhthedigital dataaFesdhist either the
For this, either

enfigation b BT BT ashelr S nasulelo A and fag respective

set AlRIRYiRal ABth Ehequeseadyivelisiet of digital data is
requested by a client. n the follow ng descripti on

the system 200 is used to distribute publjc keys

In the f@lﬂ\"én@mﬁpﬂp’@% Bespystepng0anig us |t‘érﬁ‘3t§bgeé publ|c keys of
clien d%g\ﬁﬂrth?ﬁ%é Eg @Hpbbﬁeé?ﬁ Oéll&@%ﬁefeégg\}e%”ﬁezﬂﬁblﬁnﬁe)a of another

termn ntegrit that recel
clienp@bHiandkdssires totdaadaezrmme dise lmhgrmqujlthaﬂ regaivadtpubbe key. In other

word(3|§i 3@@ ggttqié&a?a %p]\ﬁgr ﬁ)&téé] Iatg%gyr%fogfge@l {gﬁm%m e rIatl}lltegrlty is a

publ@eﬁéy] Erﬁ|st Bﬁaﬁm@% '@ﬂblo&@daoﬁ‘l%/' {d yekEdbd \Re '@ﬂBSﬂm@élﬂ in an
ou be appreciated’that the invention in general

illustrativex magnner ang itkshedlldbbe dippreciptegathat the inveniien idgeneral relates

Q Th Lient 203 t determ ned the
to arfy Qo 1L U3 PO BRI oy woul 4. be
associated with. The client may then request the data
The ehéniti 203 way fiist determined the predefined set 110 that this public key would
be associated with. The client may then request the data entries or the
identifications of theses data entries 111-113 comprised in this identified, predefined
set 110 from a server (201, 202), and subsequently compute the leaf hash value

115 of this set 110 in the known and predetermined manner as described above.

According to one simple embodiment, the client 203 may check whether or not the
public key is part of the digital data entries or its identifications associated with this
identified set of digital data 110. This embodiment, however, provides only a limited
certainty for the integrity of the public key in question since the client can only
establish the consistency of this public key with the requested data of that

predefined set. There is no obvious and easy way to verify the integrity of that



10

15

20

25

30

identifications of theses data entries 1-1 3 conprised
inthis identified, predefined set O froma server
W@ 20%/0232) , and subsequently conpute the | eaf PEEREP2003/013109

value 5 of this set 0 in theg known and predeternined
manner as descri bed above. According to one sinple
enbodi nent, the ient 20 y .check whet her not

requegiedy iAndc Wtwélyparﬁpewﬁgk "E@JPB faie ook A0ERNIGaNENg, thereo.

fthé |
Therefdrel ﬁ%%‘l Ilf)#vﬁ@[égﬂ%d SRE F&ﬁ&e%r‘é‘v&ﬂ‘ﬁaﬂoﬂ%’f thé irRgrity of this

set o ta 1 i s enbodi nent, however,
requpsted plmieﬁnéd sat laindi the foetheaintegrity of thé @ubhic éﬁgwthg’t bas to be
ubI| n question since the client can only

Ve”ﬂ?&t%P?@ #H%%@t)nsistency of this public key with the

requested data of that predefined set. There is no

Ther@%ﬁ*eo%ﬁe PE6L IRAHYVAIRY 16D té%&fri!butétﬁatﬂ%ir@%hé%he@is 203 205 in the
thatrequested (and eventual |y recei ved) di g dat

system 208nt iRetveningrie theemseYiouTIRXeaIIeL t @rféleﬂmha@\md@gﬂlﬂed the

oo PR BBV B0 e NG o KbE P11 010 M 14 puesto and

obtafried tlhhereh’fdlmgg Icﬁg{taﬁdatah(s'l 12818y akst)cmtbdtwm'aﬂ'ns melmefled set, and
verified as is set. There hle root hash
has GampSEbEG SoaNash VelecH S iohes 10 e Oiass Aausfe fomputes
I h
the foBFnSYT\ &G L IR0 R AGRed RearPEEK VAl praml et he

has i e ‘assocl ate Ined set O
of the public key () to be verified, requested and
Becalneaithe dobhdasbneadluenig segirelyl d&mtwteéd e desgribed subsequently

ana B SRRty S B S To0{ hEsh e EGRRR SRR frtnout -
servé?rrﬁ@ﬁ]é%h@ﬁ drREfUreRl thing PardliteoNGers idhd bédause the underlying
uted | eaf hash value 15. Because the root

hash
haSh/aB rithmg e atg etryptngsraphisaiedsegirgesibei sdignt can establish  the

congBRETLY it $ehosRibued e T aipe TB3LyL irekP Rl value
115 iohttey pesdefined set #16 eoipeisirghthepubdic tkey iimgaestioreftti1).and
because the underlying hash algorlthnB are

t | |
It isckAEVS bR BRShAGoatEn RIPYdgseR raRRIDBERHT A VN Ggpre Sne-way
func‘l’n@h YRatl85h ‘Het Lﬁbécﬂﬁ) k/@ﬂify t'h%slhté(:ﬁ‘?ty‘ 8f fle Bt RG QHthéWalgorlthm

set conprising the public key 1n question ( .
To Verdywma tswtofadlg&alhdatagdpr tihstape@\a peblia key, a hash value over all

posUSH ESR B5hB SR A BSH e Pl iy, wout

requivedfialt td?lrmherigMﬂrdét‘é éntsies Hvediogbé dbtalata wHer a speC|f|c digital
i nstance a public ke%.,h a hash val ue over all

datadeqiry Masdatbe weriieds This weuldenot be @aprlicable f@reP arge sots of digital
data‘?Oﬁgtpergserq_ﬂh%nﬁwqhgfefor"é?lﬂ)lr&/ides in further embodiments a method

that on one hand provides a hash value, namely the root hash value 160, computed

by a procedure based on hash algorithms having as an input all digital data entries,
and on the other hand does not require all digital data entries for re-computing of
this root hash value 160 when verifying the integrity of a specific data entry (111).

The computed leaf hash values for each predefined set of digital data 115, 125, 135,
145 are, therefore, divided into several groups (116, 136). Then, a further hash

value 150 is computed over the leaf hash values 115, 125 of each group 116.
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require that all the digital data entries have to be

obt ai ned when a specific digital data entry has to be
wQeesHssds This woul d not be applicable for | aPQPEB®N3013109

of digital data. The presengginvention, therefore,

provides in further enbodi nents a nethod that on one

ThesBomBuas ash BollaS A dstified BEBinblsn el Si-gt8 pslialfes 150,
151 having as an input all digital data entries, and on

the other hand does not require all digital data
entries for re-conputing of this root hash val ue

Thesghaandeafi hgshyaluge may &wn b further divideds into @5@@%&1@%} of hash

ks S PR ASTBY. B4 5 (AR gl iy, e oo

valué@@f ehoh grodh V18 d 51t dhieneyabe gspaated @nta sirdfie hash value is
The a further hash value0|sc b r the le

comnaaeﬁ \nearu@ly they peptohaghy valug J69 3%)511 2gh Y;}’dﬁt%‘?ﬂﬁ%gﬂz may

erfq@gﬂﬂgg%;@a?ﬁﬁgot ed herei nafter as non-|eaf hash val ues

ese non-| eaf hash values nmay then be
further divided into groups (152) of hash val ues and
The mespbash welue 460 us tihem saourell;edfsmitmtad valeach sliendnplhiednay be

acc%’fgplﬁsgﬁg%ggeﬁﬁpgﬁﬁg, oﬁg\ h%gaitﬂé) \;&p[%éaﬁ)ls%rlﬁ%&?' >1d'84ch client

by tlﬁ@%@hﬁért hecorfihg e HhottidrusmB&@imehietheagiot VakHe/afes M&ly also be
may performthls procedure. The root hash val ue

dnstrmmed @yta@eefemmeoty\emcbem prhesaby dhe deet baste yeluerisi Rreferably

oo BRS040 T IR, BB d0R 4o of st

IeveA%@@kp!Eﬂné@ latert fea Gurtiest a§p5éct dfhéehe quesdiats nveatioe, may be
al so be di strlbuted by a cli t t 0 anaqt her C|I€R
attagiiedh tnihe distilyged ragh hash alues. pActliani gegeiyingoa root hash value

from agﬁé Y R0reP B RS rﬁ%yg,glf@ré?éfré %eggﬁgéﬁgth% l‘(?”d}thasrh value if it can

t1on, sone sor trust as explained later
establishuité uﬂe@rehy aashiebas afspelifically saqptiredrivesitiévl, may be
attached to the di stributed root hash values. A client

h [ , .

w5 S ishgh 35S S BB AR B8 B 4REGef BLSIE o s i

the éﬁéms@ta?:m\)es thé ERentioRBUtEY tI |adf Hatshhmuaﬂs of the set of digital
speci |callétre quired trust |level. Wen a client

datapssesiated wj ﬁhﬂ%/Pﬂb|§b|é@{ £41d) dp e varifigg: An arger ineq-germpute the

root}a%ﬁutaé@e Eﬁé #Ii‘&ﬂ P{q a%@la?og#blg%ﬁhaélgt%@]g'sg%o 151) and the
leaf dish @a@@i(azadmm h45Nos tlmlbémwmg' sety of digital data (120, 130,
verified. n order to re- cong) 51
140). The client may, therefore, request the remalmng leaf hash values from the
server 202. The client may then re-compute the root hash values based on the
obtained leaf hash values and the computed leaf hash value for the identified set
comprising the public key in question. If the computed root hash value is equal to
the securely distributed root hash value, the consistency of the public key with the
securely distributed root hash value is established and thus the integrity is
established. In addition, since the association of digital data, for instance a public
key, with a predefined set is known, any client can request the respective set and
verify whether or not this public key exists. Because the root hash value is known to

all clients and securely distributed, it is not possible for an adversary or even for for



10

15

20

25

30

35

root hash value 160, the client requires the non-| eaf
hash val ues (150, 151) and the | eaf hash val ues (125,
wa3ws/0335) of the remaining sets of digital darer/Eef03/013109
130, 140). The client may, #herefore, request the
remai ni ng | eaf hash values fromthe server 202. The

i may, then re- co ute the root. ha
that BaSK mervasinelidd TERIPURIS 0T Al e igNa ot PERr o Eief set or
the r@éﬁ@sﬁé@'Hé%hWé‘iuéé"e identified set conprising the
[1c key in question. f the conputed root hash val ue

|s equal to the securely distributed root hash val ue,
In atfuéhebambgdem@yt onlyt theseunon-tealapoivharhtvadues Etak) arg computed

that treﬁcé&l ?g&ﬁdwaf ih %agg]ai%b a&ué 1e1§dﬁglb1{he ﬁgﬂgf?ér?gg%ét ﬁfsdlgltal data

110 @éﬁf?ﬁisﬁfgl t*h@ plfbh@lI@ytﬁM dmh@, elfrmbdirm?érit&jmmsoawarént from FIG.
edefined set is known, v% client can
"Whe

key th
5A. rI%l@éAt llluﬁéateég@b@mm@la@éﬁre&.ﬁﬁ%wrq {orvihetssppyed hgsh values.
For thil $hé @fg“a'sh%llf@%' ﬂbﬁ 1 qaySe45 hﬁ? 95 a??scigscy‘fi‘%t‘éﬁ Wwith a first

ndvvn I ents sSecurt el
layenof thio sreelBtrictne. dn thﬁkvsﬁemﬂqembodmmtf lliustfaledj mFI@aSA, these

rver itself to manipulate o the digital t
leaf B@S \Blasoatendiidest G OFNPS 8 oS rndanes, Bacy1 7§ foe, s30-
532)f ﬁo'?e%%%"?%lp”ed”honqaéﬁ/ héﬁﬁ%ltﬁé’ﬁﬁbealfsﬂ - 5‘?@"5 respectnvely
val ue

conputed t require as an input
computed tred lare alsseciaterf withea is¢éeand flamf gfethintredi sjrucallre leeW|se

the i ek B3Rk Bin53d o A, P R M e gyner taver

of trﬁwa@ ﬁruct&feeanétthé%uf RabRrvaldee 1eorﬁﬁnh§othaat§b [ayerueBthis tree
this, the le hash val ues 15, 125, 135, 145,

strucsgue 56§Slahmgat§§dmtdlcé@Wtﬂ’ieai€fSCflb@d |lexpgIle Wastifgniifiasbas part
of tf]glt rgpo UBS ongg\gh e If@ﬁecéffﬂé:s e%’lﬂg' thheh dé%:tor@ibgqo'tﬂe second

ash val uées "ar e 'di Vi

emb@diest @fﬁlyttM@ rowslieay Aok vab@ed) 160 1dnd 120,aH3@H ds3%)e root hash
For each group, a non-|eaf hash val ue 5

valugd Qoe%rsmmaeq by $ Glieat: UHoTingYa G5l 8al Hashiivalue 125 and

e REEIPA SN 11, 41,3 57 B5USE op i n oo o

compateomearml ashhvalueut@dewhémasr thef rarhaising eaf sndusendeaf hash

I and the root hash value 160 forns the top | ayer of
valug age NPERCCRSSAEYIEAUIradsuni ng the public key in the

descri bed exanple was identified as part of the group

bel onging to the | eaf hash value 15, then accordi ng
Accaridings &z onel emibadiment of dhe ynventionothe eial nueber of mia% predefmed

sots 35 A G STt Sl R B8 Bt R oo bt sream
obtaifschfreal digitdiZdatarst from an identification of digital data could serve as the
association or assignment of that digital data to one of these predefined and
numbered sets of digital data. The leaf hash values could then be divided into
mutually exclusive groups of two hash values. For each group a non-leaf hash
value can then be computed and in any of the further layers of the tree structure the
non-leaf hash values can again be divided into groups of two hash values until the
root hash value has been computed. Alternatively, the total number of sets may not

be a power of 2 but a power of another integer.
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t he non-Ileaf values 151, 510, and 521 have to be

obtained by the client in order to conpute the root
whawbossiie 160, whereas the remmining | eaf anpCT/EP2003/013109

non-1 eaf hash val ues are noyonecessarily required.

According to one enbodinent of the invention, t he

tal ., number of t f|n set a f 2.
Acords e, Snoier i TRE R BTl JTetOf, P HRd s and/or the
totalSHUrREER SRR uES %G't@'d@ﬁpﬂété‘n@ﬁ Iééforﬁﬁsfh”value of a next layer

identification of digital data could serve as the

in thadreecstaictomne maymsct@awnndemendmtlydrcgn oae amtraertanobmey not be

of these fined d
the e 15 Fadt Eivera itk B8Se R MERARAOR FIs oA i gin 63LBs of two
leaf RHSR Fhluesare! ustidMe dnawiRe thé nondeapiadisty dbIues of iR fikedyer and
group a non-leaf hash value can then be conputed and

respeqtivaly threetnian-leaf hash vabigsrof tee firsidayarerediseddenoampuie a non-

o 20! e 1 Vg s, 0B 02N0 8 SRS, 6 s o
exarf POt & durthéit embatjlm@htyof thieeinvventidn, rwth@%tn D'f theefist ltayer of this
not be a power of power of anot

tree stugtyise rmféﬁt'MEWgtth? Bﬁ%li' Nakueérﬂ@&dﬂﬁén@mnﬁe cpyergd by the non-
leaf | evalﬁe iy dérBSQ O tRe HAH-RGf 'h%@hg\PeLash V”Pﬁlg o non- -leaf

ues used to conpute a non-lea
hashnemtudsaﬁﬂa‘i bm2tdre tisexk sBuchcuseenaip beaychesesed when the total

numpg OEBER ValHes. = it & BT n P se! B i TyS e heah Ates that
havéie be! lﬁ‘sﬁﬂy%mﬁﬁté W heafledEsdshy fhluesofathg nt%&qaﬂo"}e layer. The

conmput e e non-1leaf hash values of the first |ayer
samamanrkwppplled/l-‘ﬂgﬁrdlhgébe momnbesaf priedefingsl sais. Anotheeembodiment

o o B S RS, 6, AR Ro s 9 bl

threé IHagR vafiedShae ®XBaRisedad caniputé Betiaghinbglde e e dfird Bger. FIG.
i nvention, wherein in the first layer of this tree

5C shawr a8ras peapela fwempnrlﬁafeea%yﬁ'u% fethersgrond, 165%150 151,
510%% S {%dFll?% EEeTH &@é_dll?)g%pm\ﬁﬁ‘}tlHS tﬁg(npea %&Z{% V&llies may

non-1 eaf two“non
thergfolrel deflﬁé thatFo2the last aed—leﬁmdsha/eﬁw B2f ithe mamairéng beol non-leaf

nasihyfBEs 81 bi 514! HIRTEXIPWRRLH s RG; Upet anddhgadition a
defin’(%tg\glgé %g@@iﬁb@ ¥ \%Ue'cﬁ%e @@é@nc‘! wer et fseuéhﬂ%tfor instance

The sane can applied regarding t
leaf muasbexaluﬁ 5p6edBHe petsmlelledo\rmthee@rt avith howeyet apnr&qnate that the

et REAs BB L B 36 P B e 8680 0 s
marihee dsideseAPed b®ode Nt iMgthHEe CdverR@pird thé dravies in BkEh layer by
at least one hash value as shown by FIG. 5A (hash 13) can be applied as a
standard procedure to some or all layers of the tree structure in order to provide a
higher level of trust and verification.

FIGs. 3 and 4 respectively show an overview of the method steps in accordance
with the above described embodiments of the present invention. These illustrative
flowcharts however provide only an exemplary overview and a general
understanding of the respective embodiments of the invention, which is not limited
to those method steps and may also deviate from these procedures.
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5C shows as an exanple five non-|eaf hash val ues of

the second | ayer 150, 151, 510-512 simlar to FIG 5B.
wab@soetshod of conmputing the non-|eaf hash val PEFEPBENY3/013109

therefore define that for thglast non-leaf hash value

521 the remai ning two non-1|eaf hash val ues 511, 512 of

FickOf EE s et UBhaRET A0 pBlef BeraShidethintaton o
dlgdé?‘él'@fa Isadlﬁélrie'ﬂ .H%@@b 369ranurtﬁteaﬁ@?allo%@5 30238 a¥aiyHEd %&éne of the

person sk the art wl however appreci ate
predefmedt mSemabep %at dnmlﬂ&!rb@ojbodmmrﬁs howaveiC digital bata may be

assEHR0B eft et af BretsiheR o hyhn BBEY Shp& i athueifor each
pred&fitRid §at. aln bRPSI30BAnd BUB, tAE YRMAIBaP RAYRA VaYuds Sre &dmputed as

(hash 13) can_be a(gqltl ed as a standard procedure to
dessdbed ;bavel 1Sigps ande 3PB eeefert teidhar differerdr lawers of the tree

s 151 35 L0 o S Bt Gl S pgpoctly e

compritaiich &f iesobhhasic valde esndicated inestep309. descri bed
enbodi ments of the present invention. These
illustrative flowharts however provide only an

FIGeKG?Irﬁgtl%{té!s Bﬁﬁbogﬁmé‘ﬁfjvé\?@ﬁﬁ%élm ?ﬁf §ﬁ<§’/\%ﬁ ;tﬁ(;l%egétehg? of digital

respective e nts o I 'nvert 1’on
data iasiit ethyt loe pedeemad thyoal cliénipin systeme30Gl $tois msuated that a client
procedures. F

h . 3 ref ] .
it B SuVRER thBr STRENP e dBRLT dntecRRbLMe Sialtaite: 402 athighmay be
a pl%llcq{&/ 6ﬁéncﬂﬁé|aclie‘ht olthaidneft Hby%hé%f@t%zo@t%% fHéevenflcatollon of this

digital data 301 is assigned t6 one of the predefine

digitad data in sheep4(1§i)m ondeatmdeémfsethsomad@ﬁned lsehvihairis associated with

T T e P
singhé ety innedesht. dlglteﬂUQfESto?@@ vaftfled ¥6r insthdeod pLBid ké&ﬂéha public

val ues are co ed as descri bed above. Steps 307 and
keywﬁlfmt%ralfa@dwnmpapmv spenifiep 4he set of digital dalaecas described above.

In s?é;?é*%i)ﬁrg qﬂ?%é?@tl%%}{&g Qf retcB Lﬁé‘dlaesaélrgé’(g? described in

Les Jand resp uta on  of
conhastlon/withetheq)rewdusdlgacbs nTBEG‘maBQQ:onF;jlﬁed 4oot hash value is then

illustrates one exanple of verifying the inteqgrit
oM 10 S TeSANRCEHER TEENGHaE 4D HAEMEBTING Siah A%, If both hash
valueR ranEdFPQn@Xhé‘ éﬂibhteﬂ‘&stk ﬁhéﬁﬁ%g?‘tfgpthé rdct @a}f]uvadetd%aﬁeceived,
aclient intends to verif Xl st ence an or

the icierddhas: yerdtedt that thegdigital dmaanéISts annsha:cmﬂd resjaldishdhe integrity. If
uhl.i c . key of another, cl] y therefore

the B o Flud s RERERSY B et 5 ctiBiten i pACiufatner, the

intef hAdT A stbﬂce Fnthel Hiditae date dRi Bedvesled Mtholf requiring a

associated wt
trusted third party.

It is therefore possible to provide an application that allows a server proving to
several clients the existence or non-existence and in addition the integrity of some
data. It can therefore be assured that all clients have the same information about
the existence and the content of some data, even if the total number of data sets is
too big to transfer to each client. The server can distribute the root hash value to
each client and the clients may further exchange the root hash value among one
another, for instance by attaching it to messages which can even be performed on a

regular basis. Because the server in the latter case would have no influence on the
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this digital data in step 404. Both steps 403 and 404

may al so be conprised in a single step in case the
wale@shsdsizlata to be verified, for instance a pedI/EP20k&913109

or a public key certificate,qplready inplicitly

specifies the set of digital data as descri bed above.

s34 B0 AR 1 BB T AR b aRB Gt they
havéitheriatest Vaesibh il th¥ reeiPaERd/dIe ko fb@sa pYfd 'R ke LRFBI data in

conpared to the received root hash val ue 401 1n
quegtipmar Thig ey petazcomplished ihystusinglaidimestamp attathedeto a hash

t t ' it th t has
vl LA R AR ALY, Pkl B, R by et rom the
sendtdurieigi thiss vermitation! gtoesdael. | The tdeotiBtRPfilestarhp ifBrmation is
root hash value as received by the client is

howgivet phlyanejexamalesand manyiher Ideﬂhfécatlﬁﬂéglowq/bawaﬁdrlnstead as
knoﬁ/ﬁ't{?ﬁfécﬁ‘t o‘EI' he ugﬁéjgﬁ%tﬂl'e datg, l‘ﬁ@ 8 tH§ ﬁ{éhlf% c\ém pre8eft ned sets,

requiring a rd party
the pomshér ef digital astaleoraiempifitatiert Ietnmdshtn‘. edlchog&t, and/or the total

B SR S VOR ST e
var}ﬂ'fhﬁéy bk &diistabR), @ Fh8y *P)% éb':taf'i*hn‘f; éf??st r t i3dthnGe ' eﬁ@r@epqx rder to

he sanme I nfornmati on about nce and
effe@'fd)lﬂl)eﬂontml the conmgattatjoral eayiobdtdmi/d:rdhaldahaltmbe distriblated via the

o ohBer B inE o650 RaeRplan onionn f Cian eginal and
perfbiRing| tr@t;ﬁoe@duréur)f h@rnfﬁg? haigas taes R vmeuqe.umber of

anong one another, for instance by attaching |¥
Ve”fl‘ﬁ?é@ﬁgéﬁab\ha%t‘%bﬁ reréarmssl peedrdingele @mequw@blﬂvai of trust. This

a5, SARHRCHRS 4185 581 BESHI 0e RO By or e

compating moétecthaihni that ontlebf hasle vatugtetret Bre hateesag! tol ReYompute
e latest version of the root hash value fo be

the Eﬂ%?\aég \alug Ré saidgireustrygtuie; whenelgitab ataiias tade werified by a

use@cconpl i shed by using a tinmestanp attached to a hash
val ue, the digital data and/or the hash val ues as
requested by a client fromthe server during this
verification procedure. The associ ated tinestanp
information is however only one exanple and many ot her

| deOitthé 5%é&§%n@%60@§né’rﬂ§%f' tﬂétp?régentatﬁvg éﬁér Yc?%reatmg

art. The tree structure as for inhstance the numb
trUStp'leéﬁ@anlé'db'@ek%}’S and/on gligital dstta dinafi was sigiesl by a publlc key in a

' ' f' ti I LN C e a r the tot .
publ IR 0P s LERERaRcin ol iy S9RipbR B nsance
in atP@GP RretigtGocd IFRvALY) Bster, Scﬁtéfﬁbehd"R&y@%re signed by another

ustable, or may be sp ecified b)é for 1nstance a
party ng {is sy$tﬁrrb,fgre|,ns ce another client. By this, the recipient of that signed
public key can approve of the identity of the public key holder. This however
requires that the recipient of a signed public key knows and/or trusts the signing
party of that received public key. Because a client usually knows and trusts only a
limited number of other parties in a system, such a system provides only a limited
applicability, because if a received public key is signed by a third party which is
unknown or not trusted by the recipient of the signed key, the recipient cannot

establish whether or not to trust the identity of the key holder or the key itself.
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effectively control the conputational payload and/or
the data to be distributed via the network. Al so, sone
W@ koosss5e5 sone application running on a cli enPCI/EP2003/013109
term nal and performng theqgrocedure of verifying
digital data may specify the nunber of verifications
at have tq b fornmed accaording to a requifred
A trysd s thgjerare it ofhe Sialemett G sisrid Ry AP (S pasty for which
the Qgﬁaﬁx?é iOEsiePhb %ﬁeseﬁﬁe?d # mdrd BERiIHUbIEhHERP"
computing nore than that non-Ieaf hash val'ues that
are necessary to re-conpute the root hash val ue of
tre str cture en _di has_to
The(ribie, st s, PSSy sl PRy e, Bebabd id BmsBinAbinat ogn create
trust Bﬁ’ aog?ﬁsatpubm& el Withd R ftudlRy I@rﬁcﬂﬁ\hg NHeldigisihg! éf that key.
of ic keys and/or digital data that was signe
Theasqomhpwekeyapnh%s sudidital dalp thatwes sigred withj mgtmn@ée key of a

key %éf&e?gbéeé)@pecﬂ%%rrﬁeg@ﬂfﬁ%sgﬁlatJrgtof' tﬂ% %ﬁ?@d 9ﬁ’al data, the

verif§lrg) paty ads hy tmttherre@@édtyeqfumlbll&ysofsmeﬂkeflcﬂolder required for
I nst ance anot her client. his, the recipient

this sigaetue yeafcHit). i Ehﬁl@;or@am tasap%%msﬂhe [sescrriian trga"aiv refers to

'S|gn%\ﬁfreQ%| ét?ol#&el%’e)}%‘)'bﬁ?'i e J@Fﬁh&?%lﬁ%ﬁefa‘?%&h é%?) td Qﬁg KR of digital

recrpien i gne I'c key~knows r trusts
data.he signing party of that recei ved public key. Because

a client usually knows and trusts only a limted

nunber of other parties in a system such a system

AccBFo‘Pqu 3) }hb’?ﬁd'n‘nghf 8fl tIRP Prb st llrmkléﬁtlor?ewéeslgﬁln@ party in a
rece key Is signed by a rd part

system atgnﬁowkeyrambtthenebytmmns ar@rkm ﬁ@n@mt off ‘%ussteto that signed

o A8 ol 5 R 520 55, PR o i

recipieBtkiovs tHelSigning pdrey &@f ity pulblis kdy. on the statenent of
signing party about the party for whi ch the signature

is issued as described in nore detail subsequently.

FIG TB% |l?§tpé{'[8% o%%c&é}ngfébéhﬁalbﬁf% ?M Hrfilgodiment g)f gﬁ% led:ngg%;iﬂvention

manner that can create on a signe
regamdh'igouh\bsa@tspebtsyoﬁ(embhshm@ ¢rust (mietgy op public &éys dthout explicitly

key. The s however lies t a that was
reqw@@dtw@nﬁn@ a@rtvam@gg tzyctyre ﬁ%‘% ?ﬁrh&"aﬂe?h UG SEFYS as for
mstégﬁbé)é ‘iferrt Oﬂc%té/ %Uﬁﬁdﬁt? '31%fe§' o Hi’(émﬁfe §iveh ﬁ'FQGe@ assumes that a
at a e verifying party astotrus he
flrstrodaepte2®3 esupsld signktyre @n scbme digital ldaital & (G@jms«r@ntes orivate key
her e

i o e e T e S 1 PP bl 10, pog recuies
the @Grrééﬁﬂﬁdiné 9M§hc Ry 6Uh'€bf ithaeftst Blierit toBe8poAtingRB!the rivate key
used 9[0 ?stue {hne S|gnatulrgl610 It is further assumed that this digital data D, for
instance another public key, is provided to another client 205, for instance via the
public network 209. The client 205 then determines that the signature on that data
D was issued by that first client and can obtain the respective public key 601, for
instance from a public key server or another client within the system 200. It is
assumed that the client 205 does not know this public key 601 or the corresponding
client 203. Consequently, client 205 requires some trust on that public key in order
to establish whether or not the signature 610 can be trusted. The example given by
FIG. 6 shows that a further client 204 has signed the public key 601 of that first

client 203. This signature 612 on the public key 601 can be verified using the
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data. According to one enbodi nent of the present

i nvention, sone signing party in a systemsigns a key
wa@pasohsieby assigns a certain anmount of trustPCDEPINAt/013109

signed public key for a thifg recipient of that signed

key wi thout requiring that the third recipient knows

respppiugspraicoteb A2kt dhat et - PIgHLA0E fhiainsdng signature 612,
idenfifies ﬂPl(eesﬁﬁﬁ\h IJAVS 040N S t'h@ rbb@é@tlv@;&ﬁﬂlc*e(yfmz The client

establis trust levels of public keys w thout
205 @gpshawn lig EI&qLﬁ is @gsumedutst Brust ANdirgenaw the public key 602 or

roonb e e G B0t oty PP S o A KB 12 using
the GL¥RA blbld keyt6@EsupREoidi®) t6 andther Carnbodinikhd cbeﬂwEEpresent
a si gnature on sone digital data D §610 usi ng

inveption; dhis signetuve 12 88$i0es RyUSifeEnatien i@ Hlfhﬁ'gnﬂd &U&B(F key 601

or S84 BT B B B RN 0, for ot by
this OQﬂ’ ficegipanstiosgss 61Bhan@ralsmtresisemeusa‘tért publisskey G(Bﬂa Client 205

gnature 610. t is further assunmed. that this di [
can 36 VeI dheiSeRatHED S4RoaRd:T SIBI e caon; ag ptasgul. it has

t th bl
esto B o et OB PR e Gt or i mes. Lhat ¢ he
signature on that data D was issued by that first
Acoqiging iU BREE SPBBRIa T EIY EURaD ERIAR SRR iR te signature

on a‘h'o'tr%?tpl}ﬁhbméil tBg bﬂéé(%ﬁﬁﬁl@}edt b)L%ttaéﬁM@B& adwakiating an explicit

client” 205 ddes hot know this pu 601 or the
trustdofqrmonmahge andlemslgzmm pady degt @lﬁntliﬂcamn yalue foghe signature

Ul L& S n that public key in order to
ort ggB?? S’%leﬁhot the signature 610 can be

trust ed. The exarrpl e given by FIG 6 shows that a
further client 204 has signed the publi.c ke é?%l of
Thistsiaple exanplel shovin P0G Brean Jlsgrea Exiendg to qhgin or even a tree

o SN S/l §79 PHE AU TR BARIARERS byt s ve
chalhh& tmsjﬂaWelrt&aeGi‘lelustthiedurh iIFS. TheSimitpnitad-lFard, fIGOZ shows the

clierdp 3030 280RRb: fs M 5% the. BB ket £, BOZ: g taibes B ters of
aSS|§|J,rE|ﬁP PQ'd@té‘f%te@@@O%rndr\%?ﬁﬁﬁb'tm@' %id?%!a‘fé uSiy tﬂ@i}ubllc key 601

ore, client yverl e signature

in stesp r6g5t heThesasste@Spam mmﬁgcalscbq thﬁcG@WGSW@‘idlﬁg Sephdn FIG. 6.
i ment,. of rese

Howgsr qeERHirdata i B dhHiEn ¢.o8 kit g "Rl et issued 2

&gnléﬁ)feQﬁ\]th%%ubllb'k%9t60205Th&06ﬁ@ﬂ1gepé&ty of thd éijitaPdéta D, client 205,
establishes this trust |level, for instance by
either does not know or trust the fourth client 701 or has no access to the signature
710 of the public key 601. Instead, the second party 204 has issued a signature on
that signed public key 710. This signature 711 is then obtained by the client 205
and verified using the known and trusted public key 602. If this verification 712 was
successful, the client 205 establishes a trust value for both, the public key 601 and
702. Client 205 may then verify the signed digital data D using the trusted public
key 601. Another embodiment is shown by the example given in FIG. 8, which
corresponds to the example of FIG. 7 with the following differences. The second
client 204 issues a signature 810 on the public key 702 of the fourth client 701.

Client 205 can therefore in step 811 verify this signature 810 and thereby establish a
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this verification process 613, and also trusts
thereafter public key 601. Cient 205 can then verify

wo b@sssggmat ure 610 and if this verification waBCT/EP2003/013109
successful, it has established the integrity of the
digital data D. According to further enbodi nent, the

t t f d .
trush B the PUpIBRCY 1 TR Bas ZeuihitelatEathif ey 207 The gient 205
can 355 Sbidih %oaOer‘“rPypﬂh'eCélbnéﬁHét71'015ﬁ6 'ﬁiﬁﬁlé’ ri/e}’lﬂbé{%rﬁ@éﬁécessful

signing party trast identification value
clierdi 2ffafurther @stabiishee sptrost o thepublc key 60‘5 98$d tcr|$ig1 the digital
data sbrrpl e exanple shown in FIG 6 can also be extended to
&Yhain or even a tree of assigned trust values to a
specific signature. The main principle of this trust
| evel chain or trust level tree is illustrated in

FI G
From th3| akiovarexamesgiven IR [AGsy G%tﬁo&sther@&qub@dteaﬂmments of the

oot BBy el 3o 8 cARBIBIEY chBH0iapo T ngspocimens

des@risbd/Brrebdrd@ith ise férahing figlresudi stgpuldién patticular beynoted that a
601 in step 615. These steps are identical to the

publiekeyoparRigniuEs Bl hersianed by masadian ong @ cﬁfﬁ’gth“é the chain
of trrugteln %ﬁﬁﬁ%io@néﬁ@ Bq7ltlf:é Egyﬁé eiy‘? 'iéTﬁ%naQ& fta 25trbS B ?r‘ﬂlsf:‘values

e verifying party
whe@éby sevetabknain qbabbc Reys b knowaGignieg pladresokcmrs badtaced back for

a siBone @0 Endnial, 6 brotefep il K6Vl Ga10R, &o6%, application
runﬁl g ?emﬁlt%@v cé %4 83?@ Ushipefs ﬁle‘ih&d‘?éc}!f RsHcéidih given level
u ey 71

hi s S|fgnature I's then
of trmllst thiah enhybbe tbiased |dretiie M@Bbanat siepisieadingde ﬁgkrtCrWﬁ public key in

M e S T
verif&ng%gJFafty)QOBQiéfs eéth@llsmdd ihat oAk lﬁ@(hoWthaYrQZmﬂIéadﬁ toZl(Blé known

hen verify the signed digital data D using

partyr 264.ed hetgiore ﬂa@yclwm h%@ﬂ%@ﬁemfﬁ%\hpn%o%mn@wn party

wed RFPATFeBL Eo e,y o PR Rl st

then%elswggeﬁdr?equ ntﬂ?ber sﬁ uarnwan@mttmseleadmgdn thbeevamblially known
key 7 of the foyrth client 701, Clien 5.can
and fisted Jrantity %Q"epLié MRYE; than; ang @?Hh&f('@rise? apfing, iy @ known and

trus%%f?%rﬁ?%ﬁ?' 'tﬁé‘s cﬁﬁeg‘agnﬂfﬂees%wshﬁd kt‘?l)(st7|@3el VhiluBs may be

ust e e the client 205 can
contined ka ai &ngledfmaértrds; viahee ang rthe lasistarn véhetherf ot hpkto accept a
i s successt ul her

fi
publS gy P Jivstet g BEReq i il el vl W Bhotns srppdiment
howdRr $h&dchert 2 ar B-respective application running on a client device under

the control of client 205 may require only one trust level value in order to accept a

public key as trusted.

The public keys including the signatures thereon might be stored on some public
servers and may also be distributed between the clients as described above in

connection with the remaining embodiments and aspects of the present invention.

According to a further embodiments of the present invention, integrity information of
locally used data is published by, for instance a client 203 to ensure and provide a

global consistency of that data throughout the system. Often users within a system
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From the above exanples given in FIG. 6 to 8, the

descri bed enbodi nents of the present invention may
wa@bk@s/oks1Tonbi ned with each other and with t hePCT/EP2003/013109

enbodi ments described in regard with the remaining

figures. t should in particul ar be noted that a public

k d
sharﬁgﬂ%%s&%aﬁ%gm?? fBal et ses an Mire ¥ ookl G tBhat eaph user
that hg?é %FQ‘B ‘é%‘éufe%trﬁ?(ﬁﬁé‘g?ﬁﬁl of ‘fhé’t détSearfEi‘?oﬂ t'h@SéXIstence of that

y several known public keys or known
datasi Iglncmgrrmmr systesmsanude dlgl@ti: databhaa todre aigmiegriep arteusied key of

ool e Bt S5k BB, RuA A Bl G Bonvorced

party}‘s'erE\s’édHc% %éﬂiﬁ@afe%&thbﬁ@ KIS hbWeVeBisVitt dedired B most users
rust that may be based on the nunber of steps |eadin

smce ot mayhoeh beudesitalite ytoj ieauiie sa dbisd rpasid thatagan e trwéf@% by all

usted identities. n the exanple shown in FIG 7,
partllelp@h ﬂaﬁﬁsng party 205 has established that one

unknown party 702 | eads to the known party 204.
Therefore, this chain has two steﬁs wher eby o

s DEPloTm AP ASPICURIINEATBPGRdIVeTtBNdnat ECLEAE GrRate @ 5t or set of
ldenﬁﬁgﬁ‘éﬁ\%qnu leélr'at%foq rlscoikt% 'h%%ﬁsﬁ? s'th shQF‘é ﬁ/lth%tﬁ‘er parties.

nown | |t|es eadi ng
The dd@ttificatibiys kinueha idertify ﬁiesdlgltde obta wr 22dts lfnemm‘eanm associate

samg; GiRnen ARt F $91c0h A AHRen TE Jbeeth dgseitRg above In
conr#e%‘ﬁ%h Wit B RES MY e FPIAY Sfifle Rarfher aW0HEsdribe mtddi'ﬁfectlon with

ue and e deci sion whether or not to accept
the fmsblaspedzte)ofathetprasemdlnnagtldm s heshl valua hO@pUIQdaDV@l‘rW@t data or

parts BRI S VABRF da PO shrPngobnoh HPTUISENRaS: ol list o

identifiSiionsst deRa i bothe beRf ddial dasa é§@'etsél¢béd1|nYCdlﬂ1ectlon with
trust |evel value in order to accept a pub

the Fiusssdl 10 Phd hpubsticaneg Sidtitated b cientdp anatagradient within the
te b
orsiEE BB S BT e T Lo 1GHE RO dngin v

attacHxdy daish  valne esvdrogomict br taleof ésremnirieg embdm sent sogetter with
aspects of the present invention. According to a
messapeh denb Yo BIgRIAL QUG feQuIRr SQRIPURIRY "8%83&965 between the

cllthQt qj}t\e(\!{ %@n??%ﬁb%c@fveh%%‘ Irs‘f c'éﬁ%\ﬁ%b%daﬁfe the identifications

nstance a client to ensure and
compnead dre tlaatgliscbb/ath timwjentlﬁcm;onsf cqmans@humltsmmmgﬁfolﬁnd thereby

ten usgrs.wthin t t
deteﬁgpqeszvzpﬁ%p grgs&ﬂm% a é%ys%q](?yﬁn f@sf rg]fs eﬁ @ I{)ﬁ@t% comprise
the SHE! |8ehh?éat|6ﬁ§ hiteSSlierit tah disteaminBtiswhethar €5 hask Watues match

e integrity of that data and/or the existence of
andtthateby prove that both clients agree on the same data. In case there is no

match, a user can be alerted respectively.

According to a further embodiment, when sending its list to some third party, a client
can include another list it has received and forward the same to the third party. This
allows that even seldomly used data will sooner or later find a match on some other
client which is more or less steps away in this chain of distributed lists. This
embodiment may be combined with the embodiments described in connection with
FIGS. 6 to 8 establishing a trust level to each list or respectively the hash value

thereof, whereby either additionally a signature is issued for this list or hash value.
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data. n comon systens, such digital data has to be

signed by a trusted key of sone centralized third
w@arospssnel all clients have to know and trust PEI/EP2003/013109

centralized party, for instapgce a certificate

authorlty This however is not desired by nost users

si nce ot be deS|r ble equire a third

Altefhativeih ing daSPOSIURIONST el TS anties o SvBa% hesiORethle that is
verifid§ b?fr%@m?ﬂgﬁ BRY tcoﬁfpa"nhﬁ tﬁé ¢8R val Y S??r‘ P8 Ifshahtrids.

user “can c 'ist or“set of identiftications for
the data or parts of the data he VVISheS to share with

In pRHIE T RS pracadiing cof 3 uSed: Bith b Ke istnd, I8 Glent's name or
ldeﬁﬂflbatléﬁ‘eaé 'tﬁé Movethent; oﬁbcﬂ'lééﬁtlf%héns Téih(f tHéSp\hﬂ@nkey as the

descri b above in connection wt
hasbad@lamm Fréaer@fsrej dae plabad ccm&a@nﬁwﬁ |ad1 rpuh“@rkeb’ﬁ @amhes@ssured to

i SRTE! 5%, 4 B3Pl RGP B Bt et

frong apbtHdrsdlieqt, cadtprole itifgnts bivaaidrmeor |Jé?ﬂ|ficaﬂ®n 1:] sngned correctly
identifications of data nmay be the sets of

to itgaaven aybb@bew Feuiblie ke fareadncignt ere r?é/arhﬁ@lar tlif@ disiriputed and
excﬁ?n%&k fisls (ﬁt sé’c?rbf l?(?erﬂ fl%flé%‘kgﬁiﬁg BnE vl ew@élﬁs{ey& As

ccor di O one e
mefntiored abbv@f sorde Mpmcalainsons cliau_cttlsummgm tduiehtmn: asdignl trust levels

dereogRaan Ui S#dns el Ageaeiyen isbor o Pt Sfera s §ot s Fiperded by

oth&CATEHR E@fdr@r?t WES ?‘é’é@\?obe{ﬁ\‘gﬁﬁénﬁ&?ed:éb% Sthe@é?ﬁé‘%nmderatlons

client avi ng recel ve I st can nOM/conpare
as indzorineictioatwitinE1Grfptd 8 axdni e Epatied iand thig pracedure may even be

tifications conprised ip its | i and t her eby
par e e RHR et Eiinecliel Wird e S the 11 ro:
client. f both lists conprise the sane
identifications, the client can determ ned whether the

If theseHs vauche intaeacinn iedweer tbe clignis and iahuge iset of idaia & used, a
C|Ieﬁgéﬁ&gg‘%\%§8 gﬁmg@aﬁ’e anist %@81' Eaﬁlr eranﬂgﬂ‘?gpgéﬁg 'cHdsen data or

respective ccordin
parfsusfttherdagatioidiusi. . Avderdingetoda Btjll furthdri erhbodinmemief given data or

third party | | ud h list |t h .
parlsother ol s bRer BB herEOBHIRAIORS InCE iR MYs Ehandia spossibly
aﬁﬁ"f‘ ae{ g%ﬁ?l f}gﬁe DEFBdS8bMRMHor HF 8IS %b'sﬁﬁ%@ﬁ%ﬁo@%an further be

mat ch on some ot her “cl’i ent I's nore
attachet esrs assegiatedwaith ian listhos tlwaespexﬁlvel bash\ tvalued [Tihis gnay be a

cre%tglg’i ,tﬁrg%??p | ﬁ%gtgmﬂgﬁtdigg%%n%hﬂ%gstgrﬁph infoFmatio nOIi Kgc%r%ling to yet
another embodiment of the present invention, these lists or sets of data
identifications may as well be distributed and transferred to a trusted third party, for
instance a server or certification authority as shown in FIG. 2, and this third party
may then inform a client if entries in a list do not match the entries of a
corresponding list as received from another client. Similarly, another client may act
in the same manner without being a trusted third party, whereby some sort of trust
level as discussed above may be established. If more than one of such third parties
or clients exists, each may send the information to all remaining parties or all parties
may interact with each other and thereby synchronize all lists o a globally accepted

list.
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FIGS. 6 to 8 establishing a trust level to each I|ist

or respectively the hash val ue thereof, whereby either
wa@dasssnal |y a signature is issued for this |PGI/EP2003/013109

hash value. Alternatively, thg hash value over the |ist

entries nay serve as the signature that is verlfled by

uti.ng, and aring.t he hash. val eove the |ist
Acohffing B & itndlem BBt 14S Breseah NEntiGh s Slietidng tiion itself
to seHiY E?odiﬁ)éﬁ cHéht@gJélﬁ@ il b\ﬁﬁt|dén’d'fﬁiéﬁoﬁrwﬂtlﬂﬁrthefé)%?ém0”Before a
_as the above-nentioned identifications and the "pub
clienfegreatest itreowadist dhigaglient mast egfapiest atlisbfrghodlleast one other client

in (R E g™ T bl BT A AR FATOM Bl g vt or

respBiivelythe dd&stification th@@o@néﬁd frﬁ@}TPalei@fto Gheé Qﬁﬁer @Iﬁhts in the
prove that its own name or |de ication is sig

systea‘r pett ihg groupt Byodpingdbisi all iigntstin guayoue qeéyestaeltsh up-to-date
| di, st d
oRRh ARk, B CoBE SRS el 0 P VhER B, g ooue. i

emzdiment merbby hrevidpsfbr @achyslienfto ndsterminedthabexietence or non-
clients ciln in addition assign

some chat ons or
exis{ange; ol geg Jd@ﬁ?iﬁai%as&esmee ahels IbFonNaclienWiyFIGS. 1 to 5.

If thk! (ﬁ%lté]rd a otFQH\é MdRichtios thér%gf %ré&lk"l%féi@&’ t@l’hé’tchseen group

e ore it was receive i oned above
of ch@ﬁssasréorcmatandentatarmmstmme cassoofhpahlicokeys, Hveﬁlth‘;s existence of

tqQ 8. b | | ed d t d
T T ok
provert. 0 Sdméd o‘tl’ﬁ-ﬁr@lerﬁs M€ fin 'tﬁéle{;ﬂﬂp' RiayDkyEBRe tré’cﬁ.xes’c the list of a

clients and huge set of ais uSed, a client mght
grouthaod @ancdectﬁnnyne véhwateron nelra given dedaexisisifotheoglobahnsystem. If

i oG08 0 R B R0 et 2095 e el coe

theyomaparnms thdleaetidn esclasioelyf toettbldyandhsyrichesizé tisatistosfsthat group
st may be changed possibly after a certain

in

°fck¢ﬂﬁt?)@ﬁhﬂwhe¥@ﬁ‘é%ﬂ e validity or tine
specification can further be attached or associ ated
with a list or the respective hash vaI ue. This nmay be

Anyaco?%t?irﬁé |c|9r§olsn6f oa}e g gérﬂﬂetdaes m@g&%&@@; the present

mvehtien par%seohsmekemlfumr ehﬁﬂﬁn’heﬁtssv\mmrsehé sﬁop@abﬁ the present
dentifications be dj stri buted and

'nvenF'eﬂsFélrthea dpaae "B 48 albov; SescHBReyasHass jansh mbodiments are
desél‘?ddéhem \Eyirféj 8ainh& r\Nﬁ‘tHﬁ hSfh ta%‘n &P}I@F @?ﬁ’ﬁedﬂhe: P@clo?sure of the

arty nm en 1 nror
premmtmvmltlon a list do not match the entries of a
corresponding |ist as received from another client.
Simlarly, another client may act in the sane manner
W t hout being a trusted third party, whereby sone sort
of trust
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| evel as discussed above may be established. f nore
than one of such third parties or clients exists, each

worgsesssds t he i nformation to all remai ni ng parPCEEPIN3/013109

all parties may interact wisph each other and thereby
synchroni ze all lists to a globally accepted
list.According to a further enbodi nent of the present

Claim@yention, a client can assign itself to some group of

clients using its own identification within the

stem Before a cl eat e S
A mathogigr mapagisg i&g g@[ S6iH %&eﬁh%g%maﬁé'"&thsr&eps of:
client in this group of clients. The client may then

add it s, aﬁﬁbaﬂfgﬂat '?fété 'vﬁih é”flréte%P&ﬂ‘éﬂn‘é@' ¥et o digital data,

|dent|f|cat|ont rmc?/ [ish it to the
ot her oMheneby atﬂleastetwgymeéaﬁl satStqfedlgutaiLqﬁta Byisd @indgsaid first

i or mtPORIb et o0 Sglel 4B RnCBLCTSlAC e ar ] fhe otner

by its greaufned 8ot cTrgarthtTeast ﬂmrebﬁfuﬁé@\se@s for
each client to determ ne the exi stence or nonexi stence

of a given digital data as described above |63 ..
connect¢aPwinghadirekleal haghovalye oer gogie ar alefathsy digital data

the ideptdhi 89%11 ﬁ’brﬁi’ﬁ?&rxﬁdﬁs bf sOMeE6E Y et E%Ittap daff that are

chosen group o or Instance it c
t he casassotigted With dedy first guredefited sef; st ence of data
for instance of a public key, in the global system 200

can be established an ot her clien nat_.
Ca"t et CanadnG A cenns it ESR yalEpvtabhe B ot ih Blgital data
group aé}ﬁh/&ﬁ%véﬁ'ic%r{ﬂfﬁgtldmebh%bn@ oPell & fHevdyitdRdata that are
exists in the system f in such a systemthird

part i esaSﬁOC!ﬁietg wath @se@ndspl@xieﬁne@ et obsijd & ieast twa predefined
digital _data, they may limt their action exclusively

to hol d>&nd synchroni ze the list of that group of

clients to which they are nmenbers. Any conbi nati ons of

t he aboif enatesisan besl pesiefined setslexist)doii @actt remaintrigeset of said at
present invention are considered further enbodiments

wi t hi n least iaopredsfingd selsk esent i nvention. Furt her

details of the above descri bed aspects and enbodi nents
are descri beébrﬁyuﬁﬁberés%bﬁvwa I6hPh&Sh viievel @bMedr all of the

explicit part the di scl osure of the present
i nventi on. deugrksl dataAandtdno@veroldemﬁg@tiqr@ ef gamae or all of the

drgrtal da RS PRPRFERRET pRbERIR pyedF e

data, whereby at |east two predefined sets of digital
dat a ex¢ghpatieg $akodt fiashtvalue, whereby the underlying hash algorithm

has as an input at least said leaf hash values that are respectively
computed for each of said at least two predefined sets of digital data,

whereby said step of computing a root hash value comprises a step of:

computing a first non-leaf hash value over at least said first and

said second leaf hash value;

said method further comprising steps for determining the consistency

of given digital data with said root hash value comprising:
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2,

predefined set of digital data can be distinguished
fromthe other predefined sets of said at | east two

we@desisned sets; computing a first | eaf hash RPEI/ER2003/013109

over some or all of the digppal data and/ or over
identifications of sonme or all of the digital data

conputi ng = ee tisr SR8 St B MG AREeRtq wih given

the digital ¢aks dqagt/ or over identifications of sone
or all of thedigital data that are associated with a
second predefined set of said at |east two predefined
sets; if norre- Qbiawlftg/\féalﬁrr@@bh@%\éﬁkjéis exi st, for each
remai ni ng set of said at |east two predefi ned sets:

computing r ﬁ%pc?[’ftg‘n‘f@i)fh@l'} AfvAIGSd oVl Yhidly Shid R ﬁ’ésh value

all of the fa an /or over I1dentifications

some or all wésbhmpdlt@j tcompizsirg asterofited with a
remai ni ng predefined set; conputing a root hash val ue,

wher eby the underly ash a as, as an I nput

at |east said |edf %ﬁﬂ H’@S%@ﬁh@s@r@ Y& O¥RceEIR) all of the
conputed for eachy; V\gftaIS@ét@ é\rﬁd/bﬁ@%r ﬁd@wtﬁkﬁﬁ@ﬁs ae%oﬁfé or all of
of digital data, ereby said step of uting

hash val ue con‘prltbesd@tgt ej@t@fasaﬁsmie@uw@ aSﬂldrlﬁlﬁntlfled set of

Cecona | ear hash Saideseeatnp FEBH0R el Thedd, $Gidine as i

steps for detern g Gtépe of wospitingey first ghd ensdé@id ébéaf hash
data wth said root hash val ue conprising:identifying

the set of di glta\Ya'd%ata that is associated with given
digital data; re-obtaining said root hash val ue;

re-obtaini ngcc‘irﬂ?utﬂf’gf% ‘f?JsHe%al‘Bl\éebvé\P's‘é Jaldhtained ﬁé’éﬂ‘ values

val ue was conputed,” conprising a step of: re-conputing
the | eaf hasappiginge the esarsemeomputing stharhe d@s gint skid step of

data and/ or over 1I:dent [ f{ cat,i or]s of some or all of
computing a root hash va

comparing said re-obtained root hash values with said in the

previous step computed hash value;

determining the consistency of said given digital data with said
root hash value based upon said comparing step, whereby
consistency is determined if said comparing step results in

equal hash values.

The method according to claim 1, wherein at least one of the following

identifications is assigned to or obtained from each of said digital data:
a number associated with the digital data,
a unique identification of the digital data,
a predefined part of a unique identification of the digital data,

a predetermined number of bits extracted from predetermined bit

positions of a digital identification associated with the digital data,
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the digital data associated with said identified set
of digital data applying the sane conputing schene as

WO p00sab3$15t eps of conputing a first and a secoPdI/ERAD3/013109

hash val ue; conputing a hashksval ue over said
re- obt ai ned hash val ues appl yi ng the same conputi ng

schene as | aigd ste f._conput. a.root ha val ug: . .
conpar i ApredeiecsSuEh, ind Aol Aub Jed Pl e digial
in the gagyvious step conputed hash val ue; determ ning

the consistency of said given digital data with said

root hash val ue based upon sai d conparing step,

wher ebyadions stananelthedigitaldat@ined i f said conparing

step results in equal hash val ues. The nethod

accordi ' WESIE Si ast one of the

foll ow ﬁ%a}sﬁe\%% gict;jt?i onsé?féd]gaggiagaﬁed to or obtained
fromeach of said digital data: a number associ ated

wi t h t handidgitifidr dspegially oréajed fodehisi purp@iseoandfaddes to said
digital data, a predefined part of a unique

i dent i ffj@gﬁmﬁt%gnghe digital data, a predeternined

nunber of bits extracted from predeterm ned bit _

posi t i oghh vtk f 4Bkabisiy bf iheadbove iaentrvatibAg. W th

the digital data,a predefined search string associ ated

W th or conprised in the digital data, a tine stanp of
t Rbedngihegl acarding 4o sdaim 2.avheredn sekestRRAfasgpgieting digital data

d o i LEi i . C . hi .

o8 BB oA o BRI bl SERRPE i g ot eastono
v idamgifioatiaat. | east one of the above identifications. 3.

The net hod according to claim2, wherein said step of

associ at i digital data to first predefined set of
15 4. dﬁ%@t'ﬁ?tﬁ"@ ?‘%F"logd'ﬁgé%ﬁ%'méw%rog’u‘ghﬁrﬁ'%gi d atI I easf one

20

25

30

said at least two predefined sets are identified and/or distinguished by said

identifications; and

said step of identifying the set of digital data that is associated with given

digital data comprising:

determining the at least one identification of said given digital data, and
whereby said identifying is accomplished using said at least one

determined identification.

The method according to any one of claims 2 to 4, wherein said step of
computing a first leaf hash value, said step of computing a second leaf hash
value and/or said step of computing respectively a leaf hash value for each

remaining predefined set if more than two predefined sets exist comprising:

obtaining the at least one identification for some or all of the digital

data associated with said predefined set, and

computing a hash value over said in the previous step obtained

identifications; and wherein
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identification. 4. The nethod according to claim2 or
3 wherein said at | east two predefined sets are

w0 desosfsied and/ or di stingui shed by said PCT/EP2003/013109

identifications; and said sbgp of identifying the set
of digital data that is associated with given digital

data conpri sing: determ ni the at | east. ,ane ... .
St stop S rPuAULGG f@eglﬁéﬂﬁaaﬁdﬁa?% Tofazald IRt diital
S@hid A difying i s acconplished using said at | east
oﬁ%tgfedtﬁz‘r%rréllﬁ d identification. 5. The nmethod according

to any one of claims 2 to 4, wherein said step of -
conput i regoltaining the ehleashoneJdentificatian dos sefmeqdr all of the digital

computi ng_a second, | eaf /or said step of
conput i q%taraesg,gg@?qq,\gﬁ@ Sﬁ%@%ﬁﬁ%@ §e€§lﬂ8 e for each

remai ni ng predefined set if nore than two predefined
sets ext&hpotnghinsishaluEdeersaid ré-obtaibed ehsttifications.
identification for some or all of the digital data

associated wth said predefine et, d conputi.ng a

habe Maihed Geeerdg & ianv RBSpPleiadls gﬂepﬁo r?f@d§a'd step of
[ : - ' hei [

¢ REPPLlinG BLARR Toar HARIAE, S8 o of ot SRubhdibat hash
dealaecamjior saitgstepesfotrapuiimg) respedcivelyeadeaibhash value for each

S Bencarenetne Qe Mok tndh bus petceinr Sl hgmarising:
hash val ue over said re-obtained identifications. 6.

The net ipds@neosdicaght gighaly dane asbociatdd with tsaidt predefined set
wherein said step of conputing a first |eaf has

h
val ue, sempuingfesrectivalya Nagh yaluaehihe ahieash onevdeniiication,
and/ or éﬁ&d step of conputing respectively a | eaf hash
val ue for each remaining predefined set if nore than
two predefined sets exist conprising: for sone or each
di gi t al compating s@chadhe vahie foveni at peaslesaideth ¢be previous step

conputing respectively a hash, val.ue of the at |east
one idei':lfg"i"'“'lpiJ hash V%l\Y\%S’ and wherein

said step of re-computing the leaf hash value for said identified set of digital

data comprising:

obtaining the at least one identification for some or each of the digital

data associated with said identified set,

computing respectively for each in the previous step obtained

identification a hash value, and

computing a hash value over at least said in the previous step

computed hash values.

The method according to any one of claims 1 o 4, wherein said method further

comprising:

for each of said at least two sets of digital data computing respectively
a hash value, comprising computing of each of the digital data

associated with said set respectively a hash value; and wherein



10

15

20

25

30

conmputing a hash value over at least said in the
previ ous step conputed hash val ues; and wherein said

W@ r@p/08§515 e- conput i ng the | eaf hash val ue for BEI/@P2003/013109

identified set of digital dgga conprising: obtaining
the at | east one identification for sone or each of

Cordiston Y ShB RS R et b Pl S5, bishCOL Bipputing 2
Otge%ioﬂadeéqua%hl ValGhh@r daltpstep \vilcotputing resypautivelyoa keaf hash

hash val ue over at least said In the previous ste
co:qhuﬁ dor each remairing predefiredrsehdb mare dhan iy gr&}gﬂned sets

one . clainms 1 to 4, wherein said nmethod further
co%§|c§’"ﬁ@'s"?%r each of said at |least two sets of
digital data conputing respectively a hash val ue,

conpr i der?mmgolat ih@ghof/aleecbverf dthleadt gsiaidilind’dtea previous step

associ ated with said ective 8’ d

and \Ahé?%ﬂ%ﬁﬂdh%%"épvaz‘ﬁe% 8 Hﬁsﬁe%"fas?efé%f 'Hﬁ@'h data; an

val ue, \§ '%-nstep of conputing a second | eaf hash val ue

and/or sard step of conputing respectively a |eaf hash

val ue for each renaining predefined set if nore than

t veaig rséefebf redompuitingthe feafdgshi valng foceaig idemtiies seisef digital

vaI e over.at least said in the previous step conputed
ARIMRISING t he respective set of digital data; and

V\/nerel n said step of re-conputing the |eaf hash val ue

for sai@-éstapltiig edsgatively di gastalvatlas af caobr obitheg: digital data
re-conputing respectively a hash value of each of the
di gi t al aﬁf@@@t%%&%ﬁ'@ﬂjﬂm'ﬂﬂd §8h.@Ndent i fied set, and

conmputing a hash value of said respectively

re-conp fue & sl PedPict0Bly36 CONTPLUIEd Hash values.
claim 7&5% m@f% h\égb%steep Soe} c%én%tl ng resggk?:t ively a

hash val ue for each of said at | east two sets of .
dTheé naéthdd tescording bpcladre d  iwherein said step of computing respectively

a hash value for each of said at least two sets of digital data is comprised in
said steps of computing a first leaf hash value and/or said step of computing a
leaf second hash value and/or said step of computing respectively a leaf hash

value for each remaining predefined set if more than two predefined sets exist.

The method according to any one of claims 1 to 8, wherein at least four
predefined sets of digital data exist that can be distinguished from one another,

said method further comprising:

computing a third leaf hash value over some or all of the digital data
and/or over identifications of some or all of the digital data associated
with a third predefined set of said at least four predefined sets;

computing a fourth leaf hash value over some or all of the digital data
and/or over identifications of some or all of the digital data associated
with a fourth predefined set of said at least four predefined sets; and

wherein

said step of computing a root hash value further comprising:
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said steps of computing a first |eaf hash val ue and/or
said step of conmputing a | eaf second hash val ue and/ or

W@ a00d/0535¢p of conputing respectively a | eaf haR¢tT/ER00&013109

10.

11.

12.

for each remaining predefinggl set if nore than two
predefined sets exist. 9. The nmethod according to any

f clains 1 to 8 wheregj | f :
cets ofcaping 2 FHcang gt eeh kBsh e, ovpb At R &gl Hira and
from Orheai@\ftﬁ}rh?éomﬁ@f!e@ 8Bt hash Vallié hedd conpri si ng:

computing a third | eaf hash val ue over sonme or all of
the digital data and/or over identificatiaqgns of

ne
or all efmputingda ghirdnoadeaf a@%&ala@éa/%atﬂe%stt?rﬁlg g'rst and said
predefined set id g r predefined sets;
conputi%ogafcgﬁéﬁaﬁggpqﬁgtﬁ@ﬂ%gél'over sonme or all of

the digital data and/or over identifications of sone

OThé Inhetbbdt dxzoddipy ttal cldimt @, asisereirsaid edmputed teaf thash values,
predefi ned set of scgi d at Eeaﬁv{elfour e‘ILI)1(rBec1[efi ned sets;h -
arn-aadnash valies andpas Nagh alie fepresant 6: e SHUGHq, dvherein:
further conprising:conputing a second non-|eaf hash

val ue oé’dé? fifdt, 's%ﬁﬁ&eé@r'\d%l ddid tstr BAd Sid fO Qi idaf hash value are
comput e eaf hash val ue, and conputing a third

non- | eaéssuaidied alithea boomdayéreafsaid e stiuetreand sai d
second conputed non-| eaf hash value. 10. The nethod

oo ek Tl S L el PIRGR 4 dadiiled i

repr ese@écomdtléﬁ@r Sitdaig treeastrushigeei n: said first, said
second, said third and said fourth | eaf hash val ue are

associated with a bottom | ayer, of said tree structure; .
Gar 56 i noRr1eat BASh o AN 1Y é%ffoqlégﬂ i G thielaysr of said
associ afr@é*s%&fﬂjré‘, ?ﬁﬁond | ayer of said tree structure;

a

said third non-1le ash value is associated wth a
third layer of said tree structure; and said root hash
val ue i saidssanti baght veilyen ia asspciaiedrwith aatop {awes of said tree

structure; wherein said top layer is the highest |ayer
of sai dSTYIHS ruct ure

wherein said top layer is the highest layer of said tree structure
comprising only a single non-leaf hash value, which is said root hash

value.

The method according to claim 10, wherein further predefined sets of digital
data exist, each associated with a further leaf hash values computed in the

same manner as said first to fourth leaf hash value, and/or

further layers of said tree structure exist, each layer being associated with
further non-leaf hash values computed over some or all of the non-leaf hash

values of a respectively lower layer in said tree structure.

The method according to claim 10 or 11, wherein said step of re-obtaining the

hash values over which said root hash value was computed further comprising:
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conprising only a single non-Ileaf hash value, which is
said root hash value. . The nethod according to claim

waogosmbssiei n further predefined sets of digitaPCTaPR03/013109

13.

exi st, each associ at ed vvithzg further | eaf hash val ues
conmputed in the sarre manner as said first to fourth
| eaf hash val ue, nd/ or fur her I ers,of said tree

st r uct UieeC@IRPYng @gg npg)}%ql g inthe,seePnd I@Mer of said tree
furt herstﬂ&ﬁ ;’I’ff\%thﬁl%g @MH@%QC %%Htl'%%hovslhegioe@rnﬁﬁsﬂb' the re-

of the non- ash es of a res ectlve@y ower
| ayer |mmput¢dtlea’éhashvaiueloésa[ﬁzde ifecheatrad dligited dets; agd
to claimor , wherein said step of re-obtaining the

Comput ot FarRire g BT o3k do Bles 0 SeicH B SEilus, tpesgmputing

hash Vaéé% | forl-R&f SEESH A/l ey etha fwagli @bmpe@dstdver:thu@ values
that was conputed over hash val ues conprising the

conput eeomMpesingza Rondgafhash walue thatanas re-sampsttedin  this step or
digital each of the third to the top

| ayer o?a@:ﬁgw?pgéeg{ ructure, re-conputing each

non-| eaf hash val ue that was conputed over hash val ues
cThphethod acooeding dafcldimst waherein baid step of geenitpinirgdthe hash

in this step or said preyioys step. The nethod . .
2WlBPBIONS VI sAiFhra ,ha/%b\fagv%\'@éﬁ?f%%ﬁdg?“her comprising:
re-obtai ni ng the hash val ues over which said root hash

val ue WE Hg%?%%arrﬁﬁgenea?omh Yale réqmreddirn@aw step of re-
remai ni hg | ea val ue required in said step of

r econputomguting reasbnroreleaf hash valvedn ithe tﬂ%oédd@m of said tree

| ayer o idt tr r c e .
naeh vartugufs bEr ur, el Bler RN HERIESEob g, the re
of sai deh@hpitdd leaf hasth valuediaicidedtified senof digitelidditaigand

all remaining non-leaf hash value required in said

step of re conputing,each non- %)Eaf ha h val ue for pdgcth »
of the PWW@!”Q@'&W@‘%‘@BQIWéPa a%'a.va rreQuEer i SglkStep of re-
14. The f 218 BF ddchl FBHOtHIR to the to
13, \/\hergﬁfﬁ)ﬂﬂﬁ eﬁbo%%gqnﬁ%llvng the root hash val ue P
furtherlayalrpfsaldrtgae dgirwgtdreng sai d predefined sets into

a plurality of groups of predefined

14. The method according to any one of claims 10 to 13, wherein said step of

computing the root hash value further comprising:

dividing said predefined sets into a plurality of groups of predefined

sets;

computing for each of said groups of predefined sets a non-leaf hash
value over the computed leaf hash values of the predefined sets in

said group;

for each of the third to the top layer of said tree structure dividing the
non-leaf hash values of the next lower layer into at least two groups
and computing a non-leaf hash value over the non-leaf hash values of

each group.
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sets; conputing for each of said groups of predefined
sets a non-| eaf hash val ue over the conputed | eaf hash

wQ 20080555085 t he predefined sets in said group; POFERH0$013109

15.

16.

17.

18.

of the third to the top laygg of said tree structure
di vidi ng the non-leaf hash values of the next |ower

l.ayer intg at |east, t Ar Qup . C ' ;

T sl Bhoarite i 47 NuRPnC P ok Jafr L of saia tree
aff b ¥eO Bhid LBredEfiRettdcte dindverosait ngori-teaf| lkdsh ddiues of the next
whereirn for each layer L of said tree structure sai

{iﬁweef ia?reld lsdt @rendivisieds éntg gmmSg@z aaprededing an'F"%er BL of
e ,nex owner loebes ivided into groups of a
pqrgggﬁ?%%aeﬁum(ﬁx%?fb?%%lg%ﬁjﬁgd sets or nog-l egf hash

values. . The nmethod according to claim, further
CPH® hiethod aceedirigrionclaign Whefuniher comprisir): nunber of
predefined sets is an integer nmultiple of said
predefined nu ;0 f said tota

[

SREgEINIIEBIE tE el A AredelEhaets 5. intéer muttple
C&F@%i&i?r&@efh%ﬂﬁﬁﬁﬁb&eﬂ’:}‘ | ess than predefined sets, or
creating at le

_ _ ast two groups both conprising at |east
one identical predefined set; determning for each of
sifisaidstetalmumbersisi rpttapintegesrmultipleapBy ciaatingraideastcone group

whet her. the total n e fsNQn: f
HEPRERG BrerC e TR B ARdeFed S, $5iegng at least two
s@iotipRssie Corprlisiigiitleastshe idestical pretiefinetlisdter i s not
?nl : nteger nultiple of Iperforrri ng one of the

ol l om ng: creating at,|east one group co I Si.n
- delGERINNGIGr pada of pale RBFIMELIO RALHOPLIRYES Db Falten sffcture L
| QWEEhdrake totat ﬁunfbre?%? 'nBH-Aééf hERSValli®® o8 HRURSXIOWEr layer L-1 is
conprising at |least one i1dentical nonleaf hash val ues
ofnfitegeeriultipdevef shidywedefingd oumbeeBti anrd at | east one
group conprising at | east one hash value of a | ower

! ﬁysearid Ltb{\a!il Mn%gr' s 'F\% a%n?ntég?&‘ multiple of By performing one of the

following:

creating at least one group comprising respectively less than BL non-

leaf hash values of the next lower layer L-1,

creating at least two groups both comprising at least one identical non-

leaf hash values of the next lower layer L-1, or

creating at least one group comprising at least one hash value of a

lower layer L-N, wherein N>1 and L>2.

The method according to any one of claims 1 to 16, wherein each digital data

is associated with one of said plurality of predefined sets.

The method according to claims 17, wherein different sorts digital data are
associated with different predefined sets, wherein said different sorts of digital
data.
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17. The method according to any one of clains 1 to 16,
wherein each digital data is associated with one of

waaiod/opisus al ity of predefined sets. 18. The neP¢DEP2003/013109

19.

20.

21.

22.

according to clainms 17, whergjn different sorts
digital data are associated with different predefined

28 el o o SR ] 164 838 O con e
Wagécgi;i&te@! With Moré @han 6AB dPearpSreEbALEd skistdT digit? daban

one sai d predefined sets of digital data. 20. The
met hod according to claim 19, wherein if said given

diThet methad aaceordingota alaim i hwheredn tihfpigrgiven digital data is

predef.i ne t L Qi : [ d. St ;
asetinieny i dofe, e ik pPeiehogiidls MRl data. seid, step of
Wkterhifgrtaeicohsstendyl ofesatd givehsdigital iddtan withysaid root hash value
respectively nore than one predefined sets; and

r EOBWMSESIi ng a | eaf hash for each of said nore than

one identified sets. 21. The nethod according to any

one of ¢l al | ' ;

val ues g%tgﬁﬂéﬂ%%d&gygy@% ﬁgﬁ\?ﬁe&g@gﬁgggﬁg{? Slafe!)\?afa nﬁash

val ues and/or non-leaf hash values. 22. The nmethod .
accor di mg-comptingoadeaf heshifas eachoofisaidvwmereithan e identified
t ot al nun‘g%; of predefined sets is S, whereby S is an

i nt eger § r E of an integer B. 23. The nethod

according to claim22, wherein for each of said S

prTeRe ricleed SRicerding @efariyashevet! claims 1c w20t evheraindsaid non-leaf
said step of conputing the root hash val ue c?rrpr' si ng:

( Hpshi valdes @re Homnuitpd Qyer iaxslusive; graupsOides mﬁha\ﬁ'@es and/or
e)ﬁ%lnaéégﬁa‘% ggmgsof B predefined sets; (b) for each of

sald groups conputing a non-Ileaf hash val ue over

the conputed | eaf hash values of the B predefined sets
ofTheaimethysdapcorgding i anyliong ofailaimsn thd 3pwhereinghettetal number

A pred o sase 1 5 HRiarely 858 ah MiBoSH SWa ESrHniHRYePB.

23. The method according to claim 22, wherein for each of said S predefined sets

a leaf hash value is computed, and
said step of computing the root hash value comprising:

(a) dividing said S predefined sets into E+1 mutually exclusive groups

of B predefined sets;

(b) for each of said E+1 groups computing a non-leaf hash value over
the computed leaf hash values of the B predefined sets of said

group;,

(c) dividing said in the previous step computed non-leaf hash values

into exclusive groups of B non-leaf hash values;

(d) computing for each of said exclusive groups in the previous step a
non-leaf hash value over the B non-leaf hash values of said group;
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(d) computing for each of said exclusive groups in the
previ ous step a non-leaf hash val ue over the B

waoemwslewsis hash val ues of said group; (e) repeatPCER106p613109

24.

25.

26.

27.

28.

20.

(c) and (d) until a single mgn-leaf hash value is
conmput ed, which is said root hash value. 24. The

t hod di t | ai ' ' :
"t eger (28 rpRcaity el GLehd! azefbfe Bofdedf fiash value is
accor di ng dopy@iit¥d ORRichfis Shidi radt Aasiovalbe. Wherein said
given digital data is distributed to a client in a

server-client system conprising at |east one servyer .
ahige angihgdag¢aoydivg teiglaint 22 of \@I?%rﬁg‘ %@'ddﬂﬁ’@@ﬁ § an integer

t hash val ues for each predefined set of
dE(gW{eggf%at a, the steps of conputing the non-|eaf hash

val ues and said step of conputing the root hash val ue
aT e pnethodrastobying 4o cinyeonecof claimsl 1stoedys Wherein said given digital

b B e Rub 1SSt S 4e8oxster SR Eaffpling R8st one
Ca‘lé'S{BF énﬁ%@lgﬂ@{t?%ﬂcﬁéﬁt&her conprising: distributing

S r oot o a plurality of clients of said
server-client system 26. The nethod according to o
chaidrsteps ofisemyiutinghe leafdpashr values ffcprb@mhngr%%ﬂaed &6t of digital

b thed 50K, B damiiing. 457 Tk eel el WBlied) R Said step of
WBEHPUEIng ahd résttHashasiiue ateiprefernidd by ishidt setvanong sai d

plurality of clients by sending said root hash val ue
a first client to a second clien wher eb

by -t - . saj . .
f paigh steps dat dpiIMiniag ithe Sopsistanay dsaé‘acﬂ'Yedbﬁ'Q'{aLﬁata with said
v [ J none or nore of said

P udr{g]arsbgmﬁégf? éﬁﬁéﬁﬁ%ﬁﬂg%ﬁg ﬂlri‘t 'od according to any

one of clains 25 to 27, wherein said distributed root

haaid metheel fusthes somipsising: wi th tine-stanp or validity

i nformati on. 29. The nmethod according to cl ai m 28,

\gﬂ S; gL " pgsgﬂtg%t[n?gg Is?ip Z}ﬁgg}é?éi‘\‘ 3% :ra\s‘/ glfru‘?@i}?gﬁc Iifegfr%gé‘ﬁbgé;‘g dseg\r/]er-client

said tigpsiepqrp or validity information.30. A

conput er - r eadabl e nmedi um conprising instructions for

controlling a client P .
The metl'|10 accordlinegnto claim 25, wherein said step of distributing said root

hash to a plurality of clients is performed by said server.

The method according to claim 25 or 26, wherein said root hash value is
distributed among said plurality of clients by sending said root hash value by a
first client to a second client, whereby said first client had previously received
sad root hash value from said server and/or from one or more of said plurality

of clients.

The method according to any one of claims 25 to 27, wherein said distributed

root hash value is associated with time-stamp or validity information.

The method according to claim 28, wherein said root hash value is replaced,
updated and/or requested from said server by a client based on said time-

stamp or validity information.
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device in a server-client system said instructions
causing said client device to performthe steps of:

WO e@siosismyy a root hash val ue, said root has vaPCEERP®OQL3109

30.

conmput ed according to the nmefthod in any one of clains
1 to 29; determ ning the consistency of given digital

data with sai 0 . ' : R VERaYe| :
s Gl rHabRohedi Sthe G TRRIUER, oh Whrlind®a clent
dievitalin dasérvePBligntriysierh heaib asstrvaone caueing seid client device to
said root hash val ue was conputed, conprising:

r pgiennithe stapseofor all of the digital data and/or
identifications of some or all of the digital data

associ a?&%i%bg Sdlof J&%@fgbfdeedsaﬁ&tro%ft KiOivbRle B8l computed

froma séerver sali nt-Server system conputing

a | eaf hasdrdied tocthevraethsdiid angqresofedaistt t@29al | of

the digital data and/or identifications of some or all

of the digital data associated.with said i dentifie

set of Optiningang SaEfEeanhPh e SRIALERRENY th il root hash
and nonybeafcdiagisig! ues that are required to conpute

said root hash val ue, requesting said renaining |eaf

and non-| eaf hash values from said server; conmputin

hash val ue oidantiéxing aameaiQfe@igi’&alsHatﬁaﬁ*a@tsfSaﬁﬁ%'ﬂgd?wﬁh given

sane conputi : as in said step of conputing a
root hash va &é@:gg{%ari ng said received root hash

values with said in the previous step conputed hash
val ue; det er nobtaiginghtbedwshi wilees pvef whidhdsajdveet hash value was
digital data with said received root hash val ue based

upon sai d cofBHIRULRH GasPrsing:

requesting some or all of the digital data and/or
identifications of some or all of the digital data associated
with said identified set of digital data from a server of said

client-server system,

computing a leaf hash value over said requested some or
all of the digital data and/or identifications of some or all
of the digital data associated with said identified set of

digital data,

determining the remaining leaf and non-leaf hash values

that are required to compute said root hash value,

requesting said remaining leaf and non-leaf hash values

from said server;

computing a hash value over said obtained hash values
applying the same computing scheme as in said step of

computing a root hash value;

comparing said received root hash values with said in the

previous step computed hash value;
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wher eby consi stency is determined if said conparing
step results in equal hash values. 3 . A

W@ oipasasns r eadabl e nedi um conpri sing i nstruct i PEFEPIN3/013109

31.

controlling a server in a seyver-client system said
instructions causing said server to performthe

foll ow ng st accordi ng _to. I : foo :
claims 1ot o 99eraiie e Reb Sty I Sk HSIAp Bt with said
predefined spicepfeddir@bft AasHavalue Whasabupah badstoinparing step,
predefined sets of digital data exist and said first

predefined swhewgbydicgneistermt ds cdefepringdsifi §gid Leaparing step

fromthe other pr fi t said at |east two
predefi ned sﬁ%@sjlg%sggﬁg%ég@lprgét | eaf hash val ue
over sone or all of the digital data and/or over

i degrmpitertréadableimediom compfisingfingthetidhgfaratordiiliing a server in

that are associated w {h id first defj ned :
CORRIVPTGGNS SR I3 MHRIGHFUpRE AUSTISt Sahaswer dpj Pegform the
¢ L ) . g . ¢

Pl e SPragle e Rty bhetr saimgh

second predefined set of said at |east two predefined
sets; i aissociatingatigitalodpteeddth ee dirsiepeedefined | selopf «digital data,

r i ni t ' t | ' ; —
Comput i HarereapaLisHeL b prvddied s P Hidid 95t 38kEang said firs
al | of phegelingidt abt dat@igRadtata edar bé déstinduistesd drosn othe other
some or all of the digital data associated with a

remai ni pegefingsrsaie of said; atdeagiiwpmiedefingst sefgsh val ue,

wher eby the underlying hash al gorithm has as an input

at | eastofitfink %2 irdtaghr HaSHSRIUE BUeASmeCsiPal 'dr ¥fb Yigital data

conmput e re at least two predefined setsS

gf ﬂ' gi ltaaki/m‘awer ideatifidationsi of sormp of alt @ftbei digital datat that are
ash val ue co ises a step of:.co ting a first

non- | eafasﬁ‘a%'ﬁ{%w Iésa\pefﬁrsgtprpg%fg}ecg%{d first and said

second | eaf hash val ue;distributing said root hash

\SI;HS{J:H: eothpilting séaorRf 1eaf hash vaRie Gairéomd enalsef tey digital data
and/or over identifications of some or all of the digital data that are
associated with a second predefined set of said at least two predefined

sets;

if more than two predefined sets exist, for each remaining set of said at

least two predefined sets:

computing respectively a leaf hash value over some or all of the
digital data and/or over identifications of some or all of the

digital data associated with a remaining predefined set;

computing a root hash value, whereby the underlying hash algorithm
has as an input at least said leaf hash values that are respectively
computed for each of said at least two predefined sets of digital data,

whereby said step of computing a root hash value comprises a step of:

computing a first non-leaf hash value over at least said first and

said second leaf hash value;
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32. A nethod for providing trust |levels of signatures
in a systemconprising a plurality of parties

wa@oeoesisetl via a public network, said system pPOWEBR:003/013109

32.

a public key signature schengzfor said pluralities of
parties, said nethod conprising: signing a public key

ey Sko Cisbling Seie et s OARE 9 S BuRiRy M ApBis 48 cient

usi ng t kerarisydtemkey SK1 corresponding to said signed
public key PKLl, obtaining said signed digital data D
and said signed public key PK1 by a third party,
whereby said first party is unknown and/or not
trustworthy to said third party, determning said

< ! S ( : . . -
L3OOt ORI WAL o, SOl L SGS forin o
sipturality phpaytiess canoestednda a public tretwork, ssidl sykiend providing a

par | f said secon arty as .sai . gni n arty is.
RARle ok cR0REE SRS 60 Sailr bLplRS SPaRatis sgid method
t RenfdrRisg:of : (a) obtaining the public key PK2 of said
second party corresponding to said private key SK2,

(b) verifying said signed public key PKl1 using said )
publ i ¢ Isignimk=a publiaikgyidiEhrofaadirsl Partyided saapidngarty using a
party, A h erification of said signed public

key PKl&)\%/'}a/g{%ﬁ%%ggf ul, verifying the signed digital

data D using said signed public key PK1l.33. The nethod

accor di isigriing cigitah @2ta Bhby esaid dirgtupaitg Usiyg itke private key SK1
accepted for verifying.a signature on_djgital data

andl or GRTERBPAANGHAIIESIBEA RUDIC b8y FRfing par ty onl y

if the corresponding signing party in possession of

the cor ioptRAMG BaidSigMed aidiey db& Daird sHidsighedeyublie key PK1 by
known and/or trusted bg sald verifying party.
a third party, whereby said first party is unknown and/or not trustworthy

to said third party,

determining said second party as a signing party of said signed public
key PK1,

determining whether said second party as a signing party is known
and/or trusted by said third party,

if said second party as said signing party is known and/or trusted by
said third party, performing the steps of:

(a) obtaining the public key PK2 of said second party
corresponding to said private key SK2,

(b) verifying said signed public key PK1 using said public key
PK2 of said known and/or trusted signing party,

(c) if the verification of said signed public key PK1 was
successful, verifying the signed digital data D using said

signed public key PK1.
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34. The nethod according to claim32 or 33, further
conprising if said second party as said signing party

w0 go00kf0888m5 and/ or trusted by said third party apdI/EP2005€13109

33.

34.

35.

36.

verification of said signed gublic key PKL was
successful, said third party registering said first

t d/ i g lig. P . f .
R N A RPN —
PRktityings b RigsRUEL Bhidigitze dsey afitibr oBbanother phlitacy by a verifying

according to claim32 or 33, wherein said digital data
Dpagiprandes ifa thabl Gasrasppnginda signingerPasty tip Jrossgsgion of the

55050 RGTE AR SRR 8, BV PR by s

p&etifyingpaay. known and/or not trusted by said third
party, performng the steps of: (i) determ ning

g’ﬁ%gﬁ@&%%ﬁf '55 :tgn@gﬁn %%?)Y(%?)Sfui'tﬁggggm%(iﬁj nﬁ\ts%rig second
0N, Bl PR U o S0 B i e

awvefificatiorustt said Isjgreai puttlici key PIKT was puacessil,.ng t he
steps (a), (b) and (c) with the public key of said

further signin ar L) e . si.ani , .
party of sai a;a& gﬂ'@:jg%r@gf?%gtﬁbbg %%ié T”:sstt %%hgrér#ﬂn%rgga'd public key
and/ or no tr K pdsittustéeforsughengugeadding sigratueesrissedd by said
perform ng steps of: 1. obtaining the public key PK2

of said secof@stRartyusiog sasheivatageyShshi d private key
SK2,2. determ ning whether a fourth signing party has

: ]ﬁﬂaéenge%ﬁgé‘@&rﬂfr@gﬁfcléiﬁ/ gﬁ%‘?%%r,‘ QR ik 8)itBldata®d comprises

ourth signi par as 1$sued a signature on

sa& puldiedaydofpa furtheripeytyRi{Xaidisystem. ni ng whet her sai d
fourth signing party is known and/or trusted by said

third t i f id f t.h. si gni i )
ke aedtinaoraione i oA 32 s8R0 Miines PR
steps (a), (b) and (c) with the public key PK4 of

if said second signing party is not known and/or not trusted by said third party,

performing the steps of:

(i) determining whether a further signing party has issued a signature

of said signed public key PK1,

(i)  if a further signing party signature of said signed public key PK1 is
determined and said further signing party is known and/or trusted by
said third party, performing the steps (a), (b) and (c) with the public
key of said further signing party,

(i)’ if no further signing party of said signed public key PK1 is
determined, and/or no trusted further signing party is determined,

performing steps of:

1. obtaining the public key PK2 of said second party

corresponding to said private key SK2,
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said fourth signing party. 37. The nmethod according to
claim 36, wherein the public key PK4 of said fourth

wa@siossFiparty is signed by a fifth signing paPClYEPBa/3109

37.

38.

39.

40.

met hod further conprising: 435if said fourth signing
party is not known and/or not trusted by said third

oo & publ i I, et o BAin iSdufBEbuf e issued a
respectivel y sgrdtuedot sait second publikkyy PK2, the fifth

party, and the public key PK5. 38. The net hod
according to _any one of clains

32 to 3
publ i ¢ key3i df adewih &ioniag PagyihaA ﬁgl’ﬁgﬁ @HQ?W‘% °6‘nsa'd second
digital data rp?);%% i?‘,’ﬁ%@ﬁﬁmﬂ‘\&%h%tl?%a@fo@ﬂh signing party is

verifying pa e correspondi ng si
party in posskemwmrandfort trestedr by sgaid dihirg palrty,aaed kléysald fourth

t d bl K k d/ b d
ver Tyl ng. paigdnBatKeReRHONT ARMIRSWILSGH Py Rel) tard party,
trusted, if F?ébe rfOrRtiY e KRps! (‘F];a) SihIHR @ ?%{‘hhl‘he publlc key PK4 of

signature ca verified with another trusted and/ or
known publ i c dedy fougth sighingnearhbd according to claim
38, further conprising: establishing a trust |evel of

o Rt ARrdbiE 1y cfinad siforef e pLBICREF Biof 86id fourtn

ke¥fit® gartb'«rwmn@uhiy & fikRsigrinag parts, $a§d whethdd ﬁmm}mnpnsmg
said public key for verifying a signature. 40. The

nmet hod accordin claim 38 or .39, wherein on
nore publ i€ H%ey‘ig'q f%l-gﬁ'l 'alggm FEREY %Pg‘ﬁh?ﬂ&@g not trusted by

correspondi NG ifd %t H?}bh o#ﬁ}’\g tﬁé%téﬁ@(ﬁ 'aEHEKﬁ')t Qpﬁlled to said

verifying party as n wherei n said
or nore publ |pwb{|eydxeanE’K2r ami dp@ﬁ@mngrﬁ@ atep n(dit) respectlvely

2 inknown putfRieRds (8 RE KER i g pard #HaThE Bubic key

according to pRy. one of clains 39 to 40, wherein a
trust information is assigned to a signature of a
public key or to the public key used to verify s

snTgmmﬂaod a6eorng) te AnytonenPbERENS SR 19s3T. g\HB%reﬂ'b acmtbllc key is
eggbgedofb*?l\) |f3léﬁé' 3 {s@n?fﬂrg ?f&gﬁ?loéata%d/& K8 %hotter public key

et abl rust
by a verifying party, only if the corresponding signing party in possession of the
corresponding private key to said public key is known and/or trusted by said

verifying party, and wherein

an unknown public key is trusted, if said public key is signed and the signature

can be verified with another trusted and/or known public key.
The method according to claim 38, further comprising:

establishing a trust level of a public key, whereby said trust level is
based on the number of unknown public keys in the chain of public
keys to a known public key that are required to accept said public key

for verifying a signature.

The method according to claim 38 or 39, wherein one or more public keys in

said system and/or signatures corresponding to said public keys are identified
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42. The nethod according to any one of clains 38 to
40, wherein nore than one chain of public keys are

was@d/osssiest abl i shing a trust |evel of a publikCKER2003/013109

41.

42.

43.

44,

45.

whereby the trust levels of ®| chains are conbined to
a S|ngle trust level, or the highest trust level is

P

Oénéﬂr%dﬁﬂl@lgrﬁatﬁl@ésa@ Ao LSEE th @aidAchgihvel pablicsikeys to establish
system whereby said server is connected to said

pwhethar asbaksewil ppblie key iklrv@er:- and said public keys
and/or said si gnatures of sal d public keys are

am}go%hgg %?%Oggﬁl sal éﬁ g?/% bgg %I %ﬁ:%l’{&%m a trust

atrﬁ@rfrﬁatitgw tsJasé@nétStdla Qg‘rdatéfe of/\bl@ublm kewom ts ¢hev public key used

aggregates, al| signatures that ar oci at ed
i weribt saichaignghiiec gad raig Br@t'a & ?lpﬂgaso?'q fO one or more

Lgﬁgel %yr%jmsé’élg chéll @i{ %l?rg%'f : Iy% i& U@e@%’ eeamiiss sQifd trust level.

rust eve her signature that Is
i ssued by said server. 45. A nethod for frow di ng
i Whegnetlwobadcmdmlg tot any pnirdforiaims 38 tof40divgiarain r@eféathan one

ofhal ot PUBlic KeSer Bl i do. SxrBberid RISt 1 F 3 public key,
SAHEraBYy fHOtrGaBUEISiof &l cHag® ardcambingt! tofa single trust level, or the
identifications of digital data by a first party of

s highes} trushlevebispipeidng a hash val ue over sone or all

of the |dent|f|cat|ons of said list, assom ating said

23’?1% rﬁ ct,dqrdﬁxg'tg éﬁeyzélg%g? gﬁ'ﬁb{)@ R4S, \}vhé‘elrﬁgﬁd public keys

Sys

cangforithg dsiglmtlmresmfrsmmbbubbteheysf auea$tocedson myserver of said system,

cor r espondi i st in poss SS|on ai d.

e ToRe Sl Rerist iREREREaIP SR BT Yiansrh R giefwork and

' eaﬁebmpkéy@sﬁdldr %tam ¥©hbfdfé§%f*sbl%l ﬁ@lﬁlfd Réy& dtributed to a
I'Sts conprising thé steps of onmputi ng a hash

vg)lal:tg ofsaid systemoby said serverand/aeby aﬂptmnp@ﬁty ofsaighsyptem.
obtai ned |i st,

The method according to claims 42 and 43, wherein said server aggregates all
signatures that are associated with said more than one chains to establishing a
trust level, and said server assigns the aggregated or combined trust level to a

further signature that is issued by said server.

A method for providing integrity and consistency information of digital data for
at least two parties of a system comprising a plurality of parties connected via

a public network, said method comprising:

creating a list of identifications of digital data by a first party of said

system,

computing a hash value over some or all of the identifications of said

list,
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conmputing or obtaining a hash value over sone or all
of the identifications of said corresponding |ist,

wa@eoppasisny bot h hash val ues, if said conpari ngPGI/EP2003/013109

46.

47.

48.

49.

results in equal hash val ue,agestablishing that both

list are consistent. 46. The nethod according to claim

45, wherein.said st f hatl:nag.sai d hash val ue

with Sapasq)(i:lgﬁn%8%18%%821&%@%2@“\3%%8%3?(1 hash val ue to

said list. 47. The nethod according to claim45 or 46,

wher ei npgavidingt egidofistvandf yaidghaste valusitstersegontl party of said
lists further conprises a step of: if said conparing

step reSydtesin different hash value, infornming said

first and/or said second party. 48. The nethod

accor di Egﬂﬁ{ﬁl@y ofBe of f mbtéti & idehtifitatidns WHeESEspoMdthg list in
step of veriftyrng the consistency of both lists
f urt her possgpssisesf aaist sgood: party with the ocomesporgling epe or more of

results.in different hash, val creating an alert
accessi @@tgva{&?%m ?ﬂaﬂ%@”‘aﬂﬁ%. d system 49. The
nmet hod according to any one of clains 45 to 48,

wher ei n véﬁfwhsggtr% Eahsistahay af BottLIts eokRYisiply tharstémsof: n
said system 50. The nmethod according to any one of

clainms 45 to 49, wherein said |list and/or , e o

i denti fi cati 6RERUINGA hash yelug evelispmepr ol §f fidentifications of
said first p The nmet hod according to any one

of cl ains 45%%&/%%@”\/&%'%21 n said identification of

digital data is said digital data. 52. The net hod

accordi ng t o camputimg of obtainimg achash Baluewdrgresome or all of the

group of clients.maj.ntaips .nutual l onsi stent list by
i nt er changi néd%'itlf'&ah?%? Ogﬁﬁgu rrﬁ?ﬁégg'@galﬁasai d list
between all clients of said group, whereby said |ist

conprises a s@mpHrind BbthdHasthaauge)d/ or i dentifies of
digital data. 53. The method according to clai m52,

wherein at | east one of the follow ng identifi ca|ti ons, . . .
i s assigned tlos3f compRANING Starorassiis AN @auahhashyvglues establishing

data: a nunb 135(?[ 4 e e digital data, a
uni que i dent i%?ca ﬁglﬁﬁgfg?%@ I%’leg'l{]'t al data,
The method according to claim 45, wherein said step of associating said hash

value with said list comprises attaching said hash value to said list.

The method according to claim 45 or 46, wherein said step of verifying the

consistency of both lists further comprises a step of:

if said comparing step results in different hash value, informing

said first and/or said second party.

The method according to any one of claims 45 to 47, wherein said step of

verifying the consistency of both lists further comprises a step of:

if said comparing step results in different hash value, creating

an alert accessible by other parties of said system.

The method according to any one of claims 45 to 48, wherein said digital data

are public key of parties in said system.



10

15

20

25

30

a predefined part of a unique identification of the
digital data, a predeterm ned nunber of bits extracted

wo ec@sopisetlet ermi ned bit positions of a digital PCT/EP2003/013109

50.

51.

52.

53.

54.

identification associated wiggh the digital data, a
predefi ned search string associated with or conprised

in th i gital { ' t di.qita 5
Pl TRofPl el b, ol bVE ke 16205 ke, 4 Tt ancor
erRptifidationsthasi¢ istf e digitsllysigneds by saidl #rdtipdrty.o sai d
digital data; and a hash value of at |east one of the

above identificatjions. 54. The net hod accgr?i ng to . id
cThemezthodh aeepiidingi © XY Gin&digfi RIMgadz 1Q S0, wherein sai
d 9] Ssaldy bid Gakl by associ ati ng
dﬁgeﬁlg‘{:&% Qyﬁj@ﬁégﬁi%ﬂgg%bts@ﬁg&ﬁ 3 at | east one
identification for each digital data, or said set of

diThit metitd accerdiey doname dngy of claimend5 to 50, wherein a group of

identification.55 The nmet.hod accordi o claim.B3. or
salenipde e, alaiNessreriap! SRERYr aghEugibd i Fist'and any
!ggﬂé{ef igtdsandiier wweeRYHI SORMPYofS@8aRI group, whereby said list
identifications; and said nethod further ‘conprising:

i dempirisgs mgsatiof digital dlatal agilioslideniifigs oh gigitet datgs oci at ed

with given digital data conprising determning the at

| east 0O [ denti fi cat i Of ~sali ' LOd d i
et “SReR Gl My, 527 othetelt 3 e Bher el e following
s addshtifitali@fsis ausigiel #y of oistdinedendrinfdachtdfeaid Sigitalldeata:

nmet hod according to any one of clains 53 to 55,

wherein a predetermne 0 f.clients maintains a
mut ual | § @Hﬁg%@%ﬁzﬂc@ﬁgd’%{%&\% daiiel datd. of gi t al
data. 57. The nethod according to claim56, wherein
sai d_pr gdglighididaslinichfién of tHé @igihtal datat a i s mai nt ai ned

and i nterchanged according to said nethod of any one
of claims 25 to 29. 58. The nethod according to c(% aim
57, wheeapredefined parteefiasunigugddentification shtheodioftaldata,
parties in said systeminterchange | eaf hash val ues

W th ong QfedBbfnined number of bits extracted from predetermined bit
positions of a digital identification associated with the digital data,

a predefined search string associated with or comprised in the digital

data,
a time stamp of the digital data;
a hash value of the whole digital data;

an identifier especially created for this purpose and added to said

digital data; and
a hash value of at least one of the above identifications.

The method according to claim 53, wherein said set of digital data is
determined by said identifications by associating digital data to said set using
said at least one identification for each digital data, or said set of digital data is

determined by a client identification.
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ot her group of clients and thereby conpute non-| eaf
hash val ues and said root hash value. 59. The nethod

wa@aews/nsisny to clai m58, wherein one or nore clPENEB2003/013109

55.

56.

57.

58.

59.

60.

61.

62.

each group of clients acconpkpsh the functionality of
said server of any one of clains 25 to 29. 60. The
ccordin to cl 59, wherei.n

hod id .
e meRtESd e pdind 16, ol 5 pb . Bheleeaid af Bt o predefined
C s bRS fdePifiad IR AisimLaskEd By %gld iaehfifidtior8sah@®said method

controlling a client device in a client- server
syfgttbet caapsingst ruct i ons causing said client device
to participate in a nethod according to any one of

c R, . 81 o igflel AAR Mae [ RRR S W Chiven gottal date

cldopmprising deesrnsiipigethie ataesst ok ideatificat rcelusdid giveail digital data,
server to participate in a nethod according to any one
ofang awvhgreby ﬁgldaodentlfylng is accomplished using said” at least one

determined identification.

The method according to any one of claims 53 to 55, wherein a predetermined
group of clients maintains a mutually consistent predetermined list of digital
data.

The method according to claim 56, wherein said predetermined list of digital
data is maintained and interchanged according to said method of any one of
claims 25 to 29.

The method according to claim 57, wherein said clients in said group and/or
further parties in said system interchange leaf hash values with one or more
other group of clients and thereby compute non-leaf hash values and said root

hash value.

The method according to claim 58, wherein one or more clients of each group
of clients accomplish the functionality of said server of any one of claims 25 to
29.

The method according to claim 58 or 59, wherein said server is a client in each
group of clients.

A computer-readable medium comprising instructions for controlling a client
device in a client- server system, said instructions causing said client device to

participate in a method according to any one of claims 32 to 60.

A computer-readable medium comprising instructions for controlling a server in
a client- server system, said instructions causing said server to participate in a

method according to any one of claims 32 to 60.



