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BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION
- [0002] The invention relates to display devices. More specifically, the
invention describes a method and apparatus capable of providing a robust encryptioﬁ ,

of 2 audio/video data in a packet based transmission environment.

.OVERVIEW
- [0003] Protection of proprietary digital content has become an imbortan_t ,
consideration and more particularly, inrhigh definition (ﬂD), hi_ghubaild“ridth _-
applications. Especially important for HD, high-bandwidth applieations, content
protection provides assurances that owners of digitized content are protected from '
unauthorized use and copying of their propnetary content. A popular high-bandwidth

digital-content protection scheme developed by Intel Corporatio_n'of Santa Clara C_A _




I commonly referred to as HDCP has been widely inplenmented. As currently
configured, this particular HDCP protocol is specifically designed for use
in Digital Visual Interface (DVI) and Hi gh-Definition Miltimedia Interface
(HDM ) based .environnents. [0004] In general, HDCP encrypts the

transm ssion of digital content between the video source, or transmtter
-- such ascanRenly EMoried &y ey HDCPdes béenpwidely impleaitdteih@s cdirghilyal di splay, or
‘receiver --such as a nonitor, television or projector. In this way, HDCP
-1's* desi gneghriiguRiemen ' I Foll ( Qi tak iy r-eby
‘protecting thé int egr_|?§ag¥%%g?gﬁ§tsﬁﬁﬁﬁ.§g8%ﬁ\egi _%ﬁo&%@% ﬁ@%l_gﬁt%@r _
exanpl e, as; uj red th sgr k.hed 2> pt.otocal , ri a _

aut hent i cg?1sgﬁq8%g§8? (WQ apik@gﬁv@;ﬁwﬁw mﬁélﬁi‘“ﬁ&%ﬁ‘?i@ﬁn%#écom ent once
it denonstrates know edge of the authentication ~keys which the transceiver .
verifies t9WWHOBRCRSnputati on of a secret value. Furthernmore, to prevent
..eavesdroppi ng and stealing of the data, the transmitter and receiver wll

generate 080d]r ed sekrgeherb HICP biryptsthieanskmissioh by dighaicdoattnt bégeahout the

transm ssion. Once authentication is-established, the transmtter encrypts
- the data gpdvides b torkQndifief ESBIVA, BET L on,: 5] current .
“inmpl-enentati ,gln o?ﬁtﬁ ﬁe’_ 0I5VI st aﬁl(rtla(r5 hr%qauli;(?’e%g?ﬁ%aﬁ;sép%% tt{'foé)og‘et a%‘#jﬁlgefi ned .

characters,.based pypon a 10 bit transm ssion pr.otocol, For _exanple, as
currently d&%%?lﬁbsﬂtégd?r r(?ﬁ‘fl‘)?eréIBﬂ‘c%ﬁéPé‘l"(nétP% t‘g‘éﬂf“’%f’r BIOH6EY; @Pﬁ“ﬂﬁ?ﬁ .

avail abl'e) are used by the. receiver for data while 4 characters are used

as expl i ciHDEB it designsrl mpreyers gopying or tesgrdingafdigiel emntent therétiys ar r angenent

apy time the receiver receives and recognizes - ' ' :

L protecting thc integrity of content as it is being transmitted. For example, as required

by the described HDCP protocol, during an authenticatibﬂ phase, the receiver Will
‘7 only be provided with content once it demonstrates knowledge of the authentication
, kgys which the transce-ﬁer verifies thropgh c_omputation of a secret §alue. |
Furthermore, to prevenf eavesdropping and stealing of the data, the transmitter and
rc;ceiver will generate a shared secret value that is consistently checked throughout the
transmission. Once authéntiéation is established,- the transmitter encrypts the data and
sends it to the receiver for decryption.
[0005] The current implementation of the DVI standard requires the use of a
set of déﬁned characters based upon a 10 bit transmission protocol. For example, as
. c.u-mren,tly configured, only 460 characters (out of a poésible 1024 available) are used
_ by the receiver for dafa while 4 charaéters are used as explicit control signals such as
hsync and vsync. In this arrangement, any time the receiver receives and recognizes
bﬁe of the predefined characters repreéenting data, then the received implicitly defines
a data enable signal '(DE). as being active thereby indicating that the received data is
true data. However, whenever one of the 4 control characters is received by the

receiver, then an implicit assumption is made that data enable (DE) is inactive.




.0ne of the predefined characters representing data, then the received
inplicitly defines a data enable signal (DE) as being active thereby
indicating that the received data is true data. However, whenever one of
the 4 control characters is received by.the receiver, then an:inplicit
assunption is nmade that data enable (DE) is inactive. 2-[0006] HDCP
protocol up®e6} he st ADEP pilotddbl uddb"ihe,stét/ﬁéy’SﬁDErﬂm%rE@sL.E@ﬁd GtkdrRbntrsll gnal ,
cal led CNTL3, to advance its state machi ne. The , ,,, and VS},.,,, -

si gnal s e i 0 SRS Cil RN -y de ansptted in a
"stream n?’lgnrf%’n%%l?gd\? n éltc?s%cgég% llrtlsgg;t ggirl%{lg#"e%, ﬁ%gﬁplﬁi ’%Yfé{“"lség_nta#ansf erred
“at pixel rate and the ratio aof . bl anki_Bg E_e'rl od to data period is
pr eser ved. &F fUAg sigpals 3ss9giated with raster weco ﬁ%%@ttﬂ%%étm@“%amy not be
Wi et i g Streimtanfor; e poawhdats cctopeieimed a i rewand deeayto Sher of or £

ile timimgd BERtransier) ve p erned at pik an o dher ,
what . is required is a way to support high-definition copy protection that |
‘is conpat'imhlﬁ(in%\béﬁbdep@l@w ﬂwiohligﬁegg@{,édjlmb% m%cm%ﬁ'gﬂ, Ei%scpﬁﬂﬁ ol s such
as HDCP over a Tink, or a  transm ssion nedium V\thhat operates in hpacllfet
‘transfer mpgde WI% NY, 0007 is.provided, therefore,
is a packet® ggasslg |g|\étp§a?sey:a%r{ﬁm Eﬁ*&@a Y ‘%ﬁﬁ‘?ﬁ’ﬁ?‘i%"g_‘é?a‘g‘r‘?_t ﬁuppprts _
“high definition . profection that is backwards caonpatible with existing
hi gh defi rﬁtrF?Iangﬁg %‘H’g%rma&ﬂﬂ prorseticated e differapoway. Tleoefore, I n one
enmbodi ment  of .the invention, a packet based high banqlwi dt h_ ‘copy protection
-met hod i s v &y iehyaited hsatwayrtosupfest hiple-defbitiomicopy mptecton thasis chmpatibly  a
~nunber of data packets at a source device, encrypting the.data packet s
based upo Rwith existing high definition copy protection protocols such as HDCP over a link, or a

transmission medium, that operates in a packet transfer mode.

SUMMARY OF THE INVENTION

[0007] What is provided, therefore, is a packet-based digital transmission
medium and protocol thaf suppotts high definition copy prbtection that ié backwards
- compatible with existing high definition copy protection protocols sﬁc_h as HDCP.
. | [0008] In one embodiment of the in\}cntion, a packet based high bandwi-dth. |
copy protection method is described that includes the following oberations_. Forming
a number of data packets at a source device, encrypting the data packets base_:d upona
' 'sgt of encryption values, transmittihg the.encrypted data packets from the source
device to a sink device coupled thereto, decrypting the encrypted data packets ‘b.ased
in part upon the encryption values, and accessing the decrypted data packets by the |
sink device.
-[0009]_ In another embodiment, a system for_providing packet bas_é:d high

béndwidth copy protection to a data stream is disclosed that includes. a source unit

3




set of encryption values, transmtting the encrypted data packets fromthe
"source device to a sink device coupled thereto, decrypting the encrypted

data packets based in part upon the encryption values, and accessing the

decrypted data packets by the sink device. [0009] In another enbodinent, a
'system-for providing packet based high bandw dth copy protection to a data
stream i s altagédegtovidat numbetiofadata packeyLankimit coupledns ergdrce@nfir ovi de a -
‘hunber of data packets, a sink unit coupled to-the source unit arranged to

~receive the 0at dRELEE theldaBPabbgs ﬁ%rtﬁfﬁ%{ﬁ’%éa%@& @B@@@p cp{r}@ted-coup' ed

‘to the source~unit arranged t'o encrypt pac mt he
~source unit to the sink unjt, a decryption unit coupJed to the sjnk unit
arranged t% R #@%ﬁ‘@l?ﬁpﬁ’a’ptﬁ‘ﬁ@ﬁmﬁ@@q %enh)%@né source unit to-the
encryption/ decryption val ues generator arranged to provide a set of
“encrypt i orsirdedtiy prdeeryption vriscanplad to dhesink yiit asangeditecdegyipt theeenapyptedpr i at e
data. packets. [0010] In yet another enbodi nent, conputer program product

for provi diaigpaeketand ai eﬂﬁﬁﬁﬁ%nﬂe@?pﬁ@@dﬂh@bt genEiaRY aithimic@ 46 pRivideS st scl osed
that i ncludes conmputer code for formng a nunber of data.packets at a

- source deyreg r?gﬁ)&p ' ) r 1.NQ ; : gﬁ#‘ﬁ ased upon a
.set of encr yp% n Vﬁcﬁ%ﬁﬂg@#&gg%erﬂqgg Q’S{#tr;%dtd%%ggﬁﬂ% ?Elﬁ %gatgncr ypted .
- data packet a@];r omthe source device to a sink device coupl ed thereto, '
conput er E8HEor decrypting the encrypted data packets based in part upon
~the encryption values, conputer code for accessing the decrypted data
packet s by0QI9 si nk Ingesdnother embodimepticemputerpraplam prediat fiorf wovidingra ng t he
_cgohput er code. 7 B o ' -
packet based high bandwidth copy protection is disclosed that includes computer code
 for formiﬁg a number of data packets at a source device, computer code for encrypting
the data péckets based uponr‘a' set of encryption vélues, éo'mputer code for transmitting
_the encrypted data packets from the source device to a sink device coupled thereto,
- computer code for decrypting the encrypted data packets based in part upon the
encryption values, computer code for accessing the decrypted data packets by the sink

device, and computer readable medium for stofing the computer code.




4 DETAI LED DESCRI PTI ON OF SELECTED EMBCODI MENTS [ 0015] Reference will now be
made in detail to a particul ar enbodi nent of the invention an exanple of
which is illustrated in the acconpanying drawi ngs.. Wiile the invention

w || be described in conjunction with the particular enbodinent, it wll

be understood that it is not intended to. limt the invention to the

described enbodipEPAILED BESCRIPTIONIOF SELECTIN ¥MBODIVMERYS' .
alternatives, nmdbdifircations, and equivalents as nmay be Inciuded within the

.Sspirit an pe of e | NV | on, as _defined . -by the, appended cl ajns. ,
[ 0016] As%@ﬁ_ent ly -I?‘ér%’i"% ‘ﬁ{ﬁ‘fe@?’v mg%ﬂ%gq?%tgﬁégﬂgu@gﬁﬁgg@ﬁgﬁﬂ@hi n order
to verify that the display device is |icensed to receive protected content

.

;and once 1Bvaniipnpg kEMpleef whiphds ilistrated in the aeqompanying draydngsadWhider ypt s at
the display device in order to prevent "eavesdropping of the protected
~content. Ithe maetidnowill bendeseritexd it oonjunkeivhiviith the pattibolas @abbdimenipfiwillsed
~devi-ces, HDCP relies upon authentication and key exchange, content

- encrypti otbe yAREsHBN it it IS RSMBRLIdD 06 linkiP Bk HveNBb S tooRe Qbdckibad | y, HDCP
- protects copyrighted digi'tal entertainnent content in a Digital Video

I

- Interface (BDVI) envirenment by.encryptipg its.transm ssi,on .between the
“video souf é’ o _%‘&entt'hzog?eg‘fqufryd}téspﬁné%ﬁfch ﬁ’c%"efeﬂ1§°.fn@ﬁ‘ﬁasa giogdieatigny éﬁfm ght be
‘a PC, set-top boxes, -DVD players and the like), and the digital _display

mi ght be SAvivalenlsiag maypstingludedfthy the spimit angd sqapgiof therinventies ga defined| | or
“projector in which all authorized devices are given a set of unique secret
devi ce kepy thelyppemdedaraimaut hent i cati on process, the receiver nust
denpnstrate its know edge of a nunber of ' '

[0016] As currently implemented, HDCP establishes a secure channel in order

to verify that the display dévice is licensed to receive protected content and onée-
_'c.established', encrypts the dat'é at the h_ést side and decrypts at the display device in
order to pfevent ‘eaveédropping’ of the protected. content. In addition, in order to
~identify unauthorized of comprised devices, HDCP .relies upoil authentication and key
exchange, content encryption, and device renewability.
[0017] Mofe spééiﬁcally, HDCP protects copyrighted digital entertainment
~ contentina Digitél Video Interface (DVI) environment by encrypting its transmission -
between the video. source and the digital display (receiver). The video source might
“beaPC, set-top- boxes, DVD players and the like), and the digital display might be an
- liquid crystal display (LCD), television, plasma panel,- or projector in which all
| authorized devices are givén'a_ set of ﬁnique' secret device keys. During an
authentication process, the receiver must demonstrate its knowledge of a number of
Sécret device keys before the protected content ié sent. After the receiver
acknowledges the keys, both devices (the sender and receiver) generate a shared
secret value that is designed to prevent eavesdroppers from ste.aiing the content. After

authentication, the content is encrypted and sent to the receiver that in turn decrypts it.
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-Secret device keys before the protected content is sent. After the receiver
acknow edges the keys, both devices (the sender and receiver) generate a
shared secret value that is designed to prevent eavesdroppers from
stealing the content. After authentication, the content is encrypted and
sent to the receiver that in turn decrypts it. 6 is BRI EF DESCRI PTI ON OF
THE DRAW NGS [0011] FiBRIEF{ SRE | THEADRAWENGSt ati on of a cross

pl at f orm packet based digital vi deo di splay interface suitable for use
with any enbodi nent of the invention. [0012] Fig. 2 shows an encryption
systemfor encrypting audi o/video content suitable for use with the system

descri bed mghi Sp i sent ati ve
.encrypt ed [datlg Flgrlegfr?ﬁsn g%:r%lrl%f]d éx%géft’ L‘,llogr?qag?ﬂ%g@@ﬂ{l Pag CE ﬁ@eﬁi nventi on.

[ 0014] Fi 4 |l tes syst rrpl oyed to inplenent the invention.. 5
[ 0018] . Au%l‘n%l ﬁtyénfa?fé?%%‘t E‘]P e Wpthowy smbpdimepeef hoinigntiont the
di spl ay devrce |s authorized (or licensed) to receive protected content.
Both the 40@1}Higcdshowssh eneryptidresysiespfoaynaptingauimhdddonmntendgetable a set of
secret keys that consist of an array of forty 56-bit secret device keys

and a cor f@&g@mﬂtmeég-t@hue&hﬂgdMtﬁeyspf,@ebefgt ijon Vect or (KSV). The host .
initiates authentication by sending an initiation nessage containing its

Key Sel ec t ue_An. The S devi ce

r esponds R}ﬁ§ eﬁoé; 3%8wr€\§§ onse @gtlrrges g%”@%%ﬁ%ﬁf‘ﬁ‘?%mi ﬁcgorﬂweéﬁhe%tr on

Vect or, BKS})/ The htoit confirns that the received KSV has not been revoked
At odlmento the invention.

P
S

[0014] Fig. 4 illustrates a system employed to implement the invention.




-this point, the two devices can calculate a shared value, which, if both
devices have a valid set of keys, will be equal. This shared value wll be
used in the encryption and decryption of the protected content since '
aut henti cati on has now been established. [0019] Re-authentication
~continues at a rate of approxinmately once every two seconds to confirmth
continued [00t8y ity oAutteatitatiol is 4 éryp@kraphit prod®es fop etdlyinkthafthd &1@91?8 har ed
value is lost, for exanple by disconnecting the display device and/or - .
connectin Wl : eIl | S i |4y Lger:the DVI |ink
o bo.  uncuhet rESBAlACRISHRy A HcE e pholfer P il BoB MRl ot

[ 0020] Content j ncrypfed at the source device tq prevent usable, -
unaut hori Elg)apg@pﬁ%g?mgﬁagf 8@%&%@5@%@ AeiR! spereikee abconsigtol ancr ypt i on
is the application of an algorithm called a cipher, that transforms the -
cont ent . Tasrayed oy S6-bisewreiderive keysrnddi eoptesgonding 40ebitibinaryKey t.he content
by know edge of the correct decryption key. The HDCP cipher is a hybrid

bl ock/ st r esulectiopNRkctor TRE VY ThKhést Riifites AR aTonty Jehding BE idddaant i cati on
protocol. For content encryption and decryption, "HDCP Uses a stream ci pher

~where encr. | (- ' . i\ . . skr.eam gener ated by
the HoOP. o) SR bohiiaE AR ey SRCiol VERBSARAY A AR, THE e

‘excl usi ve- (gp(fration. ILn. this. way the content is protected .

pi xel - by- ﬁéﬂf deyieeiropishy sRing resnoasmesAR comaipna s feySelectign hout
decryption is seen as random noise, with no discernable content. As noted
“above, cur¥estr] BK&Vai Thethost ¢apfiems thabthecedeivedueSV bas iotbeemenoled. usi ng a DV
_ tyﬁ)e' connector. [0021]. The present ‘i nvention provides a high definition

hi gh band\ﬂhid pbin¢,alytwo devices can calculate a shared value, which, if both devices have a

D, )]

valid set of keys, will be equal, This shared value will be used in the encryption and
decryption of the protected contenf since authéntication has now beenlc:.stablished.
‘[0019} | Re—authenticatipn cont_inues at a rate of approximﬁtely once every ﬁo :
seconds to confirm the continued security of the link. If, at any time,‘eqﬁality' of the
shared value is lost, for example by disconnecting the display device aﬁd/or
connecting an illegal recording device, the host will consider the DVI liﬁk to be
unauthenticated, and end the transmission of protected c_ontént.
[0620] Content is encrypted at the source device to prevent usable,
unanthorized copies of the transmitted content from being made. Encryption is the
application of an algorithm, called a cipher, that transforms the content. To reco_vér
the content, the display device dccfypts tﬁe content by knowledge of thé correct
deéryption key. The HDCP cipher is a hybrid block/stream cipher. The block éipher
- ‘operates during the authentication protocol. For content encryption and decryption,
HDCP uses a stream cipher where encryption is accomplished by combining a data -
~ stream, generated by the HDCP cipher, with the transmitted content, through a bitvﬁse a

exclusive—_()R operation. In this way the content is protected pixel-by-pixel.
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protection protocol suitable for use in a packet based transm ssion nmedi um
that provides a robust digital copyright protection protocol that supports
hi gh definition copy protection that is backwards conpatible with existing
‘high definition copy protection protocols. In one enbodi ment of the

i nvention the inventive HDCP protocol is carried out as a packet based

“hi gh bandV\EmrInptcd;pqntpmtouwdlmdrqnlhpdemcmmmoutdbmﬂﬁmnﬁ@séanns réndowiber  of
‘data packets at a source device, encrypting selected ones of the data

‘packet s baggisk, witihcdis@inaBle @RfhY PAL Abted BbARScurbenAp sHilabiegnEpe  encrypt ed
dat-a. packets t’romthe source device to a sink device coupled thereto,

,decryptln acket ed in art upon the encryption
val ues, ﬁ%‘%g&’%g‘g‘é#ﬁéﬁﬁﬂg‘%é@‘&%%{‘%a %pep%?&?ﬁ &by the sink device.
[0022] A-particularl sui ted packet based transni ssion systemis
descri bed MPEH refer e‘-te@t invention providesshbigh dafinjtioe highibandwidgpeapyent at i on
of a cross platform packet based digital video display interface 100 -

“sui t abl e fopteosen protdrobsujtable ftrabe i apacket bared tranwiibdiemmeding: had er f ace 100
connects a transmtter 102 to a receiver 104 by way of a physical link 106

~(al so ref i . W I ‘ : er of :
30t ool orobgs il elpyrgh SR PR ol HBRIRAN aelyllUTOPT ©f
necessar 'c h a corr of. dat a ackets
100 ThessoBRBER SRR T Mitek P B phvE BBl LB akaRi g 480 Ot v eam
each of which are passed_ by way of an associated virtual pipe 116 - 120 to
t he recelpy%tPCthoﬁoFO@-hMI& qyé)ngpga of Hegrinyensiog heainventivadBDGD8 - 112 can

t@()e any nunber: of forns such as video, graphic, audio, etc. 8
protocol is carried out as a packet based hlgh bandwidth copy protection method that

iltcludes forming a number of data packets at a source device, encrypting seicctcd

_' ones of the data packets bastéd upon a set of encryption tralues, transmitting the

_ cncryptcd data packctc. from the source device to a sink device coupled thcteto,

" decrypting the encryptcd data packets biascd‘in part upon the encryption values, and
accessing the deczyptcd data packets by the sink device.
[0022] A particuiarly well suited packet .bascd transmission system is
described with reference to Fig. 1 that shows a generahzed representation of a cross
platform packet based digital video dtsplay interface 100 suitable for use with any
embodiment of the invention. The interface 100 connects a transmitter 102 to a

" receiver 104 by way of a physical link 106 (a_fso refen"cdr to as a pipe). In the
described embodiment, a huinbef of data strcatns 108 — 112 are received at the
transmitter 102 that, if hccessary, packctizcs each into a corresponding number of data
| packets 114. These data packcts are then formed into corresponding data streams
each of which are passed by way of an associated virtual pipe 116 — 120 to the

feceiver 104. It should be noted that the data streams 108 — 112 can take any number

of forms such as video, graphic, audio, etc.




.[0023] Typically, when the source is a video source, the data streans 108 -
112 include various video signals that can have any nunber and type of

wel | -known formats, such as conposite video, serial digital, parallel

digital, RGB, or consuner digital video. The video signal can:be an anal og
video signal provided the source 102 includes sonme formof an anal og video
‘'source sucl@d23] for eKepiplly, when thaabwnrge istaevidso iufse, the defalstrean® 188 — anal og -
VCR, DVD pl ayer, cantorder, laser disk player, TV .tuner, set top-box (with

satel | ite [93.andcaNdRsHianal ha@ﬁﬁ%}%ﬁ?h%dekaﬁ nmﬁpseew 9%1 it SO

.include a digital inmge sour xanp e eV|S|on
(DTV) digi stil] canera d the |l.ke. lta .deo_si can be
any nunberft"ﬁﬂﬁsﬁ‘ﬁ as Gmpgstp V@ﬁ%’\ﬁﬁ“ﬁ‘iddg‘?% @F » QE Cot E 274M 1995
(1920 x 1080 resol ution, progressive or interl aced scan),  SMPTE 296M 1997
(1280 x 7xbgitadileat iTha videp sigmakesn\be an eanlpg vidsowignal previdedithe soarce $02 :

progressive scan video. [0024] In the case where t he source 102 provides an

anal og i negeluddsgoaie,forn of analabg-idediodirdeaiucls Afoe et iplé AhLhakgnver ts an
-anal og voltage or current si gnal into a discrete series of digitally

encoded n g{ﬁ} i gital _
i mage . dat g&@miﬁ)?%ngﬁillt ab oha. fa%1 I gl t?¢ﬁﬁo§é§§?§§0ﬁ%ﬁla§ _ é\nlhgér_ervarl ety of .
A/ D converters n.be us converters
i ncl ude, " ’e%%'ﬁ |bR% R btgéatﬁ@ﬁ%ﬁgé %@eg{g‘)‘aliﬁ‘i‘qo'ﬁlﬁi& Aiﬁ%%‘)qr?% qzurrent
Anal og Devices, Brooktree, and others.. [0025] For exanple, if t he data
stream 11@@@%#1(3&?@@6@81@@@&@ sgiirde, suethas fon example o digitel @legmm @SWvert er

(fnot shown) included in or coupled to the transmitter 102 will digitize
the anal odigitat stilldrnedra,iand tirelikep Aticeligizeg vhieo dignalcdsatbe 28y nikiBér a@yR t s the

of well known digital formats such as,'_ SMPTE 274M-1995 (1 920 x 1080 resolution,
progressive or.interlaced scan), SMPTE 296M-1997 (1280 x 720 resolution,
progressive scan), as well as standard 480 pr_ogressi&e scan video. |
_[0024]. In the case where the source 102 provides an analog imaée sigﬁal, an
analog-to-digital converter (A/D) converts an analog voltage or curr_eﬁt signal into a
discrete series of digitallj encoded numbers (signal) forming in the procéss an
appropriate digital image data word suitable for digital prc;céssing._ Any of a wide
variety of A/D converters can be used. By way of example, other A/D converters
include, for example those manufactured by: Philips, Texas Instrument, Analog
Devices, Brooktree, and others.
[0025]  For example, ifthe data stream 110 is an analog type signal, the an
analog to di gital converter (not shown) included in or coupled to ﬁhe ti’"‘ismittef 102
‘will digitize the analog data which is then packetize by a packetizer that converts the
digitized data stream 110 into a number of data packets 114 each of which will be
't_ransrnitted to the receiver 1d4 by way of the virtual link 116. The receiver 104 will

~ then reconstitute the data stream 110 by appropriately recombining the data packets




digitized data stream 110 into a nunber of data packets 114 each of which
will be transmtted to the receiver 104 by way of the virtual |ink 116.
The receiver 104 will then reconstitute the data stream 110 by
appropriately reconbi ning the data packets 9.114 into their original
format.. It is these data streanms that are ultimately encrypted for forma

set of .cop I 4. . ean | 0026], Fi shows encr I on
system ZOO»ifl,gru?C éﬁ%"rﬁ@%ﬁi 1?1%?%%}35 'oﬁ\rl/r.sf tgg%'&%gaoérﬁeglﬂ? ﬂ)saﬁ?.rteélgﬁugatgfgrrenme it the
system 100 . described with respect to Fig. 1. As shown in Fig. 2, a video
‘source 202 f?%nﬁﬁ?t&gﬁ‘éﬁyﬁreteﬁwg@?@ét@m%nber of data streams . such as the
dat astreans 110 and 112. . By utilizing a nunber of data streams, the system
200 i s -capqei2s] of t r &g 2ishowngn sictgmiodaystem 200 fepeacbting swhieiviRleent Wt h-any -
of a nunmber of video formats concurrently. For exanple, the data stream ‘
110 is for oL RV : Wﬁj‘ ' i A4 : o 60 wher eas '
t he "dat ast ?ggﬁ%%gy?lg?&f‘%?ﬁtg— of. \?f& gggﬁodgsgﬁbgg%ﬁﬁlsﬁés rﬁg &v‘ﬁiﬁ% x.480 at
75Hz, and on.: +.n order for a,.receiver,204 (,such as a itor) to
reconst.r uc?ﬁcf%“\/#lé‘e%aivﬁéﬁ‘t%é’uﬁﬁapgbqrwgeq r ‘%‘ae?ﬂgmﬁﬁ'&f%{;réﬁ Sincl ude
inaddition the appropriatée video data associated attribute data that. is
‘used by t hushasdhe datasirgams & bhand Ui Bynetilizingesonumber 1906 datp streasas, thee f or nat .

[ 0027] Accordingly, the video source 202 includes. a nunber of buffers 206
each of whiystem 200sadpalde bfrdrsmitdng akivo daal B exmeplefcohsistent Witloadesfast r eans.
‘Each of ~ the buffers is, in turn, coupled to a -nultiplexer 208 that -is used
to select anBabkl FWiddo foRifis %nchﬂ@ntﬁ@ﬁ%r%&ﬁrtﬁﬂgﬁhé Qétgrsfr@d?ﬁ NER BindL 2

paeketi zer 210. The packeti zer 210 “parses e I ncident data streaminto an
‘as:s_L ciat edof%agoe{latggoi%?stte%t %1%‘&%52 X%B at 60 Hz whereas the datastream 112 is

~ formed of video data consistent with 640 x 480 at 75Hz, and so on. In order fora

'receiv_er 204 .(such' as a_monitbr) to rcéonstruct the video. in the. appropriate foﬁnat, the
, daféstr_eanis includé in-éddition the app;opriate vi<_ieo data éssociated attribute data

~ that is used by the recei-ver to reconstruct the video in the appropriate format.
‘ [0027} | . Accordingly, the video source 202 includes a number of buffers 206 :
-each of whic_h is uséd té buffer an associated oné of the video datasﬁemns. Each of

ihe buffers is, in tum,' coupled to a multiplexer 208 that is used t_d select a particular

one of the data streams for transmission to a packetizer 210. The packetizer 210
parses the incidént data stream into an associated number of data packets by
“incorporating a packet ID, optionally perfonning errof-correction, and attétching atime
stamp and any of the attributes deemed importént or necessary for the correct |
reconstruction of the video raster by the reéeiver' 204 Ap encryption control
génerator unit 212 applies an appropriéte encryption algorithm to each of the data
packets based at least by inserﬁng a controll packet that conveys signals such as Hsym,
| Viyne, and a particular control character CNTL3 used to flag those data packets thaf

are encrypted (and conversely those data packets that are not encrypted).
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I ncorporating a packet ID, optionally performng error correction, and
attaching a tine stanp and any of the attributes deened inportant or
necessary for the correct reconstruction of the video raster by the
receiver 204. An encryption control generator unit 212 applies an _
appropriate encryption algorithmto each of the data packets based at
| east by inserting a control packet that conveys signals such as H,,,,
Vsym and d0p8iti clulaegordrnes wish ar trabaitment oW iSentadtht cestiltiag encngpiel dat a
packets that [ are encrypted (and conversely those data packets that are
not encryptdathstredi 2 0QAB}ticular acmglceiaachs shvvarin S o di FaRbst@imBOS is

I nvention, the resulting encrypted data stream 214 (a particul ar exanple

of whi ch i SoSRAWT alnbimbbrDf ddta PockBisdaha dith SREN3Bindifles § BElABE oPlorBopunber of
dat a packets. The data stream 300 includes a nunber-of control packets 302

used 10 MIgoldOR LA Gl ARSI ks hGrEBEHIR L R EacRlefnCT YPI €0)

as the case may be. Each eo packet ‘has an assoc hea t hat

i ncl udes, i i d i bed ab saciated with th
cor rospondi‘NgRorerae AT AR LRy b Ep ey SRR AR B R BTG St § (57

the data styre 300, | ncl udes data packets, for the datastream 110 and the
dat ast ream%ﬁ%&i%%#%ﬁfrﬂ%ﬁ‘f@qvﬁ@ss %ﬁtﬁf Bith e fosEp “‘EQ‘?é]ﬁtatpﬁ Fraffic
bet ween the video source 202 and the receiver 204 is consistent with a
constant |ink EPRFPBASeRThe EepPopn i Fighd thalagestinen 80 inslides datamekaiescr i bed
enbodi nment, the data stream 300 is tinme domain nmultiplexed, those data
packet s asdochadaesinim h19 sns thadaastreentd 2 dopfoitrshinto shd datagetreard GP@stichn t han

t hose associated with the data stream 112. |In these cases, a tinme-base

recovery (VBRheursffic Rtweeenithdidectsoarce 8dkandahe ROdvear efbvenadieant twid a

constant link environment.

[0029] -_It should be noted that in the described embodiment, tﬁe_ ‘da-ta‘ stream-
A3 00 is time domain multiplexgd, thosg‘ data packefs Aassoqiated'with the d_atas_tream. '
110 have a lc;nger duration than those associated with the data stréam 1 12 In jthe.s'er_
cases, a time-base recovery (TBR) umt 216 within the receiver 204 reéénératcs'the :
stream’s original native réte using time stamps embedded in the main Iin-kldat.a |
~ packets, if necessary. Referring back to Fig. 2, at the rec_:eivér 2044 déser_iaii@: unit -
218 receives the encrypted datastream 300 that provides input to a decoder unit 220
anda depacketizer 222. The decoder 220 decodes the control packet, thus feeding
Hsynes Viyne, and a particular control phat.'acter CNTL3provided to a dgérypti_on engine -
- 228 that waspreviously used to fof encrjption.
[0030} - Fig. 4 iltustrates a system 400 employed to imﬁlement fhe in*&éﬁﬁon.
S ystem 400 is oh]y an example of a graphics system in which tﬁé preéentl _
- invention éan be implemented. System 400 includes central processing unit (CPU) a
410, random access memory (RAM) 420, read only memory (ROM) 425, one or more | '

peripherals 430, graphics controller 460, primary storage devices 440 and 450, and .
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streamis original native rate using time stanps enbedded in the main |ink
data packets, if necessary. Referring back to Fig. 2, at the receiver 204,
a deserializer unit 218 receives the encrypted datastream 300 that
provides input to a decoder unit 220 and a depacketizer 222. The decoder
220 decodes the control packet, thus feeding Hsy"c, Vsy"c, and a

parti cul ardighsltdispla dycmfm @P@ﬁﬁle?&é%bg 1 o%nQ%Pﬁ%ﬁ1g{§tt/&ﬁ}tﬂ\e ne. 228 1t hat

was previously used to for encryption. Fig. 4 syst em

400 enplo nvent i.9n em 400.i s on n_exanpl e of
a gr agﬁl c}s@egyés? & rbnma? ‘Fft‘&t‘]‘ﬁceb rwe'%lé% lmlfei‘?\%'réevﬁ’ﬁs ViEh a5 “%C%a@%élﬂf%d
System 400 i des, cent ral processing unit (CPU) 410, random access

menory (RAWQQ?Z S, TRigERP BIPﬂSytOH%hTEﬁTWU(V layg trangsheerstardrseders,gaagngtier al s 430,
gr aph| cs .control I er 460, primary storage devices 440 and 450, and 11 -
o R & papcrgapeaﬂeadhrspﬂﬂgts,mtyluseéKQ)lce(B?lHandbﬂ:ﬁhﬁgrlec@érﬁ@rs; oripthedl to one or
nore. input/output devices 490 that may include, but are not limited to,

devi ces sugdll-RSowh TrpekddVides SucHUsCof coul“‘s%}’@:ﬁéir ééﬁmguf@ry RI3§ Sontroller ' 7
t'ouch-sensitive displays, transducer card rea etic or papﬁr t ape
i zers, ot her-

‘readers, t ce handwri t i recaq

“well - knownzf%B %h%at(fgéﬂ]begﬁg%ﬁ?ﬁpg and(?fcoﬁrﬁﬁpgglng&%ﬁ@c%ﬂ + AP ‘G\d%?phl cs
'control | er 460 enerates anal o mage data and a correspondi ng reference
si gnal , ﬂb‘i"(ﬂ;‘gg isplaymitdd O fi@agogﬂlgqﬂealytamqmbegwraw@éoanm og i mage

" data can be generated;, for exanple, based on pixel data received from CPU
410 or fr enamplechdsed naplmhdatdeecenedi froshORU 110 bﬁﬁﬁﬂﬂrﬁéﬁﬂﬁdﬁlrmmde (hbe anal Og

wma;ge data is provided in RG format and
shown) In one embodiment, the analog image data is provided in RGB format and
g the reference signal includes the Vgyne and Hsyne signals well known in the art.
--However, it _Should be understood thaf the present invention can be implemented with
~analog image, data an&/or reference signals in other formafs.— For example, analog
_image data can include Vvideo signal data also with 5 corresponding time reference
“signal. |
[b03 i] Although en]y a few embodiments of the present invention have been
' _described, it should be understood that the present invention may be embodied in
many other speciﬁc forms without deparﬁng from the spirit or the scope of the present
invention. The jnreseht examples are to be considered as illustrative aﬁd not
“restrictive, and the invention is not to be limited to thérdetails given herein, but may
| | be modified within the scope of the appended claims along with their full scope of
equivalents. |
‘[(.)032] While this invention has been described in terms of a preferred
embodiment, there are alterations, permutations, and equivalents that fall within the

scope of this invention. It should also be noted that there are many alternative ways

of implementing both the process and apparatus of the present invention. It is
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-the reference signal includes the Vsnt and Hsnt signals well known in the
art. However, it should be understood that the present invention can be
inplemented with anal og i nage, data and/or reference signals in other
formats. For exanple, analog image data can include video signal data al so
with a corresponding tine reference signal. [00311 Although only a few
enbodi ment thersfore irgended $hai thd inveniitonde intaxpeetebavincldding millsech altdratidneyl d be
under stood that the present invention may be enbodied in nany other

speci fic fgiiEtatohd) @HE egePaEhtk agfatmmlh AR thidig Pirft 288 sédHR TS t he

present invention. The present exanples are 1o be consrdered as
|IIustrat|%§ not restrictive, and the invention is not to be Ilntted
to the detal?s gi ven herein, but may be nodified within the scope of the
appended cl ains along with their full scope of equivalents [ 0032) V%rle
this invention has been described in terns of a preferred enbodrnent

there are alterations, pernutations, and equivalents that fall within the
scope of this invention. It should also be noted that there are many
alternative ways -of inplenenting both the process and apparatus of the
.present invention. It is 12 therefore intended that t he invention be
interpreted as including all such alterations, permutations, and

equi valents as fall within the true spirit and scope of the present
invention, 1'. 13 : : ‘

£
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y CLAIMS 1. A packet based hi gh bandw dth copy protection nethod
conprising: formng a nunber of data packets at a video source device; 5
encrypting the data packets based upon a set of encryption val ues that

i ncludes encryption/decryption control signals that include a Vsync, an
Hsync, and a CNTL3 control signal wherein when the CNTL3 signal is active,
then the correspondi ng data packet is encrypted and vice-versa;
transmtting the encrypted data packets fromthe video source device to a
di splay ¢9.A4%% ce coupl ed thereto; decrypting the encrypted data packets
based in part upon the encryption values; and accessing the decrypted data

packets by the, disp 'ﬁﬁr . s recited in claiml,
wherein the nuhber os%ggﬁégpac%é@?ﬁwyﬁ%gﬁ%ggggﬁgngﬁﬁﬁgﬁﬁg?g$ﬂébkets and
sone vi deo datfarmiagketimberdf ditapatieacht asidee ediredddvitec! ai m 2, wherei n each of

the data packets is ssoci ated with a particul ar, control packet. 20 4. A
system for pr QWH’PH’@%’ ﬁ‘? aﬁta Bagkatitased wohy St} 0b EREYREGR V?We%tt.hﬁTdE%E ®Shased
system Cepyptish/agtryion coffol SRHALS thatitkfud@h VaRResh ORI Ml dener nunber  of
data packets; a dlsEIay unit cou¥led to the video source unit arranged to
recei ve t¢airghgignal wherein when the CNTL3 signal is active, then the corresponding data
packet is encrypted and vice-versa;
transmitting the encrypted data packets from the video source device to a display
10 device coupled thereto;
decrypting the encrypted data packets based in part upon the encryption values;
and

accessing the decrypted data packets by the display device.

15 2. A method as recited in claim 1, wherein the number of data packets

include some audio data packets and some video data packets.

3. A method as recited in claim 2, wherein each of the data packets is
associated with a particular control packet.
20
4. A system for providing high bandwidth copy protection in a packet based
_ system, comprising;
a video source unit arranged to provide a number of data packets;
a display unit coupled to the video source unit arranged to receive the data
25  packets from the video source unit;
an encryption unit coupled to the video source unit arranged to encrypt
selected ones of the data packets sent from the video source unit to the display unit;
a decryption unit coupled to the sink unit arranged to decrypt the
encrypted data packets; and
30 ' an encryption/decryption values generator arranged to provide a set of
encryption/decryption values used to encrypt and decrypt the appropriate data packets
that includes encryption/decryption control signals that include a Vsync, an Hsync, and a

14




25 packets fromthe video source unit; an encryption unit coupled to the
vi deo source unit arranged to encrypt selected ones of the data packets
sent fromthe video source unit to the display unit; a decryption unit
coupled to the sink unit arranged to decrypt the encrypted data packets;
and 30 an encryption/decryption val ues generator arranged to provide a set
of encryption/decryption values used to encrypt and decrypt the
appropriate data packets that i ncl udes encryption/ decryption contr ol

| | | i al
wherei n vRATLoRE RIS RG B RN el e rrBE B gt o

packet |sdanpm&@&@dmﬁﬂgaymﬁﬁmu£Vdﬁa 5. A systemas recited in claim4,
wherein the video source unit is an 5 audi o/video unit arranged to provide

audi o type data packets and/or video type data packets. 6. A system as

recited in claim 5,5 whemehdveliRa iflbiaR aywﬁ%ﬁ tﬂesw@cro IsBgEGhnit R andi SPI ay
processed ones of the video data packets. . A systemas recited in

claim®, ke/wider whbarthingesd ayremde alldmdbfma 1aac:hetnbmidor wideodyrgalagr s ar r anged
to transnk% ggdlo signal s based upon processed ones of the audio data
packets. " Conput er program product for providing a packet based high
bandwi dt h copy protection, conprising:

6. A system as recited i claim 5, wherein the display unit is arranged to
display processed ones of the video data packets.
10
7. A system as recited in claim 6, wherein the display unit includes a number
of speakers arranged to transmit audio signals based upon processed ones of the audio

data packets.

15 8. Computer program product for providing a packet based high bandwidth
_copy protection, comprising:
computer code for forming a number of data packets at a video source device;
computer code for encrypting the data packets based upon a set of encryption
values that includes encryption/decryption control signals that include a Vsync, an
20  Hsync, and a CNTL3 control signal wherein when the CNTL3 signal is active, then the
corresponding data packet is encrypted and vice-versa;
computer code for transmitting the encrypted data packets from the video source
device to a display device coupled thereto;
computer code for decrypting the encrypted data packets based in part upon the
25  encryption values;
computer code for accessing the decrypted data packets by the sink device; and

computer readable medium for storing the computer code.

9. Computer program product as recited in claim 8, wherein the number of

30  data packes include some audio data packets and some video data packets.
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conputer code for form ng a nunber of data packets at a video source

devi ce; conputer code for encrypting the data packets based upon a set of
encryption values that includes encryption/decryption control signals that
include a Vsync, an 20 Hsync, and a CNTL3 control signal wherein when the
CNTL3 signal is active, then the corresponding data packet is encrypted
and vice-versa; conputer code for transmtting the encrypted data packets
fromthe video source device to a display devi ce coupl ed thereto; conputer

code for decryptin a ckets .b n the
encryption val E@as gC&ﬁ%ut r«-:pr0 é’“f%? BILER a]{nna% g“@& %’tcéﬂf%ggﬁt packets
by the si phcka®ys iseocuaﬂﬂmth:@mﬂt:lﬁﬁrdoﬁﬁdlahh& arediym for storing the conputer
code. 9. Conputer program product as recited in claim8, wherein the nunber
of 30 data packets include sone audi o data packets and sone video data
packets. 15 10. Conputer program product as recited in claim8, wherein
each of the data packets is associated with a particular control val ue
CNTL3. 1l 16 ABSTRACT- OF- THE- DI SCLOSURE Packet Based Hi gh Definition

Hi gh-bandwi dth Digital Content Protection [00331 A packet based high
bandwi dth copy protection nethod is described that
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i'ncl udes the follow ng operations. Form ng a nunber of data packets at a
‘source device, encrypting selected ones of the data packets based upon a
set of encryption values, transmitting the encrypted data packets fromthe
source device to a sink device coupled thereto, decrypting the encrypted
data packefBSEBA€H DA PBEtDLSOEOSURE encryption values, and accessing the

decrypt ed %@k@ﬁﬁ‘%éd High D éfinftiéRHigh- 65ndw1dth Dlgltal Content
Protectlon o

: [0033] A pa@ket based high bandwidth coi')y.prote._ction method is descﬁbed that ,
i;icludes the folloWing'operations. Forming a number.of data paclgets ét' a soﬁrce :
, " dév.ice, encrypting sélectéd ones of the data _paékets based upon a set of encryption
value;, transmitting the encryp‘;ed data p_ackets. fforﬁ the s'ource- device to a sink device'
Ay coupled _theretd, decrypting thé encrypted data p'ackets Based in part upon the |

e_néryption'v'alues, and accessing the decrypted data packets by the sink device.
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