METHODS, SYSTEMSAND SOFTWARE PLATFORM FOR FACILITATING

CHARITABLE DONATION PAYMENTSWITHIN ONE OR MORE DIGITAL

DONATION DEVICES

TECHNICAL FIELD

[0001] The present invention relates to a device or systemprocessing and
collecting charity donations. More particularlgetpresent disclosure relates to methods,
systems, and software platform for facilitating ityadonation payments with a digital

donation device including but not limited to a R@mhSale (POS) payment device.

BACKGROUND

[0002] Charities and religious organisations are findihghallenging to keep

pace with the ever-increasing demand for donatidiee funding gap continues to
broaden in light of large cash outlays requiredptovide instant relief in times of

environmental and humanitarian crisis. Furthermtire reduction of cash usage and shift
to cashless societies within the global economysgtes numerous challenges for
charities and religious organisations. Typicallgede organisations collect donations
through traditional methods and the majority ofsth@rganisations are yet to embark on

significant digital transformation.

[0003] Avenues for income generation via donations areedumited for charities

and religious organisations with options includiogsh collection boxes, web-based
donations, telemarketing campaigns, fundraisingiesver engaging collection agencies.
These forms of donations require a high degreauofan intervention which carries with
it higher operating costs. The cost of collectingnations rises further with the
involvement of collection agencies as they chardarites a percentage-based

commission for their services.



[0004] Many people hold the perception that a large priogorof their donation
IS not ultimately received by the charitable caiiseas intended for and criticise the lack

of transparency into the allocation of their funds.

[0005] The best opportunity that can help charities ardjioeils organisations
overcome these challenges is Technology. Charityraligious leaders think technology
will help them to innovate and find new ways tom™ore good within their causes and
communities however believe technology will chanige nature of the problems they
have address. While people are generally generonature, charities struggle to provide
in-depth engagement with donors due to a lackafspparency and engagement. Donor
engagement has continued to be through traditicoedmunication methods such as
paper-based and electronic mail. Historically, ¢hbas been low adoption of digital

technology within the charitable and religious sext

[0006] As per Charity Landscape 2019 from the Charitiesl Aoundation
(Reference: https://lwww.cafonline.org/docs/defaalttce/about-us-publications/charity-
landscape-views-from-charity _leaders-web.pdf), ¢ibstacles and opportunities facing

charity leaders are as follows.

[0007] Challenges: Income generation remains the number dmallenge for

organizations, followed by meeting the demand @&vises and reductions in funding.

[0008] Technology: Charity leaders see technology as @ldeedged sword —
nearly all think that technology will help themitmovate and find new ways to do good,
but nearly three quarters believe that technolodlyolvange the nature of the problems

that charities have to address.

[0009] Public trust: Most charity leaders think that thextsr has been badly
impacted by negative media coverage and that pefipleot understand the importance

of charities.



[0010] US Patent Application No. US20140136300 disclosegethod or process
for merchant incentivizes an account holder to makeuthorized transaction by terms
and agreement to auditably donate to the accoudehs affinity entity. In the process,
the merchant's terms may limit its donation by avaéion of navigation time between
account holder and merchant, and/or by date and @frthe transaction. The account
holder can direct the donation to one of more #ffirentities within their own
community, and/or within a community where the s@ction was physically conducted.
An account holder can also donate at the timeasfstction where the donation is paid
by the account's issuer for reimbursement as at debihe account holder's account
statement. However, this prior art is not as flexiend scalable to de use in other

environments such as in an event or at a worshgpplisice.

[0011] US Patent Application No. US20140279408 disclosescharitable
donation system that facilitates and monitors ¢ablé donation based on payment card
loyalty contributions is disclosed. A simple welsed tool that allows people to join as
members, authorize their loyalty contributions oété by payment card companies to be
used for charitable donations, and to select whidrity the member chooses to receive
the loyalty contributions. The loyalty contribut®mre provided to the member-selected
charity in the form of a pre-paid debit card whiohy only be used for direct, authorized
purchases. The charitable donation system mordgtagsanalyses the charity's purchases
and provides purchase information associated Wghcharity's purchase to the member.
The charitable donation system provides a poténtiming-term stream of contributions
which may continue indefinitely without further mber involvement. However, this

prior art is not as flexible and scalable to deinsgifferent environments.

[0012] US Patent Application No. 20050021353 discloses aatomatic bill
payment enrolment system for recurring donatiorisclvallows donors to automatically
charge charitable donations on a recurring basisa tdinancial account. In one
embodiment, the invention uses a donation portainigavarious webpages to allow a
donor to donate to all U.S. 501(c)(3) organizationsan alternative embodiment, a donor

may donate to any other desired organizations.skiseem may also incorporate a filter



for restricting monies being sent to terrorist migations. The invention also includes a
loyalty point system, wherein loyalty points may @ienated to a charity. In another
exemplary embodiment, the invention also facilgagenployee gift matching. However,

this prior art is not as flexible and scalable ¢ouse in different environments.

[0013] Any discussion of the prior art throughout the sjeation should in no
way be considered as an admission that such pties avidely known or forms part of

common general knowledge in the field.

SUMMARY

Problems to be Solved

[0014] It may be an object of the present invention tovjat® a device and system

for processing and collecting donations througigéal process.

[0015] It may be an object of the present invention tovji® a device and system
for the management of donations, donors, appeatp@gns, devices, and

charity/religious organisations and the centralistedage of donor’s information.

[0016] An object of the present invention is to providelevice or system to
enrich global communities by modernising charitafledraising to foster giving and

generosity between donors and charities.

[0017] An object of the present invention is to providewsted payment platform

for frictionless, transparent and engaged giving.

[0018] An object of the present invention is to providelevice or system that
accepts donations which are cashless and fricerdaed in particular being part of daily

life. Anyone can easily donate when they want eomently.



[0019] It is an object of the present invention to overeoon ameliorate at least
one of the disadvantages of the prior art and catimeal fundraising methods, or to

provide a useful alternative.

Means for solving the Problem

[0020] A first aspect of the present invention may rel@tea donation system

comprising:

one or more donation devices for receiving onenore electronic assets or
payments from a donor;

a server connects to the donation devices for wdity near real-time
transactions or peer-to-peer transactions with eéleetronic assets or payments and
registered the electronic assets or payments &taddse;

wherein the server is adapted to exchange théretéc assets or payments
for electronic funding and deposit the electroninding into a bank account of a charity

or religious organisation.

[0021] Preferably, the donation device comprises a haddtelice adapted to

execute an application built to communicate with skrver.

[0022] Preferably, the handheld device may be a smartdestich as a smartphone

or a tablet.

[0023] Preferably, the application is a mobile applicatoonit with Native Android
(Java), Native iOS (Swift) or Mobile Inoperable HigbTechnology such as

React.Native.

[0024] Preferably, the donation device is adapted to exegOS terminal

application for donation transactions and commuinoavith the server 16.



[0025] Preferably, the application is an Android based R&®inal application built
with Native Android (Java) or Embedded Android @gav

[0026] Preferably, the server is adapted to provide abesx-end engine using

serverless Application Programming Interfaces (ABtslt in DotNet C# technology.

[0027] Preferably, the server is adapted to render, ptesghconnect an

administrator web portal interoperable and accés&ibm an internet web browser.

[0028] Preferably, the web portal 14 comprises a web erface with back-end

logical code for allowing a user to control theveerand the donation devices.

[0029] Preferably, the web interface is built with Red&tahd serverless web APIs
built in DotNet C# technology.

[0030] Preferably, the web interface may also provideoatiend mobile responsive
web interface built in React.JS framework.

[0031] Preferably, the web application is deployed on lagotloud server, such as

Amazon Web Services (AWS) EC2 Server Instances.

[0032] Preferably, the server provides a user web pogtahlg a web interface to

allow a donor to access an electronic receipt.

[0033] Preferably, the user web portal is also adaptesgibal the electronic receipt to

the user through a short message service or amaglecmail.

[0034] Preferably, the server is adapted to communicatte administrator web

portals or user web portals through a secure sdayet protocol.

[0035] Preferably, the donation device is adapted to veceientification data of a

user or donor.



[0036] Preferably, the donation device may scan the biomieformation from a

donor for identification.

[0037] Preferably, the donation device is adapted to cciriwean identification

server or identification service to obtain donotada

[0038] Preferably, the server is adapted to provide omaare secured channels to
communicate with the donation device, donor deviaentification server or service and

financial institutions.

[0039] Preferably, one of the secured channels is an ptedtychannel using one or

more encryption keys stored in secured storagkeo$erver.

[0040] Preferably, the encryption algorithm is 256 bitsARSyptography.

[0041] Preferably, the server is adapted to store therddeat@a or user demographic
data and transaction data segregated and enciiyptadividual de-identified storage,
with dual layers of encryption, for example AWS RBX&ryption along with AES 265

data encryption.

[0042] Preferably, the storage is relational databasagéor

[0043] Preferably, the relational database is implemeated cloud service,

[0044] Preferably, the relational database comprises AWra MYSQL databases
deployed on Encrypted RDS servers with 2 bifurc&®B$ database instances for secure

de-identified data storage methods.

[0045] Preferably, the donation device and the server havdtra-safe security
processor comprising of a device kiosk mode wheetly one application may operate

at any given time. The device may be remotely contted by the server and would not



allow any user to enter the device settings oratpesther third-party applications on the

donation device.

[0046] Preferably, the donation device and the server havdtra-safe security
processor that may enforce the use of encryptdilicates for secure system boots and
device identification. The donation device and semay exchange and access data

using an API gateway authorisation with JWT tokatias.

[0047] Preferably, the ultra-safe security processor nt&yiaclude random number
generators and all the hardware blocks needednergte keys not available or accessible
to the user software.

[0048] Preferably, the donation device and the servicadapted to support
software level and hardware level encryption, @ERSA, AES, 3DES Micro, etc.

[0049] Preferably, the donation device comprises a pracess

[0050] Preferably, the processor may be a 64bits advalRt®@ microprocessor
such as ARM Cortex-A53.

[0051] Preferably, the donation device 100, 200 has a Rietgst Communication
(NFC) module to provide contactless communicatigth wther NFC devices for
electronic payment.

[0052] Preferably, the donation device comprises a higtegdpnterface to receive

one or more removable storage media or flash mesarly as an SD card.

[0053] Preferably, the device is adapted to provide argimsaction security module

that is capable of carrying out secure readingextothange of data.



[0054] Preferably, the exchange is adapted to comply Ratyiment Card Industry
(PCI) PTS 5.x, SRED guidelines.

[0055] Preferably, the donation device comprises one aemmdems for

communicating the data to a server.

[0056] Preferably, one of the modems is a WIFI modem éonmunicate with a

local network.

[0057] Preferably, one of the modems is a cellular netwooklem in which the
donation device is adapted to communicate wittsdrger of the system via cellular

networks.

[0058] Preferably, the donation device 100, 200 compisisich screen.

[0059] Preferably, the donation device may comprise a &éyp

[0060] In the context of the present invention, the wdiasmprise”, “comprising”
and the like are to be construed in their inclusag opposed to their exclusive, sense,

that is in the sense of “including, but not limited.

[0061] The invention is to be interpreted with referencettte at least one of the
technical problems described or affiliated with treckground art. The present aims to
solve or ameliorate at least one of the technicablpms and this may result in one or
more advantageous effects as defined by this spa&toon and described in detail with

reference to the preferred embodiments of the pteseention.

BRIEF DESCRIPTION OF THE FIGURES

[0062] Figure 1 schematic diagram of a donation systemordooy to an

embodiment of the present invention;
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[0063] Figure 2 schematic diagram of a donation devicthendonation system of

Figure 1,

[0064] Figure 3 schematic diagram of another donation cdevn the donation

system of Figure 1,

[0065] Figure 4 schematic flow diagram of a donation psscef an application

implemented in a donation device of the donaticsteayn of Figure 1;

[0066] Figure 5 schematic flow diagram of a purchase m®oaef an application

implemented in a donation device of the donatitesy of Figure 1;

[0067] Figure 6 a high-level Architecture diagram desamgpihe donation system of
Figure 1;

[0068] Figure 7 is a use case diagram showing an appmlicamplemented on a
handheld device such as a smart device such asastpfione or a tablet in an

embodiment of the donation system of Figure 1;

[0069] Figure 8 is a use case diagram showing anotheicagiph implemented on a
donation device in the form of a POS payment dewicen embodiment of the donation

system of Figure 1;

[0070] Figure 9 schematic diagram of an architecture oftion system of Figure 1,

[0071] Figure 10 schematic flow diagram of user loginghsip process using single

sign-on (SSO) of the donation system of Figure 1,

[0072] Figure 11 schematic Sequence diagram of the campaigl appeal sync

process of the donation system of Figure 1,
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[0073] Figure 12 schematic flow diagram of post donatiastification of the

donation system of Figure 1; and

[0074] Figure 13 schematic flow diagram of a reportingcess of the donation

system of Figure 1.

[0075] Figure 14 schematic flow diagram of a donation payimprocess of the

donation system of Figure 1.

DESCRIPTION OF THE INVENTION

[0076] Preferred embodiments of the invention will nowdascribed with reference

to the accompanying drawings and non-limiting exiasp

[0077] In one embodiment of the present invention as showiigure 1, there is
provided a donation system 10 comprising:

one or more donation devices 100, 200 for recgiwine or more electronic
assets from a donor 12;

a server 16 connects to the donation device 1@@f& conducting near real-
time transactions or peer-to-peer transactions thighelectronic assets or payments and

registered the electronic assets or payments &taddse 24;

wherein the server 16 is adapted to exchange lbetr@nic assets or
payments for electronic funding and deposit thetedaic funding into a bank account of

a charity or religious organisation.

[0078] In one embodiment, the donation device 100 as showfgure 2 comprises
a handheld device adapted to execute an applichatiinto communicate with the server
16. The handheld device may be a smart device asiehsmartphone or a tablet. In one
embodiment, the application is a mobile applicationilt with Android (Java), Native

IOS (Swift) or Mobile Inoperable Hybrid Technologych as React.Native.
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[0079] In another embodiment, the donation device 200hasvs in Figure 3 is

adapted to execute a POS terminal application fonatlon transactions and
communication with the server 16. In one embodim#re application is an Android
based POS terminal application built with Nativedfaid (Java) or Embedded Android

(Java).

[0080] The server 16 may provide a web backend engineguserverless

Application Programming Interfaces (APIs) builthotNet C# technology.

[0081] In another embodiment, the server 16 is adaptedemaer, present and
connect to a web portal 14 interoperable and attdessom an internet web browser.
The web portal 14 comprises a web user Interfach béack-end logical code for the
administrator to control the donation system 1Q@efd?ably, the web interface is built
with React.JS and serverless web APIs built in 2ot technology. The web interface
may also provide a front-end mobile responsive weterface built in React.JS
framework. In one embodiment, this web applicatisndeployed on another cloud

server, such as Amazon Web Services EC2 Servanices.

[0082] In a preferred embodiment, the server 16 providesexr web portal 300
having a web interface to allow a donor to accesslectronic receipt. The web portal is
also adapted to send the electronic receipt tauglee through a short message service or

an electronic mail.

[0083] Preferably, the web portal 14 and the user webap@®M0 are accessible

through the secure socket layer protocol.

[0084] In one embodiment, the donation device 100, 20@de&pted to receive an
identification data of a user. The donation devi@®, 200 may scan the biometric
information from a donor for identification, or @mbr may scan a quick response (QR)
code displayed on the donation device 100, 200dimtification. The donation device
100, 200 may connect to an identification serverdentification service 18 to obtain

donor data.
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[0085] In one embodiment, the server is adapted to pramdeor more secured
channels to communicate with the donation devidge 200, the banks 20 and donation

identification server or service 18.

[0086] One of the secured channels is an encrypted chaisimgd encryption keys
stored in a secured storage of the server. Ineaom®diment, the encryption algorithm is
256 bits RSA cryptography.

[0087] In one embodiment, the server 16 is adapted t@ $ter donor data or user
demographic data and transaction data segregatédeacrypted in individual de-
identified storage 22, 24. In one embodiment, dtozage 22, 24 is relational database
storage. Preferrable the relational databaseptemmented as a cloud service, such as the
AWS Aurora MYSQL databases deployed on RDS servdats 2 bifurcated RDS
database instances for secure de-identified datage methods with dual layers of

encryption.

[0088] Referring to Figure 1, User data in the GivePleggdication of the system

10 is passed to the server using 3 different ways:

(@) GivePlease API,
(b) Identification Verification Server API; and
(c) Using the SMS/Email URL.

[0089] In relation to the GivePlease API:

(a) Donors or users following a donation payment wdldble to enter their
details such as Name, Email, Mobile Number, Idgntiimber. These
manual entries are passed to the application sesreg a secured API
gateway.

(b) The API communication between the GivePlease Agpsanver 16 (in

one embodiment, the server 16 is an Amazon ECZ8eivencrypted
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[0091]

(©)
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using the SSL (Secure Socket Layer) cryptograpbyopol, along with
JWT tokenisation.

Data transferred are being encrypted using the RSWryption
algorithm. Once data is received to the applicaitias stored into the
RDS database server.

In relation to the Identification Verification Seaw18:

(@)

(b)

(©)

(d)

GivePlease application generates a QR code usintfemtification
Verification Server APl which can be scanned byrsise provide their
details.

User needs to open their Digital Identity application their smart
phone and scan from GivePlease application.

Once scanned the Identification Verification Serpesvides the user
details using secure webhooks to the GivePleadeappn server.
Identification Verification server 18 provides theicrypted data to the
server 16 which is then decrypted by the backemdesdo fetch the

details and store it securely in the RDS instance.

Using the SMS /Email uniform resource locator (URL)

(@)

(b)

(c)

If the user or donor has not provided their dethysentering their
details manually or using the Identification Vesdtion QR code, they
may enter their mobile number in the GivePleasdi@dpn and this is
communicated to server 16 to send a donation reeeishort message
service (SMS).

This SMS contains the receipt of the donation alaridp a URL to
enter the donor details.

Using this URL, the donor or user would be abladoess the web page
in an internet browser and they can enter themildeénd send it to the
server 16, these donor details are encrypted ubmdRSA encryption
algorithm.
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(d) The API communication between the server 16 anavidte portal 14 is

encrypted using the SSL (Secure Socket Layer) cgypphy protocol.

[0092] In one embodiment, the GivePlease back-end sepgication is using the
RDS (Relation Database Service) servers 22, 24h Blatabase servers 22, 24 hold

different data and are linked securely using augliggenerated ID.

(a) Transaction database server 24: This server hallistbe transaction
data of all the donations made using the applinatio

(b) User database server 22: This server holds detfadi the donors and
users in the system, this database keeps all doed®in an encrypted

format using the RSA encryption algorithm.

[0093] Charity or Religious Organisation will be providetth a Web Admin portal
14 to view details of all the donations and useosfthe backend server. Users will be

provided with Admin credentials which can only lngrated from the backend server.

[0094] All the details fetched from the backend serverwlib be done using a

secured SSL connection and RSA encryption algorithm

[0095] Referring to Figure 2, there is provide a schemdiagram of a donation
device 100. Referring to Figure 3, there is prevadschematic diagram of a donation
device 200. The donation device 100, 200 is addptedn the application-based solution
for Charity and Religious Organisations. The dmmatievice 100, 200 is adapted to:

. Reduce infrastructure costs by implementing PCI gl@ant mobile

payment solutions for Charity and Religious Orgatiss.

. Improve payment efficiencies.

. Reduce transaction costs.

. Provide a single platform that operates all citeglobally.

. Enable Real-time Domestic and International paysient

. Reduce administrative work, manual data entried, tane-consuming

reconciliations.
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. Increase donor comfort and ensure the securitypobddata.

[0096] In one embodiment, the donation device 100, 200taaderver 16 have an
ultra-safe security processor. In one embodiméetuttra-safe security processor may
have a dedicated computer-on-a-chip or micropracdss carrying out cryptographic
operations. The ultra-safe security processor Ioeagmbedded with multiple physical
security measures such that the ultra-safe sequnatyessor is tamper resistant. In
another embodiment, the ultra-safe security praressmprises secured hardware
cryptography key module such that security keysakeer exposed outside of the
hardware environment. The ultra-safe security ggsor in the donation device 100, 200
and the server 16 may enforce the use of encryjgeiicates for secure system boots
and device identification. The donation device 1) and server 16 may exchange and

access data using an API gateway authorisationVifi tokenisation.

[0097] The ultra-safe security processor may also incradeom number generators
and all the hardware blocks needed to generateri@yasvailable or accessible to the user
software. The ultra-safe security processor mayigeoe-fuse settings to control the state
of the blocks to prevent tampering through theimuafacturing and life cycle. The
donation device 100, 200 and the service 16 arptedao support software level and
hardware level encryption, such as RSA, AES, 3DESd\ etc.

[0098] The donation device 100, 200 and the server 16 havdtra-safe security
processor comprising of a device kiosk mode wheretly one application may operate
at any given time. The device may be remotely contted by the server and would not
allow any user to enter the device settings oratpesther third-party applications on the

donation device.

[0099] In one embodiment, the donation device 100, 200pciz®@s a processor. The

processor may be a 64bits advanced RISC micropocesch as ARM Cortex-A53.



-17 -

[00100] The donation device 100, 200 has a Near Field Camgation (NFC)
module to provide contactless communication witheotNFC devices for electronic

payment.

[00101] Preferably, the donation device 100, 200 comprésbgh-speed interface to
receive one or more removable storage media dn flasmory such as an SD card. In
one embodiment, the device 100, 200 is adapteddade a pin transaction security
module that is capable of carrying out secure repdnd exchange of data. Preferably,
such that exchange is adapted to comply with Payr@and Industry (PCl) PTS 5.x,
SRED guidelines.

[00102] In another embodiment, the donation device 100, 20prises one or more
modems for communicating the data to a server. @nde modems may be a WIFI
modem for communicate with a local network. In#eo embodiment, the modem is a
cellular network modem in which the donation devit®0, 200 is adapted to

communicate with the server of the system via tallnetworks.

[00103] Preferably, the donation device 100, 200 compréésuch screen. In one
embodiment, the donation device 100, 200 compadesypad. In another embodiment,
the donation device 100, 200 comprises one or n@amera and/or Scanners for
scanning images, barcodes, or carry out facialg®iton. Further, the donation device
100, 200 may comprise an in-display 2D / 3D fingens scanner for reading

fingerprints from the touchscreen.

[00104] The system 10 is adapted to provide potential domdth new opportunities

to make donations. For charity and religious orgamons, it will improve engagement
with existing and potential donors, as well as pedthe costs of fund raising activities.
The system 10 aims to empower charity and religioggnisations through increased
access to donation funding, and lower operatingscos help them directly improve the

lives of the world’s disadvantaged.
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[00105] The system 10 is adapted to be accessible to elifferser types, based on the
hardware which the users are interacting with &ed troles. In one embodiment of the
invention, the system 10 is adapted to provide mation device access and another
through a web interface. The donation device P00, in Figure 1 and the E-Donation
website 300 in Figure 9 will be used to facilitébe processing of donation payments
from donors. Charity and religious organisatiori$ lhave access to a web portal that
allow them to review the donations received andvige them with the ability to
encourage donations via push-based notificationgpp content, appeals / campaigns
and periodic updates. The overall architecturenefdystem 10 as shown in Figure 1 and
Figure 9 will be based on the model, view, conémotlesign pattern which is bundled in a
way that data is decoupled from the business lagetthe data is communicated through
the appropriate channel and can be secured bysthefuifferent types of encryptions.

[00106] In one embodiment of the present invention, pravidelonation device 100,
200 being a donation point-of-sale application-badevice. The donation device 100,
200 is adapted to implement PCI compliant mobilgnpant solutions for charity and
religious organisations. The donation device 100 is able to improve payment

efficiencies and reduce transaction costs.

[00107] The donation device 100, 200 is adapted to progidengle platform that
operates globally and able to process domestidrdgecthational payments for charitable
and religious donations. It can reduce administeatvork, manual data entries, and time-

consuming reconciliations, increase donor com#orti ensure the security of donor data.

[00108] The donation device 200 or system 10 of an embadiné the present
invention is adapted to serve two types of Stalddrsinamely:
. POS User: The end-users (Donor) who will use tladfqaim to donate
or purchase from the preferred charity or religiouganisation.
. Charity or Religious Organisation: The users wélusing the platform

to manage and view their donations, donors, apfoaafpaigns,
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terminals (Devices) reports, system users, repaemsl account

settlements.

[00109] The donation device 200 or system 10 will provide following features:

. Donation: Enable the end-user (Donors) to donateatselected
partnered charity or religious organisation as &-offi or recurring
donation.

. Purchase: Enable the end-user (Donors) to makeréhgme and can
then round up the purchase amount to $1, $5, $1ltheaound-up
amount can be donated to the charity or religiogamisation.

. Print Donation/Purchase Receipt: Enable the endsyg&®onors) to get
a printed receipt for their donation/purchase. fidezipt will be printed
once the end-users (Donor) make the donation/psecha the
application.

. Appeals/Campaigns: Enable the end-users (Donors)into their
donation amount to an appeal or campaign whichcezated by the
charity or religious organisation.

. Transaction: Enable the user (charity or religiouganisation) to view
all transactions and donations and purchase higibrthe end-users
(Donors).

. Refund: Enable the user (charity or religious orgmion) to Resend
the amount of the donation and purchase of theuseds (Donors).

. View Device Info: Enable the user (charity or redigs organisation) to
view the device information which includes basitaile such as Device
Name, IMEI Number, Model Name, Android Version, aferial
Number.

. About Us: Enable the users (charity or religiougamisations) to view
the about us content in the application.

. Terms and Conditions: Enable the users (Donors)aw the about us

content in the application.
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. Notification: Push Notification will be sent to P&yment devices for

taking various action in application to reduce nadnmteraction.

[00110] Referring to Figure 8, it provides a use case lierdonation device 200 and
the POS payment device application of an embodirmoktite device or system 10 of the
present invention.

[00111] Referring to Figure 4, it provides a donation psx250. When the donation
device 200 triggers the donation process 250, timatibn process will initiate a starting
step 251. The donation device 200 will then proiiy@ user to enter the donation
amount in step 252. After receiving the amourg, dbnation device 200 will prompt the
user to select the donation frequency. The usesebatt either a one-off donation in step
254 or a recurrent donation frequency such as sisclveekly, fortnightly, monthly,

quarterly or yearly in 256.

[00112] Then, the donation device 200 will ask the usetafm swipe, or insert the
payment in step 258. In one embodiment, the donatevice 200 has similar hardware
as the device 100. It may receive the paymenutiirdNFC communication with a credit
or debit bank card or mobile device. The donatlemice 200 may also scan a payment
barcode or QR code for payment from the user’strleic wallet or may also present a
payment barcode or QR code on the screen for thietascan with their mobile device
to make a payment from the user’s electronic wallet another form of donation, the
user may enter a code for the device to obtainlactrenic asset or payment from

another platform.

[00113] In the next step 260, the donation device 200 wilhmine the donation

frequency status entered or selected previouslgtaps 254, 256. If the donation
frequency is set to recurrent in step 256, the tlemaevice 200 will seek and verify the
security code (CVV/CVC) from the user in step 262donation frequency is set to one-
off in step 254, or the secured code is verifie@®2, the donation device 200 will then

process the payment in step 265.
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[00114] The payment process 265 may be dealt with intgrivaith the server 16 of
the system 10, or through a financial institutiacts as a payment processing bank 20.
The donation device 200 will then check whetherghgment is completed in step 266.
If the payment is incomplete, the donation devi@® 2vill jump back to step 258.
Otherwise, the donation device 200 will move t@ps268 to check whether the donor is a
new donor. The device 200 will check server 16 ieddonor database 22 in Figure 1 to
determine whether the donor record exists. If tagngent token of the user’s credit or
debit bank card, electronic wallet or mobile devicem the donor database 22 is the

same, the donor already exists and the donatioice&l@@0 will proceed to step 274.

[00115] If there is no donor record, the donation devic@ @@l present to the user to
enrol either by enrol the donor manually 270 optigh the user scanning the QR code
271a presented on the donation device 200. In Zi€pthe user may enter the donor
information such as their mobile number, email, eaand identity number to the
donation device 200. In step 271a, the donationcde200 presents on screen a unique
QR code, whereby the user can scan with their raatslvice. In step 271b, the user’s
mobile device upon scanning the QR code will laulchhird-party digital identity
application to confirm and verify their identificah. Upon the user confirming their
identity on their mobile device, the identificatiearver 18 in Figure 1 sends the donor’s
information to server 16 in Figure 1 such as tin@me, mobile number, email, address,
date of birth, identity number, among other dathe donation device 200 is adapted to
communicate through server 16 in Figure 1 to fehit donor information from a third-
party identification server, service or databasenlf@gure 1. In step 272, this donor data

is then saved as a donor record in the donor de¢a®Zin Figure 1.

[00116] Then, the donation device 200 will prompt userssadect an appeal /
campaign in step 274. If the donor wants to sedectppeal / campaign, the donation

device 200 will display the appeal options for tiser to select in step 276.

[00117] If the donor does not wish to select a particureal / campaign in step 274,
or after the user selected an appeal in step Bécjanation process 250 will end in step

278. The donation device 200 will then returth® ready mode for the next trigger.
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[00118] Referring to Figure 5, it provides a purchase pe@80. When the donation
device 200 triggers the donation process 280, tmatibn process will initiate a starting
step 281.

[00119] The donation device 200 will then prompt the useretter the purchase
amount in step 282. The purchase amount is theuatmaf money of the purchased
goods and services either from the charity or i@lig organisation or from a third party
such as a merchant. In one embodiment, the dondévice 200 may be integrated with
a POS system and fetches the purchase amount frenP®S system. In another
embodiment, the donation device 200 may be intedrafth a sale system of goods and
services from the asset pool of another party.sédeh, a user may donate an electronic
asset, such as NFT or cryptocurrency, and anog®rmay purchase such an asset from
the system 10. The donation device 200 will thetolf the purchase price from the sale

system.

[00120] After the device enable the end-user (Donors) t&artae purchase in step
282 and the donation device 200 can round up thehpse amount to a $1, $5, or $10
increment so the round-up amount can be donatactharity or religious organisation in
step 284a, 284b and 284c. The donation devicelsarahlow the donor to enter a custom

donation amount to be donated a charity or religiowganisation in step 284d.

[00121] Then, the donation device 200 will calculate tmafipurchase price based on
both the purchase amount and the donation amoundliaplay the final price along with
other payment details on the donation device 20Gtep 285. The user may then

proceed or amend the payment details.

[00122] The donation device 200 will ask the user to tapps, or insert the payment
in step 286. In one embodiment, the donation @&e2@0 has similar hardware as the
device 100. It may receive the payment through MB@&munication with a credit or
debit bank card or mobile device. The donation d=\@00 may also scan a payment
barcode or QR code for payment from the user’strleic wallet or may also present a
payment barcode or QR code on the screen for thietascan with their mobile device
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to make a payment from the user’s electronic wallet another form of donation, the
user may enter a code for the device to obtainlactrenic asset or payment from

another platform.

[00123] The payment process 288 may be dealt with intgrivaith the server 16 of
the system 10, or through a financial institutiocts as a payment processing bank 20.
The donation device 200 will then check whetherghgment is completed in step 290.
If the payment is incomplete, the donation devi@® vill jump back to step 286.
Otherwise, the donation device 200 will move t@p<262 to check whether the donor is a
new donor. The device 200 will check server 16 ieddonor database 22 in Figure 1 to
determine whether the donor record exists. If thgngent token of the user’s credit or
debit bank card, electronic wallet or mobile devicem the donor database 22 is the

same, the donor already exists and the donatioic&l@®@0 will proceed to step 298.

[00124] If there is no donor record, the donation devic@ 2@l present to the user to
enrol either by enrol the donor manually 294 optigh the user scanning the QR code
295a presented on the donation device 200. In 2%dpthe user may enter the donor
information such as their mobile number, email, eaand identity number to the
donation device 200. In step 295a, the donationcde200 presents on screen a unique
QR code, whereby the user can scan with their raaelvice. In step 295b, the user’'s
mobile device upon scanning the QR code will laulchhird-party digital identity
application to confirm and verify their identificah. Upon the user confirming their
identity on their mobile device, the identificatiearver 18 in Figure 1 sends the donor’s
information to server 16 in Figure 1 such as tin@me, mobile number, email, address,
date of birth, identity number, among other dathe donation device 200 is adapted to
communicate through server 16 in Figure 1 to fehit donor information from a third-
party identification server, service or databasenlfBigure 1. In step 296, this donor data
is then saved as a donor record in the donor ds¢aba in Figure 1. Then the purchase
process 280 will end in 298. The donation devi@dé &ill then return to the ready mode

for the next trigger.
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Referring to Figure 6 and Figure 7, the applicabbran embodiment of the

device or system 10 of the present invention haeettypes of Stakeholders namely:

[00126]

[00127]
features:

Mobile App User: Will use the platform to donate @& charity or
religious organisation.

Admin: Will use the platform to view and manageaiboarded charity
and religious organisations, donation devices, esgstonfigurations
and settings and App Users.

Charity or Religious Organisation: Will use the tfidam to view and
manage one-off and recurring donations, refunds,nodn

appeals/campaigns, reports, and account settlement.

The system 10 of the present invention has two nméémfaces:

Mobile Application to run on a donation device 1@00: The mobile
applications will be developed on both Android a@bE platforms
which will be used by the end App user such as Boaad Charitable
or Religious Organisation staff.

User web portal 300 or donor web portal 300 or eadion platform
300: The web platform will be accessible to twoeypof users - 1.
Administrator 2. Charitable and Religious Organgsa 3. Donors.

The device or system 10 of the present inventidhpeovide the following

Donation: Enable the end-user to donate to a peefecharity or
religious organisation.

Bank Transaction Management (User): Enable theused-to view all
their bank/card transaction history and round upirtheveryday
transactions to donate the rounded up amount toagtg or religious
organisation.

News Feed Management: The charity or religious rusgdions will be

able to add news and send notifications to theus®ad-
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Transaction Management (Charity): The charity orligieus
organisation can view the total donations they hraceived.

Charity Management: Admin can add, edit or remobarities or
religious organisation.

Appeal / Campaign Management: The charity or religiorganisation
can add appeals or campaigns to raise donatiorspémific causes.
Reports: Admin and charity or religious organisasiowill be able to
view dynamic reports related to app usage, donatieceived, donation
categories and time-series comparisons.

Cause Management: Admin can add, edit and remaweesand assign
them to a selected charity or religious organigatio

Account Settlement Management: Donated amount dholoé
automatically settled into the accounts of the ithaor religious
organisation based on specific settlement rulegiametbound triggers.
Notification Management: custom push notificatioessaging sent to
donors through push notifications, SMS or emaileblasn charity or
religious organisations a donor has marked as auféte, donated to
previously, or causes they have supported.

Donation Tier Management: Multiple donation tiemsdaassociated
benefits specific to charity or religious organisas to allow donors to
reach tiers based on donation history to availeetye benefits.
Platform CMS: Charity or religious organisation rgs¢éo modify the
contents such as images, video and text of theectisp E-Donation
platform then displayed to donor users.

Device Management. Admin can manage and set pasesndor
multiple donation devices 100, 200 and manage #y@ogment of
applications to donation devices 100, 200 and thaent displayed
within the applications.

Recurring Payment Management: Automatically trigties deduction
of a donation payment using the storage token @fditmor’s credit or

debit bank card based on their recurring donatsecsion.
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. Donor Management: Charity or Religious organisatisers can view
and manage a donor’s information, their recurriryrpents, stored
payment methods and process payments refunds.

. Purchase Management: Charity or Religious orgadoisatisers can

manage and view reports of purchases and rounawgtions.

[00128] The device or system 10 will be secured using iplelecurity channels:

. SSL Encryption: SSL (Secure Sockets Layer) is thadard security
technology for establishing an encrypted link betwva web server and
the client. This link ensures that all data padssttveen the web server
and the client remains private and integral.

. AES Encryption: Advanced Encryption Standard, or SAEs a
symmetric block cipher used to protect classifiatbrimation and is
implemented in the software to encrypt sensitiia.da

. AWS Encryption: Amazon Web Services (AWS) RDS epteyg DB
instances use industry standard AES-256 encrypélgorithm to
encrypt data on the database server. AWS RDS haadignentication
of access and decryption of data transparently avitlinimal impact on

performance.

[00129] Donor, Transaction and Charity or Religious Orgatiosn Data will be
securely stored on the Cloud Database Server édti®jencryption.

[00130] In one embodiment, the server 16 comprises anagtan programming
interfaces (API) manager which will access the diatm the Cloud Database Server 22,
24 and provide it to all types of users using SScused connections and JWT
authentication. The types of APIs will be as folow

. Donation API

. Appeal / Campaign API

. Cause API

. Transaction Summary API
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. News Feed API

. Recurring API

. Purchase API

. Charity / Religious Organisation API
. Reports API

. Settlement API

. Dashboard API

. Notification API

. Device Management API

. CMS API

[00131] In one embodiment of the present invention, thergrovided an online

donation system 10 that provides a new digital okarfor charitable or religious

organisations to engage with donors. The applinatiaplemented in the system 10 is
adapted to provide greater exposure to charitablesligious organisations and their
causes through the intuitive interface of an appln. The system 10 of the present
invention will create new opportunities for usessitake regular and one-off donations to
charitable or religious organisations of their deoand enjoy greater visibility over the
use of their funds. The system 10 can reduce tle@atipg costs associated with the
collection of funds by minimising the extent of haimintervention in the process of
raising donations. The GivePlease Platform embraa@sbile-first approach whereby it
provides an engaged digital marketplace betweerordoand charitable or religious

organisations.

[00132] At its core of the system 10 of the present invemti provided is an online
donation platform for charitable or religious orgations offering multiple ways in
which users are able to make one-off or recurriogations. Users of the system 10 of
the present invention will be able to choose wiulhritable or religious organisations or

appeal / campaign they would like to make donatitmsas well as receive ongoing
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updates and engage with these charitable or rabgarganisations in real-time via the

platform interface.

[00133] The system 10 of the present invention is adaptecedeive donations via
distinct channels — Mobile App, POS Payment Dewnd Web E-Donation Platform.
The platform makes the process of charitable givengassive component of their
lifestyle by providing them the opportunity to makmall donations without adjusting
their spending habits or behaviour. In one embodimthe system 10 is adapted to
provide functionality such as rounding up to thanest dollar on payments at point-of-
sale and donating the difference between the ralrated original amount to the

nominated charitable or religious organisationappeal / campaign.

[00134] Overall the system 10 of the present invention depted to encourage
ongoing, sustainable change on domestic, regiondl global levels. The system 10
greatly improves the visibility of charitable or liggous organisations and their
accessibility to funding as an on-demand servia thtegrates seamlessly with the

user’s lifestyle.

[00135] The system 10 of an embodiment of the present tiorenis adapted to

support almost all types of charitable or religimagises. Charitable or religious causes
refer to the principles a charity or religion stanfbr. This specifies the aims and
objectives charitable or religious organisationsnivéb achieve and the cause they
support. Users will be able to align with charitaldr religious organisations which

support the same causes of importance to thenonénembodiment, the system 10 is
adapted to convert the nature of the donation for oharitable or religious cause to

another charitable or religious cause through #expo-peer transaction.

[00136] In one embodiment, the system 10 supports custosh potification
messages that are sent to donors based on thetyChiaRReligious organisations they

have marked a favourite, donated to, or causeshaeg indicated support for.
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[00137] In another embodiment, the system 10 is adaptegrawide automatic
Settlement Functionality that will settle the aggted donation amounts based on
defined time-periods to charitable or religiousamgations based on donations from all
donors who donated to that specific charitable eligious organisations or

appeal/campaign.

[00138] In one embodiment, the system 10 supports all mpgyment processes,
including bank transfer, payment by credit cardynpant by debit card, payment from
bank accounts, Apple Pay, Google Pay and digitdletvéransactions for accepting
donations. In another embodiment, the system hdapted to collect donations of other
assets, such as non-fungible tokens, cryptocurremuicrotransactions of other
applications, or other in-app assets. The syst@nmaintains one or more pools of
electronic assets or payments for peer-to-peesacions to reduce immediate person

transaction costs.

[00139] The system 10 of the present invention is adaptegrovide a secured
payment process. All card numbers are encrypted disk with high grade encryption,
such as AES-256 and then securely transmitted éoPdwyyment Processing Bank 20,
where the Bank 20 processes the payment and peoaidsique token for the specific
card or payment method. Once the unique tokerhfocard or payment method has been
received, the encrypted card data is deleted, lmdnique token is stored in the database
in the donor’s record. No card number data is etered in the database. Supported
infrastructure for storing and transmitting uniqie&ens runs within separate hosting
infrastructure, and doesn’t share any credentidlls gateway primary services. In one
embodiment, the transaction is recorded on a npuediated distributed ledger in a

blockchain structure.

[00140] The system 10 of the present invention is adamtedake sure that incentives
are generous and easy to claim, equally availalstesa charitable or religious causes and
simple to understand. As such, people from alksvaf life are encouraged to give to a

targeted range of charitable or religious causesdban their donation behaviour.
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[00141] The system 10 will be rewarding donors with freéexsf from Corporate

Organisations (Corporate Partners) based on cettaiation milestones being achieved
by each donor. The awards can be selected fronpdbkof electronic assets such as
offers, discounts, or vouchers that are donatedCbyporate Partners. In another
embodiment, the user may purchase the award witisa@unted price and the income

will, in turn, become another donation.

[00142] One application implemented in the system 10 ofearbodiment of the
present invention is integrated with Social Mediafprms for easy sharing of donation
events on the news feeds of users and charitableligious organisations on social

media platforms such as Facebook, Instagram, Tiwétel others.

[00143] The system 10 of the present invention may incafgoa highly secured
gateway to user’s financial accounts to fetch w@atisns daily from the user's banking
and credit accounts. The end-customer shares Qraldenith the gateway via a secure
TLS channel. The gateway encrypts the Credentiéls a public key, using RSA and
AES 256 bit, and then sends this to the CredeBtiadage. Credentials Storage encrypts
the credentials once more and creates a uniquetimeeToken which is sent to the
gateway. Then finally the gateway starts the fetghof data from the user’s linked

financial institution.

[00144] In another embodiment, the system 10 of the prasgantion system will be

integrated with Machine Learning Algorithms for e@ehining User’s Financial Donation

Capacity. It will analyse the daily transactionsusier’'s linked financial accounts and
through the use of machine learning will determihe user’'s income levels and their
expenditure to autonomously and predictively sugdesation amounts most suited to
their financial capacity. The purpose of this maehiearning integration is to increase
the overall amount of donations raised for chal@aiy religious organisations that most

suit a user’s aligned causes.

[00145] The application implemented in the system 10 of phesent invention is

adapted to convert everyday banking transactiots donations by rounding up the
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purchase amount of each transaction to the neatese currency unit when they link it
to their financial accounts. These small donatiaresthen aggregated and donated to the
charitable or religious organisations (nominatedaarsation using our application) of
their choice. Donors can set a daily limit for howch they want to round up and create
as many roundup accounts as they have financiauats. They simply set it and forget
it. Roundups occur automatically with every tramigec This helps eliminate donor

fatigue for both the donor and charitable or religi organisations.

[00146] The system 10 is described as an innovative phattbat allows end-users to
make automated transactions to partnered charitableligious organisations of their
choosing via a seamless user interface accessibdeuser's smartphone. The system 10
incentivises donations by offering rewards, offersrouchers to users and allowing for
partnered corporate organisations to share comiéimusers to increase engagement. The
system 10 of an embodiment of the present invensiadapted to provide a platform that
embraces a mobile-first approach whereby it pravide engaging digital marketplace

between donors and charitable or religious orgéioizs

[00147] Preferably, the system 10 will improve the endtd-aiser experience of
making charitable or religious donations througpeasonalised mobile experience. The
intended outcome of this is better engagement letweharitable or religious
organisations and their donors, resulting in moo@ations being received to further
support charitable or religious organisations iairttendeavours. The system 10 of an
embodiment will achieve this by listing only validd charitable or religious
organisations, automating reporting, integratinghwsocial media, providing tax-
deductible receipts for micro-donations and featiitg mobile giving, which will all

improve the user experience for the donor.

[00148] The system 10 of the present invention providelstigom for Donors to give

with ease and provide them with incentives for dimgato charitable or religious
organisations of their choosing. The system 10Is® adapted to provide real-time
integration with charitable or religious organisat information technology systems.
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[00149] The system of claim 10 is able to clearly undexdtahe twelve (12)
charitable purposes set out in the Charities Ad32({Cth) (section 12(1)) Australia).
These are the purposes of:

a. advancing health, education, religion, cultureamial or public welfare
b. promoting or protecting human rights, and

c. other purposes beneficial to the public.

[00150] The system 10 will ensure good governance by besigsparent about the

amount of donations received and disclose the ailoe of funds to build public trust.

[00151] The system 10 will enable ranking algorithms tdotathe content of the
application, for example, charitable or religiouganisations and appeals / campaigns.
The application will be showing various categorissch as last visited, last donated,
favourite charitable or religious organisationgtéteed charities, among others. This will
increase the user’s involvement in the applicatind determining the allocation of their

donations.

[00152] The system 10 may also include the following feztiNews Feed - this will
show information from the charitable or religiouganisations the user is following and
donating to, providing insight into the usage ditldonated funds and other updates. In
one embodiment, the system 10 will recognise anld loa traditional forms of giving to

perpetuate a culture of giving that leverages trengths of the local context.

[00153] The system 10 of an embodiment of the present trorers adapted to enable
charitable or religious organisations to collea ftnd for instant relief in any emergency
or immediate situation such as natural calamitidie system 10 may also be configured
to allow users to link their financial accountsrémnd up their daily transactions to the
nearest dollar increment to be donated to chadtablreligious organisations facilitating

the donation of effectively digital loose change.
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[00154] In another embodiment, the system 10 may enablétable or religious

organisations to push notifications to the mobi®mes of users who have donated to
them in the past or actively following them. Thisables the charitable or religious
organisations to directly engaging with its donors a personalised level for specific

fundraising appeals.

[00155] In another embodiment of the present inventionststem 10 is described as
an innovative payment and software platform wheredrglholders/consumers can donate
to a charity of their choice at merchant store fioces such as Food and Beverage
Outlets, Health Providers and the like, known as @ivePlease In-Store Platform.
Cardholders/consumers (‘Customers’ or ‘Donors’) camnd up their bill at a merchant
location (Merchant) to make automated donation pntransactions to partnered
charitable or religious organisations via a seasier interface accessible on a donation

device 200 by using a credit or debit card, elestravallet or mobile device.

[00156] An embodiment of the system 10 allows Merchantsoltect payments from

their customers for their goods and services @Restaurant Bill) and provides their
customers the ability to round-up their bill to tblesest $1, $5, or $10 increment or a
custom amount to be donated to any charity orgaorsaegistered with the GivePlease

In-Store Platform.

[00157] The payment for the merchant’s product or serviaed the charitable

donation is collected through a single tap, swip&lop payment transaction similar to
how payments are accepted via credit card or @abit from the donation devices 200 of
the present invention. The GivePlease softwardicgtion resides on the donation
device 200 and connects to global banks for fatitiy electronic payment transactions
and into GivePlease’ back-end web portal 14 (hosti¢lin a cloud hosted environment)
to communicate all payment and user interactiom,da&ndle the distribution of funds
and reporting to merchants and charitable or wligi organisations, dispersal of
electronic receipts for customers/donors and aggeelgdata mining for machine learning

algorithms to improve donations and donor and thangagement.
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[00158] The GivePlease In-Store Platform is engineered thighdonation device 200
of the present invention deployed at Merchant locatwhereby it provides an engaged
digital marketplace between donors and charitielittted by merchants to allow donors
to donate to charities of their choice in the daation of their choice with the
convenience of carrying out the donation in a ptalsstore when they are visiting a

merchant location.

[00159] At the end of the payment and donation transactiba, customer/donor

receives a printed payment receipt for both thechsent’s products or services and the
charitable donation to be used for tax deductiorppses. The customer/donor has the
ability to receive an SMS receipt with a web linkeveby they can view their charitable
donation receipt as a secure web page from a mulake browser that can be printed,
saved for later, forwarded onto a recipient emad &e ability for the donor to record

their specific details such as mobile number, ene file number and other details to be
sent securely to the charitable or religious orgaimns. Further to this, a unique QR
code is produced and printed on the physical donatceipt whereby donors can scan

the QR code to view the electronic donation receiphe same state as above.

[00160] The system 10 described in Figure 1 of an embodinoénthe present

invention is adapted to improve the donors’ expe@eof making charitable and religious
donations through a donation device 200 when theyaying for a merchant’s products
or services and are physically shopping or dinibgnarchant locations. The intended
outcome of this platform is providing better accdéss charitable donations, better
engagement between charitable or religious orgaorsa and donors, and increased
donations received to further support charitabler@igious organisations in their
endeavours. The system 10 will achieve this bynljstonly validated charitable or
religious organisations, automating reporting fathbmerchant (their sales) and the
charitable or religious organisations (their dooiadi), integrating with social media, and
providing tax-deductible receipts for micro-donatp to improve the overall user

experience for the donor.
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[00161] In one embodiment, the system 10 is also adaptéalctlitate the electronic

payment (credit card or debit card such as Visastdtaard, American Express, China
Union Pay, JCB, etc, or electronic wallets suciAl#Bay, PayNow, WeChat Pay, Google
Pay, Apple Pay or GrabPay) with a donation devi@@ @sing the Payment Application
of the present invention and accepts payments frostomers on behalf of merchants

and any donation amounts from donors on behalhafitable or religious organisations.

[00162] In one embodiment, the GivePlease back-end ser@eraudtonomously
analyses the payments data and the funds receit@dhie GivePlease Bank account 20;
and distributes and settles the merchant’s salésfless any processing fees) through an
automated settlement process to the merchant'snaded bank account based on their
payment volumes accepted through the Payment Agiic on the donation device 200

on a daily basis.

[00163] Furthermore, the GivePlease server 16 autonomoasiyyses the micro-

donation payments data, consumer/donor registratietails, the consumer/donor’s
charity selection data and the donation funds veckinto the GivePlease Bank account
20; and distributes and settles the aggregated tidondunds through a monthly

automated settlement process to the charitableelazious organisations’s nominated
bank account based on the aggregated donation eslwaocepted from all merchant
locations through the Payment Application on thaalimn device 200 on a periodically

basis (e.g. monthly, quarterly, etc).

[00164] Within the system 10 of an embodiment of the pregerention, if a donor
enters any specific details regarding themselveb sis mobile number, email, name or
the like at the time of donation from the donatitavice 200 or after a donation has taken
place through the secure web page accessed fro@Mh or QR code receipt, the
GivePlease back-end server 16 automatically captanel links this data to the credit
card or debit card used for the donation — the demmayment card. Next time a donor
visits either the same or different merchant laratwith the GivePlease In-Store
Platform, the donor does not need to enter theilSSbt a receipt. If a donation is

processed using the same credit or debit cardGiliePlease back-end server 16 will
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automatically send the donor an electronic recegtheir nominated electronic contact

details such as their mobile number or email.

[00165] The system 10 of an embodiment of the present trweintegrates directly
into the charitable or religious organisations’skaffice information technology such as
their CRM or ERP systems or the web portal 14 m-tiene for donation and donor

reporting.

[00166] The system 10 of an embodiment is adapted to ti@eldata aggregation and
through analysis leveraging methods of data mi@nd machine learning, the system
will be able to ascertain and clearly understaral ttends of charitable causes as each
charitable organisation onboarded onto the Givedelel-Store Platform will be
categorised with their primary charitable causgurpose including but not limited to
advancing health, education, religion, culture,cigoor public welfare; promoting or
protecting human rights, environment, animal welfardisaster relief, poverty,

underprivileged, disability, and other causes herafto the public.

[00167] In one embodiment, the system 10 is adapted taemggod governance by
providing transparency with respect to the amotictomations received and disclose the

allocation of funds to charity organisations tolthygublic trust.

[00168] The system 10 recognise and build on traditionam$o of donating and

giving to perpetuate and foster a culture of givimighin a social setting such as at a
merchant location (i.e. when dining out with frisndnd family) and leverages the
strengths of local context by connecting to lochhritable or religious organisations

within specific markets.

[00169] In a preferred embodiment, the system 10 is adapteshable charitable or
religious organisations to collect donation fundstantly for specific appeals in any
given emergency situation such as natural calasnitee earthquake, tsunami, bushfire,

etc.
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In one embodiment of the present invention, theesyslO can be achieved

utilising payment data security with the followifeatures developed and implemented

within the GivePlease software application residesthe donation device 200 and the

connectivity to global banks 20 for facilitatingcaprocessing payment transactions and

into GivePlease' back-end server 16:

[00171]

Ultra-Safe Security Processor;

NFC Contactless Certified;

Support RSA, AES, 3DES Micro;

PCI PTS 5.x, SRED; and

ARM Cortex-A53 is one of the first two microarchitares implementing the
ARMvV8-A 64-bit instruction set.

The system 10 of an embodiment of the present thvers adapted to

provide Merchants with an application-based POSn@ay solution to assist them:

[00172]

* Reduce infrastructure costs by implementing PClmant mobile
payment solutions for merchants.

* Improve payment efficiencies

* Reduce transaction costs

» A single platform that operates globally

» Enables International payments

* Reduce administrative work, manual data entried,teme-consuming
reconciliations

* Increase customer comfort and ensure the securiystomer data

Referring to Figure 6, this provides a high-levelexview of all the

components that will be involved in building an edbnent system 10. These

components include internal/external APIs and camepts that the platform will interact

with to send/receive data to achieve the requirésn@entioned.
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[00173] The user web portal 300 and e-donation websitevdD®e the public-facing
platform where the users would be able to donateataharitable or religious
organisations through a web interface through gg#ngwonations, donations to causes,
appeals or campaigns, adoption of physical itenth sas artworks or animals, and
joining patron programs. The user would be recgibenefits for these donations as per
the rules and regulations of charitable or religiooganisations once the user registers or

signs up on the platform.

[00174] The administration or GivePlease portal 14 will peovided to the
Administrator of the charitable or religious orgsations to access reports of donations,
transactions and handle the data on server 16 asimgouilt content management system
(CMS).

[00175] In one embodiment, GivePlease platform refers éohtbart of the complete
system 10 which holds various components includiayerless APl and database and
the internal components that interact togetherddopm different tasks related to the

payments, settlement payouts, etc.

[00176] The identification server or services 18, is adateprovide trusted digital
identities for easy and secure access to thirdsmggrternment and private sector verified
data of a donor. Users can log in utilising theigitdl identity from third-party
identification server or services 18 and GivePlease access authenticated and verified

data about a donor.

[00177] Referring to Figure 14, shows the sequence of evdrdt occur in the
processing of a donation payment. The Bank 20 coepois a major part of the
GivePlease system 10 which allows the applicationatithorise payment for the
donations completed by the donor using their debitard, Apple Pay, Google Pay,
AliPay, GrabPay, PayNow or other payment methodseMease is an authorised
partner with a bank 20 to accept payments usingetheethods. GivePlease does not hold

any card information of the user but rather a uaitpken linked to the payment card or
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account held specifically by the bank 20. The sysi® only holds the last four digits of

the card and their expiry dates.

[00178] In one embodiment, the system 10 is adapted tawallee charitable or
religious organisation to handle all the user anfibation using the Single Sign-on
(SSO) authorisation layer, this allows the appimato validate the authenticity of the
user and allow them to use the application. Givastdewill integrate with the existing
SSO system of the charitable or religious orgaiueaind allow the user to use the user
web portal 300. Preferably, the authenticatiothef charitable or religious organisation
is handled by the identification server/serviceot&SO engine. The SSO capabilities are

not universal to all embodiments in system 10.

[00179] Using the SSO Integration, the donor will be aldeperform login/signup
operations from the user web portal. Figure 10 shthe flow for both User Login and

User Signup processes.

[00180] Users having an existing account on the charitableeligious organisation
website will be able to login to the user web ploatad perform various actions such as
viewing donation history, adopted physical items éimeir patron program tiers. With
the SSO login/signup page, users will be allowedetgister themselves into the system

and be allowed to login into the E-Donation platfiosf system 10 as well.

[00181] In one embodiment, the charitable or religious oigmtion provides an
Appeal / Campaign API to integrate with the GiveRBke system 10 of the present
invention. As such, GivePlease system 10 will benmunicating with the Appeal /
Campaign APIs provided by the charity or religicarganisation to pull public access
information. GivePlease system 10 is adaptedvokie Appeal / Campaign API for the
first time (post-launch) to sync all the appealampaign information available in the

charity or religious organisation system.

[00182] Furthermore, after every donation transaction,GhePlease system 10 will

sync the transaction data with the charity or relig organisation. GivePlease system 10
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may be configured to run background jobs regulatlg predetermined time to sync the
information with the charity or religious organiest system. Figure 11 shows the
sequence of events that occur in the Appeal / CeynpaPI with a charity or religious
organisation that have created appeals or campdghthe sequence can also be used by
other charity or religious organisation dealinghwihe adoption of different physical

kinds of products, assets, and commodities suehntasrk or animals.

[00183] Once the user completes the donation payment motes GivePlease

system 10 will sync the transaction and donor imfmtion to charity or religious

organisation server directly. This sync will contdhe payment information and the
donor information collected from the identity sarveservice 18 or manual enrolment.
This API will be exposed to the charity or religioorganisation to sync the required
information to the charity or religious organisati®ystem and the server 16.

[00184] In case, the charity or religious organisation aystis unable to
acknowledge the API success, the GivePlease sylenill retry to sync the transaction
and donor information again at a predetermined .ti@igePlease system 10 will run a

schedule and will try to send transactions on by desis as shown in Figure 12.

[00185] The GivePlease system 10 will prepare periodionionel reports for donor
and donation information and make them availableHarity or religious organisation
back-end systems, enterprise resources planningB)(BRfinancial system. These reports
will be uploaded by GivePlease system 10 to a seseecured transfer file protocol server
where the charity or religious organisation’s backt systems, ERP or financial system
can upload them into their respective databasecbgsaing them using the secure SFTP
Key.

[00186] These reports include donor information such asejaemail, mobile
number, identity number, address, date of birthlectdd from different sources
(identification server / services 18, manual eneiin SSO) and donation payment
information such as amount, currency code, modeayiment, and all other relevant
information.
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[00187] An email will be triggered to charity or religiowsganisation’s points of

contact notifying the list of all the unsynchrordsgansactions and donor information
with details of the error received from the charmiy religious organisation back-end
server. This data can be used by the charity @ioelk organisation’s team to resolve the

APl issue to allow GivePlease system 10 to syrghasvn in Figure 13.

[00188] GivePlease platform of the system 10 of one embedins adapted to
provide encryption and secure communication of isgasinformation. The platform
ensures data sent between applications, servatsstared third-party APIs are always

encrypted.

[00189] Although the invention has been described with regfee to specific
examples, it will be appreciated by those skilladthe art that the invention may be
embodied in many other forms, in keeping with theald principles and the spirit of the

invention described herein.

[00190] The present invention and the described embodinspatsifically include the
best method known to the applicant of performing itivention. The present invention
and the described preferred embodiments specifiaalude at least one feature that is

industrially applicable.
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CLAIMS:

1. A donation system comprising:

one or more donation devices for receiving onenore electronic assets or
payments from a donor;

a server connects to the donation devices for wdit) near real-time
transactions or peer-to-peer transactions with dleetronic assets or payments and
registered the electronic assets or payments &taddse;

wherein the server is adapted to exchange thér@héc assets or payments
for electronic funding and deposit the electroninding into a bank account of a charity

or religious organisation.

2. The donation system of Claim 1, wherein the domatlevice comprises a

handheld device adapted to execute an applicatidntd communicate with the server.

3. The donation system of Claim 2, wherein the hardideliice may be a smart

device such as a smartphone or a tablet.

4. The donation system of Claim 3, wherein the appbcais a mobile
application built with Native Android (Java), NaivOS (Swift) or Mobile Inoperable
Hybrid Technology such as React.Native.

5. The donation system of Claim 1, wherein the domatievice is adapted to
execute a POS terminal application for donationgaations and communication with the

Server.

6. The donation system of Claim 5, wherein the appbecais an Android based
POS terminal application built with Native Andrdighva) or Embedded Android (Java).
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7. The donation system of any one of Claims 1 to 6ereim the server is
adapted to provide a web back-end engine usingedess APIs built in DotNet C#

technology.

8. The donation system of any one of Claims 1 to 7emneim the server is
adapted to render, present and connect an adratoistweb portal interoperable and

accessible from an internet web browser.

9. The donation system of Claim 8, wherein the wettghd4 comprises a web
user Interface with back-end logical code for alloyva user to control the server and the

donation devices.

10. The donation system of Claim 9, wherein the welerfate is built with

React.JS and serverless web APIs built in DotNeteCknology.

11. The donation system of Claim 10, wherein the weterface may also

provide a front-end mobile responsive web interfait in React.JS framework.

12. The donation system of Claim 11, wherein the watliegtion is deployed on
another cloud server, such as Amazon Web ServidatS] EC2 Server Instances.

13. The donation system of any one of Claims 1 to 1Berein the server
provides a user web portal having a web interfacalow a donor to access an electronic

receipt.

14. The donation system of Claim 13, wherein the ussly portal is also adapted
to send the electronic receipt to the user thraughort message service or an electronic

mail.
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15. The donation system of any one of Claims 1 to thé,derver is adapted to
communicate with administrator web portals or wseb portals through a secure socket

layer protocol.

16. The donation system of any one of Claims 1 to 1benain the donation

device is adapted to receive identification data aser or donor.

17. The donation system of any one of Claims 1 to 1Ber&in the donation

device may scan the biometric information from aatdor identification.

18. The donation system of any one of Claims 1 to liermin the donation
device is adapted to connect to an identificatenver or identification service to obtain
donor data.

19. The donation system of any one of Claims 1 to 1Berein the server is
adapted to provide one or more secured channetorumunicate with the donation

device, donor device, identification server or sgryvand financial institutions.

20. The donation system of Claim 19, wherein one ofgeured channels is an
encrypted channel using one or more encryption letgsed in secured storage of the

server.

21. The donation system of Claim 20, wherein the gptoop algorithm is 256
bits RSA cryptography.

22. The donation system of any one of Claims 1 to 2fierein the server is
adapted to store the donor data or user demogrdplacand transaction data segregated

and encrypted in individual de-identified storagéh dual layers of encryption.
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23. The donation system of Claim 22, wherein the stragelational database
storage.
24. The donation system of Claim 22, wherein the retati database is

implemented as a cloud service,

25. The donation system of Claim 22, wherein the reteti database comprises
AWS Aurora MYSQL databases deployed on encrypted RBrvers with 2 bifurcated

RDS database instances for secure de-identifiedsdatage methods.

26. The donation system of any one of Claims 1 to 2benein the donation
device and the server have an ultra-safe securdgegsor and comprises of a device
kiosk mode whereby only one application may opesateny given time and wherein the
device may be remotely commanded by the servemandd not allow any user to enter

the device settings or operate other third-parpliegtions on the donation device.

27. The donation system of Claim 26, wherein the wdeée security processor in
the donation device and the server may enforceuiee of encrypted certificates for
secure system boots and device identification amergmn the donation device and server
may exchange and access data using an API gatewthorigation with JWT
tokenisation.

28. The donation system of Claim 26 or Claim 27, whethe ultra-safe security
processor may also include random number generatodsall the hardware blocks

needed to generate keys not available or accegsilibe user software.

29. The donation system of any one of Claims 1 to 2Bermin the donation
device and the service are adapted to support amdtievel and hardware level
encryption, such as RSA, AES, 3DES Micro, etc.
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30. The donation system of any one of Claims 1 to 2Bemin the donation

device comprises a processor.

31. The donation system of Claim 26, wherein the preaesnay be a 64bits
advanced RISC microprocessor such as ARM Cortex-A53

32. The donation system of any one of Claims 1 to 3hemin the donation
device has a Near Field Communication (NFC) modtde provide contactless

communication with other NFC devices for electrgmégyment.

33. The donation system of any one of Claims 1 to 3Ben®in the donation
device comprises a high-speed interface to reaameeor more removable storage media
or flash memory such as an SD card.

34. The donation system of any one of Claims 1 to 3Benein the device is
adapted to provide a pin transaction security methat is capable of carrying out secure
reading and exchange of data.

35. The donation system of Claim 34, wherein the exghas adapted to comply
with Payment Card Industry (PCI) PTS 5.x, SRED glines.

36. The donation system of any one of Claims 1 to 3bemin the donation

device comprises one or more modems for communigétie data to a server.

37. The donation system of Claim 36, wherein one of timems is a WIFI

modem for communicate with a local network.
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38. The donation system of Claim 36, wherein one ofrtieelems is a cellular
network modem in which the donation device is agdpod communicate with the server

of the system via cellular networks.

39. The donation system of any one of Claims 1 to 3Ben®in the donation
device 100, 200 comprises a touch screen.

40. The donation system of any one of Claims 1 to 3Benein the donation
device may comprise a keypad.



