METHODS AND DEVICES FOR FACE ANTI-SPOOFING

Abstract

The present specification provides methods and devices for face anti-spoofing. In some
embodiments, there is provided a face anti-spoofing method. The method comprises: receiving a
plurality of images of a user’s face from a user device, each of the plurality of images
corresponding to a facial expression performed by the user in response to each of a plurality of
interaction challenges randomly selected from an interaction challenge library; concatenating the
plurality of images into a concatenated image; using a convolutional neural network (CNN)
classifier to obtain a confidence score for the concatenated image; and determining liveness of
the user’s face based on a comparison of the confidence score and a threshold value.
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