AN APPARATUS, A METHOD AND A COVPUTER PROGRAM FOR | NTERCONNECTI NG MULTI PLE

COVPUTER NETWORKS Cross- Reference to Rel ated Application 5[ 0001] This

appl i cat iwo 2012ai286priority from United States of Aneri ®ATSGAVI1HVGHIAI

pat ent application nunber 61/454,863, filed 21 March 2011, the content of

i t being herebyNgppRRMANS ONETEIGDEARD A TONPUTER PROGRAN al | purposes.

Technical Field [ 0002] Various enbodi ments relate to an apparatus, a

met hod and a c@FQRIINTERCOPINELHING MULEIRLAE€ OMBSBERSVEEWOQRIES et hod,

apparatus and conputer prop-amare for interconnecting nultiple conputer

net wor ks. Back2round [0003] A personal area network (PAN) is a conputer

networ k used for comruni cati on anong conputing devices, such as, for

exanpl e, tel ephones and 15 personal digital assistants, in proximty to one

anot her. For exanple, the conputing devices may be on or close to a

person's body. The reachcgdssRIF @0 Relatsd idagionmet ers. PANs may be

wred with a conputer bus, such as, for exarrp| e, a universal serial bus

(USB) or a FireWre bus. A wireless personal area network (WPAN) can al so

be made pgﬁmf*rﬁlsvuptphcﬂdhea@ﬁ% ﬂwrﬁfoﬁle@msal S@tedSof AHfeHc@provigibnstxanpl e,

20 IrDA, Bluetooth, Wreless Z-\\ve, 6LOWPAN and Zi gBee. [0004] WPANs

can use t haentaapplicatitinonimhes 61 464,508+ filedi X1f Margh 2Q3rlo thscententaf dt beipgr

exanpl e, foIIovvln |fferent rat.oc use the same wrel ess

radi o: Zi B‘H “‘612‘8’6\?%&%‘ eéf"éc&“#&?ﬁm“ ﬁ’df° QB“‘%PE%E 802. 15. 4 based WPANs.

It is also p055| bl e that the radi os of WPANs are different. For exanple,

one WPAN coul d 25 be Bl uet oot h- balseﬂ H, danot her WPAN coul d be UWB- based.
echnical Fiel

[0002] Various embodiments relate to an apparatus, a method and a computer
10 program. In various embodiments, the method, apparatus and computer program are

for interconnecting multiple computer networks.

Background

[0003] A personal area network (PAN) is a computer network used for
communication among computing devices, such as, for example, telephones and

15  personal digital assistants, in proximity to one another. For example, the computing
devices may be on or close to a person's body. The reach of a PAN may be only a few
“meters. PANs may be wired with a computer bus, such as, for example, a universal
serial bus (USB) or a FireWire bus. A wireless personal area network (WPAN) can

also be made possible with wireless network technologies, such as, for example,

20 IrDA, Bluetooth, Wireless USB, Z-Wave, 6LoWPAN and ZigBee.

[0004] WPANS can use the same radio interface with different protocol suites. For

example, the following different protocol suites may use the same wireless radio:

Zigbee, 6LoWPAN, WirelessHART, and other IEEE 802.15.4 based WPANS. It is

also possible that the radios of WPANs are different. For example, one WPAN could
25  be Bluetooth-based while another WPAN could be UWB-based.



Summary [0005] Various enbodi nents provi de, an apparatus for

i nterconnecting nultiple conputer networks, each conputer network using a
di f f er entWpr2et26@8116sui t e and conpri sing nul ti pl e nodes, PCASGAPIAPEISUAS bei ng
a node of each conputer network, the 5 apparatus conprising: a transceiver
configured to receive data from anySummarpf any one of the nultiple
conputer networks, the received data being for transm ssion to a node of a
different one of the nultiple conputer networks; a nenory configured to
store inf wmg! VaFio i€ ledibolBnér@s taévitel! & RipparaRPireintéteomRttisy muldple
processor configured to identify the node of the different one_of the

nul tipl e computernetverknbr tash 1@t dnesyorkn asing ce idildererta pwtoqod syde éandi ne a

protocol suite.of the.differgnt h |t C rks using
the menor JOMPUSIRE gulpIe Pﬂ‘iesr @18 &P gée}gmgfg? 1t(Ellgg‘lol{gtdﬁ é)tf @Jilcfe%\lecorhgcE g%r\eli{ee Hg(g%(tmgwappear s
to have begmritanbshplidied Aeaseeyaoconfgited t6eérive dutdl ibfroirgCaddesdfidng, and to
cause the transceiver to transmt. the processed received data to the node

of the di Preptthe mapltiplsfcompatennetwqrks the rsatved datatbenaor tragsmiseIeN tVar i ous
enbodi nen i I th%gf' | £ ] r
netmorks,héggép%gﬁ%ﬁgggﬁ%gga%é&ﬁﬁgﬁégggﬁggfﬁérenEg%fgbgé |&§€¥F%ﬁ§ﬁd

conpri si ngofallififorhgtionod€lsting e thet mallipdo epmipaien gietworks;j agd eagio@ksdrhe

mul tiple conputer networks to becone_a node of each of the multiple

conput er FRfgyFIdto ety therpdaaf @qqlgﬁﬁe_%‘?ﬂerﬂfdge H!‘lltg’(ri?/c‘?fﬁ%m&f netwarksy| t i pl e
corbrer DRk r&%?veae; A,\tﬁ%{éﬂhﬁle tr,fa&,o%i)s&i of ERGMER Otk €@ node of
a different one OF the multirple computer networks; 1dentifying the node of
t he di f f enmitiplocempéitet hetworks uphge theompmoey, to @ravesktelrasadedodats ke thatcei ved

data; determ nin r ot ocol ite ed by the different pne of th
nul tiple nfﬁﬁlf:’é(gd ?QF%PI?@{S H:’S I%% ?g%b tfaﬂé“}t@ge‘?cl\?g e tY 1B dﬂ?ﬁ‘f‘“’t‘:ﬁe

received gakdoRRRRARSd (P cARY BhdPERCAVANS TanbiAl tREHrRICEHsBE rdceiveida@daber m ned
protocol suite; and 25 transmtting the processed received data to the node

of the di fHeqodaof thealiférentranemfthe phltiptecgoparuger ngewarks.ks. [ 0007] Vari ous
enbodi nents provide a conputer program product for interconnecting nultiple
conput er networks, each conputer network using a different 1prot ocol suite
and cofrpr [0006] Viaribts ghodinedes pravide cmethod dor iprepepnaestimganeltiple computer

networks, each computer network using a different protocol suite and comprising

multiple nodes, the method comprising: joining each of the multiple computer
networks to become a node of each of the multiple computer networks; receiving data
from any node of any one of the multiple computer networks, the received data being
20 for transmission to a node of a different one of the multiple computer networks;
identifying the node of the different one of the multiple computer networks based on
the received data; determining a protocol suite used by the different one of the
multiple computer networks; processing the received data so that the received data
appears to have been transmitted according to the determined protocol suite; and
25  transmitting the processed received data to the node of the different one of the

multiple computer networks.

[0007] Various embodiments provide a computer program product for
interconnecting multiple computer networks, each computer network using a different
protocol suite and comprising multiple nodes, the computer program product

30 comprising at least one computer-readable storage medium having computer-



30 conprising at |east one conputer-readabl e storage medi um havi ng
conputer- executable program code instructions stored therein, the

conput er -\WREO1X1ARI16 program code i nstructions conpri si nGCTHGAMISDDe f or
joining each of the nultiple conputer networks to becone a node of each of
the nulti ekecutabie upregrametcode k 1strpetmys astoomid ¢hdrein, r e e compyfedaxesutablsm any

node of any one of the nmultiple conputer 5 networks, the receiv at
bei ng f or PFREHE L& ISHUEY S 058’(9&8*8%@&%{% 89%%3%%1“&6&?%8? it o™
conputer %Wei‘ SietwrRY F A BESREE 2 frdle Iodeiath bYith rﬁdl‘l‘i’pl@ Q@_ﬁlpﬁfer td&?w&k&“ er ent

one of the tiple computer networks based on the Treceived data; program
code for gramicoile dorarepeiving clota Somtany wodd obyny hae df fifeameltipleospanmitert he

ped

Itipl t ; de f i ng.£h Lved dat
Co ¢ hat -t REVREES thtrorrd it BepEdar koG gL bR B T S PL BTG bR g to
the det er miyigle RORIAER Inefitirk®; préfamPésaa BAAHS iR thel ARRSIT the idifEerbhte

processed received data to the node of the different one of the miltiple
conput er ©e¢ wbthesmulBplecfoneterrepworks bated tanethPreggivied slaja) pogiram godé for

drawi ngs, | ike. ref h t al | f | ik ts 15
thr oughou BN faBieol Falfe ooty AP Raettap B G abS RS s cal e,
enphasi s nBsictRe Hegamatddé BeipheteRife Bt +06ied ldhiaSdo fHat B Fdagived dp@i pl es of

sonme exanpl e enbodi nents of the invention. In the follow ng description,
vari o8 exrppRarsetae bl besmntrensatitted acqoidiagttp ohe aleterapnedr protagolsiite; raafler ence
to the follown [ aw.n iLch; 14.Fl ' an
exenpl ary PER T %ﬂ%% ﬁotr_ t{a%%\tl%fluﬁ(}ghﬂ\ﬁfg] R ?ch?%%g ir%rec%g‘?e%odﬁ gdr %’ﬁ ?al § n&?%%%lt g ? h"—t?%g re 2

i |l ustrat gfic af the daflAple PMbieAhtGBrIscenari o of an enbodi ment; [0011] Figure
3 illustrates an exenplary structure of an enbodi ment; [0012] Figure 4
illustrates exenplary stored contents of the nmenory of Figure 3; 25[0013]

Figure 5 illustrates a fir gricePREGHFIh Ml Dradimgf an enbodi nent; and
[0014] Figure 6 illustrates a secong exenpl ary operation of an enbodi nent.

-[0008] In the drawings, like reference characters generally refer to like parts

15  throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of some example
embodiments of the invention. In the following description, various example
embodiments of the invention are described with reference to the following drawings,

in which:

20  [0009] Figure 1 illustrates an exemplary environment in which an embodiment

operates;

[0010] Figure 2 illustrates a general application scenario of an embodiment;

[0011] Figure 3 illustrates an exemplary structure of an embodirhent;

[0012] Figure 4 illustrates exemplary stored contents of the memory of Figﬁre 3;
25  [0013] Figure 5 illustrates a first egemplary operation of an embodiment; and

[0014) Figure 6 illustrates a second exemplary operation of an embodiment.

3



Det ai | ed Description [0015] The follow ng detail ed description refers to

t he acconpanyi ng drawi ngs that show, by way of illustration, specific
detail s aWwO2ma8i1aents in which the invention nay be pPa&ZiSGeed/000AL2se
enbodi nents are described in sufficient detail to enable 5 those. skilled
inthe art to practice the inveBgiailed Des¢riptiembodi nents may be utilized and
structural, logical, and el ectrical changes nmay be nmade w t hout departing
fromthe scope of the invention. The various enbodi nents are not

necessari I[(}OIS]JHMaIfbuovemgldasiileé demip@onve&rd)mdﬂlmntcsnpmghigedmwmgsnhd with

one or nore other e diments to ew e j ments 0 016 Vari ous
enmbodi rren?l%(’"brlﬁ’v‘i"@égP Sté‘ﬁ’;?&r %Pceﬁgj ri’i“greg%ﬁﬂ’é‘&etnit%’é‘ ‘ﬁéf’{‘ %Wﬁut er
net wor ks, gulfb P%ZH \éﬁbgdx‘rﬁe‘n&gm% @béﬁlﬁédeﬂlt s&ﬁ@feﬁPHEtaﬁ Ubt &abfed

t e

conpri sing e apparatus being a nod each conput er
network, those. a]mﬂad i the arbﬂppmstmeghe mvtenamdétlhmecmmgunw boutikezedi ve dat a

fromany node of one of |.tiple co er celved
ata bor ng Srctyah el o elegihirat dhanBiromy bEmafe PRI eREnE Rahemul £ 1 pi o
conput er W05 K $he 3nvVERITBH. YTH@”Jathi RenHoRirRéds Qrd HoPri¥REdsAMy’ Rluflall§y to the
mul tipl e conputer networks; and a processor configured to |dent| fﬁlmt he node
of the di eXcdusve, anesoofe tehbodmmltqnloancbﬂrrpumnﬂbthﬂt kaneb &g ethoon ot

received dafa ﬂ&.ermne ﬁoto ol suite of the different one of the
nul tiple & h‘b‘%ﬂ‘??s {8 RS BEPPY™MEAS nenory, to process the recei ved data
so that 20 the received data appears to have been transmtted according to
the deter rot ocol mte and.to cause the_.transceiver to t nsmt the
pr oceé%edmoggg Busdéflg’o BRenEs PROES: of1! (ARBAIISt BT R eTGRNRCEiing {Jfﬁlﬁl pl e
conput er BEIMREK fietworkd0dalh dompRerentiRdinaBihg 4 REFFRERCHRRRO] istits amlli gur ed,
with the transceiver, to transmt a request %o t he node of the said one of
the mul ti mmpmng)muhrplmodm;uhs apparetus being aawde iof sagh eompwiertngtworsdidet o

transmt data.to the.a arat us 001 an_emnbo n cel ver is
confi gur eﬁprf%atpseﬁ%nk’/rés t&ﬂlég?w#r oM %Hreﬁr%&%cebvfe cfahanﬁa&f ?né’r&"ie €Y of the
mul tiple 6ﬂé®ﬂﬂ1@rmﬁlﬁf)lé(tfokr§)utdrhﬂtw&ﬁs1&ﬁé rdcai/edl detal beghg! e HapRAIsibESo kO obtain
dat a. [0019] I n an enbodi nent, the received data conprises as a

dest i A&t i mfiea@ﬁﬁ different ong @ dhe Mitinle cOMpHST BEWORKS; @i MeBPREONGgHredftot he
mul tiple ﬁfgﬁn%&mm& @pqh& FR@P{ gﬁtel' %ewsﬁasg%fda oéegs%@t' fy the

node of t erent one he nmu uter networ ased on the
destinati Oclmfgﬂrhfdetsadentlfy the node of the dlffCI'CIlt one of the multiple computer networks

based on the received data, to determine a protocol suite of the different one of the
multiple computer networks using the memory, to process the received data so that
20 the received data appears to have been transmitted according to the determined
protocol suite, and to cause the transceiver to transmit the processed received data to

the node of the different one of the multiple computer networks.

[0017] In an embodiment, the processor is configured, with the transceiver, to
transmit a request to the node of the said one of the multiple computer networks, the

25  request instructing the node to transmit data to the apparatus.

[0018] In an embodiment, the transceiver is configured to receive a request from the
node of the different one of the multiple computer networks, the request instructing

the apparatus to obtain data.



5[0020] In an enbodi ment, the processor is configured to identify the node
of the different one of the nultiple conputer networks based on the content
of the reweizvedizéaba. [0021] I n an enbodi ment, the tran®ceiSeeo11000pyi ses a
plurality of radio interfaces, each radio interface being configured to
comuni Cﬁt[&’()laq‘,mradidmg)ddﬁnmtdﬂfef eceaned datdi @niPsesans ardbstimatibnt didrgss anessor
causes the transceiver, tg transmt the_processed received data using a

radi o i nt éfdrgeseoiibe awdeof the et ene ef e m IPE%F%IPPHtPFe’&etWP&SOE‘Hf th§8i te.

[0022] ‘In g?cnggsgp qgicgﬁft?%ure(ﬁ h&iﬁ&lt?%ttﬁg n()agio? Otgggffffn%ﬁ@ ohé ofithé Efﬁlﬁﬂf)lef roma

radi o int ce use receive e data. n an enbodi nent, the
appar at us compaenhdtyoriatatel @niirdastmatien adtressdi ng to a 15 plurality of

di fferent protocol suites and the processor is configured, with the
transceiver, to join the apparatus to conputer. networks which are in range
of thestr guRepilyah ensbdMibm thesproeaonts tdifigatedr & ideyitiff thdi ddder eéhthepr ot ocol
sui tes. [0024] In an enbodi nent, the processor is configured, with the

t r anscei véifferens ongjof thenmukiphmeamprier retworks baid Hethigserientpf the recseed radi o
standard %&onrted by the 20transceiver. [0025] In an enbodi nent, the
processor 1s configured to update the information stored on the menory with
details of conputer. networks to which the apparatus is joined. [0026] In

an enbodi t he processor i s_configur . W t ej 0

ent i1y TOAbILER PURRERGRT teraRol g otprivdl bl ARRE s e

i nformat i efchsta@iocHitedface BeingRisBfiyured i cotdiminicateodccbhing deadiffired radides.
10  standard, and the processor causes the transceiver to transmit the processed received

data using a radio interface selected in dependence on the determined protocol suite.

[0022] In an embodiment, the selected radio interface is different from a radio

‘interface used to receive the data.

[0023] In an embodiment, the apparatus is configured to communicate according to a
15  plurality of different protocol suites and the processor is configured, with the
transceiver, to join the apparatus to computer networks which are in range of the

transceiver and which use one of the plurality of different protocol suites.

[0024] In an embodiment, the processor is configured, with the transceiver, to join the
apparatus to computer networks which use a radio standard supported by the

20  transceiver.

[0025] In an embodirnent; the processor is configured to update the information
stored on the memory with details of computer networks to which the apparatus is

joined.

[0026] In an embodiment, the processor is configured, with the transceiver, to identify
25 nodes of the multiple computer networks, and to update the information stored on the

memory with details of the identified nodes.



WD 2012/ 128716PCT/ SG2011/ 000459 [0027] In an enbodi ment, the processor is
configured, with the transceiver, to notify a node of one of the nmultiple
conmput er WOt2MR8716f nodes of a different one of the nuPCITSIGRIIOAPIS? er

net wor ks. [70028] In an enbodi ment, the processor is configured, with the
t ranscei v&027] & sn embedimient, thequaeessoriseen » yithdhetragsceiner, tfamatifpiae

conput er ot ] f E e of the
mul tiple gg‘?r%\l\ﬁf éﬁe rrtl)gtﬂ{\;c\}or ufét-Ypl% ggég{}t%fjgieg{]orgsnggg?%%n?fa 9 %ffgérgétoéc}%s(g%@ei S

confi gur eghultyplé Boimpetet fidwdekei ver, to determi ne a conmmuni cation path between
nodes of different conputer networks, by relaying to the node of one
conputer network a route discovery nessage received 10 fromthe node of
anot her Cpmml & anet¥Bbdimeht, 2AE probéster GO chhByurediewdh fhbetraisbéiverc apput er
network a route reply nmessage in the nane of the node of the said one
conmput®r trensmut R beagnt toprinedeef anefafrthe mudtipls computes metsksiongatify whath t he

determ ned co ni cat.i on..pat.h. 30] Jl.n, an_enbodi nen the nenory is

confi gureﬂO eoorysgtu%ordéog?%fr@egg?t 083%9% I%‘%lk}p%ofn(ﬂ%}?%we{r{vgorfé’tri butes for each of
the multiple conputer networks: an index nunber, a protocol suite, a

per sonal etwork. (PAN) identifier (1D, .a nedia, access cantral (MAC
addr ess ofd 023]3 aBo-S‘PBé(ﬁg't'é%tr . tﬂf OF899559™h gsa ﬁg @ﬁ%gf g ?ﬂ‘ , t.if’ hEARER TSy c%P s

conf i gur edetbQnift Ar @ ndhudiSARh AREbeIvebAR0AQ bOFRRENALSMbRE A&twoks, 8gCh node
of each of the nmultiple conputer networks: a nedia 20 access control (MAC
addr ess, tolayong to thet nodg efeonoedmputenastivonop ronteatisegiverat maspagereesivied an
addre ip at,l east e non-originating, network. [0032] I i ment,
at IezOZt Eﬂ@ %‘F If%ig 032?{}96 S Yaadit g%/\%r iSW g,gr pérrngtbn a‘io %%engdge%%gwe [ 0033]

In an enbesthprat netdork aadit lyofnetdage G i hahe REHOMksde 0f thé s4d @ms and t he

25appar atus communi cates wirelessly with the nodes of the at |east one
Wi r el ess computer network, and updating information stored on the memory with the

determined communication path.

' [0030] In an embodiment, the memory is configured to store at least one of the
15 following attributes for each of the multiple computer networks: an index number, a
protocol suite, a personal area network (PAN) identifier (ID), a media access control

(MAC) address of a PAN coordinator.

[0031] In an embodiment, the memory is configured to store at least one of the
following attributes for each node of each of the multiple computer networks: a media
20  access control (MAC) address, an originating network, a next-hop in originating

network, an address in at least one non-originating network.

[0032] In an embodiment, at least one of the computer networks is a personal area

network.

[0033] In an embodiment, at least one of the computer networks is wireless and the
25  apparatus communicates wirelessly with the nodes of the at least one wireless

computer network.



conputer network. WD 2012/ 128716PCT/ S&011/000459 [ 0034] Vari ous
enbodi nents provide a nethod for interconnecting multiple conputer
net wor ks,weaofr/eenput er network using a different protoecl/ssaiti®oass

conprising nmultiple nodes, the nethod conprising: joining each of the
nul ti pl e {¢3Varioneembediments ppaddmemgthed der infereenunctiig mpkipla qompytes

conput er networks:; receivin ata 5.from.any n ]

mul tiple 88%(5%8@ rdaﬂétcﬁglpﬁtg,r ﬁ%orgelgg}gv%gi lﬁ%{%é%t g‘g’?"n"‘g’ﬁ f gfrflé/taﬁ&;%g RI grgilﬁ ntoa
node of anﬂiltgﬁl@rxﬁﬂl%s,oﬂ@ ﬁi‘etHoHecdﬂdﬂ)ﬁéiﬁé:e_]ofﬁﬁHQUéaeh dretheomudtiplé dmiputeri ng t he
node of the different one of the multiple conmputer networks based on the
recei ved detwarkdetbseornepmgdaoheashof the multiple eosamptesynetwerksjireeesyiag daténe of

e e

det er mi neghrPirisafi@iorstd heiodenst 4 dafashtt dicnaf theempltite somgutes Geivials;dat a t o
the node of the different one of the nultiple conputer networks. [ 0035]

In an enbistentifing themedenef Hisadiffgrenhene eloths muldplercoamater peiwpskabasedgast to

et oot B 1BV RE S Fr e 4 APl B R %, IS Bt ohl e 0

met hod f updultgsle @ENPLIcE BEtWORRS i ptbdegsing tag tezsived Idarm sohthan debereotiveddatdi f f er ent
one of the multiple conmputer networks,. the reg}gest_i structf'sng t hat data be

obt ai Aed. PEFEETIO haveahecantasmitient acqording de ghe dlsteamined JIRincpL Biite; ang
destinati S 0 ] foft e fnbfcaf Rk ANgeOf the
mul tiple ggnn%@ﬁ{en% ﬁlgﬁﬁ%)g%g@giﬁaﬁ%geé\att%Pgitngq{%ﬁg 0notlcii‘le of tehe di ffergnt one
of the nmuhtitjplecemnpyret stworkiswor ks is performed based on the destination
address. [0038] In an enbodi nent, identifying the node of the different one
of the multiple conputer networks is perforned based on the content of the
recei ved (38] Ii&] 6MB&Jinient, alte miethodiforir, colmpaisesirirtsiiging ereguest tsthed
received data | s performed usin radi o interface sel ected in.dependence
on the def“é‘?%’té’d B1PRE:H tl?dp\:‘]gipﬁe[ ermRter] ?Ftﬁﬂrl@ng’ﬁoﬁeﬂ‘é‘ﬁf mstruetiie ey dat a
is pegfor BSAema gs@di 0 interface which is different fromthe sel ected
radio I nterface.

[0036] In an embodiment, the method further comprises receiving a request from the
node of the different one of the multiple computer networks, the request instructing

that data be obtained.

[0037] In an embodiment, the received data comprises as a destination address an
20  address of the node of the different one of the multiple computer networks, and
‘ identifying the node of the different one of the multiple computer networks is

performed based on the destination address.

[0038] In an embodiment, identifying the node of the different one of the multiple

computer networks is performed based on the content of the received data.

25 [0039] In an embodiment, transmitting the processed received data is performed using

a radio interface selected in dependence on the determined protocol suite.

[0040] In an embodiment, receiving data is performed using a radio interface which is

different from the selected radio interface.
7



WD 2012/ 128716PCT/ SG2011/ 000459 [0041] In an enbodi nent, joining each of
the multiple conmputer networks conprises joining conputer networks which
are in rawgeoRAd8™emuni cate according to one of a pred@CESGod@opiSural ity
of different protocol suites. . [0042] In an enbodi ment, joining each of

the mul ti H0Q1¢ Snpnembodigrenh JRBINFRRER 08 Hhe Multiple PR RSOV RHXS (RTRBF%s whi ch

use one otf_.a. pr ] i r.adi 3 : 3 ,an
enbodi nenﬁqlﬂlpgecgﬁléilﬁggk Qﬁ%ﬁ&iﬁ%@%ﬁ%ﬂi@g azl'? (?? Fﬁ%&g%?%l (s)r 0 é\;&en ecograrlput er
net wor ks prideterinineé pheslity joddifétent proto¢dd@didds. | n an enbodi nent, the nethod

further conprises identifying nodes of the 10 nultiple conputer networks,
and storing details of the identified nodes. [0045] In an enbodi nent, the

met hod f ujggaey I aiBmbsEimengtibitigngch of temalktipl @ nafutéhivtwolks icpmeris@nput er
net wor ks of nodes of a different one of the nmultiple conputer networks.
[ 0046] 5 | njcining ngseiuterntetwasksi Maichguseon o8 e pradgiesmined i pluratittheddadiot o a
node of one %q?rdsOf the multiple conmputer networks to notify that node of a
node of a"d'fferent one of the multi pl e conputer networks. [0047] In an
enbodi ment, the nethod further conprises determ ning a comuni cati on path

bet ween n f different copputer ne rks, by.rel aying,to.th gde of
one corrpur(g(ﬁghgq \%rﬁmgo‘?lgffpg {H%s E}lggy%&aﬂ&gﬁggseis\%ggf rd%tﬁ%lst ﬁ’g ﬁigde of 20
anot her cg&my&t@fnaabmr%icﬁnm%ﬁ imtd. t 0 t he node of the other conputer
network a route reply nessage in the name of the node of the said one

conputer network, and storing details of the determ ned conmuni cati on path.

[ 0048] Inpﬁmprmaimydiméxtt?tﬁeeh{&%df FirthBe CoMPARYS| RIBRtIFIR hotksadf {hgast one
of the followng attributes for each of the nultiple conputer networks: an
i ndex lqunbwritiple computer networks, and storing details of the identified nodes.

[0045] In an embodiment, the method further comprises notifying a node of one of
‘the multiple computer networks of nodes of a different one of the multiple computer

networks.

[0046] In an embodiment, notifying comprises transmitting a beacon to a node of one
15  of the multiple computer networks to notify that node of a node of a different one of

the multiple computer networks.

[0047] In an embodiment, the method further comprises determining a

- communication path between nodes of different computer networks, by relaying to the
node of one computer network a route discovery message received from the node of

20  another computer network, transmitting to the node of the other computer network a
route reply message in the name of the node of the said one computer network, and

storing details of the determined communication path.

[0048] In an embodiment, the method further comprises storing at least one of the
following attributes for each of the multiple computer networks: an index number, a
25  protocol suite, a personal area network (PAN) identifier (ID), a media access control

(MAC) address of a PAN coordinator.



25protocol suite, a personal area network (PAN) identifier (ID), a nedia
access control (MAC) address of a PAN coordinator. WD

2012/ 128'AM6RGIR/1983A611/ 000459 [0049] In an enbodi nent, the/seeinomdossurt her
conprises storing at |east one of the following attributes for each node of
each of t @04 ln jap|emhodimentetherethod Kerthey compirisesstotng at dnasty ene pfthe)

addr ess, or.i gi i,.ng.networ k, nextshop i.n.originatin etwork. an
2ddr ess 1 foustvng bR Shetiots R R R Pl ool Bon A Biisa hen
at | east @e@sPlohti®l (MAD)Rdaress N beiginathy\alekSorkS adndx@hspnal ordi@ainget wor k.
[0051] In an enbodi ment, at |east one of the nmultiple conputer networks is
wi rel ess aetvoskramadideass inot legist onetnoa-origdratingmetwskat | east one wirel ess
conputer network is performed wirelessly. 10 [0052] Various enbodi nents
provi de a conputer program product for interconnecting nultiple conputer
net wor ks, [@56h Iranpmbedimest, adlekst 0sé nfjthe niilfiplercemputer ottwooks is aipersonald

conpri si ng mul ti Bke nodes, the conputer program product conprising at |east
one comnpu o bl e storage nedi um havi ng conput er - execut abl e program

code instructions stored therein, the conmputer-executable 15 program code

i nstructiogns nprising: program code for joining each of the nultiple
conput er TS 15 Tcen ebp 2 leaghRnestt tga ltdple cRRPHAST ppiRyozkis wTiless

net wor ks; of eohaihkadén Mith the a6k S¥gneat fl’egﬁtr O AP¥eROd Rl ¥ wOAEsOf t he

mul tiple conputer networks, the recelved data being for transmssion to a
node of apdifériedentelessly. of the multiple conputer networks; program code for
identifying the node of the different 20 one of the nultiple conputer

net wor ks based on the received data; program code for determining a

prot oc®l §0052F Vasieds byentbhdintkints epentideona ofompierulprogrire cprodudter foret wor ks;

program code for processing the recei yed data so that the .receiyed data
hppears t BUSYARC U TRIRIE FhTR e DECHER: SHGh COmPHET BRTOPRIRES AT T o

suite; ang:JpsQarfeCosle Jo?r{prfsﬁx?n%mlttiﬁl'bnﬂo&e&e thE Qo8RG pRERInY Stod@ia to the
node of the different 25 one of the multiple conputer networks. [0053] The
further feemprising das taasth ete agmmputei-tendabldd etenage medivie hawingodompwerqual | y

P11 C2b1 Gyl S, $388 rudsfind °IBRS' e SnE B REr HeSHLAHY
15  program code instructions comprising: program code for joining each of the multiple
computer networks to become a node of each of the multiple computer networks;

program code for receiving data from any node of any one of the multiple computer

networks, the received data being for transmission to a node of a different one of the

multiple computer networks; program code for identifying the node of the different

20  one of the multiple computer networks based on the received data; program code for

‘ determining a protocol suite used by the different one of the multiple computer

networks; program code for processing the received data so that the received data

appears to have been transmitted according to the determined protocol suite; and

program code for transmitting the processed received data to the node of the different

25  one of the multiple computer networks.

[0053] The further features described above with reference to the method are equally

applicable, and hereby restated, in respect of the computer program product.



WD 2012/ 128716PCT/ SG2011/ 000459 [0054] Figure 1 depicts an exanple

envi ronnent within which an enbodi nent may operate. In Figure 1, two
conput er weteriks7iare shown, a network 2 and a network #CTRcRbi1momput er
networks 2, 4. conprise one or nmore nodes. Specifically, network 2

conpri ses [(5dbEimre i epicts anyexpmple @PY’E‘P‘%“%%&)“‘ ml‘ﬁ%gﬁ@gmnﬁ%npr i ses
nodes 8 5 (1 ndi ed by ' eRRASI B 2 VA Ks 2 and
4 are WA&&%YQ%OB%FQHGQ’Q?Ogﬁ%ﬁﬁ?ﬁ%n?@ﬂ?aﬁ%g{e&vﬁgaa connect i oan poi nt, either
a redi st r Both camnpyped métworksa2, Ghromprisabnoor endpoodds. Sperifeallynbetdionedt , a
node is an active electrqnic device that (s part of .its conputer, network,
and i s cap@BPEsesModesli(ngicated by & Fisge SE‘TP% SNk Retwgrk %f"BV‘H’é} ‘?Sd??dS%gr a
communi cati 14t hgt iBEntt A8wdiksOCHRY £6 WEANRr kK. [ 0056]
In an %m&'ﬁ?@ﬁ?wgg mar(lﬂéid%a?@' confl guré@ rtli) _cgm*nini cate with the other
nodes of its conputer network using a particular protocol suite. In an

Thodi ! _pal o co
commint cal00ST i whaARasiBR £ 563, 8 QR bt PRCdirbARR S
i nterfacea chomnathicapibn Endpsint. I be erdbdiingh, 4 nddy fsameadtive ehwirogicrdesiceo

comuni cat e data according to a particular radio sfandard (alsp known as a
radi o accts 18 erafin OF gify Fompyien Mepkkdiapd 6, capale, alysending ntpseiyings of
wirel.ess Wﬁﬁ%%%&bn—r@erng% i&dio® |f Al fn Wehd? GRfb g may
conmuni cat e usi e sane protocol suite and the sane radi o standard.

[ 0057]0 As computst siertverk.i n t he ermbodi ment of Figure 1, networks 2 and 4 are
co-located 20 in the same vicinity and within direct communication range of
each other. In an enbodiment, the protocol suite used by the nodes 6 of

net wor k 2[0056F bimahi eintbatiEnetit | éachawtdeds henfigiwedlité fcomeminidate with the ettierol suite

used by the nodes 8 of network 4 to conmunicate inth e](aigh ot tge . Therefore,
the npdesn@d%ﬁf lﬁo‘fonﬁi@t%fb‘!‘eéw?‘a( CUREA MREHLET BRIRCR Mt Rodledn 8109 msHh 8]

Addi ti Onalse%(clﬁ’ oldB cBRpAIRCAL AR htertabad @l icRp bl SR ntntS e inlYw A @ieies 6 of
the network 2 10 cohmunicate wth each other is different to the radio
standard nedd dfyitst deenpubetaset 8ok vintbe natiovartkrfacet in awemboidionens, thetradieach

other. Therefore, t nodes 6 nmay. not, be able tpo communj cat ith tthe nodes
B 1111 5 EUBEe dh GUTEEEL PP CRg A i & Prhaeh St Yehil Ce i he
sane radi ;g RRAA! &b AfdidfecBdeshdlodyP ViR \Yaremboehent, the radio standard isa

2012/ 128716PCT/ SG2011/ 000459 the nodes 6 may still be unable to conmunicate

with the wiglsss gadip staedardio Trvet nodes whichs gamnpinigatse oYiths gaele other may

communicate using the same protocol suite and the same radio standard.

[0057] As illustrated in the embodiment of Figure 1, networks 2 and 4 are co-located

20 in the same vicinity and within direct communication range of each other. In an
embodiment, the protocol suite used by the nodes 6 of network 2 to communicate
with each other is different to the protocol suite used by the nodes 8 of network 4 to
communicate with each other. Therefore, the nodes 6 may not be able to communicate

with the nodes 8.

25 [0058] Additionally, in an embodiment, the radio standard used by the nodes 6 of the
network 2 to communicate with each other is different to the radio standard used by
the nodes 8 of the network 4 to communicate with each other. Therefore, the nodes 6
may not be able to communicate with the nodes 8. It is to be understood that in some

embodiments, the nodes 6 may use the same radio standard as the nodes 8; however,

10



[0059] Figure 1 also contains apparatus 10. In an enbodi nent, the apparatus
10 may be a gateway device. The apparatus 10 is configured in use to becone
a node ofwpapi?/B8Het work 2 and network 4 and to intercoRRESG20IA0N0432t wor Ks.

Wth the help of the a rat t he. net t K
Vouot hor SR Apaeh &Sl i amebi A aRmiBicate i iegogr & 1 Rt Gtotsethe ™ %

i ncl udi ngsmgpﬁg&lgﬂ@s inits own network and the nodes in the other
net wor k. Accordingly, the apparatus 10 enabl es each node to comruni cate
with all of the other nodes, just as if all nodes are within the sane

10net wor k {0(%!) gbﬁ%‘gﬁ adﬁé-oo&)illairllg %P?Hﬁrnfsait(ﬁ?% L efrib@linfent. (Y a %&&ﬁ?& PO R ted

regi on 12 i gure trates e I nterconnectl pl e
conput er Befa\/gatd«&ybievtcbem@waedtmlmﬁ cobfiguried maﬂ;dmbebdsme arnpae af bsth10 j oi ns
each of networks 'a' n' so as. to becone a node, of e The

appar a# usnit(?’qrh@naftﬁa%%té@ﬂﬁét ads to iRt T nRE Rash getwiks. n\é@ F‘R rﬁgtﬁ’ ?#1 ®nodes of
anot her nﬁgﬁ%’%t'ﬁs 9, ﬂfeq%[\vﬁl\% Qﬁf% gﬁl{ﬂ%@k E*?ﬁ’erg@tt«?’g%flﬁ sud'thhP e&h fJdecdi ment,

net wor ks are I gure {rates the structure of
an enbodi kmows dfe éMemppﬁraﬂtmherm)deSpndudmgaalotlythetﬂmleappms atvusefs@orkonpri ses

a transceiver, 12 jin. nicatio ith_a prqQcessor 14. Th ro essor 14 is
addi t i onaPnd therpodgsin, '%Fmgiqrélﬁtmr[ghxn yq’f@ppf‘@%f]o qnﬁ&&g €rent ,
the transgeiyffukatcOlRl LAY tHdbidePhEddsafisPad M AT ARES Sred Rith#OihEaGHer adi 0

interface 1s configured in use to comruni cate data according to a

parti ¢ul anetwadk.d 'l epedation i§ dlustrated owhigars by atércomected segiechhol ogy). I n an
enbodi nment, the radio standard is a wireless radio standard. In an

enbodi ment, each radio interface comuni cates using a specific nodul ation,
channel aﬁmmjaﬂlgmaé dHesratssrthe oitersedrtectigrs of tmltgrie eofopateneetivorlesaghtheadi o

interface co s an, enpa 20 for 25 .use nsm tting ,and receiving
data. HowARR#ratu: l’éﬁlﬁ% magatq %@JCB?S Fﬁ?:hé)tlrnﬁgmfﬂ%rﬂé?f%csé’s 348y share
an anten naecoﬁ&oé&dé 4¥ abh SERQEK. nmtappaﬂaﬁls NONREY pakBesCdiiP frbmBhie hHdQrdTat i on
relating to the conputer networks to which the apparatus 10 is =OI ned (i.e

i s a nodeons hetwork terthe MQEMZIIQ@@?&@WQJW s@deartp duewsonashiigdic s. Inhe
|nfor tion o, .ude nfo nat reI to the conputer networks

t henms& vedl® @u%‘hfme?sts nFt‘Yor a?n*) IN%form of a network list. In an
enbodi nent, the information i ncI udes information relating to the individual

Piog,?s of i&%lfgwt g 1lﬂ1s¥ra es l%ﬁé stri U(c:tblrea%f afnoer:m oc?pr}?a ofitﬂe tarf)%ar]; usni(Pf a node

Specifically, the apparatus 10 comprises a transceiver 12 in communication with a

processor 14. The processor 14 is additionally in communication with a memory 16.

[0062] In an embodiment, the transceiver 12 comprises multiple radio interfaces 18.
20 Each radio interface is configured in use to communicate data according to a
particular radio standard (also known as a radio access technology). In an
embodiment, the radio standard is a wireless radio standard. In an embodiment,. each
radio interface communicates using a specific modulation, channel and media access
control settings. In an embodiment, each radio interface comprises an antenna 20 for
25  use in transmitting and receiving data. However, in some embodiments, two or more

radio interfaces may share an antenna.

[0063] In an embodiment, the memory 16 comprises information relating to the

computer networks to which the‘apparatus 10 is joined (ie. is a node of). In an

11



5[0064] Figure 4(a) illustrates an enbodi nent of an exenplary network |ist.
As can be seen, for each network to which the apparatus 10 is joined, the
net wor k |WeR0rs8dabore the foll owi ng val ues: an i ndex oPCTIS&20dtBISK (e. g.

WPAN), a protocol suite used hy the n t\/\or,k,B‘i%PAN ID of the netwark, and a
medi a accé&@Bodigint she mipimyation dhdudesdpiogmption relasingitadbo PoBPUtEhREtEERRor k. The

network i n%g‘ﬁgeigg% Eﬁl% %\ﬁv f(?rfécxicug#)gegg @gfﬁgﬁ%??nét@oh?ﬁstglm é’iﬁﬁdﬁﬁg&ﬁthiﬂg the

network 11st; nmay u y conmmuni cati on packets between
a PAN cooimformadtion inolutlése irfédharientxetasing i toethe dhdieiduabdedes; ofathd @nigh€eraddr ess
for a PAN coordi nator pay uni qu_elﬁl dentify each PAN coordinator. In an
enbodi menPetwaTksaRpchsy 197 §3arEple. 18 yhetory of gdieds dsthonsi bl e for starting the
formati on of the PAN. The PAN coordi nator may control the PAN and act 15 as
a coordi nator or manager of the network. The PAN coordi nator may al so be

r esponsi bl@6fbFigurod@) dlpstrates prrmbeylimpeRbe tamexempdary metpvask disp A c@8Hedi nat or
in any PAN_ [ 006 I Ll i . | ary
node 11 ot e RESR B Rhcto Yot e bl TT, @ iR G HERbrCh B ST

appar at ustheOfoilswingi vadebs: ahideodé€ thel mttwadk @Ry VEPANY 4 protdool huitsi usgd bgl ues: a
MAC address of the node, an .indication of which network the node bel] ongs to
(e.g. ori Hiemetwors, WBAR [af the netwekyand p medigeacaess copisp) MAEChaddsessgifnat i ng
net wor k, i ﬁ-&aﬁﬁt r i : S Y1)
ot her tha% %@%@?g{aﬁgﬁf%e f‘rllée%t%\(/)\/()ﬂ{r)(Iji%(e (#\}‘9 adeg‘?}églsl‘((e‘g e%%}é{}?tcfg?#%l nodes
in each VWRANa Adoveeksedthof toyW natyworldeldtj fay RAN dDi giayaluniptelyoriderttfywhi ch

t he 25 node bel ongs to., The next-PRR]aaddr.ess maghe\%e ITqeces ar .forhrouti ng
pur poses, CHRBUPICAtigLDakals betkeas, 4 casdinator i, AN DPERRES Sth &N han i ts

ON The i deqiky; fah@ 3Nt 24dr8R%6r 8 AN'eSEaMBANG PGP iRBtiIfEERNdedN [ 0066]

It is to be understood that in sone enbodinents, the nmenory may store
i nf or mat i copriimataddint aembodiment, i nBAdadowflinaton meayobe al nodefrespoasiblef tormat i on

depicted in_ 30 Figure.4. r mor he t of I nformti stored in
Feopect - oftaiie e BbRoref e P ARt e T Speeirafes By oBhLBe PN BES o

di ffefent ad @ ddoedihatbe oPfmidagér R the Retsiok.eThé P AN REEdinaddr fhadli dlcbent
networ k or node. !0067] In an_enbodi nent, the processor 14 is configured in

use to di reprasible ping dhenBARS I Thereamay ibg andngae BAN keordimatpsdBi ver 12
and whi Chaﬁiﬁl@Aﬁ. protocol suite

[0065] Figure 4(b) illustrates an embodiment of an exemplary node list. As can be
seen, for each node of each network to which the apparatus 10 is joined, the node list
20 may store the following values: a MAC address of the node, an indication of which
network the node belongs to (e.g. originating WPAN (OW)), a value for the next-hop
‘ in the originating network, and an address of the node in each network (e.g. W1, W2,
...Wn) other than the originating network (OW). MAC addresses may identify nodes
in each WPAN. Addresses of OW may identify the original network to which the
25  node belongs to. The next-hop address may be necessary for routing purposes, and if
the node has built associations with WPANSs other than its OW. The identification of

each of those WPANS may also be recorded.

[0066] It is to be understood that in some embodiments, the memory may store
information in addition to, or instead of, some or all of the information depicted in

30  Figure 4. Furthermore, the type of information stored in respect of one network or

12



5 supported by the apparatus 10. In an enbodi nent, the nenory stores
information relating to a plurality of different protocol suites in order

t hat t he \WpPparaRsdehas the capability to conmuni cate vi CEa6R0131009452
plurality of different protocol suites, However, |n other sone enbodi nents,
the prot od8fe dua% e idufgrptata Bis YRy Aeniorgiaten soreth Iy PEDFFIaRE %@lﬁﬁrﬁwry (not
shown) . | yjrent, the processor is configured 10 in use to discover
conput er r%ggm%fﬁggﬂg%ﬁh use a radio standard that is supported by the
transceiver 12. [0068] In an enbodi nent, the processor 14 is configured in

use to di iq@ﬁg& %ggm@ggﬁen?fthgﬁ%ﬁeﬁhﬁ ‘f{"i(;secg)g\%ﬁ%@gh?{ltonﬁéc‘%%}(corﬁﬁ@é’r the

processor ntiguredin use € presence “of each

di scover egefiiRs Whidhh@retihS@BYE6E the'0aRSei0tr 02 had wiSicl AP Wl Erbtodel ¥ufeKs .
Additionally, the processor 14 may be configured in use to establish

conmunf casHRIPTiSAt by ther appatatuss 1 § el gmbedient fthejinenegry ritores aformaationet wor ks
whi ch go via: _ £ . r

cont i gor edt it . FPRRARKLT cHtreht BOIELIRIRS 1 SRR RETRE Bl R

di fferent capubjlity eto c@hivanisate viaceachi afdthe, plubaditprodcéisfersnt ppdotovyl duites.| it at e
the interconnection 20 of nultiple conputer networks. [0069] Figure 5is a

f1 ow di agriOWaVEL 4& Orher serge ermbodipents, it Protoqoh suits mdurEsgipn 1ay; be aared

enbodi nmen : 4, dj : I r; s which
are in' angfpcibivg REBEDGRE Sy rlriamkinied IneTRMCE iy AEAIRICHS
radi o 16t andasectosliggpoert @anpnyertneewaip svhachuse hGadibseandawicthstsio sudpbrtelidy | oi ns

each di scqvered co ter 25 network so that the apparatus 10 becones a node
of each dfi?éW’é?eéWr mput er network. The processor 14 then updates the

information stored on the nenory 16 with details of each conputer network
J ot ned. F%%%i( %%)rll gr’nbgcgll}anegtr, ?ﬁeegr%géssg'rlll 4rr1£slyconﬁgured in use to discover the nodes
of each discovered computer network. Also, the processor 14 may be configured in
use to advertise the presence of each discovered node to the discovered nodes of other
15  computer networks. Additionally, the processor 14 may be configured in use to
establish communication paths or routes between nodes of different computer
networks which go via the apparatus 10. Furthermore, the processor 14 may be
configured in use to manage the communication of data between nodes of different

computer networks. Accordingly, the processor 14 may facilitate the interconnection

20  of multiple computer networks.

- [0069] Figure 5 is a flow diagram illustrating the operation of the processor 14 in an
embodiment. At 100, the processor 14 discovers all computer networks which are in
range of the transceiver 12, and which use a protocol suite and radio standard
supported by the apparatus 10. The processor 14 then joins each discovered computer

25  network so that the apparatus 10 becomes a node of each discovered computer
network. The processor 14 then updates the information stored on the memory 16
with details of each computer network joined. For example, the processor 14 may
update a network list stored on the memory 16 to include details of each network

joined, such as, for example, the details described above with reference to Figure 4(a).

13



update a network list stored on the nenory 16 to include details of each
network joined, such as, for exanple, the details described above with
ref erencewbeofz/gsme 4(a). WO 2012/ 128716PCT/ SG2011/ 000469/SA0iIdDpossd 102,

for each conmputer network joined in 100, .the pracessor 14 di scovers each
node. In &W%]T%dioﬁeftﬁ’tf,ea?}héoIBP‘BEre%%WPrkllﬂ?“EﬂdSIEd@Qf edpocesrddsdizovetsch node.

In an e”bs\%!mﬁgzs I Qﬁeﬁﬁ&ﬁiﬁéﬁé%@rg%%}% JQS&%IQ% Mségf‘éa%ﬁﬁmﬁg.alhhe node

and/ or a ociation relate rt address. The associ ation dr ess
may be asangmbddimentiehe addresdangyoinokida a\WaAMe MAICsadutehs @f shenmodei aldfotr iaf y
whet her a_node is part of a WPAN such that it is allowed to comunicate

wi th ot heWhNssacigion relatetpaliert aferessy dbessenciatignaddragp dmavele pfrdgned
| nfor Mt i Qe A riQﬁsta s %@drgést Baﬁ?&&ggfﬁfetth%ﬁﬁ%ﬂb%c Yehed node.

For exanple, the processor 14 may update a no ist stored on the nenory
16 to i ncWRlENdethitha ibis dlsreddioscoomeuridate oxith othec meabersf of theXWRANe, the 10

details degscri bed above with reference to Figure 4(b). In a mhodi ment ,
t he appar i_f’ﬁ?rofF%SBT E‘S&&t@éa@ﬁ@%f%wﬂ%sweéwn& ?giel‘%’%#gi“flg‘e‘fef‘_‘lgé) a node
in each | gidi&flsco98RY hble, ot WRiiple [0 frdcedtbr %@ﬁag;u‘ﬁ?ﬁgt%%dg‘H‘é’test&‘eﬁ%ﬁver ed in

102, the processor 14 advertises the exi stence node to the nodes of
ot her conthetreemomt lotokmclulle detafie of wmrhdbiscoaekf noddesush agnfor emampieethenet wor k

is introdyced to a.node of a.different, c ut e etwor k by t.he apparatus
16, T SoHEEEs artine, Do nRich, SEZEES: 1o 1By “MaToh Rocertedimknt Bice of a
node of  OREHaEAIPHES ipdRbs\dekndrRordNY WRK deRsls oPhtsd1P8s 8 H0Be &P BRM! BIne@ et VWOT K.
[0072] In an enbodi nent, the procCess of advertising may involve the

f ol | owi ngeotmputeetwokn node, the processor 14 may generate one or nore
beacons, wherein a beacon is a nessage for introducing one node to another
node. Each beacon may contain information relating to both nodes, i.e. a
first nodH0G&] Ay li0A: fadeasbdnads disewereddinn @ . thEqroesssorpl £ advdrtisdsethcon may

contain address information, dentifyi each node, | odi nent, the
beacon mayarss RCBLARES e e b ol o rme e Rty ords eSBR BER 35 of ¢ he
nodes s Sudieasf oh@rcotipdfd! futws& M @itrodutedoto ahBodenbpandiffesint Gomipatened i n
the node list of Figure 4(b). In any case, once a beacon is generated, the

pr ocessor netwoskahy ghe anperatisall deisoee embodimentsy berprocesser b arayradvertishe second
node in O{hg,eéxi&tg b f QAUGR M"Sn% 'rcg)%%u&‘?q%t&gr tRe SGHA o eogg'ﬂg«lh@alﬁgms

enbodi nent's, each beacon may In ce nore than one no € node
recei vi ngedhputrastwork.

[0072] In an embodiment, the process of advertising may involve the following. For

20  each node, the processor 14 may generate one or more béacons, wherein a beacon is a
message for introducing one node to another node. Each beacon may contain
information relating to both nodes, i.e. a first node being introduced to a second node.

For example, the beacon may contain address information identifying each node. In

an embodiment, the beacon may also contain other information relating to one or both

25  of the nodes, such as, for example, some or all of the information contained in.the
node list of Figure 4(b). In any case, once a beacon is generated,‘ the processor 14
causes the transceiver 12 to transmit the beacon to the second node in order to
introduce the first node to the second node. In some embodiments, each beacon may

introduce more than one node to the node receiving the beacon.
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WD 2012/ 128716PCT/ SG2011/ 000459 [0073] In an enbodi nent, the process of
advertising may involve initiating associations. Specifically, the
pr ocessorw0O20148Yener at e associ ati on nessages i n the n&CE/SGR014/0p0d® of one

conmputer n k for distribution to other conmputer networks..During the
caver t se MY B o crBbibibhal heneinies oF MhETIReST R, BAEHen IRy 5
be rai sed,agciafbhy, SPEYUASHE, HRY pro8&oPRf fhf igBiirhtBGisditAon AR GO theTBSSages
inthis case may be identifiable to the target WPANs. If this is not the
case, assoameabf amodeqfiest comtagetwonkyfobdisiributien taoetheredvafuterfnetwerksodes. | n
this enbodj nent, the apparatus in this advertisenent phase speaks on behal f
of the. nolblng the #3epRERER i HgecAPARe DeRE 6] TG rol e AEBER GHST ac i on.
the process pfiscitasBin-REudsts BPlefcH ParBBibatiny WPARAN I Bl cAS fR6dagld ANKARr ess

for each node in éach other WPAN, i.e. obtain nultiple addresses for each
node wher eisa may freadontdmbleatidthestorget tHBANantf thodes hatt the raase, sasshididtionent

conputer network. Accordingl: ach, no be, addressabl.e .from gonput er
et vor ko DOHER TRIAES DOR A ROl TLPOIR QDA RTdroalh Sbnepent f8
processor aduhratay HPHAS SadvBRisémér PRAseOBpeaker &l veRalf e MRIMRioMesl Gin 1fheWi t h
details of 'each WPAN wi de associ ati on address for each node. For exanple,

t he procepaticipatingrdyP ANdatecadingde the sbove eperdtion the@reasseryl41@ay dei ncl ude

Pr oceBe P Adatecadingde |
commul cattip S pARRCE WP AR B LR Rried S AR AN ciBmataf BARFERRP AN puror -

net wor Ks. i.é.robdih @dultile dddrebde fe ek 9180¢ whrelrnedchi ddaiess adliressey thiesamed
mai nt enance_ of routes between such nodes. For exanple, the processor 14 may
faci | it at Bodsy Butifeon g dilderenty computesstyenke Aqegrdingly;t gechh nede d8sr bey

recei ves fid Bl dhf AR BRADER 'R AafIdCo0l BRBMEOTRHLAA: AELROT K

whi ch is destine Ivery to a node anot her conputer network, the
pr ocessor ethdodimgng eirepdicessar 4 uiag updpte\theirsfoagaionrstdreé onahe neimorné 6

destination, node, as if 25 desti.nation node i s, one- away, fromthe
appar b us Wi deials op FetteWEAN 306 E50ciHa HEENOHE AR08 AT Ieger anon |
the rout eploeRlsyr IPRRFIPAAE alddBe HRULERADAYRe mlenPry 16 % include each WPAN

wide association address.

[0074] At 106, the processor 14 enables communication paths to be established
between nodes of different computer networks. In other words, the processor

20 facilitates discovery and maintenance of routes between such nodes. For example, the
processor 14 may facilitate dynamic source routing. Specifically, if the processor 14
receives a route discovery message from a node of one computer network which is

- destined for delivery to a node of another computer network, the processor 14 may
generate a route reply message in the name of the destination node, as if the

25  destination node is one-hop away from the apparatus 10. The processor 14 may then
use the transceiver 12 to transmit the route reply message to the source node, i.e. the

node which sent the route discovery message. Additionally, the procéssor 14 may then
resume route discovery to the destination node. Specifically, the processor 14 may
generate a route discovery message and cause the transceiver 12 to transmit the route

30 discovery message to the destination node inside the computer network of the
destination node. In an embodiment, the processor 14 maybupdate the information

stored on the memory 16 with details of the ‘next-hop’ routing information. For
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node which sent the route discovery nessage. Additionally, the processor 14
may then resune route discovery to the destination node. Specifically, the
processorw0201p8Ygenerate a route di scovery nessage andPCA$SR0111960459
transceiver 12 to transmt the route 30 di scover ssage to the

dest i nati 6/%H et?’Fr%‘?Qﬂ’%sotrHé Wﬁﬂg@@raﬁ‘féjﬁjﬁ? Rtofﬂd‘%/rhtggﬂl?é‘?qrﬁégi%ﬁl(i%e. In an
enbodi mengucﬁﬁ?o LAGEsSsor 14 may update the information stored on the .
menory 16 wt etalls of the 'next-hop' routing information. For WO
2012/ 128716PCT/ SG2011/ 000459 exanpl e, the processor 14 nay update a node
list stor tQ Lhslude | r ] ]./At 108,
the. procedd ST £ 1PLTHE ke tor 3 hEAE o QLR SR Bewech Hdlof"

di f f er ent diffsrpittcomputr wetwosks. Fighue 6 pfovided\d fias dingtdmvf shagnbadiméntaste

enbodi ment. of 5 this_operation. The follow ng describes the enbodi nent of

Fi gure36 #hHs ppsratione tTae following descrpesthe emppdiment ebkiguse 6 meredetalls dat a vi a
the transceiver 12 from any node of any one of the conputer networks to

whi ch theﬂiﬁparat us 10 is joined (hereinafter 'the.conguter networks'). The
recei ved 8] H¢i2A0, the pracessas kit seret/ss dya yiaidbg drapscesvegil 2 fleomeeny wade off t he

o The pr SEDAH SBhe PFRE RN BHIF it che adlBkRy) PR SRRTHR AT\ "0

the node to@putehh@tvoills’Wake tacaitedilith ®ding iforctrardshis st Gthoded€a differét

enbodi ment, the processor 14 identifies the protocol suite used in the

recei ved @8¢ af thecogputermeiiarshilhetrpeeiysdstatas wl have hega gengrpted agepzdingdi o
standas d d S ] 0077] In
an oo IRt BYGEOCaIRUATRR Gyldind LOREH) bnd AafBECNARINCE! e thle ) dat a
fromthe $ourwhichadwas transmtitted, ivothdssoutceamodatla anserstpednéntcthelprod¢essuinsmi tt ed

fromthe urce, node to the apparatys 10. However, jn so I her

enmbodi men ,ld‘frﬁg{éﬂéﬁ% pﬁ%f?“ﬁpstuﬂﬁélsg é’&it%‘? 6%‘1"4‘8\,%& ‘faé?lsi’ﬁ T égﬁ’P&é‘Fﬁn@h@esour ce
node to tBFbc@é%B@rlﬁtiHéatﬁiéﬁl’thé ?ﬁi&%&ndéxh%s@@ﬂﬁrt%%urc\é' fddehs tdRpRcaEver and
processor, nay overhear the data transmtted from

‘received data.

15 [0077] In an embodiment, the transceiver 12 specifically receives the received data
from the source node. In other words, the data is specifically transmitted from the
source node to the apparatus 10. However, in some other embodiments, the data may
not be specifically transmitted from the source node to the apparatus and, instead, the
apparatus, via the transceiver and processor, may overhear the data transmitted from

20  the source node. For example, such an arrangement may be used if single hop link

~local WPAN:Ss are supported by the apparatus.

[0078] At 202, the processor 14 identifies the node of the different one of the
computer networks, i.e. the destination node. In an embodiment, the received data
comprises a destination address and the processor 14 identiﬁes. the destination node
25 from the destination address. For example, the processor 14 may compare the
destination address with the information (e.g. a node list) stored in the memory 16 to
identify which node has an address matching the destination address. It is noted that

the processor 14 is capable of operating according to the protocol suite used by the
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20 the source node. For exanple, such an arrangenent may be used if single
hop link | ocal WPANs are supported by the apparatus. [0078] At 202, the
processorWﬂmOlZdle&'tliﬁfies t he node of the different one ofCTIS&2¢1dMpUSLY

net wor ks, i.e. e, destinati gn an enbodi nent ei ved dat a
conpri ses S%mé]%sr%oi Rt PBWOé]EIoﬂ”stt %Fﬁ r?’hgl S PICESShr 141 45 |°&B§§‘?qug§ea@ﬁ1§

destinati %oﬁﬂﬂﬁmzﬁi)rﬁ'ﬂ%ni‘e&ﬂ%dd@ﬁé' nati on address. For exanple, the

processor 14 may conpare the destination address with the information (e.g.
a node list) stored in the nenory 16 to identify which node has an address

mat chi ng t t e e S
capabl e oimgg?‘Zt?% tggg%rggg%(gstﬁ g ]td%uetll%rso c%fl{lé\'ﬁh égﬁéog%qu%%é &&D
2012/ 1287 36dtiadid=26de beIoAgs Fos @nample dite po cassb b4 n@nidlentifyethe fretworkt he
processor 14 is capable of reading inforpation fromthe received data.

[ 0079] 5 At using theriRforptiertesgra npge .1@@ tared wsthe memosyhéi At 200e thearressepruni ch

the desti t F&,&& o] ntify
t he networ%i %%@ggﬁ? ﬁ)%t%(?orurlgﬁﬁ Sgﬁ 23 ge ldaehﬁgﬁg'h [ st?’ fs:?%ré)é i ﬁﬁe menory
16. At 20proctdser pranss sdentify thedeetiviotl @sing lthe ﬁxnfohnaﬁin L.t £ netsedk Higt)t he

I dentified network. For exarrpl e, .the processor ma I fy the network
usi ng t heStPFRddR tag memope 14 Ingn cabpdiment; Fyr%pﬁpéé ?ﬁowg@ ﬁéwa dig. | n an

embodi menkuddf uBOARARE REenbiic BhRLIHAANL bk RRidodeadi 0 standard used by the

network containing t estination

10 [0080] At 208, the processor 14 processes the received data. In an embodiment,
procéssing may involve translating the protocol suite from the protocol suite used by
the source node to the protocol suite used by the destination node. Accordingly, the
received data may be processed to appear as though it was transmitted according to
the protocol suite used by the network of the destination node, rather than the protocol

15 suite used by the network of the source node. In some other embodiments, processing
may involve operations in addition to, or instead of, translation. For example, the
processor may modify (e.g. add, remove or change) some or all of the data. Also, the

processor may store some or all of the data, for example, on the memory 16.

[0081] At 210, the processor 14 causes the transceiver 12 to transmit the processed
20  data to the destination node. Specifically, the processor 14 selects the radio interface
18 of the transceiver 12 which supports the radio standard used by the computer
network of the destination node. In an embodiment, the processed data is transmitted
with proper routing support such that the complete routing details are captured and
dynamic source routing is not needed. However, if routing information cannot be
25  retrieved from the information stored on the memory 16, dynamic source routing may
be performed before transmitting the processed data. Accordihgly, if the apparatus 10
is not aware of a communication path to the destination node, one can be established

dynamically.
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10[ 0080] At 208, the processor 14 processes the received data. In an
enbodi nent, processing may involve translating the protocol suite fromthe
prot ocol W0i20e/1280d by the source node to the protocol #0TS620d800459 t he

destinati e. Accordin , the recejved data may b rocessed to appear
25"t hough 10083 Aol (e Gl i BERalicTy ety TRODRULELLR SO BOLSUF t ¢ ne
network ofynt B&nﬁﬁ%ﬁ haabhoR dﬁg%de bR4 Bfferddd? %meﬁl%r REROPE R sphe oS Hiel Bctused by

t he network of e source node. In sone other enbodi nents, processing may
i nvol ve opleat ahe atiffeiient adoipuieo metworkoruse nlifferaut pfatocal amugbsitandn possinly,exanpl e,

th nodi f , , h | 1. of th
e P R B ke e THE PR RTE B
on t hes TemREWdel ntelodOblitf betdbon 106 REBEASAGes1df GRUSETtE donaRegei ver 12

to transm't the processed 20 data to the destination node. Specifically,

t he processtworkst Qreltheccantiang it datillgaientintefopermbilBy dictwden anyatvacadpdesrof12 whi ch
supports t radi o standard..used by the copputer networ f the destination
node. 1 n SHFRHB RS AGRBEIS L SYBOa PRI T ARHPRILY P T Bver
routing supPfydes itk hitddonnB&ed ARleBEEothetdven §f Bey atd Sifftfit prmrideiest and
dynanmi c source routing is not needed. However, if routing information
cannot berato ptendardssed fromthe information stored on the nmenory 16,
dynam ¢ source routing nay be perforned before transmtting the processed

data. Accordingly, if the apparatus 10 is not aware of a communication path
to thao de$083hin an embbelimente thea apieates camimuniwates ddirextly caith ya. noda0of a

2012/ 128716PCT/ SG201 0045 0082 cordi ng,to the,.above operatjon, data
can_be. 1 SHERER SOOI ANEBdeKared s BRber R IB R oAy aEhe of o
di ff er ent csamRuicaies RRhM U itect! vl the mltie b ealfeptativilyaindirb@ydhdd €k &tkercomput er
networ ks use different protocol suites and, possi 1y, different radio

st andar dsnhodsaek dhedothes r eompuper networs olie othse reerdsnthgo appapsipe mayaalspust 5
provi de i bj }it i t d o] i ff.ergnt

conput er gserﬁf\f\%gﬁé% hht Ogggg)vn ?g}eiwﬁﬁ%géeﬁ??rggeﬁlhn é&%%grgaé%ﬁl?’i ?’?/ bet ween
any twe naganetoif e fabparenis hastiwosufficiedicadiodandgbrptochl capabilion ta pperfaeat i ons
are supported by two nodes, the nodes can be interconnected with each ot her

even if t W&} thesther nedvasks. spelbavotisiatertet. rAgroadiaglinaetedsire soregiodand| n an
enbodi ment,e V\t}]éi?%ﬁ%@?%% E)_itcé}g'%ecﬂﬁleg%er B%Sl‘llgy n%fﬂbh 1k Oiggl‘?tﬁ/osfucﬁl thfMpUt er

network to I's Joined. In sone her odinents, the apparatus
comuni catoestiai bhsed shrvieet (yBS), twhithereiadervoral pattt ef Aanbiomt! Intelligeticeect | y

and via of her ,nades of, the at her... er networ l.Ln.ot her worgds, .the
e o us Ao IBAEE cal et Meally LGSR B, SRR i e PRk such
as, feof exaRkRialt H&ve%ése'rr[éh%[ nl%EatidnfbaTs_Et? *pPded %éﬂﬁe@a%na hgcatidd-bsdegnt radio

and protocol capability to interface with the other "'networks, such as the
i nt er net . agpdtyr sRNslpgy In sowEs hames. c imee ciceerdmed tarsenige embedigients, tlocadxpl oi t

GG EEREMET TR T e e

t echnol og(sgstemClavelpeorgp@ait hetwbaCddpldyniedts. Fintherphdific Ombddbmehi’Ghrovdée a
| ocati on-based 20 commerci al advertisenents, | ocation-based service
del i very eofyenisBavavLfrrgaseay datasheiing amepg progimate daeices Wik thegupgort

accor gi ngo§ hmaﬁqég&gﬁi%g?gaggi%%st%r%@{m}f&qﬂgm&jngp(can be supported across

di fferent evi ce echnol ogi es an system | evel ) conputer
net wor k depl oynments. Further, some enbodi ments provide a convenient way for

et RO BB SRS 4 b RS Ot P
internetwork communication may vary from the above. In some other embodiments,
the processor 14 may identify the destination node by other means, rather than via an
address contained in the received data. For example, the processor 14 may identify the
30  destination node based on a different attribute of the received data, such as, for

example, the contents of the received data. In some other embodiments, the processor
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[0084] In sone other enbodinents, the operation of the processor 14 in
facilitating internetwork comuni cation may vary fromthe above. In sone

ot her enbwdi2oents716t he processor 14 may identify the destisarinmonsge by

ot her nmeans, rather than via an address contained in the received data. For
exanpl e, {fhdnay detewneg th@@%ﬁpatmemqerlgas%enébﬂw%a@%rFOH@a@nnlasﬁw on a

di fferent 0

contents gfeg[ohr%lﬂréé%&évoéﬁﬁga é{?oglo‘?@kgp Rer en%ﬁ?insfh nts, %E rocessor WO
2012/ 1287 hodRsTouSkpHxt Hbﬁ%éei@edlﬂo neyhedpeeifioinode hﬁmtdmaﬁwhlgttrmmutmdetobas ed on
t he source node. For exa the nenory 16 may conprise information which
def i nes rén%l?ﬁ’@ﬁ%eiﬂtb%'sﬁ naéﬁ?ldeﬁartvi cul ar nodes such that data received from
one specific node is automatically transmtted to one or nore other

speci fic nodes. 5[0085] In sone other embodinents, the processor 14 maybe

confi giir el085] bmsayae pther embadimentse the: progessorsHt mazbe @mﬁwredtf@ upode, the
request uest i n hat he t ,da t Far
exanpl e, E?mcgfl rean%rbn[t {18881{5) rggciorea;e\/ll%g}e%%sqofgg ﬁﬁzg) tlﬁga Oél%f romthe

source nociemsnmhaatanpah@tapparaﬁs eyt dxampie)iptiof to EpUgparates Imeecaﬁmg:@)rnode.
Accordingly, the data received fromthe source node nmay have been 10

transni t t everheprings gatasfEom dhersquseriaede, thappniratve 40 mayt wsawp%rm@ 00 the

source no R ugjg}g

request dg'l%as H%:er e??om fdl}@ﬁ @Eb%g{ %ﬁYWﬁ%ﬁé&%@%nﬁ}y COI’I%\%I n het ails
of theo datransfiitedintrespoapptar el sestaahsinitted bp tel appardatusio thiessosmemode.lade. | n
sone ot her, .enbodi ments, the req ueséenmay not .contain %gé% gﬁde ails and,

for exanpls Wakethe GRPAAtUS IPRAY ARSFY 486 SOWER PR 19atiequesh Bed®@on the
appar at us e yhj n@ﬁgﬁ?fﬁe ﬁe&ﬁ’esﬁﬁﬁ%%@ﬁt’aupﬁetﬁﬁyoﬂd{éHatﬁ%ﬁlclfit‘ﬁg gf)éraﬁél%nts[tgmm] I'n

sone ot her e I frent's rocessor via the transceiver ,
conf i gur etkctive rfemmi the saurcecuuelet Ifi rsomeaothed embodimnents ubs trequestuayinng t hat

th t bt ai ta f t h F t h t
Sendt ng. achitgnady Suh et il b SelEie e SRR By Rird bty 433 Hohuear
from fhe dgehi@rt o thé\paratbswhich Séht SHERELELE B mal W%rfj@st lse@sThulf 4aa t he

destination node may contain details regarding at data to collect. In an
enbodi ment, the request fromthe destination node may contain details

regar di ng do%@mﬂ’\@bﬁé &H&eéﬁodlﬁleﬁﬁl hRS rélRidr 14) B4 REMAMALEEN . 124, N8

apparatus itself may store data, for exanple, on the memory 16, and the
r equest edcatdigaredety rbesivs areguessritanhe nodenthy renest Acausstingnidint thetapparatisar at us

][T? ?’ slt'.) € OSP é}i?tﬁ ga%e} or ftl% Olﬁg?cfehggrqg%%%p d rp%%‘)té%o b appgra &Sstehﬁllgé 'aorgqlpe%{j{ao t‘ﬁ'et hout

source node, the apparatus may receive a request from the destination node. In an

20 embodiment, the request from the destination node may contaih details regarding
what data to collect. In an embodiment, the request from the destination node may
contain details regarding from which node(s) to collect data. In an embodiment, the
apparatus itself may store data, for example, on the memory 16, and the requested

data may be stored on the memory 16. Accordingly, the apparatus may be able to send

25  the requested data to the destination node without first obtaining it from the source

node.

[0087] In an embodiment, when the apparatus receives a request for data from a
destination node, the apparatus may itself identify a source node for that data. This
may be case regardless of whether the received request identifies a source node for

30  that data. In an embodiment, where the apparatus transmits a request to a source node
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[0087] In an enbodi ment, when the apparatus receives a request for data
froma destination node, the apparatus may itself identify a source node
for that Wet2412/18i1§ may be case regardl ess of whet her t RETISEGEeiPEES? equest

identifies a source node. for 30 that data.,. ln an odi ment, where the
ppar at s 3t FEROME © TorLipad B i (tioths Hoe, the apparatus T3S B

2012/ 1287 EGR0d %éé@&p%ﬁgst't@ tRESREASTodeOrdiRGehi Béhefaté @HERSteqhéstM @
destination node, the apparatus may just forward the received request to
t he sour céovwager, in stthe embhdimeyts) theatpparatusemay dsplEgeneratonaewr request e
enbodi nents, the apparatus may itself generate a new request for

transmi ssitrﬁﬂs"c‘lém?’ﬁg?@‘ﬁﬁ?ﬂréeﬁ% . 5 [0088] In an enbodinment, the multiple
conput er networks may each contain as nodes sensors and, possibly, neters.

For exanple, a sensor nay be a type of electrical sensaor, such as, for
exanpl 5, " 40UR8] 15 cmbodiient theimplipice MR SHH Tk Y CBRAFINAIN S HOdSSr nmy be

an el ectr F&ﬁbrs de.rpo‘ééﬂ)fé'b él}lﬁ?erg.ap&blefan‘gﬂle,n?%éh’srgir NHay? bt U BlpeVst {:Tlggglcﬂr op or

current flowrelafing t sensors connected toit. Irn an e I ment
rel ati ng sensdf) satleas,r fori dxgmplkagevdltaganemore ar (aecurena sensot.dAddjtiomally] ay, a
region), a nmeter may he positioned to negsure the total electricity usage
(e.g. kwhnetsy nﬁar}’éo%ﬂ);’e‘g?“‘ﬁ??ain%‘it?{ 6B 1s capatie @ ‘é‘&%%ufleg&é?ﬂale @8c HPfn t he

area nmay QMR fifv 3BaBhE S MAllCHnsHERRhect@ HLICH ahNenldambat! feldigUpage for
that appliance. Accordingly, assum ng that the sensors and the neter

oper atleé ackdriditpousage tineansaree (srgtoboildisgi hecipnd regiim), st mettarmiay dach

15 t it to,th ter. .the i i Vi . triGity. foit
cor r esponBP TR AR piasue e Lo Bk [ & WAL BE & Qo3P ne. « he
propor t i oBachfelddtfc hPlRhc@Wasinthe hied nkSi ddenp#ie dn RYecta@Nsdnbsk t¢i ddtert the

appliance. Such information nmay be obtained by electricity conpani es and,
for exanprlectrisity wsege fos thattappliancer Aerardingly, despming ¢l theisorspes andjihe t o sone

electric ﬁn%Pér'@@Pa?é a&%‘r&iﬂg T Qi ULRddY sid %ﬁ‘d Eddtio %%S%Hp@hes%{ls&he
el ectrical 'sensors of one®appliance may operate using a different protocol
sui t e 1sandmaposaishlity to ahelithéter el inidididoals tleautizityg, ushge tdfeitelcontspondingsensor s
of other . appliances. Therefare, sone sensors may be i ncapabl e of

conmuni cafiergica snplianes. fherstore, thegpetengyidetsimme the pippaIion 9f thetataly

i nterconn : Li : . n i tdefier ent
prot ocol CerFaly Rl S Rt Indl e AR ncR SR L o b Bl ey,
an el ect r by electaiopy campaniesandg foresapples beeded sos¢teleatritityguatices. st andar d nay
provi de el ectrical usage information to a neter using a different protocol
and, possibly, a different radio standard. [0090] In the above-descri bed
enbodi nen{089} Hewewverp due rto reemeoelkaric rippliamwas deingdmanufactured by different

20 companies, the electrical sensors of one appliance may operate using a different
protocol suite and, possibly, a different radio standard, to the electrical sensors of
other appliances. Therefore, some sensors may be incapable of communicating with
the meter. In an einbodiment, the apparatus 10 may interconnect multiple networks of
sensors and meters which use different protocol suites and, possibly, different radio
25  standards. In this way, an electrical appliance using one protocol suite and radio
standard may provide electrical usage information to a meter using a different

protocol and, possibly, a different radio standard.

[0090] In the above-described embodiments, the computer networks interconnected
by the apparatus are co-located, co-existing networks which are in direct

30 communication range with each other. In other words, the networks are all in the same

20



by the apparatus are co-located, co-existing networks which are in direct
30 conmmuni cation range with each other. In other words, the networks are
all in theogama28me 2012/ 128716PCT/ SG2011/ 000459 vi ci ni PETHG201/000489 | appi ng
vicinities, .However, i‘?ﬁ’l s ta be.understood that one (ﬁﬁbodl ments, one
or more nEGHHBKST HR§VEHPPEE YiRnitics. Goperen yt bt (0 b Uedarpod ShAlaR ReMe) 1y an
enbodi nmen f i nities.
[0001] 1 neTRoREnR b S BRI SIS My IR0 i IR AAHEy BT 1R dherdentrked

st r uct ur e Ilbathembaedjment) none sfithengtworks. miynboipahasimaor emdhar yainitiesay be

i nterconnected together. For exanple, each part may be interconnected by a
designated wired or wireless connection path. Alternatively, each part may

be i nter couovds liedust 2ndoointeals, cheppbaatusehwprdsmpside . dtributsd exadtiplee, t he
internet. In any case, the operation of the distributed apparatus woul d be

anal ogdus hpng HEo apBgE: pRstsc i QReitione pachingr, mashie ifrgonngcted tegsthencdéorpei ng
that the periacks, ho'pgxgdp-@g }5@% &Itéhs BYR%DGed af laf Wil nBr lv%;? ons

such as, Xanp rent |ngs citre coun rres 92] I n
an enbodi marntecndmpathh Alerndtivebyd es¢lrpurt mag bem)tercnnﬂxmthﬂ\aaamhélfadonmuwessi ng
part and one or nore inferface parts The central processi ng part  may

conpri se PE¥OHROSUCESES IR EXARRYS ythe iRtershs I pay ?ar?F’eFlfea(‘?Eerﬁ o1 ofefeconpri se
one or M{R {0, J;bgra't&t\@ ﬁl@%%sdélaw tﬁs’ £ 9 abByd- Bés%rlﬁ&f eacﬁm%et wor k

interface part ma ocate a conputer netvvo
may beo | oddieeshcoutteind thainthe ndtwolles @t byotheusmparates \mnybs mTtixffemenM ral
processin e of .the interface parts or nay be

art may be. co- | ocate
| ocat ed eﬁ)§g r%‘c 2% T8t ereamnle 4 %rF’étttE“]a?gﬁ’e‘gtd‘?slodé’ﬂu%fBS%e each part may be
connect ed together 20[0093] In the above-descri bed enbodi nents, the

appar at us nf| to p recei ved data by trans|ating the

pr ot ocol E&}ﬁ{lﬁ b 1peBt Shefisihuted %%lesmyw@dﬁe% RSERIYFPIPERSSIBB Ur ce
hode to a a{%@%ﬁé o§'1'1‘15r@ u&téﬁﬂce arfsh?he%tewwpr@éesmg géﬁ%é Yadihprisenade.
However , |n sonme enbodi nent s, e processor onfidured to perform an

initial ch@@kssoomdbmemnm@hm lgech ipterfage paﬂemzp/r mrmnra;sle angioranarelradibng t o
the s ur ce

ot h ettt arhiie B AR HeRuf bR i ot PR e Bl My '

perform acdhpiedl atiwodrk %@r@ich%tw&kcﬂﬁx(?sbd\’f]@éa@ed Bet bMakicObPGRE ofert €s do
not match. [0094] In an enbodi nent, a node may_ either be a data

ci rcuit - t eQTAPWeR Reyorguil Bensentral processing part may be co-located with one of the

interface parts or may be located elsewhere. In order to operate as described above,

each part may be connected together.

20 [0093] In the above-described embodiments, the apparatus is configured to process
received data by translating the protocol syntax from a protocol suite used by the
network of the source node to a protocol suite used by the network of the destination
node. However, in some embodiments, the processor may be configured to perform
an initial check to determine whether or not the protocol suite relating to the source

25  node is the same or different to the protocol suite relating to the destination node. In
such embodiments, the processor may only perform a transiation operation in cases

where the two protocol suites do not match.

[0094] In an embodiment, a node may either be a data circuit-terminating equipment

(DCE) such as a modem, hub, bridge or switch; or a data terminal equipment (DTE)
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(DCE) such as a nodem hub, bridge or swtch; or a data term nal equi pnment
(DIE) WD 2012/ 128716PCT/ SG2011/ 000459 such as a digital tel ephone handset,
a printerwonrom/heat conputer, for exanple a router, a wechsGavileno@y a

server. In an enbodi nent, every node may have a MAC addr ess, typically one

for each seshasradigieldelenbionedigndseia @mtﬁ:rtoramg%@ltereﬁw&@g eHOUEHNPUL er s,
packet sw, Rgé}ﬁ&fté(gg%a QISTsILTY (ﬁﬁﬂggb& e%ft” ery RO ?ﬁsﬁ)cwéag%%ra%d?e%§ > LAN

access poin ' "an e € "appara rise’radio
i nterfacesypicullyi ghe efdr teaclh petwbdk aedidi G(g‘ltfdbleﬁl’ly pmfssdsm fE)dahtpWsn@rer adi o
standards: | EEE 802. 15. 4, 6LoWPAN, Bl uet oot h, Ln an enbodi nent, the
appar at us CHEputSEs, Pagkeh|switshesy 3kt meagdems j (tht E@GF’GT i ehtens) wind avieddessnet wor k
technogog;L%\{ A 11lﬁguet ooth, 10 Wreless USB, Z-Wave and ZigBee. In an
enbodi fren Ae%a par atus may be capabl e of operating using the follow ng
protocol suites: Bluetooth, UWB, Zi gbee, 6LOWPAN, Wrel essHART and ot her

| EEE 802. odi nent the a t us capabl e
of oper at TS SLERRE SO ety BBReFER BleS e topribe fackP BRGBierT o gy 275
| EEE 802. &Eeréue QLEABAR) terary GINMEeetfeliGhiagk rddeo gstaﬂeﬁﬁisUeIEEB hSOQZIS}Bee)
[0096] In an enbodi ment, a conputer network is a PAN. I n an enbodi nent, a

conput er ABOWEAN, Blugtogih, W Iécﬂm@dnﬁé@wekapmw g8y beopapaklgradi e,
WPAN.. [Oolgé%ratt&@.] Lﬁﬁl t lﬁf"e If&tlo%lpgt ergfég"s lﬁle{vl'cﬁ:ﬁt Fec oﬁéég gﬁ A OTBIGQEHC%; AI S to

enabl e ub erconnectrons anong conputer Ns are

desi gned aiekl&9 UiﬂB 1Z2vWad dndZighec (fhn s:hbasdmreﬁmgfe dp@&ﬂﬁﬁus rﬁﬁybeaaf@abllee
Bl uet oot h i.s desjgned. for range data exchan?e bet ween enpedded
devi ces wAl | PeratEBedsing élé%lfgﬂéﬂ%rerF%lI sutesrpRivetnatihg UWB: ofigPfen, and

control . 6? oRAAN Ofw &Q@%ﬂw dd‘a&ﬁéreflEEEd'sbﬁ?Fsﬁntbaééap'WPﬁNn nt 3ak and

they usually worK in an isol ated nmanner. Connecti ng everyt g to t he
i nt ernet embadisienyylthe m@paratusankyrbssapabieeoﬁomem'ag osing aauemmmxmwabng as all

t he 25 WPA ted t t t th h
ot her . HoRBRPT SSRGS 1Y (et Lo B0RLE b B Bar B RY SAHe(Ton of
each YWPANBcfIRR ZigB&d): exi sting WPANs can communi cate with each other

t hrough the i nternét, it is very difficult for themto discover their
co-location status and cooperate on | ocation-based issues.

[0096] In an embodiment, a computer network is a PAN. In an embodiment, a

computer network is a wireless computer network, such as, for example, a WPAN.

[0097] Unlike the internet, the ultimate design goal of which is to enable ubiquitous
interconnections among computer networks, most WPANs are designed and

20 optimized for special short range tasks. For example, Bluetooth is designed for short
~ range data exchange between embedded devices while Zigbee is designed for wireless
monitoring, automation, and control. As each of these WPANs handles a different
application task and they usually work in an isolated manner. Connecting everything

to the internet is a simple way to address interconnectioh issues. As long as all the

25 WPANs are connected to the internet, they can communicate with each other.
However, as the internet does not manage locality information of each WPANSs, even

if co-existing WPANs can communicate with each other through the internet, it is

very difficult for them to discover their co-location status and cooperate on location-

based issues.
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WO 2012/ 128716PCT/ SG2011/ 000459 [0098] As nentioned above, according to
sone enbodi nents, |ocal interconnectivity anong co-existing WPANs not only
provi des WOnAREI2BMbty but al so hel ps to better exploit REA/SSRENMHMAIDW edge

locally a the vicinit h that L ti d Al LBS),, which
are a )ér ug‘})@gl éér’{‘é/r’g’%n%rﬁg%%? g‘icﬂ’f ag fogg)ﬁﬁlee‘l’ O@%‘ﬁﬁ%ﬁ%gﬁgéﬁ}l@g‘?ﬂ%egl‘%@ gr :agt ly
fFaci i t at gflonACEUkEAG WP AN Rt THIP B JVBds Soonh QG Rhty CRR RNoAh IR t& BB dRE

supported across different (device level) radio téechnologies and (system
| evel ) WPARplolie @ind \shreret knov8edge lorilhyd ameng she vininifyr swdhaihat LooatioanBased way f or

I nstant dgta.shayi ng proxi.npte deyi ces without the s ort aqf. other
i nfrast r uFYeEs Zﬁ;{ggg "@Vn& grﬁsa crugiahpagt Ofﬁ‘é"ﬁﬁl?ﬂt ﬁn?tﬁ&g?n“fotfgla‘géfé%% f?l‘(ﬁfihe
current tpendedtly £RNMAEAT RBcofPAdS ot @nid1EmbPAiRINAL lodal RbEp@htiordTéAY be
corresponding efforts to decoupl'e the applications of existing WPANs from

t hei r undeuppoeye actpssadiffersht(davige levahgpdiatechnplogies nnd (sybtem lavel) WEIANr ot ocol
suites, sych as the_adaptati,on of Zi gBee. Application Layer AL) .over UDP.
Accor di ngg‘flgoga%&e%%%@eﬁﬁ’ﬁﬁg‘}e"?%ééggl?f8¥‘88p?oéan%bﬁnpcvéﬁgoﬁsﬁ‘é&ﬂ‘) B&44gi rect 1y
adopt ed byhgmpedinm SRXIntRs devidsleaRhé@ thBeuppdind€bitedViRfrashuefuds Based Desi gns
of new applications of enbedded devices can also be totally protocol

t r anspar esigsteniQeuddoisithe interagt. advant age of some enbodi ments that enbedded
devi ces can be pervasively interconnected with nearby devices. The
connectivity degree of each device is thus greatly enlarged. Gven a nore
coopei@t i {M998hWithcthei awurentstierd efhteanmgathg 2@ Padisntecthe Vinternetigthereearé mpinyes a

| arger infornmati,on se.and re.ver | | AN t be

U P ved BB GRRS (8GR e RTRkIonf of Ml R BANS) foin LA w8

enbodi nentagert pattocolse and transpdann ahdm cont® fthenihteinet erotedohosukes, vaucle has uthe

di fferent prot.ocol i.tes .and, .possibly iffere adi o _standards may be
appl i ed tﬁ‘i)aﬁtaBP%a‘bf Er @r??g(fangﬁpﬁ?yc?ét qzdﬁs) 0%dc EJLDa% ﬂf‘&ﬂ’%’é‘ alfps8me

embodiments, these decoupled applications can be directly adopted by embedded devices,

15  despite their under-layer protocols. Designs of new applications of embedded devices can

also be totally protocol transparent.

[00100] It is an advantage of some embodiments that embedded devices can be
pervasively interconnected with nearby devices. The connectivity degree of each
device is thus greatly enlarged. Given a more cooperative application, such enlarged
20 connectivity degree implies a larger information base. and more versatile

functionalities that can be utilized by each embedded device.

[00101] It is an advantage of some embodiments that the interconnection of
multiple networks which use different protocol suites and, possibly, different radio
standards may be applied to a broad spectrum of applications, such as, for example,
25  environmental monitoring, homeland security, battlefield operations, disaster warning
and rescue, industrial automation, healthcare monitoring, transportation, smart
buildings, smart grids, etc. Also, some embodiments may enable interoperability
between commercial wireless networking products of various vendors. Additionally,
some embodiments may enable many application scenarios that cannot currently be
30  realized due to technological limitations. Important application domains such as smart

grids will greatly benefit from some embodiments since they enable wireless
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25 environnental nonitoring, honeland security, battlefield operations,

di saster warning and rescue, industrial automation, healthcare nonitoring,
t ranspor twoizorz/128mart bui l di ngs, smart grids, etc. Al sopcsseeoanbedy nents
may enabl e interoperability between comrercial wreless networkjng products
of var | ouSCHNORMBE S ProgRsts | B I‘{ﬂ,noé‘éné/e@‘?ﬁi&dit%rﬁt§r°ﬁ’ﬁ§?teeng’6l eSTifaisle
applicati gﬂﬁﬁﬁ 1 0s that cannot currently be 30realized due to
technolog?ca ?%?égtions. | nportant application domains such as snart
grids will greatly benefit from sone enbodi nents since they enable wrel ess

o aper SOUFLy o TR APRLC TR AR BIT 0N oAU A 1

enbodi menffetliods! NEs tObenadersiopa tindt UnRE eribddifRéntOefy Hel iniplerhent& iiider st ood
that these enbodi nents nmay be inplenmented in the 5 formof software running

on a_ cbnpiiey of softwaserEunatigoen aepmputer. Ha spme ifotedimsntsh the mpthedemerdeas a
combi nat o 12{ne9t§5 g&ag eco%qnzﬁ%}# P Gedulle 3ld SURQALITEAY on LT 207 091 am
rovi ded,” the conp r g a ea

product i 5P uter program product conprisin st one

conput er - cqap@bt progtai pERIUGERI provided, ithg conpitti pogexe proidatl @nipridgrgaan code
instructions stored therein, the conpufer-executable program code

i nstructi iast ane eyRpHEsTeadatie siprage BSdIDT HavingnoaputRricRecutaple program
above-desgr i ] i [ i ctjcularly
ahonn andcosonyriaiigifres HHChl bbbl Skl bR Sole FRaBaldk )
shoul do becemprégisg progrdny cddeobe irsfleinkenting the bbeveaddscrifedtmethodsous changes i n
formand detail nmay be nmade therein without departing fromthe spirit and
scope of the invention as defined by the appended 15 cl ai ns. The scope of
t he i nvenj00a03) s While thedhcaitied ks b pppenddd sHoainmandrdtsaibedciwithges

whi ch come within the _neaning and range of equjvalency of the clajns are
ther f or erGLFFERITHAEFPERIIE EXUABIE aRedimetts, b ghoulbhe pagby iliqssélsﬁ%é

in the art that various changes in form and detail may be made therein without
departing from the spirit and scope of the invention as defined by the appended
15  claims. The scope of the invention is thus indicated by the appended claims and all
changes which come within the meaning and range of equivalency of the claims are

therefore intended to be embraced.
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CLAIMS 1. An apparatus for interconnecting nmultiple conputer networks, each
conputer network using a different protocol suite and conprising nmultiple
nodes, thwoappaneildgs bei ng a node of each conputer netwecChk;sGaoma/oappar at us
conprising: 5a. a transceiver configured to receive data from any node of
any one of the nmultiple conputer netumRIMS, the received data being for
transm ssion to a node of a different one of the multiple conputer

networks; b. a menory configured to store information relating to the

mul tiple go RSk WBF KStercBRfbclRS - mAtiBlOSARFREr RORdrik!r &ieh t@mipdrAt i fy the
node of tﬁquy%?ggent one 8? thg n%ﬂ?iﬁ g con%ﬁi%r negmérks baséﬁ on the
recei ved datnatwdrk astge anilifferent pprotoocbbuittuiané aeimprissgd imfuitiple modenethef t he

mul tiple conmputer networks using the nory,, t ss the.r i ved dat
S0 that t he PEUANSEEGAR s AEEA OMPUE PENGLIDE PRIRSHYY FARPTIRAR di ng to t he
deternj ned pr of eAkc tc%nﬁ?t?]}gdtte 1RBMSE dhfAerdt &ANE6&] ¥EhnYy @nkldNGEi t the

processed received data to node of the different one of the nultiple
conput er net womkikipl@ coffipaten mptivarks sthe freeglivadndata beingr &irrtrasmissiosc®ssor i s

configured, with, t .Lanscei v to,transmt a request to the node of the
sai d one of th@%ﬂ%‘{}f@%&}?ﬁﬁ?%@“ﬁ‘@hﬁ’%‘{ ert%éw&:l;( uest instructing the
node to transm tnG@rd offibired 30 REréinBrmatioh refiRgaBRA¢ MulGplefcodipateh 2,

wherein the transceiver is configured to receive a request fromthe node of
the different wetwodss; atke nultipl e conputer networks, the 25request

| nstr EJOCt 'ng cE hae—pfrfidpcgsasrofle Exyn gtu?edotgti &i,nrt]if}(;j fleBiode of the different one of the multiple
computer networks based on the received data, to determine a protocol suite of

the different one of the multiple computer networks using the memory, to

process the received data so that the received data appears to have been

transmitted according to the determined protocol suite, and to cause the

15 transceiver to transmit the processed received data to the node of the different

one of the multiple computer networks.

2. The apparatus of claim 1, wherein the processor is configured, with the
transceiver, to transmit a request to the node of the said one of the multiple
20 computer networks, the request instructing the node to transmit data to the

apparatus.

" 3. The apparatus of claim 2, wherein the transceiver is configured to receive a
request from the node of the different one of the multiple computer networks, the

25 © request instructing the apparatus to obtain data.

4. The apparatus of any preceding claim, wherein the received data comprises as a
destination address an address of the node of the different one of the multiple
computer networks, and the processor is configured to identify the node of the

30 different one of the multiple computer networks based on the destination address.
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4. The apparatus of any preceding claim wherein the received data
conprises as a destination address an address of the node of the different
one of t EOrRO1Z12p116 conmput er networks, and the pPCETSS2OI1/0D&IS9
configured to identify the node of the 30different one of the multiple

conput er SetTHRr dfpabvbsecof ey bhelagastli a8, wherethdthesgocessor Fhwnfippedabus of
any of clains 1 to 3, wherein the processor is configured to {agentify t he
node of t he identifistherodsad thy difiseenhne phihe rytiplgicompytsr Het sk Based 0Bn” t he

content of ttﬁgcén‘?&ﬁ!o‘fﬂ%rg@eti@edd%ta@ The apparatus of any preceding claim
wherein the transceiver conprises a plurality of radio interfaces, each

radi o interface being configured to communicate according to a different

radi o standard, and the processor causes the _tralgscei ver to transmt the
pr ocessedbys eldei orraratus LT LAIYngreseding Gaimyt whergive thee frapsceiyer LORWpESdénce on

t he determ t S T i ein the
sel ected rag)?%a?t&?o ef(r??(ﬁz@il():élzft ?ﬂgaﬁls’f%g.lrl (Zaar?tlo Pl ?eg%&g%%gl il%n?%l%:gé ?d aégéﬁgg}gg&% 0
recei ve t he adedrding8o aldiffereptpradiet stemdafd, and therproedsargaudeaithm travsecieéntot he

apparatus is configured to 15 communi cate according to a plyrality of
di fferent prEnsES |t§%mp9@§edawaelv%dqﬁa yeiag & ghdip &g isglgriEd in drneRderce

transcei ver,__t.0. hQLO; [alids to conmputer networks which are in range
on'tfle H&Eﬁl}:}lﬁ@@v\ﬂnﬁgﬁﬁ afife

of the transcelver use one of the plurality of different protocol
suitess 20 9. The apparatus of claim8, wherein the processor is

configured, with the transcejver, to join the a rat us COnput er

net wor ks %hl% ngaﬁlswfggi?%msé’éﬁ@é?‘ﬂqg%ﬁﬂf)‘i’?‘gﬁ’dﬂg&?ﬂg“{e &) @Eeé?’\‘? Ma10. The
appar at us of g ahtBE& REd B re¥dleé Bleatdie processor is configured to update
the 25information stored on the nenory with details of conputer networks to

whi ch the apparatus is joined. 11. The apparatus of any one of clains 8 to
10, wherepn . the processpr is_confiqgyr.ed, wt. he cel jdentify
nodes of 'héltl}‘?u?qoplaf)al%és 8@%’0?& ¢ lgg%g?‘lf&,w%gﬁe tt})’esa@h%gﬁﬁelgt%gﬁgﬁgrthati on
storegs on t hgnifindaye ¥cbhlitiefodd plarality & diffefbanpriotdcetisuiesesd the processor
~is configured, with the transceiver, to join the apparatus to computer networks
which are in range of the transceiver and which use one of the plurality of

different protocol suites.

20 - 9. The apparatus of claim 8, wherein the processor is configured, with the
transceiver, to join the apparatus to computer networks which use a radio standard

supported by the transceiver.

10. The apparatus of claims 8 or 9, wherein the processor is configured to update the
25 information stored on the memory with details of computer networks to which the

apparatus is joined.
11. The apparatus of any one of claims 8 to 10, wherein the processor is configured,

with the transceiver, to identify nodes of the multiple computer networks, and to

30 update the information stored on the memory with details of the identified nodes.
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12. The apparatus of any one of clains 8 to 11, wherein the processor is
configured, with the transceiver, to notify a node of one of the nmultiple
conmput er WOt2MR8716f nodes of a different one of the nuPCITSIGRIIOAPIS? er
networks. 513. The apparatus of claim 12, wherein the processor is

confi gur e, Tetdppidagistofang oae wéklaihe 8tto diswihtrein thegrocessay is confifpraf, one of
the multiple conputer networks to notify that node of a node of fferent

: [ ) a di
one of the rith theteansesstita moHEt dBedesot ong of the my 1Pé?)ﬁ‘§Pﬁ‘ft5"sn%W°%{‘ﬁf?
precedi ng cl _ai MNGFE] e o | J d, with the transceiver,
to determ nél%gégc%mmﬁlggggtté%n()fgg%)Hﬁgg)t@%\%delﬁpl%g@eéggg{ﬁ'di fferent conputer
networks, by relaying to the node of one conmputer network a route discovery

nmessage received fromthe node of another conputer, network, transmitting to
the note b3 Ttheeapramips é)cfnf}ﬁlnérune‘ﬂ"aﬂfew she &R S%"ép’lsy“?fgé)%‘é‘?jle Wﬁﬂll he name
of the node SN aﬁs’?x‘ﬁ OPRILBE 0N d i ! ion
stored on tﬁ%ﬁmn%%F’y%lwﬂt thg det.etr?nt‘long E@%ﬁfmﬁéc%f?%ﬁwggg# Q%gpﬁ%?]e

appar at us ofnebwyrkptoameify tgt abdé of a nbder &ff andifferentren®o fithe sndtpleicgopetert o st ore
at | east one of the following attributes for each of the nultiple conputer
networ ks: 2@4HWQTKk¥ex number, a protocol suite, a personal area network
(PAN) identifier (ID), a nedia access control (MAC) address of a PAN

coordi nator. 16. The apparatus of any preceding claim wherein the nenory

i s conf i gid.dthetappantus e fany Ipeeretingnadaiof, wheeeih thd pracergomistqonbgered, With each
node of each of the nultiple .25 conputer .netwgrks: a nedia s.control
(MAC) addr edle UAPSCEIVFL; 1A ATHFIIfe? 8 ,unécaﬁggitp\-gﬁbgest?”ﬁe% Pf’g?sn?ifﬁl%%§%lét wor k,
an address icBrmphtet %ﬁﬁorﬁﬂeo)n%laﬁﬁ% b AR e BElWBIdomputer nelworkTH@ow@ppar at us
of any preceding claim wherein at | east one of the conputer 30networks is
a personal alissaverst mesdage received from the node of another computer network,

~ transmitting to the node of the other computer network a route reply message in
15 the name of the node of the said one computer network, and updating information

stored on the memory with the determined communication path.

15. The apparatus of any preceding claim, wherein the memory is configured to store
at least one of the following attributes for each of the multiple computer networks:
20 . an index number, a protocol suite, a personal area network (PAN) identifier (ID),

a media access control (MAC) address of a PAN coordinator.

16. The apparatus of any preceding claim, wherein the memory is configured to store

at least one of the following attributes for each node of each of the multiple

25 computer networks: a media access control (MAC) address, an originating
network, a next-hop in originating network, an address in at least one non-

originating network.

17. The apparatus of any preceding claim, wherein at least one of the computer

30 networks is a personal area network.
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18. The apparatus of any preceding claim wherein at | east one of the
conputer networks is wireless and the apparatus conmuni cates w rel essly

wi th the WOQerR/1@871bhe at | east one wi rel ess conputer neP@BSK20183/00G159 A

met had for interconnecting nmultiple conputer networks, each conputer

net wor k u$8.IMheaapafdtey efitanprypteedolg shirh.e whatirc atniedss iong ofithe i piputerdes, t he
nmet hod conpri si nlq(: .a._joini ng% each of the nultiple conputer. networks to
become a nodEtveITke omirelessiand the prnamtes %ﬂ‘ﬁﬁ’ﬂ‘é‘?teﬁ@ﬁﬁﬁﬁ ;Wlt%dﬁ? e &tvi ng

data from anye %g?a%8§%§'ﬁt¥169§&)‘ﬁgUtér%tMFi pl e conput er networks, the

recei ved data ransm'ssion to a node of a different one of the
mul tiple conmputer networks; c. identifying the node of the different one of
t he nultifle conput er. networ ks hased on the received data; 15d. determ ning
a protdcol9-

i methgd e [prbyit eRANGFIEs TBHID IS SOBPUEH NGRYPRSS  [eact SRBIRUET
NetWOrKS: e Rl ARCRSHIIS BRROROYREI IRIC 118 ddMishlie nisiAL Wadeslata appeat s

to have been transmt accor g to the deter protocol suite; and
f. transm t tméthod bemprisacgessed recei ved data to the node of the different

one of the 20nul tiple copputer .networks. 20. The thod of ,claim 19,
further conpilotHBe F?%ih%%?t“i“ﬂﬁplﬁ PIPYLEL hefvgorkh o H%if?gleo‘? n?%oégﬁ%h 0gne of
the multiple c 16ple B YAfek etwollls; r €quest instructing the node to

transmt data. 25 210 The nethod of "claim 20, further conprising receiving
a request fronreckigingodia fiont ey nhdef off aytonsdf thé muéplemebmippies netovgrks, er

networks, the the %gesiife(i crig‘ctzi rbléiiltgi 9 tita?lsarilis(sj%ii obaengci%tgti & %ii‘ferent one of the
multiple cbmputer networks;
c. identifying the node of the different one of the multiple computer networks
- based on the received data;
15 d. determining a protocol suite used by the different one of the multiple computer
networks;
e. processing the received data so that the received data appears to have been
transmitted according to the determined protocol suite; and
f. transmitting the processed received data to the node of the different one of the

20 multiple computer networks.

20. The method of claim 19, further comprising transmitting a request to the node of
the said one of the multiple computer networks, the request instructing the node to
transmit data.

25
21. The method of claim 20, further comprising receiving a request from the node of

the different one of the multiple computer networks, the request instructing that

data be obtained.

30  22.The method of any one of claims 19 to 21, wherein the received data comprises as
a destination address an address of the node of the different one of the multiple
computer networks, and identifying the node of the different one of the multiple

computer networks is performed based on the destination address.
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30 22. The nethod of any one of clains 19 to 21, wherein the received data
conprises as a destination address an address of the node of the different
one of thwormixi2ptie conputer networks, and identifying trhe/scadaodsse he
different one of the nultiple conputer networks is perfornmed based on the
destination address. 23. The nethod of any of clains 19 to 21, wherein

identifying the node of the different one of the nultiple conputer networks
i s perforddlsamethodroft ey ebwlaims 16 ta B, mderin ddengidying the ngde Tethget hod of
any one of cl.aims 19 to 23 .wherein fransmttin i ved
data is perf é?ﬁgﬁt (H‘fiorfgheam}l%lwi?eom%lrﬁuérrfngg‘gg%%ﬁse% @%Q?@lgésgggﬁggeg%@?%ﬁ t he
determ ned prewoeedivedddtg. 10 25. The nethod of claim 24, wherein receiving
data is perforned using a radio interface which is different fromthe
sel ect®ed radio interface. 26. The nethod of any one of clains 19 to 25,
wher ei n j 9} ni,ng_eac f th Gl t t ' .91 ni ng
conput er %%%%?gt%iogﬁngroger&rfCrléilﬁléglg;ﬁ’gg ’5‘?@#‘5%%%“%@2@% hl(ﬁ%Séteg one of
a predet er nmirp@sved! datalsi peyfobinedl ubihg raeratliopintr facobelédted @6 depeddencélvm tiet hod of
claim 26, wherein joining each of the nultiple conputer networks conprises
j oi ni ng conplgteamingd PIRIPES SWkG-ch use one of a predeternmined plurality 20of
radi o standards. 28. The nethod of clains 26 or 27, further conprising
storing details of the conputer networks which have been joined. 25 29. The
met hoth of 28mheometholl ¢fl elaiis 226 wierdf, refeivingedats dsrpetfoimagl usiaptd frading nodes
of the multiple conputer networks, and storing details of the identified
nodes. 30. intgefaceathigh 1stitigrept éﬂ‘é‘tb‘? S“S‘Fcé?dn%‘d‘?émte 8% further conprising
notifying a node of one of the nultiple conputer networks of nodes of a
different one of the nultiple 30conputer networks.

26. The method of any one of claims 19 to 25, wherein joining each of the multiple

~ computer networks comprises joining computer networks which are in range and
15 communicate according to one of a predetermined plurality of different protocol

suites.

27. The method of claim 26, wherein joining each of the multiple computer networks
comprises joining computer networks which use one of a predetermined plurality

20 - of radio standards.

28. The method of claims 26 or 27, further comprising storing details of the computer

networks which have been joined.

25 29. The method of any one of claims 26 to 28, further comprising identifying nodes of

the multiple computer networks, and storing details of the identified nodes.
30. The method of any one of claims 26 to 29, further comprising notifying a node of

one of the multiple computer networks of nodes of a different one of the multiple

30 computer networks.
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31. The nethod of claim 30, wherein notifying conprises transmtting a
beacon to a node of one of the nultiple conputer networks to notify that
node of awOade/i38714 di fferent one of the multiple conpuPET/SGROMIPMS? 5 32.
The nmet hod of any one of clains 19 to 31, further conprising determning a
communi caBi OrheP@kthol o wReh 300 dderedi neliiflyirgr @miprisesrahsmittingt abedcsn thy
relaying to the node of one conputer network a ro di scover meoésage

t
recei ved frdwdeeé one @t ther maliplercompuseriiet works & Wl‘f&,tg%tr%‘ilglﬂftat odg ot ad t he
node of the [ eply nmessage in the nane of the
node of the cgaFr nto(%gerggg#’r%%l g&’ﬁéi\%%n&l@%rp%%%%% storing details of the
det erm ned communi cation path. 33. The nethod of any one of clains 19 to
32, further conprising storing at .| east one of the followi hg attributes for

each of t A2 The method Hopuers oh&lajms KS: toaAl.i lugtbsr rempying ge ? suite,
| . P RS : ot s ol
(MhG) *adr o o p Al balt KoMl odr SRS bt Bftpieh Plom BB RonS MR T 08 10

to 33, furthie n6dpf bsd bempiter hetgoslk alreatstdiwneergfmeskazef weived fgmather i but es
for each node of each of the nulti FI e co%t er netgor% : a nmedia access
control (MAGPda@dpeasBer comARST FERTKAGRINEYIHEE KO tl}f_nr? R ﬂfO(HBT:}' PR gi nat i ng
net wor k, anorgﬂg{,&.sasrdu%g&@g) lgngs%ﬁ%\ﬁﬂleth@%ﬁﬁrdﬂh@%d&gfﬂi‘lf%ts%rdﬁe Rpulde et hod

of any one ai s erein at least one of the multiple
conput@r netnsowdak, arsl siornrey davaiklofdhedeteratinl dommanieBionThath. net hod of any one
of claims 19 to 35, wherein at |east one of the nultiple conputer networks
is wreless and communication with the nodes of the at | east one wrel ess
conput er BEUMRIKethSd BEAAPERESE MhifR| 1859] 30, fidther eoﬁgmmg SoriRg @0Teasn dueoduct
for interconnecting nultiple conputer networks, 30 each conputer network
usi ng a di f foditberfoljpvdng ettibwed for eanki of thepmbiplgycornputeprewatgesn indes
conput er program product . conprising .at | t LI - st or age
medi um havi ﬁ@'"@’&ﬁ&?@f%k%‘% t361%50[%?10%?%%&@88@(t?%lgf{rgég{lﬁ%rn@ﬁg?%& é(gl % her ei n,
the ceamput eracees ebitad]|(MAT OGIdas 608 BANSdordiaktoAns conprising: a. program
code for joining each of the multiple conputer networks to becone a node of
each of the nultiple conputer networks;

34. The method of any one of claims 19 to 33, further comprising storing at least one

of the following attributes for each node of each of the multiple computer
networks: a media access control (MAC) address, an originating network, a next-

20 hop in originating network, an address in at least one non-originating network.

35. The method of any one of claims 19 to 34, wherein at least one of the multiple

computer networks is a personal area network.

25  36. The method of any one of claims 19 to 35, wherein at least one of the multiple
~ computer networks is wireless and communication with the nodes of the at least

one wireless computer network is performed wirelessly.

37. A computer program product for interconnecting multiple computer networks,

30 each computer network using a different protocol suite and comprising multiple
nodes, the computer program product comprising at least one computer-readable

storage medium having computer-executable program code instructions stored

therein, the computer-executable program code instructions comprising:

30



b. program code for receiving data fromany node of any one of the nmultiple
conputer networks, the received data being for transm ssion to a node of a
5di f f er erlWO@AR/138716he mnul ti pl e conput er networks; c. pr@GTaEGREIA080459r

identifying the node of the different one of the nultiple conputer networks

based on t hes,r gfopirate dod@for joifling Racty b Btk ¢aleple @onpates hotwiirkgtosbepsmt ac ol
suite used by the different one of the nmultiple conputer networks; 10e.

progr am code fa«pdqﬁﬁﬁ@élsgfﬂlgmui@plﬁé@@pv@an%taioﬁ%o that the received data
S0 o and B BrAgn B kP heIRER R dnb RUERIARY SR8 T BRALRRT, 4 (6
the node of t h@oxﬁpﬁtﬁﬁh&%r@@h@feckhed lﬁtuﬂatlbeﬁlhgé feromastrigsionetond nisde of a
5 different one of the multiple computer networks;
c¢. program code for identifying the node of the different one of the multiple
computer networks based oﬁ the received data;
d. program code for determining a protocol suite used by the different one of the
multiple computer networks; |
10 e. program code for processing the received data so that the received data
appears to have been transmitted according to the determined protocol suite;
and

f. program code for transmitting the processed received data to the node of the

different one of the multiple computer networks.
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