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Br-DirecTioNAL CBRS COMMUNICATIONS SYSTEM AND METHODS

CROSS REFERENCE TO RELATED APPLICATIONS

{0061}  This application claims priority to and the benefit of U.S. Provisional
Application  No. 637292718, entitled “BI-DIRECTIONAL CBRS
COMMUNICATIONS SYSTEMS AND METHODS,” filed December 22, 2021,

which is hereby incorporated by reference in its entirety for all purposes.

BACKGROUND

[0062]  The present disclosure relates generally to efficient communications
systems. In particular, the current disclosure relates to low-latency, high-bandwidth,
bi-directional communications facilitated via use of Citizens Breadband Radic Service
{CBRS), a form of private long-term evolution (LTE) communication that operates in

the LTE spectrum of 450MHz - 3.8GHz {e.g,, in the 3.5GHz frequency band).

[0063]  As information technology (IT) becomes increasingly sophisticated, new
applications of technology may be relied upon to invoke enhanced operatioual
experiences across an environment. Traditional 1T infrastructure has utilized
independent/isolated networks to perform isolated tasks. This may be particularly true
for security and/or safety tasks, which are oftentimes highly prioritized and isolated
from peripheral tasks, to ensure no interference of the security and/or safety tasks by
the peripheral tasks. Further, in many cases, these security and/or safety tasks may be
implemented over a physical rather than wireless connection to ensure reliability and/or
to meet network requirements {(e.g., threshold maximum latency requirements, etc.).

Unfortunately, however, the use of isolated networks and/or physical rather than
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wireless connections may provide significant complexity to the I'T infrastructure that
can result in cosily infrastructure spend and sustaining costs. Additionally, by limiting
certain networks to wired connections, flexibility in re-arranging components within an
environment may be hindered. Further, the use of traditional Wi-Fi networks {e.g , over
a 2.4Ghz range} may be undesirable for safety systems, as many electronic devices may
operate on similar frequencies, causing interference and reducing reliability. Further,
Wi-Fi networks may cause varnable latency for moving components {e.g, ride
vehicles), as handoffs between Wi-Fi access points may be complex and latency

intensive.

[0864]  These constraints may be particularly hindering in large and/or dynamically
changing environments, such as amusement parks. In these environments, attractions
may span significant distances and/or may be continucusly changing to increase user
experience. Accordingly, new techniques are desired that allow for wncreased network

functionality over a wireless network.

BRIEF DESCRIPTION

(908581 The systems and technigques described heretn provide for enhancements {e.g.,
reduced latency and reliable two-way communications) to wireless networking
communications. This may be useful for meeting constraints of certain systems {e.g.,
a threshold maximum latency requirement), while allowing for reliable two-way
wirgless communications between devices on the network. While the discussion
provided herein refates primarily to amusement parks, this is in no way intended to limit
the scope to such environments. Indeed, the systems and techniques provided herein
could be used in a number of environments, including Enterprise IT environments,

home vetwork environments, ete. For example, a number of environments use PLC
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safety systems, such as manufacturing planis, oil rigs, blast furnace environments, or
other environments where safety control may be desired. While the current techniques
will be desribed with respect to CBRS, these techniques may be applied to other
broadband cellular technologies (e.g, the fifth geveration technology standard for

broadband celiular networks (5G).

{9686  In particular, efficient two-way communications are provided by adapting
the CBRS system components for end-to-end Internet Protocol (IP) addressable traffic.
in this manner, the CBRS system may be stripped of inefficient features of LTE that
are unnecessary for end-to-end IP tratfic, such as network address translation (NAT),

tunnelling, and other LTE cellular cartier features.

DRAWINGS

[0067]  These and other features, aspects, and advantages of the present disclosure
will become better understood when the following detailed description is read with
reference to the accompanying drawings in which like characters represent like parts

throughout the drawings, wherein:

[0008]  FIG. 1 is a schematic diagram, illustrating an Information Technology (IT)
environment that utilizes an efficient bi-directional CBRS system to facilitate
prograrumable logic controller (PLC) security between a server and a remote wireless

client, in accordance with certain embodiments;

[9969]  FIG. 2 is a schematic iHustration of a roaming robot that may make use of

the CBRS network described herein, in accordance with certain embodiments; and

[9918]  FIG. 3 is a schematic illustration of a system where temporary interactive

components use the CBRS system, in accordance with certain embodiments.
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DETAILED DESCRIPTION

[0011]  The current techniques relate to using a secure bi-directional communication
using Citizens Broadband Radio Service (CBRS) (Private Long-Term Evolution {(L.TE})
band 48Mhz -3.5Ghz). Specifically, a modified LTE network provides a reliable bi-
directional communication between programmable logic controllers (PLCs) that
operate under safety protocols {e.g., common ndustrial protocol (CIP)) that include
communications requirements that may not typically be met by traditional wireless
communication networks. The PLCs may be considered safety devices and they are
typically used with volatile/high-risk devices where lack of instantaneous response
could be dangerous. These devices provide a safety measure, by looking for expected
states of the volatile/high-risk devices and causing a safety control action when such

expected status is not found (e g., a fault state oceurs).

The Broadband Cellular Network infrastructure/ Safety System Application

(0012}  With all of this in mind, FIG. 1 is a schematic diagram, iHlustrating an
information Technology (IT) environment 100 that utilizes an efficient bi-directional
CBRS system 102 to facilitate program logic controller (PLC) security between a server
104 and a remote wireless client 106 {e.g., a ride vehicle of an amuserent at an

amusement park}, in accordance with certain embodiments.

[9813]  The server 104 and the remoie wireless client 106 may each be associated
with a safety PLC {e.g., wayside safety PLC 108 and ride vehicle safety PLC 119,
respectively). The wayside safety PLC 108 and ride vehicle safety PLC 110 are each
tasked with providing heartbeat signals to one another to verify that near-instantaneous
communication is present between the PLCs.  The wayside safety PLC 108 is

responsible for triggering a fault state if a requisite number of heartbeat signals are not
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received from the ride vehicle safety PLC 110 within a prescribed amount of time.
Further, the ride vehicle safety PLC 110 is responsible for triggering a fault state if a
requisite number of heartbeat signals are not received from the wayside safety PLC 108
withio a prescribed amount of time. In this manner, a fault state can be triggered if
either the wayside safety PLC 108 does not recetve communication from the ride
vehicle safety PLC 110 or vice versa. This is useful to ensure safe and effective control

of gysterns, when necessary.

19814}  In one example, the PLC heartbeat scheme may be facilitated by a safety
system {e.g, CIP Safety™) that has specific requirements that are not met using
traditional private LTE vetworks., CIP Safety™ is av application layer service that
provides high integrity safety services and diagnostics for communications between
nodes on a network. To provide safety integrity, the safety system may require a
minimum number {e.g., three) heartbeat signals to be received over a span of time (e g,
every 100 milliseconds) between PLCs. These heartbeat signals may be sent at periodic
intervals {e.g., every 30 milliseconds). Accordingly, as may be appreciated, the latency
requirement for these heartheat signals is quite stringent, as missing even one heartbeat
may cause a safety fault. This latency requirement along with the need for bi-
directional comsmunication between the PLCs has resulted inn a need for enhancements
to LTE communications, as traditional ETE networks may not satisfy these latency
requirements and bi-directional communication is atypical for LTE networks. Indeed,
typical LTE cellular communications at a 3.5 GHz frequency includes a fixed latency
in downstream communications of approximately 20-30 milliseconds and a fixed
tatency in upstream communications of 30-50 milliseconds. Accordingly, because the
apstream communications have a fixed latency close to the periodic interval of

heartbeat signal transmission, the traditional fixed latency of the LTE networks may
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almost certainly cause heartbeat signals to be lost, thus not meeting the three heartbeat

signals every 100 millisecond requirement of the safety system.

[0015)  Further, traditional LTE networks do not provide network layer
addressability {e.g., via IP address), which may be a requirement for provision of
heartbeat signals between a server-side PLC {e.g., a PLC in a server environment) and

aride vehicle PLC {e. g, attached to a countrol of the ride vehicle of an amusement ride).

[8616] To provide reduced latency that may meet the maximum latency
requirements of the safety systern and to provide bi-directional communication, the
LTE components of the CBRS system 102 may be stripped of unnecessary components
for PLC-to-PLC communication. Typical LTE deployments include functionality for
cellular carriers to facilitate cellular phove service. These LTE deployments come with
applications for implementing many cellular carrier service features, such as billing,
authorization, and authentication features, sach of which may add to the fixed latency
of the LTE network. Further, many security services necessary for cellular phone
service providers may not be necessary for end-to-end IP-based communication (e g,
from one PLC to another PLC), as a requirement for a SIM card o access the LTE
network may already be more secure than traditional network communications that
merely require a password (e g., Wi-Fi). Accordingly, to reduce the fixed latency, these
features may be removed, leaving only the base functions needed to faciliiate the LTE
communications, stripping out all tunnelling and network address translation (NAT),
and utilizing a flat network architecture still capable of running over LTE. Indeed, the
NAT and tunnelliog has been found to be latency intensive. NAT is a method of
mapping an 1P address space into another by modifying network address information

in the IP header of packets while they are in transit. This feature is quite latency
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intensive and is not necessary for end-to-end IP transmission. Further, traditional LTE
may include a system-to-system tunnel that is not required for end-to-end IP
communication and that is established on a time out, where, after a given time period
{e.g., every 3 hours), the tunnel is torn down and re-built. This re-build process can
take up to 1.5 seconds, which intrinsically breaks the continuous stream of heartbeat
signals, causing a fault state between the PLCs. Accordingly, a new broadband celiular
technology system 18 described herein that utilizes tonnelless communication
independent of network address translation (NAT), resulting in a reduced latency of
communication, when compared 1o traditional broadband cellular techaologies where
tunnelied communication with network address transation are used. In this manner, the
new broadband cellular technology system can be used to ensure the latency of
communication does not impact latency-dependent features, such as the ability of a
threshold number of the heartbeat signals to be received by a receiving PLC, as

described 1n detail herein.

[8617]  For example, the CBRS system 102 may include a core 112, a base band unit
(BBU} 114, and a radio umit/CBRS antenna 11¢ (e.g. an indoor radio umit
{IRUYantenna). The BBU 114 is respousible for facilitating communication between
the core 112 and the radio unit/CBRS antenna{s) 116 that wirelessly transmits/receives
signals {e. g, the heartbeat signals from the wayside safety PLC 108 and/or the ride
vehicle safety PLC 110). The ride vehicle safety PLC 110 may require a hardwired
connection, which may be facilitated via a Customer Premise(s} Equipment (CPE)
bridge 118 and hardwire connection 120 (e.g, via Ethernet wired components)
connecting the CPE bridge 118 to the ride vehicle safety PLC 110, The CPE bridge
118 roay convert signals (e.g., heartbeat signals) received from the hardwire connection

120 to a wireless signal that is transmitted to the radio unit/CBRS antenna 116, As
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mentioned above, the CBRS system 102 may utilize a flat end-to-end IP addressable
communication, which enables the signal to be addressed to the wayside safety PLC
108 via an IP address of the wayside safety PLC 108, The core 112 and BBU 114 may
be modified to remove all NAT and tunnelling, instead relying on TP-based addressing
without NAT. In this manner, the latency in providing the signals from the ride vehicle
safety PLC 110 to the wayside safety PLC 108 may be greatly reduced, enabling the
signals to reach the wayside safety PLC 108 within the prescribed requirements set by
the safety system. In some embodiments, an encapsulated bridge 122 may be formed
between the server 104 and the client 106, by deploying a virtual network protocol {e.g.,
Open VPN} on both of these devices. As may be appreciated, this may facilitate the bi-
directional communication across the cellular network., Further, by design, virtual

private networks add an extra layer of security to the network communicaticns.

[0818] As mentioned above, a requirement for the safety system s that the PLCs must
be able to see and establish a dedicated connection to one another. For two PLCs (e.g,,
the wayside safety PLC 108 and the ride vehicle safety PLC 110}, the first PLC (e g,
the ride vehicle safety PLC 110) communicates heartbeat signals to the second PLC
{c.g., the wayside safety PLC 108) and the second PLC {e.g., the wayside safety PLC
108} communicaies heartbeat signals to the first PLC (e g., the ride vehicle safety PLC
110). Ifeither PLC does not receive the requisite number of heartbeat signals within a
prescribed amount of time, a fault state 1s triggered by the receiver that was expecting
but did not receive all of the heartbeat signals. Accordingly, the PLCs should be
connected in bi-directional communication. This provides an inherent complexity
when dealing with CBRS networks, as these private LTE networks are natively uni-
directional, not providing support for bi-directional communication between a server

{¢.g., the wayside safety PLC 108) and a client (e.g., the ride vehicle safety PL.C 110).
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Accordingly, to enable bi-directional communication over CBRS/private LTE, a route
is added to allow [P traffic to go back to an originating client PLC {e.g., the ride vehicle
safety PLC 110). This route may be added by updating routing tables to provide a
reverse route, describing the components that may be traversed to reach the client PLC
{e.g., the ride vehicle safety PLC 110} from the server PLC (e g, the wayside safety
PLC 108). In this manner, the wayside safety PLC 108, when it becomes aware of the
IP address of the ride vehicle safety PLC 110 {e.g., via reception of a heartbeat signal
sourced from the ride vehicle safety PLC 110 that includes an indication of the source
iP) may address its heartbeat signals to the ride vehicle safety PLC 110 via the P
address of the ride vehicle safety PLC 110, Thus, a switch 124 may steer
communication from the wayside safety PLC 108 that is addressed to the nde vehicle
safety PLC 110 to the CBRS system 102 that may be tasked with providing signals
from the wayside safety PLC 108 to the ride vehicle safety PLC 110, as indicated by
the reverse path routing table entries. Thus, bi-directional communication between the

ride vehicle safety PLC 110 and the wayside safety PLC 108 may be facilitated.

The Roaming Robot Application

[8619]  While FIG. 1 has primarily described a safety PLC application of the low-
latency, bi~-directional CBRS network, there may be many other applications that could
make use of such a low-latency, bi-directional CBRS network., For example, FIG. 2
provides a schematic llustration of a roaming robot system 200 that may make use of
the CBRS system 102 described herein, in accordance with certain embodiments. In
the case of roaming robotics, a low-latency, bi-directional CBRS network could provide
a host of benefits for facilitating functionality of a robot 202, For example, as above,

the robot 202 could be equipped with a safety PLC 204, allowing the robot to be
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controlled via a PLC safety system. Further, the CBRS network provides a relatively
high-bandwidth operation, which may be useful in facilitating computer vision
processing and/or autonomous action processing between sensors 206 {e.g., cameras)
of the robot 202 and a processing server 210 tasked with processing the inputs of the
sensors. As may be appreciated, each set of tasks may require bi-directional, fow-
latency communications, which can be facilitated by the CBRS network provided
herein. As the inputs are received by the server 210, the server 210 may provide control
commands fo a controller 208 of the robot 202 {e.g., based upon the computer vision

processing and/or autonomous action processing}.

[0028]  Additionally, because the robot 202 may be roaming within an area,
communications between the robot 202 and the server 210 may, from time {0 time,
require a transition between an access point connecting the robot 202 to the server 210,
For example, as a robot 202 transitions from a first region 212 of an environment served
by a first access point 214 {o a second region 216 of an enviroument serviced by a
second access point 218, a communications handoff to the second access point 218 may
be required. The CBRS system 102 has been shown to have relatively lower-latency

access point handoft, when compared to Wi-Fi access point transition.

Edge-Based Deployment of Interactives Processing

[0021]  The benefit of a low-latency handoff between access points may be useful
for other applications as well. For example, in the case of an amusement park, portabie
or temporary interactive components may be set up within the park to provide a
dynamic user experience within the park. FIG. 3 provides an illustration of a system
300 where temporary interactive components 302A and302 B use the CBRS system

102, in accordance with certain embodiments. CBRS enables a large vumber of

>
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antennas and access points using a single compute platform. Thus, the CBRS system
102 described herein can facilitate edge computing by efficiently deploying compute
processing of portable and/or temporary interactive components to processing
components nearest 1o an access point that the interactive component is connected to.
For example, as illustrated in FIG. 3, Interactive Component 1 302A is closest to Access
Point 1 304A. Processing Component 1 300A is the closest processing component to
Access Point 1 304A and, thus, may be tasked with processing interactions with
Interactive Component 1 302ZA. To do this, upon identifying Access Point 1 304A as
the access point that Interactive Component 1 302A is connecied to, the CBRS system
102 and/or Processing Server 308 may provide an lInteractive Component 1
Deployment 310A to Processing Component | 300A. The Interactive Component |
Deployment 310A provides computer-readable instructions that enable the Processing
Component 1 306A to process inputs received from Interactive Component 1 302A
{e.g., via Access Point 1 304A), thus providing efficient localized processing without
hops {e.g., packet transmission via one or more vetwork segments) back to the

processing server 308,

{96221 Ina similar maoner, Interactive Component 2 302B 1s closest to Access Point
2304B. Processing Component 2 3068 is the closest processing component to Access
Point 2 3048 and, thus, may be tasked with processing interactions with Interactive
Component 2 302B. To do this, upon identifying Access Point 2 304B as the access
point that Interactive Component 2 302B 1s connected to, the CBRS system 102 and/or
Processing Server 308 may provide an Interactive Compenent 2 Deployment 310B to
Processing Component 2 306B. The Interactive Component | Deployment 310B
provides computer-readable instructions that enable the Processing Component 2 306B

to process inputs received from Interactive Component 2 302B (e g, via Access Point
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2 304B), thus providing efficient localized processing without hops back to the

processing server 308

[0023]  As may be appreciated, this may greatly reduce latency of processing
interactive inputs provided at the interactive components. This may provide faster
responsiveness, as the processing components may provide control signals back to the

interactive components based upon the results of deployment processing.

Multi-Application on ¢ Common Network Infrastructurve

[8024]  Another feature of the CBRS system 102 described herein is that multiple
applications may be facilitated via a common network infrastructure. For example, in
an amusement park environment, the safety systern may be facilitated in parallel with
a high-bandwidth streaming content delivery service {e.g., presented via a headset
enabled to communicate over the CBRS system 102 and/or an independent module
equipped to communicate over the CBRS system 102 that causes rendering of the
content on a headset) and/or a high-bandwidth analytics iracking service, which was
not feasible with prior systems. Indeed, as mentioned above, prior to the current system,
network infrastructure was either high-bandwidth with relatively higher latency, such
that it could support high-bandwidth applications, but not safety systems or was
relatively low-latency, but relatively lower-bandwidth and/or provided higher latency
in transitioning from access point to access point. This is not the case with the current
system. Indeed, the CBRS system 102 described herein is relatively low-latency and
relatively high-bandwidth, allowing for multiple applications to exist on a common
network infrastructure. This can greatly reduce costs in creating and maintaining the
network infrastructure, as dedicated network infrastructures for different applications

are not necessary, reducing iroplementation and sustaimuog efforts.
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[0025]  Aswill be described in more detail below, CBRS enables slicing/segmenting
of the available spectrum for different tasks. Accordingly, though different applications
may be facilitated by a common network infrastructure, cach application or subset of
applications could be assigned a particular slice of the spectrum with which it is allowed
to communicate. In this manner, safety applications could be on a separate slice of the
spectrum than content streaming services, ensuring that there is no interference between
these applications and that there is no unauthorized/undesired access to particular

applications.

Reliable Commmnication via Interference Reduction and Parallel Redundancy

[0026]  Furthermore, by communicating on the 3.5Ghz frequency band, far less
interference may be experienced, when compared to traditional vetwork infrastructures.
For example, in amusement parks, large crowds of users may be present, many of whom
carry their own personal electronic devices that access Wi-Fi networks. These
multitude of devices can cause interference with other devices utilizing the Wi-Fi
frequency band (e.g, via a fluid mesh network), which may result in a less reliable

network experience.

(86277  To further tncrease reliability of communications of the CBRS system 102,
the Parallel Redundancy Protocol (PRP) could be implemented in the CBRS system
102. The PRP could provide two signals in parallel to a target {e.g., a PLC) via two
different routes in the system. So long as one of the signals reaches the PLC, the data
reaches the target, which, in the case of PLCs, would result in refraining from triggering

a fault state.

Access Authentication and Authorization

13
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100281  Authentication and authorization enhancements may also be provided by the
CBRS system 102, For example, in contrast to traditional Wi-Fi networks, which may
merely require identification of a network service set identifier (SSID} and associated
password, the CBRS system 102 may authenticate and authorize electronic devices to
access certain portions of the network based upon the presence of a particularly
configured subscriber identification module (SIM) card within the electronic device,
which in some cases may be an eSim card embedded in the electronic device that is
configured via an eSim profile or a traditional SIM card that is a physical card
configured for access to the network. Inthis manner, access to the network of the CBRS
system 102 may be more tightly controlled than a traditional Wi-Fi network, enabling
enhanced security, which may be particularly useful for safety systems or bi-directional

systems.

[0023]  The SIM card (or the eSim profile) may be configured with an international
mobile subscriber identity (IMSI), which may be a unique identifier associated with the
SIM card. The IMSIs of authorized SIM cards/eSEM profiles may be registered by a
network administrator, indicating particular portions of the network that may be
accessed {e.g., receive data and/or transimit data) by an electronic device associated with

the SIM card/eSIM profile.

{90387  The SIM card/eSIM may be used to comrunicate with a cloud-based Serial
Attached Small Computer System Interface (SAS), which results in assigning Internet
Protocols (IPs) to the sim card as well as authenticates the device as being valid and
authorized on the network. This provides an additional level of security and

authentication by isolating the certain features {e.g., ride safety systems and/or show
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networks within attractions) from the main private cellular netwosk accessible by

guests.

Sub-Band Slicing for Dedicated Convmunications

[0831]  As mentioned above, CBRS enables slicing/segmenting of the available
spectrum for different tasks. Accordingly, though different applications may be
facilitated by a common network infrastructure, each application or subsets of
applications could be assigned a particular slice of the spectrum with which it 15 aHowed
to communicate. o this manver, safety applications could be assigned a separate slice
of the spectrum than content streaming services, ensuring that there is no interference
between these applications and that there is no unauthorized/undesired access to
patticular applications. Because the IMSI regisiration defines particular portions of the
spectrum  that the electronic device is allowed to access, a robust security
implementation may be instituted. Because there is a particular interest in protecting
the safety systems, a slice dedicated to these systems could be assigned and the PLCs
that perform the safety system functions could each be associated with a SIM card/eSIM

profile that has an IMS] associated with access to that slice.

[8632]  The slices can be split in a vurber of different ranges. For example, if the
available spectrum is 100 Mhz, this could be split as 10 10Mhz slices, 2 50 Mhz shices,
or 225 Mhz slices and 1 50 Mhz slice. In this manner, the slicing can cater to bandwidth
needs on the network. For example, the safety systern may not require significant
bandwidth if it is merely providing heartbeat signals across the network. Accordingly,
the safety system slice may be quite small relative to a high-bandwidth application,

such as streaming content transmission. Thus, different sized slicing may be provided

-
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for ditferent bandwidih applications, while ensuring that these different applications

exist in different frequency bands, thus, not interfering with one ancther,

[0033]  Slicing may provide a2 number of implementation benefits. In one
embodiment, a dedicated slice {e.g., 50 Mhz in size) may be allocated for an exclusive
guest network. A guest could scan a QR code that allows them to pay for access to the
guest network. In exchange for payment, an eSIM profile could be provided to the
guest's electronic device, enabling access to the dedicated slice allocated for the

exclusive guest network.

[0034]  Slicing can be used for capacity planning as well. In contrast to Wi-Fi, where
any number of devices can connect based upon a known password, CBRS can be used
to enable only particular SIM/e8IM card equipped devices to access the network slice,
1f a dedicated premium fast network can handle a maximum threshold of guests, as an
increasing number of electronic devices access this network slice, variable pricing
increases may be requested for subsequent electronic devices to access the network

slice, as supply is diminishing and demand is increasing.

(903581  CBRS also allows for hmiting access to particular slices of the network based
upon a current location of the electronic device. Tn an amusement park example, it may
be desirable to provide exclusive streaming content associated with an amusement tc a
user only when the user is in the vicinity of the amusement. CBRS may provide this
type of functionality in a number of different manners. In one embodiment, to perform
this location-based Himitation, the 8IM cards may be allowed access to pasticular slices
only from certain access points that are in the vicinity of the amusement. In this manner,
only electronic devices accessing the network via the access point in the vicinity of the

amusement will receive access to streaming content provided via the restricted slice.
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[8036]  In one embodiment, as a guest accesses the network of the CBRS system
102, domain name system (DNS) entries may be utilized to redirect uniform rescurce
ocators (URLs) from an external network resource to a local content delivery network,
enabling certain content to be provided by the Jocal network rather than an outside
rescurce. In this manner, content may be served up in a more efficient manner and may

reduce bandwidth to ouiside resources.

[8637]  The CBRS system 102 may also provide peer-to-peer capabilities amongst
devices on the network. For example, SIM/eSIM equipped nteractive devices could
communicate with one another over the bi-directional CBRS network. Further, subsets
of devices could be assigned a particular slice of the network, enabling secure peer-to-

peer communications between the devices in the subset of devices.

Broadband Cellular System Use Cases

[0038]  Any number of different types of electronic devices may make use of the
network of the CBRS system 102 described herein. For example, NFC devices, such
as electronic wearables could interact with 5G networking functionality via a
connection to the network., Other devices, such as an interactive wand, headset, or
intermediate module connecting to a headset, or other device can be a client device on

the network.

[883%]  Another example use case for the CBRS system is a wireless camera system
that provides streaming video over the CBRS system 102, A wireless camera can be
mounted to a ride vehicle and battery and may capture video of the ride vehicle and
provide low-latency data back to a server 104 in a similar manner to the ride vehicle
safety PLC 110, Because the CBRS system 102 provides a refatively high-bandwidth

upload, the wireless upload of the ride vehicle may be guite efficient and high quality.
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100481  The camera could also be used in other environments. For example,
construction environments where hard-wired cameras may be difficult to place or may

be susceptible to damage from equipment {e.g., backhoes, etc.).

[0041] While only certain features of the invention have been illustrated and
described herein, many modifications and changes will occur to those skilled in the art.
it 18, therefore, to be understood that the appended claims are intended to cover all such

modifications and changes as fall within the true spusit of the invention.

{90421  The techniques presented and claimed berein are referenced and applied to
material objects and concrete examples of a practical nature that demonstrably improve
the present technical field and, as such, are not abstract, intangible, or purely theoretical.
Further, if any claims appended to the end of this specification contain one or more
elements designated as “means for (perform)ing (a function)...” or “step for
{perform}ing (a function)...”, it is intended that such elements are to be interpreted
under 35 U.S.C. 112(1). However, for any claims containing elements designated in
any other manner, it is intended that such elements are not to be interpreted under 35

U.S.C. 112D,
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CLAIMS

1. An information technology svstem for cellular communieation, comprising:

a client device;

a server device; and

a broadband cellular technology system coufigured to provide bi-directional
cellular communication between the client device and the server device via end-to-end

Internet Protocol traffic.

2. The systermn of claim 1, wherein the broadband cellular technology system

comprises a Citizens Broadband Radio Service (CBRS) system.

3 The system, of claim 2, wherein the CBRS system provides the end-to-end
Internet Protocol traffic by bypassing network address translation (NAT) and tunnelling
of a Long-Term Evolution (LTE) standard for wireless broadband communication for

mobile deviges.

4, The system of claim 1, wherein the client device comprises a first programmable

togic controller (PLC) and the server device comprises a second PLC.

5. The system of claim 4, wherein the first PLC and second PLC are configured to

provide, via the bi-directional cellular communication, heartbeat signals indicating

active communication between the first PLC and the second PLC.

6. The system of claim 3, wherein:
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the first PLC is configured to trigger a fauit state when a threshold number of
the heartbeat signals are not received within a prescribed amount of time from the
second PLC; and

the second PLC is configured to trigger the fault state when the threshold
number of the heartbeat signals are not received within the prescribed amount of time

from the first PLC.

7. The system of claim 6, wherein the broadband cellular technology system is
configured to utilize tunnelless communication without network address transiation,
reducing a latency of communication between the first PLC and the second PLC over
tunnelled communication with network address translation to ensure the latency of
communication does not impact the ability of the threshold number of the heartbeat

signals to be received by a receiving PLC.

3. The system of claim 4, wheretn the first PLC 15 associated with a ride vehicle

of an amusment park attraction.

9. The system of claira 2, wherein the CBRS system comprises:

a core;

a CBRS antenna;

a base band unit configured for facilitating communication between the core
and the CBRS antenna; and

a Customer Premise(s) Bquipment (CPE) bridge coupled via a hardwire
connection to the client device, to provide a hardware network connection to the client

device, wherein the CPE bridge is configured to transformn wireless signals received
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from the CBRS antenna to a hardwire signal transmitied via the hardwire connection to

the client device.

10, The system of claim 1, comprising routing tables that store a reverse routing
path from the server device to the client device, to facilitate the bi-directional celiular

communication.

11, The system of claim 1, comprising:

a SIM card, eSIM card configured with an eSIM profile, or both, wherein
authentication and access to the bi-directional cellular communication is provided via
an international mobile subscriber identity (IMSI) of the SIM card, the eSIM profile, or

both.

12, The system of claim 1, wherein the broadband cellular technology system is
configured to segment an available frequency band for the bi-directional celivlar
communication into a plurality of sub-bands, wherein each application of a plurality of
applications is assigned to a particular sub-band of the plurality of sub-bands, to isolate

applications in different sub-bands.

13, The system of claim 12, wherein one application of the plurality of applications

comprises a safety system that is isolated in a dedicated sub-band for safety system

fraffic.
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14, The system of claim 12, wherein one of the plurality of applications comprises
a prioritized guest network that is isolated in a dedicated sub-band for faster bi-

directional cellular communication traffic.

15, The system of claim 14, wherein the client device is configured to:

access the prioritized guest network via a graphical user interface display in
response 1o scanning a quick response (QR) code;

in response to interacting with the graphical user interface display, receive an
eSIM profile that comprises an international mobile subscriber identity (IMSI)
registered for access to the dedicated sub-band for faster bi-directional celiular
communication traffic; and

access the dedicated sub-band for faster bi-directional cellular communication

traffic, using the IMSL

16. The system of claim 1, wherein the client device comprises a camera equipped

to capiure and stream video content via the bi-directional cellular communication.

i7. The systemy of claim 16, wherein the camera comprises a mobile camera

attached to a ride vehicle of an amusement park atiraction.

18 The system of claim 1, wherein the client device comprises a roaming robot,
comprising: sensors, a safety programmable logic controller (PLC), and a controller;
wherein the roaming robot is configured to:
trasfer between access poinis as it roams inte regions served by different

access points;
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cause performance of computer vision processing, by providing sensor
inputs to a computer vision processing server via the bi-directional celiular
communication;

cause safety control by providing heartbeat signals to a server PLC via
the bi-directional cellular communication; or

any combination thereof.

19. The systern of claim 1, wherein the client device corprises an interactive
component configured to receive inputs to be processed by an external processing
system;
wherein the broadband cellular technology system is configured to:
identify an access point that the interactive component is connected to;
identify a processing component nearest to the access point that is
equipped to process the inputs received by the interactive component; and
deploy instructions to complete processing of the inputs to the

processing component to cause the processing component 1o process the inputs.

20. The systern of claim I, wherein the broadband cellular technology system is
configured to formo an encapsulated bridge between the server device and the client
device via a virtual network protocol, facilitating the bi-directional cellular

communication.
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