HANDCFFATANAD- HOC MOBI LE SERVI CE PROVI DER
CROSS- REFERENCE TO RELATED APPLI CATI ONS [ 0001] The

w@e@seniioappl i cati on for patent clainms prioritRCUOS®8/073218

35 U.S.C. 119 to Provisional Application No.
60/ 956, 658 entitled, "Method flor a Heterogeneous
Wreless Ad Hoc Mobile Service Provider," filed August

17, 20fw s Y. i ' ,

oni (f BNRTIOR IS AD MOC GBI IS ERRY BB PROVIDER
Net wor ks, " filed October 17, 2007. BACKGROUND Field

[ 0002] The present disclosure relates generally to

t el ecoMmMUURASS-RBFERENCTEO REEATED APBLECA TEONST

in an ad-hoc nobil e broadband network. Background

[0003] Wreless tel econmuni cation systens are w dely
901 by ke preseptr avilidetion foropasers eqlsinsepriargy coxdsugerg.S.C. § 119 to

IS R P TR, B0 08k oo To0 s isncgys wireess
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hei ghts. Today, w reless networks are providin

BooRBISRAGST nrilnet “Hewes In A\drbior | Mobilh Sepadbend Netwprks.” filed

[ nati onwi de, or even a gl obal region. Such
E@?&%?ﬁéﬁg?é sonetines referred as Wreless Wde Area

Net wor ks (VWAANs) . WWAAN gp ﬁkgﬁélgg@erally of fer
wi rel ess access plans to thelir subscribers such as

subscription plans at a nonthly fixed rate. [0004]

Bieddssi ng WWANs from all nobile devices nmay not be

Fossible. Sone nobil e devices may not have a WMN

0082 b Thexmesenhstisclesurfevelates ganerlly (nipleqoaymenipatipnpoend more
(N ] - et wor ki ng
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W reless interfaces using protocols such as W.AN,

Bhotedr@@hdd, UVB or other protocols. There is a need in

the art for a nethodology to allow a user of a nobile '

HOPBL & ivgilesh doliccammmmnigaiiers systams preawidsdy 1dgploned ¢o ipbevide various

W.rel SR oA, ST rgsi I Rrﬁ)\/i gt%d 1\%‘%/ 3 gls'errn Wiatfr]l Aroadcasts, etc
VRIS L RSB TR P AR 7y VdF P S i0s MSeR e » ele
MR KEMg chainge e cidiee aihdket Beosk dese hedetRYtel@ot@inications to
two users. SUMVARY [ 0005] In one aspect of the

Be% dicihty: e Today.aWirplsss Bemprlseansr oyidere piogflrndsingernet access to

RoBAE %ﬁh&%béﬁés{n‘?em £ Qggikrgalil,r GhABnRHRP Y teven a global r?gion. Such
pre-authentication w a server of the pur pose O

networks are sometimes referred as Wireless Wide Area Networks (WWANs). WWAN
operators generally offer wireless access plans to their subscribers such as subscription

plans at a monthly fixed rate.

[0004] Accessing WWANS from all mobile devices may not be possible. Some mobile
devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Ad-hoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WW AN-capable mobile device using

wireless ad-hoc networking between the mobile devices belong to the two users.



recei ving a handoff of a nobile client from another
ad- hoc service provider, the processing system being

wo eoovlosriozonfi gured to enabl e the nobil e cli enPCT/US2008/073218

mai ntain a session with the server while receiving the
handof f from said another ad-Boc service provider.
[ 0006] In another aspect of the disclosure, a nethod
of receiving a handoff at qgn®EkR¢C Servi ce provider
i ncl udes supporting pre-authentication with a server
for the purpose of receiving a handoff of a nobile
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pmduhnans for enabling the nobile client to maintain a

session with the server while receiving the handoff
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yet. a further aspect of the dlsclosure a machi ne
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heigped saathiat BRG SCTAFIPTOSWET f or enabl i ng t he

mohile client to nmaintain a session with the server
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tail ed descripti.on, wherein var us as ect f )
bt TS i Fis B B g, ife handolf from said

HEREd B8R RY-WRYrSHiddd | ustration. As vvi Il be realized,
t hese aspects of the disclosure are capable of other

Ejr?’gsgial{) g@lra:ﬁ[a}h%?rg%ﬁeg%mﬂeoﬁilgﬁge P ﬁlaaﬁ}{? ?]eaealdaﬂgtrﬁédlﬁn includes
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[0009] It is understood that other aspects of the disclosure will become readily apparent
to those skilled in the art from the following detailed description, wherein various
aspects of an ad-hoc mobile broadband network are shown and described by way of
illustration. As will be realized, these aspects of the disclosure are capable of other and
different configurations and its several details are capable of modification in various
other respects. Accordingly, the drawings and detailed description are to be regarded as

illustrative in nature and not as restrictive.



t el econmuni cati ons system [0012] FIG 3 is a cal
flow diagramillustrating an exanple of a
w@e@vmedibent i cati on process for handoff. [0013pCFUS008/073218

is asinplified block diagramillustrating an exanpl e

of the functionality of an ad3hoc service provider.

[0014] FIG 5 is a sinplified block diagram

i [lustrating BRIEKHENERAFTRON U THEDRAWISWSL i on

for a processing systemin an ad-hoc service provider.

DETAI LED DESCRI PTI ON [ 0015] The detail ed descri ption

B8101f BKg.h bbelsow istmp chlpeln dirgtant hdugtpp@sdas cxample of a
j .S ] ed as a description of various
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aspects o oc nobil e broadband network and is
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enebhsiemicBaesd fysentlet ai I s for the purpose of providing
a thorough understandi ng of these aspects. However, it
Wold) PRsapranenil Ao IHasemSiuldatel & E)th?nc}ﬁé bofthBfe-authentication
various aspects of an ad-hoc noblﬁe br oadband net wor k
pegetsdophramdoifced wi t hout these specific details. In
some instances, well-known structures and conponents
poe3]s AoV isra dimplikedlblwgk dimgtaon ilustratiigianr etamnpy of the functionality
qﬁic%g#ng the varjous concepts presented throughout
phitsadincIeB et Bovidsh16] FIG 1 is a sinplified bl ock
diagramillustrati ng an exanple of

081 HcBlFruniie at iptifisy diledh dflﬁaenlt éllh@?réﬁ% AN RIS 'Og a hardware
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subscri bers. The network 102 may be a packet-based
network such as the Il nternet or%éone ot her suitable

net wor k. For cl aritPFo?AHr%QQﬁ BH?]TIQ% WMANs 104

are shown with a backhaul connection to the | nternet

075) FRChicVAN dQ4ripmyn B&e Fomnl eplat &f cohhdtoH :j\tvitﬁ’ltﬁe appended

i xed-site base stations (not shown) disperse '
dlamongghe utteraled @o grdepiription edivenousTspe e oigamphhec mebilohroadband

e general |y subdivided jntq smal|er .regions known
BB PR B i bR REIRHIATSH b ARkt B REoBBRYR by e
albimdTOIHd @tsildaebdriRion iMdltdbs Rpédifié esp@cior iR mibbse o providing a
base station controller (not shown) may be used to )
hergd wdersteding) o dhese heechasidoweri ibnallibe apparenytanhose skilled

i 155 BERE NP KR0S BlegPk i
AR R4B80LL e, DR FOMRE ARG oy i
dithdwr elidse Wepeelfes sleadle.es sinpsorecdlstint s, suplbfhdéwi ast@tures and
conmuni cat i ons mitg nEb[Ie s%bscrib%{s. By-ma% of . ,
%Qggpﬁj]egt’s gy 8hown in block diagram form in order to avoid obscuring the various
concepts presented throughout this disclosure.

[0016] FIG. 1 is a simplified block diagram illustrating an example of a
telecommunications system. The telecommunications system 100 is shown with
multiple WWANs that provide broadband access to a network 102 for mobile
subscribers. The network 102 may be a packet-based network such as the Internet or
some other suitable network. For clarity of presentation, two WWANSs 104 are shown
with a backhaul connection to the Internet 102. Each WWAN 104 may be implemented
with multiple fixed-site base stations (not shown) dispersed throughout a geographic

region. The geographic region may be generally subdivided into smaller regions known

as cells. Each base station may be configured to serve all mobile subscribers within its



WMN 104 may support Evolution-Data Optim zed (EV-DO),

whil e the other WMN 104 may support U tra Mbile
w@emadband (UMB). EV-DO and UVB are air interfBCBEUS2008/073218

st andards pronul gated by the 3rd Generation

Partnership Project 2 (3GPP2)4as part of the CDMA2000

famly of standards and enploys multiple access
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techni ques presented throughout this dlsclosure are
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ﬁ%ﬁmgh&%' %’%@erﬁy@fl\?ﬁiﬁ bR i fhobk %tanjdardt begg Doélrnanly on a

es 106 acces e WMN 104 using a )
Whectand ICTBEMWIE (\&HEBM /acae sigeqiaast ocOhg oh SNy 1041 may also support

ﬁl%tn il | g at%ga?r L@e&lﬁé) {Ae\éﬁi]éph Sli%éﬁgebg\; mg@s 10?]6{%3 ctua? wireless

bQBIProfdesl SpRREE bPTa WRAR fRhiY §andes tél@@bnﬁ'iﬁﬁm@@tmns system

configured to create in its vicinity an ad-hoc network
pi dapayd qm@esﬁan@ﬁ@ rpplidation and thd pedrel dlesige egrstraints imposed on

rot ocol ed ss t he VWA B
81 ﬁee . 1 %fﬁllrlplés 968%11q1ﬁ)§6prﬁ%e)1/1t S'Hu%lﬁ%urg[ho t Wdlsclpsu[reé are equally
mﬂﬁs&e s @iyocophbittation of NABANenydisloe hpﬁl@gu@bﬁQWAn\EEEgardless of
802.1 1 access point for nobile nodes 108 that cannot

thervaeglesy ageeseR@tocolApAzed EEE 802. 1 1 denotes a set of

Wrel ess Local Access Network (W.AN) standards
Heva| Ep@d%\yAﬂ‘h é04 BEFagomber OE oraville tsebsdriberss heroh- wbﬁg@er may

|
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WWalNesss ase afe&elae@m@ﬁican&tsib@steﬁlusﬂoaal 8 FGot 0gRb& mdBile nodes
be used. [0020] A nobile node 106 that may be used to
PG 0 gEs gﬁ WaNs 1 onsipg pdiVaNdt HMB or LTE wireless access protocol;

however, in actual implementations, these mobile nodes 106 may be configured to

support any wireless access protocol.

[0019] One or more of these mobile nodes 106 may be configured to create in its
vicinity an ad-hoc network based on the same or different wireless access protocol used
to access the WWAN 104. By way of example, a mobile node 106 may support a UMB
wireless access protocol with a WWAN, while providing an IEEE 802.11 access point
for mobile nodes 108 that cannot directly access a WWAN. IEEE 802.11 denotes a set
of Wireless Local Access Network (WLAN) standards developed by the IEEE 802.11



nobil e node 108 will be referred to herein as an
"ad-hoc service provider." A nobile node 108 that may

wais@oarsieccess point of an ad-hoc service provPOBUSH0G073218

will be referred to herein as a "nobile client.” A

nmobi | e node, whether an ad-hoé service provider 106 or
a mobile client 108, may be a | aptop conputer, a
BoitRct R SBANEng @ cOBhRARAtiod @ § alierRSS slcad?t 16 RPAw hundred
a nobile digital audio player, a nobi | e gane consol e,
aetiryi tAlthaghd EEE &)Zdllglsteabom@nndwaéﬁ warclesbfassanitesol, other
d?%b% ol &pnw/ eVquO device, a nobile multinmed a

ewcéj or 5 Yot H&Y  devi ce capable of supporting at

t ,one ele ccess roto 0021] The ad-

B30 actBbit P TG0a5 Rt e it Dol atcts s dianother
hidb e H@&e O RIS bS BENHEE 1T Her@i‘ﬁbdsl & ‘GULHRRISrAQ8pbiRIEr ” A mobile
woul d ot herwi se not have Internet access. A server 110
nede KB thaledayasscan acenss palngef ant agl- I@Qcaﬂ@t\ecmbmder t06 erlt loe referred

8 t
B ot P 8" THBTE sHEE CA PPV Wl A atfiRe Skt Foycer 106
a€d D51l YYINS 1094may Q@@ ﬂpt@@ﬁco@@bﬂfﬁca SRLUL EGeriNoaY, M®fisonal digital
106, a server 110, and one or nore npbile cllents 108

yta@g {BIpA), @Hngbl}ﬁéilwl@uﬂﬁgﬂaye@ amobide gape console, a digital camera,

Eﬁ{g?{apga%c%&w& M08+1§ q0dil %"eWBé Ky mgyllev\@ﬁ?cp geﬁe(eam&llte%ultlmedla
er ogeneous’ W rel ess netwo e at |

tovacd, yparsy @heﬂMdVBﬂe&Sanh@bM@hﬁmhg agleast@nHWleﬁm dcc@ss protocol.
W.AN) . By way of .exanple, an ad-hoc network may be a
82 o he WADOE sspdes Plfoal@a NP gipaersAd ﬁh%ngﬁlgﬁb}érqagwd Internet
Bi'gfs §69V1Eé mern%fnlé EQHM gy ﬁfé’f %hlc?@th@tf\xz@enﬁotrlﬁtvmﬁtlénfef) access. A

e next. The network configuration is not pre-planned
ﬁnrve:rrllt(bmast‘tabﬂlsedmsnagl tdxehareeivdo lenaltle anghikesclahts 108 to purchase

conf i ns for ad- hoc net wor k i ncl ud

eBfee gp v T sl Sorv e ey oty 408 o S faacxample, the
nﬁémetrlk)z(a@mgstWHﬁd-hoc service provider, which

server, and/or which nobile client(s) are to be

0082 Uﬁﬁdqd' caseP\%Eéc’)‘ﬁfdQ er 306 OQf%]I%‘J g, Ad Fe Lo rﬁégg mobils clients

eographlc ocat | an ad-hoc service provider an
mﬁamlag cgthbleshta(ifworkrttlatas ewadhga hetbiogan@sis voroldse netawodk. By way

| o etwork is. to be es abl s
B SRapPi aheli b Rhohs aDe ShdB TRk S i SoQ HISPB BT B O wircless
ﬂéttwbrﬁsf(@ gSerway ANLhd ONaeAN IRt ,exB8mPRPbA 8dhbt @Btwork may
08 may search for avail abl e ad-hoc service provi ders

h@e Hﬁﬁ@fklwhoéﬁ rsmcﬁé@ cenfigurafioenhy elrngpvieam time footng er from the
f;orrn P?)og I%ta i%gh H%x%s e w8ﬁ< %on(%{%uﬂ%gn 39 op Bre-planned
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varlous paraneters such as bandmndth ality of

way yidede emfigrdion gs o Whid membeya eamor mtth%me%)yk freg., which
HERGC DY BSr ‘gv&g&’ér \%B%h'sgﬂfter Jagﬁ/og QrE ﬁgﬁlleacl?e%t(gp?re to be included

service pr i's aval ity rnte
By awaywark), a configuration as to the geographic locations of an ad- hoc service

provider and mobile client(s), and a configuration as to when and how long a network is

to be established.

[0023] In one example of an exchange, mobile clients 108 register with the server 110.
Once registered, a mobile client 108 may search for available ad-hoc service providers
106 when Internet access is desired. When the mobile client 108 detects the presence of

one or more ad-hoc service providers 106, it may select a ad-hoc service provider 106 to



exanpl e, a nobile subscriber in an airport may turn on
his nobile node (e.g., a |l aptop conputer or a nobile

wao edoepame) and use it as an ad-hoc service prepur/tis2008/073218
108 for 30 mnutes as he awaits his flight. A nobile
client 108 requiring access t6 the Internet 102 for 45
m nutes may choose not to select this ad-hoc service

Rr@d qegesaieﬁ ®Me babdd Bﬂevaﬁ@ﬁ@%aﬁl%{e‘t'é& QubH %ylt;aﬁawﬂe@@ Quality of
can provi de adequat e bandw d d QoS. Anot her

fretided Qo) elird cas08 Anthwe patametas dlut Iﬁil?h’gbq wicd rhyethe ambds stlient 108

selec Servi ce provyi
R B2 O Fer R R b MR B TG DAY B way of
one18 anﬁhbbﬂ@ sWstiedr id @8 a&@bﬂ Ghy @ aflhhomobiey Node&(e.g., a laptop
provi der 106, a session may be established based on
eQTBP eI Ak rrabile felgphang) ed mee fths anwesl-pec service Aneiiflert K8 for 30
, r S : C
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ﬁﬂdlStﬂmau&sl nhgahseseict eo prlevt ittdend-ho6 s@furcie peovtidhe 106 even if the ad-
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server 110. ‘The transport  ayer ports may ept
hée sopen mnﬂdemﬂO(ehccra)am el msdoapdmdtknelnm@mfbl IIntaylyfeozlent once a

t he. addr ess transl ation func naI|t at the
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active Ilst as the configuration of the ad-hoc network
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108 consi der a handoff to. a oth ad- hoc. servi ce
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o B AL LRI 495
HFigutatiohiof e aHORbfREwdie@hanges.

[0025] One function of the active set is to allow the mobile client 108 to quickly switch
between ad-hoc service providers 106 while maintaining the current session with the
server 110. The mobile client 108 may consider a handoff to another ad-hoc service
provider 106 based on any number of factors. These factors may include, by way of
example, the inability of the ad-hoc service provider 106 to provide the bandwidth or

QoS negotiated at the beginning of the session. Alternatively, the ad-hoc service



entire duration of the session. It would not be
uncommon for a nobile subscri ber on an ad-hoc service

w@e@vioziand 106 t hat negotiates a 30 m nute sessPORUSE0D$1073218

a nmobile client 108 to leave the vicinity 15 m nutes

into the session for whatever 7reason. In that event,

the nobile client 108 woul d need to select a new

g@wm@@ 166 by 6Bt BE QMb@@BrJVMHM&&t A6tdsy B dhb $hotfiRlclient 108 for the
ndof f. Thé server uses the active list to
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¥ lRavalithB emmc;als ﬁgnat&eln&dtﬂacs@ss&ﬁfwmawveﬁ/tedwn Jla&hatn:vent the
the active list before the ad-hoc service provider 106

vgpHestieny 198 rWould neebtongsieat & new edrhoq 68 Vige @soidnrom e active
f t
e A T T

heeviet provedens faruiahésft idaghg ﬂ@ @sdia pettvead tecmsleitevélmat 106and the

provi der for handoff rlor to recei ving a nessage from
BEens adhge S%W.péewg%kﬂ dety RigerehirHetiineyhs LR aewe provider

'[@pin e Gbtventst ﬂ%rer L 84189 sdrfict BFOV%H“{ b Icfi‘tki’éﬂt iyt %rRhg the mobile

the current ad-hoc service provid ssage

oeant pl08vgats dot, f the dimemequredhe bardwé‘i thbl@lobﬁatchtsltrteIOS can be
ur 1 rent ad-hoc service provider 106 has gone down and

BIHE handoff must be perfornmed to another ad-hoc

serV|ce provider 106.if the session between the nobile
{007 4In{ ha G e HBCRiGaljag 451 B hern Baeain PRISRFAHNE & target ad-

i M2 n t
MG SEORE 108 tigviddl SRARAR SR R QEpOMOP AR A0 e ad-hoo

prroe dprovid®e 104 | cupengpi s@VMgwthes ootiley cliomt tIR&t rqlatlng to the
can ..on I provide e nobi

SR ol L Ahg R fashgS s TR rpderilUs, TR bt By provide
R6tEdaeles té ee s@vver 10l it Whd Bulkbi® QPRJORrAte PRARINIAhas gone
soft handoff of the nobile client 108 to anot her

delvinged gdayd h@ldpffovuﬁéqe ppef@rrn{:cbeazait]otlmr@ddwtcrﬁeml¢eclapminr 106 if

ncl udes OVIS on| a doff otentjial . .
{hev?egsé?l\lubg{e pr ow d1 Og EY i glnllt% ]fOtQ Be tnhamtamed‘

anemyivdlpnihd eﬁersyapgel 1ﬁﬁly bﬁwsdet ﬁt&tﬁorerayn bcetm@eleﬂ 1fl0rthat the current
comruni cati on between the potential new service

ﬁﬁ BO§ eRavicq opvigea 10havilkde |gP@1gc§10|“@rﬁh0¥l.tb’8 or thgpgpn no longer provide
(Sl B WAt AL S0 REIS O B RidiRlecc). This
pmom@e thd Gevaprid Qi vaier th]:&ﬁptmntolﬁ eﬁﬁtﬂrngpi sadhhaeloffygftthe Imoblle client
§¥ %§ q@% be needed or gonnunication bet ween t he
LU foethpthspp e%seﬁwa%v@éf.l 188%and the new service
EWOVIder 106.[ 0029] Pre-authentication al so includes
L HoPrezanthepficyfone Hiehifies cRIOVISIONEE: ikl fonkandoff, a potential new

service provider 106 and a mobile client 108 with encryption/decryption keys that may
be needed for communication between the potential new service provider 106 and the

mobile client 108.

[0028] Pre-authentication also includes provisioning, prior to handoff, the current
service provider 106 and the new service provider 106 with encryption/decryption keys
that may be needed for communication between the current service provider 106 and the

new service provider 106.



potential new service provider 106 and the current

service provider 106. It also includes authorization
w@boogomTani cati on between the potential new sePwi/U82008/073218

provider 106 and the nmobile client 108. [0030] FIG 2

is a sinplified block di agranfi | lustrating an exanpl e

of a handoff in a tel ecommuni cations system In this

E%QJ]DP%a&E&UUMM 8156 lih@Bdes148hdri-ah6h Y ansafcRbh between the

roma current ad-hoc service provider 106i to a
peteefetl ngwrseivaes peodelo andahe cywrrgg seivieamevidani®él It aisp includes

EhEER bl o RO BRI EhRE Bt R LS and e
sRbietlichlogluri ng handof f. Data packets received by
the current ad-hoc service provider 106i during

[vas6|oF{G. My, @@nﬁﬁlfﬁ’é@rtqg& @lﬁgﬁaﬁ?ﬂiu@fr&ﬁ{g A 09618 OF Wi 16Bdoff in a

provi der 1062 through the tunnel Al ternatively

whecomnaudiatiponsystem. t hlethd?eﬁxaﬂméﬁc k@tl@olméa:@hene d0%is hehi@ handed off
urrent se ce provid orwarded t

Ftg Ectugdi 5766 PhRs Bl e B b 2 PR ESpktidi €06 A

pérsieleas funhtinki 2184wbet Wrevd B hbyverfee SitoViicrs N 06],3062.is used to

or through anot her ad-hoc service provider (not

BREHY thg ooBHg chiend’ srspilore withithp peryersl IPedurigingdeff) Mata packets
1 R¥8ed Bgr ilget ?ﬁen‘? 4y %189 L&y g%rrc?\ﬁﬁer 13t hﬁnéﬁ%%oﬁymﬁ Ge forwarded

server aln t e sSessi on. ress

for ita:igelt ddhéhernobptoiddrilest thidifhbiie ek e, elAltﬂ:ﬂ;ﬁthdSly, or in
one . of ad- hoc service rOV|ders 106 in th

%%41%% £ ta a%ewe%%wﬁf Pyothe cugrepy egrvies provider 106; may be

ésr%fd%attb Y bargett faa RAAERIS PRV gﬁ 166,00iRL 19V Elgsa sk §ink 114

client 108. In | east one con uration; ress
betyctre the tvabad ﬁioﬁ/nanileEss? of ﬂ@@@gh ?ﬁhrehetrmdﬂlam segvian phvonder (not
i,S shown in FIG 2 as a server. However, the tunneling
gﬁ@ﬁ@r nay be any suitable entity or di stri but ed

across. nul entities in the teleconnuglcatlon

Witledha oo 11¢ﬁ§erttdr9§éP4Yn5aV§ﬁélﬂgw4n%’y e @ %rp%uétablﬁ&délﬁés that is
hg&i ng‘ﬁlte HA%r Q§P§Q%\ﬁnﬂaﬂl fil Geoorl! ThOGANEL %b5$ BMROGded to the

exa e tunneling anc or
animm ehelt d@StHyethb nteenél0 202no Df Wiet dvi-lmoct :Iraevmepmyndcrs 106 in the

erator's .infrastructu k|IIe
P P S Y Saie U Ger o AT ety g e hay be stored
bRl ERBHIAEAn 108, & 1b44RBRE bAETIRRAIRAT tHeQIddARY may be a MobilelP
particul ar application based on the perfornance

pdgessr enent s, the overall design constraints inposed

on the system and/or other relevant factors. [0033]

po&] Bhe sunmckad hndhoows shosgr mnkli(d.12ust a ativayg Howexaneetunneling
a%lichmtr1 ema?yUtbgeQItn} Cs%}tallbcfe entity or distributed across multiple entities in the
telecommunications system 100. The tunneling anchor may be coupled to the Internet
102 as shown in FIG. 2 or located elsewhere. By way of example, the tunneling anchor
may be located anywhere on the Internet 102 or within the network operator’s
infrastructure. Those skilled in the art will be readily able to determine the optimal
implementation of the tunneling anchor for any particular application based on the
performance requirements, the overall design constraints imposed on the system, and/or

other relevant factors.

[0033] FIG. 3 is a call flow diagram illustrating an example of the authentication

process for handoff. For clarity of presentation, various signaling for the ad-hoc service



process for handoff. For clarity of presentation,

various signaling for the ad-hoc serviceproviders 106
w@anwotdlent s 108 to authenticate the server 11PCEHOS2008/073218

register wwth the server 110 mnll be omtted. [0034]

In step 302, a connection nmay%be initiated by an

ad- hoc service provider 106i with the server 110 when

QiR RCandIe ¥h&8 0BtO YiHeHtichRbhe kervBDDI0 fhdaBgis@ediithaRe server

0 provide service. Extensible Authentication

Prbwdtd omifiedel ed Transport Layer Security (EAP-TTLS)

may be used for Authentication, Authorization and

Fﬂ@Mj uht stog 302~Apommrdtice oy eesipgsiainbe st athos oente frovider 106,

s connec I n, st 304, .a connect.i.on. A e )
PenE RBa g 18 Mhshith s hoR e B Sde 11981 APBHS and desires to
ﬁn%"viﬂec‘s%r\@éeo\Eﬂ&{mblé)ﬁhﬂ{eﬁﬁéa%'oﬁqfr&t%&ol[ﬁfn%l%ﬁ g &% Ltaiﬂé% Security
current ad-hoc service provider") when the HDB l e

GEARMTLE0 8naye heiiuseds farndethartication.ed sthoEARIOT TG Aagoualisg (AAA)
be, used for AAA.and secure.session establi ment . |
B FREG, i WRRRSRIE fif EmER Rt TRt RS Shinecflan may be
odittE b9l 4 ebils dicadas ivaikis theo al B SEFN&S prblfiet A6, (hereinafter
EAP- AAA aut henti cation. The EAP- TTLS authentlcatlon

resypsiie as theorpnirmet addogeervigeprpyideina ivhas gy mebilfeitisntat (8 requires
grgé;/mgtt %E%e§£]ar Ilk_i l\ltgag/t %ﬁ%n‘b%:yuse% lf&nmﬂ ﬁﬂdgt dQke session

esta ween the curre
smblisbmelmtr At i pdeticulo) 6ﬂhe athot Bervivelprbeded I(EntsetildQShe MoBBE client’s

VPN session may then be established, in step
HEiHRE (9 ethﬁo BeIVEr cll %e o o8P A t A h%@r%?n 110T he EAP-TTLS

L&Q&ﬁﬂcaﬁén ?Jé?é’t{sg i IR §&V§Ih?f0 {snfhes %defbg etbﬂe% MBYaRE shared

encr ypt ed ng encryption/decryptio et ween any
bay. r Salfseqouids, é\l\mkreacrtypaom chdsesnacydnpa:stfd)élsludfdeb@wcmethe current ad-

é %ﬁr\télhee fogzg)c{ea gb6 Seheth rll(F)\f/? dl?eﬁr)]kp OSA. as#hﬁlt’ﬁ%%%jotn may then be

SHANSBAL iy Rt 906, Cﬂ)%ﬁﬁééﬁ&h@tﬁo&%’éhe%ﬁ[‘()@@ncﬁtﬁ& sétPed MOt he
systen1mhen nodes in the system connect with the

ﬁﬁﬁéﬁ ft- sh¥RlC atJel Yoot taf | &ﬁiﬁtlﬁﬁ YRR0T ARPY b8 UGlcdPted  using

sing AES may be use or such encryption or
d&mygtmﬁda:nry&)uon eps begfeetn ony peir wé elnden@vipas theofiodes desiprise the

%-eggetrg]ﬁgv%/%tecglﬁeﬂ 9%%11%%‘ Iéorl/iu?eg?l%p t?ﬁﬁ gatr%%rsglgf?cleljﬁregfdler %62, and the
MobBE eﬁéﬂtvl@&y,sum RnéWPiidb LA Ridh kY8 c&PBe S&ND @ the @%&m when

|dent|fﬁ ad-hoc seérvice providers that it can hear
dh¢ eglstoy Cdmn@ptumﬂi dlagt isenfgert Hepskign aymstetren fjesh cryptography
uéﬁ urepen oth r_sery

ar & 1%smrg8%?§rm€1¥] iae ug%i/ zi)‘%lr S%r gei}wlazé)r ign ot adtecryptlgn for message-flow

béfveen ankhgaisemodes thlfle Bpyeniise the report to generate
the active list at its end. [0037] The server 110

oSe1aut E‘t%ﬁt%%aﬁ%sm%ﬁe Qﬁer{fof(% %{?vici%@ tRdahipe BEIYIt6E server 110.
providers in the active list. rin

ﬁ&tematmﬂyé,nthec aobde dient 108rqpat sendr mr@eor}brld@nttfemgl @bhoc service
prov1ders (ﬁlateqt can hear accompanied by data indicating the signal strength

measurements for each, and any other service parameters for the service providers that it

can infer. The server 110 may use the report to generate the active list at its end.

[0037] The server 110 pre-authenticates one or more of the ad-hoc service providers in
the active list. During pre-authentication of a target service provider 106, with a client
108, the server 110 provisions the target-service provider 106, with an

encryption/decryption key for communication with the client 108. The server may



108, the server 110 provisions the target-service
provider 1062 with an encryption/decryption key for

w@oewonmilesat i on with the client 108. The serverPCT/US2008/073218

mayaddi tional ly provision the target service provider

| 062 with an encryption/decryltion key for

comrmuni cation with the current service provider |1061.
Jdbﬁn&fawegmal@fan&h@ Qargétoyelr&lb@ Reovide Weh, &Ath AQ%n%bﬁoﬂ/a@cryption
encryption/decryption key to conmunicate with

ke fat commumc@lqmr vithdbe cp@e. scTyiee puevidert 1 &er Yheeerver 110 also
rro(\)fv I(leo(rzrll% g[{le %e tflI%SrEWlﬁ} reo%llgrrs?fg)olpﬁfgig?gf § he ?spg o\égﬂtqlmgmcate with the
Wtrgdﬁ stReccamovivpt 106) Uae bﬁlﬂ&ﬁt%@ﬂk@’pﬂo@uféﬁ MosNE@abeeprdivisibned by
t he target service provider | 062. The exact nunber of

He- horeisdi(i cithpr @i her §micnof he hwadeiyeor jagytimgagarkipie with the

SRR 0L 6, P ORRE Q1oL BE 0 GRIRT G0 B, oo

cres | e server
exaatplimber hfaad;hoc/ e¢rvicd q)rnmzleﬂsllm the abigvenlistirbat at mdahuhenticated
servijce pro rs at a |ve | ocat | on |f |t determ
PR ﬁé ME§IoRFOnEE 1%685 4y the server 1[0 By way
éfjé’)%hfp@é ¥h@fd-eGt1 1@%%1&&?5%@1111&%&9 a\d\x%lél seARdl ﬂrb@ﬁ@tls at a given
constraints nay osed t he WAAN operators that

loaytionotf 1denerrnmss |at1@tlsnﬂ;isadfhd¢esesvw©pmvmmsjml$ edwirsdy affect

hediamReC B EEr RS, AR SPaNFRRE RALL? JapSip s the WWAN
Qﬁ&at@t’st ARPthSAHES wRE iR mBBILE sablchiBErs SO ¥loGRIcPE@Vic8ahSa given

by providing each of themwith a key to encrypt the
gesrggaphiloctempdapanding onypiiows netwertcongigaintad 1111 hey preawt, the server

gPO hrgecau eernylcé:tgﬁ%%ogrl I%grﬁ a]doh Is%rw?e e%rogliiﬁr%ng rovd(!hné eg?%eof them

Kl o leeyotoecn@eph aie: Gedd \Mnla cbemsenltﬂemob% 2liéhersi mdfthe hew ad-hoc
referred to as the target ad-hoc service praovider).

gqrgige gropader dl fe fallowjag harmffm la F1Gr dytherserverd Ode shavan, tHh étep 310,
1
PRI BleyRdL oot o RO Khrulcd b e ek, (HPRIAAR Iferred 10 as the
megot iaddopsavicderodid&).r bostes B i hghasdrasrddDfaldogravides the key to the
alh%rnate égrvice provider. Step 314 is optional and
HA8HCLd8% by a dotted line fromthe client to the

ad hoc servi ce provider. 50039] In step 316, the
[903%1e e step3 Hb dha mobile elignt 4O aerds|aopessagsniashe cpaeng agdoe service

f)I%VH%? 1 @Eé\gﬁgﬁ&% ag\(aUﬁst A% %rkgp\gée %évfd%r KibFS E@%eoptlonal

entitier t tes that t
hlahld@ffldlcam*Bby adotiteat lack fiym theeclizntbiol the ad-henterdio8 progider.
that it was initiated by the current ad-hoc service

o9y tektep GGS, thEhairf®s addiec Bivideeprotkiat edoadentifi@ message to the
current ad-hoc service provi der 1061 as a consequence

grverhkl & trapevingad haedofs erSick e presvageids 'tagged with an identifier that
Hnlggc?éfe'e tC 'tflé E%dkﬁ&%qﬂtlﬁt@l l{)?th@ rn%lﬂlgech%ﬁ{ YdSC %r g%ﬁ gt\l}igas initiated

ient. er nat the nmessage cou
bedr aireat &that scitiec pobidee 1¢6,1 eitic nistar rﬁé_§4bc craftied bt the current
qfﬁds to. be s%g
oc service provider 106; as a consequence of the current ad-hoc service provider’s

unavailability to continue to provide service to the mobile client. Alternatively, the
message could have been created at the mobile client (step 314), which needs to be sent
by the current ad-hoc service provider 106, to the server 110. For a handoff that is
initiated directly by the server, step 316 is optional. For a handoff that is initiated by the
mobile client 108, or by the ad-hoc service provider 106;, in step 318, the server 110

responds to step 316 by sending a message back to current ad-hoc service provider 106,



by the current ad-hoc service provider 1061 to the
server 110. For a handoff that is initiated directly
whgoovkzsiger ver, step 316 is optional. For a hardDi$2008/073218
that is initiated by the nDblle client 108, or by the
ad- hoc service provider 1061,1in step 318, the server
110 responds to step 316 by sending a message back to
sluﬁesﬁﬁﬁg afdnboE. AGkMiaGOelPr QepdSIS Icgmayé homicgid@ from the server
handof f. Alternatively, step 318 could be a nessage
fmtmhngrﬁeh@eipﬁfe in thei gbisenderyy aamigstadoBio fiom thyecwtnnenddoc service
rovider, 316 far Onge%lp?o [r erqrt ady S Se{c\” SiSyider 106, ma
Br80%de n*ﬁ%gﬁessage seﬁ? 5 ?he cdr eﬁtpgﬁdﬁ 1 may
RRANTyCBe Mrgw aieﬂioc]&wlcapﬁovidée no6S for thaeddrardgelteadtiteg, allow the
service provider 1062 for handoff, or alternatively,
a@éwh% 1RB i make Hieedneisiang Indheraier e4ve. the apai Grthe mpbile client

S(gﬁe es L& <& gf‘:' ’ad hg@ U56ke PodilG FRPH dl%,oﬁl R cojr%ﬁ}c]@ with any

S a ta hoc service provider for
admacion rcdatmlepomcy Itoﬁstyanﬂsi fitnp&dcd rbycuhn tseer pod.i e server 110 may

constra n osed 0] server 110._ The server
Ay PV E Pt chEg lﬁ%m @alispmetigdongach a gh&ﬁé@”ﬁ? provider

E%Hlﬁbl% tf) Qﬁe %ﬁhe @gerﬁoefﬁseﬁlydlﬁf nRERY ke rbeah\é@d k@g’ésfst Hi% user on a

he nobile client. This quality netric may be used
a@blls tligrit d 0& descloet aangm Iad4hec ctivertprad8ett for dehdadt. b ﬂnewxample

d- hoc royi der f f. In the exa
i B eafhopis, g 10 sERPEThe el sl R TRSovider 106,
ﬁﬁmgﬁ&ﬁﬁd hoc service prOV|der 1062 for handoff.

[0040] In step 320, the server may optionally send a

a
DSR2 R gL 06 0Tt o

oBseagere eegitweridor povides Hipvier stdl 022.sthe dandddy ntckerge received
g thy téf‘d"fiefrlvl:oﬁg it §¥ spurececrvibr pvidT D Tq glgzl 0bile client 108,

establlshe a connection wth the target ad-h

08 Besten $iA- dsy mebigclispt g%eﬁtqbéls]éeswggglogmgﬁy@p dayget ad-hoc
Wi 3rdiider lgb{]ﬁg sdifdn megti %é@gﬁ%{)t%g R}M{hca?k@f OYindethe target ad-

1062 recelve ring

hoescaath pruvilcwatli()(mrepcwcéﬁst saite kegniudieg rtlyqapretahﬁldmﬁsamqorocess

and e tabI| sessi o the mabil e cljent

BoriBl dtEvRtn eh%}ﬁ*?f%q‘ and?r%“fﬂ%ﬁ% &t SO oIty éﬁlﬁ‘v b e elleft 108 1o
Iﬁ}WeQQﬁe ﬁ%%ffrmﬂhe% %@t SERSE Rt ORIcP BFK hd 418 Lsend a message

server 110, in step to signify that the handof f
bk tbetén Selyer éé%flulsltfgp Fnyio ét@@fy tp@oﬂng]ham@mfn% dps bedrasuccessfully

hﬁg gft the nobile client 108 may be in transit to
%epgﬁ rent adhoc service provider 106i, or could be

urrent ad servic der 106i .
nehic BB s E I iacoils Db o ey di Byiapb o the curtent ad
RO §c8ilbe pVRRE I@fﬂr ¥l &RIPEOMItREEuridBhd-hEd Eb@(zw@ﬁfd‘a?de% 1061 These
that have left the nobile client 108 may be in transit

pasketiancse tey epntinig, to e siagorkad Wathei avgreat adbow sarvicg ravader 106,
bﬂle‘i‘ Ili])gékePs # teﬁc’a%le " R mdB% clfl%nti ﬂ)St rgl%p 8!c fn {ré)nsgtqg itI{e server 110, or
may be waiting at server 110 for further processing, or may be in transit to their final
destination beyond the tunneling server. Future packets that leave the mobile client 108
are sent to the target ad-hoc service provider 106, after handoff. Packets that are
destined to the mobile client 108 may be waiting at the server. Such packets are sent to
the target ad-hoc service provider 106, after handoff. Other packets destined for the

mobile client 108 may be in transit to the current ad-hoc service provider 106;, or may



destination beyond the tunneling server. Future
packets that | eave the nobile client 108 are sent to

W b@Inariget ad- hoc service provider 1062 aft erpPdiEnsmN$/073218
Packets that are destined to the nobile client 108 may
be waiting at the server. Suck packets are sent to the
target ad-hoc service provider 1062 after handoff.

675 hattideskat Tudest adm%t §@¥ict @ﬁoml 108, 88 vd 38 tﬁﬁéﬁt from the

be in transit to the current ad-hoc service pr ovi de
q@eint cﬂerwr@ymeowmrt fontheamobhie ctignt 868, awil o careni @dahoc service
[ OV e in tran CUI‘ [

Er X \}# o?ﬂ ? c?n T]E(lﬁ 20 I%Ieﬁo'rt Su¢ Il}aﬁlfeti@sgeh §% Vetr?]de Po the mobile

€ligntt eos m RUCeIsVDTELELpRkeicae be H6¥cloie adsird€ss ¢@dRtor AURulti-hop
to support such packets to be delivered to the npbile
virckepy pathehetwera f@éMuVémya%hOCs sREHicp REREdy (0on apé thpfrsget ad-hoc

g¥§ ce rcWh eql %5, Aft(%yﬁatWe AaJQ%Pca‘P(' Be€ %sg 16@5fhglﬁ dpurrent ad-

e cuf dc se Vi Ce provi
hdStESdralbg @tov@dbr H@61 setheiserepil 0¥, wigich kdm2sends them through the target

ernatively, packets can be delivered t he
S hPee RS S0 Vroeead Erhyn e suvRe %deg%?erilfé provider

¥, Chhatihe 'fhré&rh‘ashotcrk%mlé{'g%k;%r 156, hay g€ tex@}gm%él}fr: cither through the

servi ce provid ssages betwvieen the rent

savdrotl (s ervinee pralededink Gﬁlmahdhcnm evitchasggtathadietwaen the service
servjce provider 1062 may be exchanged either through

PR&%SEY ver 110, or over a wireless link or nulti-hop

el BTG PR oymplites Blach Rt fgiekins 11 Govinkt Phidhmetionality
SXARI- ﬁocogeril B@g gwafe& | PRk A hyc Qrvidd ﬁ)@l&?qoﬁ ﬁayﬂthg gbimy to enable

provi der hoc service prOV|
aitdrcortngctian betatobe wirtless dmka et bombg¢nsean owheetmaeous wireless

links o eneo s ge vwrel
SeERSBRRBOOONS Th D Aihi5 Ve ST QU GHON deh o igface 402 that
SUPpVRS K WibIBEsk A%BssAPtdcBR ForSH WA t& thd lﬁéﬁéﬁl@p%asa WLAN
protocol for a WMN to the Internet 102, and a W AN

netvady intérface 404 et poaviddsan wpekowd @F@QSSapqmtrfer awdilacbens 108. By

R riI PR P a5 Wy, AP SRR Bl funcion
fhan @ﬁpp@ﬁs tHhabDG lﬂ(ﬁpﬁhtdrﬁet R¥cd® tﬁl@ﬁglﬁ AtWIWAN, afd elss WLAN network
t hrough a WMN, and the W.AN networ k interface 404 may

nw“éfm éoé 1R4Ya HiS Ride et atisaeike! %lﬁCtﬂ%EhabPWF4?é§na§9281dzaC£eSS point

b 36651 0D MDA 0L 0 NGO oo

ey fdoes 4@ M0 utaghet cniigpice ne nnplbllmenqothy physadal lgyeby b150V1d1ng the

B B e BP0 Pl B v
SRefchiiGRl le@iied BAHIcHRE ¥001té fgsﬁé'cftﬁg €rah@nistisn HRIIRRE! 'E‘é@h of the
transm ssion nedium Eac and WLAN net wor k

WAV amdk V140K neavgork rmlyrfactes d%e%ﬂomﬁy glso éd coofigured to 1rnplernent

PSR B8 AOUET BB SR 0k YRS oAbk Rl XS i hespective

transmission medium.

[0044] The ad-hoc service provider 106 is shown with a filtered interconnection and
session monitoring module 406. The module 406 provides filtered processing of
content from mobile clients 108 so that the interconnection between the ad-hoc wireless
links to the WWAN interface 402 is provided only to mobile clients 108 authenticated
and permitted by the server to use the WWAN network. The module 406 also maintains

tunneled connectivity between the server and the authenticated mobile clients 108.
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provides filtered processing of content from nobile
clients 108 so that the interbonnecti on between the
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I nformati on and take appropriate actions such
det endvivithribe whreether whothcotn condmupdd praaiide segvice. It should be noted

AR Cﬁlhc\:/tiotn \énsctrﬂ)ea r1]ne m%%ﬁie's %06 Ialng %§ can be implemented in any given
platform in one or multiple sets of modules that coordinate to provide such functionality

at the ad-hoc service provider 106.

[0047] When the ad-hoc service provider 106 decides to provide these services, the
service provider application 408 sends a request to the server for approval. The service
provider application 408 requests authentication by the server and approval from the
server to provide service to one or more mobile clients 108. The server may

authenticate the ad-hoc service provider 106 and then determine whether it will grant
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[0051] The service provider application 408 may admit mobile clients 108 and provide
them with a certain QoS guarantee, such as an expected average bandwidth during a
session. Average throughputs provided to each mobile client 108 over a time window
may be monitored. The service provider application 408 may monitor the throughputs
for all flows going through it to ensure that resource utilization by the mobile clients
108 is below a certain threshold, and that it is meeting the QoS requirement that it has

agreed to provide to the mobile clients 108 during the establishment of the session.



new nmobile client 108 or accepting a handoff of that
nmobil e client 108 from anot her adhoc service provider.
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during a session. Average throughputs provided to each
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majntain.a rele l.Link or mted
IBadTT LB Peficts Prome o Rty dOfe s e E ol GoIIe client 108

pERYIINeER thg@és%ldﬁ%eélﬁgél Vi, HRbgs 1 e ub@nsefthccf 1 2midratively, the
cllents 108 to the adhoc "service provider 106.

service provider application 408 may support a seamless operation mode with
processing resources being dedicated to servicing mobile clients 108. In this way, the
mobile client 108 is managed in a way that is transparent to the mobile subscriber. The
scamless operation mode may be desired where the mobile subscriber does not want to
be managing mobile clients 108, but would like to continue generating revenue by

sharing bandwidth with mobile clients 108.

[0056] In at least one configuration of an ad-hoc service provider, a processing system

may be used to implement the filtered interconnection and session monitoring module
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the nobile client 108 generally, and the session
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Read-Only Memory), EPROM (Erasable Programmable Read-Only Memory),
EEPROM (Electrically Erasable Programmable Read-Only Memory), registers,
magnetic disks, optical disks, hard drives, or any other suitable storage medium, or any

combination thereof.

[0059] In the hardware implementation illustrated in FIG. 5, the machine-readable
media 506 is shown as part of the processing system 500 separate from the processor

504. However, as those skilled in the art will readily appreciate, the machine-readable
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€ processin
reside in a single storage device or distributed across multiple memory devices. By way

of example, a software module may be loaded into RAM from a hard drive when a
triggering event occurs. During execution of the software module, the processor 504
may load some of the instructions into cache to increase access speed. One or more
cache lines may then be loaded into a general register file for execution by the processor
504. When referring to the functionality of a software module below, it will be
understood that such functionality is implemented by the processor 504 when executing

instructions from that software module.
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b6t J08 oS Rttt ST 00 by RlnRtd; akngae syt 108 may
§é&%hefoir B&alﬁbfbcz&ﬁﬁéd‘&rﬁ}éébﬁiﬂde@s €Y. WHeHtthd l‘h%bﬂé CR&RS 08 detects
steps as shown and described in FIGS. 1-4 in

themresengeon amicton maie addion i vise pravederp } ffyillgaay nfitgdea pession using
ER% P‘E@% VHEH ed{lf %FEOCS g‘&vﬁgyprloo{d qu66 %a§§&/ gﬁdparﬂhg‘t&lsa%ch as the

mcro
avallable bandwidth that the ad-hoc service provider 106 can support, the QoS metric of

the ad-hoc service provider 106, and the cost of the service advertised. As described
carlier, a link encryption key may be established between the mobile client 108 and the
ad-hoc service provider 106 during the establishment of the session. An SSL VPN
session may be established between the mobile client 108 and the server 110 so that all
traffic between the two is encrypted. The transport layer ports may be kept in the open
and not encrypted to provide visibility for the network address translation functionality

at the ad-hoc service provider 106.



joystick, and/or any other conbination user interface
devi ces that enable a nobile subscriber or user to
waecwmenssivhe WAN or the Internet 102. [0065] TeeTUSIP08/073218

now to the nobile client, a TLS session nay be used by

the nobile client 108 to regikter with the server 110.

Once registered, the nobile client 108 may search for

ﬁ)‘ﬁéé]' 2h¢ BRI ANSIGHhS BI0YIIE @heﬁftqmg defy o iRBforMEh 4 Biticty of ways. In

nmobile client 108 detects the présence of one or nore
h@&iggethncélegn@med@wgt 1@% majytmaraipin ailimitedescssion with multiple

PR, Qe BRI SR R SRR SRR 08 0 st

hagdwd dah d&é&ﬁbed Bﬁllé@ ﬂﬁ@@?@@ﬁ&‘l ey PidNtattethe B@8ddTBProcess. In an
support, the QS netric of the ad-hoc service provider
aloBnatiisdcaniiguegen, B mAkile ehigitc D8 awerqansider agndoff only when

g%t%g bb e]g\ tgﬁ h{@éura *gﬂékm d éﬁ%H glf’lgt &%gﬁmf&&ﬁ %H active list of ad-

het fwoeics rowidoes ménnl itkevicihQt fmuhaﬂdgfﬂ HhcasoblEll ¢lehtb0f may select
of e session. VPN S SSIO est abl i shed

%ﬁ%@%%}@e REBIIS 13? %Ih%anﬂe r‘t@&ﬁ% f%w heyife gyrrent ad-hoc
thate glrdVl&errqfO%'Ifee&etto"\ﬁ%nﬁﬂ& fté’\@er{fﬁe eWﬁM&ﬁoffIE’ Rot ¥0551ble a

transport |ayer ports may ept in the open and
mobily ptied 108 lpay)mﬁdbtwr®pbmdct throfiglhr atdaeraett sdbhde service provider

ess transl ation functlon Lit t he ad- hoc, . .
0 b ey B0 Taine O ity O i S @it tjcmt and ehe
§dri@an 2RH188 %o R RaREITT 6F MBI cBerMFHdn€bie Sdrvid@Pfovided to another
one configuration, the nobile client 108 may maintain
gervicarpravdiosessi on with mul tipl e ad-hoc service
provi ders 106, while using one ad-hoc service provider
0671t f the basbvidtherckds ef mepbilasliched 68 afvegtegar thaethe dahalglities of

R VR dsarruish BrPuhos MR 1R SORS clivalignay access

15011 l@%ﬁ Rdychaieied fprévitiyrs WMRN siRABRASAKY. A thébik client 108 with
configuration, the nobile client 108 may nmintain an

aettiple trlanww(@fs e@iHd potantiglly @cgﬂswmdéplg endel@oq ﬁervncs providers 106

e
mmuﬁtaneh%lgly u‘sln\gI d &jl?f%?eg{/ tl:r%ngfeqﬁéloig 8ac grhd)o fs]ervigce ¥1§%r ﬁ}6. If the
adlid Warelekshicoskeprotdesl ednr beidedad-d0ess sailple @dHodwebede providers
106 needs to discontinue its service. VWen handoff is

hoft thers Sitfiserent ehawpels |raay: br eted- 108 thaymeldksdckieat 108 has only one
%%‘gsg&(}@rqvahl%l@ l‘fﬂgh 1? TdiGHiER &)tl?edtirﬂg ﬁla‘?ﬁrs%#tfﬂg apéegéﬂlg @ef,ch ad-hoc

fo access 1t rnet er si st ence t he
etice providee 10@bi | e cllent and the server can enable a
soft handoff of a npbile client from one service

068 WRbsct &F dildtilekc s&rwoule ap?&\éi'adﬁﬂlat R0t ouk filllidd@tive blocks,
bandw dt h needs of a nobile client 108 are greater
mRdpnles.helcuapiab Fomponestse matheds g iad | adgnrihmy -deseribed  hareip may be

m}ﬁ{‘!ﬁl%%& a}gﬁctr&lﬂg rllla}d%rg%h{ te?lsbﬁgrgrelgg ¥indiifsSot both. To
e OoC service ﬁrOV| ers élnu taneously.

Alumdtteltbls ahteethtingd@Bilitw ©h hardware and software, various illustrative blocks,
modules, elements, components, methods, and algorithms have been described above
generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints

imposed on the overall system. Skilled artisans may implement the described

functionality in varying ways for each particular application.



mul ti ple transceivers could potentially access
mul ti pl e ad-hoc service providers 106 sinultaneously

waiging2aodi f f erent transcei ver for each ad- hocPGEDUS100€073218

provider 106. If the sane wirel ess access protocol can
be used to access multiple adthoc service providers
106, then different channels may be used. If the
[mbml f 1§|dn@@1tstolag8th5‘ta‘éﬁe%?EMﬁQQﬁdérr&nlﬁQﬁkélﬁrrofaM%sJ AbIK.. processes
hen it may distribute the time that it Spends
él@@lesesh ingn eldustration hﬁwe@miwcaepmdmw rasadepon] ¢reB]preferences, it
int | ate that t he

Do rEnoad ik ey sl Pidor &F i BRET i B pb€%ses may ve

£AMRRANThe a083ITRESingahethéd &@fnilsl ﬂ’rﬁ&ndaéﬁléhtb @ﬂ tHeBragblls steps in a
may be inplenented as el ectroni c hardware, conputer
somnloerder, ond cappiosanpassodpe bstited thothie) presificapidet ir shierarchy
Fﬁ% pangeabi l ity of hardware and software, various
us ratlve bl ocks, nodul es, el enents, conponents,

and al orlthnB have en d ri bed abov
TBEAI0TFs 85 ST, B B AR R Bt in he ar 10
practicd thactardnglakietts estiiddeR@BIng O/ agidud) dddIaBo to these aspects
sof t war e _depends upon the particul ar aggllcatlon and

was ibgricaddlysappaicat & theposlaledin fl}?eafévaélﬁi f geyatcepinciples defined
En I t
E%rhc tIS%ﬁ g{ Eépf}ﬁlﬂﬁo \'E/Sgﬁrér Ia%?%cﬁnilgltu ot?@ (gac § Elleqfoq 1ntFnded to be limited
aphki a3pédtoBhdvD GSein, thut $s tonble hsdondad thbaﬁﬂltdaepes pesisién with the
order or hierarchy of steps in the processes discl osed
laélg%?rge.ql%l@é,tw%&r?laﬁeﬁ%mé%% dpmentdp F‘t&‘a%%@ar @agtéatea%%to mean
I Sy Qﬁlgf(ﬁ{eer{ﬁl?ecss s?émﬁéall ng)eﬁtﬁ{eﬁogutt Ddfer taGe %‘?qﬁdnfe"’c Unless
er or hierarchy of steps in the processes my be
sp@arfrcahg sttedTdtheraiseo Hpateyh igomet hibds ¢b ane®r progs.edfronouns in the
el e of . t aripu s in a sa e ord n. .
SRR CorBaht) fos s B ForBbTe e el BRI (o Firphf) and vice
Uér@a[ anthyruRbuesiedndefinctid?@l OduivdentP kS McOUSMERS 6F kRt VRdus aspects
is provided to enable any person skilled in the art to
msamb¢dc@mugéowtathisoiml%ypﬁe@@fsar§ é@ewn@écﬂatwecmmmto bedriopmsto those
BléJrllecat LArs h) otgee taS aﬁe &3 eesﬁfyt cho%)#)fak%e 8re%1h lleg¥greerf16érencg and are

ﬁi’[éﬂd@d pb s &ﬁi‘oh@ﬁ@keh efyethe oaimde M@pbveedndblingt Bi8Elosed herein is
aspects. Thus, the clains are not intended to be

mtfmd@%o %d%@t%éstséb% Buldicgnerrdiepeinvhasher sugh digclgaure is explicitly

ﬁﬁ%ﬁ@d detheldifinmsYINo ?ﬁﬂﬁ RIhh? '139{06!51”{ cdlMs{rHecf Hr?dek MIPR9Kions of 35
al ns, mhereln reference to an el ement 1 n the

BiSGuk 12, isstin phrapriphnaiddsst the rarent m&pmndlyombyedatfn@ﬁg the phrase

nl ess eci.ficall 0 stated, . t her . "one or
HBPES O i 41 ‘%/ of eémt@o@?'a{ he efranca Eercciigfeusing fhe phrase
‘g rorefers to one or nore. Pronouns in the

nascullne (e.g., his) include the fem nine and neuter
gender (e.g., her and its) and vice versa. Al
structural and functional equivalents to the el enents
of the various aspects



descri bed throughout this disclosure that are known or
| ater come to be known to those of ordinary skill in
w0 bmomrdioar e expressly incorporated herein by PEf/Es®NgEr3218
and are intended to be enconpassed by the clains.
Mor eover, nothing disclosed herein is intended to be
dedi cated to the public regardl ess of whether such
disclosure is explicitly regigApgdsi n the clains. No
claimelenent is to be construed under the provisions
of 35 U S.C. 112, sixth paragraph, unless the el ement
WHATMSESEAYVER 1% ed usi ng the phrase "neans for" or
in the case of a nmethod claim the elenment is recited
usi ngqt he r.ase " idorTEAL MR WHAT |'S CLAIMED | S
1. Amlad-h%gag§§§§§§%%#%§%82}, c@%ﬁr'sing: a
pr ocessi nga gystswsng wybicgu cetliguoed wppapport pre-authentication with a
pre-aut hentication with a sery or the purpgse of
PEXi I9F MY BUIRGYFof feceiving hopdo eﬁt b arbr i b figtmatother ad-hoc
adhilooreBaY AR L}%&%biﬁg systbil R OREHS} @&nf@(&é@{@ H8bhe mobile
further configured to e%able the nobile client to
oleinhttai maiatage g ssesniomiwith thee sgeervwhilehiedeeving dbé \niandpft Heom said
hanﬁof%{fron1said anot her ad-hoc service provider. 2.
*Hg‘gﬁ;ﬂ88593FVﬂ%%wg?bvider of claim1 wherein the
processing systemis further configured to support
pr e- apt hentThe ad-hod sdyict Pediiddrivg chinkelywherei thB @raessidy system is
to support an encrypted |ink between the ad-hoc
Bathor senfiussd Weyupapd Mrerauthgbidetion by apgeiving afiey faem fbe server to
Vi ' f i erei. : NG o
P Bk e foe T e P RS BRERE KR gfent.
with the nobile client to receive the handoff in
respobse t dhaadrbss sgeicepoovyidred clbimi? thereloetiie prapsdidpesystem is

ile ient. 4. The ad-hoc service provi.der of claj
e Fa g Ego SH8RES Fgnssonenih @eﬂ@elﬁ SlichldnFogie e handoft
e $3ERROt o ﬁ&%a@@éﬂ&%ﬂﬁté&@hh o IQXI ft&k lcvihdle client.
aut hori zation fromthe server td communicate with the

nmobile client. 5. The ad-hoc service provider of claim '
1 whetfei n Theaghoe sersicagraydarermciasmfluyvherein tho pfacgspingisystem is

fl%th%y RBQA tur?({ % %lgé)pgo?? E){regg}tlile%r‘gicgt¥0éla 8}9 Ierl?]{ellﬁg% %uhl%%tz%t{eoonnhom the

e serv O Su an encryp ween

adivdrae communizatepyidly thdenotarralisal d anot her ad- hoc
service provider. 6. The ad-hoc service provider of

claim1 wherein the processing systemis further i
conf i gur ed Tho2&lppeYicp PEVAIRT E fTaiRdl VBSTCBythe QESEHiRgSYstem is

AktRe Eé)tﬁ?éuiréwtof §u%5b1tt I'b‘?e-authentication by receiving a key from the server to
support an encrypted link between the ad-hoc service provider and said another ad-hoc

service provider.

6. The ad-hoc service provider of claim 1 wherein the processing system is
further configured to support pre-authentication by receiving authorization from the

server to communicate with said another ad-hoc service provider.

7. The ad-hoc service provider of claim 1 wherein the processing system is
further configured to enable the mobile client to maintain a session with the server while

receiving the handoff by supporting a tunnel with said another ad-hoc service provider.



server to communi cate with said anot her ad-hoc service
provider. 7. The ad-hoc service provider of claim1l

wob@pe24104 he processing systemis further confPQuuszos/a73218

enable the nobile client to maintain a session with
the server while receiving th handoff by supporting a
tunnel with said anot her ad-hoc service provider. 8.

The ag- hoCTREhYHEE sBERY ip?cﬁﬁd&fof%la%m Wh¥WRRI 8k BrdcB&ing system is

processi ng systemis further configured to receive '
tilrtheu gdnfigvecd tonwedivathroughsthe somsl plaloks tseme eelapetcpiyed by said
S A0RSL R N0 85 o e BlopHL gL, f rom t he nobil e
1A STRE éﬁ-%g% $Erviee %r vider of claim1l
whi ch the processing systemis further configured to
recei 9e at Theagthos ge®idegakeidsr & clains ai whiah efidprocadingog/stem is
service provider over a wireless |link while receiving ]
RICh soigrrcd AOTecre 4 death some markeds piosy padrengthct peihRe service
?ro‘(mféf & a%‘?el@sfsqﬁ]&‘%%&iifégffééﬁhg e lq'%lnfi&kff.t her confi gured

0 recelve one or nore of said at [east sonme packets
fromsaid anot her ad-hoc service provider through yet
anot héd. adThoed-be¢ virgee proviaef claim.9 Wheemdthh processing system is

ervice @ro%éger of claim1l mhegein thi‘g ocessin ts f o
BUELAPIEER (RarCelnp i RF JUOTE o prdd ihdeh STg s from sai
hidtkerad Hoe $6rvicR préademRiough ‘{bti MBther d&hod f@vied pRREder.

service provider of claim1l wherein the IPv4d or |IPv6

address conprises a MbilelP address. 13. The ad-hoc )

servi &k pr g&? a&hogeryicaipravidastod cliim |t wWhergingiae PEqcagping system is
' r -confingur Lve fromt

LT S LN e S B R L

client fromsaid another ad-hoc service provider. 14.

The ati2.hocTheradilwe sprave geovidér of @laimll Wvdreedin thbdPv4 or IPv6

cessing systemis further configured to support a
ﬁ%ﬁﬁ”ﬁﬁﬂ@ F?Vi%@ghﬁﬁédgﬁﬁ%oc service provider of claim

1 wherein the processing systemis further configured

to support TRe 8@hbc baordehlovid®-of TREMAMWREINSAE PideBssing system is
?rOV|der of claim1l wherein the processing system

is

urtheh epnfegwnéd tpurcseive drose ik $erYRs g EIgEsago tq Freewyerthe handoff of the

indihcatin hat , t he handoff s c ete. 17. A nmethod

BPSIEROD b Bha AR AOIR i s TR Gervi ce provi der

conprising: supporting pre-authentication with a

servet4.f or Thdedfot paskee piovidgaif ¢lang lawhasmhohé pafcessing system is

nobile client from anot her ad-hoc service provider;
hetfigHErditA SURRSS ¢ ]éaréﬁﬁ%cﬁ)tff-t o maintain a session

wWth the server while

15. The ad-hoc service provider of claim 1 wherein the processing system is

further configured to support a soft handoff.

16.  The ad-hoc service provider of claim 1 wherein the processing system is
further configured to send a message to the server indicating that the handoff is

complete.

17. A method of receiving a handoff at an ad-hoc service provider,
comprising:
supporting pre-authentication with a server for the purpose of receiving a

handoff of a mobile client from another ad-hoc service provider; and



recei ving the handoff from said another ad-hoc service

provider. 18. The nethod of claim 17 wherein the
w@e@oardibent i cati on i s supported by receiving BCRE$2008/073218

fromthe server to support an encrypted |ink between

the ad-hoc service provider aid the nobile client. 109.

The nmethod of claim 18 further conprising establishing

a connect i gihbhi hd BRLIPRILS ©f nMtail @ J8G64 W8t {Plﬁ server while
0 e

handof f in response to a nessage encrypted with

kesyivingghe hirglofioiwh said|anether adloc senecempionsigr.of cl ai m 17
wherein the pre-authentication is supported by

receiyg ng ori zatd t rver '

w th The b PR P Nk B HE s fIEENIL Soreed by
vdaeir &igha kdyefr@mhehasdrientd ise@ioriom drerydigilidki edwbsh the ad-hoc service
recejving a key fromthe server to support an

pivr Hpptaditheimpbils&figiéen t he ad- hoc service provider and

sai d anot her ad-hoc service provider. 22. The net hod

of cl gy m 1fhahengidof la%irﬁr%' ﬁH{H%?QBhl‘ﬁ?Eig%rbs{a%hshin% a connection

supported by receiving authori zation the server
wathabermebile atientwib trbcesa the dnoddfénn axbphioe te ermessege encrypted with

ﬁ@g*i er.. 23.5The.w%thod of claim 17 wherein the
y &rogt thefpobils Clifhl ed to maintain the session with
the server while receiving the handoff by supporting a

t unnepo.W t fThe aicthoanett higim at-wWieeeis eicvpreuiicanéidh . is 2dpported by
The met hod of claim23 further conprising receiVving

tReigigruthosizatigmomahe sesyestto sepupatesyish the grgbile ¢lipyt.

sai d anot her ad-hoc service provider fromthe nobile

client, 257 d tl{B%l: (ﬁogaiﬂ{ l?lwq{.e'fgit}zhef ezaﬂﬁ{gnﬁ%lfohgy %%Oﬁed by

to receive at least sone packets fromsaid anot
adelvOR slerwirame tie srvaeao soyeirt @ aucryglitekisni batkweavhihk @d-hoc service

recej ving the handqff. 26. The .nethod of claim 25
Wi?é(}d@F ﬁn(gﬁ’é‘;]%‘}m ragh&c S pé?“&%ast some packets
recei ved from said anot her ad-hoc service provider are

recei yed tihouthodeds amat MeiviRekinae ?@fa\ditlféﬁtication is supported by
provider.27. The nmethod of claim 17 further conprising

preovingi Agthenzatippafrom they geregidice sempwinidate winthi pasd another ad-hoc
?Iiéggf %ﬁﬂ The nethod of claim 27 wherein the | Pv4 or
ar'es's conprises a MbilelP address.

23. The method of claim 17 wherein the mobile client is enabled to maintain
the session with the server while receiving the handoff by supporting a tunnel with said

another ad-hoc service provider.

24. The method of claim 23 further comprising receiving through the tunnel
at least some packets received by said another ad-hoc service provider from the mobile

client.

25.  The method of claim 17 further configured to receive at least some
packets from said another ad-hoc service provider over a wireless link while receiving

the handoff.

26. The method of claim 25 wherein one or more of said at least some
packets received from said another ad-hoc service provider are received through yet

another ad-hoc service provider.



29. The nethod of claim 17 further conprising
receiving fromthe server a nessage to receive the

whaovdotd1o0of the nobile client from sai d anot hepCHUSIV08073218

service provider. 30. The nethod of claim 17 wherein

the handoff conprises a hard Handoff. 31. The nethod

of claim 17 wherein the handoff conprises a soft

handoby. 32pe Hb%daettmgm@fn%ﬁhéf\ c%ﬂrmﬂghﬁbvm{gogﬂ $vador 1PV6

sendi ng a nessa?e to the server indicating that the

hihetoft thesnelleplliene. 33. An ad- hoc service provider,

conprising: means for supporting pre-authentication

W th 98 SEMYRL eﬂ{odt&e 1BH PP e?efln gl‘fa ﬁiv\ll' &gIP@6 Il%]r%gsf Eornprlses

of a rnobile client om anot

MobtPedddraand means for enabllng t he nDblle cllent to

mai ntain a session with the server while receiving the

hando fromsaid another a oc service provid

The a%i ‘hoct g]% hod r Skt gwmeacamml@gm\é% %ioﬁbﬁ‘e Server a
g e kd Eec%H/Epcﬁé T AP BF t@%ﬁﬁﬂg bl?@fltt IR SAARIbERS ad- hoc service

nean recelving a key fromthe server to support

mmv&hcrypted i nk between the ad-hoc service provider

and the nDbiIe client. 35. The ad- hoc service provider

of cl fur a est abl i shi
o comtber b e SRR LT MRS T BRI Ol o BPG&s ot andott
handof f in response to a nmessage encrypted with the

key fsbm t ee Aethiod@f¢lair@ny .whidgein Tivehaddofioempasdsiac®ft handoff.
provider of claim33 wherein the neans for supporting
hent | catlon conpri ses ans for receiving

pre-a
aut hoﬁ 20t TBR HSHGR PhERUR VeRe COPRTNNG AEMIN AHNEHaze o the
@pér 1fr‘d1941t Vﬁrﬂqat B han-alaﬁ iddspcteser vi ce provider of

claim 3 erein the neans for supporting
pre- authentlcatlon conprises neans for receiving a key
from 8he sémadrhocostypsarovider, e(rmplyipmg%d l i nk between

he ad-h i de &
servi ce pr BorBeT U Rt Gat SRR §RGy ey 2y umose of

£dcaivigBh ANASFeIf B nidhelc RN Trdr® bn GHER@LKJcNGrvice provider; and
pre- aut henti cati on COITprI ses nmeans for receivi ng

aut hori zat n@ﬁnﬁ foppnabhiag ghermebila dicabigrnniedt @sawpipn waihj the server

aat pe% Vﬂ% ar'?(ﬁ) fr&ﬁ sHdQ) ééﬁil V\;}ad ﬁgc S¢ %e ﬁg)vﬂfe&:

service er o erern ans for

enabl i ng the nobi | e cllent to mai ntain the sessi on

Wi th Bhe sEhyead-hdu Iservicec @'rom'icteg bh eldimn3d8f vhewiprths emeans for
means. for su portln a tunnel sai d .anot her_ ad- Q
SUPPOTHE Sy jicatiofl comprises rneans or receiving a key from the server to

support an encrypted llnk between the ad-hoc service provider and the mobile client.

35.  The ad-hoc service provider of claim 34 further comprising means for
establishing a connection with the mobile client to receive the handoff in response to a

message encrypted with the key from the mobile client.

36. The ad-hoc service provider of claim 33 wherein the means for
supporting pre-authentication comprises means for receiving authorization from the

server to communicate with the mobile client.

37. The ad-hoc service provider of claim 33 wherein the means for

supporting pre-authentication comprises means for receiving a key from the server to



40. The ad-hoc service provider of claim39 further
conprising neans for receiving through the tunnel at

wo e@s2d@one packets received by said anot her aPETU82008/073218

service provider fromthe nobile client. 41. The

ad-hoc service provider of cl& m33 further configured
means for receiving at | east sone packets from said

anpbheh RdrhRe B V&8P UdIRL seMide FoVWdEChRBSid hilither ad-hoc
whi l e recei'ving the handoff. 42. The ad-hoc service

PArOgE geavidst. claim 4 1 wherein the means for receiving

at | east sone packets is configured to receive one or

nor e sai ea e ei,yed.f [

o endt 3o AR SRR RATEEDE ARENEIALLAN AR feuns 1o
ahpbaihgs prevdutieenfit@iondedmprikds niduds &dr haeivees \Muth@rization from the
provi der of claim33 further conprising neans for

PRGNV O CoIg AR CRisitiypaid prasheradrhos sepvicermiavidgbi | e

client. 44. The ad-hoc service provider of claim43

wher ey t hepd BY4o06erlRY %r&q&jér%%lﬁﬁr@r\kzﬁééinﬂhmlaﬁsefo? enabling
address. 45. The ad-hoc service provider of clalm 33
fhermolate cloamprté siangfamethnsefsom web ehe iseryerf whirle tréeeigeg Yer handoff
a nessage to.recejive the handgff .of the bile client.
FQBRRGR T B RPoLs b it i Gpnheg hos S provider.
ad- hoc service provider of claim33 further conprising
means4.0r TeEaiWobGedidtapdvidandpthid 39 fllicAdotiPEsing means for

service provider of claim33 further conprising neans
reseivingctirqughgths tyamrel 44 dadspmeggickath acegivadoby seidvanogher ad-hoc

Eéﬁigéﬂ%vid%fr SR Rbik Yikdler conprising means for

sendi hg a nessage to the server indicating that the

handoff is conplete. 49. A machi ne-readabl e nedi um

conpr #5i ngThaat+hoctseoms proeciat ablckilhy3afipthec essfigiged means for

systemin,a nobile server provider, the instructions
E%ﬁlmgs Pl oot drcket gk g albqt%@ra@cf-h%wsﬁ%&ei gipvider over a
W%kﬂm@hﬁ@&ﬂﬂém%@ﬁh@hﬁeHM&B@§€ of receiving a handof f

of a nobile client Trom anot her ad-hoc service

provider; and enabling the nobile client to maiintain a
sessi oA wi The adrBogeqrvise pughvildas of elaan il righerdie thrameaststfor receiving
fraom. sai ot her - h ser Vi rovi der . Ih
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feotivedl Pioal §did @ndrher Alhdestrvie@btoiides ARinEIS 6t 4R hohoc service

receiving a key fromthe server to
provider.

43.  The ad-hoc service provider of claim 33 further comprising means for

providing an IPv4 or IPv6 address to the mobile client.

44, The ad-hoc service provider of claim 43 wherein the IPv4 or IPv6

address comprises a MobilelP address.

45.  The ad-hoc service provider of claim 33 further comprising means for
receiving from the server a message to receive the handoff of the mobile client from

said another ad-hoc service provider.

46.  The ad-hoc service provider of claim 33 further comprising means for

receiving a hard handoff.



support an encrypted |ink between the ad-hoc service
provi der and the nobile client. 51. The machi ne

wo e@adzdbe nedi um of cl ai m 50 wherein the instpPQDUSIING 073218

further conprise code for establishing a connection

with the nobile client to rec¥ive the handoff in

response to a nessage encrypted with the key fromthe

nobi | g7cl i €R¢ ad-hde s'm%eg@@mdeleof eRdab)er el bpising means for
claim 49 wherein the code for supporting

previngtasenthandeffon conprises code for receiving

aut hori zation fromthe server to comunicate with the

mobi | 2y cl :foﬂé 'ad-%% slll%?ced“@r%? deF of %ﬁ%@ffu%gtl 8'5%181f1s1ng means for
cl ai m49 erern

Pone Ul rhm‘ags:tatth@m@@rimlbaﬁg tha:tdbe ﬁaordoffag eondpleg. a key
fromthe server to support an encrypted |ink between

the ad-hoc servjce provider and sai d another ad-hoc
servi g% pr OvImaghine-sundably amedipny R PTaSkRth B URGRIISUF CGRtable by a

Eo@éﬂn@%g%&rlﬁ lndHIR s@%?gﬂ‘ogfde? l{ﬁ’é’&@'@rﬂl&ﬁ)ns corn%rlsmg code for:

re-authéntication conprises code recei vi ng o
aut hori zat Sthpoftmgrprt-la.ethsmeaaon mthcmwmm iferethe pwipbke sfaicdeiving a

no r. ad--hpc i ce ovider. 55. The.
AR oo BT e e A B eidecuiar e 2pfle. code
for enabl i &Qabhhg tRDRiobfe Clib@nfo Mm@inkih At Rkdod RSB SdeBRr while
with the server while receiving the handoff conprises

tosdieineghe Bupslodt fromgaid anothaedd-bea sereeg proaisist-her ad- hoc
service provider.56. The machi ne-readabl e nmedi um of

cl ai (55 WRRL ShAHi e 'a&?a?oﬁ{] %f%dl&fﬂs of (Ifﬂnﬂf f49° g&@%ﬁ the code for

code recei ving throu unne sone
pfp(pbﬂtr@ pre%theadcdmnsw@raamdmr fc&d—ebﬂ)@mgeer ke €rom the server to
provider fromthe nobile cljent. 57. The

HRPAT 48 <P BAH Bk R st dch%‘i YFrUier piexIdeT nd the mobile client.

i nstructions further conprise code for receiving at

| east 5 POWETH@QK%&e%QdEb{B@h%dﬁHQtheEIaM é@o%h%'iﬁ/ 'tlﬂ?ee instructions
provi der over a wireless link while receivin

hathdo€dmprEg. colte éorrpathlisheng @ golaiscieomwith tima @bbi @hermt ®rreceive the
th d f [ k
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sonme packets received from said another ad-hoc service

provi ger tMheughichy®drcaduiih ahedi@mhot @ghviioe whcesrh d@E . code for
59. The machi ne-readabl e nedi um of claim 49 wherein
BURPOTtHGt PiscAutimEication: BRRINPEwRPFadse i otsscivire puthoiisiting from the

by %PXémﬁﬁlh % g@%&ﬂhgc%gﬁ;noblle client. 60. The

i ne-rea um of claim59 wherein the | Pv4
or | Pv6 address conprises a Mbil el P address.
53. The machine-readable medium of claim 49 wherein the code for

supporting pre-authentication comprises code for receiving a key from the server to
support an encrypted link between the ad-hoc service provider and said another ad-hoc

service provider.

54. The machine-readable medium of claim 49 wherein the code for
supporting pre-authentication comprises code for receiving authorization from the

server to communicate with said another ad-hoc service provider.

55. The machine-readable medium of claim 49 wherein the code for enabling
the mobile client to maintain the session with the server while receiving the handoff

comprises code for supporting a tunnel with said another ad-hoc service provider.



61. The machi ne-readabl e nedi um of cl ai m 49 wherein
the instructions further conprise code for receiving

w0 p@a02d189 server a nessage to receive the handedT/usfo08/073218

the nobile client fromsaid another ad-hoc service
provi der. 62. The machi ne-readfabl e nedi um of clai m 49
wherein the instructions further conprise code for

recei ¥6.ng ahbarsnirndeddic GRdivhemagth - %@%@'t@e instructions
medi um of claim49 wherein the instructions further

Buothgr terapressdedé it reeteny thmgugl thetunnkbatderdtst songupackpte received by
frl& ?Illﬁﬁ rra dOaCfbslleJIfthl(‘rr]reg)gJO\% -ﬁpffr(?m the maé?ef mn{ ein the

se co or-sendi ng a
nmessage to the server indicating that the handoff is

conpl &1.e. The machine-readable medium of claim 49 wherein the instructions
further comprise code for receiving at least some packets from said another ad-hoc

service provider over a wireless link while receiving the handoff.

58. The machine-readable medium of claim 57 wherein the code for
receiving at least some packets is configured to receive one or more of said at least
some packets received from said another ad-hoc service provider through yet another

ad-hoc service provider.

59. The machine-readable medium of claim 49 wherein the instructions

further comprise code for providing an IPv4 or IPv6 address to the mobile client.

60. The machine-readable medium of claim 59 wherein the IPv4 or IPv6

address comprises a MobilelP address.

61. The machine-readable medium of claim 49 wherein the instructions
further comprise code for receiving from the server a message to receive the handoff of

the mobile client from said another ad-hoc service provider.

62. The machine-readable medium of claim 49 wherein the instructions

further comprise code for receiving a hard handoff.

63. The machine-readable medium of claim 49 wherein the instructions

further comprise code for receiving a soft handoff.

64. The machine-readable medium of claim 49 wherein the instructions
further comprise code for sending a message to the server indicating that the handoff is

complete.



