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WO 20071097846PCT/ U S2007/ 001394 SYNCHRONI ZATI ON PEER
PARTI Cl PANT MODEL BACKGROUND [ 0011l n today's world of

wo emwhowisagy and digital information handling, PCT/US2007/001394
i ndividuals may store information or data in a variety
of different devices and 5 |l ocations. Oten the user
stores the sane information in nore than one device
and/or | ocation. The user would |ike all of the
various data. stores to have the sane i nformation
w t hout havihg to manually_input th nme_changes. to
each CJl[B%éN IAATION ﬁ? &@%T Mgpr&
ensure that each data Bl ﬁ(ﬂ?él}w same i nfornation.
10[ 002] For exanple, a user may nmal ntain-an el ectronic
aﬂlﬂl&s s Hootoday's awerdi ef yeqhmoth'g‘yf ené rdigitaly infesmation handling,
l.ocat i, ons. T e us

BT E i, L S T A PR e

lobdtdds. d@ﬂwlomecw WidYes the saxlnel ﬂnfdmmtmp momwé enan loﬂe alevice
per sonal %I tal assistant inh an on-1i

andéon 9ertsotahag uper weidilike 41% %fethemémué, driacireR Y heye the same
in %a@ioﬁ%{tﬂ&ﬁt%a@% £ mab@aksinbat iHe fe@t@‘clﬁaﬁ&@& k®Badldata store.
or exanple, adding a contact, deletin contact, or
Replivationgiscont guocessf avedatd ensurRefhar mtcl? ofetp sstorgebiag ghe same
l.lgnsure that the change made on a particular device |s
%?tnely reflected in the data stores of the user's
01[0(!21 dechﬁe&an[lgﬂe,B}L Fx’epf incat mainthiacametecinoniceaddmasd ook in a

v of Rt et o aeio s e posk PRACHESERBE ggeos boole

forick8niple, RNOL BEBbASL 1€1ﬁﬁﬂﬁ|tlbhtmﬁfag@f sfolhés 6n dieatt desktop computer,
decreases. For exanpl e, users_have thupb drives,
op émalap@pnewpyterpmasperﬁﬁ’aﬂe@gﬂﬁbraﬁ%mqaet Y, in ar on-line
q 88 1ikkN e Rdel @Bn SMEdIRPTCABRGTS address book
céig%%gg‘zmv%%gﬁ et uélg%ulﬁ{ o have on rrfa3a eof t hos‘feal ross DOOKS
indeachdesatamdbyyr fos eraimpten iad digamoonjacth deleting v easact.yert changing

o PP e« SPTERAE £ UG O PR Pt 1 nande rbde on o

pidichlagi alice i vltitnyply abflestsd Hhothiez dataOstopssO0L $he user’s other
These synchroni zati on probl enms can be further

dedefounded when group sharing of data is involved,
SB as nﬂ% i 4iBn b85es iftrddithgly HdE Eoﬁ@h@@t@aras the number of

RY 30[004] Vari ous technol ogi es and techni ques are
delvised aaskor fehvices ﬁpp@m@lar user uses increases and/or the size or processing

capabilities of those devices decreases. For example, many users have thumb
drives, removable memory, PDA’s, phones, portable music devices, and so on.
Information such as contacts records would be useful to have on many of those
devices and/or synchronized among those devices, yet many of those types of
devices do not even have a computer processor that is often required to participate
in a typical synchronization process. These synchronization problems can be
further compounded when group sharing of data is involved, such as multiple users
sharing a group calendar.
SUMMARY
[004] Various technologies and techniques are disclosed that improve

synchronization of data between varying types of devices and/or services. A full
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synchroni zati on of data between varying types of

devi ces and/or services. A full WO
WQOD7HOBIB46PCT/ US2007/ 001394 parti ci pant devi BEr/U82007/001394

service receives a request from another device or

service to performa synchroni zation operation using a

synchroni zati on engi ne. The ot her device or service

communi cates with the synchroni zati on engi ne of the

full participant through an inplenentation of a

handl er _.i nterface. The synchroni i on 5 _engine .
PRI FSHIES OF REISHHERNEAt: UGS HEB RHae AR, gr service to
pdrisihh! Schaniiatios Sibraticty 8kl 4 Qyfdlirykization engine. The other

synchroni zati on between end points. Once connected to
devhee 9ynedvisai eampumieaies math tthe fHAGhrAMzatione epgigiseef dhe full
p%ﬁf@%ﬁﬁ%@ S0 G G AUZ6E § AnAELRRE RS, [TIRY s chronization

part in, or sinply, their participdtion
engine bechastrated theecbmmuaicption bpbreencthp yatrions dstalled handlers on a

10[ 0051I.n one i npl enent ation, the,s r gl.zat |
BGRB8 BTG PR SOER BnEF cobflcrad (o the
syrichtorR2dtionCingaty, theh@ailéns ake Rpédted padétermineahs symiheonization
participant. The device or servi cep’;ls Si an[rt.e. .
SGeRREIPT {RaAnerq eble thake, PaK 8. OF (HEIPIYr IS BRFHISHGY levels as

A6t AP phARhEH GGt ore. The sinple participant is
not re?&ms?bl e\q%or tracki ng what changes_ it makes to

t H80%lat a. InTromed dwipdementatien.yithe $@chmmzaign jepgine determines

tiGi A S: t f %Al :
wRG A Mied or by S0 By, WorMTTRNOPREE S o simple
pkmioiaati g&he Heeiqeant sexbicpds hi siinplnpartisipast ffoi diab laeddtastore for

tracki.ng at changes it kes to t dat a., The devi ce.
s %@?@%é\gﬁ% “’él%f iy ?‘Bﬁ?"ll‘? pSioFe.t yl;:)@’ei pupple, participeny Jis not
réspBhSbIebr BUNGHE WHat @HartkRb 3t RBRestoltNO dhRd JEheSddice angbrvice is

under stands the know ed%e and sonme or all lc()ioe‘rati ons
agertial paioRpRidEdt bas & datastarg for sraglranized dah,and a knowledge

stoFd Ei%ﬂr?aly nol R dSYMHY tﬂ@h&x@“l%efe hn!igegkga\;‘iﬁﬁf pRBPahB responsible

syrdchronrzation operation w ce using a set
faf tracking vt tchsgepjtr mpkésatee tifeodateheThey devisk etesdreiseds a full

service. One.pple tatiop of this.archi r
PRGURGELYRS Tt FRe et sors Tor, aboRiA i ffY ¥ rowtedge store
aB@ HslaMds Bedaiwledge SIRY E@RS onAll/operatiohy ionds Kinbiviedge refers

limted processing and/or storage capabilities (suc
toys “Bynghiondgatioas motadagre FBe s Syghronigrtion SR&NEt Afriorms  the

_ .  olnat P
s %1z&m%a@$r9 whthitRe RBVcE ‘l"\e/lh‘lﬂ?l agsleztof rtﬂa@‘(&?hpﬂrﬁpnate for

e sync at | O!’] pr OCG$S. rms e . .
tley typerafnievivs onsereitrs @h¢ dwmplegenigilopy ofdyig architecture provides a

.ticipants each L Ng.-Wi .repld the:
oS B af o St SRR L EEARL R L Biells | dafices and/or
sé@lces veiyh Hiaiedepretessigamd/cnstechgeafapaiilitied (Sichsasothemb drives,

non-1imt .exanple, a partial part{cipant.device or .
seP ReEenabatti! ettt pallbrinonetnsis) fo Betiipe,at o lovel in
15y SaTthAIHIZAonProbeR! aViuliplé MmaBhe synghroARatieh nans allowing two

because of the know edge stored on the %arti al
opanetec pihisivansy 6ach ey g0 Witkerbbe srriigay e iy Femesdaa fo come

together and synchronize whether or not they have ever communicated before.
[006] As one non-limiting example, a partial participant device or service
can participate in a multi-master two-way synchronization operation in one

implementation because of the knowledge stored on the partial participant, even
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t hough the partial participant does not even
under stand the know edge. As another non-limting

wexampdm4e a sinple participant that has a dat apGL/US®07/001394
for storing replicated data but no know edge (such as
a thunb drive) can participate in a synchronization
process with a full participant in one inplenentation.
5[007] This Summary was provided to introduce a
sel ection of concepts in a sinplified formthat are

further described belowin the Detalil S
thohgls theupartiel participant desainy syen BDS?IéWPﬁfﬂ}gge *gf%or%%amther
noq{-lnqﬁt?x%]:é l;;g@ aE“El@xﬁ)lepatrhg gﬁh@'tﬂﬁd has!ld alkta NséreCor storing

nded to be used as an aid in determnin

reph%tedcqm biut tieekudeleded (sul] esta famip drive) ROpparticipate in a
Sl mpg%ﬁ%%ﬁl}%ﬁm ﬁ%lﬁ pant tfend infplerhehatidn.

FSRT Zati on peer
IOEH)(W]CI Partis mdﬁha@fwﬁmprdvl‘dﬂdemantraﬂum sﬁmqrgoﬁconcepts in a

sx%&si‘q%glgf %lggr@gtrcqerg i‘ﬂ{tﬁ %cglpﬁi ngjo:gslé }r{) ﬁ}?t ]IBS d Descrilg'jlon This
s{gxggar%aﬂrsf?% gi;ﬁtﬂfe@”fﬁitlﬂ&ltiﬂr%}ﬂffeﬁu&w@ﬂlkmnﬁal ifedtures of the
claimed subject matter, nor is it intended to be used as an aid in determining the
scope of the claimed subject matter.

BRIEF DES'CRIPTION OF THE DRAWINGS

[008] FIG. 1 is a diagrammatic view of a synchronization peer participant
model of one implementation showing a graphical representation of a full
participant, partial participant, and simple participant.

[009] FIG. 2 is a diagrammatic view of a synchronization peer participant
model of one implementation showing a tabular representation of a full participant,
partial participant, and simple participant.

[010] FIG. 3 is a diagrammatic view of a synchronization system of one
implementation with handlers for interfacing with participant devices.

[011} FIG. 4 illustrates an exemplary computer system that is a suitable
operating environment for one or more implementations, such as for operating a
synchronization application on a full participant device.

[012] FIG. 5 is a diagrammatic view of a synchronization application of one
implementation.

[013] FIG. 6 is a high-level process flow diagram for one implementation
of the system.

[014] FIG. 7 is a process flow diagram for one implementation illustrating
the stages involved in updating and synchronizing data using'a partial participant
device.

[015] FIG. 8 is a process flow diagram for one implementation illustrating
the stages involved in having the partial participant device track changes to the data

by updating the record with a new tick count or other identifier.
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15 nodel of one inplementation showing a tabular
representation of a full participant, parti al

w@anrogispant, and sinple participant. [ 10] PE/(@2087/001394
is a diagrammatic view of a synchronization system of
one inplenmentation with handlers for interfacing with
partici pant devi ces. [11] FIG 4 illustrates an
exenpl ary conputer systemthat is a suitable 20
operating environnment for one or nore inplenentations,
such as for operating a synchronization application on
a [0a6] paFIGCHpaatprdesss fiaw diagrirhXpr PhGimplementation illustrating

o e rae dp owine the R paerrigt ARk Tt made 0
the 888Dy skhwidl, 86 aiY 4 REofNdehtif¢reamdniand/tinre 35 ttef cHange.

system {314 _HO 71 is a process flow di agram f.0 ‘cipant
onl17hp! eFlBatliOoh! illlneistte A% RATRE EERLELO ﬁv?ﬂrg‘g{i pafficipan
c%g{r%t@fﬂgiﬁ)g gﬁ?ﬁoég%%fgn%dzdﬁ& i BicAtidr By thefRdrtihlarticipant device.

[018]) FIG. 12 illustrates an example record on a partial participant device
prior to modification.

[019] FIG. 13 illustrates an example change tracking record on a partial
participant device to track changes made to the record of FIG. 12.

[020] FIG. 14 illustrates the example record of FIG. 12 that is updated by a
full participant device after determining that the partial participant modified the
data as described in the change tracking record of FIG. 13.

[021] FIG. 15 is an example of a knowledge record stored on a partial
participant device or full participant device for one implementation.

[022] FIG. 16 is a process flow diagram for one implementation illustrating
the stages involved in updating and synchronizing data using a simple participant
device.

[023] FIG. 17 is a diagrammétic view of an exemplary synchronization
community for one implementation having multiple devices and handlers.

[024] FIG. 18 illustrates an example of a sync cominunity for one
implementation.

[025] FIG. 19 illustrates a participant and a timewise illustration of one
implementation showing a change being added to the participant and the
knowledge of the participant being updated to include the change.

[026] FIG. 20 illustrates one implementation of a timewise replication
scenario between two participants.

[027] FIG. 21 illustrates one implementation of a timewise conflict
detection scenario.

[028] FIG. 22 illustrates an example of assigning change IDs to changes in

a participant in one implementation.
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[15] FIG 8 is a process flow diagramfor one

i npl ementation illustrating 30 the stages involved in
wanorngrsidie partial partici pant device track chenNUE®01/a1394

the data by updating the record with a new tick count

or other identifier. W) 20071097846PCT/ U S2007/001394

[16] FIG 9 is a process flow diagram for one

i mpl enmentation illustrating the stages involved in

having the partial participant device track changes it

made to dat a, by separately storing a.record . o

TR 1 G AUt E o ReBlReof & Howisg ppplication
sdehf#R udiflp kholliddprivadtdsan exanpl e record on a parti al

participant 5 device prior to _nodification and after

mi@RGli catiIbh 24 illustiptestang implemeriapan of gpdaiieg knowledge in a
pe[.r?igl]lpaﬂ s%bs énlt ltdjﬁ%é@{cﬁﬁoﬁ"ﬁm %H@x@eé}o ig, on a

partial particl pant ‘device prfor to I fication.

[ 1631]FI GFIGR 248 ilbistratss onenmptempitetion af gepdating khoyledge in a

pefcingus STt ers Paidshan Sl AR5 SrblBEn of kppwiedee
védibrgstrates the exanple record of FIG 12 that is

updated by a full participant device after determning .
t H8¥2lt he %‘Q-Wﬁ ilistiofes; GRemTpaAeRAtan Of aipdating Jowledge in a
pASepahP §tbidubhe 16 NANeFldARaKvierd @keéstiRt &tk id3he updated

knowledge.

[033] FIG. 25 illustrates a hub-and-spoke topology of one implementation
for implementing replication including surrogate replication.

[034] FIG. 26A illustrates examples of conflict resolution scenarios in one
implementatioil.

[035]) FIG. 26B illustrates other conflict resolution scenarios in one
implementation.

DETAILED DESCRIPTION

[036] For the purposes of promoting an understanding of the principles of
the invention, reference will now be made to the embodiments illustrated in the
drawings and specific language will be used to describe the same. It will
nevertheless be understood that no limitation of the scope is thereby intended. Any
alterations and further modifications in the described embodiments, and any further
applications of the principles as described herein are contemplated as wouid
normally occur to one skilled in the art.

[037} The system may be described in the general context as one or more
techniques that improve synchronization of data between various devices having
various capabilities, but the system also serves other purposes in addition to these.
In one implementation, one or more of the techniques described herein can be
implemented as features within a synchronization program such as MICROSOFT®
ACTIVESYNC®, or from any other type of program or service that participates in

a synchronization process between devices. In another implementation, one or
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[021]FIG 15 is an exanple of a know edge record
stored on a partial participant device or full
participant device for one inplenmentation. 15[022]FI G

\ﬂ‘ﬁzb@m@ﬂﬂ& ocess fl ow di agram for one inpl emsli;qu iS96Y7/001394
l'ustrating the stages involved in updating

MOy AE rﬁh@ ﬁﬁ:Cﬂweéad%sc e dieein; s I@mamntqdpmfeadaxﬁscwh other

orh TR s D AR i U] b, e
terrﬂaﬁ‘lbﬂﬂe AkvidePhs u§|@d’ EFe?n %‘ %é@ﬁ C{beﬁﬁlud%oééiﬁﬂir':bﬁme]ss personal

lustrates an exanple a sync conmmty for one
dlgltﬁb lassistah®} ipontabld addih Cpla;‘téi:sl Vot owdrelP phpaes, i aridoanimerous
and a tinewise illustration of one inplementation
othemiyines of mabilgrdgyicssiof yasying deveds oﬁ@anggrhtm pant and

1988 ce e i ghetiaBPoh WA 058 DRFOUREER ofke partcipan
I
moP\8TBAL 24rh Mnfludtic T SWr?g EOB AP s BRREAGLBn of & full

parf@8ahiMOE FePirdial Par@dipant DOERAE S SRAPIE] p&n@ﬁiaﬁﬁt%on The term
scenari o.
participant is also referred to herein as “replica”. Participant and replica refer to

devices and/or services that participate in a synchronization community. Full
participant 10 has a knowledge data store 12 and an ability to understand the
knowledge 14. It also has a synchronization data store 16 for storing the actual data
that was synchronized, such as contact information or other information being
synchronized among devices. A few non-limiting examples of full participants
include personal computers, some PDA’s, some phones, some other mobile
devices, and/or other devices capable of storing and understanding knowledge.

[039] Each full participant maintains “knowledge” in a knowledge data
store that facilitates efficient and improved replication. In one implementation,
knowledge is metadata that describes the changes that are known to a given
participant. Knowledge may be represented as a vector of pairs or change IDs
where each pair or change ID represents a replica ID and a maximum version
(replica ID, max version). The number of pairs in a particular knowledge vector
may change as participants are added to or removed from the sync community.
While the knowledge vector may also be expressed differently, it is advantageous
to concisely represent the changes of which a particular participant is aware. There
is no requirement that the particular knowledge specifically contain a change ID for
each participant in the sync community. Participants are relieved from tracking
what other participants already know, as this information is effectively represented
by the knowledge of the participant.

[040] Similarly to full participant 10, partial participant 20 also contains a

knowledge data store 22. Unlike full participant 10, however, partial participant 20
6
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[28] FIG 22 illustrates an exanple of assigning
change IDs to changes in 30 a participant in one
i mpl ementation. WO 20071097846PCT/ U S2007/ 001394

‘58%07%5%46 23 illustrates one inplenmentation 9&3Tﬂj82007/001394
W Se replication scenario using know edge ve

haS[ gg] ahrxlltx (on A ilmluaglt abiisy) omeaindepitenth ﬁhgtkrtmv édge 24 >*Partial

parhBRnt Bt e SiE e RizBuBR dauf SRitE 26 K SRR e Syfchronized
dath! | piiAR &ﬁlcgggazn luﬁE‘Se gt @érh%ﬁ &lta ‘égﬁ@tl.‘!“ Por< 51 diﬁh?ormatlon

In a par I Cl ubsequent to are cation USI

reldiéd rtwi chanex umnrmkei té el sagBroneaitionsdath 0R8FR & BIéﬁ?-hmltlng
illustrates one inplenmentation of updating know edge

examples of paﬁmltparnpmantss ¢bB eipglude some pexsbnalatdlgital assistants,

wher e exceptions in the upd ted 10 kno
phqngs; seig o rﬂpph’j %{V #E8q @Waﬁ €L JORES t aﬁp %Sgppable of

ope?%tgrf% ?Aﬁ%ﬁ@bﬁ%ﬁ%@e h%L BJI Eg nl%acﬁet %iﬂﬁé’i @)&E%I,gzation data

stofe 2gist rat es exanpl es of confl ict resol ution scenarios

in one inplenmentation. 15[035]FIG 26B illustrates

004dr coSiiipletpartsiphott B0 rhasce rsyncluonizationedata store 36, and no
knoiwnig:lclgggtr]()trgt iE?‘irall'mples of simple participants can include, but are not limited
to, some thumb drives, some memory cards, and/or other devices that are not
capable of operating a simple program that tracks changes made to synchronization
data store 36.

[042] Turning now to FIG. 2, a tabular representation 50 of the peer
participant model is shown. Simple participant 52, partial participant 54, and full
participant 56 have one or more characteristics. Some of these characteristics were
described in the discussion of FIG. 1. Simple participant 52, for example, is unable
to store knowledge 58. Simple participant is capable of synchronizing 60 with a
single full participant through a handler. Partial participant 54 stores but does not
understand knowledge 62. Partial participant 54 is capable of participating in a
multi-master 2-way synchronization 64. Alternatively or additionally, partial
participant 54 is capable of synchronizing 66 through a handler on a full
participant. In this fashion, partial participant 54 is capable of participating in a
managed peer-to-peer scenario through one or more full participant devices. Thus,
partial participants can synchronize with each other through the use of a full
participant.  Full participant 56 understands and stores knowledge 68, can
participate in a multi-master 2-way synchronization target 70, and can perform peer
to peer synchronizations 72.

[043] FIG. 3 is a diagrammatic view of a synchronization system 80 of one

implementation with handlers for interfacing with one or more participant devices.

Synchronization application 82 includes a synchronization orchestration
7
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DETAI LED DESCRI PTI ON [ 03 6] For the purposes of
pronoti ng an understandi ng of the principles of the
i nvention, reference will now be nade to the

@B‘%&imﬁs illustrated in the 20 draw ngs apgrris2007/001394
speciric language wll be used to describe the sane

engine 4 (thateiseFesponsible fer womnleling dhe KaiCREIZaHAe oG among
parfop R il CHEREEb (B Mt REa Alcipans.
VO BN 4415, 885 5 088 5 BGIAY UoCBEEpatigans i the

synehfdHizatibnodemsdinidyetd tomiiitiedié . widh (RS §jidtaroniratiem sigine 84.
be described in the general context as one or nor

The synohironizstiom anginadosomeynicateswithhandlers 8648 a_ng 90 through
hangffer Figrtages, S 2eand &t cesbedtielth s D, s 5,90 then
corublS5e it o2 R5o NIRRTl aBE sl B daa o

94,f Arll tehRste WyhEhrdniativi (it BiofF@ DA RO @ith Sifcdpphigable. In one
M CROSOFT(r) 30 ACTIVESYNCO or from any other type of

implemgntation; oserori merd bfithedatai storeatshowmimFIG. 1, such as remote
synchroni zati on process between devices. In another
synchimizatian, datg rstoxgn26,04re lpeated on one or more separate computers or

de 2007/ 097846PCT/ US2007/ 001394 nore of the techni ques
Y4&S¢cri bed herein are inplenented as features with

044y aka!élﬁ‘Mlgglé /Ff@.t 4deq) e%ﬁlgkazy?ae@riﬂnﬁ%ﬁiﬁgteﬁ?ttﬁ use for

acr oss devi ces Oor servi ces. bi I'e devi ce
implsmeating bae @r more pesif the syniemudeludes h doatpupingrdevice, such as

per&%{as} %gﬁg&%ﬁ%@? z&l)s iimagtts ;hqggl{gt@g:béo%fggi\t?org ! c%)r/r(fprusﬁng device

100 typically includes at least one processing unit 102 and memory 104.
Depending on the exact configuration and type of computing device, memory 104
may be volatile (such as RAM), non-volatile (such as ROM, flash memory, etc.) or
some combination of the two. This most basic configuration is illustrated in FIG. 4
by dashed line 106.

[045] Additionally, device 100 may also have additional
features/functionality. For example, device 100 may also include additional storage
(removable and/or non-removable) including, but not limited to, magnetic or optical
disks or tape. Such additional storage is illustrated in FIG. 4 by removable storage
108 and non-removable storage 110. Computer storage media includes volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Memory 104, removable storage 108
and non-removable storage 110 are all examples of computer storage media.
Computer storage media includes, but is not limited to, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digital versatile disks

(DVD) or other optical storage, magnetic cassettes, magnetic
8
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5 other types of nobile devices of varying |levels of
capabilities. [38] FIG 1 is a diagrammtic view of
a synchroni zati on peer participant nodel of one

‘#,gﬁ(ﬁmg @tion showi ng a graphical represent ?E:’i‘ﬁ?]@zd%/o@u%

articipant 10, a partial participant 20,
tap%ﬂﬁ%gfl@tlﬁadlﬁk Y omtherm@gﬂ@tmt@aa&q Q%%f‘ﬁt of gn)ép f medium

whif e, dr%ﬁgr‘er% o T SR g?farra é%'ﬁ%'fi BBlopPlgn accessed by

e e
fmid]i ty @@mpmﬂﬂg stlavide t hGOkﬁmm&eK]eoﬂedr off t meks Ocdsmmumcatlon
synchroni zati on data store 16 for storing the actual

congaetionshad 4 vhst sflowhicompusiang dendne ak): sategrmmunicate with other
o8 R o B, A "L s
par@%kﬁhtg' R@Sﬁliuéé%'dég clédﬁ)djﬁ{aﬁloﬂ% g ok ﬁR'EFt‘heJ/ computers

sone* pho sone eV|ces
and%rhﬁiplféﬁvlbﬁ@&IBaDEQ{Ii%eOfO(ﬁh&'yl &19 Qﬁ% l{ﬁ?@tf 8éwibelisnd 12 such as
edge. [39] Each full “participant maintains

keybbmmlmmmxge pém vaidenapiedigice aductsinpue dehae dtac iQutputt device(s)
efficient_ and inproved replication. In on

117; spoheaseh diPlash SPRASHS emyeter, Sieranayalse b, atcl%@cﬂb@%@ devices

are i1 FRBRET G RE R Bl Bsdosed BlefRepiéry 1 D201

foemoe ks o}‘l@eﬁﬁpl%ﬁiéﬁta?ﬁinr &ﬁn e‘de'v'iEer elWOG%ENé 8 a full

replica I D and maxi mum ver si eplica

partigipantodeviceTfoe 1mpllélﬂd§ntnfg ored blSmlore of ﬂmrtéclmltlaﬂss dlscussed herein.
know edge vector may change as participants are added

In sechoany anpl@éwmtm,tmnwmg slomagnil 0Q . comtaing a rynchronization

I b d diff I
appfiGator, drga it s %@M@Zﬁwlﬁ @? G R3Ra8 e d 2wl as
kno‘%ﬁleérl%! Ccibt!?l ﬁ@{et i a%lhcp af t§ ?ﬁzéﬁﬁ)na:%fa stgljée 196! S In one

no qui renmen € pa I cu

impi®iaentation) kﬂoWR’J@Kg@ldht@ sEdrenNa3 AkA/6P% ﬁ@lﬁbnifzaﬁbh Gap2Blore 126
in the sync community. Participants are relieved from

are tinabikled gasmpatt of heampter istirpgatracdiiar @dipsdambnd haseinhissch as

merRbi g aoBOVENE HarEec ] PhnTO-SoRORERIS: HPTageI §1Qcandipr other
' I

confféh 8063 b, P EkmBRAFAOAN AR AR Batn 122

is (HEOUNBNEES s gﬁﬁh&érﬁhatﬁﬁfﬁ licafbh 82Ghewn'¢h FIG. 3.
2007/ 097846PCT /USZOO 001394 has no ability (or a

[048]t ed TRrnlng yow doukdiEr s3 awith t bentkwed! eefgeenzé. to FIG. 4, a
Partial participant includes a synchronizatign data

-

synghrgnizagigns applsqa@pnnaw hef wﬁ chRpIgmERtRtIOR: as IH’asftfat@ﬂl In one

i Gl B Rt iRt Ticatioh 20736 Bt 8F o dprBlpign ppggrams
thatSyRFder %'&%ﬁt@fﬁgd@é\ﬁcéﬁ@()? Kﬁertﬂﬁ%iy 8t bi@8ionally, one or more
parts of synchronization application 200 can be part of system memory 104, on
other computers and/or applications 113, or other such variations as would occur to
one in the computer software art.

[049] Synchronization application 200 includes program logic 204, which is
responsible for carrying out some or all of the techniques described herein.

Program logic 204 includes logic for registering handlers for each device and/or
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5 exanpl es of partial participants can include sone
personal digital assistants, phones, sone other nobile
devi ces, and/or other types of devices capabl e of

W Sbiidoidasd Sinpl e programthat tracks changggy 7hoB1394
the synchroni zati on data store 26. [4

serpiget tocpartiaipatd im ke syrghnenizetipr Arpeess G lgg'g:]r ’g)rlggqpteceting the
.10 know ed t . | f. Si ..
tyPRdTh: Heyife AL e Vice, oaBcctss SEn Bt tahy 1 Bill participgns) 208:

gl PGSR knS VR R0, p0E A g datRSrions n
evénld af ekégnlohschadhgansfeniie kaowledgb baok 1@ thopartial pasiciant 210;

36. [42] Turning nowto FIG 2, a tabular .
logie: feredasecting oharges o simple participangaanisiteramg canidists insits own

e B 3 g S A BRI o Shehronie
enfBRTELEE B Run By hodo88: HAETS! Bl Waion o

corRpletd Qh@ak'%no'ﬁ?@niﬁé’t'iorﬁxl@ | gnd | Sul¥N@plafed Chah8e$ between other
knowl edge 58. Sinple participant is capabl e of

comeonteldrdavices rapdfdt sertibess2 b6;ragideothert logpafdri apiepatittg the application
through a handler. Partial participant 54 stores but
oes not 20 understand know edge 62. Parti al

18501 © oo b Sl EARNF o RiogRfnololidh 204E ebfhic ap pe catled

prog%rﬁfrag&%ﬂg’? #grﬁé gntBﬁeré 'Bg(#grgﬁ{,] tgg%? B Uing% %iﬁnﬁf‘ea&ﬁp{c?a Qkocedure

er on-a
in peogrami [opii¢ 2040 tATreInbtivdly o, additibhally,par wilt ibeanhdérstood that
I's capable of participating in a managed peer-to-peer
progeanalogic 204ocarh altemasivelyooe ddditionsdlyt bei grabedigdvasc eemputer-
Thijﬂ?? 25 partial participants can E};g}:htomﬁe wth, .
exech bl Msricans, o) ANe RE MAre compytery andion in differant varjatiqns than
shMBﬁ‘ﬁ@aRt 56 understands and stores know edge 68,
can participate in a multi-mster 2-way
$O5TIhr ONFEGL 6Oy hahight 1481 prockss aﬂowe&fa?fa{’ﬁl PRET syt hronization
peer synchroni zations 72. [43] FIG 3 isa
appdicagjon 206t iln one dormf the psgceskiob FlGabiivat legsttpantidly ohplemented

. one 30 [np|enentation with handlers for interfacing,
in \%ﬁtqpeéﬁgl&;lot%p comPULIag siaviced KIG. ther egmpwiesvrBpRliGagans 113,

andJBPRINGF Pafitipity o837 o BB RRIEMBOR Ao puear g 40 with

the§rhrficiphnt Eevi@SOPRTV R ohAECHRYTR £FiID Baﬁtﬁ?paéxt (such as computing

synchroni zation | oop anong participants an

deviceai80 eorrsonge npbdleedtvidesh yeish kied ywrehrotihatior engimet (sthge 242).
participants. Various handlers 86, 88, and 90 are used

The dlevigel anisgEyien degisikss aphnndler paneherwise eommunicates with the

RN ERA SEI AT ) e Bictuoizaion
engfiRSl A8eL10 SETTBE R 5t B JeRGLE’ Rudg, 248). 8 Aoutes the
appropiigetsiynehipniAdtiod|legie Bised 88 thebygheddE pdreidipannsitnplaldecision

w th the know edge stores 93 and 95, [|ocal
poisy A48 partialt(decisivat poiat 35@), 91 full {decisioptpoint 252). For example,

. chroni zati.on.data store.96 to. access data, if .
if (G dyiog i SErvice in,d SRl GHBHGIRRRIORAT B sYcHipRIzgfion data store
butdR BnSWRIUEE (0940 ikt 248); tRUSRcADi & R%engine detects changes
on the simple participant and stores any conflicts in its own local data store on the
full participant (stage 254).
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10 synchroni zation data store 96, are | ocated on one
or nore separate conputers or devices. [044] As shown
in FIG 4, an exenplary conputer systemto use for

Wﬁ%(ﬁm& ng one or nore parts of the systempb4i1/§{§%j,9/@m394

conputln devi ce, such as personal conputing
[Qﬁi I n Ift sherpdevigdispe SSHICEGUS afi @ﬁm"’éo@ﬁmqlh@“d @tcehas a

SR, hﬁeay k"5 R B 655 A Nekcsion

pmﬁp @‘5‘09“ \}ﬁ“% | Ao 9V1Eé’ Pér %xai%l)bf&s dgyi l&?owl@ﬁgpr Mof'eo‘lo the

b& (such as non-vol ati |

syn%‘dmidtmhen@ﬁé) ron thes €ull icpam (seagy 248). Ohl'hﬁ fulh €part101pant
two. This nost basic configuration is illustrated in
maks, modifycagions Hedhe ikmewledge, such as in the event of exceptlons (stage

2o hR T b @;&%&gﬁﬂgfﬁ@@ﬁa Byt paci
parﬁ&?gn %%%%’}dﬁir‘]]% Q@&Lﬁ cﬁ&? ?Qflgﬁ ggﬂgcg%ant dev1ce or

serdite aRbiwe & toCHa%‘lz s%hcﬁx%ﬁ?ze ﬁkﬁ 'ﬂmﬂﬁﬂlé ﬂn@ét@fs sven %ﬂﬁn'e&ceptwns
illustrated in by renovabl e storage 108 and

occuor(-stgnoﬁé«b) e Ht treaglevice0or Genyiae eis atﬂﬂhgmrmmpam that has a
cl ydes volatlle and 25 nonvolatile, re

Synﬁ @tioradata siere and akice sorescand mingdgst le%ge (decision

poipEESA HE iR Rt R ARS KBar AL P Ll @bb?lﬂ@“%%ﬁf%‘i?g%neged sets
of MR &$n rkﬁﬁ\{?ﬁsﬁg fs"t‘agS > a0 )’ ﬁe 61‘5”}?1\6?@'1%1 ﬁfegﬂiglfons for

108 and Mon-reno O are all ex

synchromiieg datar dgewesdifall @@ﬁmpaﬁﬁs shrer @gscribedi dn detail in the
includes, but is not limted to, RAM ROM EEPROM 30
disqussion oreRisS. 18-26¢ her rrermry t echnol ogy, CD-ROM

E‘{'ﬁlggle Xﬁgrgat%tlf:{frgnglg g)\é%f ¥ OI nef p%lce or service is and
han?tﬂgg Jr%?é@ P%c‘i %%Z{sogé&?ﬁm?%ethdég\‘}gﬁgﬁfoﬁlﬂhﬁh engine then

er nagnhetic s ces, or an

foll@W@eércﬂEﬁtatmnWtb €OnfpMte Die USRI hichi 24tiore 14d1L afl@ gpull?@'n updated
i nformati on and whi ch can accessed by device 1

chaggeh beovgent ethes conmgptedrpaitivipay deyigearanddér skrvices (&t@ge 256).
Th%46] Co ,talgggd%%}/rllt%%Sloo i ncl udes one or nore

[054] FIG. 7 is a process flow diagram illustrating the stages involved in
updating and synchronizing data using a partial participant device. In one form, the
process of FIG. 7 is at least partially implemented in the operating logic of
computing device 100, other computers/applications 113, and/or other participant
devices 115. The procedure begins at start point 280 with providing a partial
participant device or service with a data store for storing data retrieved during a
synchronization process and a version data store for storing information regarding
changes made to the data (e.g. in a vector, string, and/or other fashion for tracking
changes the full participant(s)/master(s) have seen) (stage 282). A few non-limiting
examples of partial participants include some web services, some thumb drives,

some mobile devices such as some PDA’s and/or some phones, and/or other

devices or services that can store knowledge but not understand it.
11
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5 connections 114 that allow conmputing device 100 to
communi cate with other devices 115, such as full
partici pants, partial participants, and/or sinple

rtici ts. Conputing device 100 may al so
@gﬁ?ﬂﬁ@?g e wth other conputers and/ or appl i%céq’?%ﬁ(%mms%
1[085] DeviThe paniataparticipanbadees muit koewi hefps)tol uadenstand the
as_keyboard, npuse, pen, voice input devj Te, t.ouch )
knpyylpdgeq byt semplt stores,tip(ptagee¢fel ( shhe parinl ashcipantyreceives a

rodleiCt Lo BB E8 FRan p0thf T it 1 da R Sy Effclfiton data

sto!?ﬁp(?ﬂgﬁg ;%83)?‘1 The l}%ﬁ‘ﬂélh?%g'ég)an_t chﬁﬂ%&s {2 Q8@ in the ]glata store as

1 on, nput evice 100 serves as a full

requesteddypthstuseeistape 288). iThel argal partcipast Brrespomsibdé fomwacking
techni ques di scussed herein. In such an |
whapghangesibmade o hengata. angl thuy istoses foanatian redatad to the changes

el 1 8HE s P8 the Peftecraifcdatier gonl 18 shc jmnlgmentggon, when
the P PHSBcfRhe sl b A SHICHARR 2L B Rion takes

plab@ Aremafiudl tcs patidl andzpdrtianNtclAllR (thges 29256 Iarche figplefivdtation,
as part of conputer storage nedia as described herein,

thesa@e &worsepanate o0ekwayesymehiingzatiomsade atbe; implementations, other

on-r vabl e storage 110, and/or other 20 conputer
orders Apg/er srpehronIzatign scenasios ER also; RASSIDIS sURh 38 aaRglg pne-way

Ceati on i a . . '
sy RO oG i Sk Aons B ¥RERR Wi ade by e pardal
afticipan? até trBirfeQRl | PG BaritO 294). @The full participant
P sfg?:ahro%?zati on al{)wplq%cglfﬁiig Zogaotf(sgdr%e@ [ np)l emaﬁt gt [ gn fetpan
updates thaidataasted. andnkmoweledgp loantha tpattiglrpartyipaht aftérzesolving any
aﬁpl ication 200 is one of the application progranms 25
confligts (stagedP0dn Thempoeasp gndedi end n@iot 29t er nat i vel y or

T ALY I P ORI s
e
updatingvitiee revord with a new[ddd cOymcor ottiez dtemifianpln @kl fofm, the

200 1 ncludes program | ogic 204, which is 30
procgsperisFHbe & oy atdeasti paytislly iseplemsnted in ghet pperating logic of
ol s R RS el oSt 3% 5pdB8 aher participant
detiR¥s §952"PhO brétedure begins at start point 300 with the partial participant
being responsible for tracking what changes it makes to the data (stage 302). The
partial participant updates the version data store record to indicate that a change
occurred (stage 304). As a few non-limiting examples, the version data store can
be updated with a new tick count, version, or other identifier that identifies that the
record changed and/or that identifies the last device or service that made the
change. The full participant reads the changed tick count or other identifier to
know that the particular record was changed by the partial participant (stage 306).
The process ends at end point 308.

[057] FIG. 9 is a process flow diagram illustrating the stages involved in

one implementation where the partial participant tracks changes it made to the data
12
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WO 2007/ 097846PCT/ LI S2007/ 001394 service to
participate in the synchronization process 206; |ogic
for detecting the type of device and/or service

VVS%U% ?ﬁ(%(SI nple, partial, or full partici p@ﬁ‘l‘)usg&%msm

ogic for receiving know edge froma partia

by Watél}’p%tﬁﬂng el oigl identifieicand dae/time EQiethe célange In one form,
the BB SREIGT S, i1 eavoparkfly SRPtBrRGa Bcther Spnling dgic of

" ..

coruigT ocaﬁCQZ%dQ SHR2 Ny %‘f"w?%?% | ot Pt egticipant

devicds! 115 tihei prasedw: Bd%n‘isymcktﬁﬁrp(ﬁﬁt ghangiell thetpartifl participant
data using know edge | ogic for performng

being s¢rponsible for trax:hmgrmhet ghangessy mstkes it zlm data (Iswgp 3. The
VI ces

parllpatittan, fiagks b IeiauR aeoter tﬂ'fagéﬂég R Yparafichfecopd and a
dat@/’ﬁﬂllé gﬁ}r}po ﬁhd]igéﬁ% the dheaf] IB%: Q)fO\Qﬁ ??%38%5@ Rhanged (stage

program I'S Opera

314)' OBh& rfﬁﬂtpa?ﬁ'élbﬁntf ey an@hhﬁjuepfdeaﬁﬁe% afilqhe Qﬁtélﬁiﬂ&gstamp to
single call to a procedure in programlogic 204

kno#v ttleatrthe ipaetigular revddd chamgdd (staget 316)l | The fulh M1pmﬁ updates
t hat programl O%I c.204 can_alternatively or

the Atedi equanh 9r Iophasddentiiaen biat ilentibiep tae fast dsvméw@a\ﬂp% to change

the R0 S 3o i e B R rerBlrihCiohel (gt 31By, The process

endslaPen® pomt&20i gh | evel process flow diagram for
synch rgnl zation application 200. In one form the

po38less FIGS:| Q-14 ilkusatatd @aaséxdqmplei fdcoyd iomplaepaiaé carrticipant
the operating logic of conputing device 100, other
deviempuortosmagdpidationi apdsafter 3nodification by the pertial participant device

BBl O S oS TR B oS 50 o
FIC‘? ol'ﬁqﬁ‘ﬁ df%g tr%pﬁczi ﬁl)lfleg&‘?tﬂ Cl BARlo §1ﬁf’ﬁ$lﬁaﬁ14cmlétlhﬁ%amapant

e UeV|ces

thaﬁmmigee The Addopd, £ia0d Rieal ﬁ&ﬁ@@uﬂt“ﬁéld foR vHEAthE fecUrd came from
servi ce regl sters a handl er or otherw se conmuni cates

the ik ipattimpmtrﬁélﬁr oFhiezmspentivengilues 338, BHO, and B42 in fields 332, 334,
244) . The synchroni zati gn 25 e i ne

andﬁ?ééd ?qrit@/eiﬂ atl e setedin gy agweeoz,s%@@er 8nY¥;)0! tiegype of

repgeésiz%hsgy;uht%gfeoggrg?&)gﬂg Cof WGS90 191 BRRER storage

capdé®y an@Rk rbRuréAECAS H@&rﬂﬂd’ﬁre@@ﬁk} Aundedbhs SHEE varifions can
point 252). For exanpl e, t he deV| ce or service is a

als@ bepised parnihdicateathtt & I]mmchﬂa;r eeceyd ohrtheipaetidl garticipant has been
store but no know edge (decision point 248), the
Cha@g%hrom zation engine detects changes 30 on the

O8N © o BV e T HO oo AT i RS altsBATHEL been
revié€ %%ydo&?%gfa?ﬁélﬁg&paﬂp 11%%% atO]E?hELd 35‘?h9§f‘@n§£n&l a value

service is rei articip
of “X1” (350), since that is a unique identifier for the record The tick count field

334 of the last computer that changed the record has been modified from a value of
“G66” (340 on FIG. 10) to a value of “G67” (352). The “G” represents the
participant that made the change, and the “67” is the next higher number available
in the tick counter sequence. The local tick count when it came from the full

participant field 336 remains the same value of “34” (354).
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synchroni zati on data store and stored-but-not
under st ood know edge (decision point 250), then the
device or service provides its know edge store to the

W%Jm%hgatl on engine on the full partici pa?éTﬁBi@%ﬂls%
ull . participant 5 makes di ficat]ons,
f kno il E@Erﬁteasaq ﬁxﬁmﬂeéﬁéﬂﬁ‘f& aeR%rQBi P6W§1Pant device

S e AR S0

exaﬁﬁﬂé‘%@ F63). - 10TAR1 110MeeRg8rd 360 ifcludss hRAIRABES %r Replica ID

partici pant device or service allows it to safely

field \362h novilae 3R0 tfbr nick tdophe fiekk 864 ©f the dast \Waeticipant that changed
exceptions occur7ést a? 264 If the device or service
ot Iac

the |f§CQidf gnd a 8 ahick gount fields36f Foghwhen; iy game from
e BUE PR R8s ToREReBaatn Rt SRl pERRI gt o

ol PR YR R STOR A 1, 08, s
36053ty €Y Zdcoed edtia theetive @ouht priop 86 tmédifieation f ehe underlymg
described in detail in the discussion on FIGS. 18-26

data by Os3patinkbpartieipanti Ruenrgdmé ofyPlé3.dif3 iplastrates pawampée change
evice or service is and hanpd|ing changes a
trackig FSCOFd OB BRIdiah GATHICIpa c@y hiszt ek Elm&?é maglento the

rec%r?ll SO¥G olrf{l](%% g t§ Q{lé gtagggﬁges%géqﬁ F?ﬁn gh r'ﬂ?é Ize%thcg D field

oop ‘and pu twee
374C ahd Tat e niRafikidC 3P8Yor ARNEIE ¢Re 2OEUr@r cRb¥d GRS s(usﬂeag@n _})artial
256). The process ends at end point 268. 20[ 054] FI G
parimpanﬂorhr:&mseidmpled valged K11 B1& iy storedgfariihe Repies ID 374, and
oIved in updating and synchronizing data using a

“01p%moﬁ 2 i S G erdaipimaigl BHe phBedbe partl

parliippli he F@@r?et&tsof 5 2o iE rericinds dBe F0E Daficihnt Hirieves and
1nteggx\'§@é‘fe%6§dl g?ﬂ_m CRtdife Hat: tB@ Gt 1 a(%fr aHtaﬁfaHE'oﬁgg%es to the

es e procedure rt poi nt

undetlyingodary iidl it s ghobesdiz@ior? Gata tdrec Imﬁﬂingdmw ¢6 RIG. 14, the full
service with a data store for storing data retrieved

participarigthan sipdates dhe tiek cowntdficdld 399 afmdcerd\dslsofothe dagt participant

that? §RERaed e eiord WHCE otiortasE s, a0 aid BorEHb e partial
parlfl Qﬁtoe{hJ e (rfe?fﬁg}{ég tl% ﬁ?nﬁljﬁﬁexf U'H(l ocal 1 tigk f)ount field 366 is

t| cl pan ave seen)

reviQ@dil-td) iafil ipdagedexalp| 392, (i)ﬁ a]ﬁﬂb tiale. PBhé lvﬁldé%%& forntheudplica ID
sone web services, sone t drives, 30 some nobile

field @62 semainsdhe asmeone PDA' s and/ or sorre phones and/ or
at_ can e but

|ce Qr services t ore k e
ﬁmund 1§ AN eXgmplgoal aokrole 37?@(%39& a partial

partifan 9 &aéfnfﬂL%ﬁﬁﬁfgaéé%ﬁé% @&“%PIF%%W 18 thg gxample

sho#®d the Téih%vdl@d d ?écoP@rﬁéCispéFbEes"eﬁfc@ ¥€a ﬁnhgw&%r 44 @83cribed
a user to change sone or all of the data i

heraipnefithovilaed B9, 400, #02f anc 404 tindieaGfi® the particpzant iidéntifier and
partici pant changes the data in the data store as

sequence number for the Iast changes that have been seen for that particular device.

For example, value “G100” (398) means that this participant has seen all of the

changes for device G through record 100. These knowledge vectors are described

in great detail in the discussion on FIG. 18-26.
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5 requested by the user (stage 288). The parti al
participant is responsible for tracking what changes
it made to the data, and thus stores information

Wslzﬁh R the changes that it nade based onpERRis2007/001394
user's request (st age 290%, In one i Ierrenta tion,
t

W2l t hel tyamg arlp%é@th’l@ p: asprrﬁ)@ﬁrs() oyegliggram allusirating the
sl SR, AR S GEbbel BB s8°E, R ktcpan
devid®li ﬁ %BW | Offy oh8 f&ﬁf’ eth%r ?rddé@s PRIE! el6°'ﬂse a“g’abéast partially

synchroni zations. In ot her npl enent at 1 ons,

impleentedaniay othesyopératngzaogizn 6f e tampusing' eda\heo 100, other
possi bl e, such as a single one-way synchroni zati on.
conprtersiapplicationsl 13 ansHor ather qrastigjpantt desices &1 hvadhepprocedure

t he art|aI i ¢j pant re retr eved. full
begipt 18 L aint 240, yalrbamyiding o' SmpIE parionans devicRrsesce that
t
ras 3k THPAPEBR S OB AR bALRERS b icope (e 420). A
fewZ%h linTftidgPé 8s ATdsiniple Qﬁdld@@'lﬂ&luag%ome théafb cﬁi\iés some
is a process | ow di agram for one inplenmentation
membrjassltnchs/cmglst lsemet RPes'sj sondev eell i phonay,i agd/oheother tdewices or

partici pant track changes to the data by quatl ng the
Seryigen tBRWFATHIOY Siaty £NdKIRdsusiane rkngHedss-deth rfsv@p © |participant

canfifif sloff T RS eRuiade) Fiadh, 160 besBRE b Hebih' & service

limﬁﬁti‘gbx?seoﬂlps%r et gﬁ TRERHH eiﬁﬁgﬁ&?ﬁﬁ?ﬁeb@i%s H’g’ ué.%f‘ fopd a user to

er participant device . e procedure begi ns a
chaagasdmp@rnall ¢fGfe dataintthe s pachronizapen tatei speret(stage 43 8).
res onsi bl e for tracking what changes it makes to the

( stHagesizaply  partieippay changep he .d@tqoamhmmé@,mm@on data

Storéﬁaiﬁsjre?lﬁa&eé Dugh®ate) RgS 43000 nsorHirhfhg SRHAlY 86 how the
use% B%& Xﬁ&@?%e @ghan%h%ﬁoﬁ aZ?ro{:éemléth%E WoW' Fg théd'8%a in a file
I'ck count ,

Version, or o den

browdenfidmh ottt déviee IsaeR 48 & gt &ﬁﬁﬁ[ﬂfteﬁ heich a8 inserting a
identifies the | ast device or service that nade the

thunthednipes irifh@ parsénad &oimpoitqraand ﬂaeacthangnegdhangatstnts efkthe thumb

_cou or other identifier to kpow_.that the particul ar,
ﬁla sipaRledrutigiantly natdespansible f%rarrerlensérﬂra b it made

to tﬁg Qi)ata mﬁaﬂ ﬁqsc’ 35531'?1?5& & kﬁwurﬁ%rﬂl? %9% 05%'6‘8%8 simple

agram-i ta es
partlé%@hﬁ/ ?fhdh@oﬁiﬁ@s Wit gieefiilp h@i@:lﬁﬂiﬁrﬁlet Mcﬁﬁfﬂltzﬁion takes place
participant tracks changes it nade to the data WD
frod0hé/ foll AR 6 BipantURP 7416 S aad ihers dpasimple o she full dstage 434).
record identifier and date/tinme for the change. In one
Duripg nﬁchheorpr%rt@ssa@f qhapgey madetby dbgtsiple i partigipant to the

I th t f
o RS e IR0 AT R . e
rEPahe YRGS TR spRShoiPai i Habl BRARE KECUR° Bhle ParkliBihe after
resasleﬁrgm &rhﬁhétsr(stragastn Thehpbcedsande at end peied400 t he
data (stage 312). The partial participant tracks a
4ue ﬂ&wr Itiigra dingramgeatici viess of an espmplaay ry@ehepnization

BT ¥ ettt .
111u§’r§£tE G Eﬁi‘?ah?dﬁémt 60 % %)e;r%ﬁﬁ% cfohf;f: u?:g‘i toPe‘Pcdl” (506); a

t| ne now art r’ recor
s1m@léipﬂﬁdlpia&t @ﬂ‘l’edﬁ&)lce Th814);lal papadilt paeticipant S0Tlealesl Servicel”;
the tick count or other identifier that identifies the
and asecaeisl, fulk participanti ¥4 czdleclhpcngenalr@m@der 3, omiiPER”i nFor the
this case is the parti al %l ci pant (stage 318). The
process ends at end point 3 [58] FIGS. 10-11
illustrate an exanple record on a partial participant
device prior to nodification and after nodification by
the partial participant device
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15 according to the stages described in FIG 8. In one

i npl ementation, record 330 of FIG 10 includes a

replica ID field 332, a tick count field 334 of the

%szko%r,g“m pant that changed the record, @&&&8@001394
I'C

count field for when the record cane fr

sakeuof] illpatration, pasme 3bat davice 4péd) iiva thumbedrivagr othey memory
n fields 332, 3 4, nd 336, res echﬁy @rijcz

carﬂesgrtwe 1? A TQUEF SeRyCe Je naﬂw&’FBrS 4 7B are

per%naaocchﬁ rk'iﬁ\ilhf’ 'fo We@ﬁ 11%089\51 c& L0, nQ’u‘i’l”g&’%l}é Jfaﬁ 500 has

or serV| aV|ng rage capacity
haﬁcﬂél@lﬁOB%IO A dISEY; rahbtfdll pagidipati| 304 Hudabdless 516,318, and 520.
variations can also be used to indicate that a
Thmrhanddﬂraram eespoﬂsmle fananieafiacing wighrthe vayians padicipaagnhthat are
.Turni ng now t.o. HG 11, d 343
parg r@ﬂﬂwt R Iaz QI COPHNWHEY - e A\ezsquéQﬁkZﬁlo‘bycw%m PCI

IS g8k TRRLLGE O TR o o o
paﬂt@ﬁ)’&ht {d @tefnfinell hﬁhfc%iﬁrtﬁls cho€ id élﬁﬁ)l& Qi theh %@sﬁ%r&{lzatlon

l'ast conputer that changed the record has been
takamqbilafaeelnétﬁveamdavml L& bE), 46 PCIH ) wf fallGpartiojpano 580. Once
val ue of "067" (352 The "G' represents the
thepwhmrpaaﬁort tﬁat:o sed rb@t\&mhgltese dM® paicigants (30Q gad 514),

orcBER eV cBUTE fle B pARis Tt by e SDAL o BEmpied if they
--%Ebe%ﬂ%@&%%%%%‘ﬁgig%@ﬁg%&@%ﬁ%%ﬁ*’%f%?)-

F065] 12 Thining r 86ws tAIFIEXaNRLI6, r 68Or6t @fore Paplendntations for
partici pant device g’l ior to modification accordi ng to
syncheoniziagedata dstwednethl]l paticipants (esgmwwpetsonah@ompam guch as

deviee 13 axcdhbbed DORedrnamm0 the,cxpimpiay gispessed 1 iFGS. 18-26

cofif o apply a2 Tepef in:s0fe $3 B35 ¢ %ﬁaﬂ%mf g SREARFE of other

sce%ﬁﬁo§ deseriveanini the GREAONS Giuidie T WllerRAivel s bP ﬁ&&ltlohﬂlly, one or

this inplenmentation, the partial participant updates
mose phithe echhapuge mscasmmgl FEESr BB-26xtandst ohplehwentatonc dev1ce
with the tjck count, ord 360 shows the r [d with .
sughh @s (GoERPUB\En feYiee ol 0 Q %n@&}f catfgniegn tlﬁé’ﬁ%dé‘?l %eggm the

folfef}ifls BschRgoR A<kl Beae TerleiBA, [Tacking record on a
je66] 2l PRE Eéﬂid&@@fagt?ﬁ%ﬁ%@ 11% gastggg ?P?;?Rﬁﬁﬁy 'fe;%ﬁt%‘ﬂél 8§ providing

made to the recor to t st ages
thetteswni kreslvledg¢iavitld thel meplicapivithawhizhf thelydre@Yiéatan dTo reduce the
date/time field 376 for when the record changed are
amgtl@fr of data praptqsamupgadmpwlfa@gﬂ thatnmust deesentpbetwegn| igplicating

replighs, A6 JioruRdBbRaY 8 SPTETEnct 8 dno|edte Yester As previously
dedctibbd. Fifirs, UM é\bfédgé‘rtﬁdt% sémt P&chf# 't{?f‘?é&)lﬂ:%&“does not need to

connects to a rticipant, the rtici

incheder eedtgsclaimgei ID,ebptr glay be ¢ rte Fobmt 6f devetdn tieat tl’eptesents a
the partial participant nmade changes to the underlyin
numbenof ehange I n&ﬂrcﬂmamﬂlcr dh adeplicaisaveare Diiralli ¢igng e by a

testhe

replisi THire b Shande; toch featsg haege ond Alchangss dpadechin e replica
lab%ﬁﬁtB AR ﬁl?r EEﬁaI{Féct?r df1ft§3§ r{hé Elé ccaalﬁggl-{ﬁen@ainowledge

0 represe ICIp he nex

vedioil Ad0OBS ieldica@ingt that/ fHeereplich @s h%ﬁé of 'aﬁ‘%}ﬁﬁgési cbirgdpdnding to
366 is revised to an updated val ue 392, if

changeriB)y Adt to AllifeandlalleclBgiges cnomehpomhpgnoachangedasdBl to BS.
362 remai ns the sane. [6 HG 15 is an exanpl e of
a know edge record stored on a partial participant
device or full participant device for one
i npl enentation. In the exanple 25 shown, the know edge
record 396 is represented as a string vector as
descrl bed here| n, W|th vaI ues 398, 400 402 and 404

B I LY - B —
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30 in great detail in the discussion on HG 18-26. WO
2007/ 097846PCT/ US2007/ 001394 [62] Turning now to
FIG 16, a process flow diagramillustrating the

wb 38i8Reisay 0l ved in updating and synchroni zi ngegaksho7/001394
USIRﬁ a S|nEIe participant device i s shown.

|
Whylg dhe t kaoplesigessnay he exprassedyt as eastkﬂﬁ)&f]?qi% ?%Ctor, other
. npl ted.in th ] i ¢ of £ '
R RRRLE 06 B G 2R S PolRe o e SPERTo BB as
welPar E&C bRAbleI Qi ﬂnéfkﬁlen-{ﬁﬁ)rﬁr P‘F SRRy RN Sx prbss kAbwledge
point 420 Wth provitding a sinple participant ‘devi ce

usify an@resipeessidiniof Hamwledgd an SWhich émy cah qil) n@ld a change to the
synchroni zed data but has no know edge (stage 424). A

expressionoet- knowledge, @) shptlewhethesiarghiangelds/i eidnial thel @xpression
o RNich S s e L BET SRR ™
@ﬁi | cesprale GRRRfes Bt & elﬂfdaeﬁgﬁc?@glgm‘i‘ﬂfﬁﬂﬁ) with the
e r under st and

si npl'e ‘partici pant cannot® store
illukared esslof pt iR syAb)contifiGaity ¢ 100 ifEudeLa aunftRE \of @€plicas and
limtations or usér settings. The sinple participant
is oneczample of areguasonihentrfioa impleméntinghiamemsotations ofithe present
. of the_data in the synchronization date store (stage
inveptipn. The replicasra the spne CommymHiHAHP0 EeRIRsRNS ViaHeus) %@ﬁl stores

or deicen P iRey GRS e e B Thed I Buub SrHFELER Reoucrs.
persdifa] Udgital ad%sif@,%@ecélhﬁalsﬁ% hodsZ 3bthep WatRsSt®eces, server

I ncl ud€s nodifying the data tn a file browser from
comgpuitisconliteey sereicesicindahe dikpor anyaombingtidretherenfch as

inserting a thunb drive into a personal conputer and

10681 chdnagFis dBeactsplicatd bi02Z meayt hantleetrenigallyrigoupled to a

i npl rticipant is not re nsihl e for trackj
repfifp LHEhJetel epniagiagonrong 1106 e pLeR A 102 may be
o S o
conBEGHTTh O W AR Ca0n (IO R replOET 1 IR OREPHG C 1110
may be coniedted o zeplicaBlialgasthphwdea cofmirieatiod link 1112. Replica
participant to the sinple and then the sinple to the
C 11 10 maystuather beLpnnénied tma ssplichrld dil 14 throngh arsomemanigetion link
d . the sinple participant to the. synchronization.,
115, fn B sang conmapaioabbofienstr not bt the mpaligas are directly
. - 25, t LCl t. U :
cone @ anfoliby cdflifeaadit pRE LR in REPEERRE dBplicys can be
repBédted td 8PbF ﬂfég)tﬁélyregﬁeié withf (h‘étsgﬁ@ cOaMunity €100.0cess
ends at end point 440. [64] FI 17 is a
E0G9Jr amfdri exampdey foir the repleapA arly)2stprischraphicateti with the replica
ommunity for. one |nplenentation having nmultiple

f I
D 14dd; walichnd Mnd 6 11H0anay beireplicated fsugh s sommunication

tiniP3AREC" A, RCRlisREC, a0 1P naBEs SRR Shede. oBpesling . A, 1102
ReplRtat Bhnd @Y 'erﬁirEﬁli‘&até Ql?roﬁgh ligd ciﬂ@%‘dﬂi&ﬁidﬁ 109186, and as such

second full parttcipant 504 cal personal conputer
repBca Dr 1 1'GRicludesrchuhgeslfyom replica A 1102. In this way, replica A 1102

can replicate with replica D 1114 without any sort of direct link. In fact, replicas A

1102 and D 1114 may not even be aware of each other's existence within the sync
community 1100. The illustrated communication links can be wired and/or

wireless links.

17
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WD 2007/ 097846PCT/ US2007/ 001394 sake of illustration,
assune that device 1 (514) is a thunb drive or other
nennry card service 1 is a nusic service |located on a

and PCl and PC2 are personal CO”@%&Rﬁémnnmxw4
S|n1 ar to conmputi ng device 100. Full parti.c

mQZO han dReﬁegmsg)glovs 19, Fide 11 conca impiementaion o ;sl?sﬁnmventlon

. dlers 516, 518, .and 520. dl er
ihugies gt ROPBEE ik Mamderd dfhgetliven FET VS, PROE & e wise
. 1 . . o
prof il ST, 1906, MR 1000 HAGHRYIonge 102, in i
cast Habelgd &), omidz sharpes Pr20dess thiseeasa hddldd Akl Each change in the
executes. The type of participant is detern1ned whi ch
changes 264 inthe ¢u:rr@1t rd@taecoran@lt Qlﬁem iteme Aychenge maybe @rnew item

added 5 EpfiEE Fyh Iugh THEE 1S SHiOEEg Rehs s SEIeghniAS an item,
anE P ELC GRS SEAL LGRS, 4R BB 5ihS0IoAGh tha in one

or ¢ estra cause er participants
implefrnaitidn$4he ﬁ@véiﬁ‘lohﬂg ?&t(ﬂﬁn?,é Ibhey oﬁbgf , OPenNRIvhAdgeous aspect
and/ or next tine they connect to PCl (506) or Device
of 11@63114§rent10n 5 ShatTthend rig moweed teGmaidtalit,a ohanger logriscluding
i npl enent ations for_ synchronjzing data, between full
lnfmatm ghowt prevoys changese Rashen eaghpenlicagnglydss kgowiedge and
0} are.descr exa
a dafRhiE el SR nee e Sl erm Y e, SR pek ifas & Eeponding
ver$ione &t?t'iﬁleg?),fi‘e f¢d Aal20035 i ﬁ's&%ﬁg sEAEN AL kitn©(2)0h R¢r inputs a
scenari os escr bed in the previous figures.

chahigt dabredéd Xeinyo e¢plrddA t12002IBIG. 10bows the chande XHeing added as
techni ques di scussed in FIGS. 18-26 can_be inpl enented

a memberdelitie chapgesad2@onpline hgondedgse 1200 isfupdatedsfo Thelude a

N R R
adcﬁﬁ&ll o‘f "i‘ﬁ‘é P@{gcoﬂ( Q@%i z\g\l}%asl%ﬁ oﬂﬁgﬁlgx %lﬁg ibE ﬁglﬁst@fes one

Ica W

way\/@n Gﬂ’hlbﬁ] ehaﬁgersl toCtAk Geplich meoh.seeclhiee WA Lspécmfc ¢hahge IDs. The
- “egr esenti ng know edge t hat nmust be sent between
Q

dge dﬂﬁagmae el & knpwiedgek venibre dod represénds g changas that the

ol LS SRERT L 55 AR 2 B8,
Verg'l%hs 00 c‘ilahge T ? hHided I?&nﬁgmg u(?ﬁéctgqg ab ﬁaﬂaﬂastehﬁnd the

rmof repr esen er o

verhlla%s cEﬁ’ 'bleéé‘(ﬂ"@é Pden'tl ¥©vHa@ Reédseol e RYPACSeaf Aﬁ'tém&t'i‘@él?eﬁlog of
by a replica Afroma first change to a tent

chanlgamgm,yaﬂmjbamamﬂaﬁwges rrade by a replica | abel ed B

fromaflrst change to a fifth change, the replica
okt s a2Q<H awe§ éhfsgswf:ke@wmdeséo .eﬁan@aatp gangpstduring

e8I 2 e e DRIEGE  SAEERE s

136412RGBliEDA thi le labeled A
SO0 PEB SR b BB O S haREr 0 1 St e sdapeled A

ReplécaeApr32siuthes irclidesvkmrodedge ¢ 808, inahisesxample labeled Ka. The
| ement ati ons of the invention contenplate other
kn@&ngdeesl%mﬂud@sow le&ﬂg@f gbangs| [Ds soch egsathisise, desenibed above.

[ f. I nventi.o r kno
iR, SRR oS 0 1BFHUGES RrSMoLGETERS VATQiFschasEaeipd) with a
verSidHl Maf 2A%Mahge IBE To begin the replication, at time (1) replica A 1302
sends a synch request to replica B 1304 that includes the knowledge 1308. Replica

B 1304, by comparing the knowledge 1308 to the versions
18
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5 expression of know edge, (2) check whether a change
is included in the expression of know edge, and (3)
nerge two expressions of know edge together. [067] FIG

V§§2{,1J7}0ﬁ§% ates one exanple of a sync communi WTA@%WOBM
rated topol ogy. The sync ¢Q nity

[ 1
ass%“qi%neqé@gh sagluabilic Grngepin Gasch b ch@mewaﬁmﬁw glak¢ dgisions

reg%r V' ro tqfk%rgm:%’e élgng}Iﬁ@ %1 el@ fedd}Phas in its
chaﬁgm%é ¥m& 19@np&P nJvhi‘é rt‘eBHéa Qté“i@a'&'ta&r 8& ‘Xltematwely, the

vices that ma ut are not l[imted

replicanBu1804 ,corn;iaeémﬂie kmwhtige 9,308 etosthieadactii 1g&rha| vérsmn Thus,
assistants, cellular tel ephones, other wreles

rephies, Bcki4 spnds de repligsud k392 asrime é2)s@m1\y| tbétsporélﬁa affReplica B’s
li k nbi nat t hy FI G

chapgy 105107 e nap OB} Ok cyesianp, b st et ircluded in the

kno%ﬁe{i$é> ?3()5;8 ﬁg@lf&f& %%hzaas‘iﬁ{]{&agé{i gy&aﬂgwhﬂwﬁm dRfinple, if

rep bé connec

the k@oniedgavéqor bf %pli'cﬁhoﬁ Wwas AR adréplich 1B - haSepirichi@ changes
1110 may be connected to replica B 1104 through a

asscnmanednmdmvexsmn& thit are khange iDs Bd 3GntllR 04 nthyn fthe changebsent to
e RS ik e et Bt o B1e. 1
onehe bbby 88 RfaluEet i B SPORFEARIShHE 4Rl e,

]be flﬁpidd?t?&?q BeABY1 T4 41&&&{&&%%@@9 Qﬁﬁowdgbmm to

he sync community 1100. [069] For exa
repliepAi £302A BeCaist aepléca Bpl ?JOdfaﬁasdsem alh ofhtke chmigesai 3EDO available
1114, replicas A 1102 and C 1110 nmay be replicate
in rephieaBhl M@@oﬁﬁﬁ@dydaﬁeﬂhca.mﬂwzw repﬂmsA m& if%ﬁilo@A 1302

BT R N e p—
tho§e°qi@t@e§ af?#@”hﬁ&é“boﬂﬂ)é@h ﬁﬁ@a@t%cf %Ethé f‘ogﬂa? & Qari'tw replica B

I NC anges rromrep I S way

130deihi dliod ¥02theachdn@ps | 13110 thait t Weree ptiginalll ihliébhca B 1304.
wi t hout any sort of direct link. In fact, replicas A

Replivg A 4302 rﬁul_t_hthasapformmmabobe au\n&rtbe dflams ithastreplicasB 1304
existe

in syn muni ty 110 T
wa Py glay BHETE ’PﬁP 8 o307 178 UpghterEs l%w@%gﬁ d398 to reflect
the addition of the changes 1310. This is done simply by adding replica A’s

knowledge 1308 to replica B’s knowledge 1312 and defining that value as replica
A’s knowledge 1308 such as is shown at time (3) in FIG. 20.

[073] As such, an efficient replication is performed wherein only the
needed changes are replicated and wherein the individual replicas replicating only
need to maintain information regarding the changes that reside within the particular
replica and previous changes about which it is aware of. While this example shows
a complete replication of all of the changes on replica B to replica A, cases exist
where only portions of the changes are replicated. As such, only change IDs that
correspond to changes that are replicated are added to the knowledge of the replica

receiving updates.
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30wirel ess |inks. WD 2007/097846PCT/ US2007/ 001394
[70] Referring nowto FIG 19, one inplenentation of
the invention illustrates how changes are nmanaged in a

replica. FIG 19 shows a tine w se progressi
Wég?‘ﬁ@gnﬂ\“ 1200. Replica A 1200 incl udes knomﬁgalgié‘“%mm”"
@5y, i rintddditiomse ehaietamhgkdhangas] latavigdge d2@4replica can also

this case | abel ed AA. Each change in the 5 changes .
be ysed4n;jcontlit detection: Referrinmpnewio HE. 24, pre implgnagnsatipn of the

e T B R o R R oA, grc. 21
shoWi€twd !?@gliﬁé%brﬁ{ec{éaeb? %{‘9&%&8&4 1ihk (Sﬁ? ed2hf@oP Wited) for

a versi o In one enentation of the I nvention

conusuicatiengad! leplibkticth| Repliog Ad4oeDtiackdus kaspdeigeof408 and a
the invention is that there is no need to nmaintain a

set ofiahanges d406nAviwithdha examplerindilGo 20atwknqivledge 4408 includes
o GlRRRer TRRmEARegR) b b che BN GuBR wi
prefARS5aMES, AR DAYt By, B pRFRh B gxampl, 2

chaﬁ?@rtoidﬁpiﬂélﬁ Radd M deplicabAl e40X MheOcHaRRE 11§ dateldd W0 and X is a
FI'G 19 shows the change X being added as a nenber of

member oh tregelmng294406.h Sitilarly erbpéicd B) 2404 inghaddasdchavdedge 1412,

include a 15 change | D, Changel X X), that is .
a coliectionafdienys 141Q, wack miyids sumert vegsipni(changeif). Illustratively,

addj £\ on,.of .t change, X t o,t.he cha 204. This
at q%t@r{ﬁﬂlﬁ% ﬁoﬂﬁ% ﬁeﬂ‘gg ng?r&ﬁo)éﬁg feé'%rﬁ %%R%C h changes to
cepl i . . o
O ok Soci) 3¢ Ak Al ctiahit HORF fd ottt Vafurs Ramely the
changeries asicxriitbe whhngemge hX] litteded afhangallN X R hd @ made-with-
aware of. In one i | ementati on of the E;esent

knawledge i wlue.2dabeledi KaéXpr chamgoadewith-knowladgai velwe is the

kneeiigs B8 il cnied 1 T S0 3Em¢ Shwet X< B to replica
vl | : . .

A 10 ARk, iy B e RREARRIGHR of 08 TpEhon, th; made-with-

kndwledd € HEE b tIRNKAGHRIISe Cha@asted Uh iangplieR Wit 4 @Range is sent.

FIG 20 shows two replicas, nanmely replica A 1302 and
Replicaghlsi aurept Reowbalge IRO8I ey alkolgosent tetaplics Bal4@4. 45 shown

i GAARIE S DCeSEAT e Sy 58 e e
chanBRFLE Gpifee 1o SRBHRBREGRIAEY A REhAES O Wall ot witn B's

stateepl ica B 1304 includes a set of changes 1310 each
associated with a version that is a change ID. To
EZ6In t HE thepthanges aeferato diffierent versiqis off the 1802 3@m, then
sends a synch request to replica B 1304 that includes

furthpe apalysis da gequises. Reppica dh 1804 3ban chocksotepsae; Hrhange X was
knofEt BRIk Sbdte el Glgs' ¥ Was' Biad¥'h replica B 1404. Change Y
has a change ID, ChangeID(Y) and a made-with-knowledge value, Kg(Y),
associated with it. If ChangeID(X) is a member of change Y’s made-with-
knowledge, Kg(Y), then there is no conflict. In other words, change Y was made in
replica B 1404 with knowledge of the change X made in Replica A 1402. As such,
the change Y now represents the most current and valid data for the replicas A and

B. Although not shown in the example illustrated by FIG. 21, at a subsequent
20
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associ ated with each of the changes in the set of
changes 1310, can nake deci sions regardi ng which of
replica B's changes 1310 replica A 1302 already has in

woSoFhenges 1306 and changes about which repbigrisshorBo1ses
aware of. Alternatively, the replica B 1304, conpares

timghehangswy awidlelikelyda senit e replica At 9% and the gam 3ssgeiated with

repl i,ca 1304.sends to lica A;130 ti 2 .
chayf XY it S 1d hahde Bl B é0hA & 1803 34 Falifibn gescribed
inﬁ@s‘%i ated with versions that are not included in the

know edge 1308 of replica A 1302 as illustrated by

formges IfHedchdmpies 6k and Yeare for thesdsne wear aad\@eingeDEX) does

replica A was A3B12 and replica B has current changes
notzppeart iat Ka(Yu, thenas shaws at lme @hea cheslgis dans @1®edhghange Y

4, then the c¢h es.sent to 10 the replica. A woul.d
wag Kapwh oy trnler ACHE when chpise Xnuivmanen Thicisdygicalld done by
o ' [ 14 i i
chelfibe ] S8 ITRAE e, Yhuniadol Hfbr ThagRt ¥\ Hidwrated as
ChatID{P)).is ithddRinBrepBod A2k k8o 1498 d1aBe Bn%e change X was

know edge 1312 to replica A 1302. Because replica B

madg M, @3es HeGharddlDOY) ihe mémbeeof K3 (X)athenl ciiahge X0 was made-

.replica B 1304 not _already_.in Replica A 1302 to
withdmopdedge afzgmnge & pnd thexe i carflich\ChangaX| is dhe mpst current

h 130 i gingl ly | [ 302,
and {BY SRt Porc B maia e o A uetn st P R LDE MR disly e
upda¥ed With hangeX mefashibon'BRlesEdb& th3Prs. J00 addition to
the changes 1310 that were originally in replica B
[G78]. Rdflthe ahangbs02 ahd Y ey fdrahe isameritamh,i the ChamgeI(Y) does

of the changes that replica B 1304 was aware_of.
notT3ppear dn eKAgao jand 2ChangedD (X hrdogp drateappedr KRokbEe¥yethen a true

conffitcexidl  Jp 0T AP g8 o SBENES SANSH i AGAP difRPendent of

coch et Ol 8L 1563, n G ARRE bl PO HEAOR. S osctuion
rulé3tmhy e dppliedntofdderndile which chhngs, Xwihy, &ntheftbst &ittent and
replication is performed wherein only the needed

valighelragigs. abech apes catyethchude oheokang timkee siamgisvioddetermine which
relicas%q]elicatinﬂ onlIHy 25 need tq%gﬁaintain .
change syasdns frcently, aimays Reselwag gonflicts dn favag; qfigextain type
. rt.igul ar | d hO e ; .
of FARGHE AALAETE0P Kokas Ao BE AN AL AR9 SRR lfabl conic
reséBmﬂeh.et CATt&mhti ¢Syl R She afdrnPloft E@nﬂf&nﬁ;@élmn[ eaif iifa;]‘n with
e

to replica A Cases exist where only portions o
confhetinge shanges rmpy ibeanpdhtedsuchu¢int comflictitpchengeSsare hmerged to
correspond to changes that are replicated are added to

formypenedy 6harEfge of the replica 30 receiving updates. WO

e actoig e RO Ea HIEm dge 3P Tpngdrdeimehfifighds Change
IDng?ldJﬁl%jWie%e erlckirp! isd48b t.itﬁlg}. Teliowd APy 150! Fhe replica

one I nplenentdation o present I nvention
1502 inokidesa espllbetiore ofi Ehangies 606 ahid kmoodedgee1 508. The collection of
acconplished. FIG 21 shows two replicas connected b
chaageSeirngQé inndes| severalvindisvidusd changesr 134Q sythis gkample illustrated
ni (e} d replication..Replica, A.1402 incl udes
as Know B 21 48 B PERALE % imdbs . 12 o HEaBléaetin st of the
ko FHEER B L doplica K ordtR1 60 A RNAB1RE VEbr FRbS By s case is
A4.1706 kaoty1edgeoedotdreld M) fepra3etdi 0lUsE 1epHERASs kikewlddge 1508.
1402 further includes, tor purposes of this exanple, a
change to an itemnade in replica A 1402. The change
is labeled X and X is a 10 nber of the changes 1406.
Simlarly, replica B 1404 incl udes know edge 1412, a
collection of itenms 1410, each with its current

version (change ID). Illustratively, at tinme (1)
replica A 1402 sends change X to replica B 1404.
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[ 75] Associated and sent with change X are two ot her
val ues, nanely the change I D associated with change X,
| abel ed Changel D(X), and a nade-with- 15 know edge

| ed KA(X). The nmade-w t h- know edgepéﬁ% 01'/&,1394
y‘ﬁieibm{%; edge that existed in replica A 1402

t[086] chaﬁ\g&o Fepreseniediin FIGr%%ns aaumbe s change IDs 1514. In the
Al t t f,th
exmpﬁ% e B G B i, FpBEeh Soscha 16 T and

}g‘&ﬁ{es@&‘ﬂcﬁhgq% % g% L Il edge lﬁggl nay g I?OSS Eg& g g?] dlscgm that

the ﬁahl Igawith thedge BS Aﬁlh% mAdé h fdpliea (221 502 aph ifest tBne. Change
1404 conpares the i tem changed b change X with the

Iy, w@lrmbmgeglémA&; wasangivc ivt nep 1de el J0Zhat aimersabsgquent to the item
I o8 Herb ptithichirieslte Ay uas fosdst i Feplishod 1302t a me
subfiHeh 6L WBen TP R b b LR 526 (AR 50 Bted Beuy i

4
FIG ggs%(gﬁﬁgglﬁ% Yo Vﬁﬁrém%( %{hn'ge RuCh as anld‘r%exaﬁ’ﬂﬁl%gﬁ change

tham:dmpﬂrsddekh’tm/ﬁle@gengeatmeemliﬂab)eledaAéoc| ated with it.
| f Changel (X) is a menber of change Y's
98] wi t kalﬁm%@gélfqugm beitagn theepkange H8 &8nand aeplica A’s

ko el 2R s ST e 1R s b dppwiedse

h t h
A NS 5 M s e
correipunditp fethes bioagel ID4 hfbewdaﬁnl A3, [A21ahd A Bd Sayd Wifferently, a

21, at a subsequent 20
knQwlgeoRAGPITIudss 0b7 /Ohan@mprﬁmteé bsrthe chiange ID 1518 that is

i kel torellcaAl and the i.tem
cavaldGthe Ko Wrdas VacioesWRll s Ly chiiess Srth Hie:fhme, eepfica D that

we?g%ﬁcepﬁﬁe&got@h%ﬁ&% é}&nge C}@%P@ r?@%&{rﬁg&f g%llrrt@e Iﬁéﬁgw‘%ﬁ e vector.
OrChiN 88leP(ihd d9€ $he pRAenfERAAPlE ﬂleK&{aﬁ?e Ile‘Q'SIBSlaEél@w4 only
at tinme (4), a check is done to see iT change Y was

repmmmsthpqmpg@ ZamAdd thizemlgn change X was made. This
[ [ checking to see |f t he ghang

[ pi cal L'y done b
dRBRLT o Reftrrioe Tl 16 23 4h eraaRletayode 43 isplsating in a

ook b5 nt A AERbESE FrRel R RIe RESReh 14D, LhflRins o set

of €hars H)604! Ex%‘wlfé'& 8 91%05 aNd% Kfﬁﬁﬂedé@vwal 1609 MR %95 sRért hand

14

change Y and ther& is no conflict. Change X is the
represdntanmr einthedodwledgel 1 60@nHkustrativelye theaknowlet ge ved:ternl 608 of
such, replica B 1404 will likely be updated w

repiwanée1§02,nA§BB§slml&a showsethat rBplica A Fiimovdodge 1696apcludes
by 5D BB G R TR MRS o i
ché.’rfg%silﬁﬁtreﬁﬁf::’@q; 1610KRhSWiedddetlp otd ¥8st change in a replica C and
knowledge up to a tenth change in a replica D. Replica B 1610, in the example of
FIG. 23, includes a set of changes 1612, knowledge 1614 and a knowledge vector
1616 that is a shorthand representation of replica B's knowledge 1614. Replica B’s
knowledge vector 1616, A3B3C5D8, illustrates that replica B has knowledge
including knowledge up to a third change made by replica A 1602, knowledge up

to a third change made by replica B 1610, knowledge up to a fifth change made by
22
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15 conflict exists. In other words, change X and
change Y were made i ndependent of each other. In this
case, a conflict will be reported and various conflict

Mﬁfﬂo’%&*@(& rules may be applied to determ nedlyq/ﬁ§2007/001394

%}e or Y, is the nost current and vali
repdiren G @ndskneyladge! wietoc n@c«klghgl {chABZE TAARS Yo replica D. The
e nost recent

knPELGHER, FptaS et 68 HoRvPd a%'?ﬁsfa E%Iettrwstrgg'@é%ahpn Y6t change
enfifRIRAS AUy BReAINANFordl R cRMRAR BT stlEqni Bnge. As

witlnex fﬁizﬁhé@l oh reeref ddigil 14tes Betein %kn@ﬂlddg%md&tdﬂknay also include a
conflicting changes may be updat ed such that

begimning mmtgﬂtﬂﬁamg semarethapohenge enmearatiomdhan Hhaghrst change
{1 } Referrlgﬁ .to FIG 22, one exenplary
enpmstationnade BR adePk¢hnge 25 1 Ds and knowl edge tracki ng

83T e, dite $As8 MRetch Bt R anfiiploft AEHeR 1602 wih

reﬂ‘lﬂﬁVB q9@30 id 5@&&&&&@1@% | & thhe Qf‘)a'i‘éiﬁﬁcalﬁol%m sends a synch

i ncl udes several individual changes 1510 in

requeatrp6 B8 ialdngs witht reglies AXs Krioaviedge 1606,tthat magrnlpﬂ eepresented by
shown in FIG 22, the@Bresent state of the know e ]ﬁe .

replicas A kngwledge ivecios 16D dtonsephica Bolp g Replica & 1@ Qt time (2)

se The know ed ct or

exaugiicsbfigh & FTiowiBer 1604 & RoRring af f%aﬁang § Wsociated

Wi S nu'ﬁ’ﬁiﬁ?do £ HeRRGa T (OO e SRS TRETSPRAA is not

awafe bf Chargds mhedd bgaeplidbC2thanatelidbeleinyii tnél ah&egk IDs C2, C3,
items 1516, Ix, ly, and |z, correspondlngato t he

Clcanthgés 'Elmorepb@arﬂg seridls rcpheng § Changend 6¢Acotriespending to these
S L S A B i DA e e o
cnGHBA% R R8s oI R R SR, LRl piFsronts 0 o

pré&ignd utdatéd chimge TRGE chahge Rbiregpohd 2toaiha"ti ID g sent. For
subsequent to whén the iteém Iy was made. A3, though

exampld, if arsitent dhdt Had eotergion IC3Fvas u@datedmyld@ssgascﬂ) QW persion,

a previous ,change such as in one exa
thg ﬁlaﬁngiesa%%@ﬁeg G5 ne lRnger £X IS Hbre lémB ;16&&@@3 dgjnot sent to

i ff t
refffra i%%%ﬂihx SRRy iR ED e i PERGicy ® 1610
sehdPeR) 1%@116& -A 1802 %?h@d(B@h?owfe&lFe HBIW BEORAY X Rip ré%‘énted as a
signifies that replica A's edge 1508 |ncI udes th
knohmme«:mrrleﬁiﬁondl ng to the change |1 Ds | abel ed A4,
A2 and Al. Said differently, a know edge _ vecto

. W@F‘L des AtHémedn gephied e d 6H2 ezxapyingh she: knayied g 1@1143 sent by

rephca B by comparing it to the change ID’s corresponding to changes in replica A
1602. Replica A 1602 discovers that replica B does not have either the changes
represented by the change IDs A4, AS, D9 and D10, or knowledge about those
changes. Thus, replica A 1602 sends any current changes existing in replica A’s
changes 1604 corresponding to those change IDs (except when the change ID
represents an outdated change such that no change is sent). Replica A 1602 may
subsequently send a message to replica B 1610 indicating that all changes have

been sent such that replica A 1602 and replica B 1610 can now update their
23
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15 equal to the know edge vector as well as all
changes with the same replica ID that were made
previous to the change 1D 1518 represented in the

‘55%\1 Fog% vector. On the other hand, in the Pb‘i’ﬁ%%owoms%

exanp t e change I D 1518 | abel ed A4 only represents
knqwi@dgfh agglory 1p09) andol6 16 respect vy trdnelude rfge Hegently replicated

chapgeR. op i %O‘gﬁﬁ@ﬁ o b P B8 (BF ebffs A2 MBedted vector,
A5§§§ V\P’]?g %@8&2 ggbﬂézﬂ Wleﬁ%e%g@gﬁ%%ﬁ(?ﬁcludes all changes

madd by treplacdAngrtees €ifithadhiag V\Fe @ﬁuﬁi&ﬁaﬂ@iﬂ‘ﬁdl&ﬂﬂﬁgéﬁﬂﬁde by rephca B
IIIustratlver t he know edge vector 1608 of replica A

up 1662 think BB@IgY enumkniion; fadlt changes cnade dykrephicedgeupisoa fifth

i ncl udes changes to a, fi fth einrep
changs SERMATALOR ligeal pﬁmgss Radey :zsre@ilsﬁglg P ?etsm%c ghange
know edge up to a first change in a replica C
enu%eé-géé)ow edge up to a tenth change in a replica D
[88]i ca Refbbify now HIESS A a8do24B] two %ﬁethba§ldfdﬁ>§daamg the
Set of changes” 1612, know edge 1614 and a know edge
knordedge vE6tbBs tfbﬁbwmg a cdmpleteneblicafivrsechass dmtafepresented in

re I|ca B s know edge 1614. Replica B s know edge
FIG, % g Ysnen. Amesdsndly. HbudfAaillusteiesta mahod JoBupdaging the

kn%%&@”%%yg?etggﬁovéﬁﬁk%?@tépﬁ Roef 1952 Fortl s fepce A% eate an

4 U S G ek s o

a clrngelioadsediaced withah@ ohangeht Wheh ahg eharpeds gded o a eeplica, the
D. The know edge vectors set forth above include a

chapgedDnig added @p rapsaxceptiom ko ah exhepiin hstulrﬂ}i’at Ebmmmg @ow the

knoaﬁsﬁ%%?grl/ﬁégﬁp{l W?kﬁlé 2 &?%% edge apgiu 3Ubs 5%1&@, vector

160% Aﬁﬂfﬁ(ﬁ EQ%%u‘éﬁcﬁs? r17§?¥~ﬁ'cﬁ ?nélﬂ&éélﬂl% &cRpiGH @g 4 and C5.

some her “changéenunerati on
Anfé){a?ﬁmﬁﬁ@ﬁ]% ﬁi&u%ﬂlbﬁnhm@%?}in acdrfihdtich with [tlfeg]knéwledge
time wise illustration of the replication of replica A
vecl@OH08 teveals phatdaclBdirglheichange U9s rfaomdhe exEepGEionlist 1402, the

b g A ol Gl A S o

R e S e%i‘%‘égsfféﬁbﬂ%t BRFEIEE B Rl 1002

ancF ﬁﬁi 'kﬁ@wfecg% ek PEMbE APRakA0R PYCIGASTAT bﬁﬁnéntt €S z?shé‘li&ﬁn in the

I Ds associated with'the changes Iin Replica B. Replica

updateldd kﬁowilaigeveeaot H&04r e\ istmildr ianalysis eawmrbe pérformed on the
changes made lica Cthat are | abeled with th

knayrisdge 16 B4 ot‘:zepltc—a &61@nd heriginalknovdpdge ¥eqtor éﬁb@ combined

with B S oRE AT 20 ff SHIRERRE sBtemutprdieh T7fi3lows the
ncfBIEE bRer RO e pALEBlo SHEBH dwewlagg Feckék 178

l1ca B 1610. ange corres ds to a

po86]i OUSNOtabﬂ}Qt édoﬁlsram gsartialo rqﬂmaﬁencwas q;emfmmedg suoh as for
that I1Dis sent. For exanple, if an itemthat had a

example iibtheghanges apuasmdmgjtcaﬁ@ ¢raage aIDSeM vadsPP rwere mot sent
in asrqxﬁ%guéﬁé%ﬁéatf aggp*glest%gteggb;/ 3 23 foes a&fmlﬁp § 1614 of
rep%ﬁ? ”}%féﬁq’f@tﬁﬁ ab A}n‘iié'gélﬂ ﬁ{jei ché &ﬁls( A5 raﬁg ]eﬁ@ fntil a

sen 0 rep e S khow'e
1614 that may be represented as a knovvl edge vector
1616.
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[84] At time (4) replica A 1602 exam nes the know edge
1614 sent by replica B by conparing it to the change
ID s corresponding to changes in replica A 25 1602.

woeh d7ﬁ}978ﬁ(» 1602 discovers that replica B does pp@lushd¥ 01394
el ther the changes represented by the ch

subagquend replication, Wih anethgragghica sl transbers e ihlgaDét?sAﬁe’presented
hus, . I ephi A sends urrent changes

by &?iCj?taflﬁ%ﬂ:)ﬁ%%eﬁqlﬁg%ﬂ'rg&é%ﬁaﬁﬁwm corresgondi ng to
08AC Chage i Bs il RHaER! anb@er LHe aaﬂeusﬂdaﬁhgpﬂ?@%bmedge
an out dated change such that no change is sent).

veckap 1608 ahd 115 toawflaft the beslipationlshosarid FIG2Ss dgehiscexample,
replica B 1610 indicating that all changes have been
the kapwledgehvediers are ppdatad Asingom elamentpiisemagimemofos gach of the

e B b o SR TRABEH BT wpsa
DL 708 PSR e SRR KRy o 108

andA\PBREebBsponds @6 UpsettoT diRBke IBs BabelkiPovha(pes &L I replica A.
whi ch includes all changes made by replica A up to a

Bedaus¢ A T kathgeclementmasd oraximbin elearege of el éwbknosyledgeavectors
to a third change enuneration, all changes nade

B 5 up .
1608, apd pl ¢ 16 theyppdased knomylades Aisgtor ehiifeinglndes apgelgment AS.

LikgH iR Ao kor iehgBls B3, & By "B, PhaeBBRRMERp Joment wise

makifRuiRIEasst &i‘rréé?gﬁ‘&ih?%ttﬁ@ ck %%eg)?ﬂtﬁéﬁgiﬁr replicas to which

follow ng a conplete replication such

eacheyfr the edl¢ments rcotfespoid. EXaatiratidroofi eadkpof itlie apddtgd knowledge
FIG 24A illustrates a nethod for ygdati ng the
veckarswl g el 106c and s1 798 reyeals thae dnt eshen imathadsothes sasne gapdated

o gt S8 o 5 e SRSkt bt S84 B ol
ek S 8 EDREHE R RO E R Ser o

whéeeeds af aReeptivRPlisOmetitodbf &ipdanhg Ahe | kfwlddE2 vector may be
Exam ni ng now the 15 know edge for replica ATn FIG

useful Avhemét isroi cerligén it lascaspletk neplicatige has arconrred (8 user may
el bRRoBHGTRY, Sl ekl ML RlAopion ot method
maf YEEE10 BE ystd by RoGphPREREh cOBibhe B CpHOP REBPEh of the

knowledgx e @tqa?ﬁbdr}hﬁfepﬁm Avhdnhie FRAURMEEd & oﬁﬂgﬂ teplicA cannot be

i ncl tdes a changés up to a fifth change nmade by
reprasphiedan Riingle vEetor,forthe exceptions can be renoved from
t he know edge of Replica A 1602 and the know edge .
88lor Upefsirane mew e HiGe 24§, cane gEamplesob ypdaeng kngwledge is

R SR 15 ey iz, uc
incfAt9 -anTaﬁgﬁlﬁl %BWled%O%&QEQﬂ@CEHTO idindl éﬂiég'tiﬁﬁdlié’t" N2, an
t he excepTions A4, , D9 and D10 in the exception

updatest kdoWlkdge vestort 174 42 and nawipeldgsl seeption 151 6716. With regard
updated to an updated know edge vector 1706. [86!
to thetreplisa shawmnaijerathp pariiall repligatiamithe mepliea lasr 4lbofdle change

t0s et dhr BB arepresssef 65,10k veERE difinant A3 abd all of the

. . t ) :
s EHDE 405 Ay A HARSEREELTEODAFEr S g
AT)8)t AD naricdhe\ HX Cefds ishosnAth d1G. DU, uli iah @pdated version of the

knowledge, the updated exception list 1716 can be shortened to indicate inclusion
25
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30 WD 2007/ 097846PCT/ US2007/ 001394 subsequent
replication with another replica that transfers the
changes represented by the change IDs A4 and D9 to

j 1610. 87] FIG 24B illustrat
\@Ph%?‘gﬁ%@s updati ng E he] knowl edge Lec?ér ;algggﬁgﬁsﬁ@gﬁoglsm
of a1} eleanerds fromn a7y ephil @ suelbas Sdhp expression (AJ:AlR) shawn in FIG.
24 PR ARSI Reit| TERY oS on o8P dht B viously
dis s MRl WP e, UREDOH R PORCOT M Fedtbr |oidgDiher point

thagabb fifst ichenga enhegeionefdroreplid®Q8. ahigusl flikbrepresentation of the
corresponds to a set of change IDs |abeling changes

rephigals knowlegge as itaelaes tudeisABprasented byl theevactoy glement AS and
maxi mum el emea& of 0éhe two know edge vectors 10 1608
the £XgeRtzon; veqlpp d know edge vector 1708 incl udes

e t 1AS [ i :
1088170 LS sk, Sl nghEed OF o rGURAT e Rrdit réplicn B. the
knGWIcHES PR I710 ddnebe f&l 90 ihBRdeathk! 6tdfuous change IDs
replrcas to which each of the el enents correspond.
subSequdmabi tha chiingadPsahcluded ipdht edciorosiemdge forendpbica B. The
1704, 1706 and 1708 reveal s that by either nethod, _the
vectaiglemsan Bloinciudesamlr dhe change D Bl.odiegansgchange IDs B2, B3

and BTG AE eI TS 2L bened 3% PG ofifn i phgpee 1D
B111SIuBes b BRY kASWRASUREERFI 796, A RLRGRIEAR IchroPBLNBCan be
(0] the kn u en It

updat 1 ng w edge vector may be use

updasted @t Bdén tlee apddied kaowtutigeaicetore(l1dosliich tepr@sents the inclusion
occurred (a user may cancel the replication, a device

of elgmentaidh] thrangh. Blandegcauschéhaxbapgs dP Bsis meissiog zom the
may. need to be used ch that exceptjons can cqnti )

exceptie i 4 AXpRRtiano Boomush & AR e ecpigm it LAl in the

u a‘?@dkﬁ&wl’@a‘g the full know edge of the replica cannot

P e represefted in sinple vector form [ 88]

RO9EY r i nA Sigldr Carfall fsis %é@beap_eﬁéﬂﬁ@d ee@drdipdeid feplica of FIG.

knowl edge is shown Tor a replica that has informtion
24E€somawleidge segirding cleniges amadenby Féilica2d@C Phe ioniginad dnowledge
an i gi.nal knowl edge vector 1710, an, ori gi nal
V%%iéi& dAcludss Gz 12l eaﬁnag@&te'é&enmwhéag@cqua%% &6, {74 and C8.

Bl R0 oGP AR RR s 5 A SRS 10 C o

Feplica

c51rA gm CGRish@shtubu® wit theS BiRHgR TDSin Maehesindl ek %gpist 1712,

represented by the vector elenment A5 and all

theuj]ﬂatdddﬂgmlbdge vediet eldment fédrrepliba Eldanrbepupdated &dCBy
the list _of exceptiaons including 30 A7, A8, A9 and

A1 As Orewvahallenga that zuay aripe avithiprpeeldto, Biessigp obtknowledge
vecitﬂrg I,llf( g%\'{qﬁ qgrep#ggfegg gﬁ%ﬁe Eg}})ﬁ%}epoeté I@? r}ell)lLlcsats if les%'n%%r(])n?r%unity is

great. In a topology where the knowledge vector includes a change ID or other

vector element for each and every replica within the sync community, the
knowledge vector increases with each replica that is added to the sync community.
One optimization is to recognize that in some sync communities not every replica
needs to be represented in the knowledge vector. One illustration of such a case is
the sync community shown in FIG. 25 which represents a hub and spoke server

topology. FIG. 25 shows a server 1802 connected to a number of clients
26
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WD 2007/ 097846PCT/ US2007/ 001394 of all elenments from
A7 to Al0 such as by the expression (A7: A10) shown in
FIG 24C. This expression is sinply a vector such as

{Mﬁ have been previously di scussed heﬁ'%‘rﬂjszoo7/001394
excep at t he be the vector 1s

i NN ng gm nt of
inchchag ropbicatA  AGh replicarts 1 90B eeplipl A0RandiEplica B 1810, In this

expfillss ShufbichpR plli {62 FE0bS th'e?E 3% il 4rf, BRORER e server
18(%2‘9%[}@ hu§' @Eél’veﬁsgi‘éﬁﬁ Eigsngﬁmf%gge 3y ‘?.EﬁtCIhcﬁrﬁZs fMeDderver 1802

ecaseo ereplca

as ﬂ%gfﬁpﬁlcl GD eAll Ghafgest fadsnoithiadge ineividuallcli¢hts d808ethrough
updated to include the continuous change | Ds

18 Kl eseajn avithindhe t\@pchtameharmsn iwhith dedchange veasymade without the

st P B B S oS e iscarampte,
the %o‘?ﬂgd 4vg&(to§ 'inél{?%éshﬁ gﬁ@g %ég?%l LE%II c;rﬁﬂiﬁs 2 Jepﬁ?fa ID and

are conti nuous W |nc ed I'n

changeWDesute\see¥e? 18021 Qllubtogti g, i¥1a 08B nlade ih§BPHERA 1804
B can be updated to B4 in the updat ed "know edge vect or

andigplicaed omith epr sexeert K8Q2hat 4 ficdt wsne thetewkee 1802 asdgns a change
t hrough B4. Because the change ID B5 is mssing from

enqm@aqgn @a‘(@é ﬁputb% change. Ah@ S'éb@@éb@ntdﬁn% ﬁlmgerr@aéﬁ i tieplica B
e exc 1716 dat noxM ed

1846} SABERIEE Nttty Sciget S0BS RS Hianie N, Si8Ened @ ghange

en n%iJathi‘ bngthg' @;r £ 2. km&@ggwlg%rtﬁisn&aeﬁﬁggﬁﬁ & 1802

y rep he origina ge vector 1

assigns lalideitangb entiherationg| oter expephdmacidnssinay exisy ddrer&the server
C7 and C8. 20 Because the original know edge vector

1802 essigns g3mendlange senuimeargiéonsDandiother mpdicaCmssigndotlier change
i s continuous with the change IDs in the original
GHW@B?T‘%n list 1712, the updated know edge vector

e ch al ]Ifngéwleﬁl%ﬁ#u;bﬂs of 3le bﬁw@ﬂ&ﬁﬁ effe! gd%ﬁ?ble 4 géﬂtimize the

may arise w respec

kndif'lehg@ weeds en %ﬁTérQbﬁolo‘gle%Sé%eﬁbH' |EbrFHx%ﬁ}51€ Nin PN 8, ri‘@pllca D

umbér of replicas In a sync conmunity is 25 great.
lllal onlyaephigatehsvith teiplick ﬁb\lvl Higdhvugotlmngesoladddry @ and D can be

change I D or other vector, el ement for each and every
enmﬁgeéaumh?hﬁngﬁeewa%ratee%ﬁm& i}avq e SIBSE ?15 In one

Ofg i r t plic at t
exafiit oy, BEGERIRT o ‘B BGe B L EReheH o Be d%fad% fe change
emltrﬁl&htlbﬁ‘ foPHH SydHpe§ BYEIthdr RpliRQIC EMADY of %ﬁlidﬁa}j‘??ﬂﬁ a first

be represented in’the know edge vector.
chalngbumt reglican fwauldhbe labaled i witBOthehehayge enummatldry Cl. A

shown in FIG 25 which represents a hub and spoke

subsequgeaf Ch@rggﬂ mgry:phf:a B 112134 §H@hg1ed o apdsoitouh. cWhﬁ@@médephca
creét%g% / Q;%Iﬁ G en a dlfferent replica, the replica creating the

change ID may be referred to as a surrogate author.

[093] By optimizing the knowledge vector for the particular topology or
sync community, resources used for storing the knowledge vector can be conserved
in topologies that approach hub and spoke server-client topologies such as that
shown in FIG. 25. In topologies more like peer-to-peer networks, a larger

knowledge vector is required, but the individual replicas can effectively and
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including replica A 1804 replica B 1806 replica C 1808
and replica D 1810. In this exanple, all replication
pat hs 1812-1818 between the clients are through the

r 2 and thus the server 1802 can assi
@ﬁgﬁ%w?%@t hat includes the server 1802 as t,I%?}r eﬁ?oﬂé)gmg"

indﬁpﬁncl%nﬂmmhga@ withe anlargem number fi othgn aeplicase pehile avoiding
mai n hi n espective

probiaris tudtAtngh Togis. EHSR inifials, G HES oDt he

'gnmeg;hf Dunti | lsi, cathQn.i :

Eg%]or nmed. hngf&{éﬁp% Epfslg&esxgin%laelﬁ)‘{%g t{zno gdalléﬁl\%(s:t%)r ttems

indb%@ﬂdéﬂﬁi)faoﬁ?d Afibthet! eorilittst bétiveefnibel imdspérdtRntl§Pinade changes
I'D and change I D of the server 1802. Illustratively,

may fresultc than gkould beatsolivadr €jinflict rasaldtan dypicaly ré¢quitesdhat there
wth the server 1802 at_a_fjrst time, _the aerger 1805‘1 .
be gertaigryles for degrrmuningnwhichaitemrvessionishppld be chpsargas the valid

teily PygPRE B 380 of el PO BRTED S Stolithed R 15 o B0 Brac was
madé 34 r&%e@ecﬁﬁ%”ﬂ@m%ﬁéﬂ%é@&ﬂa@ hrEYnaddieb§ YParGEules ¢ of replicas
Not abl y, whi in this exanple, the server 180

suchsas preserainig cliaagge neadentsy s¢rverssovert dhangesrpiacieesy atlieorigpes of
may exi st where the server 1802 assigns some change .
repligafrer Aieonadivehy allheonfligtsl coulsl desilaggedt herr m eregalution.

MPA SRR serobBRingdR) SRSk AbhiBigd vl Sahd B heRem in
, i . le, in HG 18,
COI{lrﬁelp [ 8 ae’%? ﬁ@ﬁ‘%@?; Oﬁgﬁt}n@z‘?@é‘ g\é\/l??.ﬁ (raep: inca C 1110.
098], chEngefephiegs withif adsyiic féo@xﬂﬁubﬁY of Yspslag s desitve gonflicts
ng

. change enunerations that have a si e replicaID In
in thee sa@eewayphe, other resoluiépn irukes| o o¢solefpon systemssare typically
chosen tl art of the change enuneration for

0 be p [ [ 1 .
TequUpgR g8 & ]b’jFPEP@Sn within the wt@nﬂﬁb%graﬁeem aaﬁplwaiﬂaqsoamon of

i I'Sty: chan in nrepli Woul. | abel e ' t
an chcgﬁlgé&g'nu P&F [ g}?péeﬁlfcag g’dﬁlggq@’%nt&&% a‘}%’g’éﬂ?‘hﬂy eE]%‘P' c QOt be
spebifichlly HSsigRREE Fesolve FRAFIFQs i &actiW@R Qife WoR),| B8 replicas
creatés a change ID for changes made on a different
withaphisyac ¢dmmuejtlyi may aronethichepstiesolb condlicts inCexmeylybthe same
referred to as a _surrogate author.

93
Wagss SURh AR ARe 10F Sl do Seowa g8 SCH 36 HEIGLA4A shws a replica D

r nec _conmuni t sour ces ,used f staorin
1905 REAMA BasDEeed R Y Bhinee T REHF ORI B Slaedt aRdtem I,
: nd + Gl [
whERRA dPPRARENT) 0 AN STRRLEGRAY AU DP0Z RR0hRG ' ange ID
forphersatie- pexar I, neheyeirk she sharegHd i8B X nRuptidgeD VI®ORolasi sonflict
requi red, but the individual replicas can effectivel

resakidon\iple3do A1oose 26RaT PO ohraes 39 4tenk di;ebeih_@emﬁfﬁ}’rég change.

tn (ORI cReb @R RE oBliiclo Aol d5beikBY B8 %nibe T ac.

To §lFato thit a BOUHEN Gt be$Bived by feblic1F 108 khEHBW the contlict was
replicas are allowed to ma cnanges to 1tens

resdlve@pg ndenthadige dDrisoddeighed to ¢ReitehCl,s thatinekdes both the results
i ndependent |y made changes 5 may result that should be

of theseonflidt reSohftioncand esevatchamge Vi asaigned by ther partichkar replica
there pe certain rules r determning.which item .
that, BYad dfte sARtHic resolutin e%ﬁagl%ehwei 1Y inclidesiths MsKEsequential

cnepe STt B3 ke i R B AR S0 s case
thetd®® cBaeHUGs Pabel] A4CAI Y tof MBREtS that §Ré CRASe S 1BBICASA4 was

preferring changes made by servers over changes nade
chdsgn oimhethet yqoaflictf resolution and that the conflict was resolved by
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10 replicas. Alternatively, all conflicts could be
| ogged for manual resolution. Manual resolution is
acconpl i shed by a user providing a new value for the

Wﬁ‘iﬂdﬁo@m‘i@”f' ict that will replace the confl 'P@:tl‘h)%9007/001394

anges 95] If all replicas within a sync

repHearLlE943, B8 Sh@W@I iggflG: 264, \aemmlﬁf pragess pectirhavheargcontlict in

B R N R T T

san‘f‘é’ ﬁﬁmew ds! Elaf)eﬁ& a ThH iy Cﬁ{eﬁdcﬁdn%@l Hﬁ'lﬁﬁelgfi ARY(C3) is

e the replicas w

asstg@ma ltlﬁe/clliﬁngertﬁﬂthb fteGPEC i Thithid| dage,dBs lcgﬁﬂﬂ:t b@tW@Ddh\ee:hanges
conflicts in exactly the sa the replicas within

to iters fnkabeledruith the abangedist Aéla:adgi wiblevenwely Ibeaesolved in the
exact |, E%\ anme _ wa éﬁ% an e le of this is shown
same,wey i1 a ©X the-replicagwi té?PP tca D 20 1902.
ica 9 hang D e 0
WA ge |IE11(%1 n%pé r}}'ﬁﬁkt\f%%%r r?n@;? nlg \ﬁl?erré Egﬂﬁﬁksﬂrgar% ré&olved
fordh e e
GffRRIRG P BltfoteheiRplieds NIdHPR bRReRY o %’1.929%% 2l BufeX) replica
D 19029@Rolves tleoodiiflict in en® hwalyi amal assigns 4 newluhange \I\DI tohhe items

of the changes to itemlIx is the preferred_ chan
thag Hltkstr@é@sﬁler@poh%@nmfcmmﬁlqth B5¢ laad ghe weplicactha that made the

BT, 4 VR ARG ot PTG BBl i
oS B DT NI i

3) cl@phba © 1963 ebedivarnreplica L' awolthivagef the coaglign eRleplica D 1902
the particular replica that nmade the conflict

at thas qloimti eecoghives nbat dhisnparticblarnconftiet hahebmresolved in two
equenti al _.change enumsr ati o tLor the replica

dif Ways. AN KRplPBeBiaions ol the Rreseat dadentiosy F‘ﬁ,fOFF'eWeleY

thaf:%anggmﬁrﬁg réds%ﬁg o%dt%ég}%lg@ﬁt&zger# ﬂ%’ Coﬁfﬁl@?%hir{&s to the item

L. I ahel g&ﬂt&ﬁla@n@etbﬁﬂfnﬁtﬁe résoMtdit iRt R g, bzelﬁ%auses the
WO 2007/ 097846PCT/ US2007/ 001394 replica 1902

chasgewth the-ldves? G/4]ueareplica 1B tpbe cekestedcavitie ddtennmmtlc result.

conflict in _changes is detected by a replica C 19
Thyge rscausec A dpa dewer valier eplicantlp tan; ieplise B Jthe Qeterministic

ner 190 h new n be
res 0P e LRI p16c1o8 e DR Snliipl (BHERSBY) e, AR 1D Ac
ReﬁleaSDcl%? thi§l @h&%?s'th Qr?e g9 Asddetated %ﬂleﬁlefbhtaﬁgé t¢fm I to
| abel ed wth e IDs A4 and B5 w |
be A\Ae(ibm)al Notbeahsategohvead nepht:itiaons doopsveary other &Iohﬂodt problems the
replicas within the topol ogy. [96] FI G 26B
chapge @Qtlm@f?é@fhﬁ eem}pmom@%ewnb rihe replicasmakingstie\ahignge is the

soney e dotefmitpi i 1906 8B1ip ABE oPiesel veBabyBB.IT s conflic

joggonflict in one way and assigns a new change ID to the
Itens 10 that illustrate the resolution of the
¢097]l i ct AltBSuglntite §ulfecteBhitéehisBéen H&dcrieddntligguage specific
change, (D7). At tine (2) replica C 1904 resolves the

to starasurabrfeatuoes amd/ar dncfthed@nglowlaytctsh otvs by behendesstood that the

subely nr%?%%ﬂDﬂ%ig%P 1o0be rappendsed e anef Bedessbily Yigied) to the
spe{:ﬁ %x]equ ek&?oela %l?l fe. ﬁatgmbs RO ém Cfggﬂllrésteﬁnd acts

|cu ar con Jeen r

deséfibéd faB@V@ Gfe dRYRseSATR xh RIS bl §leﬁientt1|ih Beadsifds. All
i nvention therefore specify that a determnistic

equivadentss iawanges, manid edifietionk etlmbnédimet withic hthegepirito of the
the iteml. The particul ar 2 termnistic resolution
illustrated by FIG 26B cauSés the change with the
| owest value replica IDto be selected as the
determnistic result. Thus, because Ais a |ower value
replica ID than replica B the deterministic




20 resolution of the conflict is selected to be the
change | abel ed by the change ID A4. Replica D 1902
wo es/ogisanges t he change I D associated wi th thecThsawgr001394

toiteml| to be A4 (D7). Note that to avoid

replication | oops or other conflict problens the

change enuneration (i.e. D7) associated with the

replica making the change is the sane in the
determnistic result 1906 as in the original

resol ution of the _conflict 251908, 97 t.hough , .

ingplemenigiiens andrt@ibedRersBamndirsly Fli?efﬂﬂ%[f’w}‘%%}%ﬁ e desired to
ific to structural features and/or nethodol ogica

b§§§§%£#§ Is to be understood that the subject matter

d4f98led iFortdranzppen petson|ofiardinasy ploil inctbe commutsr software art

i Tt ithid PORd deagd:i heds
wé%ol\?%(?&ﬁ?{aet ﬁ@r?,etht%h(g%é%emd?cﬁgg#gglf G&(Eemsg%{ﬁ ta’ct s 30 'acc sereen
cor@tset] ahd/dr dha\ieyaute asidssiribed dn dlse excanples disonssed dierein could be

i mpl e [N he clains. Al equival gnts hanges s
oG CHFBRAN, OO E TPPHT IR HE S 7o TRg o adlitional
o0 AL B/ GABRCES Pofded ik Ble3ddmipld. enent at i ons as

descri bed herein and/or by the followi ng clains are

desired to be protected. [6981For exanple, a person of
ordinary skill in the conputer software art wll
recogni ze that the client and/or server arrangenents,
user interface screen 5 content, and/or data |ayouts

as described in the exanpl es discussed herein could be

organi zed differently on one or nore conputers to

i nclude fewer or additional options or features than

as portrayed in the exanples. WO

2007/ 097846PCT/ US2007/ 001394 CLAI M5
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VWhat is clained is: 1. A nmethod for synchronizing
data conprising the steps of: providing a parti al
partici pant, the partial participant having a data
WPde7es® @ know edge store, the data storepsfH§i00H001394
a set of data retrieved during a synchronization
process with a first ful ICM yI8i pant, the know edge

W@t QL e storiisn_g a set of know edge about the data in the
s gaﬂ%]lﬁg ‘wherein the set of know edge represents

1. changgRmay M%gﬁ%nfﬁﬁé dhfA®oriking td st@gy &f: Ci pant i's
aware of, wheréin the partial participant” does not
underetiding 4 partid paaicipamydheduetialapativipanehavinpe data store and
&grtial 10 participant is responsible for tracking .

a knawlesdggngwies tike pdata i siprepstaning parset nelfk slgta getripyededuring a

oSSR s 35 Bl Gk e RN oo o
of R o AT BB 8L By B s i

represcts Shathewitd thd BganBat iheifR8nNfull paficifanelis aWwakeof iwlierein the
a request froma user of the partial participant to

padizd pgeticapds does notuhderstand thelsetroftknowdedgep ind atherein the partial
t he data store;  and . updating the part| ful ar .

participat is resprasibla fordrasking what ehangey hgpatiel paricipgnt makes to

] KD 050 3 PG RS PRI LB g 8 {for pr

1 r 1 1+ . . pre T . 1
thé&ﬁééﬂe@éntﬁ’ 3 eﬁaﬂrﬁél?iﬁgli‘ identifieand Q%e&@éﬂé@qd@ﬁtllﬁéradﬂﬁz Ic])ast change the

ein the par participant s operable to

pastiad partiviparet hes sbemf@ecdsvicd adsbeipgad withphapartisipahit édentifier;
met hod of claim1, wherein the parti al .@fart icipant is
syné&efesyinged Ripestt frent ia aiser @ff | theapastial peasticipanbughckange a
ticipant. 4. The nethod

and| er on .t fir full p !

paglituingratta injfie sl datbin B eta o a: 'ci pant s a

per i c . r

Per Sp0fkn g P ey 8Bl B 000 Qe gbTeeei T Teaues
froan | tA8 tusehanderdihethe aﬁpdﬂinﬁpﬁfcﬂud‘ds p&Btinpamfeedtidmoidentifying a

another participant. 6. The method of claim1, wherein
sounge of dine chdngeastthe ppaial padicipansb ser vi ce.
2. The method of claim 1, wherein the partial participant is operable to
synchronize with a second full participant.
3. The method of claim 1, wherein the partial participant is synchronized with

the first full participant through a handler on the first full participant.

4. The method of claim 1, wherein the first full participant is a personal
computer.
5. The method of claim 1, wherein the set of knowledge comprises metadata

that describes a last change the partial participant has seen for another participant.
6. The method of claim 1, wherein the partial participant is a web service.
7. The method of claim 1, wherein the information identifying the source of the

change is a version.
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7. The method of claim1l, wherein the informtion
identifying the source of the change is a version. WO
2007/ 097846PCT/ US2007/ 001394 8. The nethod of claim

%gm?ﬁgdg a first portion of the version i NnGugeS2069%001394
Identifier uni ies the

8. :Oa(ra{l“: Igirpathtd;l}%gcmr ?\L{K%piegrgg%t ;B’_QFQ%HP Zfaé itvglgsion includes an
et st SLALS B nd VA0 B in 3 second

portiHos Rk versibs aitladesi dgurhber harrdicatds 4 RRord GERTGE | S

a unique identifier for the record and a date and tine

9. i deffhefmethod of ictaiinchtvehevbiithe informatiod iddmifgarg the sOurce of the
The method of claim1, further conprising; . . o

changedis v yriqeeideptifice forstbe regord sodi edrje and dime idenfifies fo indicate
ful artici1 ant, after the first full participant

whep ihe gecord,g g‘l’ﬂedof know edge after the synchronization

1opr°fiﬁé§netﬁ8d%%cldﬁn°9@§%§%éclﬁﬁ ﬁﬂge storage medi um

havi ng "conputer-execd rutctions for causing a

CONMpddeFing @nRPIaIdndet bE kibWR&lge FedrhaBe fifstfudli participaat after the
A conputer-readabl e storage nmedi um havi ng o
firsgdnj) pasticipamorpdatdsghe settofuatovdadge afiterctha siynchranization process.
conputer to perfqorm steps conprising:, .
Iy ech v@oalpﬂlé%m&abq]ﬁ onstgra,gsr tMeApURT hayipg, reomppuier-executable

insHERRACRI LR LRFPALIER Defeoti i RSV BE R M ER Y o
12% YP?\ bebiipubdliRadssle ! rgaiagee Sleitiin CHEViRs | OnPutér-executable

u participant type, a partial participant type, and
inserustiopd forpansingiapaomputgpey perform steps codmprising: t he
participant is determned to be the sinple particjipant .
t ypEeceive @ rogueshromn gipastieippal o perbemm adgymghrqmizatioaneperation
.Wwherein the participant is

. Kk dge;..
us@g@e%%c%%e%lo&eer{gﬁ%e;pa”i al participant type if it
N . e _ .
o odshaind SlyRFlor B RPN Bie Bl sclected from the group

commistingC iofaat fulls pdﬁl(ﬁ?ziﬁtn@ﬁ)e; @ rrfidle phtticipanar tyipe @At a simple
type if it has a full participant data store and

pagicepand typed - under st ood knowl edge; and 25wherein the
2%2%21;3?%1'3 Ztﬁé Ip%‘tic?pr)]zgrlltnlg e%gr];rﬁrrle tct> %g tﬁg g?r%%nll) 5 tc{p%rrllt type if it

has a simple participant data store and no knowledge;

wherein the participant is determined to be the partial participant type if it
has a partial participant data store and stored-but-not-understood knowledge;

wherein the participant is determined to be the full participant type if it has a
full participant data store and stored-and-understood knowledge; and

wherein the synchronization engine performs the synchronization operation
with the participant using a set of logic that is appropriate for the type of
participant, wherein the knowledge is stored as a vector pair that represents a
participant identifier and a sequence identifier of a last change partial participant
has seen for a device associated with the participant identifier.
13.  The computer-readable storage medium of claim 12, wherein if the type for

the participant is determined to be the simple participant type, then the
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with the participant using a set of logic that is

appropriate for the type of participant, wherein the

knowl edge is stored as a vector pair that represents a

ﬁ@;}obﬁ{w%t identifier and a sequence identif&fu&hofoo13es

ast change partial participant_ has seen for a device
syngleorizatien engine ihepseable dp pumchronize iaf set of gtata 3n t%ﬁeSlmple

paftpHL G5spc oy o QeBRRRE BT, © ot Srlnolelaio i he simple
pa%g’% gg %‘js é@@ﬁ“lﬂ%‘%ﬁ@# 8%% ggﬂﬂ{scgsﬁig]hér E%Flzgx%lg F]org.n gine is

140peTag! @)Ih?lt@#f@dﬂ'aﬁm s®rages dieddlimdaf &1dith tIRg iBith®ltgpe for the
partici pant data store by detecting changes to the set

pamsicipit as determimes topicethp grartiali preticipantt typs: hes thedynchronization
enfR b B BT S re b iPhSP im dbrp vt nd
uplpF PR A BLSENE L HEHEE SR AR cxcepions

oc@9i ne receives the stored-but-not-understood
knowl edge fromthe participant and updates the
15st ofThd- wompuié¢r-readeblst cootageoneelig® oof tdleinparldi ciwhentin the
I f exceptions_occur. 15. The conputer-readabl e storage
synghapniZpiion enging wpdatgh dheistoreddutmotyndenstnd, knpwledge on the

ngi ne ,updates.t he st ared- but - not - under st ood know edge
et thRRCES g IByehant grhaien Haosierif he ksl ROV o the
cggﬁ}ﬁerri ng the local copy to the participant. 16.
palt_ﬁ] comput er - r eadabl e storage nmedi um of claim 12,
16Whe Tk toniputérercadgislefstdrap® endquiiin 6f ¢laiih 125 wdrkeinrit fegdtype for
to be the partial particlpant type, then the o _
thepparticipaphistdetermibed pebe theepartiabparticiiaphtypei, thea the participant is
I - mast er . two-way synchroni zati on operati on, becaus

nmu e .
op@ibleh d0 < paHISiRAG: U 3165 WOTWAY e AYectBAniZAEon ~operation

| Gl The. ¢ - I di um
begtt of 1R orecu kS FRERL S kb SRS P gt
177 ecgh¥eompiRGURaHabIEC BtdraBe PRRdditmPasY ¢1Qirh €ARSt Yhefein  the
handl er for the synchroni zati on operation. 20 18. A
symdironidation esginehreceives agegimsafroongre partigipane tetegistena handler
providing a sinple participant, the sinple participant
fo%ﬁ@isﬁﬁcmoﬂléﬁﬁogt‘)@?’@ué’ﬁd no know edge store, the data

183 AR ARERFATFL G s SRS EuBls e o

par hi&ididsta si P’Qﬁ c@[? t \ ER:' Partié]] hEhPARk a atd o d
resgocﬁ}sli b ea ?lo % ac{d dglt’v\gwhgt&(&:l angesetﬁﬁegsi np ead;dt rean
nodarowledgastore, the data store being operable to store a set of data provided

during a synchronization process with a full participant, and wherein the simple
participant is not responsible for tracking what changes the simple participant
makes to the set of data in the data store;

receiving a request from a user of the simple participant to change a
particular record in the set of data in the data store;

updating the particular record in the data store upon receiving the request
from the user;

during synchronization with a full participant, the full participant retrieves

changes to the particular record in the data store; and
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25 makes to the set of data in the data store;
receiving a request froma user of the sinple
partici pant to change a particular record in the set

‘%2?@7?0@7&49 the data store; updating thePCTIUS2007ﬁ)01394
particular record in the data store upon receiving the

r eqliring synohremiagatione withate fullpartgipent, dhe £all parficipani rasolves

full..participant, the full partigcipant retrigves .
any,oAflES and B dpdaies dhe Shta ok of 1 SMe Iy REICRA eWherein the

. 07,0978 . 7/.00 . i

knd{PIRAge s, Fofedo Y e AR PR ot L ke paip e rfitesents 2
parféipaht i iBanXifiére $AY Qs sédiienc@® Ndentifier a6 af NeNl bR&Bleeshe partial

the data store of the Sinple participant, wherein the
parkioipahthiaseseien fot adedichnssdueated Withpthetpaciigipant idsntfier.

vector pair that_ represents a participant identifier
19-and/g‘a cHIPpBIFEECY | SIEAZSf Medm daYHEe CAmPYETIGXgcutable

ins{rp R0 51 BRinG 2 oBE e Boe P BRI IEIA il do.
st orage nedi um havi ng conput er - execut abl e i nstructions

for causing a conmputer to performthe steps recited in
cl aim 18.
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