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The nunbering scheme for the Figures included herein are such that the
Ieadi]fﬁg nunber

Background
‘Wireless mobile devices (such as cellular telephones, personal digital assistants

(PDAs), etc.) are typically small in size, untethered and are therefore easy to lose. As easy
as they are to lose, such devices are just as easy to steal. Because of the propensity to be
20  stolen, these devices are susceptible to tampering. Moreover, the minimalist approach to
building a low-power device often makes these embedded systems simplistic (in terms of
operating system and hardware), which in turn makes them susceptible in the hands of a
C malicious user and/or application. Users are depending on these devices for more valuable
uses. In particular, within such devices, users are storing confidential information, such as
25 receipts, credit card numbers, addresses, telephone numbers, confidential documents, etc.
Accordingly, these devices are increasingly become a prime target for thieves because of
the ease with which they can be attacked. Thus, there are needs to ensure the integrity of

the device, including the application and data stored therein.



5 for a given reference nunber in a Figure is associated with the nunber of
the Figure. For exanple, a trusted nobile conputing device 100 can be

| ocated in Figure 1. However, reference nunbers are the sane for those

el ements thgb r50sRe8E Sanme across different Figures. In, T RATs
Figure 1 illustrates a sinplified functional block diagramof a nobile
conputing 10 device having a trusted platformarchitecture, according to

one enbodi nent of the i nveﬁﬁéﬂscglwﬁ'tﬁebﬂ% fates a sinplified
functional bl ock diagram or—a—cry'p'r%'ngp'm—c—p'rvgessor within a trusted

mobi | e conput i Brgbaditmente of the tnyentiongnayobedhest indbmstdddrby teferting bethe nventi on. 15
Figure 3 |llustrates .one enbodi nent of an ent in.a key caghe in a

crypt ogr afhP¥ng %E@Eg%?n‘ﬁﬂcf?fplﬁanglqgr‘iﬁ%v@%s ngﬁ#; ﬁ]éls%%ﬁf)‘ff?’ieﬁg’o SO “accor di ng
to one enppdiiRiRtingbchief for thy Bigte thclided Hér€in‘ard dukh SHak thle@sading m@mbeti agr am f or
the operations for interfacing with a crypto rt%phi Cc. processor, according to

) . Yy
one enbodioragiven fefemaree nymbst ingyFigurg isasseriatedowith tg apmbercof the Kigghe. Fugr am f or

initializabhpn 9tusedMERIOHTHRRLE dBHACRPIE be |RAEPIHiBEe 10 SRR MmNt of
the i nven?{ag%. "Fi gu?e 6A iﬁnal@tr%t e§ a flow %I} agram flgiaese(_:ur e%l oper ati ons
wi t hi n a rsfergrce gnmpdrs are i sumsderthose elements thatrage the saneacsessdliffersnt of t he

i nventi ong, Fi ' strates a flow diagram for execution of a

crypt ogrg% |89'(L;1:51§1r1§$?{6¢#gg’5 using a cryptographic key within a cryptographic
processor, acdigakerigillisiratssa simplifitdrfemdttionaibldck diagtavest 4 mobilddgnipwing

illusirates,a flow dia for updating of .m crocod i thin crypt ogr aphi c
pr ocetd or devige baying ﬁ&“ftgé gﬁ]gomgﬁg%ﬁ?’g‘lﬁ ordipg tq W@H’?’Pgﬂq’.‘m ﬁ&ﬁr e 8

i |l ustratggerdionl NPl i fied functional block diagramof a system 30
if i guration wherein a trusted nobile communi cations device having

c™/pt ogr aphi ¢ Figwerkillpgrates gejmplfiad functiona blackidisgramofpesryptagr@phitent of t he
[ ti ol i DLl [ Met hods,
appar at uoPor it SRl Bbh ¥ bonpult) SRy ARG El sty Mot hods

descri bedinvéntionhe fol | owi ng description, nunerous specific details are set
forth,. Howevery,, it.,.i.S derstood..t hat .enbodi nments of the inventi.on may be
pr act}sced W t I%E retﬂggsﬁlgeﬁggf F?’ggdlﬁlgﬁté’lffg ety in qW@Faﬁhﬁé? 388?&?3%1}1F- known

Ci rcuits, protdsst ntithéita Risted AeHile cdupatiNBdeRi 8 dcchrdd| to one embodiment of the

invention.

Figure 4 illustrates a flow diagram for the operations for interfacing with a
cryptographic processor, according to one embodiment of the invention.
20 Figure § illustrates a flow diagram for initialization of a cryptographic processor,
according to one embodiment of the invention.
Figure 6A illustrates a flow diagram for secured operations within a cryptographic
c processor, according to one embodiment of the invention.
Figure 6B illustrates a flow diagram for execution of a cryptographic operation
25  using a cryptographic key within a cryptographic processor, according to one embodiment
of the invention.
Figure 7 illustrates a flow diagram for updating of microcode within a
cryptographic processor, according to one embodiment of the invention.
Figure 8 illustrates a simplified functional block diagram of a system
30  configuration wherein a trusted mobile communications device having cryptographic

operations may operate, according to one embodiment of the invention.

Detailed Description
2




5 shown in detail in order not to obscure the understanding of this
description. This detailed description is divided into three sections. In
the first section, a hardware architecture is presented. In the second

section, trwehemdoedigd: Crypt ographic operations are descredaggkodsfdsiohe third
section, a systemoperating environnent is described. 10 Hardware

Architecture Figure | illustrates a sinplified functional block diagramof a
mobi | e conput 'mﬁP Sfardday i abb £ ardccording to
one enbodi nent Qﬁ Jr%@;seéndtal ‘oléke firglb'%%g{ra%tl%cu a?éﬂh%lﬁr?éergl Il ustrat es a

trust ed nddscritedc dm';hatﬂblhgwdgdtscaptimnmmomm@ﬁmmlh@rc eqsrf@sanawcw, of a

nunber of. diff.er e 2. C | 1 ul ar
tel ephonelt B mlgﬁﬁ\ooéfh@}(?mgc\‘ﬁme{;@ {hgénvg] e co%%t %%gwq evi ce‘?‘%éBg?‘ﬁ‘& udes a
a%st ﬁr n- odbta}scmrlh ptgﬁgﬁstm?ﬁdlvwl-ﬁw“gﬁ&pum kmnin%s;md tédhﬁ%qamh?m b bemn ad105

ic re ed. to er e di.sp may be unmber, of vi ewi ng devi ces,
such ahBW& 'm/‘g ¢f|nopfay S&'ifequ@?gr?@? ft&'ﬁ ESCARHOT-ouch pad 104 nay
be used to recpijygethilid\desdriplth &iviagd iefoRthre bockibs. UTh Wsd fadk d¥elbA,& conputi ng

device 100. For exanple, the touch pad 104 may be a nuneric t'ouch pad, a
keyboar d, hasgware AfohitestigR ispreseateduwin the second wﬂ@d trysied ped crypteganbify devi ce 100

T L il 6 BB e Uials ot Ot (1/0)

syst em ondaeriiedp 102 nay be a si ngl e chip wherein the conponents descri bed
25 hei](gi n are wwthin, for exanple, a sane sem conductor substrate.
Alternatively, the system on-a-chip 102 nay be a nunber of such chips that
are epoxi ed toget her. Wa&-iahh ctie? i ncl udes an application

cessor 106, _a trusted boot onJ a conmuni cati ons
%i o1 10, o Hewre isirates grsimplificciy Oéﬁlbgﬁﬁ@%ﬂ %%) g pRmPYOE 5
nonvol ati é&d@%ﬁga%ﬁed ﬁla&ﬁl‘ﬂ%ﬁfchﬁec%@’%&r@ﬁg fPdHeetiboBImeht 8£ 2 Vol ati l e
menory 120, a graphics ic direct menory access (DVA) logic 124, a

crypt ogr alpmntmpr bl:[@é'@@ﬂarl eal lqliléﬁrtl‘aﬁﬁﬁ@rﬂalsted mgbrde q(B@ut@gMWﬁP 1 hiclhccess

G oup,{JT nt.e 106, the
trust }a% bogbéﬂ %@gﬁ/te#?gg&mgrﬁﬁ?fca qr%lﬁg'pfaogl C , h{e“?% %lg%le(?&%ailz t he
nonvol at i 4 eslidlay\@@1ephiore, @@méﬁhtd%'mwﬁﬁaﬁdﬁﬁﬁiwﬂﬁnpmﬁydwc@ma mkludes 414, the
nonvol ati | e,_nmenor e .vo ile nt roI | er t he graphics

| ogi ¢ 122%SEREOY irFp e e ' gl BAE oS FB gLy aWBw&ﬁm ed to the
bus 130. Mﬁlé&@dgéﬂiet{,ﬂé'tﬂsﬂ)wim&ﬁﬁe @ﬁ@ﬁbdﬂ@ﬁv@ﬂﬂi@ﬂ%ﬁéé& bidhSs dMigidsuch

conponent s.
Crystal Display (LCD) screen, etc. The touch pad 104 may be used to receive input from

20  the user of the trusted mobile computing device 100. For example, the touch pad 104 may
be a numeric touch pad, a keyboard, etc. Although not shown, the trusted mobile
computing device 100 may include a number of other peripherals, such as audio

c Input/Output (I/0) logic, etc. for the input and output of audio data from the user.
The system-on-a-chip 102 may be a single chip wherein the components described

25  Therein are within, for example, a same semiconductor substrate. Alternatively, the system-
on-a-chip 102 may be a number of such chips that are epoxied together.

The system-on-a-chip 102 includes an application processor 106, a trusted boot
read only memory (ROM) 108, a communications logic 110, a controller 112, a
nonvolatile memory controller 114, a nonvolatile memory 116, a volatile memory

30  controller 118, a volatile memory 120, a graphics logic 122, a direct memory access
(DMA)) logic 124, a cryptographic processor 126, a peripheral logic 128, a Joint Test
Access Group (JTAG) interface 155 and a bus 130. The application processor 106, the

trusted boot ROM 108, the communications logic 110, the controller 112, the nonvolatile
3



The display 103 and the touchpad 104 are coupled to the systemon-a-chip 102
through 5 the peripheral |ogic 128. The antenna 105 is coupled to the
comuni cations logic 110. The comunications |ogic 110 provides for the
recei pt andyphagdmpiissi on of 1/O0into and out fromthe tgdisiBehsBeRbd €
conputing device 100. For exanple, the communications logic 110 nay receive
and transmt wreless comunications into and out fromthe trusted 10 nobile
conmputin | ' a patch
ronopol o gy EGntolis 194,16 AGoRRt Gy bl EVEIRG RAR b 118 * 2
further dthegraphiesilogivel2@ythe IHRAGantedaaed 53 08d thePMAdegiv d 24 erervoupleditoithns t hat

cause the_ a I cati on Process 106 t enerate one or .npre primtive
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be transnThd d@épldyol 0Bhad Sie/tplichpadipid dre pouplods tie syAméoira-dihip @82 thdughn.

Addi tionally, .the antenna 105 may out put conmunications rel ated
crypt(ﬁgratﬁﬁpénlglﬁ@? 1ol7S- performed by the cryptographic processor 126. In
sone enbodi Menfs antehfa SOIE BT th MScohPSlintoafid 185 110C1HEle a baseband
processor (a digital signal processor, for exanple) that establishes the
parti cul asommumeatianclagicod 0 proyvirdea for theyecaipiand fransmeissionef /@ ioagdautng devi ce

100. The i B | : N L, .. For
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interface, a.wreless interface, .for the trusted nobi conrput i devi ce
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I M) . 2000 for Euture. Publ i a bile Tel ec ni catlons 30 Systens
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Version 5.0. Decenper, 1995); or ner al . Packet Radi o, Service

02. 60, versiof® .‘ESPIQB‘E#@FI}“& %m%ﬂﬁ%@%dggwyﬂﬁwwmﬁlgog The

trusted heedesddd diffalsignhBioceadde, fhh@dampl) aeEsidbiighdihd pitidip! | cation

processor 106 prior to transferring control to an operating systemto be
execut ed gommunécation standard for the trusted mobile computing device 100. The

20 communications logic 110 may be a wireless interface. For example, if the trusted mobile
computing device 100 is a cellular telephone, then the communications logic 110 provides
a cellular network interface, a wireless interface, for the trusted mobile computing device

C. 100. For this wireless interface, the baseband processor may establish a code division

multiple access (CDMA) cellular radiotelephone communication system, or a wide-band

25 CDMA (W-CDMA) radiotelephone communication system, as just a few examples. The
W-CDMA specifically has been proposed as a solution to third generation ("3G") by the
European Telecommunications Standards Institute (ETSI) as their proposal to the
International Telecommunication Union (ITU) for International Mobile
Telecommunications (IMT) - 2000 for Future Public Land Mobile Telecommunications

30 Systems (FPLMTS). The baseband processor may establish other telecommunication
standards such as Global System for Mobile (GSM) Communication, ETSI, Version 5.0.0
(December 1995); or General Packet Radio Service (GPRS) (GSM 02.60, version 6.1),
ETSI, 1997.



application processor 106. As further described bel ow, such code causes the
execution of a nunber of trust operations (using the cryptographic
processor 126) to ensure the 5 integrity of the operating system A nore

det ai | ed degenidsiossa®: of the trusted boot operations is gased0RRd106 t he
foll owi ng co-pendi ng, comonly assigned U S. patent application entitled

“Securing an El ectronic Device", Serial No. 10/745,469 filed on Decenber
22, 2003. The piAfislod’b66f ROkt IRSudtcoouday: A ehAdyg: ipiigkddace into the

trusted nobile conputing vice 100. 10 The nonvo menory 116 may be
any of a puoedsegr 166 prpr todrapsferringseniral to amepevaingsystem ia be eusretedidtbei es, such

S8 . LA R oS I B LIRS gl BBl Byl oo ber o

di f f erent “types € nenori ks, ccess Menory

(RAM ( e. gnymisy pf trush pperatitsr{asing thRalyip{ogRiRAl)prodesvaivl 26)DRensBRRAS/| etc.), etc.
15 The_nonyol.atiJe nmenory contrqller 114 js coupled.tq the ngnvolatile
meror y° 118‘¥eg‘1$h9$]%?P§fﬁtnﬂé S?ﬁ%%‘r g%gﬁtdF%ﬁTde%S‘irﬁglopgg%gﬁ’ls@g 5% the vol atile
Menory 12gperdNoadis dest@ibd in 66 FIRREY do-Fedtidk ébniorly Sssipsed UX) Betaut comuni cat e
with the nonvolatile nmenory 116 and the vol atile nmenory 120 through the

nonvol at i #rPliggtieBeptitleshiSeenringran Eleptrapie Reavice” \SeriakNo.d OydadpY filedwnr ol 1 er 118,
respectiv t ' : e | al logic
128 are cotmEa T 20! AN iRl RSy APLatiRE g REIOOE T

coupl ed t tustddembhile coBPutimg/deyvinerh®ii cate with the cryptographic processor 126
and t peripheral l.ogic 12 e | Ci- 24, rypt ogr aphic
processor 126pf[§e nzgf“é%a%%&rb ogy &ﬁ%@?@&t%%g%%@&%%@m tﬁ:e{gé)?f aces, to the

nonvol at i henvoRtlerwritdtle meatbries) sustndsat HL ASHrewemoyy, 620 Thévolatle mdasoryd 20

vol atile nory, contr ol 114 and_the.volatile nenpry controller 118,
R boc vishy B SRiot ol bt e ni A hgcte bl ety bR R ey oo
100 ('suchagsess MemBRAIRAM) {ecw SyRERSAGS PyndBRIR ARY(SDRAMY, ¢si64aMt DB Ronvol ati | e

menory 116 and the volatile menory 120" through these private interfaces.
Addi t i onaPPRAM,gte.)eetopt ogr aphi ¢ processor 126 and the application processor

106 acces ' Y ' , y 120

t hrough t he bﬁgﬁeﬁa{)‘?%‘g}g }rrl?e%ﬂo}r)ﬁgdﬁtggérelsl)a%?ﬁg%g&&;g:te\ég#g%ﬁﬁlgm%.ﬁﬁg egg%r 126 may
partiti onThdwolatié mbmbey controlier 118G ¢onpled &d the velatile nienmrylil 20.eAesordiaglyt | ons (a
ublic section and a. priyate tion). Accordingl onl y. t he cryptographic
Brocessorc"i‘%’n §/°°&‘85@§8 eﬁ?iﬁ@@&ﬁ %%lgatﬁd“?tﬁwqwg&ﬁﬁeﬁ?‘éo%eﬁgi on of the
5 WO 20054GRe folatREekiond 020 @BALBR thevohvdlitile merispy donirdler 1Ad@hd ikenal |y, the

di fferent conponents in the trusted nobile .
volatile memory controller 118, respectively. The cryptographic processor 126 and the
20  peripheral logic 128 are coupled to the bus 130 through the DMA logic 124. Components
coupled to the bus 130 may communicate with the cryptographic processor 126 and the
peripheral logic 128 through the DMA logic 124,

C The cryptographic processor 126 is also coupled directly, through private

interfaces, to the nonvolatile memory 116 and the volatile memory 120 through the

25  nonvolatile memory controller 114 and the volatile memory controller 118, respectively.
As shown, other components in the trusted computing device 100 (such as the application
processor 106) may not access the nonvolatile memory 116 and the volatile memory 120
through these private interfaces. Additionally, the cryptographic processor 126 and the
application processor 106 may access the nonvolatile memory 116 and the volatile

30 memory 120 through the bus 130 (public interfaces).

The cryptographic processor 126 may partition the volatile memory 120 into at

least two different sections (a public section and a private section). Accordingly, only the

cryptographic processor 126 may access the address space within the private section of the
5



conputing device 100 may access the address space within the public section
of the wvolatile nenory 120. Such a configuration allows the private section
to be used for secureltrusted use and precludes the application processor
106 from a%%ﬁg D&idhi s section. 5 Therefore, if a VirupcgR@heiodiBly Ci OUS
code were to be executing on the application processor 106, such code may
not corrupt the private section of the volatile nenory 120. Accordingly,

t he cryptg e ' [ or secure
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exanplde, Thereforeif ayirpsend/qranalicious sodeiwsre gbeexerufing op 348" conput i ng

devi ce 10%ocebidf 168, 4ReOGaR R qupédggl?ﬁﬁe privetsebBor1Bth® 961 Feindty ¥20.00T aphi ¢
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credenti a&ccbtdatgly,shﬁmpmgﬂaphlspmcwoﬁ R6trpay use this privateoisetien 0588585 ng devi ce

100. Addition I ¢ I Jﬁ;@ 1 es for

di fferent tog?%;p 85%%%?%}%%%@%@% 02_2 %utglb(r%gg&o%g%t [ oﬁ&oﬁg?ﬁg&%ﬁkﬁst ed nobile

conput i nghéteimi ce 100 For exanple, the cryptographic processor 126 may

generate cryptogra C ormdlff rent t 20 en tion and

decryti on, ~ géidps dﬁsa‘é"l??éib 18 {hfﬁll'yp@?’rgjlﬂ SFRESS ‘gf%s co?}pélsgsp(gpﬁcgté i on

process Orst&% Ha% rﬂﬁlbbﬂoﬁﬁlffbx‘éﬁﬁfu@cﬂﬁﬁﬂﬁmﬂg THRUr@tégraphic pocéseer 126mys3t ogr aphi c
may be in a second ogqgratl ng context, The fi rs%?é)g{&&atl ng C

cessor
Fgr)n ext amwdm@r g@fé@ﬁ@awwfaﬁpﬁwgrec dweare, crafsusation fatay etsassect h ot her.
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driver (for ryptograp cessor 126) that prov i nterface
bet ween apitiblization ofithe @xxstedu miohije mmnumeg deyidei DAL ﬁhgnry:ptm@bmrocmwrdﬁél t he
cryptagraphic rocessg er
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application sor 106.. . The driver y er.at ne or rimtive
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The application processor 106 may be in a first operating context, while the

cryptographic processor 126 may be in a second operating context. The first operating
c context and the second operating context may be independent of each other. As further

described below, the application processor 106 may execute a driver (for the cryptographic

25  processor 126) that provides the interface between applications executing on the
application processor 106 and the cryptographic processor 126 (through the DMA logic
124). This driver receives requests for different security services (authentication, trust,
encryption, decryption, etc.) from the operating system controlling the application
processor 106. The driver may generate one or more primitive instructions based a

30 security service request. These primitive instructions are then issued to the cryptographic
processor 126 for execution. Moreover, the cryptographic processor 126 may retrieve data
(from the nonvolatile memory 116 and/or the volatile memory 120 through the DMA logic

124) on which execution is performed based on the primitive instruction. The
6



cryptographi c processor 126 may execute a cryptographi c operation on the
retrieved data based on the primtive instruction. A nore detailed
description of the operations of the trusted nobile conputing device 100
are set forida8b&isd N conjunction with the flow di agr aggriid2doh@sees 4. S,
6A- 5 6E. Figure 2 illustrates a sinplified functional block diagramof a
cryptographic processor within a trusted nobile conputing device, according
to one e ' 3 ' | s ond | trates a
ror o deot AP s ffostdl 126G Ul o el BRRE Uil e Rurerol B

pr ocessorbadédtn thdprithiive igspuctipnaphi ¢ processor 126 includes a DVA interface
202, an instryction, s ence. buff.er . 11 crocode
menory 240, a I&P‘E?hdeﬁl 58 Hﬁs&%t}c?‘ ofgfe ?é%?ib%sa%%ﬁ?#gﬁqﬁrgg?lge?@pg%& 208, context
st or age/ pledaict 000ure 8t fogh belbwamcanpgictive with Hie{love diagrams i Higetee #s5, 5A2,

I nternedi ate storage 214, output buffers 216, input buffers 218, an internal
vol at i9l eq?em)ry 220, an arithnetic logic unit (ALU 222, a data encryption

standard 15 ( RgireQNilistraéd a sAnplied AaRtiSUBREk (fEant/6¥ d crptbgrapghi¢ andom nunber
generator (RNG unit 228, a secure hash algorithm (SHA) unit 230, an

advanced Deorsssppwithin astrustesamebile spgputing devico.FEcrdiedn orsrabretrpemof i t hnet i ¢
unit 234, TS, iRt R IABNE M loOk R lctatiRl bidcR ladfiRs oforddumber of
I ona u | ere

di ff er entYune unirt's=(rnc I'ng a nunber o nt cryptographic
uni ts) (tenstbodiniénPdPthe chptdgEPhicprace®®d]126.he MD unit 226, the RNG unit 228, 20

the SHA unit 0, the AES unit 2 and .th onept | ari. IC unit 234).
Whi | et he micr awtﬁﬁvrggﬁso@% %ﬁgﬁﬁ?gmﬂu?&ﬁggb%@ﬁé%@o&, in one
enbodi MerdequehBEbiltfes R04,AtRntFEIER 256, 24iciosode mencty@aDya pareDflag thédiddy. The

vol atil e meno 220 may be any of a_nunber of

iger nal ' r different types of
ati| e 2Rl 2 egobregistis ﬁ?tgﬁi," CopieH K@E@S‘gaﬁ*@h’iﬁ'wteﬁé&@) Status o
Synchr onQusiER35] iteRAMiaté StofagR RN outpti Yiitterd 338; RiptiY¥dffedd £18) an Ridtnal AS Shown,

t he intern%F vol a’tlfee menory 220 ’.sto.res a key cache 221, a root encryption
key 241 awolhtide memotys}2024rbarithmeticdegic unit (LUPZ2L, adgtasneyption siapdardr  of

di fferent te keys i t | ke
encrylgte i AP%E%&%’%Q3&"%%%%@@3@&?%?%@% | oﬁ%ﬁégg‘i&%ﬁ( enbo ?"Jr’rent yof
t he key msheseﬁﬁr]z hiash zﬁg@zﬁhl migSHA) nnitm38(e aﬁled\a'géedtmbgpﬁibmstmmra%d(mﬂi) cngit:c/vic th
Figure 3...30 e patch. 1l ag nmenor, ma e an . a nunber_ o i fferent
ty;g)es of 2&3@3 P EXPORPRLL ' e‘i’r‘é‘l’ﬁiﬁ:’és Jrhgiagtﬂa ‘ﬁgp%?éﬁﬁHﬁPWfﬁﬁﬁ%{zl%mry ( RAM)
(e.9.. SyRaiM&AMMbe YT EntRMOSPBAM (ndRRAM  RERbesORANterat C. ), etc. As
further described below the gatch fla mem)rK{DZ81 may store patch flags

t hat cor ressesiephiounitsy theALUj232;the DES unit 224, the unit 226, the RNG unit 228,
20 the SHA unit 230, the AES unit 232 and the exponential arithmetic unit 234).

While the microcode memory 240 may be different types of memories, in one
embodiment, the microcode memory 240 is a read only memory (ROM). The internal
c volatile memory 220 may be any of a number of different types of volatile writeable

memories, such as Random Access Memory (RAM) (e.g., Synchronous Dynamic RAM

25 (SDRAM), DRAM, DDR-SDRAM, etc.), etc. As shown, the internal volatile memory
220 stores a key cache 221, a root encryption key 241 and a counter 215. The key cache
221 may store a number of different protected keys, which may be data encryption keys
and/or key encryption keys (used to encrypt data encryption keys). One embodiment of
the key cache 221 is described in more detail below in conjunction with Figure 3.

30 The patch flag memory 281 may be any of a number of different types of volatile
writeable memories, such as Random Access Memory (RAM) (e.g., Synchronous
Dynamic RAM (SDRAM), DRAM, DDR-SDRAM, etc.), etc. As further described

below, the patch flag memory 281 may store patch flags that correspond to segments in
7



WO 2005/ 060151 PCT/1JS2004/ 041909 the m crocode nenory 240. A given patch
flag is indicative as to whether a given segnent of the m crocode nenory
240 has been patched. A nore detail ed description of the use of the patch
flags are ogeGbiskesisi n nore detail bel ow. The DVA i nt er fRe@usibedosfoosoupl ed
to receive and transmt data into and out from 5 the cryptographic
processor 126. The DVA interface 202 is coupled to the instruction sequence
buffer 20 : [ i ’ PCRs 210, the
stat us réﬁi@%@?@%@dng@oﬁ%? %%%P?@Eés%%atgﬁgﬁ mhﬁ%& uffers 218. The
i nst ruct i segmsetpfércmichcofiememory 240dae bequrpatehed. vA mongdetaitedi dgsariptienef ved from
the appljcati essar. 1 . troldl 06 may retrieve a given

pri rﬁtive{hlcrllls &l}lclﬁoéag%hﬁalgga’f'er(%’%r%%g%llﬁlg{krdl’f%ﬂlb%!lo‘%equence buffer 204 and
retrieve the aFlseddMa iatkriate202de danpledstd teceivie and ginsitaiatd ined andoudfroe nmenory

240. These m crocode instructjons .1nclude a series of, gperations to be
per f orgquwcwwap E’HE?WOBE%%%%S@\)@@B‘? B0 Eﬁdtoél;ﬁalﬂﬁﬁjéf‘o%ne

i nstruct i QRUERRY bEer04 ! thE cortrdl FeRlste? set208, the cortéxt biBM@e/RTRAPIO MRS Siftusiat a
encryption key fromthe volatile nenory 0. Adifferent instruction may

120.

cause t heregistesndiiZy Bie outpublydlers korand e inputhuifers@)8.t o one of the functional
units for decrpt;i . | St ' : : Qﬁ%dyfp&ﬁ dat a
encryption key olhﬂlgmtlbﬁg%gﬁﬁc%g %ojog%%%r‘bgggﬁ}’ ung{nlgk(;erﬁa unit ?13 perform
a crypt ogapphibationppeessor 106. ThHeeootwoljpn 206 meyrdttiévs agivangsimifive imstruationde
L R b BB i S R B B L A gt e (Lo he
ﬁéscr i gt itihetru&ien(@); ﬂ&u(tﬂciib mlﬁ_fcgﬂét meﬁlofysztmetrhé@rmibrhobe%mmu}ﬁﬁenﬁhws uni t t zggomay

used to generafe and vali e c raphi c hashes., e upi may
perform g‘ﬂeﬁﬁ"é’reép ORpEationsp érogg?dg‘g’lﬂﬁg Bﬁ%‘é\%@@“bﬂmg‘l‘%‘?’%ﬁgm

exponent i @laniyid, b RbtnictiB hay 28dke MYcoRBollk: 206 iPreRRYé A SRcRRA&] @iat | on of a
nunmber of different arithnetic operations. For exanple,” the exponenti al

ar i t hnet i encryption keufrempheseolatie memaryt B20p & disferent instrussioprmay causeditcr ypt i on and
decrypiio MolpY Jf | | f | ' ent types
of ety plrsSR0R f iRt hfsel Wororfhe BhAANRSS FbEeifly, MR 2L ) VPT
i |1 ust r at mstridtion etap caesa theadeceyptet iatencryptior kex3d beraynspettddoto an diffetertar

exponenti ation,. nodul ar, reductjon,. nmultiplicatiop, addifion, subtraction,
etc. The AE 174} ‘l““ggfe‘ﬁw ?)%WP'&?SWPB‘%BFFB@ n. ecﬂ‘”ﬂ“&&%’?ﬁtﬁ‘ts?ff@f ng _encryptions
30 (symreidrécod@nyiiittions fihy bd stre@hfio WY dutp® Bufféty 2 P& rTHer diven@oyhe i on based on
a variable number of rounds that is dependent on the encryption key |ength.

For exanpfréptogeehie Rocessont2o)mpy & sefFievadals out th sose det epcripfion- bi t and
256- by . §Matn bepdtiohs IsRetlBrth ddoRnd 14 8
The SHA unit 230 may be used to generate and validate cryptographic hashes. The
SHA unit 230 may perform SHA-1 operations, and HMAC calculations based on SHA.

C " The exponential arithmetic unit 234 may be used to perform acceleration of a number of

different arithmetic operations. For example, the exponential arithmetic unit 234 may be
25  used to perform for asymmetric encryption and decryption, signing, verification of a
signature, etc. for different types of encryption standards (such as the Rivest, Shaman and
Adelman (RSA)). To illustrate, the exponential arithmetic unit 234 may perform modular
exponentiation, modular reduction, multiplication, addition, subtraction, etc.
The AES unit 232 may perform a number of different types of encryptions
30 (symmetric, asymmetric). The AES unit 232 may perform encryption based on a variable
number of rounds that is dependent on the encryption key length. For example, AES unit
232 may support key lengths of 128-bit, 192-bit and 256-bit, that result in 10, 12 and 14



WO 2005/ 060151 PCT/ OS2004/ 041909 rounds, respectively. The AES unit 232 may
be used to encrypt data encryption keys with a different key, ternmed a key
encryption key. Such an operation enables the secure storage of the data

encryption Jwgwusosloboike key cache 221 of the volatile /ﬂszgtﬁ 419%§ e
cryptographi c processor 126 may be 5 configured with a hierarc

encryption keys. For exanple, the AES unit 232 may encrypt data encryption

keys with, Xs ?&&nééﬁ%lk'o%hgm B4k ?b\:“ﬁ éed ytg ) fpﬁ\yﬂﬁ?alrgeh@?ﬁﬁﬁon ftgﬁ (ﬁlyp ted

encryptlon hé root encrypt
form theadd&tmtm}cteylpedmke)kwsymndkc)he key encryption keys may be stored in

a nenory (suc t he voI 20)
external to tk“cﬁr"‘?r??%%?%{b%.aéiegﬁﬁégsggg%?tg‘%ge fjﬂgd%@n&@ﬁe s%‘gﬁl@%i&,ylt he root
encrypt i otacke2 Péflthé solaile nexpop 220, emeettnﬁdgraphi@rbdsessordwmaygieaphl C processor
126. The DES unit 224 na forma nb of d fer of encryption
and decr %;gBY? %?&%B?QE'CQW%E%WH e’%ﬁ#ﬂﬂ%%ﬁ MaY deci pher 64
bi t bl ockgndpypt d&k%ac Ckeg@wﬁh@gy &ic}yﬂﬁeakeylshq*hé@asmrﬁt 22GndfEencapner at e

hashes (nmessage di gests) based on "a nunber of different Standards. For
exanpl e, the&exEnagyptionkeps mthgémrea@rﬁstlonﬂw RéL Whiledn gmenvrypted flomnghe et ¢ The

MD unit 2 nerate a
128-bit dlgagaéwﬁﬁ%eanﬁ % §§3 gn%@ 6(;1}1 58 p %?tjr?% eyetﬁlJl %Kh@ggss%ge

Aut hent i cadlatila niéochey (}d}/ﬂa@)nonpdataib nenory 1209 extbitdaltd 2hereryptographic pracessanber  of
di fferent i hneti c an lcal o for trust and encryption
oper aﬁ? ISR S lﬂﬁ’ O%_eﬂcﬁ% %a%%y%gzﬂ%’b"? ?’ﬁ?ﬁ??ﬁy EOJE? raction,

mul tipli C&fypt@g];apﬁtb‘!st(fcbﬁap 145.t al i gnrrent s, shift operat i ons, different

|@I cal functions ésuch as AND, OR, XOR etc.), etc. The RNG unit 228 may

form di ff erBitD lf? pait %ﬂrm?&aﬁ&mw ofeddiffersnt types of eRuIyPiB a8 t 228 may
use a Li ngag gg alﬁafeffhe | §i€124 lgﬁ& Eﬂ&ﬁ@érgﬁe?sab%lo%ﬁgupnce of
Addi t1 ona y

random bi t's. Y, output o be passed t hrough
t he SHA udata basgdor o p4-hitdey.i 'Bh@.MD mmﬂﬁmenﬁh@mm(mbssaygdlg«tsm) set 208 nmay

st or e, dat ph SS 126. Accordingly,

corrpo%ggntgasgiﬁ ‘Q‘Pg‘%%f‘ﬁ“%‘l?gaﬁ@&agﬁ se ngges@fﬁ'f‘f ZW gsefl%rPg data into
t he cont rhdshés&gsaltcmrMDGﬂ MD3, erel ThediD mlcm&may reaéide @ﬁi&fsdagblbm:k en of the 30
cryptogra roc 126. e cqntext st y store context
and conf B ﬁa%‘f%enfe&t%%%%g {r?‘h]ﬁ) |’F§’ %FhEﬁ%“ﬁ t’d@_ice 100.
For eanpH&hMéb@age%ﬂh@%fbatﬁin%&Eﬁmo%@ﬁtlﬂﬁy store a cryptographic hash

froma trust operation related to authentication of different applications

executing on tHe AldRP2 mey eerfombe ausker of differemtagithmetic and logical operations
20  for trust and encryption operations. For example, the ALU 222 may perform addition,

subtraction, multiplication, division, bit alignments, shift operations, different logical
functions (such as AND, OR, XOR, etc.), etc,
c The RNG unit 228 may perform different types of random number generation.
The RNG unit 228 may use a Linear Feedback Shift Register (LFSR) to generate a
25  sequence of random bits. Additionally, the output of the LFSRs may be passed through
. the SHA unit 230 for additional randomness.

The control register set 208 may store data used to control the cryptographic
processor 126. Accordingly, components external to the cryptographic processor 126 may
store data into the control register set 208 related to control and configuration of the

30  cryptographic processor 126. The context storage/PCRs 210 may store context and
configuration data related to the trusted mobile computing device 100. For example, the
context storage/PCRs 210 rﬂay store a cryptographic hash from a trust operation related to

authentication of different applications executing on the application processor 106. The
9



9 WD 2005/060151 PCT/ US20041041909 status registers 212 may be used to used
to store status regarding given operations within the cryptographic
processor 126, status of the different functional units, etc. The

I nt er medi atwob@lesier 214 may be used to store internedi agErmLesldiios hat may
be output from one functional unit that is to be inputted into a different
functi onal unit 5 The input buffers 218 may store data for which a given

oper ati ong ste?§ PBOmay E&ﬁseam@h@o stbrle staflfs r@%agdlﬁg Biveh b?@r&tﬁdﬁ@ with ruction a
cryptograp |c ash is to performed across the code of an application,

the code fhe csmm@aphmrocqsm lﬂﬁﬁéﬁuﬂﬁfﬁh@ﬁe@&@mﬁ@n&ﬂﬁm etg. hBaecr ypt ogr aphi ¢
| nb f
processor ;146 Qfé sfb‘?{'ﬁ% ﬁﬁ% s dto éi:l%?cfcfn&e?ﬁ@&lafé%stuﬁf {hﬁ# Ugbﬁ}&itg&dﬁ’r' er o

different cryp ograp C erent vol at
Addi t i onabhe/funttivaalamyithatds myieiinputied crds 8 diffeidd6 fumatiormd nhibr m a nunber  of

di fferent operati.ons erepn th mediate .results, are ure. As

further descri B byters maggﬁ)[rerg éqr“%ffg‘arﬁvenc 1(9P1§Wé‘°"~e‘fations of
these di f fer xainplelifér apgieén pHihitiSe ﬁl@ﬁludﬂi%hacfylpwgraﬁhhﬂidgh b \be perforiedW | | be
descri bed, the cryptographic processor 126 allows for secure operations 15

by provi daﬁgssabmds of gn mpﬁmp ﬁ?é@qlq ig gtoged intp dhegpputhuflerlBher ei n. The
atomcity of Q{o@vgx ﬂﬁgr&p?oﬁ@ﬁ %b?*iz& BRiudeda AR ABRAGME LR t herein
an I'S t'hus per (6]

may not be preenp rmed to conpletion. Integrity of
oper at i onéin¢ludigh numuersxfdiffdrmvwmrapbmypﬂ@gméﬁfﬁhtemWolaalpssmraw6 provi des

for o Clt te S I oqraphlc

proce Aﬁ% éB’v Qgﬁ)’i{%ag)h% rrggeg%()%lg@gﬁga?&@an r&feéogg nput' ng devi ce 100
% for cr epdrativds, Wighein tHeditetmeiéateireslis asesevurec As fitiedn deseribedlsetowyetle i ncl ude
ecure stora trusted execution ac Ier il on of secure or ted
comuni caP‘?"tS‘%’ﬁe 1200 I8 G0 e%“éﬁ@“ﬁ? ,edgt{f ent-fijaetiongl s andy 2tﬁ%’ﬁ)ocessor
126 may OpRfHeBvden. POt h a non-protected node and a protected node. In a
non- prot ected node, the cryptographi c processor 126 operate as 25 a

non- secur e har Aseilbbedeseritedathe eryp PJPRErson 12t %ymcur@wpemmnSexanm e,
t he Crl%’ pt 99%1%%'1@ a‘?&ﬂf& %&oﬁﬂ@g{lﬁcat e féﬁoﬁ’s tﬁ&gﬁesfhetaﬁ)niﬁg%& m a bul k

encrypti on” operati on ran executing on the application
pr ocessor ofd@ions is defipeciuel thatlamurgpingtdperation thetegymayp hotbepremngaaiand 196 nmay

perform a nunb di fferent c 0 . nore detail ed
descri ptlBJHSB? é& @%ﬂ%‘oﬁ%e L{y% efag{rppﬁlsglgfg?/é Eﬂﬁt re 3 illustrates
one enboderypiographic processor 126 providisir epacitgof the MterépiatodatdtidGesulis. OTIRS SOr
V\nthlnatrusted Jmobile ¢ evi ce, .accor to one, enpodi nent of the

uting
i nvent i onCTYPQSI3RYIE PEQSFSSPT &g) Ei‘?eéa% F eog of thtl:@gteg %élﬁﬁ%PWE‘rgt egice 00 entry in

the key CRfbRating higher-level security services. Such services may include secure storage,

trusted execution acceleration of secure or encrypted communication, random number
generation, etc.
C The cryptographic processor 126 may operate in both a non-protected mode and a

protected mode. In a non-protected mode, the cryptographic processor 126 may operate as

25 anon-secure hardware accelerator for encryption and decryption. For example, the
cryptographic processor 126 may receive a request to perform a bulk encryption operation
for an application executing on the application processor 106. In a protected mode, the
cryptographic processor 126 may perform a number of different secure atomic operations.
A more detailed description of these operations is set forth below.

30 Figure 3 illusirates one embodiment of an entry in a key cache in a cryptographic
processor within a trusted mobile computing device, according to one embodiment of the
invention. In particular, Figure 3 illustrates one embodiment of an entry in the key cache

221 of the volatile memory 220. The key cache 221 may include one to a number of
10



221 of the volatile menory 220. The key cache 221 may include one to a
nunber of 10 WD 2005/ 060151 PCTI US2004/ 041909 entries that include a
protected cryptographic key 312 and a header 300. The header provides a
nunber of qwgg sRbdisi dentifications as well as restrictigfis,Qhhdol sage of
the key. ﬁf t he header 300 includes an |dent|f|cat|5% g@&ﬁmﬁ
protection |dent|f|cat|on 5 304 and anunber of flags 306. The nunber of

303005 el 408 SRR RSP 580, Rl 1 e o0

cryptogr anhmded@gurﬂiei of Eﬁlﬁkmlt identifevatiorisian mtellaa adstrwnonsoranhel hsage bf\'fhe controller
206 int e crypt ographi c processor 126 nay use the identification 302 to
access th&protected qryptographic key 312. The protection identification

304 may be an A slhbﬁrﬁutﬁehéédeyadﬂﬁﬁclﬁ@estahadentlﬁeﬂiohf302Sa prorci@yidenidicytign on key
used to encrypt s protected crypt ogrﬁa hi c _key 312. If the prot ected

crypt ogr apff and wé\yﬂéglzofl%aga Ot Bheaivenbshe SQ%IHCEIH@aa%mt 0§ and a
| dentifi 8 g@&gé% nmé ntifdRidncHOR nh 'b%%' gmaﬁlﬁﬁerfe%kﬁfthéth&nﬁﬁys gaCryption

keys. If t r ot ecte crypt ogr aphi IS a encryption key, the
prot ect i oproted@dmryptogmphmdcesem ﬁbg/dlffaenmmnmal wits m}quoxi thecentsoller206 15 The
unit typ entif.ies one naI uni

crypt ograﬁﬁg ¢ q8%r831§1‘6pr°fﬁsé°§% m%‘?eglceclggglﬁtcﬁ pjo %8‘%°88“§?E}‘8P"8§r aphi ¢ key
312. Ag ccr[ypkbgtgpm(t; keyf 3 lat E]’h{erprdteotmn |1<Emtlﬁcart]bn 304 mayl be tsn hllphzlngmm:: atluen of

m crocode i n CIOS a o have .a functional unit access a
g1 ventir oBURIES (BREY FREBHRIIONKEY WPl 0 FREMD RS otevtet SBRPFTIONS K8y o uni ¢
type 308, Iftﬂkeqara@&e@ btogfPhic Ry amlshmta%m%@a{@@hthe phiteRasor 126 20 may

%gur n an error to the application reg)gestl such execut i on.

eusaget iggridication Wénmyfbeetbe m@hﬁﬁah% ong plcthe key awsaiption keys: Atthe nay be
perfor rred perations
may i ncl e&g@gﬁ&ﬂ ﬁ%ﬁ% fg g%jlsgar tl{egktﬁ ]i%(%%tl den?ﬁg{&ﬁ%gélo‘f()Al K)

operat i onmayb&thermeﬁ'omﬂtoadceaﬁdl QNogr aph| c Operations A nore detailed

descrjption of tru r. e v descri bed.

Figure® 4 ill usWé‘Péiypﬁ@S H%ng?'g (e?ﬁg h‘f)]égl‘ F'@)‘H@ o interfacing with

a  Crypt ogyptofraphi@proces6GoI26 thet Giydicdgs the peoiected depsiograptic Réy 312¢ i nvention. In

particul % (E%g 4.i|lustrates a flow diagram 400 for the gperations of a
feof erlg

driver (f SRS ARsErueiEPn faEies §l§cﬁenqr2%9n A eierpePfyingirpctiors thap . c ation
pr 0cessor a1kt foavé NRCHal it Yeckd at%?fen 6%&&@%2?@%{' grle 'k8y §F5@At 1}EI

bl ock 402, a security service request for a tr cryptograp
operatio nldelylﬁed by the unit type 308, the access is denied and the cryptographic processor 126

c

20  may return an etror to the application requesting such execution. The usage type 310
identifies one or more types of operation that may be performed using the protected
cryptographic key 312. The type of operations may include signing, encrypted storage,

C Attestation Identity Key (AIK) operations, etc.

25 Trusted and Cryptographic Operations
A more detailed description of trusted and cryptographic operations is now

described. Figure 4 illustrates a flow diagram for the operations for interfacing with a
cryptographic processor, according to one embodiment of the invention. In particular,
Figure 4 illustrates a flow diagram 400 for the operations of a driver (for the cryptographic
30  processor 126) executing on the application processor 106 for interfacing with the
cryptographic processor 126.
In block 402, a security service request for a trusted or cryptographic operation is

received. With reference to the embodiment of Figure 1, a driver executing on the
11



received. Wth reference to the enbodi ment of Figure 1, a driver executing
on the I I WD 2005/ 060151 PCT/ US2004 /041909 application processor 106
receives the security service request for a trusted or cryptographic
operation. weho@%eéi®l € this driver nmay receive this seGgynighoRiibhse
request fromthe operating systemor other applications executing on the
application processor 106. The security service request may be a trust
oper ati on, é;gﬁéatﬁﬂb{:ﬂac%sbf:?éd 13Lei s the RBRILY §&§1b9quug@fdivﬁﬁﬁted(wnf i guration

I nformat i etc he security service request  may be for a cryptographic
oper at i oncrypiographie opexatifing & or Reampie s drives may eeveive this sesurityeservios teanest et c. ) .
Control c I ve
i nstruct |%6r}h|&}{s% g’grrﬁ@r‘%%'es%%}g &ﬁer ah %gg%géé%ﬁp%%ser fé%a?rﬁg gJecg{Eb;Wt h

refer encel(l60 Tmbeeoanbosihnmﬁeqnﬁst iy be ®£trdst opéretmi;rﬁor/aarthélmlr:atiﬂgeanlo cr ypt ogr aphi c
proces s at st rimti nstruction based

Decur 1y wbicrEs g congraunitpration b« te bib st teriqiade

i ncl ude ofdea bpdgraphitPEraibn (uéH &' HREHIng k&ﬁg@ﬁfa@ibhleﬁc@lﬁﬁb@tdb&@ptloxﬁccor dl ngly,
the driver may generate prinmtive instructions for t di f f er ent

oper at i on&¢c.)- Céﬁ’ﬁ%%?o@’@ﬁ?ﬁ%ﬁ@kép 4.pl ock 406. In block 406, the primitive

I nstructi on(s) §idek 4024 %e I@a.litto%? phﬁntid%‘?ns%&mnqgg&{épdté‘d Qée@é:?ﬁﬁ%é&h Wth
reference to tﬂe enbodi men Figure 1, river for the cryptiographic

pr ocessorsetvi® requests MVitk referengerto hetimbediment oflguro (& aneltfhethcr ypt ogr aphi ¢

procegsor The driver ke S h,t DNA | ogi c
oa. Bt FOROiraRmy Frobeedt 2o R Red st SR BRR BArleop B bR e
pri hm ti ¥&sebﬂ&9 Beroice ﬁaqﬁss)tnb'}?gr d‘xﬁﬁlpley’?ld séoufity S“eh@ceﬂﬁqmtyrﬂﬁy)ﬂlbhlﬂb ﬁﬁe fPraocessor .
reference t he enbodi of , Fig |c processor
t  andHPRRe" of QfessRt gRto TR PPTRtions oA repudiglce s AL TR he | ver
f or the ;s‘rfmﬁﬁwﬁmwﬁbﬁs 1ok EHeaR ferentlopbratittsO CBhtrbNBneiicR Wt bIBeK 46, s 216 (using
the DMA interface C 6%- For exanple, if the primtive instruction relates

to a trust opénblmbﬂoﬁ, epramtlwemsrreﬁlop@harsmasr@ﬁ%wthppwptpstapbw the result
may bgs a Cﬁ? Ok nma'rUﬁreneéitocae Feﬁso@eﬁt%nv e \Glvel REF %ﬁg@:ﬁ@ IS

aut hent i n anot her exa the prim’tive instruc a request
for a de(prngsaooh%)pmsanusdw prtn‘mavc 'nlstmatlon(aytobhe aypogtaphin pravesser 126li cati ve as

Such decr gk R e KR raRmaRTRIbRRuLS PIUBTCES I Bl PRuc 25111 oront

exanpl e, blécki408. pri m t | ve instruction is a request for a random nunber, the
result may in The 30 ogperatjons of theflowdlagram

i@ﬁd e rang%g] nunper. .
400 are conpl &g Bloc R &Y 04 theum| é‘é"c‘P?tBFP@F(S)dﬁ recgived freedbei ng of a
Pri m#g Verypissraphid proestdr. tieh reference to the embodiment of Figure 1, the cryptographic

processor 126 transmits a result of the primitive instruction(s) back to the driver for the

cryptographic processor 126 through the output buffers 216 (using the DMA interface
C 202). For example, if the primitive instruction relates to a trust operation for
authentication of a given application, the result may be a Boolean value indicative as to
25  whether the application is authenticate. In another example, if the primitive instruction is
arequest for a decryption operation, the result may be a Boolean value indicative as to
whether the decryption operation is successful and where the results of such decryption is
stored or the results of such decryption. In a different example, if the primitive instruction
is a request for a random number, the result may include the random number. The
30 operations of the flow diagram 400 are complete.
A more detailed description of the processing of a primitive instruction by the
cryptographic processor 126 is now described. Figure 5 illustrates a flow diagram for

initialization of a cryptographic processor, according to one embodiment of the invention.
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cryptographi c processor 126 is now described. Figure 5 illustrates a flow
diagramfor initialization of a cryptographic processor, according to one
enbodi nent of the invention. 12 WD 2005/ 060151 PCTI US2004/ 041909 r In
particul ar, wphRo@hesdpodi ment, the flow diagram 500 ill “%cﬁ%ﬁﬁmﬁoﬂ%@
operations to be perfornmed prior to execution of operations wthin the
crypt ographi c processor 126. After successful execution of the operations

f the fl ' 00y 1. 4 ' k.S Wit hi
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enbodi nent of Figure 2, .the contrall 206 perfar this verification. Such
verifi catﬁuB??ssrfﬁlfg‘Fﬂ'&OB(?gﬂ’iO?Eﬁan@ss og]theelio%g%g?@ {Oﬁ’{ﬂgéﬂﬁm&% 228 for
random nuiFb@kser 1768 vt b @udted sta06 may verify that the different random
nunbers output there fromare different and are of random val ues using, 10

for exanple, t1%§¥°§k§%d’ﬁfiﬁ@¥§ioﬁiwmt?&ﬂ?ﬁ%ﬁha?@ﬁm%.zzgaéntroI conti nues
at D ock genbiting %}ogérqmoﬁ%maéﬁsr Wit AlrrOfbets HRY{bRAHRG bOFIgRRY! fet hat the
counter i% in roper state. The counter may be a nonotonic counter that is
a sof t wareentrelldn 206 penfeemsdhis verification. Such werification oay yncbids acseriescafi on, f or

exanpl e up. Th Q r e_used in.,trapsacti ons | ) entication
o ot beol S8 RN E b e RE RS spllobls” THe Gorofe A tpdvyfy UL AET
r ef e][ enCEdiffa:eﬁt]ttEn@E]fbﬁlﬂhmméutp.fzt tlﬁircgﬂ?]maee (lliffbﬁn?ﬂﬂtaﬁ@bﬂﬁﬁdoaﬂﬁazlmru‘singﬁﬁ this .
verifjcatjon o t he coypte . The val ye of the counter 21 y be store
in anl®n ’;'lﬁftagﬂ’lesfe&tsép?‘ilﬁ‘?éi 1{'91'“17 %ﬁgel“chfﬂ’(/‘BP IICSS. ?ﬂﬂ"@cﬁq’é‘?e%g}ogﬁore, such
verificat4yg@n may include reading an encrypted state file fromthe

hvol atile menory 116 to ensure this value of the counter 20 215 has not
b&n decr enentledlogk §04rverificationis necforned i engirethatithe couiter iy W aprops t he count er
215 is no todl £ S ] I 1 | ock 506,
veri {1 catish T ullBhftey LERRB0CHE cbiterif MR ol s Pl
gener at i n@ugis apenly orsdirdction, \fért dxampleaipeTirecouotet inay derbsedi imtratsactionsiagdir e 2, t he
contr 4 | er t%06. gerfor{’rs lt his verification. lSugh verifi Cﬁ'te{lon .0 ncl ude
execuly orf BFOERTCAEGMRTPLOSE]S £} S METRAEPYATE FRIAYFS PEPEHMAT R PBHa thi t s and
verifi catrefefeneé tdth@elﬁbédiﬁh&nt@&’F%ﬂ?&E, tiRRNAbI@ 1206 poPbrnBtREREsficatibeoLont r ol | er
206 may instruct the DES unit 224 to performa _series of encryption on
di f f er entthejeguater 2k Elntalus af dhe coupferdls mabe storsd inan susyptedstatetie igni t 224 to
decryptthensn iRk mdiiory 198! TRl Blo, 808 vBRMcdiB ayGholldbreliitd £72 L0 compar e

the data prior to these“operations ' wth data s equent uch operations.
O her t yEssrypted state file from the nonvolatile memory 116 to ensure this value of the counter

20 215 has not been decremented and an arithmetic check to ensure this value of the counter
215 is not at its upper range. Control continues at block 506.
In block 506, verification is performed to ensure that the functional units are
c generating proper results, With reference to the embodiment of Figure 2, the controller
206 performs this verification. Such verification may include execution of different
25  operations in the different functional units and verification of the output of such
operations. For example, the controller 206 may instruct the DES unit 224 to perform a
series of encryptions on different data. The controller 206 may then instruction the DES
unit 224 to decrypt these data. The controller 206 may instruct the ALU 222 to compare
the data prior to these operations with data subsequent to such operations. Other types of
30 verifications of the functional units may be performed. For example, a functional unit
may receive a standard test input and the output there from may be compared to publicly

published values from a given standard, such as a Federal Information Processing
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30 verifications of the functional units may be perforned. For exanple, a
functional unit nay receive a standard test input and the output there from
may be conpared to publicly published values froma given standard, such as
a Federal |\Wbasd¥Rkd1en Processing 13 WO 2005/ 060151 PCT/ YA0046RA1R69
Standard (FIPS) set forth by the National Institute of Standards and

Technol ogy (NEST). Control continues at block 508. In block 508,
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such a_trus £ at.i ratlon etc. Wth reference to
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struct| ninto th ction nge buf 04. Additionally, the
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pri m ti vepjoasksrueh 'réUéwfeQﬁ pAMHE RekruefionSGR tHeBivertfof th@%?ypt&%'ﬁeﬂhld' eference to

the enbodi nent of Figure 2, the cryptographic processor recei ves the

associ at eBrogesser 12A (exgepingon thepmpliFation/raseesopbib)i As described showe, sueh fer s 218.

For e | O operatlon to

aut heﬁ gt elt{é’% I%asgﬁ‘f@?:lg?}a b or'déﬁ%ré#ﬁ%degﬂgsfegyf egbﬁésrgtz%ntg’m h% ?ﬁ[mt application

pr ocessor ofsddion; ary;biegmpdac opezatianpett hWithppferanae todhe gmlmhmsntrof Fifire 2,hthe

associ at ed 5 ta is the code far the.applicat etri,eved from

e nonvorpoBEORE Bisefsth 2658 ves MapiSird Barielon Mol the DRIA GhsiiF

pr ocessor 202ndRtyestaciingtiuction &6 teRhstidtich seljtvate bidffezQ04. dential or needed to

be protected frﬁgl)m nodi fj cati on. Accordi ngl such , operations can be used by

the trusted nobididonalipsihe Frafgtoa@phle@r%em QIpat reeaive 4ss%atﬁ¢64ﬁ fosdheng

(r:rg(rjr;:) f %(‘fﬁgﬁ‘imiﬁv@ﬂﬁ&u&bbn%ﬂ’heﬁun%%f §Rh iRBEctRins URAR rOferehBEtolthiiShbshimeR | ©

of Figure 2, the cryptographic processor 126 receives the associated data through the

DMA interface 202 into the input buffers 218. For example, if the primitive instructions
c relates to a trust operation to authenticate an application (e.g., the operating system for the
application processor 106) to be executed in the application processor 106, the associated
25  data is the code for the application that is retrieved from the nonvolatile memory 116.

To further illustrate, the cryptographic processor 126 may be used to encrypt data
that is confidential or needed to be protected from modification. Accordingly, such
operations can be used by the trusted mobile computing device 100 to protect files from
being modified or viewed by other applications or uses of the trusted mobile computing

30  device 100. Moreover, the cryptographic processor 126 may be used in a trusted mobile
computing device 100 that is part of the Digital Rights movement to protect content and
digital rights (permissions) objects. Therefore, the cryptographic processor 126 may be
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30 device 100. Moreover, the cryptographic processor 126 nmay be used in a
trusted nobile conputing device 100 that is part of the Digital Rights
novenent to protect content and digital rights (perm ssions) objects.
Therefore, WwHSofhydisLar aphi c processor 126 may be 14 V\D&Q@Eg

PCT/ US2004/ 041909 used to decrypt a Moving Picture Expert 3@3;‘)’%’%\]3‘56) Audi o
Layer 3 (MP3) file that has been digitally protected in accordance with the

Digital R : %ge . ' data for a
bul k dec %%F?%%%gr ai pﬁa@?%ﬁérxgﬁﬁ & %ﬁ%@f@@?@?gﬁvﬁ( | nﬁo%ll{tﬁgt trusted
mobi | e cohgsbeemd;jgitidlyi pretedt®dinf acoondance enihtthe DigitdERights njeweotentas a di f f er ent
nobi | e device, , server tc.)., The associ at at I ncl ude the data to be
decrypted al orf%n%elr ﬁx?ﬂaeﬂa%'\cpéaﬁ?&?ytlﬂ‘g‘f&l ‘f;’gi@éa%t“g%‘éﬁé?ﬁ?‘m&e ®ecryption
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instruction(s) for primtive 1nstruction are retrieved.
to the entmeditwent of Figure 2, the controller 206 retrieves the m crocode

I nstruction(s)wfor the primtive i,pS ti f . ) ode . ry 240.
A given pri mﬁe\féypltt?g? ue ﬁoééﬁgmnalgeir%glqucﬁiev%o eea{s? %Q_I%%G#%ggfq%fp di _éenr)e_nt

m cr ocodeindtouctios thisuphiapublic nberfaex afifht aonviolatildv@ernotynl 16i avid/or thetvblatilei on is to
aut hepnticate a pplication ased on conpari son of Si d credential of
the 2 i@&?‘?%’ﬁzﬁo&_ﬁmﬁ‘%f%@? ﬁpwideasrﬁaﬁ?‘?, cp ]ﬁ?‘?f1m88§)ﬂg’l?°hf%5§uct i ons may

i ncl ude an i nghbikic0s, thOmi@bdode HRtrhdiRnG) SR Ak MRS is@lictionaRM t he

r@vol atile rrerm\g?/ﬁblla Anot her m crocode instruction may include the

;

ri eval reievedh réfprenemtolths embagdimant ef Fignied, theicoatrollergP§ retriwes gt i s used
for 20 cr |C . a; DStivdi ] ' ' de a nove
operati on@%@ﬁ@%@%@??&@é ey mé %ﬁe &gﬁﬁﬁﬂrﬁlﬂiﬁé E@%&o\cﬁ%l i e Oégl gﬂ er ent
m cr ocodegiversgrimitivé mstructioninreytinelede ont liea Mkberoff tiffeddht tmicrpeodeor m t he
crypt pgr | c..has Anot her..m cr.ocode instructiQ C include a nove
operaffoﬁ‘%ﬁ) CHES- FOL BYXAMRSE: I{tﬁép'wm’:dl&%ﬁtfﬂnds a@‘ﬁheg’ﬁéat? ARRRISHOR cr edent | al
to the AlBdsePon advnhparidortlof 4 sigrRd crede@iadotHe applishtioiCh iaQpyptogtaphichdshict t he ALU
222 to 25 perform a conpari son ?f t hese two val ues. Anot her m crocode

i nst r uct i BRMiEYCds IRsEUEHRRNS maydraludegn sucontp sptristshe pigned sredenti) be st or ed
into the puh AdtnoRVIHEE te (Y@?'&Ebtﬁe?nﬂ&ﬁ@dlﬁ%%%ﬁmpﬁﬁﬁﬂﬁcﬁldéﬁﬁ appl i cation

processor 106). As described, a given primtive instruction may include a
seri es ofretrieval of anlencryptivnrkey: frionytbe nonyolatiltimeyhory 16 ¢hat istusedrfadi at e results for

a gi Wik pé’r&ﬁbérﬁﬁﬁc ﬁaﬁﬁt M%Ehiepr'ﬁic%c%de instruction may include a move operation of the

encryption key to the SHA unit 230, while a different microcode instruction may instruct

the SHA unit 230 to perform the cryptographic hash. Another microcode instruction may
C include a move operation of the result of the cryptographic hash and the signed credential
to the ALU 22, while a different microcode instruction may instruct the ALU 222 to
25  perform a comparison of these two values. Another microcode instruction may cause the
result of the comparison operation to be stored into the output buffers 216 (which is
transmitted back to the application processor 106).
As described, a given primitive instruction may include a series of microcode
instructions. Accordingly, the intermediate results for a given primitive instruction are
30 opaque to components that are external to the cryptographic processor 126. Returning to
the flow diagram 600, control continues at block 606.
In block 606, a determination is made as to whether sensitive operation(s) are

performed within the cryptographic processor based on the microcode instruction(s) for
15



30 opaque to conponents that are external to the cryptographic processor
126. Returning to the flow diagram 600, control continues at block 606. In
bl ock 606, a determination is nmade as to whet her sensitive operation(s) are
performed W Bdosnéeie cryptographi c processor based on t BeTRisSH26996
instruction(s) for 15 WD 2005/060151 PCTI US2004/ 041909 this primtive
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appl i cat i%ﬁs n@@é?t!oméﬁgm@dchgmw regard fa hedpstrictions of da mevement).r om  t he
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enbodi ments, ‘an_ l'i'cation that"w shes to | oad a cryptographic kéy into
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creat ed, duting bpdihg &eys, aml conyists of art HM AG:SHADsattulation using a password and two

random numbers, one random generated by the cryptographic processor 126 and the other

C generated by the application or user. The HMAC calculation may also include values from

the primitive instruction 502 or attributes of the key to be loaded.

25 In some embodiments, an application that wishes to load a cryptographic key into
one of the functional units of the cryptographic processor 126 for execution calculates the
HMAC using the password for the key. The application may have prior knowledge of the
password. For example, when the key was created, the application may set the password.
The application may provide the expected result of the HMAC calculation as a parameter

30  for the primitive instruction 502. The cryptographic processor 126 also generates the
HMAC calculation and compares its result to the expected result parameter on the

primitive instruction 502, If the two results match, then authentication is successful and
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The application may provide the expected result of the HVAC cal cul ation as a
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the cryptRedeadon 26 Rap pEFSAI sudl SecdBithidBgi®B biivate @flerfick fordRenddvoRRke dat a
novi ng restrictions. Such restrictions ensure that a rogue process cannot

surrept i tmesury 16 andfthanglatilsapemary J20. Fargraraplp.cissusa thetragrenerypted dgtat ogr aphi ¢
ProceRso reng&ﬁted §é’§:, Ry Hi@SIk Sofdd i B J@a)filé)lﬁemory 120, is to be used for a

cryptographic operation for a primitive instruction. The controller 206 may retrieve this

encrypted data encryption key through the private interface for the volatile memory 120.
Additionally, other examples of operations associated with the primitive instruction are

illustrated in the description for the block 604 (set forth above).

C

25 The controller 206 may move data among the different functional units. However,
the cryptographic processor 126 may be configured with one or more data moving
restrictions. Such restrictions ensure that a rogue process cannot surreptitiously read any
sensitive information out from the cryptographic processor 126. Such restrictions may bé
stored in the microcode memory 240. For example, one data restriction precludes data
30  stored in the key storage 220 from being written to the output buffers 216. Such a
restriction prevents an encryption key from being read out from the cryptographic

processor 126 in an unencrypted format.
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stored in the mcrocode nenory 240. For exanple, one data restriction
precludes data 30 stored in the key storage 220 frombeing witten to the
out put buffers 216. Such a restriction prevents an encryption key from
bei ng read Qtodsigafisi he cryptographic processor 126 in @(P”Hﬁg 4yﬁ%ed
format. 17 WO 2005/ 060151 PCT/ US2004/ 041909 Anot her exanple restriction may
preclude data stored in the input buffers 218 from being witten to the
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whet her additional mcrocode instructions are to be executed. Wth
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det erm nak&ﬁ&ingggggq?ﬁi?? Cn?mvé‘onhroh@onﬁﬁﬁl%sra%lba%lzim retrieves 10 one to a

nunber of mcr tI.OI’l_’S for a given primtive instruction fromthe
m cr ocode mendnpleek©12,Bhdstesmiragion isirads@nta whatlker addigontd mieratades whet her t hese

different. instruct]ons haeb&qﬂ t f.1 M ni,ng. t hat
addi t i onal™S%{ ?rbsc%%{eootl’enegf?uu%%i ons r%ﬁ&ttg%e&gfg%%gyﬁl% a2’ glleven primtive

i nstruct i edntrolté206 adakenthis deteemimtion| Aclestrited abavesthe icontiolttr ROérearidvesri cr ocode
instruction is executed. After deternini ng t hat, addi ti onal . 15_m crocode
i nst r it i oo @ numperofmycrgsodedpstiyctionsiigra given RrEpitie Ingirption framthection, the

m cr ocodengx&ol RSmehyeRd: UhefBSE Ahd ol 206 AehnihbowRtiR iesPafeRmeOr 126
s@zs ina trusted state. Cean-up operations include things such as

refovi ng insustiensdrave beamegeenied: sAftaridatermiaing that edditienal microense dppemetiansn,

e ot ; Zo . . th
ones. r esBtd SHARTEEL AL f chh Bl lolo MR S Eoncb ASRcR B o 56 %
oper at i onwherein andifferére nuicrokedesinstruetiomislegcoptad. After detérindning it additiaral cl ean- up

' finished, th ti f .the fl.aw di 00
compl H1 e, TEOUHBPTITGHLas Aot DS EReH Toigh YRS EBRINE HSBRGRe be used for a

nunber of mehdch@e SRbutks s184rLeh Spesationy R ASIre B cBypP fodéssMR6 stysisdich exanpl e
i nvol ves the wite access to the nonvolatile nenory 116. The nonvol atil e

nenory 116ustadystaiee Clapiupcaperations inplgdethingssegh ag rerapviedeeys fropl qyarte unitsor

exanpl e, 1h£1t &J?@us%h%i%igé ﬂn{g*}ﬁfﬁg%gb&w&tﬁg 'iiﬁé‘fﬁfeéiia@e]rgsuilt% irgi'[ngég{ggﬁiﬁtgabyt es, the

nonvol atile nmenory e eig one- nmegabyt e . The nunber of
di f f er ent stirhgeXld with/zenes/a ones, aesstting statedflags ilthectyptopoodessor taindicete ancess

ther oyp. The. 6l WA91APH foyPhRIBIEHer SARMEE AR ub BciRRG 1 00 OF the
finished, the operations of the flow diagram 600 are complete.
The operations of the flow diagrams 300 and 600 may be used for a number of
C different trusted and cryptographic operations. One such example involves the write
access to the nonvolatile memory 116. The nonvolatile memory 116 may be divided into
25  anumber of different blocks. For example, if the size of the nonvolatile memory 116 is
eight megabytes, the nonvolatile memory 116 may include eight one-megabyte blocks.
The number of different blocks may have an associated enable to control write access
thereto. The cryptographic processor 126 may allow for the assertion of the enable for a
given block after the data to be stored therein has been authenticated. Accordingly, the
30  driver for the cryptographic processor 126 receives a security service request for a write
access to a given block in the nonvolatile memory 116. The driver then generates a

primitive instruction that requests authentication of the data to be stored in the block. The

primitive instruction along with a signed credential and the data are transmitted to the
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gi ven bl ock after the data to be stored therein has been authenti cated.
Accordingly, the 30 driver for the cryptographic processor 126 receives a
security service request for a wite access to a given block in the
nonvol ati | Qyy8sRo¥01d1l6- The driver then generates a pripgrhicy 4}0%64 uction
that requests authentication of the data to be stored in the block. The
primtive instruction along with a signed credential and the data are
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t he execution of an operation In the ographic processor 126. 1In block
652, a prana¢ initiated, astyptograpbic dpsratien isinptmodified er tampened withfeomat i on in a

20 components external thereto.

A more detailed description of the execution of a cryptographic operation that
includes the use of a cryptographic key is now described. In particular, Figure 6B
C illustrates a flow diagram for execution of a cryptographic operation using a cryptographic
key within a cryptographic processor, according to one embodiment of the invention. The
25  flow diagram 650 illustrates validation and authentication operations for the cryptographic
key prior to its use in the execution of an operation in the cryptographic processor 126.

In block 652, a primitive instruction is received to perform an operation in a
cryptographic processor that includes the use of a cryptographic key. With reference to
the embodiment of Figure 2, the controller 206 may receive this primitive instruction. The

30 cryptographic key may be generated external to the cryptographic processor 126. Such a
cryptographic key may have already been loaded into a memory within the cryptographic
processor 126 prior to receipt of the primitive instruction. Alternatively, the cryptographic

key may be loaded into the cryptographic processor 126 in conjunction with the primitive
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cryptographi c processor that includes the use of a cryptographic key. Wth
reference to the enbodinent of Figure 2, the controller 206 may receive
this primtive instruction. The 30 cryptographic key may be generated

external towbNRGosiediBE 09r aphi ¢ processor 126. Such a cr YRb Q@80 fook €Y May
have al ready been | oaded into a nenory within the cryptographic processor

126 prior to receipt of the primtive instruction. Alternatively, the
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may generate a challenge that is output back to the application executing on the

application processor 106. The challenge may request a response from the application for
C a hash of the associated password. While the hash of the password may be a number of
different types, in one embodiment, the hash is based on an HMAC operation. Control
25  continues at block 658.

In block 658, a response to the challenge is received. With reference to the
embodiment of Figure 1, the application (requesting execution of the primitive instruction)
executing on the application processor 106 transmits the response back to the
cryptographic processor 126. The controller 206 receives the response to the challenge.

30 Control continues at block 660.

In block 660, a determination is made as to whether the response is correct. With

reference to the embodiment of Figure 2, the controller 206 instructs the SHA unit 230 to

generate the hash of the password. For example, the SHA unit 230 may generate the hash
20



enbodi ment of Figure 1, the application (requesting execution of the
primtive instruction) executing on the application processor 106 transmts
t he response back to the cryptographic processor 126. The controller 206
recei ves t hgongspense to the challenge. 30 Control contgdgHoddlosheoCck 660.
In block 660, a determ nation is made as to whether the response is correct.
Wth reference to the enbodi nent of Figure 2, the controller 206 instructs
the SHA uBistq érbh HRAGSPGARIE TR ohESRr Ob6 &g;einamw&w'i@ﬁ 18 &, the SHA
unit 230 may generate the hash 20 WO 2005/ 060151 PCTf US2004/ 041909 based on
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20  other types of challenge/response operations for authorization,

The microcode instructions stored in the microcode memory 240 may be patched
or updated. However, if the microcode memory 240 is a read only memory, the patch may
C be stored in the volatile memory 220 such that the instructions within the patch are used in
place of those in the microcode memory 240. In order to maintain the security and
25  trustworthy state for the cryptographic processor 126, such patches/updates may be
authenticated prior to installation. One embodiment for such an update to these microcode
instructions is now described. In particular, Figure 7 illustrates a flow diagram for
updating of microcode within a cryptographic processor, according to one embodiment of
the invention.
30 In block 702, trusted boot operations are initiated for the cryptographic processor.
With reference to the embodiment of Figure 1, the cryptographic processor 126 is booted
based on instructions stored in the trusted boot ROM 108. As part of the trusted boot

operations, the instructions in the microcode memory 240 may be patched (which is
21



aut henticated prior to installation. One enbodi nent for such an update to
these mcrocode instructions is now described. In particular, Figure 7

i 11 ustrat esyg hds@¥e19i agram for updating of mcrocode Wgdyiafosos 688 09r aphi c
processor, according to one enbodiment of the invention. 30 In block 702,
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cryptographic key for the patch. Therefore, the controller 206 may retrieve this hash and

the cryptographic key from the nonvolatile memory 116 and the volatile memory 120,
c respectively. The controller 206 may instruct the SHA unit 230 to generate a hash of the
cryptographic key. The controller 206 may then instruct the ALU 222 to compare this
25  hash result and the hash retrieved from the nonvolatile memory 116 to determine if these
two values are the same. If these two values are equal, the cryptographic key for the patch
is valid.
In block 710, after determining that the cryptographic key for the patch is not
valid, the patch, the cryptographic key and the signature for the patch are deleted. With
30 reference to the embodiment of Figure 2, the controller 206 deletes the patch, the
cryptographic key and the signature for the patch from the volatile memory 120.
Accordingly, the instructions within the patch will not be loaded into or executed by the

cryptographic processor 126. The operations of the flow diagram 700 are then complete.
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25 hash result and the hash retrieved fromthe nonvolatile nmenory 116 to
determne if these two values are the sane. If these two val ues are equal,
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Prop Y s gL A8 B e iyl Stemmtie P Bt eaetBied B A ST ne i gest
gener at edurbwmhﬂ't@%o vdRiet aré2Qual] thert the sipnBumabt@s pack issAliadland thegatch he
Q;Enature for the patch is valid and the patch is_a properly authorized

ch forlstalPEORS’Flyﬁt‘tB@q‘@ﬁli’P@ ﬁ?rdb%g%‘i"grﬂ?@c ProsessPpldl. 714, after deterni ning
that the si gn%y&km ah@?d&é}%%ﬁlg ﬁlat/ gna&tmppﬁtphfchtslaﬂa HOPatlRg entries
co . Wt

for the mcro that’ is patc erence to the 15
enbodi rrenﬂagsfancttagunmeeforuthe xantmcpd@tlnatlspathbdi is btaded t With gefedente tathe part of the

patch the tc ags. . th | ndi.cat e I ch of

t he s QO%gfleItt ﬁgﬁ#}“& o&%f@mor?ztﬁ%hr sﬁ%ﬁﬁ éﬁ %&%@%ﬁﬁw@g@oﬁﬁe%ﬁﬁer 206
may Load ﬁlh}eﬁlgluﬁaheeh ofbﬁglsﬂagkttbat?ﬂitﬁcanﬁwmbhbf the segﬁfmw of tRBrhicrdodé) patch fl ags
may be a one-bit repr tion m.croc rrermry
240. A sPemew 24 at%t%ati etcP%" ﬁéﬁw %@a&sm thepat

cor r espongiAerySRYBidh Iia'?chtﬂh%s Hal z'b@‘ﬁ%ﬁ@-bﬁﬁéﬁééénﬁﬁ&t o8 8ach sB@h&dt in Eaer exanpl e,

if bit five is set in | ag nmenory 240, then wgmentflvelnthe

mcr ocodernmmd«ymmom?d@ et\ Seébl’i me@ppatah fleg gnam@w 281dudieatestatthe t he file t hat
I ncl , e p. egnent s
pr eceded %%ﬁgg@gﬁ aeél k glnth‘ljl ﬂﬁ%ﬂ{) hgb:}’é Ure p(%:gr #ér CZ‘”%‘"’ b tﬁvg

is set in the patch flag memory 240, then segment ﬁve in the microcode memory 240 has a

corresponding patch. Accordingly, the file that includes the patch may include the patch
C“ flags, a series of patch segments preceded by a patch tag and a digital signature over the

patch flags and the series of patch segments and patch tags, A given patch tag fora

25  segment in the microcode memory 240 stores the identification of the segment in the patch
that is to be executed in place of the segment in the microcode memory 240. Accordingly,
during execution of instructions in a segment of the microcode memory 240, if the flag
indicates that this segment is patched, the controller 206 fetches the instructions from the
patch (using the tag entry) for execution in place of the instructions from the microcode

30 memory 240. In some embodiments, the segments of the patch are only loaded from the
volatile memory 120 to the volatile memory 220 when instructions therein are to be
executed. Moreover, this segment may remain in the volatile memory 220. Accordingly,

if the instructions therein are to be reexecuted, the controller 206 does not have to refetch
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patch flags and the series of patch segnents and patch tags. A given patch
tag for a 25 segnent in the mcrocode nenory 240 stores the identification
of the segnent in the patch that is to be executed in place of the segnent
in the m crpgeaRbREPTY 240. Accordingly, during executgQiusboslodhd UCti ons
in a segnent of the m crocode nmenory 240, if the flag indicates that this
segnent is patched, the controller 206 fetches the instructions fromthe

Ceh . - i C . . ¢
Phe i or oBaackag £ EBvhitle R I3 ¥Rt ol ety 60 e, 1C° ot on
are only d¢oopltel fromthe volatile nmenory 120 to the volatile nmenory 220

when instructigns .t herejn ar 0 _be xequt ed. Noreover, thi ment may
remain in the %f%?%%%ﬁ?@ ‘5“2‘6‘!“938@%?” g %/?ryptf)gra?ﬁgplroﬁse%sr%ﬂ lons therein
are }o bemﬁﬁ@vnyeBapadhedtﬁasemunrauhtﬂeﬁﬁcaaeﬁop&a?nnﬁm illnﬂamh sltmrypafgﬁpm 23 WO
2005/ 060151 PCT1US2004/ 041909 Ls .segnent fromthe volati]|g nmenory 120.
The opbr fYh lso‘_faﬁﬁﬁéd ??Sse\pa aég%hash?%ﬁgrgg ma d@ﬁﬁmmg’?ﬁwh 0rFPraggs

descri bedrhd ithelticHiioh 85&atidr 8 aBo YARIafdd bRicADh AR PratRE KGRI patadfusidgry only be
pat ched based on an authentication operation that includes a cryptographic

5 key t hathe validatedicayptegiaphbiskay. on a hash that is stored in a "one tine
programmabl e" storage. The authentication operation is also validated based
on a signature across the patch using the validated cryptographic key.

Syst em Qper ati ng Envi r onnment Syisbenh Operdating Brewitonment a syst em overview i s
prese stem overvi ew presents a wor k confi uratiogsr used in

m:ed. TheLPEB/. A R t

conj unttion wi lﬁﬁeﬁgﬁ?’ﬁ@ff EMEFERHE P RIS T O PR EVEY SRS i ew al so
presents ﬁéﬂ@oxﬁ%ﬁﬁﬁ?lrat_fdﬂﬁﬁéd PhjubMicafwith@nbbainéhtKofaBd nventioat imae. Figure 8
:@ustrat es a sinplified functional block di f;%r am of a system, configuration

Wer ei N aSYSIERRQVETYiGYH B9 Bresentnitip Beneral Spmstionalifycel themstvgrkgophgwatiahhi ¢ 15
operations na =] ' t ' i nvention. Figure
: P G 08 SRR G o 9

Y

8 illustrates i : I nc es an S _ etrustqd nobi | e
conput i ngeonfigiratéen wheyein-a) trusien mobile sommuhiestions device/kavinggaytogepiic t hat are

couP £l GURISImhPLRAED SrBSh LS RAFo R IRl P By abe, 2, v oo o e
provi de cillmsmatss@aaystem 806 thae ireludesa numbee bf the trilfted mobilecommitingdeviossput i ng
AN TN O A T T
of Wi rel eftwsiR B! TRONGRUIKRF may HRIBide Brel Abtvofl, allGRI A8A NAWHISHA 1 S
configured to process wreless conmunications, while a different part of
t he net woombgagongfdifferent networks that provide communication between the number of
20 trusted mobile computing devices 100A-100N and the number of servers 806A-806N. For
example, the number of trusted mobile computing devices 100A-100N may be different
types of wireless computing devices, wherein a part of the network 804 is configured to
O process wireless communications, while a different part of the network 804 may be
configured to process wired communications for communications with the number of
25  servers 806A-806N.
The number of trusted mobile computing devices 100A-100N may perform a
number of different trust and cryptographic operations as described above. For example,
users of the number of trusted mobile computing devices 100A-100N may perform
different electronic commerce transactions with different applications executing on the
30 number of servers 806A-806N.
In the description, numerous specific details such as logic implementations,

opcodes, means to specify operands, resource partitioning/sharing/duplication

implementations, types and interrelationships of system components, and logic
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configured to process w red comruni cations for conmunications with the
nunmber of 25 servers 806A-806N. The nunber of trusted nobile conputing

devi ces 100A- 100N may performa nunber of different trust and cryptographic
oper ati ons a§ »6l3k6d1sPed above. For exanple, users of t%jﬂrggﬂmﬂ g trusted
nobi | e corrputlzng devi ces 100A- 100N may perform different e ectron{)c
commerce transactions with different applications executing on the 30

nunber of_sgrvers. - SQ6N, | WOR . 0 cific details
such as I%aéﬁ%oniugzlflge%g@?%%%%ess ,ape stgp%gggrz ?lrdﬁ’g%fg&{l%p%%g’% #@rog%r ands, resource
partiti omindgrlsebding of {hdypésentanvention. i Inplile bearipadciabeds howgyeesbyaone skilled in

I nterrel ati onghi ps, of. syst conponent s, and. | ogi. 4 2005/.,060151

PCT Uss000p 68 16 BbSimets pE e FPRaugRLRe SAcend M BeRtinel gRP MR g T or der
to provi de ctheisRinbePEsHERNstrud MR sdteRaelGrcits doldFulp EEBR4E istv@ivhi on. 1t wil |
be appreci ated, however, one skilled in the art that enbodi nents of the

b
i nventd onseauspesshaye aetheer éhqunt ip Jetpil énerdersiat &9 ¢hsurg dhefrpodiments ot
| nst ance%nv&%%.r Phose o BiditkrPskill FAthE att WM the 'ix{c%&g& aes%lﬂsﬁaﬁél Wil behbas €

i nstruction sequences have not been shown iIn 1171 n order not to

et al
obscur e timpleandnoapprepriate fufictionalityiwithent undne expieomentationr di nary skill in the

art, with the jncluded descripti.ons.wll be.able .o _ inpl nt._appropriate
functionality %ﬁ??rﬁ%clftg uhﬁlaﬁ%ecgﬁﬁté% Reﬂ?%ﬂ%@m%gf’e ﬁrcr:légalnﬁﬁfhémspeci fication
to "one egangledmiiodimént!) erlyinlidapethat the eribodirddpsopibedrhag invhile'a, etc.,

I ndi cate that the enbodi nent described, may i ncl uae a 10 particu!ggr feat ure,
st r uctr ePardsula feptiures SEUFEFS T Chafeiensis, W&%@fcﬁn@@ pmeHh 2y Gpt RRSeSALY | | y

i ncl ude tiaguBGHHE piticatar feBtel StBuctiirh,/of Ghathdterisit, M¥AésVet, BhdhSibrszes ABhEOVEr, such
S:)ases are not necessarily referring to the same enbodi nent. Further, when

art i cunegessqrilyrefewming te the same prabodimenth Fpethereywhen g partieulydtatyteped i n
connecti o ' {glaiqg 4 i ] | | S\ fs he
know edge o oé1h(e) J':;]13? e h‘ﬁ%%% cgbgc}i[nsctoghge% %@@%%’%@%ﬁ%ﬂ??,% %@q{%re, or 15
char act erthsttit s withircthe kecwledge ofioné skitlédkn thedroth effeot sachvfenture strocturepdr
expligitly descrihed. Epbodiments aof the invention incl.ude.features,
o ol o Rt Comsshonayh Boe wlistmes iRt o Ratrplieig dekibel e
instructions [EmbdiBehtOYS the HRERtioRSndleRIBIHIRS, n8IRIdS B pdcEREd thidndyemdabl e
medi um i ncl udes any nechani sm whi ch provides, (i, stores and/or

e.,
t ransni tsﬁmhoﬁﬁeér"ﬁﬁﬂ)tﬁi Biachipe-gxecgable _&@Eﬁ%@iﬂbp@_v@;d by parachise-readable, a conputer,
a 20 net vmedsurﬂe>§ rﬁ%hi&-x@&c{aﬁfé'}ﬂédilﬂh SHchuidles £Sth&dhabm WIREH brRGHIbY 8y ! ool, any

device with a s one or nore processors, etc.). In an exenplary
enbodi merstoresandéor iianemits) infermationizug form aceessibld &y avmdchinel (e ganddmputepa- vol ati | e

medi 820( € Rtwork ﬁgﬂcg qlp\érsggaq‘a{gmf a@%@aﬂt, Bﬁﬁlﬁgmmng tool, any device with a set of

one Or more processors, etc.). In an exemplary embodiment, a machine-readable medium

includes volatile and/or non-volatile media (e.g., read only memory (ROM), random
C access memory (RAM), magnetic disk storage media, optical storage media, flash memory
devices, etc.), as well as electrical, optical, acoustical or other form of propagated signals
25 (e.g., carrier waves, infrared signals, digital signals, etc.)).

Such instructions are utilized to cause a general or special purpose processor,
programmed with the instructions, to perform methods or processes of the embodiments of
the invention. Alternatively, the features or operations of embodiments of the invention
are performed by specific hardware components which contain hard-wired logic for

30  performing the operations, or by any combination of programmed data processing
components and specific hardware components. Embodiments of the invention include
software, data processing hardware, data processing system-implemented methods, and

various processing operations, further described herein.
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access nmenory (RAM, nmagnetic disk storage nedia, optical storage nedia,
flash nmenory devices, etc.), as well as electrical, optical, acoustical or

ot her formwhesp0A8Rt ed signals 25 (e.g., carrier wavegrnscdiseh Si gnal s,
digital signals, etc.)). Such instructions are utilized to cause a general

or special purpose processor, programred with the instructions, to perform
nmet hods or procgsses ' | L QN tively,
the features % opergfﬁgﬁgy%h?wg%@ %%%Fés)&(‘)sfv gt’?‘ﬁ‘sé m%%%a?l%nmﬂa%ggtﬁgrforned by
speci f i ¢ thehikhpiatform erchiseatwre sinaéariance withiembpdimgnigiof e invaption.f Ar 30

performng th eratjonsg, . Of onhi A

pr ocessi rfglmbég?@g%’f&‘r?tsiémé%18""5‘{5%@‘?‘?@%%‘3‘3@%&5 %y(l:ogl%%{laen Sggr&%%&’ﬂ%goﬁs of the
I nvent i orarthiettuein ascdriammre vithkaibadinienesast theigvendionWileopetaioas pf the fiswi Ng
systemi npl enent ed t hodsg, .and. various processi ng operatign urt her
descr idbed1#EFBI Wﬁl e@@%@%&%@i@i"%@%ﬁ%@%ﬂaﬂ °ﬂnﬁ%ﬁ’82’;l°° f figures

show bl ocdfs HiR8 'IReWevef, itS1S418 W8 uAddstaoPmhathé!SpekAiondof the HoRchiagié | € pl atform
architecture, in accordance with enbodi nents of the invention. A nunber of

figures siovld telpguiomed hyemboidinents of systergs apskapparpio othepthar thosgdisagsedobi | e
platform | i d e Wi ' . .pyention. The
oper at i on“s/ﬁ{)%&f‘%]ngghu%gvblgcg id% rar?tﬁ{veﬁr?%ge ggegr&lg%sgg %\A&ltr&feféélf@ gtroletﬁéées to the
syst ens/ aystamshpparatisaonld perfoime opdratidns diffenent éhan thdse disvessed with sdéferahat be

unde(rjﬁ)t ood tgft ..he&ﬁgerations of the flow diagrans could be perfornmed by
embodilre P €G{O% ' and apparatus other than those discussed with

reference to neieR e Wida GamdtH of pidthuiibatb R Enthodintdis g eribdthereigf er ence to
@ syst ens/ appar at us, coul d erformoger_ations different than those

cuss edbispiledsesaRion s intsnde oibe Hystasivn calfy andshou nak bo IR 8 ¢ he wi de
vari ety qgniﬂﬁé il e%?ﬁae?iﬂvénﬁgrée’f'@ﬁﬂlgg?c?,l iﬂ%@&ﬁb&?@itﬁ?{/ﬁeﬂce toTruft Lhi s

detailed description is intended to ITustrative only, and should not be
t aken as anfiendryption operatiensoptdleghe trited mokilet dooputingndeavideud0 isinactuahi | e

descrjbed wi t.h feren t.r U nd_gen tion operatiagns. while the
trustiga rmebereh BEL ST Phfeh otice Urpo@Rens F (B RBGERE RBH MBI PO Loer of
SECh devisx&npleﬂtbé)ehypﬁ' gtaphiefprédessot m%iti)lh}" bdﬂu?d&) Menﬁi@até hlﬂfb‘i'rieddurg(gra exgrml e,
t he cryptpgraphic. processor 126 _may be used to authenticate a device during
a debug dgg‘égr F%‘HRBE&FH%‘SWNT?_SHHC%BWW@%H%&M tyeipede Figyty I Ret urning to
Figure 1 ifigstrate! 4 864dedhss befeold a@@mms?agr@ﬁié?r&@sgoplwﬁr&rgm@mwh! c ‘
processor 126 through the JTAG interface 155 for debuggi ng. Accordingly,

the cryptiolgragsHiss fosdsbuasing: Acerding)y, 2t eryptgraphic processer E26dual ce t hrough a
hal | ; ; ) :
o e oiuLERRaR R ALS I lgh o PRIV RS o TRE SRR e e T enerate

processor 126 may generate a challenge that is transmitted to the device coupled to the

JTAG interface 155. Such device then generates a response to the challenge. Therefore, if
C the cryptographic processor 126 authenticates this device based on the response, the
device is able to perform communications with the trusted mobile computing device 100
25  through the JTAG interface 155.

To further illustrate a permutation of embodiments of the invention, while
described such that primitive instructions are executed serially within the cryptographic
processor 126, in an embodiment, a number of different microcode operations for different
primitive instructions may be executing at least simultaneously in part therein. What is

30  claimed as the invention, therefore, is all such modifications as may come within the scope
and available equivalents of the following claims and equivalents thereto. Therefore, the
specification and drawings are to be regarded in an illustrative rather than a restrictive

sense.
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JTAG i nterface 155. Such device then generates a response to the chall enge.
Therefore, if the cryptographic processor 126 authenticates this device
based on the response, the device is able to perform conmunications with the
trusted nokyd foseyERdit i Ng device 100 25 through the JTA@cihis@iol/841609155. To
further illustrate a pernmutati on of enbodi nents of the invention, while
descri bed such that primtive instructions are executed serially within the
cryptographi ¢ processor 126, in an enbodi ment, a nunber of different

m crocode operations for different primtive instructions may be executing
at | east Whatid ¢lzimedissly in part therein. Wiat is 30 clained as the

i nvention, therefore, is all such nodifications as may cone within the scope
and avail abl e equivalents of the follow ng clains and equi val ents thereto.
Ther ef or €, t hé\n appaaiuk combtising:and dr awi ngs are to be regarded in an
illustrative rather than a restri.ctive sense. 26 WO 20051060151

PCTI US2004/ 04 P898F 0te cfypipsrprhic ymit n@(ﬁl is: 1. An apparatus conprising: one or

nore cryptogr %Elliﬁni‘or%"fﬁ §tére oRB@r aqomweﬁcﬁypu@ﬂ 12$y® afiden SsociBee hetalesfoencr ypt i on
keys and an associ at ed header for the one .or nore data engry?tlon keys,

wher eiSn  ttheones sere date epeyRHIn kegs, WIPS@UWHF ewoginted headepdedings which
cryptogr m%seﬁ key. 2. The apparatus of
claim1l, %g?g}i%c%rfpt@éﬁgﬁ@l ate Lﬂ)glasgg&re%ggﬁﬁ%gﬁa usage type for the data

encryption key. 3. The apparatus of claim2 further conprising a controller

dat o encrypt i e Ragabiotoihl eteRl B S ENGORIRA Sortey el Brktn 07 | 220,

for the dnédateaippbioh@dy.key. 4. The apparatus of claim 1, wherein the
oci ated header defines an identification of a key encryption key used to
rypt the one or nore data encryption keys. 5. The apparatus of claim1,
wherein tfie ORge ghp aya%ﬁseomaa&tpﬁmamoﬁlpﬂahgﬁcbn%réllrepf@@sm&ﬁwmepymsonm sting
of an advance encryptl on standard unit, a data encryption standard unit, a
messade dingewre erptograpbic anieera teusebsdatd Qeryiptiprk afypeaf epeppdient i al

al gori thrg ¢ 1) he aSeidted AlhaBPRAER MR eﬁ&%fdnsﬂeg’g

4, The apparatus of claim 1, wherein the associated header defines an identification of

a key encryption key used to encrypt the one or more data encryption keys.

5. The apparatus of claim 1, wherein the one or more cryptographic units is from a
15  group consisting of an advanced encryption standard unit, a data encryption standard unit,

a message digest unit and a secure hash algorithm unit or an exponential algorithmic unit.

6. An apparatus comprising:
a cryptographic processor within a wireless device, the cryptographic processor
comprising;:
20 a first cryptographic unit to generate an intermediate result from execution
of a first operation; and
a second cryptographic unit to generate a final result from execution of a
second operation based on the intermediate result, wherein the intermediate result is not

accessible external to the cryptographic processor.
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a cryptographic processor within a wirel ess device, the cryptographic
processor conprising: a first cryptographic unit to generate an
internediate result fromexecution of a first operation; and a second

crypt ogr aphiyg 2bddlokotsp generate a final result from execusdnsi8d4/031008€CONd
operation based on the internediate result, wherein the internediate result

is not accessible external to the cryptographic processor. 27 WO

20051060151 PGHL5200810642006, wherd e TR AhdiSutilc AR sl o1 1 e

first crypt ographrc unit and the second r (g’t ographic unit are froma group
consi st i ngypibgraphia ynit Asdthre s gropp corsisting gharmadyanged encryptiontandarddiniton | on

st andard I . j . .t i it or an
cxponent i S GiepRBF AARAF M Shesle 1 R0ESR R UEGLCRRR ARHRR sl BB T 10
first ope¢xponential aigdrithiai unfite use of a cryptographi c key, wherein the

cryptographic key is not |oaded into the first cryptographic wunit until the
cryptographic key is authenticated. 9. A system conprising a dipole antenna

to recgivg a pargab bPElainf4,viRfein e firg dbbratloPneka&sHhE udebf@gener ate a
primtive instruction for a cryptographic operation that is to use a

crypt ogr affhiptegiRelic kew adetsin tha sivpingrpHIcdEy iuiet lesded itethy S gRvRmsraphisr ocessor
t hat Cormﬁnﬁﬁﬁﬁi:l tH c%%)h‘i@k@ti%ﬁhéfnlﬁt@ﬁ%ypt ographi ¢ key; a nunber of

cryptographic units, rein“one o e nunber of 15 cryptographic units is
to generate a challenge to the use of the cryptographic key, wherein the

applicatign prpcessor is.t0 generate a response to the challenge; and a
controll eé)‘ to @g%sger?ﬁoem@sym& ographi c key into one of the nunber of

cLypt ogr aphi c a dipole antemia t6 ¥&elveia@bmafunichtior;r ypt ogr aphi ¢ operation if the
response is correcf. ,10. The systemof c¢laim.>9, V\hergi n the cr%‘Pt ogr aphi c
procet@or fur tANAPPUSHHER Progesser 10 2eneT3ie ¢ BTENHYedNTRIGHPR of RSTYPIEISt or e a

nunber  of oid- GRS tb ﬂ%dé&%ﬂo@ﬁ%hic%ﬁﬁ&%@oﬁHﬁcﬁf?ﬁhﬁlﬁlaii@r{; ah@ to load the
cryptographi ¢ key into one of "the nunber of cryptographic units based on at

| east part of adpptpgrAphie proressorthycomprisasst ructi ons. 11. The system of claim
9, wherein the contr i i.on of the cryptographic
a r{?érhogrg t6 aoIe%éé}gétﬁaggﬁ;ﬁS gg;b

operation if the respon IS not 12. The system of claim?9,
wher ei'n t he responseuinbet afthepptograptsturifs, wherainone ofithe number of
15  cryptographic units is to generate a challenge to the use of the cryptographic key, wherein
the application processor is to generate a response to the challenge; and
a controller to load the cryptographic key into one of the number of cryptographic

units for execution of the cryptographic operation if the response is correct.

10.  The system of claim 9, wherein the cryptographic processor further comprises a
c 20 nonvolatile memory that is to store a number of microcode instructions, wherein the
controller is to load the cryptographic key into one of the number of cryptographic units

based on at least part of the number of microcode instructions.

11. The system of claim 9, wherein the controller is to abort execution of the

cryptographic operation if the response is not correct.

25 12.  The system of claim 9, wherein the response includes a hash of a password

associated with the cryptographic key.

13. A system comprising:
28



associated wth the cryptographic key. 13. A system conprising: 28 WO

2005/ 060151 PCTfUS2004/ 041909 5 10 an application processor, within a

wirel ess device, to generate a primtive instruction related to a

crypt ogr aphyg 263Rks%i on; and a cryptographi c processor, ﬂ’i’;itfffézﬂoﬁobﬂmw rel ess
device, the cryptographic processor conprising: a controller to receive the
primtive instruction, V\/nerei n the controller is to retrieve a nunber of

m crocode i nst xtn@ﬁ: eClyptographic
processor; aﬁ‘é@{;l‘u%ﬁé%%f ona un| %IQJ ‘%élées%g?g éﬂe%@e??re ate result from
executiorﬁnsifucaonfellatmitoamﬁmgrmhlbalmdm@rmd fi rst of the nunmber of mi crocode

instructions; and.a cond functi unit t n result for
the crypt ograﬁnﬁr@to ‘é?ﬁofiﬁss?)ragé gh W%]eﬁsr#%gﬁggg gxgghﬁctprocﬁs(gr
execut i oncopfprisingecond operation based on a second of the nunber of

m crocode instructions, wherein E)g intermedi ate result _is not. accessible

extermal to the cr?p‘f?ﬁﬁ?é?ﬁfﬂ’@c?}?’% pupptivepstruetion, whereihthg controllerds{®  wherei n
the cryptQe{ea9h htmBErATaieBEode ihdtrubfions HHR] 4 fctvoRtileResty aHitHiethgENDry to store
a cryptographic key. 15. The system of claim 14, wherein the second
f unct i onadryRiegrephieprogessew t he crypt ogr aphi c key to generate the final
resul t, wherein the &%ﬁc?lohﬁrun}ﬁ? a{eratré’arm fméd?&e rdshi¥ !?Joﬁ%é&ﬂio% ofgy I nto
the second functiomal unit unt I On processor
aut hent i cﬁﬂstao;iei‘aﬁonbysptlcogmet‘phloftheegumbﬂﬂoﬂﬁcro.éoduahktmzﬂlom;rpnd SI ng receiving a
primitive instruction i rocessar,. for exectlon of a
crypt ogr aphi c oper&tf"iﬂ’?gtfwé@o i’g ggﬁgﬁl eanig‘?@ F%?P Tihe CTYPIQETaPRIC o ot ect ed
Wit hin t heperatiol Based on Y ifiteRTEAS SRl fFoh ExebitichdDflaRecdidloperaiién bazkd 60 key and
associ ated header for the data encryptlon 25 key erein the associated

héader de# jepens affthecmpmpfrer eﬁ@l%?coﬁﬁrnétrewm oehereinthe lr&ﬁmeglaéﬁ@sqlbls ngse the data
encrypt'%c&%le&%zﬂ%{h%f?ﬁ cF Ric3R6dedlot,ON W thin one of the one or nore
t'he "da

cryptographi ¢ units using ta encryption key, if the associ ated header
defines the one of the one or nore cryptographic

14,  The system of claim 13, wherein the cryptographic processor further comprises a
15 volatile memory to store a cryptographic key.

15.  The system of claim 14, wherein the second functional unit is to use the
cryptographic key to generate the final result, wherein the controller is not to load the
cryptographic key into the second functional unit until the application processor is to

authenticate the cryptographic key.

c 20 16. A method comprising:

receiving a primitive instruction into a cryptographic processor, for execution of a
cryptographic operation that uses a data encryption key that is protected within the
cryptographic processor;

retrieving the data encryption key and an associated header for the data encryption

25  key, wherein the associated header defines which of one or more cryptographic units are to

use the data encryption key; and
performing an operation within one of the one or more cryptographic units using the data
encryption key, if the associated header defines the one of the one or more cryptographic

units.
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units. 29 WD 2005/ 060151 PCT/ US2004/ 041909 17. The nethod of claim 16,
wherein the associ ated header defines a usage type for the data encryption
key. 18. ThgoBishesispf claim 17, wherein performng the gnerabian,phthin one
of the one or nore cryptographic units using the data encryption key
conprises performng the 5 operation within one of the one or nore

cryptographi c Jgnits, usi 1 dat a. encrypti.on K i.f a type, of .t he

oper at i onP{Ts d‘@}e’lrﬂ%]&o‘g?flcl%ﬁrénﬁsgg e't'\% ?s\é‘%éf‘ted;h@%(rhdc?gnﬁ%ﬁﬁ%ggmﬁ forlrllléecei ving a
prim ti veddteickytibh ®ey.i nt o a cryptographic processor froman application
executing on an application processor, for execution of a cryptographic
operation that uses 10 a cryptographic key that is protected within the
cryptograpfli ¢ T{eQRARGPST cLARNG! Fhérbh RroRfihg BRGPelaflbn WeBirnine o ek BE 09T aphi ¢
key back to the application; "receiving a response to the challenge into the

cr ypt ogr aphfecryntegraphiounitsuging thecdatagnetyiption keyrconmsisesperforgingike f ol | owi ng

oper at¢ on i . i . . 0adi C key
into a5 f ucgpize{kingﬁa ﬁ%«lﬁfe%g?& t ng%(r: %&%{ ‘%8#8’5%?%& H%?éolgglsgtstgg ?&gﬁwg’?u }’ng an
oper at i onifaitypeiof thelopefation isi defiaéd bynthe usege pet he crypt ogr aphi ¢ key. 20. The
met hod of claim 19, further conprising aborting execution of the primtive
instruction if the response is not correct. 20 21. The nethod of claim19,
wher ei n rggei VA pfptHod@onpeifiagise to the challenge into the cryptographic
processor fromthe application includes receiving a hash of a password
associ at ed wi tTBCHBE 2 PyiptigiRgiHriondalp a ryptographigarasessonfrom ap applisstionyher ej n

performn fal 1 : | | : r =l npri ses
Féf or m n%‘e%@gfoglabgml%ug}ggog%s:s%? eil(éfcuftlﬂg()fhaaﬁiﬁgﬁﬂ?wggggag(gl?gé\toug i s equal
to a E@shaaﬁ'ptggﬁlpkﬁaks)é\ﬂlaﬁisgﬁﬂ@tqiwﬂhixdmhdm t@grwhécryqop@gmaphihc processor. §3b
A machi ne-readabl e,.medi,um t rovi,des I nstrn i.Qn i n.execute y
a machine, c %raté%ﬁ %ldf?@g e‘;}ér &8 °\S£href°6¥l’ﬁ?%%?é‘?°;‘%‘iyg"ﬁ§k Eo\(,)@n%g?pshicngo:n’ 30 WO
2005/ 060151 PGEédiiar®)R fespehib® bthe challehye i the Qiyptoigtaplie prowetsorfbmahe i nt o a

cryptographi.c processor, for execution of a cryptographic operation that
uses a datPRleAtoRy ption key that is protected within the

performing the following operations, if the response is correct:

15 loading the cryptographic key into a functional unit of the cryptographic
processor; and

executing an operation within the functional unit using the cryptographic key.

20.  The method of claim 19, further comprising aborting execution of the primitive

instruction if the response is not correct.

20 21. The method of claim 19, wherein receiving the response to the challenge into the
cryptographic processor from the application includes receiving a hash of a password

associated with the cryptographic key.

22.  The method of claim 21, wherein performing the following operations, if the
response is correct comprises performing the following operations, if the hash of the

25  password is equal to a hash of the password generated within the cryptographic processor.

23. A machine-readable medium that provides instructions, which when executed by a

machine, cause said machine to perform operations comprising:
30



cryptographi c processor; retrieving the data encryption key and an

associ at ed header for the data encryption 5 key, wherein the associ ated
header defines which of one or nore cryptographic units are to use the data
encrypti on w&Ysosdddsper form ng an operation wthin one etrijigo0fee nore
cryptographic units using the data encryption key, if the associ ated header
defines the one of the one or nore cryptographic units. 10 24. The

machi ne-r eada . ' =l i vgr]:@g;lﬁ' i defi nes
a usage type %cr%lt 4 a avg%ﬁcs?tj%qcl%éﬂtokey. é@aﬁt{?ﬁ%ﬁén%gﬁ’ ﬁéé??%cggg[glgfea medi um of
cl ai m 24, cryftegrephic greerdtionthatgsdshaalatgencaptionkeythathis protastedorithimtheone or nore
crypt ogra&)hi C u}ﬂ)i.ts usi ng the data encryption key conprises performng the
oper at i or“TRIPHPRIGHECEFO he one or nmore cryptographic units using the data
15 encr YIOthi on rktﬁb!\gh flﬁdaté?c@bti?\:hhemaraﬁgkswiaieé hewfet ft&dada@a\':\%émryqnﬂh V;halye type.
26. A nachi ne-readabl e medjum.t rovides instructions i C n
executied gy, whereig the %&ﬂ%%‘geéd%rﬂ%téﬂ%a%m%f% O BiOFS RO gEP e PB‘FFsarﬁghpri si ng:
recei vi g, i datll dnbyBtibiRdy: dfed | On i nto a cryptographic processor from an
application executi'ng on an application processor, for execution of a
crypt ogr aphi ¢ pepfemzing emopdration ithin oppofthe erenr rpre pyptographictunifs Usiag pr ot ect ed
wWithin th r rLaphic . : j use of the
Cr ypt ogr apfices PSR EeY. PHEESRE Rl RRE LAl BeBaE Do EAOB G LSP ) e

chal | engecriyptograpieuritsy pt ogr aphi ¢ processor fromthe application; performn ng
the follow ng operations, if the response is correct: 25 |oading the
cryptographic key into a flinctional unit of the cryptographic processor;
and exgcud,Ng 18R niRBindirk4Aabintddivin bf\@aifn 23, Ghéreiidthe Rbéiated heudet defines

qCypt ographi c key, 31 WO 20051060151 PCTI US2004/ 041909 27. The

machi ne- r%&iﬂ&%%efﬁédimwcmpﬁk%, further conprising aborting execution
of the primtive instruction if the response is not correct. 28. The

machi ne-r eadabl e nmedi um of claim 26, wherein receiving the response to the
chal | enge2i.nt The meachingpeanigbla predunp pHaaiss24; wheneim genformingltheererationi ncl udes
recei ving_a, .hash of a password associated w th the cryptographic key. 29.
The machi W&?Qﬁ%%ﬁ%oﬁﬂirg?ﬁe Slf'ypiqggﬁp cig’,lts\lﬁﬂ%ﬁe Ha%gp?rgﬁwrﬁléey%ﬁlgn%p%qsl owi ng

performing the operation within one of the one or more cryptographic units using the data

15  encryption key if a type of the operation is defined by the usage type.

26. A machine-readable medium that provides instructions, which when executed by a
machine, cause said machine to perform operations comprising:
receiving a primitive instruction into a cryptographic processor from an application
executing on an application processor, for execution of a cryptographic operation that uses
c 20  a cryptographic key that is protected within the cryptographic processor;
generating a challenge for use of the cryptographic key back to the application;
receiving a response to the challenge into the cryptographic processor from the
application;
performing the following operations, if the response is correct:
25 loading the cryptographic key into a functional unit of the cryptographic
processor; and
executing an operation within the functional unit using the cryptographic
key.
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operations, if the response is correct conprises performng the follow ng
operations, if the hash of the password is equal to a hash of the password
generated within the cryptographic processor. 32

WO 2005/060151 PCT/US2004/041909

27.  The machine-readable medium of claim 26, further comprising aborting execution

of the primitive instruction if the response is not correct.

28.  The machine-readable medium of claim 26, wherein receiving the response to the
challenge into the cryptographic processor from the application includes receiving a hash

5 ofapassword associated with the cryptographic key.

29.  The machine-readable medium of claim 28, wherein performing the following
operations, if the response is correct comprises performing the following operations, if the
hash of the password is equal to a hash of the password generated within the cryptographic

Processor.
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