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~Abstract: By introducing a hierarchical structure on a nmenory area on an

| C card, applications allocated on the nenory area are registered in
directories, so that the nenory area is managed by each directory. A
password is set for each of the applications and for each of the
directories, so that access authority i controll ed on application basis
or on directory "~ basis. Mireover, when the nobile termnal is |ost, the
authority to access the application in the IC card automatically
di sappears. Thus, it is possible DEBERIREEI@Nt|lyY control the access
authority to the applications allocated in the

INTEGRATED CIRCUIT DEVICE,.INFORMATION'PROCESSING APPARATUS,

MEMORY MANAGEMENT METHOD FOR INFORMATION STORAGE DEVICE,

5 MOBILE TERMINAL APPARATUS, SEMICONDUCTOR INTEGRATED CIRCUIT
DEVICE, AND COMMUNICATION METHOD USING MOBILE TERMINAL

APPARATUS

[Technical Field]
10
The présent invention relates to information storage
media with memory regions, IC chips with memory regions,
information processing apparatusés havind the IC chips with
the memory regions, and memory management methods for the
15 information storage media, and particularly'relates to an
information stofage medium for use by being placed in an
information p;oces;ing apparatus such as a cellulér phone or
a PbA (Personal Digital Assistant), an IC chip with a memory
region, an information processing apparatus having the IC
20 chip with the memory region, and a memory management mefhod
for the information storage medium.
More particularly, the present invention relates to an
information storage medium in which one or more applications
are allocated to a membry region, an IC chip with a memory

23 region, an information proéessing apparatus having the IC
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[ Technical Field] 10 The present invention relates to information storage
for the information storage medium, and more particularly
relates to an information storage medium for controlling fhe
right to access each application allocated to a memory
5 region, aﬁ IC chip with a memory region, an information
processing apparatus having the IC chip with the memofy
region, and a memory management method for the information
storage medium,.
The present invention also relates to a mobile terminal
10 having an IC chip placed therein, which is driven by
receiving power using wireless communication with an
external apparatue, and to an IC card for use in conjunction
with the mobile terminal, and more particularly relates to a
mobile terminal having an IC chip placed therein, which is
15 driven by receiving power using wireless cemmunication with
an external apparatus and which has a memory function, a
control method therefor, and an IC card with a memory
function.
More particularly, the present invention relates to a
20 mobile terminal in which one or more applications are
allocated to a memory region on an IC chip, a control method
therefor, and an IC card in which one or more applications
are allocated to a memory region, and more particularly

relates to a mobile terminal for controlling the right to

25 access each application allocated to a memory region on an



media with nenory regions, IC chips with menory regions, information
processi ng apparatuses having the IC chips wth the BMRe¥mb&PORS, and
menory nmanagenent net hods. for the 15 infornation storage nedia, and
particularly relates to an information storage medium for use by being
placed in an information processing apparatus such as a cellular phone or
a PDA (Personal Digital Assistant), an ICchip with a nenory region, an
i nformati on processing apparatus having the IC 20 chip with the nenory
region, and a nenory managenent nmethod. for the information storage nmedi um
More particularly, the present inventign relates to an information storage
medi um in which one or nore applications are allocated to a nenory region,
an IC chip with a nenory 25 region, an information processing apparatus
havi ng t € 1B IDe crdercaa0ios -urgi tehi @ widntnoie mehody thegiedior ,andda
~nmenory managenent nethod for the information storage nmedium and nore
particul &0 &C rEL don santrailometihen migdvtage mediess feachcontrol 1ing the
right to access each application allocated to a nmenory 5 region, an IC chip
with a néRRAGadgith aldwaatiast e ifomeneryc aegiieg ippapplisafdenng the | C
chip with the nmenory region, and a nenory nmanagenent nethod for the
i nf or mat i'BH %$t'or age nedi um The present invention also relates to a nobile
termpal 10 having an I C chip placed therein, which is driven by receiving
power~using w rel ess comruni cati on with an

[Background Art]

Various apparatuses using a personal identification
number or password for identification and authentication
lb have been devised and put into practical use. (In general,
the term "personal identification number" refers to a
character string represented by a combination of numerals
from 0 to 9, and the term “"password" refers to a character
string represented using numerals and general characters
15 such as alphabet. In this specification, a set of a
personal identification number and password may also be
referred to as a "personal identification code (PIC)".)
. For example, when a user wants to use an éutomatié
_teller machine (ATM) card at a bank or other financial
20 institution, the userris prompted by a cash dispenser oi the
like to enter a personal identification number or passﬁord
as means of identification. After it is confirmed that fhe
user has entered the correct personal identification number
or password, the user can draw money from the cash dispenser.

25 Other applications for the'personal identification code




external apparatus, and to an IC card for use in conjunction wth the

nobi le termnal, and nore particularly relates to a nmelpdanb@200mnal havi ng
an I C chip placed therein, which is 15 driven by receiving power using

wi rel ess communi cation with an external apparatus and which has a nmenory
function, a control nethod therefor, and an IC card wwth a nmenory
function. More particularly, the present invention relates to a 20 nobile
terminal in which one or nore applications are allocated to a nenory
region on an IC chip, a control nethaqd, therefor, and an IC card in which
one or nore applications are aIIocateé to a nenory region, and nore
particularly relates to a nobile termnal for controlling the right to 25

access each application allocated to a menory region on an 3 IC chip in
appl'i cat i tRCH{e SRR rvIPeradsd tifandfidii catricbn arpdeC atarad sladiety
controlling the right to access each application allocated to a nenory
region i r‘P‘%bpi?}r C?cfht 3fhidGsomnadgdeliasy G‘-&ﬂih’«rﬁlﬂ syl @ass aagysdredt.uses usi ng
a personal_.dentification. nunber or password for identification and

aut hent | YOI P RARSRFEH "HEH SEQPIBHT pRta it SPREsoal@ngse. (I n

general, the t rn1"g§h§9nal,identification nunber" refers to a character

string répresented iR o Ao A A eFEREOR fhedmi®alo 9, and the term

"passgord" reB?%%o&Qg% %28&%%t§£ch as a magnetic stripe on a known
ATM card for a bank has a storage region for use solely in
that bank. Entering the above-described personal
identification number or password merely accesses the single
storage region. The user isrthusrrequired to prepare cards

10 for.individual objectives or purposes and separately use the
plural cards.

Recently, contactless IC cardé have become widely used.

For example, an IC card reader/writer placed at a cash
dispenser, the entrance to a concert hall, or the ticket

15 gate of a station accesses an IC card held thereabove in a
contactless manner. The user inputs a personal
identification number or password to the IC card
reader/writer, and the input personal identification nﬁmber
or password is checked against a personal identification

20 number or password stored on the IC card, thﬁs performiﬁg
identification or authentication.between the IC card and the
IC card reader/writer. When the identification or
authentication succeeded, for example, the use of an
application stored in the IC card is permitted. One

25 possible type of application stored in the IC card is value




string represented using nunerals and general characters 15 such-as

al phabet. In this specification, a set of a personal 1} @gRthbdr2abs on nunber
and password rmay also be referred to as a "personal identification code
(PIO".) For exanple, when a user wants to use an automatic teller machine
(ATM. card at a bank or other financial 20 institution, the user is
pronpted by a cash dispenser or the like to enter a personal
identification nunber or password as neans of identification. After it is
confirmed that the wuser has entered the correct personal identification
nunber or password the user can draw n%n‘ey fromthe cash dispenser. 25

O her applications for the personal identification code 16 Decenber 2005

i nclude entering a personal identification code at a safety box placed at
an acconmimif ot fen] | $tgyh salshe BSctrdol € mon@PtEF i 419 L asEMirel when

| ogging into a conputer, and concealing information on an information

term nal .tEckest orage nedi um such as. a magnetic stripe on a known ATM card
for a bank has a storage region for use solely in that bank. Entering the
above- descri bédepdresdiid inpdentenfandatofomimiriienr ian tass wectnol befyy, accesses
the single storage region. The user is thus required to prepare cards 10
for indi idrardd)ecth veslariyreipdsath-ampaepar ateinagsepawes glaval cards.
Recently, contactless |IC cards have becone w dely used. For exanple, an IC

card Peaddis@iadraiyl kasp atidelonsisediizgranialy - t e rknsow M concert

hal I, or the ticket . .
cards only have a single storage region, that is, a single

application, the user is required to carry a plurality of
cards in accordance with objectives or purposes. In
contrgst,,an IC card with a high-capacity memory stores a
10 plurality of applications at the same time. A single IC
card thus sefves a plurality of purposes. For example, a
sipgle*IC card stores two or more applications, such as
electronic money for conducting electronic transactions and
an electronic ticket for entering a specific concert hall.
15 This single IC card serves various purposes.

When such an IC card with a high-capacity memory
function (or a semigonductor IC chip with a data carrier
funétion and/or an authentication function) is placed on a
mobile terminal such as a cellular phone, a user having the

20 mobile terminal is allowed to exchange electronic value
‘information with the outside world, such as conducting an
electronic transaction.

Since known ATM cards have only a single purpose (as
described above), a magnetic stripe on each ATM card has a

25 single personal identification number or password to manage



15 gate of .a station accesses an IC card held thereabove in a contact |ess

manner .

The user inputs a personal identification nughgfecahbiapayord to
the IC card reader/witer, and the input personal identification nunber

password i s checked against a personal identification 20 nunber or
password stored on the IC card, thus performng identification or
aut hentication between the 1C card and the |C card reader/witer. Wen the

identification or authentication succeeded,.for exanple, the use of an
application stored in the ICcard is permtted.

one 25 possible type of

or

application stored in the IC card is value 16 Decenber 2005 5 infornation,

such as electronic noney or an electronic ticket. Due to the inprovenent

of mniaturization technology, 1C cards with relatively high-capacity

st or age spaeesetantty Sofppeared-ine deebh. wi dely used recently. Since known
ATM cards only have a single storage region, that is, a single
application, tie agadiraisd,r dfuicaedlist oriddw memaryl fualctiynef capabds b

accordance Wi th objectives or purposes. In contrast,. an ICcard with a
hi gh- capa®FasA e bl Wicohidy 1 GRpiied tignofarahmaliidie drerminalise sane
time. Asingle IC card thus serves a plurality of purposes.

single | && st d G irsts nste Hppthing)i sHsiceshidihereine|a® roni ¢ noney

for conducting e] ectronic transactions and- an electronic ticket for
%ﬁgfﬁ4 i R /49 right to access each application

enterfn

10

15

20

25

g &

because, when a single personal identification code is used
to open access to all applications on the IC card, the
security in case of loss or theft of the IC card is greatly
degraded.

As a memory region placed on the IC card expands due to
progress in the manufacturing technology, more numerous
applications are allocated to the memory region on the IC
card. When the applications are simply allocated fo the
memory region, the application arrangement becomes
complicated for the user, and the user has difficulty in
classifying and organizing the applications on the memory
region.

In_a case in which the right to access the applications
is contreolled by individual personal identification codes,
when_the user wants to use a plurality of correlated
.applications in a series of transactions, the user is
required to sequéntially input personal identification codes
in the same transactions. As a result, the operability of

the apparatus is greatly degraded.

For exanpl e,

a



15 This single I C card serves various purposes. Wen such an IC card with a
hi gh-capacity menory function (or a sem conductor | CiglieRetibdr20ds5 dat a
carrier function and/or an authentication function) is placed on a nobile
term nal such as a cellular phone, a user having the 20 nobile termnal is
al l oned to exchange el ectronic value information with the outside world,
such as conducting an electronic transaction. Since known ATM cards have
only a single purpose (as described above), a nagnetic stripe on each ATM

card has a %%a@bﬂég't EmBSH?L%?Jté %efqt%rfeé &%{é&éh@“ﬂ%%?{?ioﬂaﬁ@ggrd to manage

16 Decenber [ e security of the ire card. I'ncon st, IC cards
Wi th mempryfiWac tbdonsyHapabh eix‘i’forﬁéeibﬂgs%P%hl«;}%f’iHetd)iLﬁJ WwPRY i gations and

nobi | e termnal's having such I'C cards (or chips) placed therein are 5
requi r edpbaosntiedfide 4 ght ¢RigCcRess gagBmaRR el decause, when a

singl e personal identification code is used to open access to al

appl i cat hafsrartike zoesrskitfeapseedtubyhbniegsenef 1Osshigs wheht of the
IC card is greatly degraded. 10 As a nenory region placed on the IC card
expands the tmemopnyogreesionn dmé aemahactumsnggeeeto lmeghodrof @r nulner ous
applications are allocated to the nenory region on the IC card. Wen the
appl i cat Lofisraed iIompthoEdeoae@dune the nenory region, the application
arrangement becones ) . .

Example embodiments of the present invention may also
provide an improved information storage medium for use by
being placed on an information processing apparatus such
as a cellular phone or a PDA (Personal Digital Assistant),
an IC chip with a memory region, an information processing
apparatus having the IC chip with the memory region, and a
memory management method for the information storage
medium.

Example embodiments of the present invention may
further provide an improved information storage medium in
which one or more applications are allocated to a memory
region, an IC chip with a memory region, an information
processing apparatus having the IC chip with the memory
region, and a memory management method for the information
storage medium.

Example embodiments of the present invention may also
provide an improved information storage medium for
controlling the right to access each application allocated
to a memory region, an IC chip with a memory region, an

information processing apparatus having the IC chip with

the



15 conplicated for the user, and the user has difficulty in classifying
and organi zing the applications on the menory region. jglhec8mba®osN Whi ch
the right to access the applications is controlled by individual personal
identification codes, 20 when the user wants to use a plurality of
correlated applications in a series of transactions, the user is required
to sequentially input personal identijif%ca_'gi on codes in the sane
transactions. As a result, the operability of the apparatus is greatly
degr aded 5 6 %\%ﬁe er 2005 - np. Len f th re t
i nventi oﬁne%nfﬁ)yrylpro e ‘an al%r?gr gve%‘elrn%gr n}ﬁgflgﬁggltgggg%ﬂ%r?@ fium%angt h&gg
menory regj AN d.C Ship it R g;fgmory region, an information processing
g{hﬂlﬁm %e %C cﬁ% Wlet?'-l

apparatus having t _ the nenory region, and a nmenory
managenment neLhed1kor diiSoqimder st Hbgn iR ager8Bdhum i@@?ﬁ!i%r?”bﬁggﬁems

of the present invention nay also provide an inproved infornation storage -
nedi um f GuisR MOYpr&eidg Bhacehrven information B g @PRA 8bds such
as a cellular phone or a PDA (Personal Digital Assistant), an IC chip with

a menory gfegictrgntaly i ménsgahyor prlocessitg odppppdtius tiaatingal heckCedhi p
with the nenory region, and a nenory managenent nethod for the information
storage to a memory region, an IC chip with a memory region, an
information processing apparatus having the IC chip with
the memory region, and a memory management method for the
information storage medium.
According to a first aspect of the present invention,
there is provided an integrated circuit device comprising:
a memory region allcocated to one or more applications,
wherein the right to access each application is controlled
by a personal identification code; a controller operable
to contrel the internal operation of the integrated
circulit device; a wireless interface for enabling the
controller to perform wireless communication with an

external apparatus; a wired interface for performing wired

communication with the controller;



medi um Exanpl e enbodi nents of the present invention may further provide
an i nproved information storage nediumin which one pgDeéBmsberRP03 cati ons
are allocated to a nenory region, an IC chip with a nmenory region, an
information processing apparatus having the I1C chip with the nenory
region, and a nenory managenent nethod for the information storage medi um
Exanpl e enbodi ments of the present ingention may also provide an inproved
information storage nediumfor controlling the right to access each

appl i cat i;en.Aldsacat i [ A iR M ER an@m}%y egi on,
an inf orarrati on:L pr ol?%ééi%@%%%%%%“ﬁ%gga%n% he&I C chisp Wi fh t he 6m'EI

December 2000 8ppTaMRNA JTEJiaQNocitd R ﬁﬁﬂpthenaﬁéﬁgﬂﬁntrggibﬁd ter pae
i nformati on storage nedium Exanple enbodi nents of the present invention

may fur zhefe il «el e degps Dved, | nf ormati on st orage nedi um for
.efficiently managing a plurality of applications allocated to a nenory
regi on, an |&€hehepnwi t hha neaocygssebidn tan inagfaerssth idni tpy oc esshaging
apparatus having the IC chip with the nenory region, and a nmenory
managenemeamst od $oept hetsi rRohmagioi satoragef aedivbachAddey dvegserad first

aspect of the present invention, there is provided an integrated circuit
devi ce cafghitdiffpation code is set to be 1lnaccessible in a default

setting, the accessibility/inaccessibility managing means
sets ﬁhe corresponding application to be accessible in
response to matching the personal identification code
input from a wuser and the set personal identification
code, and said personal identification code input is
transferred via the wired interface to the controller.

The integrated circuit device according to the first
aspect  of the present invention may be provided in the
form of, for example, an IC chip. A cartridge which has
the IC chip with an antenna and which is formed in the
size of a credit card is generally referred to as an “IC
card". The IC chip is used by being embedded in a mobile
terminal such as a cellular phone or a PDA or in other
information processing apparatuses. The IC card may be
used by Dbeing inserted into an information processing
apparatus. Applications for the IC chip or IC‘ card
include functions related to walue information, such as
prepaid electronic money or an electronic ticket. In the

following




a nenory region allocated to one or nore applications, wherein the right
to access each application is controlled by a personak Dedesbérf2008t1 on
code; a controller operable to control the internal operation of the
integrated circuit device; a wireless interface for enabling the
controller to performw reless communication with an external apparatus; a
wired interface for performng wired ggommunication with the controller; 16
Decenber 2005 - 9 - accessibility/inaccessibility managi ng nmeans for
managi ng each application allocated to the nenory region to be
accessi bl e/i naccessi bl e, wherein the accessibility/inaccessibility managing
means or d&d6apr 5t sogAchhappfuat { s f @roMlicdy tibe peksonal chiigendd firgati on
code is set to be inaccessible in a default setting, the accessibility/

i naccessidadd tryayreanbgid nige Nneaferreet $ot Mapgdriresfiardi'hg application to be

accessible in response to matching the personal identification code input-

froma user 8ydalhecsdtimersihaahemdent ifeqiadn one ecadd, sl Seaidi per sanal
identification code input is transferred via the wired interface to the
control | é . ITherprchgraled Eneedt devinge aticordioyies,t hdlfd r smemaspect - of
the present  invention may be provided in the formof, for exanple, an IC
chip. A GartqGalgeWhPE8ANEaLY t HESPC RIS t hhan MeREfhasRAGew = hthe

f ormed i% t he siée of a creQ}t card is generally referred to as an "IC
C car arrange as a hierarchical structure.

Bccordingly, correlated applications, such as a plurality
of applications used in a series of transactions, are
stored in the same directory to enable the user to

efficiently classify and



card". The 1C chip is used by being enbedded in a nobile termnal such as

a cellular phone or a PDA or in other information pr?ggﬁ§hﬁgﬂqu§ratuses
The IC card may be wused by being inserted into an information processing

apparatus. Applications for the IC chip or IC card include functions
related to value information, such as prepaid electronic noney or an
electronic ticket. In the follow ng 16 Decenber 2005 - 9a description,
“the functions provided by the IC chip or IC card nay al so be referred to
“applications”. By allocating the nennrg region to each applicationin a
hi erarchi cal manner using directories, ¥ he menory allocating means or step
manages the nenory space in the |1C card arranged as a hierarchi cal
structure. Accordingly, correlated applications, such as a plurality of

appl i cat i@rganised tihe amdaries:ifnd r ansactions, are stored in the sane
directory to enable the user to efficiently classify and 16 Decenber 2005

- 10 organi zghtheaappkiteahiadnappdlrenuanhext er pakdappadatrysthas a card
reader, the external apparatus can access the IC chip via a wireless
i nt er f aceextRInal girpatre tact es; tareasenihye I€gickrip witthe Warelekisp or the
like is controlled by matching of personal
interface. The right to access the memory region in the IC
5 chip or the like is controlled by matching of personal
identification codes. A personal identification code may be
input using an information processing apparatus having
embedded therein the IC chip to disengage the lock.
Subsequently, a wireless link may be established, and access
10 to the memory region may be permitted. Alternatively, after
a wireless link between the IC chip in the information
processing apparatus and the external apparétus is
established, the access right is controlled on the basis of
a personal identification code input using the external
15 apparatus.

In such a case, the personal identification code
setting means or step may set, for each application and
diréctory, the personal identification code for controlling
the right to access each application and directory. The

20  accessibility/inaccessibility managing means or step ma§ set
each application and directory for which the pérsonal
identification code is set to be inaccessible in the default
sétting, and, in response to the fact that the personal-

identification code input from the user matches the set

25 personal identification code, the -



identification codes. A personal identification code may be input using an
i nformation processing apparatus having enbedded thergifctRBedfg0§hip to

di sengage the | ock. Subsequently, a wireless link may be established, and
access 10 to the nenory region may be permtted. Alternatively, after a
wireless link between the IC chip in_t information processing apparatus
and the external apparatus is established, the access right is controlled

on the basi : i Atk i s i i Si xter.nal 15
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or step gy sethef Oéoﬁaéapaﬁahhgat Lep1ard tidd ecdor ydif@@t@f:%soe@l _be
identification code for controlling the right to access each application

and direciffeissiihee. 20 accessibility/inaccessibility managi ng neans or step
may set each application and directory for which the personal '
identificatidn codesmorsst totde | hhecessfinblte | tHdie deflawl t pertbngl and,
in response to the fact that the personal identification code input from
t he user immrchieSichbiget cRBeperdsyndl |feomif Ebeti orseondenatdleed6 Dbeenber
2005 -- 11 - accessibility/inaccessibility managi ng means or step may set
the corr ®&puitiiay appleatiberloiodi reeedry t3ebhe ressins e. ofn r &8gonse

to the fact that the personal identification code input fromthe user
mat ches tHgectories, the accessibility/inaccessibility managing

means or step may set all applications and sub-directories
under the directory to be accessible.

According to the integrated circuit device of the
first aspect of the present invention, the memory space
may have a hierarchical structure. By allocating a
directory to each application, ‘the applications are
efficiently managed in directory units.

For. example, highly-correlated applications, such as
those used in a series of transactions, are registered in
the same directory (and highly-correlated sub-directories
are registered in the same directory). Accordingly, the
application and directory arrangement in the memory region
is .well organized, and the user can efficiently classify
and organize the applications.

According to the integrated circuit device of the
first aspect of the present invention, 1in addition to

setting the personal identification code for



personal identification code set for one of the directories, the
accessibility/inaccessibility managi ng neans or stepleaBeceaberdls
applications and sub-directories under the directory to be accessi ble.
According to the integrated circuit device of the first aspect of the
present invention, the nmenory space mnmy have a hierarchical structure.
allocating a directory to each applicgiion, the applications are
efficiently managed in directory units. For exanple, highly-correl ated
applications, such as those used in a series of transactions, are

registered in the same directory (and highly-correlated sub-directories
are regi sheedappl 1 B $aAP ANLCHOF ¥dna ACGAGItIH Gatlen apBkl Gaty opeand

By

directory arrangenent in the nenory region is well organized, and the user
can effi cieant fyrcleassi f §irandoargani Ze tid@dappbhncaid ossnthAeddridighgthe t he

integrated circuit device of the first aspect of the present invention,

n

addi ti onargessettigigt t he pppiddralt iicdentniftiat tloa sodeskon ik tDecambee 2005

- 12 each application, the personal identification code may be set for

each dir edifgraientiladeintonl tedcont dorkichgrvhenidscess right in application
units, the access right can be efficiently controlled in directory units.
For exanpl e, FPhe es@Plienpuilse aupeisdmiutident Pereanrdn Ldaydel Ebak3pBndi ng

to a directory. The input personal
code ycorrespo%%in%’ to a directory. The input personal

identification code is checked and authenticated, and the
user 1s thus given the right to access all applications
(and sub-directories) in the directory. For example, the
user obtains the right to access all applications used in
a series of transactions by inputting a personal
identification code for the corresponding directory once.
Access ' control 1is thus efficiently performed, and the
operability of the apparatus is thus improved.

The integrated circuit device according to the first
aspect of the present invention may further include
private key setting means or step for setting, for each
application and directory allocated to the memory region,
a brivate key for authentication. In such a case, the
accessibility/inaccessibility managing means or step may
set the inaccessible application or directory to be
accessible when the inaccessible application or directory
is mutually authenticated by a predetermined certificate

authority using the private key.



identification code is checked and authenticated, and the wuser is th
given the right to access all applications (and sub- giDResabdresds i N
directory. For exanple, the user obtains the right to access al
applications used in a series of transactions by inputting a persona
identification code for the corresponding directory once. Access - C

is thus efficiently perfornmed, and th

operability of the apparatus

t hus i nproved. The integrated circuriﬁa%vice according to the first
of the present invention may further include private key setting nea
step for setting, for each application and directory allocated to th

MENory 1 egion; i &y PL{Yat ﬁi‘&%ﬁi‘c@rdé%'&%mrﬁ%t 'gfra&th'er} Sﬂﬁélég‘é?%gccéé?
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13 The integrated circuit device may further include access

denyi ng fearsitarirst epf f otheaysdwgr edch thecessi dfea t@ppicatiian davdice
directory to be inaccessible in response to cutting off the power to
i nt egrat ed thecuntfodedicieon stotege nflevmmei on st orage device. Wen th
card is lost or stolen, the user may suffer from damage since the

appl i cati ondikenl theeiforhgs mey It or stolen, the user may suffer

from damagersince the applications and directories may be
used without permission or fraudulently. According to the
first aspect of the present invention, access to all
applications and directories is automatically denied in
response to cutting off the power to the IC card. In case
of loss of IC card, the IC card is prevented from being
maintained as accessible and from being used fraudulently
by a malicious user.

The integrated circuit device may include number-of-
input-failure storing means or step for storing the number
of failures of input of the personal identification code
for each application and directory allocated to the_memory
region; and maximum-permissible-number-of~input-failure
setting means for setting the maximum permissible number
of failures of input of the personal identificatioﬂ code
for each application and directory allocated to the memory

‘region. In such a case,

t he
e I C



used without perm ssion or fraudulently. According to the first aspect of
the present invention, access to all applications andgdifRehnsl 951 S
automatically denied in response to cutting off the power to the |IC card.
In case of loss of IC card, the IC card is prevented from bei ng

mai nt ai ned as accessi ble and from bei ng,used fraudulently by a malicious
user. The integrated circuit device may i nclude nunber-of- input-failure

Stor i g, MRANS 201 0re 5101 A0k L e BUADET ol fallurgsa 0l 1PUL 0L the

per sonal tification c or each appficatio cat ed

to the meppfYsetedim; appdi BRXE BHMAEr gi sakRbeynumbernotni M - hakbure
setting neans for setting the maxi num perm ssible nunber of failures of

i nput of dfhe ipgrsonataiderds fiat | oreLoded fone eashxapphi cabiansandle
directory allocated to the nenory region. In such a case, 16 Decenber 2005
-- 14 themdecesst bi hphysi nacbessinbicldetsys idRagi ng neans or step nay set
the application or directory in which the nunber of input failures has
reached the fari mmeeraiedi biecuiinbdevdtei npoay todleidemaceebsicbbé- The
integrated circuit device may include nunber-of- input-failure initializing
means or igyeyfiorikiear ing tilkd izimtbareansi mputster| dogs shoreong nthie
nunber-of -i nput- failure storing neans or step by a manager nutually

aut hent i Gy o pteBBterfhbdreer ST e Hdut %B?i tyumber-of-input-

failure storing means or step by a manager mutually

authenticated by a predetermined certificate authority.

According to a second aspect of the present invention,
there is provided a mobile terminal apparatus comprising

an user input means for inputting a personal
identification <code by a user; and a semiconductor
integréted circuit device having a memory region, a
controller operable to control the internal operation of

the semiconductor integrated circuit device,

a wireless interface for enabling the controller to
perform wireless communication with an external apparatus;
a wired interface for performing wired communication

with the controller,



According to a second aspect of the present invention, there is provided a

nobi |l e term nal apparatus conprising an user input nedgPeccenberBOOSti ng a
i dentification code by a user; and a sem conductor integrated

devi ce having a nenory region, a controller operable to control

the internal operation of the sem conducdor integrated circuit device,

per sonal
circuit

wireless interface for enabling the controller to performwreless
communi cat i orhwictki ran mexdes N r aphachtng; thewigeatdmileriaeet{ 6t cpenbar m ng
wi red communication wth the controller, 16 Decernber 2005 - 15 checking
means forcakeckiight hehper genalorialent idéctifonatdode widde t hEoper sanal

identifi

cation code for each application allocated to the nmenory region,

and accegplrightiewntrldoamat teor ghei nemasy a neasidn, okncheskiagsby

checki ng neans arig ht tothe user to access the application in which
the persdid ?d%%????éaﬁ?éﬁscéﬁésgﬁﬁ&%%reﬁ@haoﬁﬁéﬁlﬂuﬁﬁi%%%% kingelivon

| qcat e one or nore application, wherein the right to access
F?l(?ﬁ?‘llélgboﬁ??ﬁfsl'edab T p§'rosoFlea i ¥ i fitalBic&$S ol and

d tif t t f r _input neans bein
Cranstor Fod Vl.%a‘%e” bR TG f e e AT b 1P o T FREL OBy nERdBs! 6

bei ng al

each appiica

t er m nal
such as

a

t he

H%hh%@h@y 's%q.ldza}n%m%qu i PQSEHPJ ol roce_\Ls_’LSoIC%Q:each%r atus,

a cellular phone .
one or more application, wherein the right to access each

application is controlled by the personal identification
code, and said personal identification code input from the
user input means being transferred via the wired interface
to the controller.

The term mobile terminal apparatus here may indicate an
information processing apparatus, such as a cellular phone
or a PbA (Personal Digital Assistaht), which is small and
light enough to be carried by the user. Also, the term
semiconductor integrated circuit device may indicate an IC
chip with an authentication function for implementing the
access operation.

.The IC chip placed on the mobile terminal apparatus
according to the second aspect of the present invention
may include a wireless interface for establishing a
wireless 1link with an external apparatus such as a
reader/writer and a wired interface for establishing an
internal connection with a controller of the mobile
terminal having_theVIC chip. In response to establishment
of a wireless link with the reader/writer, the IC chip can

be activated by



or a PDA (Personal Digital Assistant), which is small and 1ight enough to
be carried by the user. Al so, the term sem conduct or 1§ De@&hdr@d0si r cui t
device may indicate an IC chip with an authentication function for

i npl enenting the access operation. .The IC chip placed on the nobile

term nal apparatus according to the second aspect of the present invention
may include a wireless interface for esgablishing a wreless link with an
external apparatus such as a reader/witer and a wred interface for

est abl i sfylrég;@rbmagfﬁ@gfélwg%gegghenfwohh tReC cﬁﬂmrf&ef he mobi |l e

term nal having the 1C chip. In response to esta shment  of a wirel ess

link with th@héeapter/cwrllﬁ epilakhe |&nChitk caABpihe activahgd ﬁﬁér%ﬁgnber
2005 16 el ectronmagnetic waves sent fromthe reader/witer. e ICchip

pl aced orddwerdinhy | eot etind nde RPRAr abPsctacephr dihrkg boetbatseronenaspact of
the present invention may include the nenory region. One or nore
appl i cat mary anelafleoddtedmemctriye negboy.r egdna. okthembirghtapel Acaessn each
application is controlled by the personal identification code such as a
per sonal airgem }idcatedn tonupier memopys sweythn The Ttey nraphki dat | @anchese
includes value information, such as el ectronic noney or an electronic
ticket. Wheh a \anRlEeatienk wish tmonsaelked apbar at tdisuchpersonal

identification code such as a personal identification
number or password. The term application here includes
value information, such as electronic money or an
electronic ticket.

When a wireless link with the external apparatus such
as. the reader/writer is established, a personal
identification code input using the reader/writer may be
input to the IC chip wvia the wireless interface. A
personal identification code input from a user input unit
such as a keyboard of the mobile terminal apparatus may be
input to the IC chip wvia the wired interface. The
personal identification «code input via the wireless
interface or the wired interface is checked against the

'coriect personal identification code, and the right to
access the corresponding application is given if the
personal identification codes match each other.

According to the second aspect of the present invention
a personal identification code for a desired application
may be input using  the mobile terminal apparatus. The
mobile terminal is held towards the external apparatus

such as the



as the reader/witer is established, a personal identification code input

using the reader/witer may be input -to the |C chip¥igcidifer¥obs! €SS
interface. A personal identification code input froma user 1 nput unit
such as a keyboard of the nobile term nal apparatus may be input to the IC
chip via the wired interface. The personal identification code input via
the wireless interface or the wired interface is checked against the
correct personal identification code, and the right to access the
correspondi ng application is given if the personal identification codes
mat ch each other. According to the §é65%d'aspect of the present invention
a personal identification code for a desired application may be input
using the nobile term nal apparatus. The nobile terminal is held. towards
t he exterrsddeapparitars, @utthard el @ppadeEEio?3m bel isgdeadengw i ter,
and hence the application can be used using the external apparatus (such

as conducthengxdre sl tappd a tuy afEsatt iaen condhrdridinglny elidt roagér: can i nput
a personal identification code using the user's nobile termnal the 5 user
is fanm | itsangadtidmst eddasfrdisigiy a theensiant edradapoft a perexhelnal '
apparatus the user is unfanmiliar with, and the input personal

i denti f i d&tardd-fdsgdiion dads sisdekiedhel mseot' ivemadrds texmiordonhke

identjfication code may be input using the information processing apparatus
havina t i§ercis familiar with, instead of using a user interface of

the external apparatus the user is unfamiliar with, and the
input personal identification code is thus checked. 1In
.other words, a personal ideﬁtification code may be input
using the information processing apparatus having the IC
10 chip embedded therein to disengage the lock. Subseguently,
a wireless link may be established with the external
apparatus, thus permitting access‘tO'the memory'region}
Needless to say, after-a wireless link between the IC chip
in the iﬁformation processing apparatus and the external
15 apparatus is established, the access right may be controlled
on the basis of a personal identification code input using
the external apparatus.
| The acceéess-right control means may permit the external
apparatus to éccess the application for which the access
20 right is given via the wireless interface using wirelesé
communication.
In response to detecting no electromagnetic waves from
the external apparatus connected via the wireless interface,
“the access-right control means may determine that a series

25 of transactions related to the application for which the

- A
o .



10 chip enbedded therein to di sengage the | ock. Subsequently, a wreless
link may be established with the external apparatus, 1§ DécediBérPobsi ng
access to the menory region. Needless to say, after a wireless link
between the I1C chip in the information processing apparatus and the
external 15 apparatus is established, the access right may be controlled
on the basis of a personal identification code input using the external
apparatus. The access--right control nmeans nay permt the external
apparatus to access the application for which the access 20 right is given
via the wireless interface using wi r&l €8s~ communi cation. In response to
detecting no el ectromagnetic waves from the external apparatus connected
via the wireless interface, -the access-right control neans nmay determn ne

that a seacesss2bighittianghedn Gnss redahbth tad tdes apptisaid on for which the
16 Decenber 2005 - 18 access right is given has term nated and perforns
transact i orensroiient i oerplocess NrodSs A n@sSulAs afteulibeidfrdised, the I1C
chip is not maintained in a state in which each application is accessible.
For exanpreinghesed hetle nibhidleip ersrimal reppatratnsd | i losttatre sitrol en,
unaut hori zed use of the application is prevented. The user is thus
pr event edH¥@meadh eapmil daoimurisutaord seihlaise Rur tdreinplef, wharuethe
i nformation such as electronic noney. In response to receiving no response
withifn amobile terminal apparatus is lost or stolen, unauthorized
use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.
In resporise to receiving no response within a
10 predetermined period of time in response to a command sent
from the IC chip via the wireless interface, the access-—
right control means may determine that a series of
transactions between the external apparatus and the IC chip,
which are connected with each other via the ﬁireless
15 interface, has terminated normally or ébnormally and may
perform termination processing. As a result, after the
wireless link with the external apparatus is broken, the IC
chip is not maintained in a state in which each application
is accessible. For example, when the mobile terminal
20 apparatus is lost or stolen, unauthorized use of the
application is prevenﬁed. The user is thus prevented from
suffering from unauthorized use or theft of value
information such as electronic money.

The mobile terminal apparatus according to the second

25 aspect of the present invention may further include personal




10 predeterm ned period of tinme in response to a command sent fromthe IC

chip via the wireless interface, the access- right coggil BYoLBY
determ ne that a series of transactions between the external apparatus and

the 1C chip, which are connected with each other via the wreless 15
interface, has termnated normally or abnormally and may perform
termnation processing. As a result, after the wreless link with the
external apparatus is broken, the I C chip is not maintained in a state in
whi ch each application is accessible. For exanple, when the nobile
termnal 20 apparatus is lost or stoleA? onauthorized use of the
application is prevented. The user is thus prevented from suffering from
unaut hori zed use or theft of value information such as el ectronic noney.

The rmbuleaé@tﬂfmaat@@@aé@aasr@gm@fﬂggtrﬁewg f@goygglgée@ﬁafclt of the
present invention may further include personal - dentlflcatlon code

regi st eri agvaresstherps£gbss Br i dént i dveMeecdde f@%séaﬁi identification
code for each application; program activating neans; and personal

i dentifi cappbicadilen | nprbgi@ansct DFat iythédds | hendepsed@la® 1 dentification
code for the corresponding application in accordance with the activated
pr ogr am t odedmel f ahign viedd henpwt rsshndt 86 alepu it i sgicthe wassyndhe user
selects a desired programfroma nenu screen displayed on the display, And
t he . &or ridgwndf hepproyremie sfeal thed dortdwporhine dapphiaetiiod 0 response
to the activated program a personal identification
accordance with the activated program to the IC chip via the
wired interface. - In such a case, the user selects a desired
program from a menu screen displayed on the display, and the
corresponding program is called to the mobile terminal. 1In
10 response to the activated program, a personal identification
code for the corresponding application is input to the IC
chip via the wired interface, and the right to access the
application is thus given. The user can omit the inputting
of a personal identification code for a desired application,
15 and operability is improved.
In response to being connected to the external
apparatus via the wireless interface and thus receiving
power, the IC chip may notify via the wired interface of the
necessity to input the personal identification code for
20 accessing the memory region on the IC chip. In response to
the notification, the mobile terminal having the IC chip
displays a dialog on a display or emits a beep to prompt the
user. Accordingly, the user is reliably reminded of the

necessity to input a personal identification code when the

25 user holds the mobile terminal above the external apparatus




code for the corresponding application is input to the IC chip via the
wred interface, and the right to access the appli catp®ecksbdrd?095gi ven

The user can omt the inputting of a personal identification code for a
desired application, 15 and operability is inproved. In response to being
connected to the external apparatus via the wireless interface and thus
receiving power, the IC chip may nq;E%y_yia the wired interface of the
necessity to input the personal identification code for 20 accessing the
menory region on the 1C chip. In response to the notification, the nobile
termnal having the 1C chip displays a dialog on a display or emts a beep

to prompt [fheje Uit ACCOLARAY Ve hd NEpHIEL it el | yikgeipdedf {he
necessity to Input a personal identification code en the 25 user hol ds

the nobi k&g MAbe@bove it heiaxt engak ' apparitisdp Degerbema3005thud0
reader/witer to use the application. Application use in every aspect of
t he user'racavamydasd)ife may thus facilitated. According to a third aspect
of the present invention, there is provided a conmunication nmethod using a
nmobi | e ternnhoabrdppgr dtaisa hahiingl aaseeccorductlos preegndt ethvent tom}
device which has a nenory region and which conmunicates with an external
appar at ushetrlee hobidwieted nal epparaiastipol utkbgod wisigiese mekbeleace
for enabling the sem conductor integrated . .
terminal apparatus having a semiconductor integrated
circuit device which has a memory region and which
communicates with an external apparatus,
the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated
circuit device to perform wireless communication with the
external apparatus and a wired interface for performing
wired ‘communication with the semiconductor integrated
circuit device in the mobile terminal apparatus,
one or more applications being allocated to the memory
region, wherein the right to access each application is
controlled by a personal identification code, the
communication method comprising:
a user input step of inputting, from a user, the
personal identification code;
a sending step of sending the personal identification
code input in the user input step wvia the wired interface

to the semiconductor integrated circuit device;

a checking step of checking the personal identification



circuit device to performwrel ess communication with the externa
apparatus and a wired interface for performng W redjgDarasbhaabo®n Wth
the sem conductor integrated circuit device in the nobile term na
apparatus, one or nore applications being allocated to the nenory region,
wherein the right to access each application is controlled by a personal
identification code, the conmunicati nmet hod conpri sing: a user input
step of inputting, froma user, the personal identification code; a
sendi ng step of sending the personal identification code input in the user
input step via the wired interface to the sem conductor integrated circuit

device; aceleckhpatst ep ofnhehegking iMsupersengl dgeniti cat iphrdéndecenber
2005 - 21 <code input in the user input step agai nst a personal
identifieakhen fdede fot eaab d@ppl i€ath oappllliecalieth t9l 1bdeatsBMYy tlegi on;
and an access-right control step of giving, as a result of checking in the
checki ngmshepmy aadgight; tand he user to access the application in which the
personal identification codes natch each other. The sem conduct or

i nt egrat ed céamcactedevirdghtl avsdtonl shepnoldi |Eiviergi nas apparsatlis of
according to the third aspect of the present invention nay be forned of,
for exafpeekiag | tnchilpe THeqkdinhi gtefol udesthgkr diesghe user to

access the application in which the personal
identification codes match each other.

The semiconductor integrated circuit device placed on
the mobile terminal apparatus according to the third
aspect of the present invention may be formed of, for
example, an IC chip. The IC chip includes a wireless
interface for establishing a wireless 1link with an
external apparatus such as a reader/writer and a wired
interface for establishing an internal connection with a
controller of the mobile terminal apparatus having the IC
chip. In response to establishment of a wireless link
with the reader/writer, the IC chip is activated by
electromagnetic waves sent from the reader/writer.

-The semiconductor integrated circuit device placed on
the mobile terminal apparatus according to the third
aspect of the present invention may have the memory iegion
of relatively high capacity. One or more applications are
allocated to the memory region. The right to access each
application is controlled by the personal identification
code such as a personal identification number of password.

‘The term




interface for establishing a wireless link with an external apparatus such
as a reader/witer and a wired interface for establi §8igeRberi20bsr nal
connection with a controller of the nobile term nal apparatuszhaV|ng t he
IC chip. In response to establishment of a wireless link wth the
reader/witer, the 1C chip is activated by electromagnetic waves sent from
the reader/witer. The sem conductor integrated circuit device placed on
the nobile term nal apparatus accordi to the third aspect of the present

i nventi O%ipé’a)é‘c ave ﬁhehgf%rg Peé%td%% Ofai@é att%{g gpﬁhgarpasc%%ﬁ/ @e or

nore appl IOI’]S are (0] the nmenory reg IOI’] tO aCcCess

each applid g]act]_lcg{]ln(% Isr? robLl ggngiege oB%SCE'l%Jge'tden“ fication code such

as a person Ion nu passwor "The term 16 Decenber 2005

- 22 app"Cﬁhbﬁneﬁe&fréﬂéégd@§1M9|#Eth”E@@“%iﬁ%&néycﬁﬁﬁéréﬁdgﬁéQEhC
noney or an electronic ticket. Wen a wireless link wt he ext ernal

appar at Ugssucitheds thead@aderivert er iks eskabbilshesdhd,a pedsongbérsonal
identification code input using the reader/witer may be input to the IC

chi p vi aidke twfietesison ntedkacenpét perisanathederdddd cabr dbbeeodmy npat from
a user input unit such as a keyboard of the nobile term nal apparatus may
be inputinpeitt héd Ctbki pIti achhhp wiied thterwacetlesFheinpersaaal. A
identification code input via the wireless
personal identification code input from a user input unit
such as a keyboard of the mobile terminal apparatus may be
input to the IC chip wvia the wired interfaced. The
personal identification code input wvia the wireless
interface or the wired interface is checked against the
correct personal identification code, and the right to
access the corresponding application 1is given 1if the
personal identification codes match each other.
According to the third aspect of the present invention,
a personal identification code for a desired application
may be 1input using the mobile terminal apparatus. The
mobile terminal is held towards the external apparatus
such as the reader/writer, and hence the application can
be.used using the external apparatus (such as conducting
an electronic transaction). Accordingly, the user can
input a personal identification code wusing the ﬁser’s
mobile terminal the wuser is familiar with, instead of
using a user interface of the external apparatus the user

is unfamiliar with, -and the input personal identification

code is thus checked.



interface or the wired interface is checked against the correct personal

identification code, and the right to access the corﬂﬁgﬁ&ﬂgkpgm@pplication
is given if the personal identification codes match each other. According

to the third aspect of the present invention, a personal identification
code for a desired application nmay be input using the nobile term nal
apparatus. The nobile termnal is held towards the external apparatus

such as the reader/witer, and hence the application can be used using the
external apparatus (such as conducting an electronic transaction).
Accordingly, the user can input a perséhat identification code using the
user's nobile termnal the user is famliar with, instead of wusing a user
interface of the external apparatus the user is unfanmliar with, and the

i nput per sonalni @aBt hEE6ati0Nghe0d8nt ol hysesheckedext6rPReenber 2005 - 23
In the access-right control step, the ext er nal apparatus may be permtted -

t o accessapipaeaana eat benpkemi twlidc ot Becageeshel hphl ikatdoneFovi a the
wireless interface using wireless conmunication. 5 In the access-right

- control sthdph ither espesse righdetiecyivgnneial eher eeghekisC inavesatbeom t he
external apparatus connected via the wireless interface, it may be

det er m na@inawiaredessesomfmunigasdoni.ons related to the application for

whi ch the access right is given has
In the access-right control step, in response to
detecting no electromagnetic waves from thé external
appafatus connected via the wireless interface, it may be
determined that a series of transactions related to the
- application for which the access right is given has
10 terminated, and fransactioh termination processing may be
performed. As a £esult, after being used, the semiconductor
integrated circuit device is not maintained in a state in
which each application is accessible. For example, when the
mobile terminal épparatus is lost or stolen, unauthorized
15“ use of the application is prevented. The user is thus
prevented from suffering from unauthorized use or theft of
value information such as electronic money.
In thé access-right control step, in response to
receiving no response within a predetermined period of time
20 in response to a command sent from the IC chip wvia the
. wireless interface, it may be determined tlat a series of
.transactions between the exfernal apparatus and the IC chip,
which are connected with each other via the wireless
interface, has terminated normally or abnormally, and

25 termination processing may be performed. As a result, after



10 term nated, and transaction term nation processing nmay be perforned. As

aresult, after being used, the sem conductor integrﬂgggaﬁhkggbqsdevice i's
not maintained in a state in which each application Is accessi ble. For
exanpl e, when the nobile term nal apparatus is |ost or stolen,

unaut hori zed 15 use of the application is prevented. The user is thus
prevented fromsuffering fromunauthorized use or theft of value

i nformation such as electronic noney. In the access-right control step, in
response to receiving no response within.a predetermned period of tine
20 in response to a conmmand sent from2ée I C chip via the wireless
interface, it nay be determ ned that a series of transactions between the
external apparatus and the I C chip, which are connected with each other

via the wixehess:ddd erface; Hasuerdd IR 0 AU | ¥neand 25
ternination processing nay be perforned. As a‘result, gfter 16 Decenber :
2005 - 241c tdy pMirLhRsS md e ddy the £d@idali ARANA] Wsds broken, the 1C
chip is not nmaintained in a state in which each application is

accessi blgpl ¥ tiORNMY acoigne Ml exdnffid NathaPRaaepile | ost or
stol en, unauthorized use of 5 the application is prevented. The user is

t hus prevismineitha1f ragPastidthey iing Foamdmaitidien zethaisghari Adiefiseobofval ue
i nformati on such as el ectronic noney. The conmuni cati on nmethod using the
nobi | B t erhd EgipliappdEcat Us goeorahtegl .t 0 Thze uder d saspiect pofevidnaegr esent
from suffering from unauthorized use or theft of value
information such as electronic money.
The communication method using the mobile terminal
apparatus according to the third aspect of the present

10 invention may further include a personal identification code
régiste;ing step of registering in advance the personal
identification code fof each application; a program
activating step; and a personal identification'code input
step of inputting the personal identification code for the

15 corresponding application in accordance with the activated
‘program to the semiconductor integrated circuit device via
the wired interface. in such a cése, the user selects a
'desired program from a menu screen displayed on the display,
and the corresponding program is called to the mobile .

20 terminal. In response to the activated program, a personal
identification code for the corresponding application is
input to the semiconductor integrated circuit device via the
wired interface, and the right to access the application is

thus given. 1In such a case, the user can omit the inputting

25 of a personal identification code for a desired application,



10 invention may further include a personal identification code
registering step of registering in advance the persong petddrnbhsati on
code for each application; a program activating step; and a personal
identification code input step of inputting the personal identification

~code for the 15 correspondi ng application in accordance with the activated

programto the sem conductor integrated circuit device via the wred
interface. In such a case, the user selects a desired programfroma mnmenu
screen di spl ayed on the display, and e corresponding programis called
to the nobile 20 ternminal. In response“o’the activated program a personal
identification code for the corresponding application is input to the

sem conductor integrated circuit device via the wred interface, and the
right to avdesgetrbbidpplyi ¢at improbsedt hus given. In such a case, the user
can omt the inputting 25 of a personal identification code for a desired
appl i cation, 1Bh®ecembeniCdbon msthearhdisper athd inobilse itpmored. The
comuni cati on nethod using the nobile term nal apparatus nmay further

i ncl ude a2BBfrftuatinel susphet inoiudgiagnothfiezpormesteptde fact that the
sem conductor 5 integrated circuit device is connected to the external
appar at usP9tafyhagw L8| 8858PPRser tackhantr¢husha bceliy esepborrductkdr t he
necessjty.to input the personal identification code for accessing the
rre.'rmr;s/é r eybRIGEECEnELIHFPEH PRV EFE at®. COMRCFRPOFR etRR FeeHRAL fi cati on,

the nmobile ternjnal agparatus . ) :
- . apparatus via the wireless interface and thus receives power,

of the necessity to input ;he-personal identification code
for accessing the memory region via the wired interface.' In
response to the notification, the mobile terminal appa;atus
10 having the.IC chip displays a dialog on a display or emits a
beep to prompt the user. Accordingly, the user is reliably
reminded of the necessity td input a personal identification
code when the user holds the mobile terminal above the
external apparatus such as the reader/writer to use the
15 application. Application use in evéry aspect of the user's
everyday life is thus facilitated.l
Further objects, features, and advantages of the _
présent inventiog will become apparent from a mbre—detailed
description of the preferred embodiments of the present

20 invention with reference to the attached drawings.
[Brief Description of the Drawings]

Fig. 1 is a diagram schematically showing the hardware

25 configuration of a mobile terminal 10 according to an



10 having the I1C chip displays a dialog on a display or emts a beep to

pronpt the user. Accordingly, the user is reliably regdadh&hobhe

necessity to input a personal identification code when the user holds the

nobil e term nal above the external apparatus such as the reader/witer to

use the 15 application. Application use in every aspect of the user's

everyday life is thus facilitated. Further objects, features, and

advant ages of the present invention will becone apparent from a.

nmore-detailed description of the pref gred enbodi ments of the present 20
invention with reference to the attach drawi-ngs. [Brief Description of

the Drawings] Fig. 1 is a diagram schenmatically show ng the hardware 25
configuration of a nobile termnal 10 according to an 16 Decenber 2005 - 26
enbodi nenembpdinenpr e§ebhei pveseénbninFengtidni s a conceptual di agram showi ng |
t he mechani sm of wreless communi cati on between a reader/witer and an IC |
chi p 50 based Bigel 2cis creepreténtualdutidmmmm Swing the mevbdelisdi agr am of |
a systemforned of the reader/witer 101 and the I1C chip 50, the system |
servi ng a¥irglepanseorweicatign Retween bk orkadéndwahtehowichq@n HEC i nt er nal
functional configuration of the IC chiE 50 enbedded in the 10 nobile

ternminal $BiBcebrBrpgdion sckeekyo hentndecthen present invention.

5 - Fig. 3 is a model diagram of a system formed of the
reader/writer 101 and the IC chip 50, the system serving as
a transformer.
Fig. 4 is a block diagram showing the internal
fuﬁctional configuration of the IC chip 50 embedded in the
10 mobile terminal 10 according to a first embodiment of the

present invention.

Fig. 5 is a-diagram‘schematically showing an example'of
the COnfiguration of a memory space in a memory 52 shown in
Fig. é.
7 15 Fig. 6 is a diagram schemafically showing the data
structure of a personal identification code'defining fegion.
Fig. 7 is a flowchart showing a process ofVCOntroLling
thé right to access a directory or application in accordance
with a persoﬁal identification code input from a user.

20 ' Fig. 8 is a flowchart showing a process of coﬁtroliing
the right to access a directory or application using a
private key instead of the personal identification code
ihput from the user.

Fig. 9 is a flowchart showihg a process of controlling

25 thefright to access an application or.directory on the basis




Fig. 5is a diagram schematically showi ng an exanple of the configuration

of a nenory space in a nenory 52 shown in Fig. 4. 151+:mcerﬁbér?095 di agram
a

schematically showing the data structure of a person identification code

defining region. Fig. 7 is a flowhart show ng a process of controlling the
right to access a directory or application in accordance, wth a personal
identification code input froma user. 20 Fig. 8 is a flowhart show ng a
process of controlling the right to access a directory or application
using a private key instead of the perional identification code input
fromthe user. Fig. 9 is a f1 owchart sh Ww'ng a process of controlling 25
the.right to access an application or directory on the basis 16 Decenber
2005 - -2 7 of the nunber of failures of input of the personal
i dentifi cafi tite coathefi gf i Iwres b AGMAIAtS demid ¢galdgomsiiowi ng t he
-mechani sm for automatically causing an access-permtted 5 nmenory region to
be i naccesdemt ef byatcii icgdeof f the power supply. Fig. 11 is a diagram
showi ng the internal functional configuration of an IC chip 50 enbedded in
a nobil e ternmfda. 100 isceoddiagyao ssheaatndaéipodhmenngofthehe present
invention. 10 Fig. 12 is a flowhart showing a process of permtting
mechanism for automatically causing an access-permitted
5 memory region to be inaccessible by cutting off the power
supply.
Fig. 11 is a diagram showing the internal functional
configuration of an IC chip 50 embedded in a mobile terminal
10 according to a second embodiment of the present invention.
10 Fig. 12 is a flowchart'showing a process of permitting
access to an application allocated to a memory 52 by
checking a personal identification code input from a user
input unit 11 of the mobile terminal 10.
Fig. 13 is a flowchart showing a process of controlliné
15 the right to access an application on the basis of the
result of detecting electromagnetic waves sent from an
external apparatus 50.
- Fig.‘14 is a flowchart showing a process of controlling
the right to access an application on the basis of a
20 résponse from an externél apparatus 100 in response to a
command sent from the IC chip 50.
Fig. 15 is a flowchart showing a process of prompting
the user to input a personal identification code to the

mobile terminal in response to establishment of a wireless

25 1ink between the IC chip 50 and the external apparatus 100



access to an application allocated to a menory 52 by checking a personal
identification code input froma user input unit 11 p§ LOS,HEbobe term nal
10. Fig. 13 is a flowhart showi ng a process of contro Ping 15 the right .
to access an application-on the basis of the result of detecting
el ectromagneti c waves sent froman external apparatus 50. Fig. 14 is a
fl omchart showi ng a process of controlling the right to access an
application on the basis of a 20 response from an external apparatus 100 in
response to a comuand sent fromthe I1C chip 50. Fig. 15 is a flowhart
showi ng a process of pronpting the usef To i nput a personal identification
code to the nohile termnal in response to establishnent of a wireless 25
| i nk between the I C chip 50 and the external apparatus 100 16 Decenber 2005
- 28 viavad fF mmidnSl.5F) 9. 16 is a diagram schematically show ng the
hardware configuration of a nobile termnal 10-2 according to a third
enbodi ment of rtike predenta idlsetimoBchbmhiitdcallyi shawtihgwehar hagtiewrag a
process of omtting input of a personal identification code by activating
a programnfiBpstathode dra Gaobiylien<@mindie 0m2e ptdaa]dit@r Wt la rdfiedence
to-the draw ngs, enbodinments of the

embodiment of the present invention.

5 Figf 17 is a flowchart showing a process of omitting
input of a personal identification code by activating a

program.

[Best Mode for Carrying Out the Invention]

10

With reference to the drawings, embodiments of the
present invention will now be described in detail.
A. Svyvstem Configuration
15 Fig. 1 schematically shows the hardware configuration

of a mobile terminal 10 according to‘an embodliment of the
Aﬁresent invention. The mobile terminal 10 is an information
proﬁessing terminal, such as a cellular phone or a PDA
(Pérsonal Digital Assistant), which is small and light
20 enough to be carried bj a user.

The mobile términal 10 shown in the diagram includes an
IC chip 50 which is driven by receiving power using wi{gless
cdmmunication with an external apparatus and whiph'has a
memory function, é controller 11 for contreolling the Qverall

25 internal operation of the mobile terminal 10, a user input




present invention will now be described in detail. A System Configuration
15 Fig. 1 schematically shows the hardware configurat{@pechine 2009 | €
term nal 10 according to an enbodi nent of the present 1 nvention. The
nobile termnal 10 is an information processing termnal, such as a
cel lular phone or a PDA (Personal Digital Assistant), which is small and
| i ght 20 enough to be carried by a user. The nobile termnal 10 shown in
the diagramincludes an 1C chip 50 which is driven by receiving power
using wireless conmunication with an external apparatus and which has a
menory function, a controller 11 for —céft rol I i ng the overall 25 internal
operation of the nobile term nal 10, a user input 16 Decenber 2005 - 29

-unit 12 formed of keys/buttons for inputting by the user various character

strings andieonuBeidemeguel Re&ya/peteonal fordenphttLadivp PHELESHT

password, and a display unit 13, such as an LCD (liquid Crystal Display), -

for di spl agrhguthehhrpcoeesstagngesahdl. cieegh@ss sechays & hger®bhdE
termnal 10 may include peripheral units and circuit conponents ot her

t han t hosédshoifitatibe duageanvinpasshesrdp amgpl £n@hdéplde upit b3y function
of the nobile terminal 10. A cartridge which has an IC chip with an antenna
and 10 whuch &s &orhed (highedsCrzesoil abisplay) cafor i digeheyahd ythe ef erred
to as5an "IC card". The nobile term nal 10 can be equi pped with the 1C chip

processing result. Needless to say, the mobile terminal 10
may include peripheral unitérand circuit components other
than those shown in the diagram in order to implement the
- primary function of the mobile terminal 10. |
A cartridge which has an IC chip with an antenna and

10 which is formed in the size of a credit card is generally
‘referred to as an “IC_card".

The mobile terminal 10 can be egquipped with the IC chip
50 in a variety of different ways. rFor exémple, a
semiconductor IC chip in conjunction with a wireless antenna

15 may be embedded in the mobile terminal 10. Alternatively, a
card-shaped IC chip; that‘is, an IC card, may be used by
being inserted into a card slot arranged in the mobile
tefminal 10. Applications for the IC chip or IC cérd
include functions related to value information, such as-

20 piepaid electronic ﬁoney or an electronic ticket. In the
following description, the functions provided by the IC chip
or IC card may also be referred to "applications".

The controller 11 is formed by integrating a CPU
{(Central Processing ﬂnit),-a_ROM (Read Only Memory), a RAM

25 (Random Access Memory), and the like. The controller 11

:



conjunction with a wireless antenna 15 may be enbeddeﬂm) éﬁ}fergg@y l e
terminal 10. Alternatively, a card"shaped |IC chinp, an | C card,

may be used by being inserted into a card slot arranged |n the nobile
termnal 10. Applications for the I1C chip or 1C card include functions
related to value information, such as 20 prepaid el ectronic noney or an
.electronic ticket. In the follow ng description, the functions provided by
the ICchip or ICcard my also be referred to "appllcatlons" The
controller 11 is formed by integrati mg3® CPU (Central Processing Unit), a
ROM (Read Only Menory), a RAM 25 (Random Access Menory), and the |ike. The
controller 11 w 16 Decenber 2005 - 30 executes program code stored on the

ROM t 0 coekeelit¥ar Fﬁbgraﬁpﬁbdél 9b6réd bhetnebrbe 8T 8bmetollOvardi®ud C chip

50 includes a wire
an ext er napeappabakusnlOhe hobhle at@tmedalnt@rface 15 for establishing a
wi red connection wth the controller 11 of the mobile term nal 10. The

wirel ess interflaserd4chuges3o finiclaxbyle, wiaramsadntiefardeada fiirandar d
defined by 1SO 7816 or a wireless interface standard defined by | SO 14443.
The schenestablishabyi shwhgelésa limk witltommeetfe@mdbbtamsardtes |[XOxhip 50
and the external apparatus 100 will be described |later.

5 and a wired lnterface 15 for establishing a wired connection
with the controller 11 of the mobile terminal 10. The
wireieSs interface 14 uses, for example, a contact interface
standard defined by IS0 7816 or a wireless interface |
standard defined by IS0 14443. The scheme for establishing

10 a link or connection between the IC chip 50 and the.external‘
apparatus 100 will be described later.
The IC chip 50 is manufactured by addpting,;ggx_example,
a contactless IC‘chip teéhnology. The IC chip SO-is driven
by electromagnetic waves received from the external
15 apparatus 100 via the wireless interface 14. In other words,
when the user is not holding the mobile terminal 10 above
the external apparatus 100, electromagnetic waves from the
egférnal apparatus 100 do not reach the mobile terminai 10,
and the operation of the IC chip 50 is deactivated. 1In this
20 embodiment, therright to access the interior of the IC chip
50 disappears in response to cutting off the electromagnetic
waves (this will be described later).
The IC chip 50 according to this embodiment has a

memory region, such a memory region is made possible by

25 miniaturization technology. The memory region is formed of

50 in a vari ety of d| fferent “;Nays Forexarrpl é sem conduct or I Cchipin

ess interface 14 for establishing a wireless link with .



The 1 C chip 50 is manufactured by adopting, for exanple, a contactless IC

chip technology. The 1C chip 50 is driven by electroRBgRethEerYBYES
received fromthe external 15 apparatus 100 via the wireless Interface 14..

In other words, when the user is not holding the nobile term nal 10 above
t he external apparatus 100, el ectromagnetic waves fromthe external
apparatus 100 do not reach the nobile termnal 10, and the operation of
the I1C chip 50 is deactivated. In this 20 enbodi nment, the right to access
the interior of the 1C chip 50 disappears in response to cutting off the
el ectromagnetic waves (this will be-dédcribed later). The IC chip 50
according to this enbodi nent has a nenory region. Such a nenory region is
made possible by 25 mniaturization technology. The nenory region is

forned of algefeeenbactd®0RemoBy, @ S8GHhELNEUSERIpIEN®F YotRefRYNELI C. St pe,
or other readable/witable storage nedia. One or nore applications are

al | ocat edrtadhbee/RIDENHL 6805 DOraBEmeEdaPD! ORE o ARG L& AP PNI ¢St Mndle
i nformation, such as electronic noney 5 or an electronic ticket. In this

enbodi mentreaalikooayedpacetha mdtot € edipon) dws exdmgerarshi cal structure.
Each. application is allocated a directory. This enables applications to
be efficiepplycahinnges valwek recforyatbon s. sddh sasv é¢ledverckesbe mdyesly i n 10
detail later., In order to protect value information stored in the
5 or an electronic ticket.
In this embodiment, a memory space in the iC.chip 50
has a hierarchical.structure. Each:application is allocated
a directory. This enables applications to be effi;ientlf
managed in directory units. This will be described in
10 detail later.
In oxrder to protect valﬁe information stored in the
memory space in the IC chip 50 from being used without
permission or stoién, a personal identification code such as
a personal identification number or password is set foxr each
15 application. As a result, the right to accesé the memory
regiop is controlled in application units. For example, a
peféonal identification code input via the wireless
inferface 14 or the_wiréd interface 15 is checked égainst a
personal identification code for each application, and the
20 right to acbess each application is given when the compared
personal identification codes match each other (described
later) .
In this embodiment, apart from the aboverfeatures in

" that the memory space has a hierarchical structure, that

25 each application is allocated a directory, and that a



f

menory space in the IC chip 50 fram being used w thout perm ssion or

stol en, a personal identification code such as a persppgaledienbhs i cation
nunber or password is set for each 15 application. As a resJ?%,'the right .

to access the menory region is controlled in application units. For
exanmple, a personal identification code input via the wireless interface
14 or the wired interface 15 is checked against a personal identification
code for each application, and the 20 right to access each application is
gi ven when the conpared personal identification codes match each ot her
(described later). In this enbodineﬁt,zaﬁart fromthe above features in
that the nmenory space has a hierarchical structure, that 25 each
application is allocated a directory, and that a 16 Decenber 2005 - 32
per sonal peesdndl chdermti £ocketicn seidd ois eseth Bppldaoat iappl iatiemsonal
identification code may al so be set for each directory. The right to
access i peomnal |etemot £ od yidm cabplnagatdleo W tssetbufioralessarhi n di rectory
units efficiently. 5 The access right control wll be described in detail
later. Therexternal Epparights tkoRrdeesn apparetnel lesl ngptarrnlappni cati on
allocated to the menory region on the I1C chip 50. The ext ernal apparatus
100 i ncl (Rl keadierynirts dutl Gl forin ebirgsatioryt npidaniefdisdentlyk with the
| C chip 50 using, for 10 exanple, a contact |ess |C chip-technol ogy.
Needl @ss TP s¥fcess He-whdk aramdiz dppeirddt (e He 9w hegliipp e taiith 1edear circuit
' The external apparatus 100 is an apparatus using an
application allocated to the memory region on the IC chip 50.
The external apparatus 100 includes a reader/writer 101 for
establishing a wireless link with the IC chip 50 using, for
10 example, a contactless IC chip technology. Needless to say,
the external apparatus 100 is equipped with other circuit
components and peripheral devices for performing arithmetic
processing for specific operations, and a display unit and
an input unit for performing interactive input with the user
15 (all of ﬁhich are not shown).
The external apparatus IOO corresponds to, for example,
an apparatus such as an ATM (Automatic Teller Machine)
terminal in a bank for using electronic money; an apparatus
for processing electronic value information, such as that
20 iﬁstalléd at the entrance of a concert hall or the gate of a
station or airport for using electronic tickets; and an
apparatus such as a safety box at an accommodation facility
fdr-performing user identification or authentication.

Acéording to the system configuration such as that

25 shown in Fig. 1, the user inputs a personal identification



conponents and peripheral devices for perfornmng arithmetic processing for

specific operations, and a display unit and an input lggegell{%p&mggform ng
interactive input with the user .15 (all of which are not s : .
external apparatus 100 corresponds to, for exanple, an apparatus such as
an ATM (Automatic Teller Machine) termnal in a bank for using electronic
noney; an apparatus for processing electronic value information, such as
that 20 installed at the entrance of a concert hall or the gate of a
station or airport for using electronic _tickets; and an apparatus such as
a safety box at an accommodation facil ?@y‘ for perform ng user
identification or authentication. According to the system configuration
such as that 25 shown in Fig. 1, the user inputs a personal identification
16 Decer nbede 200Gn - t138 usaslei Ao dittet USProf RY mobill & 2 imia nmbi | e
termnal 10 and di sengages the lock. In sone cases, the user confirns the
nuner al s & cdii seregagyrittisy Idusk USeln astheMuasiesgr el spleay esbrifidndze di spl ay
unit 13 and sends the input 5 personal identification code to the IC chip
50 enbeddelte i mume el odidah taren nghutl bwithe heox raedl iwitiertf aom= 15. In the

| C chip 50, the personal identification code input fromthe wuser is
checked a@mnﬂs@y%ﬁ Fay sdvealddstelmy furciat iloh aogdeesets thor dggutt application or
dlrectory on the menmory region. If 10 the. personal i.dentification codes

mat chSeadPBidhe] identiddicatioryiaade tife theghC b iz &&s smirsldashdmy regi on

allocated to .
the mobile terminal 10 via the wired interface 15. In the

IC chip 50, the personal identification code input from the
user is checked against a personal identification code set
for each application or directory on the memory region. If

100 the personal identification codes match each other, the user
is given the right to access the memory region allocated|t0
the corresponding application or directory. Alternatively,
after a -wireless link is established between the IC chip 50
in the mobile terminal 10 and the extefhal'apparatus,loo,

15 +the right ﬁo access each application is controlled on the
basis of a personal identifica£ion code input using the
external apparatus 100.

| Wireleés communication between the reéder/writer 101
and the IC chip 50 is implemented on the basis of, for
20 exaﬁple, the principle of electromagnetic induction. Fig. 2
| concepﬁually depicts the mechanism of wireless communication
between the reader/writer 101 and the IC chip 50 based on
eiectromagnetic induction. ' The reader/writer 101 includes
an antenna Lgy formed of a loop coil. Allowing eiectric

25 current Ipy to flow. through the antenna‘LRW generates a



termnal 10 and the-external apparatus, 100, 15 the rig

the correspondi ng application or directory. Alternatively, after
a-wireless link is established between the IC chip 5016?&411}11%% l e

[ t to access each .
application is controlled on the basis of a personal identification code
i nput using the external apparatus 100. Wrel ess comuni cati on between the
reader/witer 101 and the IC chip 50 is inplenmented on the basis of, for
20 exanple, the principle of electromagnetic induction. Fig. 2
conceptual Iy depicts the nmechani sm of wirel ess communi cati on between the
reader/writer 101 and -the I C chip 50-bd%ed on ‘el ectronmagnetic induction.
The reader/witer 101 includes an antenna LRw forned of a | oop coil.
Al'lowi ng electric 25 current 1Rwto flow through the antenna LRW gener at es

a 16 Decembgne2095ieBd arb@netike fdedshar qynd the asherAatLRY tRe
contrast, at the 1C chip 50 side, a loop coil Lc is provided around the I1C

chip 50 inCarhi 50 rs Ldd, S&NBeop Afoihea.enes pebviided e@punePithel1cof the IC
chip 50, voltage is induced by the 5. nmagnetic field generated by the | oop
antenna Lchiy Ghein eatdeslevitbrallBensnd tAte dhdugels wof tidge ligbpg nput to a
termnal of the IC chip 50 connected to the ends of the loop coil L. The
degr ee ofcebupld g Hétendeh dthig Htk,emwodtbBY ¢k tiheluckd bgaddw/ witer 101 and
the loop coil Lc of the IC chip 50 . changes dependi ng on the.. positional
rel at Pondtignathier dofeld generated by the loop antenna Lg of the
reader/writer 101, and the induced voltage is input to a
terminal of the IC chip 50 connected to the ends of the loop'
coil Lg. | -
The degree of coupling between the antenna Ly, of the
10 feader/writer 101 and the loop coil L, of the IC chip 50
changes depending on the positional relationship thereof.
It can be regarded that, as a'system; a single transformer
is provided. This can be depicted in the model diagram
shown in Fig..3. | |
15 The reader/writer 101 modulates the current iRW flowing
through the antenna Lgy; to modulate a voltage V, induced in
the loop coil L. of the IC chip. Using this phenomenon, the
reader/writer 101 sends data to the IC‘chip 50, The data
sent in this casé iﬁcludes a personal identification code,
20 rsuch 4s a personal identification number or password input
- from the user at the external apparatus 100 side, for
obtaining tﬁe right to access each application or directory,
aﬁd value information e.g., electronic mdney or an

electronic ticket, provided by each application.

25 . The IC chip 50 has a load switching function for




It can be regarded that, as a system a single transforner is provided.
This can be depicted in the nodel diagram shown in FilﬁDe Her 2606
reader/witer 101 nodul ates the current I RWfl ow ng rough the antenna
LRWto nodul ate a voltage VO induced in the loop coil Lc of the IC chinp.
Usi ng this phenonenon, the reader/witer 101 sends data to the I C chip 50.
The data sent in this case includes a personal identification code, 20-
such as a personal identification nunber or password input fromthe user
at the external apparatus 100 side, for obtaining the right to access each
application or directory, and val ue~i APormat i on e.g., electronic noney or
an electronic ticket, provided by each application. 25 . . The IC chip 50
has a | oad switching function for 16 Decenber 2005 -- 3 5 changing a | oad
between tenangahg #f168e boopeswi tetfindll s asE oo ddi dataiho be sent
to the reader/witer 101. Wen the | oad between the termnals of the | oop
coil Lc ebavgeésncé heithpdstaaceo bes weent the @d enseddefwitinads 1f1 .t he 5
reader/witer 101 changes. This results in a fluctuation in passing
‘current |WRveorthvel legd Mlwedn ttiee and anivea IRWE Desohdm@mtacil al; t he
fluctuation enables the reader/witer 101 to receive the data sent from

t he | C chépam@es Thehal airspedanes esitwsen hehe ) drererala appariataiss 00 theom t he

| C chip 50 10 includes value information, such as electronic noney or an
el ect Poni ®eadexairiter ol Hechangeach Bpi ineguldys in a fluctuation in

passing current Igp; or voltage Vg of the anténna'LRw.
Demodulafion of the fluctuation enables the reader/writer
101 to receive the data sent from the IC chip 50. The déta
received by the external apparatus 100 from the IC'chip 50
10 includes value information, such as electronic money or an

electronic ticket, provided by‘each application.

B. First Embodiment

In a first embodiment of the present invention, a

15 storage region in the IC chip 50 embedded in the mobile
terminal 10 has a hierarchical structure using directories.
Each application allocated to the‘memory region is
 registered in a directory -at a desired hierarqhical level.
For example, highly-correlated appliéations, such as

20 ,applications for use in a series of transactions, are
registered in the same directory (and highly-correlated sub-
directories are registered in the same directory).
Aécordingly, the application and directory arrangement in
the memory region is well organized, and the user can

25 efficiently classify and organize the applications.



storage region in the IC chip 50 enbedded in the npbikgDeb&HpaPBL510 has a

hi erarchi cal structure using directories. Each application allocated to
the nenory region is registered in a directory at a desired hierarchical

| evel . For exanple, highly-correlated applications, such as 20
applications for use in a series of transactions, are registered in the
sanme directory (and highly-correlated sub- directories are registered in
the sane directory). Accordingly, the plication and directory
arrangenent in the nenory region is—méﬁf'brganized, and the user can 25-
efficiently classify and organi ze the applications.. 16 Decenber 2005 - 36

Hi erarchical control .over the access right is inplenented by setting a

personal identBierarchicebdeohbrol eacd apipd i zatéon, ragtd; ish addition to
this, by setting a personal identification code for each directory. For 5
exanpl e, &hplementedpbyssatpéngonaberdenalf idantbficationcordesfondi ng to a
directory. The input personal identification code is checked and
authenticS@@H,aERglFﬁélODseﬁnﬁs ithuadgivéant he thiht by aetebsgadl
applications (and  sub-directories) in the directory. For exanple, the user.
10 obt ai nBeFReRfLghtlerbifiéeation| rodppfreatpehsdisedtoriva Be¥ies of
transactions by inputting a, personal identification code for the
gbonafﬁ@pﬁgreg@%rys%ﬁcépputs a personal identification code

corre
- corresponding to a directory. The input personal
identification code is checked and authenticated, and the
user is thus given the right to access all applications (énd
sub-directories) in-the directory. For example, the user
10 obtains the right to access all applications used in a
series of transactions by inputting a personal
identification code for the corresponding directory once.
Accessrcontrol is thus efficiently performed, and the
operability of the apparatus is thus'improﬁed.
15 | Fig. 4 illustrates the internal functional
' configuration of-the IC chip 50 embedded in the mobile
terminal 10 according to this embodiment.
| As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing
20 a wireless link with the reader/writer 101 of the extefnal
apparatus 100, a memory 52 having a storage regiocn
individually allocated to each application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and

25 checking a personal identification code, a wired interface



Access control is thus efficiently perfornmed, and the operability of the
apparatus is thus inproved. 15 Fig. 4 illustrates thejkm86h8dr 2opsncti onal
configuration of the IC chip 50 enbedded in the nobile termnal 10
according to this enbodi nent. As shown in the diagram the IC chip 50
includes an RF unit 51 having connected thereto an antenna for ‘
establishing 20 a wireless link with the reader/witer 101 of the external
apparatus 100, a nmenory 52 having a storage region individually allocated
to each application, such as purcha§eg-thket i nformati on or depositor
information (electronic noney) at a b %k, a checker 53 for conparing and
25 checking a personal identification code, a wired interface 16 Decenber
2005 - 37 54, and a controller 55 for controlling the conmponents in a
general nbfineand ThecewmtoblerrS55fos dartmel hiynd ntiegradnpuhent@PUn (@Cent r al
Processing Unit), a ROM (Read Only Menory), a RAM 5 (Random Access
Menory), Qfde¥de ManeeT The control l er 55 executes program code stored on
the ROMto control the _internal operation of the IC chip 50. Al so, the
control l er S5FheomemHiredtes Wist it Horsent byl Lateyrasfinghe #8Hi l e ternina
10.via the wired interface 54. 10 The nenory 52 is used to allocate a
storage rEgtdirab Prressringri&iidppt i APbnRearthOrsmdleroayican BaM

i | egent s any-type of readable/witable storage nedium such as a
Al ge Eﬁgné%méaééegg)Memory), and the like. Theg%ontrolfgr 55

executes program code stored on the ROM to control the
internal operation of the IC chip 50. Also, the controller-
55 communicates with the controller 11 of the mobile |
terminal 10 via the wired interface 54.

10 The memory 52 is used't§ allocate a storagérregion to
one or more applications. The memory 52 can be implemented
as any type of readable/writable storage medium, such as a
semiconductor memory or a magnetic'stripe, and is not
limited to a particUlar-device.

15 In this embodiment, a storage space of the memory 52
has a hierarchical structure using directories.
Specifically, each application allocated to the memory
region can be registered in é directory at a desired
hierarcﬁical level. For example, highly—corrélated

20 applications; such as applications for use in a series of
transactions, are registered in the same directorf {and
highly-correlated sub-directories are registered in the same
directory).

Applications.and directories allocated in the memory 52

25 each have a persona identification code defining region. A




sem conductor nenory or a magnetic stripe, and is not limted to a
particular device. 15 In this enbodi nent, a storage sg?fgm?ﬁhﬁbgogennry 52
~has a hierarchical structure using directories. Specifically, each :
application allocated to the menory region can be registered in a
directory at a desired hierarchical |level. For exanple, highly-correl ated
20 applications, such as applications for use in a series of. transactions,
are registered in the sanme directory (and highly-correl ated
sub-directories are registered in the Sge directory). Applications and
directories allocated in the menory 52¥%25 each have a persona
identification code defining region. A 16 Decenber 2005 - 38 personal
identification code can be set for each application or directory. The
right to peressal hedembficdRios cabnteant |sel dat appt ie=adli Gppinidastiamd i n
directory units. The hierarchical structure, the hierarchical control over.
the 5 accessdirghtorand Théer peh’s ormladabsd ifhe atdarryc dide igefi ning  regi on
inthe nenory 52 wil| be described in detail later. The checker 53 .checks
a per sonafoReet 1 ¢d cin i apphertigeninitia ank Wi i daitarny age 84 addienst a
personal identification code set in the nenory region allocated to 10 each
appl i cat i BeERTeR et orirusitn R s hegarchisalheonteimdr pveggitdie i f the
personal identification codes match each other. |nformation can be read
from and 5§32 FIP i heand the personal identification code defining
region in the memdry 52 will be described in detail later.
 The checker 53 checks a persconal identification code
sent via the wired interface 54 against a'personal
identification code set in the memory region allocated to
10 each application or directory and permits access to the
memory region if the personal identification codes match
each other. Information can be read from and written to the
access—permitted memory region by the reader/writer 101 via
the RF unit 51. |
15 The personal identification code sent via the wired
interface 54 is, in short, the personal identification code
input from the user using the mobile terminal 10. In other
words, according to this embodiment, the user can input a
personal identification code using the user's mobile
20 terminal 10 the user is familiar with, instead of using a
user interface of the external apparatus 100 the user is

unfamiliar with, and the input personal identification code

is thus checked.
Fig. 5 schemétically shows an example of the

25 configuration of the memory space in the memory 52 shown in



access-pernitted menory region by the reader/witer 101 via the RF unit

51. 15 The personal identification code sent via the h&gggjace 54
is, in short, the personal identification code input ron1t e user using.
the nobile termnal 10. In other words, according to this enbodi nent, the
user can input a personal identification code using the user's nobile 20
termnal 10 the user is famliar with, instead of using a user interface
of the external apparatus 100 the user is unfamliar with, and the input
personal identification code is thus cgﬁgked. Fig. 5 schematically shows an
exanpl e of the 25 configuration of t he nory space in the menory 52
shown,in 16 Decenber 2005 -39 Fig. 4. In the exanple shown in the diagram

' dlrectory 1 corresponding to a root directory includes application 1A and
appl i cat i BAg1B%. antn dihecewayp e t Sladwic oin esponitsagam, dubeaidsmctiory. 5
Under directory 2, application 2A, and directory 3-1 and directory 3-2
corresponﬁ?ﬁﬁeﬁﬁp%@bﬂﬁlt@c@o?¢@% @#EﬁCtQWXLﬁnnﬂudﬂﬂkﬁppﬁraﬁﬂIHQ/I%:l
appllcatlon 3-1A and application 3-1B are included. Under directory 3-2,
appl i cat i A3 FRRALLcablepplB canrdriBreBomn® dppt AIIsRB dre 4 ncl uded.

As shown i , each application and directory allocated on .the nenory
52 is pnﬁﬁkTQé%WQWP%Wpersonm

5 Under dlrectory 2, application 2A, and directory 3-1
and directory 3-2 correspondind to sub-directories are
included.

' Under directory‘Bwl, application 3-1A and applicatioﬁ
3-1B are included. Under directory 3-2, application 3f2A,
10 application 3-2B, and application 3-2C are included.
| As shown in Fig. 5, each application and directory
allocated on the memory 52 is ﬁrovided-with a personal
identification code defining region. Fig. 6 schematically
shows the data structure of the personal identification code
15 defining region. As Shqwn in the diagram, the personal
identificdtion code defining region has a personal
identification number'region, a regilon for storing the,
number of input failﬁres, a region for setting the maximum
permissible number of input failures, a region for selecting
20 whether to use a personal identification code, and an adcess
- permission flag.
When the user wants to access an application or
diredtory, the user is prompted by the IC chip 50 to input a
personal identification code. For example, a beep is

25 emitted,by the mobile terminal 10 or a dialog is displayed



i-dentification code defining region. Fig. 6 schematically shows the data
structure of the personal identification code 15 defhpifigehgi@fs As shown
in the diagram the personal identification code defining region has a .
personal . identification nunber region, a region for storing the, nunber
of input failures, a region for setting the maxi num perm ssible nunber of
input failures, a region for selecting 20 whether to use a personal ,
identification code, and an access perm ssion flag. Wen the user wants to
access-an application or directory, the user is pronpted by the IC chip 50
to input a personal identification cod8 ~For exanple, a beep is 25
emtted. by the nobile termnal 10 or a dialog is displayed 16 Decenber
2005 - 4 0 on the display unit 13 to pronpt the user to input a personal

i dentifi cehi enecadepl&pl unvhen3tbe pesmepatné d@@éﬁft@aﬂé@m cpde input from
the user matches the correct personal identification code, 5 the access . .

permi ssi opetbagal siguhtiipicatite sedsonal 10 permission flag is accessible.
In a default setting, the access pernmi ssion flag in each application or
directory for Omly othen peres greats drdantidenasifiiam tdede daies énput ifr@amcessi bl e.
identification code defining region in the corresponding application or

di rect or ythandsecrcestchidereho ¢eriduels ppeyondl etlentification code,

5 the access permiséion flag is put up in the personal-
identification code defining region in the corresponding
application or directory, and access thereto is thus
permitted.

The access permission flag indicates whether or not the

10 corresponding application or directory is accessible. The
application or directo;f having set therein the access
permission flag is accessible. 1In a default setting, the
access permission flag in each application or directory for
which a personal identification code is set is inaccessible.

15 After personal identification code checking or
authentication using a private key succeeded; the access
perﬁission flag is set to allow the application ox directory
to become accessible. If the access permission flag is
continuonsly set, the user may suffer from damage in case of

20 loss or theft of the IC chip 50 or the mobile terminalllO
since the applications and directories may be used without
ipermission or used fraudulently. The IC chip 50 according
to this embodiment has a mechanism for automatically

changing the accessible state to the inaccessible state,

25 which will be described in detail later.



The access perm ssion flag indicates whether or not the corresponding

application or directory is accessible. The applicath?ﬂkg&mg&ﬁgﬁgory

havi ng set therein the access 15 After personal identification code

checking or authentication using a private key succeeded, the access
permssion flag is set to allow the application or directory to becone
accessible. If the access permission flag is Continuously set, the user
may suffer from damage in case of 20 | oss or theft of the IC chip 50 or the
nobile termnal 10 since the applications and directories nmay be used

wi thout permission or used fraudul efti®}. “The I C chip 50 according .to
thi s enbodi nent has a nechani smfor automatically changing the accessible
state to the inaccessible state, 25 which will be described in detai

later. 16 Deceriberr805d Tive t1asofdlhidh ther €8 ®ing othes rifnibd tdre nunber of
input failures is updated every tinme an incorrect personal identification
code is ihpptt Mthutrbe hanbpdabédi apety €oikusesineschest ther $@ud Tum
perm ssi bl e nunber of input 5 failures set in the region for setting the
maxi num pdentssibitiounbede ofsi hpptt f ai Whepsthacoasiset oo f hinpwor r espondi ng
application or directory is denied. In general, the nunber of input

fail ures Shbltepereethas ethemex imen ysermssistlebe snumbemnpaf timgut he correct
10 personal identification code. This scheme prevents a malicious user from
checkiPng E¥Elyrowssebl B pelks orrgion deew i $¢thinontkodeationaet ect the correct

per sonal L. : . .
permissible number of input failures, access to the

corresponding application or directory is denied.
In general, the number of input féilures should be
cleared once the user succeeds in inputting the correct
10 personal identification code. This scheme prevents a
malicious user from checking every possible personal
idenfification code to detect the correct personal
identification code. When the user inputs incorrect
personal identification codes and the number of iﬁput
15 failures reaches the maximum permissible number of input
failures, input of the personal identification code fails.
In this case, only a manager managing the IC chip 50 may
clear the region for storing the number of input failures.
The managér may be aﬁthenticated by, for example, a private
20  key, which will be described later. |
When a personal identification code for a directory is
‘input and access to the directory is thus permitted, access
td_all applications and directories below the directory may
.be permitted. Fof example, as in directory 2 shown in Fig.

25 5, a personal identification code for the directory itself



identification code. When the user inputs incorrect personal

identification codes and the nunmber of input 15 falluq€§kﬁéﬁ&gg@03he
maxi mum per m ssi bl e nunber of input failures, input of-the personal
identification code fails. 1In this case, onIy a manager managing the 1C
chip 50 may clear the region for storing the nunber of input failures.
The manager may be authenticated by, for exanple, a private 20 key, which
w || be described |ater. Wen a personal identification code for a
directory is input and access to the directory is thus permtted, access
to all applications and directories bePéwthe directory may be permitted.
For exanple, as in directory 2 shown in Fig. 25 5, a personal
identification code for the directory itself 16 Decenmbher 2005 - 42 and a

personal addnai peesbhah Laset{ ol catSoh- GbdeCter V4 SSub-ad réadbyy gaml |y
-arranged, thereby setting the personal identification code for controlling

the ri ghtare andbsidoal Yy appingad | otise beb g i tthe e8ép£yn21 and t he
personal 5 'identification code for controlling the right to access only
sub- di r ecidentsfBedt ol Sode bsboVeah texl Dityg 2-helhei glegi on docesetding

whet her to use a personal identification code, which is in each persona

i denti fi cappbhcebiensidi¢ mypinegionirecused 2 arskldot gérsdmiher to set a
personal identification code for the target region. Specifically, when a

persoRal }¢entification ewie for smanteriem tiha e gy r@smm only

appllcatlon or directory
sub~d1rector1es 3-1 and 3-2 below directory 2.

The region for setting whether to use a personal
identification C§de, which is in each personal
identification code defining region, is used to select

10 whether to set a personal identification code for the target
region. Spécifically, when a personal identification code
is set, access to the corresponding application or directory
is permitted if authentication by the personal
identification code is successful. 1In contrast, an

15 ébplication or directory for which no personal
identification code is set does not require personal
identification code checking, and access to that épplication
or directéry is thus unrestricted.

In addition to a personal identificétion code, a

20 pfivate key may be set for each application or directory.
In addition to authentication using input of a personal
identification code, the private key may also be used as
aﬁthentication means.

Fig. 7 is a flowchart sﬁowing a process of controlling

25 the right to access a directory or application in accordance




i's permtted if authentication by the personal identification code is
successful . In contrast, an 15 application or directofyfelém g\?lzg{% no
personal identification code is set does not require persona
identification code checking, and access to that application or dlrectory
is thus unrestricted. In addition to a personal identification code, a 20
private key may be set for each application or directory. |In addition to
aut hentication using input of a personal identification code, the private
key may al so be used as authentication neans. Fig. 7 is a flowhart
showi ng a process of controlling 25—t A8 right to access a directory or,
application in accordance 16 Decenber 2005 - 43 with a personal
identification code input fromthe user. Wen the user inputs a personal

identificaitBnacpdeson sl epaShtiribetLhecksde SRecessas the padsonal

identification code defining region of an application or directory in the
menory space twhedeti@rariuvsemwhgigieds of pedisornale iidepiti fieya3amal dodienti fication
code nmatches ‘a ‘personal identification code set for the application or

di rect ory (step epl )S2) thd\helnether pg3 soredssekeniid imatdanml code set for the
application or directory matches the personal identification code input
fromthe u@%mtlfimaEmEESQO@@r@&ﬁsmrmgfﬁeqpon1aﬂuan[Eﬂpimnﬂtlahﬂunflcatlon

code defining region in the
5 directory in the memory space to determine whether or not

the input pérsonal-identification code matches a personal
identification code set for the application or directory
{(step SZ).

When the personal identification code set for the

10 application or diréctory-matches the personal identification
code inbut from the user, the access permission flag in the
persondal identification code defining region in the
application or directory is set to make the application or
directory accessible (step S3).

15 For example, the personal identification code input
from the user using the user input unit 12 of the mobi;e
terminal 10 may be sent via the wired interface 54 to the IC
chip 50. Alternatively, the IC chip 50 is held above the
reader/writer iOl of the external apparatus 100, aﬁd a

20 perscnal identification code input using the user interface
of the external apparatus 100 is sent via a wireless
interface, which is the RF unit 51, to the IC chip.

| Fig. 8 is a flowchart showing a procesé of controlling
the right to accéss a directory or application using a

25 private key in place of a personal identification code input



application or directory is set to nmake the application or directory-
accessible (step S3). 15 For exanple, the personal i dggtDdembéi2005code
input fromthe user using the user input unit 12 of the nobile term nal
10 may be sent via the wired interface 54 to the IC chip 50. Alternatively,
the 1C chip 50 is held above the reader/witer 101 of the external
apparatus 100, and a 20 personal identification code input using the user
interface of the external apparatus 100 is sent via a wireless interface,
which is the RF unit 51, to the IC chig. Fig. 8 is a flowhart showi ng a
process of controlling the.right to a dess a directory or application
using a 25 private key in place of a personal identification code input 16
Decenber 2005 - 44 fromthe user. Using-a private key set for a desired

di rect oryfopm &ppl ueati.on, aut hentication processing is perforned with a
predeterm ned certifying authority (step S11). 5 \Wen authentication
succeeded (stdpsBI@)a phivakbedwy sar Mesiomddiagpd it iyenys omal
identification code defining region of the directory or application is set
t o enabl e2PRéicdtient oaythentpprtien i procespingctespebfered epiidl 3y .

Needl ess to say, the right to access an application or 10 directory may be
control | eBEBYeheEBiBLAacebhl BY 1ot AR RRE HLY pesEemaPlitentifi cati on code

i nput fromthe user, such as that shown in Fig. 7, and authentication
proce§%ing usi n, authentication succeeded (step 812), the access

permission flag in the personal identification code defining
region of the directory ‘or application is set to enable the
directorf or application to be accessible (step S513}).
Needless to say, the right teo access an apﬁlicatiqn or
10 directory may be controlled by a combination of checking a
personal identification code input from the user, such és
that shown in Fig. 7, and authentication processing using a
ptivate key, such  as that shown in Fig. 8. 1In such a case,
an appiication or directory is protected from being used
15 without permission or_being used fraﬁdulently at a higher
security level.
When the right to access an application or diréctpry is
‘coﬁtrolled using a personal identification code such as that
shown in Fig. 7, a malicious user may check every possible
20" personal identification céde to destroy the security |
(especially when a personal identification code having a
‘small number of digits is used). 1In this embodiment, the
méximum permissible number of inputs is set in the personal
identification céde defining region. BAn application or

25 directory in which the number of input failures reaches the



private key, such as that shown in Fig. 8 1In such a case, an application
or directory is protected from being used 15 w t hout pPgE-&ab& 2005 bei ng
used fraudulently at a higher security level. Wen the right to access an
application or directory is controlled using a personal identification
code such as that shown in Fig. 7, a malicious user may check every
possi bl e 20 personal identification code to destroy the security
(especially when a personal identification code having a snmall nunber of
digits is used). In this enbodiment, the maxi num perm ssi bl e nunber of
inputs is set in the personal identificafion code defining region. An
application or 25 directory in which the nunber of input failures reaches
the 16 Decenber 2005 - 45 maxi mum perm ssible nunber of inputs is set to
be  inaccessiilm, pebusspeihiOrmrilge ACCESEnEAPEr D .sdt ko Dds a fl owchart
showi ng a process of controlling the right to access an application or

di rect oryinscogsshele5 thmuwipsrfdrifibndg usieseod captitoldf the personal =
identification code. Wen the user inputs a personal identification code
(step S21), thHiaherkisr ST laowdsgrs shrevipgr sonaloceasdentfi fdomatriodd ingde
defining region of an application or 10 directory in the nenory space and
det er mi nesheheitlet ©e dotess ran ianpmlieetionabr i dertdfdmatisineddes mat ches a
persogaL identification code for the application or directory (step

-number of failures qf input of the personal identification
code.
" When the user inputs a personal identification code

(step S521), the checker 53 accesses the personal
identification code defining region of an application or

10 directory in the mémory‘space and determines whether or not.
the input persoﬁal identification code matches a personal
identification code for the application or directory (step
522).

When the personal identification code for the

15 application or directory matches the persconal identification
code input from the user, the access permission flag in the
personal identification code'defining region is set to
enable the corresppnding application or directory to be
accessible (step S523).

Zd - In contrast, when the perscnal identification code for
the application or directory does not match the personal
identification code input from.the user, the number of input
 féilures in the personal identification code defining region
is updated (step‘824).

25 . In step S25, it is determined whether or not the




S22). \When the personal identification code for the 15 application or
directory matches the personal identification code inpggecéhBepdobs user,
the access permission flag in the personal identification code defining
region is set to enable the corresponding application or directory to be
accessible (step S23). 20.1n contrast, when the personal identification
code for the application or directory does not match the personal
identification code input fromthe user, the nunber of input failures in
t he personal identification code defining region is updated (step S24). 25
In step S25, it is deternined whether 8f not the 16 Decenber 2005 - 46
updat ed nunber of input failures has reached the maxi num permni ssible-
nunber of inputs set in the personal identification code defining region

(step S25hpdated heumibebest ofnpiputal Bhitels efadased@asheghd heamxigum 5
perm ssi bl e nunber of inputs, the setting of the access permssion flag.in-

t he persopaimisikeihld imatban eddinmsiets ndag ik egiopdrssstsemared to nake the
correspondi ng application or directory accessible (step S26). As a result,
t he act oidemetkicmtievergodonsithimind Orgriconadtdlesns)fi cati on code by a
mal i ci ous user is prevented. Wien the .user inputs incorrect personal
identificatioff the number of input failures has reached the maximum
5 permissible number of inputs, the setting of the access
permission flag in the personal identification code defining
region is cleared to make the corresponding application or
directory accessible (step S526).
As a result, the act of checking every possible
i0 persbnal identification code by a malicious user is
prevented.
l,WhEn the user inputs incorrect personal identification
codes and the number of input failures reaches the maximum
pefmissible number of input failures, input of the personal
15 identification code fails. In this case, only a manager
managing the IC chip 50 may clear the region for storing the
number of input failures. The manager may be authenticated
using, fof example, a private key.
For example, if a known ATM card is lost, funds in the
20 account are protected when the card owner reports the loss
.to a bank handling the account to suspend any transaction
using the bank account since the funds themselves are not
sfored in the card. In contrast, in a case of an IC chip
having a memory region, highly-negotiable value iﬁformétion,

25 such as electronic money or an electronic ticket, is stored



codes and the nunmber of input failures reaches the maxi num perm ssible
nunber of input failures, input of the personal 15 id¢gbebéhigdri2005 code
fails. In this case, only a manager nmanaging the 1C chip 50 may clear the
region for storing the nunber of input failures. The nanager may be

‘aut henticated wusing, for exanple, a private key. For exanple, if a known
ATM card is lost, funds in the 20 account are protected when the card
owner reports the loss to a bank handling the account to suspend any
transaction using the bank account since the funds-thensel ves are not
stored in the card. In contrast, in a &&se of an IC chip having a nmenory
regi on, highly-negotiable value.information, 25 such as el ectronic noney or
an electronic ticket, is stored 16 Decenber 2005 - 47 .in a sem conductor

nmenory inihhe $&mcboduden méforPsin lhe Ct RS f oUW 1fe MR J1CiTRUS
person, it is very likely that the IC chip is fraudulently used to cause
econoni cathilanhgefound Hhi s wADDEH sl tperdbd eSPONSE d&r} WK1y, affatd he 5
power of the IC chip 50 (or the nobile termnal 10 having the 1C chip 50

- enbedded tiherES nghip hiss atcesdupaitiipsigsd d agiade eddngeicinalamage.
identification code defining regions are cleared to automatically deny
access to all Iapphicatemposlimemd diinectspoese Ith thenliGgclififf Ghei s | ost,
this scheme 10 prevents the 1'C chip 50 from bei ng nmai ntained as accessible
and f PomBs&iely s ddhd rdudtiantdy) (or dheainicdiides teseringd ¢.0 1@voigemat i cal |y

shows t he nmechani sm for :
the IC chip 50 embedded ‘therein), the access permission
flags in all personal identification code defining regions
are cleared to automatically deﬁy access to all applications
and directories. If thé IC chiﬁ 50 is lost,.this scheme
10 prevents the IC chip 50 from being maintained as accessible
and from being used fraudulently by a malicious user.

Fig. 10 schematically shows the mechanism for
automatically setting the accessible memory region to be
inaccessible by cutting off power. The mechanism shown in

.15 the diagram isrimplementable using a storage medium such és
a semiconductor memory in which £he contents of the memory
region are maintained by receiving power supply (volatile
type) .

Access permission flags 201-1 to 20l-n are provided, as

20 shown in Fig. 6, in the personal identification code
defining regions for applications and directories to which
the memory region is allocated. In each of the accesé
permission flags 202~1 to 20l-n, contact A and contact B are
arranged. The eﬁds of contact A can be connected to the

-

25 ends of contact B via switches SW1 and SW2 arranged in



automatically setting the accessible nenory region to be inaccessible by
cutting off power. The nechani sm shown in 15 the di ag{g@metsnidapb@yent abl e
using a storage nedium such as a sem conductor. nenory in which the .
cantents of the menory region are maintained by receiving power supply
(volatile type). Access perm ssion flags 201-1 to 201-n are provided, as
20 shown in Fig. 6, in the personal identification code defining regions
for applications and directories to which the nenory region is allocated.
In each of the access permssion flags 202-1 to 201-n, contact A and
contact B are arranged. The ends of “cBAtact A can be connected to the 25
ends of contact B via swtches SW. and SW2 arranged in 16 Decenber 2005 -
48 parallel. Opening both contact A and contact B sets the corresponding
appl i catipararléilrecopenih® betRceassidt ea andlesSRcaShHE tidgs G act A and

contact B sets the corresponding application or directory to be
i naccessi dberespordirgsapel itssian-of | dQreotd ol terse 202:ds4ip1202-n are
provided in the IC chip 50, and the number of access perm ssion-flag
control | ewseP@@s Ishorli2g ncostanual 4ol tdentawmiRrsefs adeess pernmi ssi on
flags (that is, equal to the total nunmber of. applications and directories
al | ocat edceBredwondengrermpliceion)or \Weredtrery Ga g Brdsegaibhiled on,
switch SWL shown in the diagramis open
5 Access-permission-flag controllers 202-1 to 202-n are
provided in the IC chip 50, and the number of access-
permission~flag controllers 202-1 to 202-n is equal to the
number of access permiésion flags (that is, equal to the
total number of applicatibns and directories allocated to
10  the memory region).
When the IC chip 50 is turned on, switch SW1l shown in
the diagram is open.
In normal operation, in order to permit access to the
corresponding application or directory in response to input
15  of a personal identification code, the access-permission-
flag controller 202 opens switch SW2 in the corresponding
access permission flag 201. As a result, both contact A and
contact B are open, and the access permission flag 201 is
set to the accessible state.
20 In order to deny access, switch SW2 is shorted.
Regardless of. the state of the other switch, that is, SWi,
contact A and contact B are shorted, thus setting the access
permission flag to the inaccessible state.

If the IC chip 50 {(or the mobile terminal 10 haﬁing the

25 IC chip 50 embedded therein) is turned off in the accessible



I'n normal, operation, in order to permt access to the corresponding
application or directory in response to input 15 of g pRESGENRI005
identification code, the access-pernission flag controller 202 opens switch
SW2 in the corresponding access permission flag 201. As a result, both

. contact A and contact B a-re open, and the access perm ssion flag 201 is
set to the accessible state. 20 In order to deny access, switch SW is
shorted. Regardless of-the state of the other switch, that is, SW,
contact A and contact B are shorted,. t?us setting the access. perm ssion
flag to the inaccessible state. If t he? C chip 50 (or the nobile term na
10 having the 25 |C chip 50 enbedded therein) is turned off in the
accessi bl e 16 Decenber 2005 - 49 state in which switch SWis open, the
‘power suppityteolbagkich sswideicet fIonopdre, | thd ipdwarol Swagel Woolitady V], and
a threshold voltage Vth there between is detected by a voltage detector
203. I n respoadeced fetmcthoninitidke vdlesimlSteob{dye ¥, at he power
supply voltage detector 203 shorts all switches SW in the access

per m ssi ofh¥¢algel@ouolitage A04- therrRbgawgkasssoflethetstaby of vohbageher
switches SW2, contacts A and contacts B in the access perm ssion flags
201- 1 t o 9gPackear#0Thoriedreskuniali tyldetedticore e sshrertfingsgheid | ags 10
are cgan ed to the inaccessible state at _the sanme tine. C. Second
‘EnbodPmentEr3ge 1Menir| EhSt PAVEE EHBPLKt EPhkpdeudeteeiar 203 shorts all

switches SW1 in the access permission flags 201-1 to 201-n.
Regardless of the state of the other switches SW2, contacts

A and contacts B in the access permission flags 201-1 to‘
201-n are shorted. Accordingly, all access permission flags

10 are changed to the inaccessible state at the same time,

C. Second Embodiment

Fig. 11 illustrates the intermnal functional
configuration of an IC chip 50 embedded in a mobile terminal
15 _10 according to a second embodiment of the present invention.
As shown in the diagram, the IC chip 50 includes an RF
unit 51 having connected thereto an antenna for establishing
a wireless link with a reader/writer 101 of an external
apparatus 100, a memory 52 having a étorage region
20 iﬁdividually allocated to each.application, such as
purchased-ticket information or depositor information
(electronic money) at a bank, a checker 53 for comparing and
checking a perscnal identification code, a wired interface
54, and a controller 55 for contrelling the components in a

25 general manner.

$




configuration of an I C chip 50 enbedded in a nobile termnal 15 10
according to a second enbodi ment of the present invenjépReerfifer200y\n i N

t he-diagram the IC chip 50 includes an RF unit 51 having connected
thereto an antenna for establishing a wireless link with a reader/witer
101 of an external apparatus 100, a nenory 52 having a storage region 20
individually allocated to each application, such as .purchased-ticket
information or depositor information (electronic noney) at a bank, a
checker 53 for conparing and checking a personal identification code, a
wired interface 54, and a controller 88 for controlling the conponents in
a 25 general manner. 16 Decenber 2005 - 50 The controller 55 is forned by
integrating a CPU (Central Processing Unit), a ROM (Read Only Menory), a

RAM  (Random Agcessd¥eBree G 4 Ne duidi® by Ne el 2Py executes

program code stored on the ROMto control the 5 i'nternal operation of the

| C chip 5Qcedt691 tHecEHMA@! I€It) DO CUIMMUMNL &n W therb6PNt rOIHer 11 of
the nobile terminal 10 via the wired interface 54.” I'n the menory 52, each

appl i cati Rahgoml AQeed € Mémo 0] Cihd |thd e iexanhe: sdwrdndhegi agram
application A, 10 application B, and application C are all ocated
i ndi vi duadéxeagtenporgitde ced®rytdZed |dn NEoL T o aqefsdnahe
identification code for identification or authentication is set for each
appl i bat i omteMiesl ragup wat izt oxfatgde tIC edolp 50. Also, the controller
| 55 communicates with a controller 11 of the mobile terminal
10 via the wired interface 54. |
In the memory'52, each application is allocated a
regionf In the example shown in the diagram, application A,
10 application B, and applicétion C are allocated individual
regions on the memory 52. If necessary, a perSonal
identification code for identification or authentication is
set for each application. The region allocated to each
application includes a personal identification code region
15 for storing a personal identification code. | |
- The Memory 52 can be implemented as any type of
readable/writable storage medium, such as a semiconductor
memory or a magnetic stripe, and is not limited to a |
particular device. |
20 | In this embodiment, the checker 53 checks a personal
idenﬁification code sent via the wired interface 54 againsf
a personél identification code set in the memory region
allocated to each application. If the personal

identification codes match each other, access to the

25 corresponding memory region is permitted. Information can




application includes a personal identification code region 15 for storing a
personal identification code. The nenory 52 can be | nmbé@rsahbe 2885any type
of readable/witable storage nedium such as a sem conductor nenory or a
magnetic stripe, and is not limted to a particular device. .20 In this
enbodi ment, the checker 53 checks a personal identification code, sent via
the wwred interface 54 against a personal identification code set in the
menory region allocated to each application. If the personal
identification codes match each other, geccess to the 25 correspondi ng
menory region is permtted. | nf or mat foR<can 16 December 2005 -- 51 be read
fromor witten to the access-permtted nenory region by the reader/witer
101 via the RF unit 51. The personal identification code sent via the wred
i nterfaceb®4resd fnoshertywribeepetsotiad ddendsfpeani oved attenory i nput from
t he user using the nobile terminal 10. In other words, according to this
enbodi menregide bgetheaneadeulwal teerkbhalia deme i RF catiorblkode using the
user's nobile termnal 10 the user is famliar with, instead of using a
user interfacdlhf ndrsanelerivntdgiaedtien 1O kerdseria She0wimkdni [ i ar
w th, and the input Eeysonal identification code is thus checked. Fig. 12
is a flonehEe¥faeRw holar ptoctherbf P maxsonpl acdenisl ficaiapiddsat i on
aIIoc%ted,to the menory 52 by | '
input from thé user 'using the mobile terminal 10. In other
words, according to this embodiment, the user can input a
personal identification code using the user's mobile
terminal 10 the user is familiar with; instead of using a
user interface of the external apparatus 100 the user is
10 wunfamiliar with, and the input personal identification code
is thus checked.
Fig. 12 is a flowchart showing a process of permitting
access to an application allocated to the memory 52 by
checking a personal identification code input from a user
15 input unit 11 of the mobile terminal 10. With reference to
the flowchart of Fig. 12, the process of permitting access
to the application will now be described.
The user uses the user input unit 11 of the mobile
terminal 10 to input a personal identification code (step
20 85101).
The personal identificaticn code input in this manner

is transferred to the checker 53 in the IC chip 50 via the

wired interface 52 (step S102).
The checker 53 checks the personal identification code

25 input via the user input unit 12 against a personal



checking a personal identification code input froma user 15 input unit 11
of the nobile termnal 10-.- Wth reference to the flqygRashb&iz0050. 12,

the process of permtting access to the application wll now be descri bed.

The user uses the user input-unit 11 of the nobile termnal 10 to input a
personal identification code (step 20 S101). The personal identification
code input in this manner is transferred to the checker 53 in the IC chip
50 via the wred interface 52 (step 5102). The checker 53 checks the
personal identification code 25 input via the user input unit 12 against a
personal 16 Decenber 2005 - 5 2 -- idef®ification code set for each
application allocated to the nenory 52 (step S103). As a result of
checking, the user is given a right to access the application in which the

personal identification cSdsosles it cdh @AW Neltist en 19h)eq At Or age

region allocated to the access-permtted application becomes accessible by

‘the readethevrmémsryd 092 usdtgp VET®3)ess conmmuni cation. Needl ess to say, the

checker 53 not only checks a 10 personal identification code received via
the wired i nteerfacesd H dfatcheskingputthfer awetrha sugekedsangighe mobil e
term nal 10), but al so checks a personal identification code received via
the RF umc¢cdds (thmatapslicaipidn fitomhivh uder personal identification
5 codes match each other (step S104). A storage region
allocated to the access—permitted application becomes
accessible by the reader/writer 101 using wireless
communication.
Needleés to say, the checker 53 not only checks a
10 personal identification code received via the wired
interface 54 (that is, input from the user using the mobile
terminal 10), but also checks a personal identification code
received via the RF unit 51 (that is, input from the user
using the external apparatus 100).
15 _ When a series of transactions with the reader/writer
101 is completed after access has been permitted,'the
controller 55 analyzes-tﬁe Completion and sends the analysis
reésult via the wiréd interface 54.
Alternatively, after normal §r abnormal termination of
20 the transactions, the controller 55 waits for a command frbm
the wired interface 54 or waits for the mobile terminal 10
itself to be turned off (that is, waits for electromagnetic
Wéves f;om the reader/writer 50 to be stopped to cause the
"IC chip 50 to be deactivatéd). In this case, after a

25 predetermined period of time elapses, the controller 11 of



using the external apparatus 100). 15 Wen a series of transactions with
the reader/witer 101 is conpleted after access has hggnco@nsiigosd, the
controller 55 analyzes the conpletion and sends the analysis result via
the wired interface 54. Alternatively, after normal or abnprmal term nation
of 20 the transactions, the. controller 55 waits for a command fromthe
wired interface 54 or waits for the nobile terminal 10 itself to be turned
~off (that is, waits for electronagnetic waves fromthe reader/witer 50 to
be stopped to cause the [IC chip 50 to ge deactivated). In this case, after
a 25 predeterm ned period of tinme elapé the controller 11 of 16 Decenber
2005 - 53 the nobile termnal 10 having the I1C chip 50 enbedded therein
perfornms term nation processing such as sending the next cormmand to the I C
chip 50 otheumgbhyeoftérnimal ACHhgpvily tie gIC IGhis %0 fdmvedded showi ng a
process of controlling the right to access an application on the basis of a-
resul t of tHereéni ngrédwes romeyim ttomavescassing romi hes exdetined @ppar at us
50. In accordance with the flowhart, control over the right to access the
. appl i cati B@xW FPmmandbeo deeckCbellip180| aratpeninvd dafi shewdiCclehibeSPC chip
50 is wirelessly connected with the external apparatus 100 via the RF unit
51, the cont ol erl35sdé dlpvwirdardt sfiawimidnss Dresessr odr aegitrolling

electronaggetlc waves are received via the RF unit 51 (ste
e right to access an application on the basis of a result

of detecting electromagnetic waves sent from the external
appatatus 50. In accordance with the flowchart, cohtrol
over the right to access the application will now be |
described.

10 In a period during which the IC chip 50 is wireleeely
connected with the external apparatus 100 via the RF unit 51,

. the controller 55 determines at all times whether or not
electromagnetic waves are received via the RF unit 51 (step
S5111).

15 In response to detecting no electromagnetic waves, it
is determined that a series of transactions between the
external apparatus 100 and the IC chip 50, which are

| w1relessly connected with each other via the RF unit 51, is
terminated (step $5112). |

20 - The controller 55 performs termination processingrto
terminatelthe transactions with the external apparatus 100
(step S113). As a result, the right given to the external
apparatus 100 to access the application disappears.

As a result,.after being used, the IC chip 50 is not

25 maintained in a state in which each application is



Sill). 15 In response to detecting no el ectromagnetic waves, it is
determ ned that a series of transactions between the 1§xeeékiBeér 28ppar at us
100 and the IC chip 50, which are wrelessly connected with each other vi.a
the RF unit 51, is termnated (step $112).. 20 The controller 55 perforns
term nation processing to termnate the transactions with the external
apparatus 100 (step $113). As a result, the right given to the external
apparatus 100 to access the application disappears. As a result, after
bei ng used, the IC chip 50 is not 25 pgintained in a state in which each
application is 16 Decenber 2005 - 54 cessi bl e. For exanple, when the
nobile termnal 10 is |ost or stolen, unauthorized use of each application
is prevented. The user is thus prevented fromsuffering from unauthorized
use or thettesfibhtue Fofoexammpba, Suén ashé wblell« ofdmimaeyl0 Hyg. 14 is a
fl owchart show ng a process of controlling the right to access an -
appl i cati dasbnorhetbhsins whaathoeipedsesé romm ¢deh exgiel nadt bppatat us 100 in
response to a command sent fromthe IC chip 50. In accordance with the 10
fl owchar tpreverted. ovEre theer i fht thes apreventdd fpp i paf feningd fromow be
descri bed. Wien the controller 55 sends a command to the external
appar at usYiVOtRe Bl 29@ W oW ttisaf { se Bpvshee ) infommatinn oiueh as
5 electronic money.
Fig. 14 is a flowchart showing a process of coﬁtrolling
the right to access an application on the basis of a
response from the external apparatus 100 in response to a
command sent from the IC chip 50. In accordance with the
10 flowchart, control over -the right to access the apﬁlication
will now be described.
When the controller 55 sends a command to the external
apparatus 100 via the RF unit 51 {(step S$121), the controller
55 determines'whether or not a response in response to the
15 command has been given (step 1822). | |
When no response is received within a predetermined
period of time after sending the command (step S123), it is
determined that a series of transactions between the IC chip
50 and the external apparatus 100 has been terminated
20 normally or abnormally (step S124), and termination
processing to terminate the transactions with the external
apparatus 100 is performed (step $125}.
As a result, after the wireless link with the external

apparatus 100 is broken, the IC chip 50 is not maintained in

25 a state in which the right to access each application is




55 determ nes whether or not a response in response to the 15 command has
been given (step 1522). When no response is received WstDdanBer 2005

, predetermined period of tine after sending the comand (step 5123), it is
determned that a series of transactions between the I1C chip 50 and the-
external apparatus 100 has been term nated 20 normally or abnormally (step
S124), and termnation processing to termnate the transactions with the
external apparatus 100 is performed (step 5125). As a result, after the
wireless link with the external appgrg%ug 100 is broken, the IC chip 50 is
not maintained in 25 a state in which~the right to access each application
is 16 Decenber 2005 - 55 given. For exanple, when the nobile termnal is

| ost or stolen, unauthorized use of each application is prevented. The
user is tbdveprevEnredxamphesuffieni tige fmobi Lleat¢hoinabdis ubesorot heft of

val ue information such as electronic noney. 5 Prior to receiving a personal
identificatpéancodvavihorihedvwisedof teechagppbicathen | i ghngvadtedr f or ns
wireless conmunication with the reader/witer 55 via the RF unit 41 and
sends/ r ecéf9eysast st Bhns dprevenead efveih apbHiening foom usubshepisrd y, when
data is to be sent and received further, 10 the controller 55 detects that
aut hent i cBFRoAT UERAEE 20f perkemal nfelara t 19R 2390 2ol eatrrks gee5ewnd sends

t he etection result to the controller 11 of the nobile term nal 10 vi a
the Wi edllueﬁﬁ%&%1gﬂrecelv1ng a personal 1dent1f1catlon code via

the wired interface 54, :the IC chip 50 performs wireless
communication with the reader/writer 55 via the RF unit 41
and sends/receives-data fo/from the external apparatus 160.
Subsequently, when data is to be sent and received further,
10 the controller 55 detecté‘that authentication using a
personal identification code_is necessary and sends the
‘detection result to the controller 11 of the mobile terminal
10 via the wifed interface 54.
Fig. 15 is a flowchart showing a process of prompting
15 the user to input a personal identification code.to the
mobile terminal in respénse to establishment of a wireless
link between the IC chip 50 and the external apparatus'loo
vié the RF unit 51.
The controller 55 determines at all times whether or
20 not the IC chip 50 is wirelessly connected with'the exfernal
apparatus 100 via the RF unit 51 (step S§131).
When the IC chip 50.is connected with the external
apparatus 100 via the RF unit 51 and power is supplied to
the IC chip 50, the controller 55 notifies, via the wired

25 interface 54, the controller 11 of the mobile terminal 10 of



Fig. 15 is a flowhart show ng a process of pronpting 15 the user to input

a personal identification code to the nobile term nalgigicLRERP06S tO
establishment of a wireless |ink between the I C chip-:50 and the external

apparatus 100 via the RF unit 51. The controller 55 determ nes at al

times whether or 20 not the I1C chip 50 is wirelessly connected with the
external apparatus 100 via the RF unit 51 (step S131). Wen the IC chip 50
is connected with the external apparatus 100 via the RF unit 51 and power
is supplied to the IC chip 50, the go?Ergller 55 notifies, via the wired
25 interface 54, the controller 11 of e nobile termnal 10 of 16 Decenber
2005 - 56 the necessity to input a personal identification code for -
accessing the nenory 52 (step 5132). In response to the notification, the
mobi | e t eFR? NAPCATSLihi ¥a nite? Grexhwptlayislentdifdlcadiom tdesladifoy ay unit
12 to 5 pronpt, the user to input a personal identification code for using
a desire ‘é‘b%‘rp?’c“aﬁiia"f? (‘%‘%‘W%lg%)(sm(ﬁ]cﬁ%gl y, the user is reliably.

rem nded of the necessity to_input a personal identjfication code when the
user holds th WﬂﬂﬁSPQanr%Pn&ﬁea88$éfﬂﬁétéﬁperﬁgﬁ Bppatat Germonad Le an |

appl i catign. Agglication se .in every aspect of the user's everyday life

is thus fEETT tAfEEP BF T Eb&iHeCFiog e Siretay dalty 1ehdhs the
hardW@[eﬁQHHﬂéﬁgﬁgldyér to input a personal identification code for

‘using a desired application (step S133).

Accordingly, the user is reliabiy‘reminded of the
nécessity to input a personal identification code wheﬁ the
user holds the mobile terminal above the external apparatus

10 to use an application. Application use in every aspect of

the user's everyday life is thus facilitated.

D. Third Embodiment

Fig. 16 schematically shows tﬁe.hardware configuration -
15 of a mobile terminal 10—2-according to a third embodiment of
the present invention.

The mobile terminal 10-2 shown in the diagram includes
an iC chip 50 which 'is driven by receiving power using'
wireless communigation with an external apparatus and which

20 has a memory function, a controller 1l for cbntrolling fhe
overall internal operation of the mobile terminal 10, a user
input unit 12 formed of keys/buttons for inputting by the
user various character strings and commands, such as a
personal identification number or password, aﬁd a display

25 unit 13, such as an LCD (liguid Crystal Display), for



15 of a nobile termnal 10-2 according to a third enbodi nent of the
present invention. The nobile termnal 10-2 shown in {HeeéABra00s Ncl udes
‘an | C chip 50 which is driven by receiving power using wreless :
communi cation with an external apparatus and which 20 has a nenory
function, a controller 11 for controlling the overall internal operation
of the nobile termnal 10, a user input unit 12 formed of keys/buttons for
i nputting by the user various character strings and conmmands, such as a
personal identification nunber or passywrd, and a display 25 unit 13, such
as an LCD (liquid Crystal Display), for 16 Decenber 2005 - 57 displaying
the processing result. Needless to say, the nobile termnal 10-2 may
include peripheral units and circuit conponents other than those shown in
the di agr@éhsPreYEitdhe erogpered Tafalir-i niiegdlase iton sefy .t k&enobile 5
termnal 10-2. The I C chip 50 includes a wireless interface 14 for '

est abl i sHIPRL LR vigiawsl (3G irah . inglude dexdrhesisdr andds100d and a wired
interface 15 for establishing a wired connection wth the controller 11 of
the nobi |€-TEH FAMPARCTe A0S rdlads Fogfeshoed £8 (s dipgradxdhpl e, a
contact interface ., standard defined by 1 SO 7816 or_a wireless interface

st andard od%‘%ﬂgcd) By RIES o 44 e feciiole Pt #hE PEPME 50 i s

manuf act %Q By adopt,i ng, for exanple, a contact less |IC card technol ogy.
The I% clrﬂep ai]L q&r itzl\ien ‘ '

The IC chip 50 includes a wireless interface 14 for
establishing a wireless link with an external apparatus 100
and a wired interface 15 for establishing a wired connection
with the controller 11 of the mobile terminal 10. The

10 wireless interface 14 uses,'for example, é contact interface
standard defined by IS0 7816 or a wireless interface
standard defined by ISG 14443 (the same as above};

The IC chip 50 is manufactured by adopting, for example,
a contactless IC card technology. The IC chip 50 is driven
15 Dy electromagnetic waves received from thé external
‘apparatus 100 via the wireless interface. In other words,
when the user ié not holding the mobile terminal 10 above
therexternal apparatus 100, electromagnetic waves from the
external apparatus 100 do not reach the mobile terminal 10,

20 and the operation of the IC chip 50 ‘is déaétivatgd. The
right to access the interior of the IC chip 50 thus v
disappears.

The IC chip 50 has a relatively-high-capacity memory
region. Such a mémory region is made possible by

25 miniaturization technology. The memory region is formed of



15 by el ectromagnetic waves received fromthe external apparatus 100 via
the wireless interface. In other words, when the uselgiffec@fber?0bsli Ng t he
mobil e term nal 10 above the external apparatus 100, el ectronmagnetic waves
fromthe external apparatus 100 do not reach the nobile term nal 10, 20
and the operation of the IC chip 50 is deactivated. The right to access
the interior of the IC chip 50 thus disappears. The IC chip 50 has a

rel ativel y-hi gh-capacity nmenory region. Such a nenory region is nmade
possi bl e by 25 miniaturization technol ggy___ The nenory region is fornmed of
16 Decenber 2005 -- 5 8 a sem conductdr nmenory, a magnetic stripe, or
other readable/witable storage nedia.. One or nore applications are _
al l ocated on the nmenory region. An exanple of application includes val ue
i nf or mat i 8nsenichndycpechrennry, 52 magyebic asitelpe! roni ethder cket. In order
to protect this type of value information from being used w thout

per i ssi ohicdfakliel enitehter phrage medss Queremppdicapphidatisontrol | ed
using a personal identification code such as a personal identification
number 1026% HhieGREAd| Anabhe| RemeBn XRIIED . FAR Saampke af per sonal
identificatifn code input via the wireless interface 14 or. the wred

i nt er f ace®ABLF S LheR kERCHGARRsY2 el tigent UG R 3 FLRGFEC NG each

ggflslo alt'rggﬁegngrtgg rjght to. access each application is given when the

In order to protect this type of value information from
being used without permission or stolen, the right to access
each apblication is controlled using a personal
-identification code suéh as a personal identification nunmber

10 or password in application units. Fof examplé, a personal
identification code input via the wireless interface 14 or
the wired interface 15 is checked against a personal
identification code for each application, and the right to
access each application is given when the personal

15, _.identification codes match each other.

The mobile terminal 10-2 is formed by providing a
personal‘identification code storage region in the
coﬂtroller 11 in the mobile terminal shown in Fig. 1. A
personal idéntification code corresponding to a program in

20 the controller 11 is stored in advancé in the personél‘
identification code storage region. This enables the
personal identification code corresponding to the cailed
program to be sent to the IC chip 50 via the wired interface.
The user is thus not required to sequéntially input personal

25 identification codes in order to use the same application



15  identification codes match each other. The nobile termnal 10-2 is

formed by providing a personal identification code sygiRgenb&20eH i N the
controller 11 in the nobile termnal shown in Fig. 1. A personal .
i dentification code corresponding to a programin 20 the controller 11 is
stored in advance in the personal identification code storage region. This
enabl es the personal identification code corresponding to the called
programto be sent to the I1C chip 50 via the wired interface. The user is
thus not required to sequentially inguggpgrsonal‘ZS identification codes in
order to use the sane application 16 DéCenber 2005 - 59 stored in the IC
chip 50, and the operability of the apparatus is inproved. Fig. 17 is a
flowchart of a process of omtting the inputting of a personal

i denti fi c&tPsAdcdtethy &€t ¢ehiri Y, aand progerpmraldibetyonbl thelentification
code - for each application is registered in advance (step S141). The

regi st er e8PBRF3B6HAI * £ deRPTPYRAti on code is stored in a predetern ned

personal identjfication nunber storage region in the controller 55. 10
Wien the user Bifht st octuse Biehiattc &8 éh Praresfisaf swlid@iad tdesired

programfrom  fpr ex le, a menu, |ist, (not, shown) displayed on the
di spl ay uhfPV% ’C%t%gnglﬂ%s.m}%l IR LA RECR oF 49 PR r2 Bl vk inmhitdes t he

selec%ed pgggg&%p1(step S145)

A personal identification code for each application is
registered in advanée (step S141). The registered personal
identification code is sfofed in a predetermined personai
identification number storage‘région in the controller 55.

10 When the user wants to use an épplication, the user
rselects a desired program from, for example, a menu iist
(not shown) displayed on the display-unif 13 (step 8142}).

As a result, the controller 11 activates the selected
program (step S143).

15 The controlier 11 reads a persdnal identification code
for the co;responding application in accordance with the
activated program from the perscnal identification code
stoiage region and sends the personal identification code to
the IC chip 50 via the wired interface 15 (step S144).

20 ' As a result, in the IC chip, fhe personal |
identification code received via the wired interface 15 is
cheqked against the personal identification code set for
each application allocated to the memory region (step S145).

As a result bf checking, the user is given the right to

25 ' access the application in which the personal identification




15 The controller 11 reads a personal -identification code for the
correspondi ng application in accordance with the acthggﬁﬁgmﬂ&qm5§n1fron1

t he personal identification code storage region and sends the personal
identification code to the IC chip 50 via the wired interface 15 (step
S144). 20 As a result, in the I1C chip, the personal identification code
received via the wwred interface 15 is checked agai nst the personal
identification code set for each application allocated to the nenory region
(step S145). As a result of checking, fshe user is given the right to 2'5
access the application in which the personal identification 16 Decenber
2005 - 60 codes match each other (step S146). The storage region allocated
to the application to which the access right is. given is accessible by the
reader/mxp?€?81@§t9§iﬁechjpéh§§s(séénnﬁhﬂghtioﬁhESStﬁIQG@hrggt@@e, t he user
selects a desired programfrom a nmenu screen displayed on the display, and
the corr@éspBRateg BPofhanpPBléGpLéemt botWelehbihre 26eFpFRarigh® 1% esponse
to the activateqd program_a personal identification code for the
correspondiBEtappl PESEFBAPLPsPY npie Fordne/veiterchid vhingneivptetr
interface, and the right to access the application is thus given. The user
can omt FREMPRLGEEARY: of a personal identification code for a desired

appl i %ati on,_ Al ds&cl}? a()pce:arsaeeb,i léﬁey uosTeL:[ hseelaepcgcasr %t lfisesiisre!' p(roovger%m ZIESrO,ﬁ\Ppendi X

& menu screen displayed on the display, and the
cbrresponding program is called to the mobile terminal. In
respense to the activated program, a personal identificafion
code for the corresponding application is input to the IC

10 chip via the wired interface, and ‘the right to access the
application is thus given. The user can omit thé inputting
of a personal ideﬁtification code for a desired application,

- and the operability of the apparatus is improved.

15 Appendix

* With reference to the specific embodiments, the present
invention has been described in detail. Howéver, it is to
be.understood_that various modifications and substitutions
can be made by those skilled in the art without departing

20 from the scope of the present invention. |
In this specification, cases have been described in
which the IC chip according‘to the_present invention is used
by being embedded in the mobile terminal such as a cellular
phone or FPDA. Hdwever, the scopé of the present invention

25 1is not limited to these cases. The merits of the preéent



Wth . reference to the specific enbodi nents, the present invention has been
described in detail. However, it is to be understood tjgadec¥RberMOS

nodi fications and substitutions can be nmade by those skilled in the art

wi t hout departing 20 fromthe scope of the present invention. In this
specification, cases have been described in which the I1C chip according to
the present invention is used by being enbedded in the nobile term nal such
as a cellular phone or PDA. However, the scope of the present invention 25
is not limted to these cases. The nergfs_of the present 16 Decenber 2005
61 invention are simlarly achieved by, for exanple, using the 1C chip in
a stand-al one manner or. by enbedding the IC chip 1in another type of
‘device and using the IC chip. In short, the present invention has been

di scl osedlBVenBl%&aﬁﬁPe§l%fa¥lY BERERTIh ir peresexamrl e harsdéxt rihst i on
shoul d no interpreted in-a limted manner. The scope of the present

b .
i nvent i onipsglf'bpbbnd%t BEAR AR 7 T3PS (e RippRMRRAA % the M ThiRiust ri al

Applicabilit ccording to the, present invention, there are provided: an
i npr oved fﬂf%$ﬂ€¥?5n€%?%r%géé%E&é%nﬁ iR R & being placed in
an informatio rQcessi apparatuys,. such.as 15 a.cellul,ar phone_or PDA
(Per sonal Di gir%dolS RS st Al p,rezf'ﬁnl IDVRAF R0 38 F@ﬁ&élﬁ&égaﬁg R¥

oo oS LSRR PO SEL%: | ARPA AL RS dda UL LIS JIPTTY
should not be interpreted in a limited manner. The scope of

the present invention is to be determined solely by the

appended claims.
10 [Industrial Applicability]

Acéording io the present invention, there are provided
an improved information storage medium which can be uéed be
being placed in an information processing apparatus, such as

15 a cellular phone or PDA (Persbnal bigital Assistant), an IC
chip with a meméry region, an information processing
apparatus having the IC chip with the memory region, and a
mémbry management method for thé information storage medium,

According to the present invention, there are provided

20 an improVed information storage medium which has a memoﬁy
region and which efficiently controls the right'to access
each application allocated to the memory region, an IC chip
with a memory region, an information processihg apparatus
having the IC chip with the memory region, and a memory

25 management method for the information storage medium.



menory managenent nethod for the information storage medi um: According to

the present invention, there are provided 20 an irrpr?yggc&ﬁﬁ?@@ggi on
storage nedi um which has a nenory region and which efficiently controls

the right to access each application allocated to the nenory region, an IC
chip with a nenory region, an information processing apparatus having the
IC chip with the nenory region, and a nenory 25 managenent nethod for the

i nformation storage nedium 16 Decenber 2005 - 62 According to the present
i nvention, the nenory region on the :Tg?chi p has a hierarchical structure.’

Each application allocated to the mendfy region is registered in a

directory. The nenory region is efficiently managed in 5 directory units.
According to the present invention, a personal identification code is set
for each appl iZetdohizgdto dilreeprasenitAsitven tcase, e bemotriye ragdess ri ght
is controlled in application units or in directory. units. For 10 exanpl e,
Cfor all applthatienshinchasled hieraxihieabrytragturaentBddicat i on or

aut henti cati on schenme having the sane wusability 'as the existing IC chip
may be praRpligatierordloeptes tite Preseemornveegionm isvreviskensd ¢ p or
.the nobile termnal having the I C chip enbedded therein is 15 |ost, the
ri ght to AcLLEICEAEN- appPr? BN iHR9HE |G of P cirptdimmagsdsa ditsappearss.
Accor di ngl%%/, the IC chig or the nobile termnal is protected agai nst
frauddl ent*TSBYY units. - ' ‘

According to the present invention, a personal
- identification code is set for each applicatien énd
directory. As the case may be, the access right is
controlled in application units or in directory units._ For
10 éxample, for all applications included in a directory, an
identification or authentication scheme haﬁing the same
usability as the existing IC chip may be provided.
According to the present invention, when the IC chip or
-the mobile terminal having the IC chip embedded therein is
15 Lost,rthe right to access each application in the IC chip
automatically disappears. Accordingly, the IC chip or the
mobile terminal is protected against fraudulent use by
others.
Identification or authentication using the IC chip
20 aécording to the present'invention may be performed in
conﬁunction with authentication using a privaté key. As a
- result, value information such as electronic money can be
handled with higher security.
According to:the present invention, for example, when

25 the IC chip embedded in the mobile terminal is used as a



~others. ldentification or authentication using the 1C chip 20 according to
the present invention may be perforned in conjunctiong Webénbettdoont i cati on
using a private key. As a result, value information such as electronic
noney can be handled with hlgher security. According to the present
invention, for exanple, when 25 the I C chip enbedded in the nobile term nal
is used as a 16 Decenber 2045 - 63 bank card, identification or '
aut henti cati on processing is performed on the user. by inputting, by the
user, a personal identification nunber_using the nobile term nal the user
is familiar with. This results in mnPization of the amount 5 of
operation that the user has to performusing a bank's ATMterm nal the user
is unfamliar with. According to the present invention, holding the nobile
ternm nal bawnkrdsrdf oidexail s tim ATM dwthemial cd ticn pardcessdiuspsis he ATM
termnal to. pronpt the nobile terminal to 10 i nput an appropriate personal -
identificRerbarmedeon Weeorskndy olnhetpiresenity ithentdeon, s gemegrerh and a
personal jdentification code are associated with each other in the nobile
~terninal . 1qwRbbfbrationmunkem| wsingerhe ndkinle saxalinmde-tfe avourits

di spl ayin progran1|s call ed, the 15 personal identification nunber is
autonaU(é%W- 2 | with 16'@%@%ﬂﬁ§ﬂ12605n-m&@lmlzatlon of the amount

5 of operation that the user has to perform using a bank's ATM
terminal the user is unfamiliar with.

According to the present invention} holding thé mobile
terminal towards, for example, an ATM terminal in a bank
causes the ATM terminal to prompt the mobile terminal to

10 input an appropriate personal identification code.

According to the present invention, a program and a
personal identification code are associated wifh each other
in the mobile terminal. Therefore, fo: example, when a
bank's balance-of-account displaying program is called, the

15 personal identification number is automatically called.



CLAIMS 1. An integrated circuit device conprising: a nenory region
allocated to one or nore applications, wherein the righectara&2088S. €ach
application is controlled by a personal identification code; a controller
operable to control the internal operation of the integrated circuit
device; a wireless interface for enabléidng the controller to perform

wi rel ess comuni cation with an external apparatus; a wired interface for
perform ng wired comunication with the controller;

accessi bility/inaccessibility-mnagidigmeans for nanaging each application
allocated to the nenory region to be accessible/inaccessible, wherein the
accessi bility/inaccessibility nanagi ng neans sets each application for

whi ch the personal identification code is set to be inaccessible in a

defaul t settingy RHEe?QQEéésbPkEhEW a@@g{s(@sewbﬂgyn naging means sets the
correspondi ng applicafion to be accessible in responde to matching the :

per sonal | dent L{4eabiongodsy i Apil- LA dpntéS%r 300, L S8 et sonal

identification co per sonal entificati input is

tr anSf er r%ﬁ’ef’éﬁq ttplg }é\%ﬁteq'. géégce%c%() é J.ca r}.tOrnO| lSe(r."‘,OI:JLtrO %Seb er 2005 -

65 2. An |ntegrated Fouit “device acco 0 claim N said
memory reglion. i ¢gofiowed;te abdocate cach’

-a contrpller operable to control the internal operation of
the integrated circuit device;

a wireless interface for enabling the controller to
perform wireless communication with an external apparatus;

a wired interface for performing wired communication with
the controller;

'accessibility/inéccessibility‘managing means for
managing each application allocated to the memory region
to be accessible/inaccessible, wherein the
accessibility/inaccessibility managing means sets each
application for which the personal identification code is
set to be inaccessible in a default setting, the
accessibility/inaccessibility managing means sets the
qorresponding application to be accessible in response to
matching the personal identification code input from a
user and the set persocnal identification code, and said
personal identification code input is transferred via the

wired interface to the controller.



application in a hierarchical manner using directories, said personal
identification code for controlling the right to accqﬁikgaﬁgaqmmgication
and directory is set, and the accessibility/inaccessibility managi ng nmeans
sets each application and directory for which the personal identification
code is set to be inaccessible in the&efault setting, the

accessi bility/inaccessibility managi ng neans sets the corresponding
application or directory to be accessible in response to natching the

PefSODa! 2LdenhhfEﬁ@é%QQté@d@if&Hﬁﬂ déﬂﬂ@eaaﬁ%%&diﬂg %Becﬁﬁhnpﬁjsona| )
identification code. 3. An integrated circuit devicCe according to claim 2,

wherein, \Rcresponsedlfeddie; ALlidhat tharpansenato Afptddd eatdion code

i nput fromthe user natches the personal entification code set for one

of the di _ﬁggi%éﬁontﬂ? Q?&%%c@ﬂéaﬁyﬁkgﬁggeﬁgigéﬁ'&ﬂ’eé@&aﬂié‘,g JEBYS sets

all applications and sub-directories under t rectory to be

accessi bl gerdondh 11662 S e dBY1 68,RE601 hROAO uncy | fur her

conprising private key setting neans ng, I cation

al I ocat eda&Be%QeﬁSﬁDé%p{aﬁc%&%n %n%gfil'%%t%%%%r %80§e%i |6"i‘ g Rifvate key for

aut henti catron, erei € accessi y/1rnaccessi y Tranagi ng nmeans
sets the inaccessible ﬁBplicatL%p Lo be accessible mhqy t he.i naccessi bl e
. i aGCFsS DL LYY acgessibili y Managing medns sets each

application s nmutual{y authenticate

application and directory for which the personal

identification code is set to be inaccessible in the default

setting, the accessibility/inaccessibility managing means

sets the corresponding applicaticn or directory to be

accesgible in response to matching the personal

identification code input from a user and the set personal

identification code.

3. An integrated circuit device according to claim 2,
wherein, in response to the fact that the personal
identification code input from the user matches the personal
identification code set for one of the direétories, the
accessibility/inaccessibility managing means sets all
applications and sub-directories under the directory to be

accessible.

4. An integrated circuit device according to claim 1,
further comprising private key setting means for setting,

for each application allocated to the memory region, a



by a predeterm ned certificate authority using the private key. 5. An
integrated circuit device according to claim2, furt Iﬂgg)egaﬁp&jz%bgg private
key setting nmeans for setting, for each application an Irectory
allocated to the nenory region, a private key for. authentication, wherein
the accessibility/inaccessibility mangg ng neans sets the inaccessible
application or directory to be accessible when the inaccessible
application or directory is nutually authenticated by a predeterm ned

certificape;iguiBonilyrusi RgthBa-PEL¥aLE, key. 6. An integrated circuit
device according to claim1, further conprising access denying neans for

causing each ﬁﬁ%%é%hbgge?EEEEQQEEQEiE9/9§aE8é§§§§§iPkgiﬁQné $Rgnse to

cutting off the power evice. 7. An Integrated rcui t device

accor di ngufg,¢l aLML2enf UE hHELCONRE LSLAG1 266L95, dP0VhO0, IEBOS; bk causi ng

each accessi application an rec y to be inaccess e 1n 16 Decenber

2005 - 67,;LASPANSE L0, SULEINO 0Lh 1LAE BOVEL £Q: DR IOV En 1 A

integrateg cl'rcurt™ device accor gto’¢ her conprising: number

of 1 nput i Lur rin an L. rin he.. nunber of. fajlur of 1 nput
of the pePloraptrashrriradts onr tEaghPE: MeubiEspl TREboohrbbothfEs "t o he
menory regggp; and :

5. An integrated circﬁit device according to claim 2,
further comprising private key setting means for setting,
for each application and directory allocated to the memory
region, a private key for.authentication,

wherein the accessibility/inaccessibility managing
means sets the inaccessible application or directory to be
accessible when the inaccessible application or directory is
mutually authenticated by a predetermined certificate

authority using the private key.

6. An integrated circuit device according to claim 1,
further comprising access denying means for causing each
accessible application to be inaccessible in response to

cutting off the power to the device.

7. An integrated circuit device according to claim 2,
further comprising access denying means for causing each

accessible application and directory to be inaccessible in



maxi mum perm ssi bl e nunber of input failure setting neans for setting the
maxi mum perm ssi bl e nunber of failures of input of thepRe&sErabos
identification code for each application allocated to the nenory region,
wherein the accessibility/inaccessibility managing mneans sets the
application in which the nunber of input failures has reached the nmaxi num
perm ssi bl e nunber of inputs to be indccessible. 9. An integrated circuit
device according to claim?2, further conprising: nunber of input failure
storing meanpohek SLOELRE:ihBEorRURREN pofetatbUERS @bviapUt Of the personal
identification code for eacCh appllca?lon and directory allocated to the
menory region; and maxi mum perm ssi bl e nunber of input failure setting
means for setting t he maxi num perm ssi bl e nunber of failures 16 Decenber

2005 - 684 HhtgérBQSdp E§QH§E 5den éfAEBBESEnQOQS E?é gagh
appllcatlon an directory al ocate to t e nMenory reglon, ereln t he
accessi bi a t nana in nmeans sets the application or
dlrectoryk}l%}é&hEl %8?%2&%%% y ?npgt failures has reached the maxi nmum

perm ssible nu t e.Lnaccessible, 10 An_integ La circuit
devi ce accordlzg e a|n1§ gr%g Eufu ?ﬁer RIniBFReF ngor stBLeA5L RS

?
pgggfr;g{-hpggtsfg"Ufﬁﬁkggtg LAL0e opens Leroglen flagnkhglg bsh ©f
code for each application allocated to the memory region:;
and |
maximum-permissible-number-of-input-failure setting
means for setting the maximum permissible number of
failures of input of the personal identification code for
each application allocated to the memory region,
wherein the accessibility/inaccessibility managing
means sets the application in which the number of input

failures has reached the maximum permissible number of

inputs to be inaccessible.

9. An integrated circuit device according to claim 2,
further comprising:
number-of-input-failure storing means for storing. the
number of failures of input of the perscnal identification
code for each application and directory allocated to the
memory region; and
maximum-permissible-number-of-input-failure setting

means for setting the maximum permissible number of failures



t-he nunber-of-input-failure storing neans by a manager nutually
authenticated by a predetermned certificate authoritypeddnbdfPobsfor mation
processing apparatus conprising an integrated circuit device as set forth
inclaiml. 12. An information processing apparatus according to claim 11,
wherein the information processing apparatus is an information storage
medium 13. An information processing d@pparatus according to claim 12,
wherein the infornmation storage nmediumis a storage nediumin the form of

an 1 C cards 18pRecenben2p@sson89 iddntAriBhilignt ehALNaLrapRakat us
conprising: an user input neans for inputting a personal identification

code by aaﬁ%@Eca%'i@naaﬁawti‘i%g%kgrai@&@gﬁéﬁegoctﬁéuhémgf¥ a% ghaying a

nmenory regl on, a controller opera le to control Inte oper ation of

the sem conductt Laheghal gcCLLEHL 1 JPYhGEceBaYbE ehe _smaﬁgmgiﬁace for

enabling the controller to per ormw ess connunlca |on an external

apparat us, eaﬁﬁ @9 {{d &f rgfﬂfcl%a np%ﬁcf%?%ggo r%q TeH e %%Wth the

controller I ng mea ecklng pe sona Cation code

with the 8§r§§$3£ fghcﬁfgé(ﬁgl(}eac e% tk rm ach 2P IlcatH_q_albm&gted to

the menory re access-ri1ght “con *Heahs ol gi'ving, as a result
of checkbgglggu%he cQ&g%hp 19 means, a rlght to the user to

10. An integrated circuit device according to claim 8 or 9,
further comprising number-of-input-failure initializing
means for clearing the number of input failures stored in
the number-of-input-failure storing means by a manager
mutually authenticated by a predetermined certificate

authority.

11. An information processing apparatus comprising an

integrated circuit device as set forth in claim 1.

12, An information processing apparatus according to claim
11, wherein the information processing apparatus is an

information storage medium.

13. An information processing apparatus according to claim
12, wherein the information storage medium is a storage

medium in the form of an IC card.



access the application in which the personal identification codes match
each other, said menory region being allocated to OngsPlecdb& 2005
applications, wherein the right to access each application Is controlled
by the personal identification code, and said personal identification code
input fromthe user input nmeans being transferred via the wred interface
to the controller. 15. A nobile terninéﬁ appar atus according to claim 14,
wherein the access-right control neans permts the external 16 Decenber
2005 - 70 apparatus to access the application for which the access right
is given via the wireless interface using wireless comunication. 16. A

mobi | e tenm, nah appanat ysracegl dapgateraokaksmpdisimgerein, in response to
detecting no el ectromagnetic waves fromthe external apparatus connected

via the wirel ess ubBkeihpae, méhgsaceessnpugbingontporsorans determ nes that
a series of transactions related to the application for which the access
right is gdeanifasatesnm satiedband peefoprard transaction term nation
processing. 17. A nobile term nal apparatus according to claim 14,

wherein, in reaposfecbAdi€cer Vinge§Patedpoenseuit tienice Paedeyesn ned
period of tinme in response to a command sent fromthe sem conduct or

i nt egr at eflefibtgUrbgdeM| C8 ¥bARtEHE1eM spLESE1ENEET E@SEro] henaccess-ri ght

control nmeans determ nes that a series of transactions between the
internal operation of the semiconductor integrated circuit
device, a wireless intefface for enakling the controller to
perform wireless communication with an external apparatus;
a wired interface for performing wired communication with
the controller, checking means for checking the personal
identification code with‘the personal identification code
for each application allocated to the memory region, and
access-right control means for giving, as a result of
checking by the checking means, a right to the user to
access the application in which the persconal identification
codes match each other, said memory region being allocated
to one or more applications, wherein the right to access
eaéh application is controlled by the personal
identification code, and said personal identification ;ode

input from the user input means being transferred via the

wired interface to the controller.

15. A mobille terminal apparatus according to claim 14,

wherein the access-right control means permits the external



external apparatus and the sem conductor integrated circuit device, which
are connected with each other via the wireless interfig¢eRceifs 2p8¢ M nat ed
normal Iy or abnormally and perforns term nation processing. 18. A nobile
term nal apparatus according to claim 14, further conprising: 16 Decenber
2005 71 personal identification code registering neans for registering in
advance the personal identification"bgge_ for each application; program
activating nmeans; and personal identification code input nmeans for

i nput ti ngaphheaes sANalcdddentind GabioR.c088 fOF dhecic AHERRANg _
application in accordance with the activated programto an 1C chip via the

wired inteiface;s 19 v Mok e d GfiReRak sapRaL AF MSe aecaiding- 12 aim 14,

wherein the sem conductor-integrated circuit device is driven by receiving
power usi BSmMﬁﬁSfé%rﬁomm”i cation with the external apparatus. 20. A

nmobi |l e term nal apparatus according to claim 19, wherein, in response to
bei ng connected to the external apparatus via the wireless interface and
thus receiving power, the sem conductor integrated circuit device notifies

via the wired interface. of the.n i to in h [S0N
identifi \(,:\%t%f onj)‘c% el?%rtgggéggilnglg?%%a%?m%/c?%gl{%ﬁ.E%lsfiﬁge?nﬁ tonduct or
i nt egrat e&}hg%ﬂfi t.devi ce enbe

in response ggegekgcting no electromagnetic waves
from the external apparatus connected via the wireless
interface, the access-right control means determines that a
series of transactions felated to the application for which

the access right is given has terminated and performs

transaction termination processing.

17. A mobile terminal apparatus according to claim 14,
wherein, in response to receiving no response within a
predetermined period of time in response to a command sent
from the semiconductor integrated circuit device via the
wireless interface, the access-right control means
determines that a series of transactions between the
external apparatus and the semiconductor integrated circuit
device, which are connected with each other via the wireless
interface, has terminated normally or abnormally and

performs termination processing.

18. A mobile terminal apparatus according to claim 14,

further comprising:



a mobile term nal apparatus as set forth in claim14. 16 Decenber 2005 72
22. A sem conductor integrated circuit device accordi g §embtBo0521,
conprising a menory region to which one or nore applications are

al l ocated, wherein the right to access each application is controlled by a
per sonal identification code. 23. A seniconductor integrated circuit device
according to claim21, conprising a witeless interface for performng

wi rel ess communi cation and a wired interface for performng wred

communi cati on. p24-soNaG0NRAIG 2 R i BBt BedcUSERY s MBRY! febBEMERR
apparatus having a sem conductor integrated circuit dévice which has a

Menory regien s2ad Wy gh %@W'&'ecﬁhgsg‘é‘rggn@l@. lﬁéh%rl'%élca%%ﬂr abys, the

nobi |l e term nal apparatus I ncl udi ng wreless 1nterface for enabling the

senlcondu%ggreagﬁegg hed ¢ikLguit device to performwirel ess communication
wi th the externa paratus and a wired interface for performng wred

comruni cati on r% I%Rea%%gbgg ggchggn%gtggﬁated.C|rCU|F device in the

nobil e term na paratus one nore applications being allocated to the

menory region @@8 g hgt{fggt access ea%h 88|I%gtl?ﬁ ﬁgt_ﬁontrolled
by a personal ent| icatTon co (¥h co Hi-cation met ho conpﬁ%slng. 16

December %ge pérsonal identification code for the corresponding

appllcatlon in accordance with the activated program to an

IC chip via the wired interface.

19. A mobile terminal apparatus according to claim 14,
wherein the semiconductor. integrated circuit device is
driven by receiving power using wireless communication

with the external apparatus.

20. A mobile terminal apparatus according to claim 19,
wherein, 1in response to being connected to the external
apparatus via the wireless interface and thus receiving
power, the semiconductor integrated circuit device notifies
via the wired interface of the necessity to input the

personal identification code for accessing the memory region.

21. A semiconductor integrated circuit device embedded in

a mobile terminal apparatus as set forth in claim 14.



a user input step of inputting, froma user, the personal identification
code; a sending step of sending the personal identifiggieanb&ad@si nput in
the user input step via the wired interface to the sem conductor
integrated circuit device; a checking step of checking the personal
identification code input in the ugpngaqput step agai nst a personal
identification code for each applicati allocated to the nenory region,;
and an access-right control step of giving, as a result of checking in the

checki ng sbep, pdskh@hbnfcthe US&IgLR RLC8SSuiknNBeapPRLi SALLLRAH Whi ch the
personal identification codes match each other. 25. A comuni cati on net hod

using a mphilie Her McBabri8RRET 8t HENBEGORELAGNt @ oClLRE Fh24neBer ghRe 1N the

. %OEQE
access- right control Step, The external apparatus Is permtted to access

the app|i%%§h98aE95n¥héPQ éiﬁ%dﬁ%&%ﬁ?dﬂe&%%niZhggﬁﬁﬁ%?viézééEéggréﬁ S

interface using wreless conmunicati on. cation method using a

nobi e term t rdi o cl ai 4 | in t access-
ri ght Conﬁgkﬁﬁé?E%?H?%g}éégﬂﬁgﬁf%%@%é%egﬁfﬁgghé i%%@@%f%%gﬁ%e f%ﬁﬁﬁves from
t he external apparatus connected via the interface, it is determ ned that

a series of 16 Decenber 2005 - 74 - transactions related to the application

for whi ch bthe gogess  Lighto) s Qlyen has ferirnated, and Lragsaction

claim 21, comprising a wireless interface for performing
wireless communication and a wired interface for performing

wired communication.

24. A communication method using a mobile terminal
apparatus having a semiconductor integrated circuit device
which has a memory region and which communicates with an
external apparatus,

the mobile terminal apparatus including a wireless
interface for enabling the semiconductor integrated circuit
device to perform wireless communication with the external
apparatus and a wired interface for performing wired
communication with the semiconductor integrated circuit
device in the mobile terminal apparatus,

one or more applications being allocated to the memory
region, wherein the right to access each application is
controlled by a personal identification code, the

communication method comprising:



processing is perfornmed. 27. A communi cation nethod using a nobile term nal
apparatus according to claim 24, wherein, in the accesgp ka&ﬁE12@9§tr0|

step, in response to receiving no response wthin a predeterm ned period
of time in response to a command sent fromthe sem conductor integrated
circuit device via the wireless interface, it is determned that a series
of transactions between the external éﬁ%aratus and the sem conduct or
integrated circuit device, which are connected with each other via the

W rel ess |ntergaggerh§§pugeggbﬁaggdlﬂgﬁg@hhg ogrggngrggggy +gAd term nation
processing is perfornmed. 28. A communication nethod using a nobile term nal

apparatysggggghgingdggtgkgbgtggn Egagher conprising: a personal

i dentification code registering stép of registering in advance the

personal identLf ls%ﬁ%i&ﬂgengQﬁ L9l sefBfHqaPRL! ﬁ@iécﬁ?ﬂala éHQEEH&:QEEbP{a“ ng

step; and a persona cation code 1 nput ste |n putting th
personal i t t co for LL.e ﬁg%:@
accordanceggg %%bﬁﬁéhgchaa gﬁa%?té §Egn%%9%%€§9 er %? ?g
sen1condu%B8r |nte qgn?ﬂhlj %ylce gl th red interface. 29. A
communi cat*'on” et u5|ng dt&%ﬁlHéF Y b fatus according to claim

24, further Cogprhgéﬁghéistep of checking the personal identification

code input in the user input step against a personal
identification code for each application allocated to the
memory region; and

an access-right control step of giving, as a result of
checking in the checking step, a right to the user to access
the application in which the personal identification codes

match each other.

25. A communication method using a mobile terminal
apparatus according to claim 24, wherein, in the access-
right control step, the external apparatus is permitted to
access the application for which the access right is given

via the wireless interface using wireless communication.

26. A communication method using a mobile terminal
apparatus according to claim 24, wherein, in the access-
right control step, in response to detecting no
electromagnetic waves from the external apparatus connected

via the interface, it is determined that a series of



notification step of notifying, in response to the fact that the
sem conductor integrated circuit device is connected §gpd-8ap&%085 nal
apparatus via the wireless interface and thus receives power, of the
necessity to input the personal identification code for accessing the
menory region on an IC chip via the gred interface. 16 Decenber 2005 -76
- ABSTRACT A nenory region on an | C card has a hierarchical structure.
Each application allocated on the nmenory region 5 is registered in a

di rectoryi raRdabPEHENPL Y2 # &I e aPRN2gedi bR hLegh Py U tacAgper sonal
identification code is set for each application and directory, and the

access 1 igBhel 3509NLERALY {dLARRIEAl AN VRLhSa0L GhT EGHRI LS. 1T a

nobile termnal 1s 1ost, e right to access each 10 application in the IC

card auto I dj Therefore, the tight to access each
ggbbf,?éhé{ e%é ta;g&%?cf]ﬁned

applicati oca e menory region on the IC card is efficiently
controll ed.

27. A communication method using a mobile terminal
apparatus according to claim 24, wherein, in the access-
right contrQl step, in response to receiving no response
within a predetermined period of time in response to a
command sent from the semiconductor integrated circuit
device via the wireless interface, it is determined that a
series of transactions between the external apparatus and
the semiconductor integrated circuit device, which are
connected with each other via the wireless interface, has
terminated normally or abnormally, and termination

processing is performed.

28. A communication method using a mobile terminal
apparatus according to claim 24, further comprising:

a personal identification code registering step of
registering in advance the personal identification code for
each application;

a program activating step; and

a personal identification code input step of inputting
the personal identification code for the corresponding

application in accordance with the activated program to the
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semliconductor integrated circuit device via the wired

interface.

29. A communication method using a mobile terminal
apparatus according to claim 24, further comprising a
notification step of notifying, in response to the fact that
the semiconductor integrated circuit device is connected to
the external apparatus via the wireless interface and thus
receives power, of the necessity to input the perscnal
identification code for accessing the memory region on an IC

chip via the wired interface.
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ABSTRACT

A memory region on an IC card has a hierarchical
structure, FEach application aliocated on the memory region
is registered in a directory, and the memory region is
managed in directory units. A personal identification code
is set for each appliéationAand directory, and the access
right is controlled in application units or directory units.

If a mobile terminal is lost, the right to access each

.applicétion in the IC card autcmatically disappears.

Therefore, the right to access each application allocated to

the memory region on the IC card is efficiently controlled.



