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[DESCRIPTION]

[TITLE OF INVENTION]

VERIFICATION PROCESSING DEVICE, VERIFICATION METHOD, AND
PROGRAM

[Technical Field]

[0001]

The present disclosure relates to a verification processing device, a verification
method, and a program.
[Background Art]
[0002]

Patent Literature 1 describes that a model inspection is utilized to
comprehensively verify an operation logic of a data processing system.
[Citation List]

[Patent Literature]
[0003]
[Patent Literature 1]

Japanese Unexamined Patent Application, First Publication No. 2008-071135
[Summary of Invention]

[Technical Problem]
[0004]

When a model inspection is utilized to verify an operation logic of a relay
circuit, only verifying a basic operation logic of the relay circuit is insufficient and the
verification of the operation logic including that a defect can occur in a signal line or a
circuit element included in the relay circuit is required.

[0005]
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When the fact that defects in a signal line or a circuit element (for example,
signal line accidental contact, disconnection, or circuit element failure) can occur
multiple-simultaneously and asynchronously regardless of a basic operation logic of a
relay circuit is taken into consideration, in a model inspection, comprehensively verifying
all combinations of defects which can occur from each state during a basic operation, in
addition to state transitions which can occur during the basic operation is necessary.
[0006]

However, in such a case, even if a counterexample in which a combination of a
plurality of defects which occur in each signal line and each circuit element included in
the relay circuit is output, the combination of defects is likely to include (non-critical)
defects which do not necessarily contribute to leading to an insecure event.

[0007]

That is to say, the model inspection comprehensively inspects state transitions
(paths) in a state in which all states which a model to be inspected can take are expressed
with a logical expression using a binary decision diagram (BDD) or the like and simply
shows a user the fact that “there is a path leading to an insecure event” when even one
path (counterexample) leading to an insecure event is found. Therefore, the path
leading to an insecure event can also include state transitions which are not necessarily
critical.  For this reason, there is no choice but to make a counterexample interpretation
for counterexamples which can also include non-critical defects in relation to insecure
events, in which a burden required for counterexample interpretation work for the model
inspection is large.

[0008]
Also, it takes a lot of work time for the inspection because causing the model to

be inspected to include a measure to be reflected and performing the model inspection
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once again on the model to be inspected need to be repeatedly performed until there is no
counterexample on the basis of the result of counterexample interpretation.

Furthermore, when a process of repeatedly performing the processing “counterexample
interpretation—tesetting (coding) of model to be inspected—model inspection” is
performed through a human operation, there is a concern concerning human errors being
inherent and comprehensiveness cannot be ensured.

[0009]

An object of at least one embodiment of the present disclosure is to provide a
verification processing device, a verification method, and a program capable of
minimizing human error while shortening a working time.

[Solution to Problem]
[0010]

A verification processing device according to an aspect of the present disclosure
includes: an inspection processing unit which extracts elements of which states change in
a process leading to an insecure event by means of a model inspection for a model to be
inspected; a refinement processing unit which determines, for each of the extracted
elements, whether the element contributes to the occurrence of the insecure event and
refines a cause element which is an element of a cause of the insecure event; and a
receiving unit which receives, from an operator, a selection of at least one cause element
from among a plurality of the cause elements. The inspection processing unit performs
the model inspection once again on an improved model to be inspected which is a new
model to be inspected in which a prescribed measure is executed for the selected cause
element.

[0011]

A verification method according to an aspect of the present disclosure includes:
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a step of extracting elements of which states change in a process leading to an insecure
event by means of a model inspection for a model to be inspected; a step of determining,
for each of the extracted elements, whether the element contributes to the occurrence of
the insecure event and refining a cause element which is an element of a cause of the
insecure event; a step of receiving, from an operator, a selection of at least one cause
element from among a plurality of the cause elements; and a step of performing the
model inspection once again on an improved model to be inspected which is a new model
to be inspected in which a prescribed measure is executed for the selected cause element.
[0012]

A program according to an aspect of the present disclosure causes a computer of
a verification processing device to execute: a step of extracting elements of which states
change in a process leading to an insecure event by means of a model inspection for a
model to be inspected; a step of determining, for each of the extracted elements, whether
the element contributes to the occurrence of the insecure event and refining a cause
element which is an element of a cause of the insecure event; a step of receiving, from an
operator, a selection of at least one cause element from among a plurality of the cause
elements; and a step of performing the model inspection once again on an improved
model to be inspected which is a new model to be inspected in which a prescribed
measure is executed for the selected cause element.
[Advantageous Effects of Invention]
[0013]

According to each of the above aspect, it is possible to minimize a human error
while shortening a working time.
[Brief Description of Drawings]

[0014]
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FIG. 1 is a diagram illustrating a constitution of a verification processing device
according to a first embodiment.

FIG. 2 is a diagram illustrating a functional constitution of a central processing
unit (CPU) of the verification processing device according to the first embodiment.

FIG. 3 is a diagram illustrating an example of a model to be inspected according
to the first embodiment.

FIG. 4 is a processing flow of the verification processing device according to the
first embodiment.

FIG. 5 is a diagram for explaining in detail an operation of the verification
processing device according to the first embodiment.

FIG. 6 is a diagram for explaining in detail an operation of the verification
processing device according to the first embodiment.

FIG. 7 is a diagram for explaining a flow of verification processing using the
verification processing device according to the first embodiment.

FIG. 8 is a diagram illustrating an example of a display screen displayed on a
display of the verification processing device according to the first embodiment.

FIG. 9 is a diagram illustrating an example of the display screen displayed on
the display of the verification processing device according to the first embodiment.

FIG. 10 is a diagram illustrating an example of the display screen displayed on
the display of the verification processing device according to the first embodiment.

FIG. 11 is a diagram illustrating an example of the display screen of the display
of the verification processing device according to the first embodiment.

FIG. 12 is a diagram illustrating an example of a display screen of a display of a
verification processing device according to a second embodiment.

FIG. 13 is a diagram illustrating an example of the display screen of the display
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of the verification processing device according to the second embodiment.

FIG. 14 is a diagram illustrating a functional constitution of a CPU of a
verification processing device according to a third embodiment.

FIG. 15 is a diagram for explaining a flow of verification processing using the
verification processing device according to the third embodiment.

[Description of Embodiments]
[0015]
<First embodiment>

A verification processing device according to a first embodiment will be
described below with reference to FIGS. 1 to 6.

[0016]
(Constitution of verification processing device)

FIG. 1 is a diagram illustrating a constitution of the verification processing
device according to the first embodiment.

FIG. 2 is a diagram illustrating a functional constitution of a central processing
unit (CPU) of the verification processing device according to the first embodiment.
[0017]

As shown in FIG. 1, a verification processing device 1 includes a CPU 10, a
memory 11, a display 12, an input device 13, and a storage 14 and is constituted as a
general computer.

[0018]

The memory 11 is a so-called main storage device and has commands and data
developed therein and is configured to be operated by the CPU 10 on the basis of a
program.

[0019]
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The display 12 is a display device which visually displays information and
examples thereof include liquid crystal displays, organic electro luminescence (EL)
displays, and the like.

[0020]

The input device 13 is an input device which receives a user’s operation of the
verification processing device 1 and examples thereof include general mice, keyboards,
touch sensors, and the like.

[0021]

The storage 14 is a so-called auxiliary storage device and examples thereof
include hard disk drives (HDDs), solid state drives (SSDs), and the like. For example, a
model to be inspected MOD indicating a relay circuit to be inspected is recorded in the
storage 14.

[0022]

The CPU 10 is a processor which controls the entire operation of the verification
processing device 1. As shown in FIG. 2, the CPU 10 according to the embodiment
functions as an inspection processing unit 100, a selecting unit 101, a refinement
processing unit 103 (selecting unit 101 and reconstructing unit 102), a receiving unit 104,
and a display processing unit 105.

[0023]

The inspection processing unit 100 extracts elements of which states change in a
process leading to an insecure event by performing a model inspection on the model to be
inspected MOD.

The model inspection performed herein is to comprehensively inspect whether
there is a combination (path) of state transitions leading to an insecure event by

expressing all states in which a model to be inspected can be taken with a logical
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expression using a binary decision diagram (BDD) or the like. An algorithm for the
model inspection to be performed in the embodiment may be generally well known.

The model to be inspected MOD is a program in which an operation logic of a
system to be inspected (for example, a railway security system) is stipulated. In
addition, in the model inspection, comprehensive operation verification of the system is
performed in accordance with the operation logic stipulated herein.

Also, the insecure event is a state defined as a state in which the system to be
inspected need not to transition under any circumstances. For example, in a railway
security system, a “state in which an emergency brake does not work during automatic
driving control of a vehicle,” a “state in which a crossing barrier is not down even though
a vehicle is traveling on a railroad crossing,” and the like are defined as insecure events.
A state defined as such an insecure event (state in which a vehicle is not to meet) is also
called an “inspection expression.” Generally, a plurality of types of insecure events
(inspection expressions) are defined for one model and an operation verification using a
model inspection is performed for each of the insecure events (inspection expressions).

When it is determined that a vehicle would reach a certain insecure event
according to a result of comprehensive inspection, elements of which states change in the
process (from FALSE to TRUE or from TRUE to FALSE) are extracted as elements
which are likely to contribute to the occurrence of the insecure event. Here, the model
inspection finds just one counterexample (a path leading to an insecure event) and simply
proves the fact that “there is a path leading to an insecure event.” Thus, all of the
elements extracted herein are not elements (critical elements) which have contributed to
the occurrence of insecure events. That is to say, some of the elements extracted using
the model inspection include elements which happen to change in value and do not

essentially contribute to the occurrence of insecure events.
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[0024]

The selecting unit 101 selects one element from among elements of which states
change in a process leading to an insecure event on the basis of the result of the model
inspection performed using the inspection processing unit 100. The “element” is a
minimum unit which defines an operation logic and a state of the model to be inspected
MOD and is, for example, a signal line or a circuit element installed in a relay circuit of a
security system. As will be described later, the “element” also includes a virtual
element defined to simulate an operation itself of the signal line or a circuit element
installed in an actual relay circuit, as well as to simulate an operation of a relay circuit
when a defect occurs.

[0025]

The reconstructing unit 102 reconstructs the model to be inspected MOD in
accordance with a prescribed condition in the process of the model inspection performed
in the embodiment.

[0026]

The selecting unit 101 and the reconstructing unit 102 described above function
as the refinement processing unit 103 which determines, for each of the extracted
elements as a result of model inspection, whether the element contributes to the
occurrence of the insecure event and refines an element of the cause of the insecure event
(hereinafter also referred to as a “cause element”).

[0027]

The receiving unit 104 receives, from an operator, a selection of at least one
cause element from among a plurality of the cause elements specifically identified using
the refinement processing unit 103.

In this case, the reconstructing unit 102 constructs a new model to be inspected



10

15

20

25

10

in which a prescribed measure is executed for the cause element selected by the operator
(hereinafter also referred to as an “improved model to be inspected”). Moreover, the
inspection processing unit 100 performs the model inspection once again on the
improved model to be inspected.

[0028]

The display processing unit 105 causes the display 12 to display the cause
element selected by the operator and a history of the results of the model inspection
performed once again using the inspection processing unit 100 and the refinement
processing unit 103.

[0029]
(Example of model to be inspected)

FIG. 3 is a diagram illustrating an example of the model to be inspected
according to the first embodiment.

The model to be inspected MOD shown in FIG. 3 simulates the operation logic
of the relay circuit constituting the railway security system.

A wiring V and a wiring G shown in FIG. 3 are a power supply line and a
ground line (ground). Furthermore, elements A1, A2, ... are relay switches and
transition to an OFF state or an ON state in accordance with electrical conduction (0
(FALSE)=0OFF/1 (TRUE)=0ON). In addition, elements X1, X2, ... are manual switches
and transition to an OFF state or an ON state by a human operation (0=OFF/1=0N).

Elements E1, E2, ... are virtual elements stipulated for reproducing a defect
(disconnection and accidental contact) which can occur in each signal line. For
example, the element E1 is stipulated on a signal line connecting the wiring V (power
supply line) to the element X1 (manual switch). The element E1 reproduces the

“occurrence of disconnection” as one of the defects in the signal line
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(O=disconnection/1=non-disconnection). Furthermore, the two elements E2 and E3 are
stipulated on a signal line connecting the element X1 to the element X2 (manual switch).
Of these, the element E2 reproduces the “occurrence of disconnection” in the signal line
(O=disconnection/1=non-disconnection) and the element E3 reproduces the “occurrence
of accidental contact with the power supply line” in the signal line (O=non-accidental
contact/1=accidental contact). Similarly, the two elements E4 and ES are stipulated on a
signal line connecting the element X2 to the element A1 (relay switch). Of these, the
element E4 reproduces the “occurrence of disconnection” in the signal line
(O=disconnection/1=non-disconnection) and the element E5 reproduces the “occurrence
of accidental contact with the power supply line” in the signal line (O=non-accidental
contact/1=accidental contact).

[0030]

An actual model to be inspected MOD is described with a logical expression
(language). For example, the element A1 (relay switch) is described as in Expression
(1) in consideration of defects (disconnection or accidental contact) which can occur in
each signal line in addition to the manual switches X1 and X2.

[0031]

Al=(E1&X1&E2&X2&E4) or (E3&X2&E4) or (ES)---(1)
[0032]

Other elements are described with the same logical expression.
[0033]

Expression (1) stipulates the state transition of the element A1 when a defect
does not occur in the element A1 (relay switch) itself. In reality, since a defect is also
likely to occur in the element A1 itself, the model to be inspected MOD also includes a

transition pattern in which the element A1 transitions to an OFF state or an ON state
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regardless of the logical expression of Expression (1). The same applies to the other
elements A2, A3, ..., and the like.

Also, since the elements X1, X2, ... which are manual switches are elements of
which states transition in accordance with a human operation, in the model inspection, as
in the elements E1, E2, ... which stipulate the occurrence of defects, the elements are
stipulated as elements of which states can transition multiple-simultaneously and
asynchronously at any timing.

[0034]
(Processing flow of verification processing device)

FIG. 4 is a diagram illustrating a processing flow of the verification processing
device according to the first embodiment.

FIGS. 5 and 6 are diagram for explaining in detail an operation of the
verification processing device according to the first embodiment.

The processing flow shown in FIG. 4 shows a flow of a series of processes of
model inspection for a model to be inspected MOD, and particularly, shows a flow of
processing (processing using the refinement processing unit 103) for further refining
elements which contribute to the occurrence of an insecure event (cause elements) from
among elements extracted using the inspection processing unit 100.

[0035]

First, the inspection processing unit 100 of the CPU 10 performs a normal model
inspection on a model to be inspected MOD (Step SO1). The model inspection
performed in Step SO1 will be described with reference to a state transition diagram
shown in FIG. 5.

A plurality of states STx shown in FIG. 5 indicate states of the model to be

inspected MOD shown in FIG. 3, respectively. Each state of the model to be inspected
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MOD is stipulated through a combination of states (0/1) of the elements A1, A2, ..., X1,
X2, ...,and E1, E2, ... included in the model to be inspected MOD. Of these, a state
ST1 is an initial state of the model to be inspected MOD (that is, a security system).
The inspection processing unit 100 comprehensively verifies whether there is a state
transition from an insecure event (state ST2) to the initial state (state ST1) in accordance
with the logical expression stipulated using the model to be inspected MOD (refer to
Expression (1)). The insecure event (state ST2) is stipulated as, for example, a state in
which a logical expression (S1&T1&U1=TRUE) for other elements S1, T1, and U1
included in the model to be inspected MOD is included.
[0036]

When it is verified that there is a path leading from the insecure event (state
ST2) to the initial state (state ST1), the inspection processing unit 100 extracts elements
in which a defect has occurred in a process leading to an insecure event and creates a
defect list (Step S02). FIG. 6 shows an example of the defect list created in Step SO2.
[0037]

When the inspection processing unit 100 meets the insecure event (state ST2) as
a result of randomly repeatedly performing a state transition from the initial state (state
ST1), the inspection processing unit 100 lists elements of which states change in a
process leading to the insecure event (that is, elements in which a defect has occurred).
Moreover, the inspection processing unit 100 creates a defect list L as shown in FIG. 6.
[0038]

The defect list exemplified in FIG. 6 shows a list of elements in which a state
transition has occurred in each transition step from the state ST1 to the state ST2 and
includes a value corresponding to an amount of transition of each of the elements for

each step. For example, the defect list L shown in FIG. 6 shows that an insecure event
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(inspection expression: S1&T1&UI=TRUE) is reached in a state transition of a sixth step
from an initial state. Furthermore, according to the defect list L, it can be read that the
element X1 transitions from FALSE to TRUE in a fourth step and transitions from TRUE
to FALSE in a fifth step in a process leading to an insecure event.

[0039]

However, the defect list L shown in Step SO2 is merely a list of elements which
happen to have a state transition in a process leading from the initial state to an insecure
event (S1&T1&U1=TRUE) as a result of repeatedly performing a random state
transition. Therefore, it is presumed that elements listed in the defect list L include
elements which do not directly contribute to the insecure event in a process leading to the
insecure event. Thus, the refinement processing unit 103 according to the embodiment
further performs the following processes of Steps SO3 to SO8.

[0040]

To be specific, the selecting unit 101 (the refinement processing unit 103) of the
CPU 10 selects one of the listed elements (Step S03).  As a simple example, when the
five listed elements (E1, E2, E3, X1, and X2) are present in the defect list L, the selecting
unit 101 selects, for example, the element E1 as one of them.

[0041]

Subsequently, the reconstructing unit 102 (the refinement processing unit 103)
of the CPU 10 creates (reconstructs) a model in which the elements selected in Step S03
are excluded from the model to be inspected MOD (Step S04). Hereinafter, the model
created in Step S04 is also referred to as a “reconstruction model.” For example, when
the element E1 is selected in Step S03, the reconstructing unit 102 creates a
reconstruction model in which the element E1 is excluded from the original model to be

inspected MOD.
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[0042]

Subsequently, the inspection processing unit 100 performs the model inspection
once again on the reconstruction model created in Step S04 (Step S05). In the above
example, this reconstruction model does not include the element E1. Therefore, in the
model inspection performed in Step SOS, the “occurrence of disconnection” on a signal
line connecting the wiring V (power supply line, refer to FIG. 3) to the element X1
(manual switch, refer to FIG. 3) is not considered.

[0043]

The inspection processing unit 100 outputs the result of the model inspection
performed once again in Step SO5 and determines whether the same insecure event
(S1&T1&U1=TRUE) as the insecure event which has occurred in the first model
inspection (Step SO1) occurs (Step S06).

When it is determined that the same insecure event does not occur (Step S06;
NO), it can be said that the excluded element is a critical element which contributes to
the occurrence of the insecure event because the insecure event no longer occurs as a
result of excluding the element selected in Step SO03. Therefore, in this case, the
reconstructing unit 102 returns the element selected in Step SO3 to the model to be
inspected MOD (Step SO07).

Meanwhile, when it is determined that the same insecure event occurs (Step
S06; YES), it can be said that the excluded element is an element which does not
contribute to the occurrence of the insecure event (which is not critical) because the
insecure event still occurs even through the element selected in Step S03 is excluded.
Since it is preferable that such an element be excluded at the time of counterexample
interpretation, the reconstructing unit 102 transitions to the next step without returning

the element selected in Step SO3 to the model to be inspected MOD.
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[0044]

Subsequently, the selecting unit 101 determines whether all of the elements
listed in the defect list L have been selected in Step SO2 (Step S08).  When it is
determined that all of the elements have not been selected (Step S08; NO), the selecting
unit 101 returns to the process of Step SO3 and selects one element different from those
of Step SO3 which has been previously performed. Moreover, the reconstructing unit
102 and the inspection processing unit 100 repeatedly perform the processes of Steps S04
to SO7.

When it is determined that all of the elements have been selected (Step S08;
YES), the selecting unit 101 outputs the remaining elements in the model to be inspected
MOD among the elements listed in the defect list L. (Step S09).

[0045]

For example, assuming that the elements (E1, E2, X1) are excluded instead of
the critical elements through the processes from Step S03 to Step SO8 among the
elements (E1, E2, E3, X1, X2) listed in the defect list L in Step S02, the remaining
elements after being refined (E3, X2) are output in Step S09.

[0046]
(Flow of verification processing using verification processing device)

FIG. 7 is a diagram for explaining a flow of verification processing using the
verification processing device according to the first embodiment.

Also, FIGS. 8 to 11 are diagrams showing an example of a display screen
displayed on a display of the verification processing device according to the first
embodiment.

The flow of the verification processing using the verification processing device

1 according to the first embodiment by an operator will be described below with
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reference to FIGS. 7 to 11.

First, the operator creates a model to be inspected MOD (refer to FIG. 3) of a
system to be inspected (railway security system) (Step S10). In this example, it is
assumed that the model to be inspected MOD has 1000 elements (variables). The
operator inputs the created model to be inspected MOD to the verification processing
device 1.

[0047]

Subsequently, the operator operates the verification processing device 1 to
perform a model inspection on the model to be inspected MOD. Here, the CPU 10 (the
inspection processing unit 100) of the verification processing device 1 performs a model
inspection on the model to be inspected MOD (Step S11). The process of Step S11
using the verification processing device 1 corresponds to the processes of Steps SO1 to
S02 in FIG. 4.  As a result of model inspection, the verification processing device 1
extracts, for example, 300 elements from the 1000 elements (variables) and creates a
defect list (refer to FIG. 6).  As described above, among the 300 elements, there are also
elements which do not actually contribute to the occurrence of insecure events.

[0048]

The CPU 10 (the refinement processing unit 103) of the verification processing
device 1 performs refining processing on the 300 elements extracted through the model
inspection (Step S11) (Step S12). The process of Step S12 using the verification
processing device 1 corresponds to the process of Steps S03 to S09 in FIG. 4. Through
this refining processing, it is assumed that the verification processing device 1 can
specifically identifies, for example, 10 cause elements from the 300 elements.

[0049]

The CPU 10 (the display processing unit 105) of the verification processing
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device 1 outputs (displays) the 10 cause elements specifically identified via Steps S11 to
S12 to the display 12 (Step S13).
[0050]

An example of the display screen displayed on the display 12 at this stage will
be described with reference to FIG. 8.

At this stage, a display screen D as shown in FIG. 8 is displayed on the display
12.

As shown in FIG. 8, a number “1” indicating a cause element specifically
identified through a first model inspection and refining processing is provided in the
column “step” on the display screen D. 10 refined cause elements (E1, E3, ...) are
displayed in the column “Cause element” on the display screen D of the “step1” row.

Also, a check box CB1, a measure button AF, a return button AB, and an execute
button E are displayed on the display screen D1. These check boxes and various
buttons will be described later.

[0051]

Referring to FIG. 7 again, subsequently, the operator interprets the displayed 10
cause elements while confirming a circuit diagram or the like and examines a measure
(Step SH). Moreover, the operator selects one of the cause elements for which the
measure is to be taken and inputs the selected cause element to the verification
processing device 1. The CPU 10 (the receiving unit 104) of the verification processing
device 1 receives an input from the operator.

[0052]

An example of the display screen displayed on the display 12 at this stage will

be described with reference to FIG. 9.

The operator checks a check box CB1 of a cause element (for example, element
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E1) for which a measure is to be taken to make the check effective. Subsequently, the
operator clicks a measure button AF.  Thus, the cause element (element E1) for which
the check is made effective is displayed in the column “Measure” of the “step1” row.
The cause element displayed in this column is treated as a fixed value (element in which
a defect does not occur) in the next model inspection assuming that an appropriate
measure has been taken. In the embodiment, the element displayed in this column is
treated as, for example, a fixed value fixed to TRUE.

When the cause element displayed in the column “Measure” is to be excluded
from the same column, the operator may make a check box of the element E1 displayed
in the column “Measure” effective and click a return button AB.

Also, although the operator selects only one cause element (element E1) in the
above example, here, the operator may select two or more cause element.

[0053]
Subsequently, the operator fills measure details to be actually taken for the

29 (¢

element E1 (for example, “adding a oo element to make redundancy,” “changing a 0o
element to a xx element,” or the like) in the column “Comment” in the “step1” row.
This column can be freely filled in a text format by the operator.

If the cause element has been selected and the column “Comment” has been
filled, the operator clicks the execute button E.
[0054]

Referring to FIG. 7 again, a process after the operator has clicked the execute
button E will be described.
[0055]

The CPU 10 (the reconstructing unit 102) of the verification processing device 1

automatically creates an improved model to be inspected on the basis of the model to be
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inspected MOD which has been first input (Step S20). To be specific, this improved
model to be inspected is a model to be inspected which imitates an operation of a system
on which it is assumed that appropriate measures have been taken for the cause element
(element E1) selected by the operator in Step SH.  That is to say, in this example, the
improved model to be inspected is a model to be inspected in which the element E1
which is the cause element selected by the operator is treated as a fixed value which is
TRUE. The improved model to be inspected includes 999 elements in which the
element E1 which is regarded as a fixed value is excluded.

[0056]

Subsequently, the CPU 10 (the inspection processing unit 100) of the
verification processing device 1 performs a model inspection for the improved model to
be inspected created in Step S20 (Step S21). In the improved model to be inspected, the
element E1 is a fixed value which is TRUE. Thus, a path in which the element E1
transitions from TRUE to FALSE is not verified through this model inspection. When
this element E1 is a major cause of insecure events, the number of elements extracted in a
second model inspection may be significantly reduced in some cases. Here, although
the path (counterexample) leading to the insecure event is still found as a result of the
model inspection, it is assumed that the number of elements extracted through the model
inspection can be reduced to 200.

[0057]

Also, the CPU 10 (the refinement processing unit 103) of the verification
processing device 1 performs the same refining processing as in Step S12 on 200
elements extracted through the model inspection (Step S21) (Step S22). It is assumed
that the verification processing device 1 can specifically identify five cause elements

from the 200 elements through this refining processing.
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[0058]

The CPU 10 (the display processing unit 105) of the verification processing
device 1 outputs (displays) the five cause elements specifically identified through Steps
S20 to S22 to the display 12 (Step S23).

[0059]

An example of the display screen displayed on the display 12 at this stage will
be described with reference to FIG. 10.

At this stage, a display screen D as shown in FIG. 10 is displayed on the display
12.

As shown in FIG. 10, FALSE indicating that there was a counterexample which
has reached an insecure event is displayed in the column “Result” of “step 1.”

Also, a new “step2” row is created. Five cause elements (E4, ES, --)

specifically identified through the process of Steps S21 and S22 are displayed in the
column “Cause element” of the “step2” row.
[0060]

Referring to FIG. 7 again, the operator interprets the displayed five cause
elements once again while confirming a circuit diagram or the like and examines
measures (Step SH). Moreover, the operator selects one of the cause elements for
which measures are to be taken and inputs the selected cause element to the verification
processing device 1. The CPU 10 (the receiving unit 104) of the verification processing
device 1 receives an input from the operator.

[0061]

An example of the display screen displayed on the display 12 at this stage will

be described with reference to FIG. 11.

In the “step2” row, the operator clicks the check box CB1 of the cause element
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(for example, element E4) for which measures are to be further taken to make the check
effective. Subsequently, the operator clicks the measure button AF.  Thus, the checked
cause element (element E4) is displayed in the column “Measure” of the “step2” row.

As in the element E1 of the “step1” row, it is assumed that the element E4 displayed in
this column is treated as a fixed value fixed to TRUE.

[0062]

Subsequently, the operator fills the details of the measure to be actually taken for
the element E4 in the column “Comment” of the “step2” row.

If the cause element has been selected and the column “Comment” has been
filled, the operator clicks the execute button E.

[0063]

If the execute button E is clicked, the processes of Steps S20 to S23 of FIG. 7
are performed again on the improved model to be inspected in which the element E4 is
further treated as a fixed value.

As a result of this processing, when a path (counterexample) leading to an
insecure event is not found, TRUE is displayed in the column “Result” of the “step2”
row. When a path (counterexample) leading to an insecure event is found, a “step3”
row is added and a newly specifically identified cause element is displayed in the column
“Cause element.” In this way, the display 12 displays a history of a cause element
(element which is a target of a measure) selected in each step and the details of the
measure.

[0064]

The operator repeatedly performs the process of Step SH and Steps S20 to S23

until there is no counterexample.

The verification processing device 1 outputs a measure list which is a list



10

15

20

25

23

showing cause elements (elements which are targets for measures) selected in each step
and measure details thereof (text in the column “Comment”) in accordance with an
operator’s operation.

[0065]

(Action and effect)

According to the above constitution, the verification processing device 1
receives, from the operator, the selection of at least one cause element from the cause
elements specifically identified through the model inspection and the refining processing,
automatically generates a new model to be inspected (improved model to be inspected) in
which a prescribed measure is executed for the selected cause element, and performs a
model inspection once again on the improved model to be inspected.

Thus, it is possible to automate a process of repeatedly performing “cause
investigation (interpretation, measures) by humans—resetting/coding of model to be
inspected—execution of model inspection again.” Therefore, it is possible to minimize
the occurrence of a human error while shortening the working time.

[0066]

Also, the verification processing device 1 according to the first embodiment
displays the column “Comment” so that the verification processing device 1 can receive
an input of the details of the measure to be taken for the cause element selected as a
target of the measure.

Thus, it is possible to associate and record the specific details to be taken as
measures for the elements of the actual system.

[0067]
Furthermore, the verification processing device 1 according to the first

embodiment displays the cause element selected by the operator and the history of the
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result of the model inspection performed once again through the display screen D (FIGS.
8to 11).

Thus, in the process of repeatedly performing the model inspection, the operator
can perform verification while looking back on any measures which have been taken for
any elements.

[0068]
(Modified example of first embodiment)

Although the verification processing device 1 according to the first embodiment
has been described in detail above, the specific embodiment of the verification
processing device 1 is not limited to the above and various design changes and the like
can be added without departing the gist of the present invention.

[0069]

Although the cause element displayed in the column “Measure” of the display
screen D (FIGS. 8 to 11) has been described as being treated as a fixed value which is
TRUE in the first embodiment, other embodiments are not limited to this embodiment.
For example, the display screen D of the verification processing device 1 according to
another embodiment may include the columns “Measure 17 and “Measure 2,” the cause
element displayed in the column “Measure 1”” may be treated as a fixed value which is
TRUE, and the cause element displayed in the column “Measure 2” may be treated as a
fixed value which is FALSE.

Also, the verification processing device 1 according to another embodiment may
allow the operator to set more complicated conditions (for example, “element E1 and
element E3 do not become TRUE at the same time”). In this case, the reconstructing
unit 102 automatically creates an improved model to be inspected which satisfies the

above conditions set by the operator.
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[0070]

Furthermore, the verification processing device 1 according to the modified
example of the first embodiment may further have a function (reporting processing unit)
for automatically reporting an operation history.

That is to say, the reporting processing unit creates a report including the
following information on the basis of a series of verifications shown in FIG. 7:

(1) combinations of cause elements extracted in each step (information in the
column “Cause element” in FIGS. 8 to 11);

(2) measure proposals for (1) (selected exclusion devices, information about the
column “Measure” in FIGS. 8 to 11), reasons therefor (information about the column
“Comment” in FIGS. 8 to 11), and inspection results (information about the column
“Result” in FIGS. 8 to 11);

(3) a total of variable used in this verification; and

(4) a list obtained by collecting the results before the measure is taken and the
measure state for each inspection expression.

When the reporting function (reporting processing unit) as described above is
provided, an evidence is easily managed.

[0071]
<Second embodiment>
A verification processing device according to a second embodiment will be
described below with reference to FIGS. 12 and 13.
[0072]
(Flow of verification processing using verification processing device)
FIGS. 12 and 13 are diagrams showing an example of a display screen displayed

on a display of the verification processing device according to the second embodiment.
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[0073]

A display screen D as shown in FIGS. 12 and 13 is displayed on a display 12 of
a verification processing device 1 according to the second embodiment. To be specific,
a check box CB2 is provided in the display screen D to correspond to each step.
Furthermore, a diversion button R is displayed on the display screen D.

[0074]

The display screen D shown in FIG. 12 shows an example in which a
verification for a model to be inspected MOD has reached “step4.”

Here, the operator needs to take any measure for any element or to repeatedly
perform trial and error to find an effective measure. In such trial and error, there are
cases in which it is desired to divert the results of implementing measures on the way.

In this example, it is conceivable that the operator wants to perform a verification again
from “step2” as a result of trial and error. In this case, as shown in FIG. 12, the operator
clicks the check box CB2 in the “step2” row to make the check effective and clicks the
diversion button R.

In this case, the verification processing device 1 records and outputs (reports)
the verification results (results up to “step4”’) completed so far and includes the results up
to “step2” reflected therein for the original model to be inspected MOD (refer to FIG.
13). Moreover, the verification processing device 1 waits for the selection of the cause
element performed once again by the operator in “step3” subsequent to “step2.”

[0075]
(Action and effect)

According to the above constitution, the verification processing device 1 can go
back to an arbitrary stage (step) in the history and receive the selection of the cause

element once again. Thus, since the rework which occurs during trial and error can be
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minimized, it is possible to shorten the time required for deriving measures which satisfy
insecure events (inspection expressions) and improve work efficiency.

[0076]

<Third embodiment>

A verification processing device according to a third embodiment will be
described below with reference to FIGS. 14 and 15.

[0077]
(Constitution of verification processing device)

FIG. 14 is a diagram showing a functional constitution of a CPU of the
verification processing device according to the third embodiment.

A verification processing device 1 according to the third embodiment and the
verification processing device 1 according to the first and second embodiments differ in
that the verification processing device 1 according to the third embodiment has a function
as a generating unit 106.

The generating unit 106 generates a measure list showing a list of cause
elements selected until there is no insecure event in a model inspection and a refining
process repeatedly performed on a certain model to be inspected.

Also, the inspection processing unit 100 according to the third embodiment
performs a model inspection on other models to be inspected for improved model to be
inspected to which prescribed measures have been executed for all of the cause elements
shown in the measure list.

[0078]
(Flow of verification processing using verification processing device)
FIG. 15 is a diagram for explaining a flow of verification processing using the

verification processing device according to the third embodiment.
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FIG. 15 shows a flow in which a model to be inspected of a system of Project A
1s first verified, and then a measure list in which the measures are recorded is used for the
verification of a model to be inspected of Project B.

[0079]

To be specific, first, the operator creates a model to be inspected of the system of
Project A (Step SA31).

Subsequently, the operator repeatedly performs a model inspection (and refining
processing), interpretation, and measure processing (Steps S20 to S23 and Step SH in
FIG. 7) on the model to be inspected until there is no counterexample (Step SA32).

When there is no counterexample, the CPU 10 (the generating unit 106) of the
verification processing device 1 creates a measure list for the model to be inspected of
the system of Project A (Step SA33). The measure list is a list in which a list of the
cause elements selected by the operator and the measure details therefor (description
details of the column “Measure” and the column “Comment” of each step in the display
screen D (FIGS. 8 to 11)) is recorded until a path leading to an insecure event is not
found.

[0080]

Subsequently, in Project B, it is examined to improve the system of Project A
(for example, adding a new function to the system of Project A). The operator creates a
model to be inspected of the system of Project B (Step SB31).

Subsequently, the operator applies (imports) a measure list created for the
system of Project A (Step SB32). Thus, the CPU 10 (the reconstructing unit 102) of the
verification processing device 1 creates an improved model to be inspected in which all
of the cause elements shown in the measure list are treated as fixed values on the basis of

the model to be inspected of the system of Project B.
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The verification processing device 1 performs a model inspection on the
improved model to be inspected (Step SB33) and determines whether a path in which an
insecure event occurs is found as a result of the model inspection (Step SB34).

When it is determined that a path in which an insecure event occurs is not found
(Step SB34), it can be determined that the measures taken for the system of Project A are
sufficient for the system of Project B. Therefore, the operator finishes the process
performed on the system of Project B without performing the processes of interpretation
and measures.

On the other hand, when it is determined that a path in which an insecure event
occurs is found (Step SB34), it can be determined that the system of Project B is not
sufficient only by the measures taken for the system of Project A. Thus, the operator
performs the process of FIG. 7 again on the system of Project B, performs a verification,
and takes measures (Step SB35).

[0081]
(Action and effect)

In a system associated with a certain project, it is assumed that a measure
proposal in which a counterexample (insecure event) does not occur through repeatedly
performing “counterexample interpretation—model resetting—model inspection
execution—-....” can be provided In this case, when a new system (system of Project B)
obtained by applying an improvement or a design change to the system of Project A is
verified, a verification concerning whether the measures taken for the original system are
useful or the measures taken for the original system are not useful may be desired to be
performed in some cases.

In the related art, when an improvement or a design change has been performed

on a certain system, the variables of the changed parts are different. Thus, it takes a lot
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of time to perform a verification because the measure proposals in the related art
(measure list) cannot be diverted.

According to the verification processing device 1 associated with the third
embodiment, when the measure list created at the time of the verification of the system of
Project A described above is imported, it is possible to reduce the time and effort required
for verifying the system of Project B (improved version). Thus, it is possible to check
the usefulness of measures and the overlookings of measures after the improvement is
applied in a short time.

[0082]
(Other modified examples)

In the first to third embodiments described above, the processes of the various
processing of the CPU 10 described above are stored in a computer-readable recording
medium in the form of a program and the various processing is performed by the
computer configured to read and execute this program. Furthermore, the computer-
readable recording medium refers to a magnetic disk, a magneto-optical disk, a CD-
ROM, a DVD-ROM, a semiconductor memory, or the like. In addition, this computer
program may be distributed to a computer via a communication line and the computer
receiving the distribution may execute the program.

[0083]

The above program may be for realizing a part of the above-described functions.
Furthermore, a so-called difference file (difference program) may be used which can
realize the above-described functions in combination with a program already recorded in
a computer system.

[0084]

Although some embodiments according to the present disclosure have been



10

15

20

25

31

described as described above, all of these embodiments are presented as examples and
are not intended to limit the scope of the invention. These embodiments can be
implemented in various other embodiments and various omissions, replacements, and
changes are possible without departing from the gist of the invention. These
embodiments and modifications thereof are included in the scope of the invention
described in the claims and the equivalent scope thereof, as are included in the scope and
the gist of the invention.

[0085]

<Supplementary note>

A verification processing device 1, an update processing method, and a program
described in each embodiment are ascertained, for example, as follows.
[0086]

(1) A verification processing device 1 according to a first aspect includes: an
inspection processing unit 100 which extracts elements of which states change in a
process leading to an insecure event by means of a model inspection for a model to be
inspected MOD; a refinement processing unit 103 which determines, for each of the
extracted elements, whether the element contributes to the occurrence of the insecure
event and refines a cause element which is an element of the cause of the insecure event;
and a receiving unit 104 which receives, from an operator, a selection of at least one
cause element from among a plurality of the cause elements. The inspection processing
unit 100 performs the model inspection once again on an improved model to be inspected
which is a new model to be inspected in which a prescribed measure is executed for the
selected cause element.

[0087]

(2) A verification processing device 1 according to a second aspect is the
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verification processing device in (1) and the receiving unit 104 further receives an input
of the details of the measure to be taken for the selected cause element.
[0088]

(3) A verification processing device 1 according to a third aspect is the
verification processing device of (1) or (2) and further includes a display processing unit
105 which displays a history of the results of the selected cause element and the model
inspection performed once again.

[0089]

(4) A verification processing device 1 according to a fourth aspect is the
verification processing device of (3) and the receiving unit 104 can return to an arbitrary
stage in the history and receive a selection of the cause element once again.

[0090]

(5) A verification processing device 1 according to a fifth aspect is the
verification processing device of any one of (1) to (4) and further includes a generating
unit 106 which generates a measure list showing a list of cause elements selected until
there is no insecure event in the model inspection performed once again of a first model
to be inspected. The inspection processing unit 100 performs a model inspection on a
second model to be inspected for the improved model to be inspected to which a
prescribed measure has been executed for all the cause elements shown in the measure
list.

[0091]

(6) A verification method according to a sixth aspect includes: a step of
extracting elements of which states change in a process leading to an insecure event by
means of a model inspection for a model to be inspected; a step of determining, for each

of the extracted elements, whether the element contributes to the occurrence of the
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insecure event and refining a cause element which is an element of the cause of the
insecure event; a step of receiving, from an operator, a selection of at least one cause
element from among a plurality of the cause elements; and a step of performing the
model inspection once again on an improved model to be inspected which is a new model
to be inspected in which a prescribed measure is executed for the selected cause element.
[0092]

(7) A program according to a seventh aspect causes a computer of a verification
processing device 1 to execute: a step of extracting elements of which states change in a
process leading to an insecure event by means of a model inspection for a model to be
inspected; a step of determining, for each of the extracted elements, whether the element
contributes to the occurrence of the insecure event and refining a cause element which is
an element of the cause of the insecure event; a step of receiving, from an operator, a
selection of at least one cause element from among a plurality of the cause elements; and
a step of performing the model inspection once again on an improved model to be
inspected which is a new model to be inspected in which a prescribed measure is
executed for the selected cause element.

[Industrial Applicability]
[0093]

According to the verification processing device, the update processing method,
and the program described above, it is possible to minimize a human error while
shortening a working time.

[Reference Signs List]
[0094]
1 Verification processing device

10 CPU
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100 Inspection processing unit
101 Selecting unit

102 Reconstructing unit

103 Refinement processing unit
104 Receiving unit

105 Display processing unit
106 Generating unit

11 Memory

12 Display

13 Input device

14 Storage

MOD Model to be inspected

L Defect list
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[CLAIMS]
[Claim 1]

A verification processing device, comprising:

an inspection processing unit which extracts elements of which states change in
a process leading to an insecure event by means of a model inspection for a model to be
inspected,

a refinement processing unit which determines, for each of the extracted
elements, whether the element contributes to the occurrence of the insecure event and
refines a cause element which is an element of a cause of the insecure event; and

a receiving unit which receives, from an operator, a selection of at least one
cause element from among a plurality of the cause elements

wherein the inspection processing unit performs the model inspection once again
on an improved model to be inspected which is a new model to be inspected in which a
prescribed measure is executed for the selected cause element.

[Claim 2]

The verification processing device according to claim 1, wherein the receiving
unit further receives an input of details of the measure to be taken for the selected cause
element.

[Claim 3]

The verification processing device according to claim 1 or 2, further comprising:

a display processing unit which displays a history of the selected cause element
and results of the model inspection performed once again.

[Claim 4]
The verification processing device according to claim 3, wherein the receiving

unit is able to return to an arbitrary stage in the history and receive a selection of the



10

15

20

25

cause element once again.
[Claim 5]

The verification processing device according to any one of claims 1 to 4, further
comprising:

a generating unit which generates a measure list showing a list of cause elements
selected until there is no insecure event in the model inspection performed once again of
a first model to be inspected,

wherein the inspection processing unit performs a model inspection on a second
model to be inspected for the improved model to be inspected to which a prescribed
measure has been executed for all the cause elements shown in the measure list.

[Claim 6]

A verification method, comprising:

a step of extracting elements of which states change in a process leading to an
insecure event by means of a model inspection for a model to be inspected;

a step of determining, for each of the extracted elements, whether the element
contributes to the occurrence of the insecure event and refining a cause element which is
an element of a cause of the insecure event;

a step of receiving, from an operator, a selection of at least one cause element
from among a plurality of the cause elements; and

a step of performing the model inspection once again on an improved model to
be inspected which is a new model to be inspected in which a prescribed measure is
executed for the selected cause element.

[Claim 7]
A program causing a computer of a verification processing device to execute:

a step of extracting elements of which states change in a process leading to an
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insecure event by means of a model inspection for a model to be inspected;

a step of determining, for each of the extracted elements, whether the element
contributes to the occurrence of the insecure event and refining a cause element which is
an element of a cause of the insecure event;

a step of receiving, from an operator, a selection of at least one cause element
from among a plurality of the cause elements; and

a step of performing the model inspection once again on an improved model to
be inspected which is a new model to be inspected in which a prescribed measure is

executed for the selected cause element.



