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START

Obtain input data from a set of data sources associated with a
computing environment
410

Generating, based on the input data, at least one security zone
420

Identify a set of attack paths leading to the at least one security
zone
430

Perform attack path monitoring and risk mitigation
440

END

FIG. 4
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500A

START

Obtain a set of risk metrics associated with a computing
environment
510A

Y

Determine, for each attack path of the set of attack paths, a risk
impact on the computing environment based on the set of risk
metrics
220A

!

Identify, from each risk impact, at least one attack path among
the set of attack paths having a greatest risk impact on the
computing environment
530A

'

Address the at least one attack path having a greatest risk impact
on the computing environment
540A

END

FIG. 5A
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START

5008

Detect at least one change with respect to a set of attack paths of
a computing environment
5108

!

Determine a risk for implementing the at least one change
520B

isk satisfy a risk threshold
condition?
5308

Implement the at least
one change

5508

Address the at least one change
5408

END

FIG. 5B
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START

500C

Detect anomalous behavior originating from an attack path
associated with a computing environment
510C

!

Determine a risk associated with the attack path
520C

Risk satisfy a threshold
condition?
530C

Ignore the anomalous

behavior
550C

Address the anomalous behavior
540C

END

FIG. 5C
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