29 Septenber 2004 1 DESCRIPTION Information Recording ci ng
Met hod and I nformation Recordi ng and/ or Reproducing Dev?%ﬂgﬁﬁ%€%¥gg'yField
This ijnvention relates to an information recordi ng device, an infonnation
rgproduci ng device, an information recording nethod, an information
reproduci ng nethod, an encrypting key renewal nethod, an information
recordi ng medium and a conputer progdam Mre particularly, it relates to
configuration in which a cipher key, such as a master key or a nedia key,
is renewed using a hierarchical BERORIPITIONti on systemof a tree '
structure, and in which the content newy stored on a recording nedium can

be encryfhifAtigs] : keeni ] ;0Qr ess
and degel opngﬁﬁf%? Oﬁlggtﬁg{p/ogg)géggﬁﬁﬁﬂo%&%ﬂﬁg\%ggé:fr?n (ﬁl Jggié@éﬁnm/%gvi ces
or recggdi n rredi\ﬁl f.or digitally recording the information, are finding

wi despreRGOUEEWTHICE he digital recording device or recording medium

si nce copyi ng can be repeatedly nade w t hout degrading the sound or picture
qual i t fechateal Hield medi a obt ai ned on unaut hori zed duplication may be
circulated on the market, thus inpairing the benefit of the copyright
owners or aqiigting@ttionrslatdsbtd ahSin@hriHaidbQYec&HAMLE HevideS T ifforthatfonUSi

or notion pictures. Nowadays, various techniques or systens for preventing
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method, an encrypting key renewal method, an information recording medium and a

computer program. More parﬁcularly, itrelates to configuration in which a cipher key,
such as a master key or a media key, is renewed using a hierarchical key distribution
system of a tree structure, and in which the content newly stored on a recording
medium can be encrypted using a newer key. |
Background Art |

In keeping up with progress and development of digital signal processing
techniques, recording devices or recording media for digitailly recording the
information, are finding widespread use. With the digital recording device orrecording
medium, since copying can be repeatedly made without degrading the sound or picture
quality, recording media obtained on unauthorized duplication may be circulated on
the market, thus impairing the benefit ‘of the copyright owners or authorized
distributers of various content items, such as music or motion pictures. Nowadays,
various techniques or systems for preventing unauthorized duplication have been

infroduced in the digital recording devices or digital recording media in order to



29 Septenber 2004 2 prohibit such unauthorized duplicati L. Ghhal
data. For exanple, in a MD (mni-disc), MD being a traden%grjg?p%amng%%g/gé

(Seriak Copy Managenent System is used as a method of prohibiting

unaut horized duplication. The SCM5 is such a systemin which, on the data
reproduci ng side, an SCMS signal is gutput along with audio data froma
digital interface (DIF) and, on the eceiving side, the recording of audio
data fromthe reproducing side_is, controlled based on the SCVMS signal from
the r e_préf‘mm swehampatherizadotupicationeofidigiteldatazed  dupli cati on. |
Specifically, the SCMS signal is such a signal indicating whether given
audi o dat a Fos examplé @ea ¥Damihi-diseh] MD deiyd adraimdk, am&Ceisy(Suridler of

tunes, copy- once-allowed data, for which copying is allowed only once, or
copy- p@:m [ Is pyi | riohichi " S&ihBE audi o
data fro f%ﬁ%?g&h ?ﬂte §a§§eéﬁ‘§]r1%2%sr%§i ﬁ%”%iﬂagth@gt ggtbgl%? ﬂjeltl%\jéﬁ5| g%gllz,easent
along wth the i a. |If. the SCV5 Lgnal is copy-free,.the audio data
i s rec%ﬂgﬂf‘“‘é‘?-gﬂ@e métlﬁ@@m@%@ﬁh& g’i“g‘n oR tkﬁehfa-tfg‘?@@. upng pelesghs
signal is copy-once-allowed, the SCV5 signal is changed to copy- prohibited

and i s S(8dSraignnlas ongpuniatdngwith audivaatimfranoa digital miterfade §OIF) and, lva theVs
signal is copy-prohibited, audio data is not recorded. By this control

enpl oyk&kivig si§eMhbe ﬂé@@tﬂihgrdfzzﬁ.ﬂii@ \@akd Gidoh e f?épl@'dﬁbﬁl Ha.is Roatretiedd by

copyright, may be prevented fromoccurring. Wth the SCVS5, it is

o T eaBhald SpONBLAC 08 B0 FRESRL S ATERG: B SEORIRY By bR o
duplication.

Specifically, the SCMS signal is such a signal indicating whetlher given audio
data is copy-free data, for which copying can be made any number of times, copy-
once-allowed data, for which copying is allowed only once, or copy-prohibited data,
for which copying is prohibited. On receipt of audio data froin the DIF, the data
recording side detects the SCMS signal, sent along with the audio data. Ifthe SCMS
signal is copy-free, the audio data is recorded, along with the SCMS signals, on a mini-
disc. If the SCMS signal is copy-once-allowed, the SCMS signal is changed to copy-
prohibited and is recorded along with the audio data on the mini-disc. If the SCMS

~ signal is copy-prohibited, audio data is not recorded. By this control employing the
SCMS, unauthorized duplication of audio data, protected by copyright, may be
prevented from occurring,.

With the SCMS, it is prerequisite that the data recording equipment itself owns

the structure of controlling the recording of the audio data from the reproducing side,



29 Septenber 2004 3 based on the SCVS signals, as descri gﬁgﬁy&goﬁnus,
If the mni-disc not having the structure of executing t%% eCI\/IS control is

produced, it is difficult to cope with the illicit copying. So, the DVD
plcayer, for exanple, is configured for prohibiting illicit copying of
copyright-protected data by exploiti n? a content scranble system In the
content scranble system video or audio data are recorded encrypted in a

DVD- Read |y Memory), and a ke sed r decodi ng the encrypted data
(decr ypasedPrk )SYGMng%«ﬁ)ds,aas &ﬁéﬁgééa -pffgy&rlfﬁmml%- spppt fléigl&rtﬂe
designed to conply with preset operational regul ations, such as not
under t gitiio@re bfiegetuthepthe§CM D adntrod i prehred, it Sodifficalt! tocrmpeewithihe pl ayer
is able to reproduce the pictures or speech fromthe DVD-ROM by decodi ng

t he engf; r : hi | i ded
coy. - COUERSREYRT: o BE TV EpIRDer, Tor gy bls S apE pReh btk
decodi ng .the encr ed data,, | nabl e to decode the enerypted data

e or dBAPUHE G BYHERReRRtes I BY e Bat Gatout FEATRLS SAE
configuration, a DVD player not neeting required conditions at th

li censi ng t Imtheceontont scxpmbliisystemeviden-aramdin detaraye apepndgd mmtﬁgéar ded
t hereon, thus prohibiting unauthorized duplication. However, the content

scr anbh HVIEROM(Read Orly WemW), Rl a kéy desd firedbcbding the enayptedodatedi um

on which data witing by the user is inpossible (this sort of the _
oo SRR I DSRISTPHO B0 3k SOND A gimat <
O e Rk e RS R gk N 5 R om '
is licensed. So, the licenced DVD player is able to reproduce the pictures or speech
from the DVD-ROM by decoding the encrypted data, recorded on the DVD-ROM, by
exploiting the accorded key.
On the other hand, an unlicenced DVD player, not having a key for decoding
the cncxypfed data, is unable to decode the encrypted data recorded on the DVD-
ROM. Thus, with the content scramble system conﬁgﬁration, a DVD player not
meeting required conditions at the licencing time cannot reproduce the DVD-ROM
having digital data recorded thereon, thus prohibiting unauthorized duplication.
However, the content scramble system, used in the DVD-ROM, is designed for
a recording medium on which data writing by the user is impossible (this sort of the
recording mediam is incidentally referred to below as ROM media), while account is

not taken of application thereof to a recording medium on which data writing by the

user is possible (this sort of the recording medium is incidentally referred to below as



4 RAM nedia). That is, if the data recorded on the ROM nmes§ g.dismEHooypt ed,
but the encrypted data is copied inits entirety on the RAM nedl a, the
result>is a so-called pirate edition reproducible on a licenced authorized
deavi ce. The present Assignee proposed in our senior patent application
(Japanese Layi ng-Open Patent Publication H 11-224461; JP Patent
Application 10-25310) a configuratioh in which the information for
[ dentikﬁ@i on, of individual recording nedia, referred to below as nedi um
i dent i 4 MEA%INf ormation, is recorded along with other data on a
recording mediumin question to permit only the |icenced authentic device
to access t Hbhatidifithe ddenecbided ondhe Rid®f matiace enfryipined, et dhelengrypes um
Wth this nethod, data on the recording nmediumis encrypted by the nedia
| dent | §ifhdk bBpicTh HsTBRirQY dHheR AREATMIK e (ERRISH Klied itk RAMIAN
licencing, such that, if~an unlicenced device or equi pnent' reads out the
encrypt ed gat.gl no g{aani n(?f u{h daa%ggan be produced. It is noted that the
devi ce" HRLCHLI G AAIGEBRCT aWthoLE 1Ghe time .of licencing so that
illicit duplication (unauthorized copying) is prohibited. An unlicenced
devi ce canndheguesent Assigheslipropokead: Irf pvatseoiori petentnapplicationh(Japanese _
medi um i dentification infornmation is of a value specific to each nedium so
that, Leayieg-Opes PabertrPilsitneen Hevi-22446D It Pagentt Appkeitedd 19-253 1dhea
encrypted data, recorded on the recarding nedium on a new recording
medi u : : : : I ' t be
%oxgﬁ@%@gggﬁ GhRIHIAG rﬁ:‘ﬁﬁaﬁgor 18&8&H§z&90r[ @ﬁﬁﬂﬂ)gaﬂ?arl] g@cg) aﬁg‘iﬁé‘&i

decrypte y on a licenced device, to say ho e unficenced
devi Cefetlélqga t§ i)]:z 0%5' Iag %&ii%qgél?tiiﬁéé}goé Hl oﬁﬂ%‘f&:ﬂ% iréceo(%dgg aE)GIPé[ wi _eortht-zalo 045
| data on a recording medium in question to permit only the licenced anthentic device
to access the medium identification information of the recording medium.
With this method, data on the recording medium is encrypted by the media
identification infofmation and a secret key (master key), obtained on licencing, such
that, if an unlicenced device or equipment reads out the encrypted data, no meaningful
data can be produced. Itisnoted that the device has its operation regulated at the time
‘of licencing so that illicit duplication (unauthorized copying) is prohibited.
Anunlicenced device cannot access the media identification information, while
the medium identification information is of a value specific to each medium, so that,
even if such unlicenced device duplicates the totality of the encrypted data, recorded
on the recording medium, on a new recording medium, the data recorded on the so
produced recording medium cannot be decrypted correctly on alicenced device, to say

nothing of the unlicenced device, thus effectively prohibiting the unauthorized



duplication. Meanwhile, in the above configuration, a megd §eprkaderdopied in
a licenced device or equipnent is usually common to all devices or

equi prrent. The reason the master key common to the plural equipnent is
stored is that this represents an essential condition in order to nake the
medi a recorded on a given equi pnent r;producible on other equipnent, that
IS to assure interoperability. If, in such system a hacker has succeeded

i n aggressi an equi pnent and has taken out the naster key, the data
recordgﬂp@ﬁggybted can be decrypted in the entire system thus leading to
breakdown of the entire system In order to prevent this from occurring,

it is essenMednwlnls, in the abbve somBgwratied, 4 maistea kg stored qua hivenced devte acked
and a master key has becone explicit, the master key be changed to a new

one, Wt éﬁu#‘i‘éht i fs§AIKEEothRfon 1A d&vic& off &ﬁxiﬁ@l‘éh? MPRE r8X&RPhel Gster

equi pnent i ch has succunbed to the attack. he sinplest systemto
realiz s configuration, a- key unigue,to..each. equi pnent (device,key)
my beksy SRR oRsr el oQieriEt, 1 s gL 8 (Rl his, FRRRTR arh G Al
mast er key, wi t.h the individual device key may then be fonned and .

t r ans n$@REHONIN OxdeT togualsnihetmediagaeerdad nachgien qrinment repsodvelble P t hi s
case, the volune of the entire nessages to be transmtted is undesirably

i ncr easthér iequipmeet, thatis té assube imtsrdperalslity.he equi prent. As the
configuration, intended to overconme such problem the present Assignee has

al r eady Droﬂoﬁ?%@ﬁi%ggag%,)%ﬂ%gpﬂgs@@ée%ﬂ&d ﬁp%%ﬁzééihg%n( ui]g’@tg?{rt‘l d has

Application ’200 . a configuration enproying-a ke ution
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system, thus leading to breakdown of the entire system. In order to prevent this from

occurring, it is essential that, if it is revealed that a given equipment is attacked and a
master key has become explicit, the master key be changed to a new one, which then
is given the totality of the equipment except the equipment which has succumbed to
| the attack. As the simplest system to realize this configuration, a key unique to each
equipment (device key) may be given each equipment and a value obtained on
encrypting the new master key with the individual device key may then be formed and
transmitted to each equipment through a recording medium. ﬁowever, in this case, the
volume of the entire messages to be transmitted is undesirably increased in proportion
to the number of the equipment.
As the configuration, intended to overcome such problem, the present Assignee
has already proposed in our co-pending patent application (JP Patent Application

2000-105328) a configuration employing a key distribution method having respective



in which a key necessary for recording the content data 0@99et&ﬁﬁ&@%ﬁﬂ
medi um or reproduction fromthe recordi ng nmedi um (naster keyﬁor nmedi a key)
is distributed through a recording nmedi umor over a contmunication network,
each equi pment then wundertaking the recording or reproduction of the
content data using the so distributed, master key or nedia key to enable
the key to be distributed to authorized equi pnment (equi pnment- i n which
secrecy. |.s not disclpsed) ,wW.,th a | esser nessage ,vol une Specifically, a
key redBfqraRAtion e w&née\ac‘ksew HIESPOIVEJERYH Mo ranchesh ﬁP%’fg
medi um or reproduction fromthe recording nedium for exanple, a node key
al | ocatisdwhizheakiey Ineaéssary fioeecofdiag the woatatiatita caes récordmg medanmeaneval
node key. The renewal node key is encrypted such that decryption is

possi b'r@Pi’Bdlﬂ:tf?)n' £8in ﬂﬁ?’ré&brcﬁn%riﬁgﬁiulﬁglmaﬁ%%ysﬂ ﬁiéﬂi@ke&?"@s distfibhieded

equi pnmen and the resulting ehcrypte Information is included in a key

renewal; bl ogk (KRB). which is then distributed to,eagh _info i

Fecor aitP B SEoripPeRRHRpraler srrormuniteRle aRFBE cabll RuiBHERLhs

bl ock (KRB), _each recordi ng and/ or reproducin eg]lt;i pment execHt es KR%

decr yptunsigrtakingthegeaerding extpprodugtinn «%ﬁeﬁ@@g@s {a nsingdhe peidpgribpte
reproduction on or fromthe recording.nedium The aforenentioned structure
has a freadter key baimedid key to snalseehé &dy tdt distoibuen] taemthoeized equgpnent | ed
system (group or set of recording and/ or reproducing devices) is attacked

by a h%ﬁgﬁiblﬁ’é}ﬁ th q’ﬂﬁbﬁesé&?é’%ﬁs U gﬁ%fo%g) Qbith he 148 CRIcRaP9BRIRe.-

di scl osed, “the recording and repr oduci ng device, the secrecy of which as
becone L9 tember 2004. 7,.di scl osed, i;s_exclud from k. te t is
Che T eRa Tt ey B h Bt ERee e Ay R AP B! FRRADE SRR (2
excluded fromthe systemand the devices not _,

medium or reproduction from the recording medium, for example, a node key

allocated-to each leaf or node of an n-branched tree, is set as a renewal node key. The
| renewal node key is encrypted such that decryption is possible with a leaf key or a
node key owned solely by the authorized equipment, and the resulting encrypted
information is included in a key renewal block (KRB) which is then distributed to each
information recording and/or reproducing equipment. On receipt of the key renewal
block (KRB), each recording and/or reproducing equipment executes KRB decrypting
processing to acquire the key necessary in recording or reproduction on or from the
recording medium.
The aforementioned structure has a feature that, if it is revealed that a given
device in a specified system (group or se;[ of recording and/or reproducing devices) is
attacked by a hacker and a device key as the secrecy of the device has become

disclosed, the recording and/or reproducing device, the secrecy of which as become



excluded fromthe systemis disabled, insofar as recordi ngp s8féfber 2004
manuf actured since that tine is concerned. In this system there is
presented a problemthat an equi pnent the secrecy of which has becone

di scl osed can be excluded fromthe systemonly insofar as recording nedia
manuf actured since that tine is concerned, whereas data recorded on a
recordi ng medi um manufactured prior té the tine of such disclosure can be
decrypted using the so disclosed key even al though the actual data

recording tine is posterior to the tine of such disclosure, that is, there
may bediselosedoifs cuplwded t fem Hasisystery thet dxthedegording candder aeprogupiag
excluded. In view of the above-described status of the art, it is an object

of t heimereperabilifyrbetweemwthe deyicottidexaludetddiromt the systenpamnt tig dexiéssasot an
i nformati on reproducing device, an information recording nethod, an

i nfor mgtdleded BiRHP BUC byideTES RShbIR, GheUTBF as k¥EoripReMRlia Rbhefhcn@8d since
i nformati on recordi ng nmedium and a conputer program in which, after it is

reveal hat. has becone di scl osed, recording nmedia produced prior
to sucﬁlqai@g%lgiﬁﬁé&@é%not be decrypted using the disclosed key to enable

pref or rod. clfbgHs FUHEE gReiris FPSSBH & FROBIRT et WhSOUDTH (iF oPSRERtYoned

probl ens, and ains to provide an information recordi ng device, an

"t or bl has phesues rjselesed sanabe ZxcBiacohtson O08yHemnpobRsadar as

recordi ng nmethod, an information reproduci ng nethod, an encrypting key

\r/\ﬁing\r/]vafecmmgdne@ia mafefaomiréd since cleat dimeg isreshaermed) dvieereamsngiath eecqrdedoam i n
’a recording medium manufactured prior to the time of such disclosure can be
decrypted using the so disclosed key even although the actual data recording time is
posterior to the time of such disclosure, that is, there may be occasions where the
device to be excluded cannot actually be excluded.

In view of the above-described status of the art, it is an object of the present
invention to provide a information recording devices, an information reproducing
device, an information recording method, an information reproducing method, a cipher
key renewal method, an information recording medium and a computer program, in
which, after it is revealed that secrecy has become disclosed, recording media
produced prior to such disclosure cannot be decrypted using the disclosed key to
enable more effective encryption of content.

Disclosure of the Invention
At least preferred embodiments of the present invention reduce the

aforementioned problems, and aims to provide an information recording device,

an information reproducing device, an



if it is revealed that secrecy has become disclosed, recopgipgeBeiRos
produced before the tinme of such disclosure is adapted to be not
decryptable with the disclosed key to enable nore effective contents
decryption. According to one aspect of the present invention, there is
provi ded an information recording de%ice for recording the information on
a recording nedium including nenory®nmeans for hol ding a node key uni que
to each node of a hierarchical tree structure having a plural nunber of
such information recordi ng devices, operating as |eaves, and a | eaf key
uni que informatin redoodimgt methode en inffonmatien ireprodubmgnmethiod, ameaosyptingddyol di ng
a key renewal block forned as renewal key storage data decryptabl e using

at | eagéneai@ nddthbdearRA6rkRloreRG ot difg ne&fiuieind @BSm@ﬁﬁélrr)p%%ﬁﬁl,rIﬁ%ﬂﬁch,f or

decrypting the key renewal block decryptable using at | east one of the node

key angke :.t: | ' e 1. LQDy: ' '

cal cul o 3 1 Rewied SRY BERIL IR deRoa®ahDIoRETTTEL SRS BRI PRodIBEIGRAR, | o
recor di,ng,.medi t he .encrypti,on ns encrypti th ata to stored in
et oL figo hbleh, S S 1F e RRier 05 e e ok Breg Bt Wi b PrdSed S £ on
means detect, in encrypting and storing the content for the recording

medi urrenable mere effectivespatertsydaceydioan. bl ock from key renewal bl ocks st ored
in the recording nmediumand fromthe key renewal block stored in the nenory

means of thdccofdingrato @ner aspacdi of) tHevpesentt Sevdntionh ethere riy pprovidete ams
encrypting the data to be stored on the recordi ng medi um using the

encr ypidfamkeyn e&datRdd&ce 9BE rydriRg tHemdsiefidt ohat mr&ﬁgbﬂn%dhﬁﬂ,
renewal bl ock. 29 Septenber 2004 9 According to another aspect of the
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tree structure having a plural number of such information recording devices, operating
as leaves, and a leaf key unique to each information recording device, the memory
means also holding a key renewal block formed as renewal key storage data
decryptable using at least one of the node key and the leaf key, and encryption means
for decrypting the key renewal block decryptable using at least one of the node key and
the leaf key provided in the information recording device to calculate an encrypting
key used in encrypting data to be stored in the recording medium, the encryption
means encrypting the data to be stored in the recording medium using the calculated
encrypting key; the encryption means detect, in encrypting and storing the content for
the recording medium, the latest usable key renewal block from key renewal blocks
stored in the recording medium and from the key renewal block stored in the memory
means of the information recording device itself; the encryption means encrypting the

data to be stored on the recording medium using the encrypting key obtained on

decrypting the detected latest usable key renewal block.



medi um including menory nmeans for holding a node key uni ggi8ediompacipogode
of a hierarchical tree structure having a plural nunber of such

i nformati on reproduci ng devices operating as | eaves, and a | eaf key uni que
to each information reproducing device, the nenory neans al so hol di ng key
renewal bl ocks each fornmed as renewal key storage data decryptabl e using
at | east one of the node key and the Peaf key; and encryption neans for
decrypting the key renewal bl ock decryptable using at |east one of the
node key and the | eaf key provided in the information reproducing device to

cal cul at e arhceoediygtfongnithyr uspektf of tite progehi Ngvémipngitheer idpkavidedrad i n
the recording nedium the encryption neans decrypts the cipher data stored

in t hemﬁ%aﬁbﬂgreggﬂdemg RiRg fd}ereg%&wigé gge q@%mmtioeﬁ gl%)?%?a tB&rd

encryption neans ect,”  in the processin ecryptin e clp ePE%ata
stored_in:the. r di [ the f th ey .renewal | ock st.ored in
The. + oliinas RS A oins B HaEnela hife BY NRL ract B D Hmane
of the reproducing device [tself, which has a version coincident with the
ver si offergichigal tESC SRRy hﬁwgoa niweal dwrrisit of sugk mippnator agpradysing
encryption neans executes the decr Eting.processing of the cipher data

st or ed deviceh @pertimgdan teavesi and asliemé ehaewmiquec toy pacn gnfoepatibn aepeivicing he

processi ng of decrypting the detected key renewal block. According to yet

anot hedeaigpetiie plenidie measedlso ihdYdng 1Y, rehB&AE blcckereach deemad asirehewart i on
recording nmethod in an information recordi ng device adapted for recording
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of the node key and the leaf key provided in the information reproducing device to
calculate an encrypting key used for decrypting the cipher data stored in the recording
medium; the encryption means decrypts the cipher data stored in the recording medium
using the calculated encryption key; the encryption means detect, in the processing of
decrypting the cipher data stored in the recording medium, the one of the key renewal
block stored in the recording medium and the key renewal block stored in the memory
means of the reproducing device itself, which has a version coincident with the version
of the encrypting key of the content to be reproduced; the encryption means executes
the decrypting processing of the cipher data stored on the recording medium using the
encrypting key obtained by the processing of decrypting the detected key renewal
block.
According to yet another aspect of the present invention, there is provided an
information recording method in an information recording device adapted for

recording the information for a recording medium, the information recording device



uni que to each information recording device, the nethod iggkudesna Bogp Of
detecting the |l atest usable one of the key renewal blocks stored in the
recordi ng medi um and the key renewal bl ock stored in the nenory neans of
the information recording device itself; a step of decrypting the detected
| at est usabl e key renewal bl ock, at tfe detection step, using at |east the
node key or the leaf key held in the Ghformation recordi ng device, to
calculate the encrypting key used in encrypting the data stored in the
recording nmedium and a step of encrypting the recording data for the

r ecor dholglingre diodmkeysimqué teeac nodaofd hisrarchptal ngelsaychire havigea plueal
encrypted data on the recording nedium According to yet another aspect of

the prgg@Ber ioE‘Ys@E!hiiﬁfbnﬁd@i%heréc%rcﬁthdé%&séQ)Pefd%ﬁfgr ARUéQRs T 8Rd QduGiFNgyet hod
in an information recording device adapted for recording the informtion

for a ﬁﬁ@ ' ' : : r.al i IC ' a node
key uni q ﬂéﬁgqgg@ﬁﬂﬁgg%ngﬁQgc ng%?%ﬁf%aﬁkppggK§¢§@%€§¥élﬁ%@dﬁ?éﬁéﬁh | ural
respective,information cardi ng devi.ces operating as | eaves, gnd a | eaf
oy utheaiatest §SEIE o8 oAk o FEeR G BfobL 1 he Foror B aIe (Ao
step of acquiring the version information of an encrypting key for the
cont enthebkengenepab bleckd stosedriadthe memarycmednh @intbdi infprmatinme pecsrding
detecting the one of the key renewal block stored in the recordi ng nmedi um

and t hdekey itselfeaatepbdDdécrgptingdhe detectdniatest esble kel rehewal blockduiciheg
device itself, which has a version coincident with the version of the

encry p&ét@@tic'ﬁ?%tf%g dgle}% GPMARPthé hode KSPLPFHE Qeaf Rey R Gh 86 rlﬁ{(ﬂgﬂa‘l?%nan

encrypting key enber 2004 11 by decryption processing o y
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the recording medium; and a step of encrypting the recording data for the recording
medium, using the calculated encrypting key, to store the encrypted data on the
recording medium.

According to yet another aspect of the present invention, there is provided an
information reproducing method in an information recording device adapted for
recording the information for a recording medium, each of a plurality of such devices
holding a node key unique to each node of a hierarchical tree structure having the
plural respective information recording devices operating as leaves, and a leaf key
unique to each information reproducing device, the method includes a step of acquiring
the version information of an encrypting key for the content being reproduced, stored
in a recording medium; a step of detecting the one of the key renewal block stored in
the recording medium and the key renewal block stored in a memory means of the
reproducing device itself, which has a version coincident with the version of the

encrypting key of the content to be reproduced; a step of generating an encrypting key



encrypting key. According to yet another aspect of the prg§g%&mhgg kon,
there is provided an information recordi ng nedi um capabl e of" recordi ng the
i nformation, the recording medium having stored therein, as key renewal

bl ocks having different configurations, a plural nunber of key renewal

bl ocks, each obtained on encrypting a renewal node key contained in each
node key uni que to each node form ng H hierarchical tree structure havi ng
a plural nunber of information recording or reproduci ng devices operating
as |eaves, and a |l eaf key unique to each information recording or

r epr odbgidegrypeiohqrrocessiighef @k yerigwedl blbdlgapieteerdtbyatheaRtedtion 9ép;andode
key of a |ower |ayer. According to yet another aspect of the present

i nven a%g Gﬂlﬁcwglﬁg‘gl@gf? Bita SOPRUthe REQFARIE HRGiuEX G5 it ]geﬁ'erﬁEed

comput er system ion recording procéssing in ah 1nformation
recor di ' whi ch hol ds a node key unique to each node formng a

hi er ar éﬁ%ﬁﬁéﬁgg structure having plural such information recording

devi ces, operating as |leaves, and a | eaf key unique to each information
recor di ng %ﬂl}g inehanether asprcd ofithe Nredest AaYansione thege e M50 WIdad atedi um
the program includes a detecting step of detecting the | atest usable key
r enewalnfbtmoatior recortding kediumeeapshle bf gekordsg el infortadonge tlor décvgdimgdi um
and the key renewal block stored in the nenory neans of the information

r ecor dinediga ‘hatig dtefddf thefeisleprieRtreAgwsl Blocke hawifg idvffeiend cd ti6hd, @d

| at est usabl e key renewal block at the detecting step using a | east one
of the WEY 13(512]: hﬁ%sp i o | ] r.qJ 29
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having a plural number of information recording or reproducing devices operating as
leaves, and a leaf key unique to each information recording or reproducing device,
using a key including at least a leaf key or a node key of a lower layer.

According to yet another aspect of the present invention, there is provided a
computer program for executing on a computer system the information recording
processing 1n an information recording device which holds a node key unique to each
node forming a hierarchical tree structure having plural such information recording
devices, operating as leaves, and a leaf key unique to each information recording
device, and which records the information on a recording medium, the program
includes a detecting step of detecting the latest usable key renewal block from the key
renewal blocks stored in the recording medium and the key renewal block stored in the
memory means of the information recording device itself, a decrypting step of
decrypting the detected latest usable key renewal block at the detecting step using at

least one of the node key and the leaf key provided in the information recording



medi um usi ng the encrypting key as found in the decrypting §&RB.b&S 29bor €
the encrypted recording data on the recording nedium According to yet

anot her aspect of the present invention, there is provided a conputer
program for executing on a conputer systemthe information reproducing
processing in an information reproducing devi ce hol di ng a node key uni que
to each node form ng a hierarchical Zee structure havi ng the plural such
i nformati on reproduci ng devices operating as | eaves, and a | eaf key uni que
to each information reproducing device, and which decrypts the cipher data
st or eddevicehéo rcabomlate nipe ensayping tkiey wsedgimmncngtingethea dataeptoesdd aaqthier i ng
the version information of an encrypting key of the content to be
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havi ng a versi on coincident wth the version of the
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menory_neans (%%Fp'ihe i nf or tiora.recordi ng device itself; a step of
gener al994“ 25 P Hre 1RGOIDE BEA¥MAcr ypti on processing of the key renewal
bl ock detected in the detecting step; and a step of decrypting the cipher
dat a st or edAsgoxdieg tecmt dinathersgpech of thegprasentginyentiordthesn ds ppavided laey .
According to yet another aspect of the present invention, there is provided
an i ntompater progenofdi egeclringcen faocompoter diysgni iee imfoemation eep@dusding
recordi ng medium each recording device including nenory neans for hol ding
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structure having a plural nunber of Such information recordihg devices
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reproducing devices operating as leaves, and a leaf key unique to each information

et

reproducing device, and which decrypts the cipher data stored in the recording
medium; the program includes a step of acquiring the version information of an
encrypting key of the content to be reproduced, stored on a recording medium; a step
of detecting a key renewal block having a version coincident with the version of the
encrypting key of the content to be reproduced, from the key renewal blocks stored in
the recording medium and the key renewal block stored in the memory means of the
information recording device itself, a step of generating an encrypting key by
decryption processing of the key renewal block detected in the detecting step; and a
step of decrypting the cipher data stored on the recording medium using the generated
encrypting key.

According to yet another aspect of the present invention, there is provided an
information recording device for recording the information on a recording medium,

each recording device including memory means for holding a node key unique to each



recordi ng device, the nenory neans al so holding a key ren?ygth£&&@ ach
formed as renewal key storage data decryptabl e using at eaé% one of the
node key and the | eaf key; encryption nmeans for decrypting the key renewal
bl ock fornmed as renewal key storage data decryptable using at |east one of
the node key and the | eaf key provided in the information recording device
to calculate an encrypting key used iW encrypting the data to be stored in
the recording medium the encryption neans encrypting the data stored in

t he recordi ng nmedi um using the cal cul ated encrypting key; and renew ng

nmeans hode cin@aiiergchitdl aeeesaicng@et heving o plinal mvabaidf tsheh viafametionf a
key renewal block stored in the recording nediumto that of the key
f or
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renewal bl ock of the new version is not as yet stored on the recordin

medi unfenssEd ke igorage ylata devn@bleupiasgtatdeast pmepplothenodenkenendfbe tlmt? eis
provi ded an information reproducing device for reproducing the information
f r om akegcenaiypgon meetinsnfor edechyptitig theake o nenesyal ddodk fiopnuked, as eeriaved] daiyng
menory neans for holding a node key unique to each node of a hierarchical
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devices operating as | eaves and a | eaf key unique to each information
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node K Ghred S the recording el using the caloulatod Sncrypting key: and renswing
means for comparing, in accessing the recording medium, the version of a key renewal
block stored in the recording medium to that of the key renewal block owned by the
information recording device itself, and for writing the key renewal block of the new
version on the recording medium if the key renewal block of the new version is the
key renewal block stored in the memory means of the recording device itself, and the
key renewal block of the new version 1s not as yet stored on the recording medium.

According to yet another aspect of the present invention, there is provided an

information reproducing device for reproducing the information from a recording
medium, each information reproducing device including memory means for holding a
node key unique to each node of a hierarchical tree structure having a plural number of
such information reproducing devices operating as leaves and a leaf key unique to each

imformation reproducing device, the memory means also holding a key renewal blocks

formed as renewal key storage data decryptable using at least one of the node key and



device to calculate an encrypting key used in encrypting @@ggpt@ L& sk or ed
in the recording nedium the encryption nmeans decrypting th ata stored
in the recording nedium using the calcul ated encrypting key; and renewal
means for conparing, in accessing the recording nedium the version of a
key renewal block stored in the recording nediumto that of the key
renewal bl ock owned by the reproduci nb4 device itself, and for witing the
key renewal block of the new version in the recording nedium if the key
renewal bl ock of the new version is the key renewal block stored in the
menor y thiekag key; erepypiibicinegng ot dzeryptird the laydehbwakblock elzeivitatile aglngof t he
new version is not as yet stored on the recording nedium According to yet
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recordi ng or reproduci ng device cording the information on a

recor diyng dj iLncl udj . N0 key ,uni que to ea ode form,n
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recordi ng devices, operating as |eaves, and a_l|eaf key unique to each
recor drerﬁg)r%&si wediugn, e 1RgTYSIOn Bicans dgcamtigcthy rffata] gtateq inithe recArdliga
detection step of detecting the |atest usable one of the key renewal bl ocks
st or ed madivte usiagothdi sajcuteidid wencayplinghbekegnd eeamed! inkank fort comgating,t ine
menory means of the recording or reproduci ng device; and a renewal step of

undert akéersgingi the Re6rlibfantdiuasttheevation of at key kenewsinsioak dibredkin thed he
key renewal block stored in the nenory neans of the information recording
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of the new veérsion not been Stored on the recording
witin f. th ey renewal ,bl ock of .the ne ersion on. the recordi
mect unfisolG i TS Ry Eiehia dBD o B B udtRicn i b Sheorile e 1 o
rovi ded
P med?um, if the key renewal block of the new version is the key renewal block stored in
the memory means of reproducing device itself, and the key renewal block of the new

version is not as yet stored on the recording medium.

According to yet another aspect, the present invention is also provided for use in
a recording or reproducing device for recording the information on a recording
medium including a node key unique to each node forming a hierarchical tree structure
having a plural number of such information recording devices, operating as leaves, and
a leaf key unique to each recording device, a method for renewing an encrypting key
including a detection step of detecting the latest usable one of the key renewal blocks
stored on the recording medium and the key renewal block stored in the memory
means of the recording or reproducing device; and a renewal step of undertaking, in
case the latest version of the key renewal block is the key renewal block stored in the

memory means of the information recording or reproducing device itself and the key



conput er program for having a conputer system execute enciglg%#tggbég%m
renewal processing in an information recording or reproducing device for

recording or reproducing the information for a recording medium holding a
node key unique to each node form ng a hierarchical tree structure having
a plural nunber of information recording devices operating as | eaves, and
a | eaf key unique to each i nf or mat i on3 recordi ng device; the conputer
programincludes a detection step of detecting the |atest wusable key
renewal block of the new version of the key renewal blocks stored on the

r ecor diengwakdiank ehthe new kaysios hasanotthasoksteredr e the redesdimgnmedivmeathe of

the recording or reproducing device itself, and a renewal step of

under t wkiting, ofithe &ag eeridweal bledkest theeresi wersivh dhthekeyordaierrldidrhock is the
key renewal block stored in a menory neans of the information recording or

reproduci n i i f : i,on has
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not been stored o witing o ey renewal

bl ock } on the recording medium.In the.configuratiqn of
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necessary for key repewal nay be syppressed to a smal| value by enploying a
hi er arKIFCESSINK P Ans HHPHNAH BpeR ofr deprodgcing gevisee forrgagording e key
di stribution 29 Septenber 2004 16 net hod of a configuration having

r espectepyedusing phe mioamatiogddr at recespng tmediug dwddingod node keybusiquadd tree
is used. The key necessary for recording and/or reproducing the content

dat a fedchanddeclorsliing atéekatchics Uede StBuduitblsd elig Aeplulil namitRgiof ikRymatien be
di stributed over a recording nmedium or a conmmuni cation network, and used by
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recording device; the computer program includes a detection step of detecting the latest
usable key renewal block of the new version of the key renewal blocks stored on the
recording medium and the key renewal block stored in the memory means of the
recording or reproducing device itself, and a renewal step of undertaking, in case the
latest version of the key renewal Elock is the key ﬁenewal block stored in a memory
means of the information recording or reproducing device itself and the key renewal
block of the new version has not been stored on the recording medium, the writing of
the key renewal block of the new version on the recording medium.
In the configuration of the present invention, the leume of the messages for

distribution necessary for key renewal may be suppressed to a small value by employing a

hierarchical key distribution system of a tree structure. That is, the key distribution



af orenenti oned problem plural nedia keys can be set i”Stﬁﬁggﬁgnﬁﬁﬁhbﬁg a
sole nedia key for each recording nedium That is, even after a recording
mediumis nmanufactured and presented to the market, the recording or the
reproduci ng device may be enabled to wite a key renewal bl ock (KRB) for
calculating a newer nedia key on the recording nedium In recording the
data on the recording nedium the retbrding or reproduci ng device nmay
calculate the nedia key, using the |atest one of the key renewal bl ocks
(KRBs) on the recording nediumand the KRB stored in itself to use it for
encr ypietlpd ré adeedigurdtiorhbayiag aespachRe i sguinrperidamatgednatt iespecsiver lgnves
medi um but on the device itself, the device may store it on the recording
medi unof Addintbraneldd/ tret e used.oThe kgyaiecessarpdoc rewrdiag aed/onyepsiodakinighe
versions of the entire KRBs on the recording nediumin accessing the

recor diROcARetIBtARSE a kdcobdifg thadiffd, sKEBab 3 ASWEF ké éf‘atntﬂéd%'ﬁ@?,sﬁﬁg% on
itself, it may substitute the latest KRB for the KRB it has stored, by way

of KRB - ) ' . Jy e r di NQ: ' y._he stored in
he. r osEARABY ¥ b eSgRiRERRY MCY EERERIAMon BB ARd a6
recor di ng t he dat.a, th& data .are encrypted and recorded using nedi a keys
cal cul HSEECHHY® FHUPISRELr TREBINEANGIOL IR TUs 18 the CuHIIRE- and/ or
reproduci ng device 29 Septenber 2004 17 and in the recordi ng medium so

that, in redbedpiegenthmvegatian gprovitesr @ ceomdigugatiand i nwhichh dfor eedndinggther
reproduci ng device cal cul ates the nedia key, using the |atest one of the
key realﬁmathebﬂi@@é&?(dﬁﬂaﬁ) pluralt iediacics/s andberesti ivsiead df tsbgingRB ssleomedial n
itself to use it for encrypting the data. If the latest KRB is stored not

on t heygecRirdichgh f@%@f&igg bifedAini Pt a%t Roedeyi&e arr%c&fd%%m%d%tﬁe

recordi ng medi um Even anting that the recordi ng mediumwas produced at

a remﬁleanﬁfﬁrtufehnﬁldoﬁ}e%mew t%htlfehl%aﬁ(%% the recording or the reproducing device

may be enabled to write a key renewal block (KRB) for calculating a newer media key
on the recording medium. In recording the data on the recording medium, the
recording or reproducing device may calculate the media key, using the latest one of
the key renewal blocks (KRBs) on the recording medium and the KRB stored in itself
to use it for encrypting the data. If the latest KRB is stored not on the recording
medium but on the device itself, the device may store it on the recording medium.
Additionally, the recording or reproducing device may check the versions of the
entire KRBs on the recording medium in accessing the recording medium and, if the
latest KRB is newer than the KRB stored on itself, it may substitute the latest KRB for
the KRB it has stored, by way of KRB renewal. By this processing, new recording
media may be stored in the recording and/or reproducing device one after another and,
in recording the data, the data are encrypted and recorded using media keys

calculated by the latest KRB stored then in the recording and/or reproducing device



pre-stored on the recording nmedium being extrenely ol d, 0fg§0ge fher ed
in the recording and/or reproducing device is also old, the probability is
high that a new KRB be used at data recording tinme, thus assuring higher
data security. Also, the present invention provides a configuration in

whi ch, for reducing the aforenentioned problem keys of plural generations
and different versions can be storedlin the recordi ng nmedium so that,
when the recordi ng and/ or reproduci ng device accesses the recording

medi um newer keys can be stored on the recording nmedium while unneeded
keys af@d dekha mgording meedipay, 5g thile inlaecording: the dagx ondhe gesnedingnmedivan,
recordi ng or reproduci ng device may cal cul ate the nedi a key, using the

| at est thenrecofding fve repsodueignadvibe eakuladtEBhestnet dkey) ushey fiRCRtbE RO G um
and the KRB stored in itself, to use it for encrypting the data. If the
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may store 1t on the recordi ng nedium Moreover, according to the recording

and/ or _r ' .. Cesac di t esent _knventian, _new,KRBs may
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Sept enber 2004 18 device accesses the recording nedium By so doing, a
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KRBs stored on the recording nediummy be able to record a new KRB on the
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speed of mgration of the new KRBs. Although It may be contenpl ated that
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be used at data recording time, thus assuring higher data security.

Also, the present invention provides a configuration in which, for reducing the
aforementioned problem, keys of plural generations and different versions can be
stored in the recording medium, so that, when the recording and/or reproducing device
accesses the recording medium, newer keys can be stored on the recording medium,
while unneeded keys are deleted. In recording the data on the recording medium, the
recording or reproducing device may calculate the media key, using the latest one of
the key renewal block (KRB) stored on the recording medium and the KRB stored in
itself, to use it for encrypting the data. If the latest KRB is stored not on the recording
medium but on itself, the device may store it on the recording medium.

Moreover, according to the recording and/or reproducing device according to
the present invention, new KRBs may be recorded on the recording medium not only

when contents data are recorded but also when the recording medium is loaded on the

recording and/or reproducing device and when the recording and/or reproducing



recording capacity of the recording nedium Meanwhile, theg RERGLEP 2004
furni shing nedium according to the present invention my be"a nmedium for
furnishing a conputer program in a conputer readable form to a

general - purpose conputer system capable of executing a variety of program
codes. There is no particular limtation to the configuration of the

medi a, including recording nedia, suth as CD, FD or MO, or to the
transm ssi on nmedium such as networks. The program furnishing medi um nmay
give a definition of the relationship as to structural or functional
cooper deviea dseessee the hecordimgumediupr.ogy o deitigs Aactonding hndpr mpaiduging)

I npl enmenting the functions of the preset conputer program on a conputer

syst emdesdcathadingi § KRB néwys thay the shiitel KRBstdiered @il eecarting edim hivsy
conput er system through the furnishing nmedium cooperative actions can be
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simlar to the ot aspects o e presen I nvention ept e
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with reference to the drawings, Brief Description of the Drawings Fig. 1

i s a bresirmnlagd dhat KR gmene iIKREs: other Yaans the deteste KRB an ithe sevaidingn

recordi ng and/ or reproducing device of the present invention. Figs.2A and
2B shomedium bedeft dnnthepresostisg ngediboy swicht KRB(sf orayabé amasedetwosatientheand/ or
reproduci ng device of the present invention. Figs.3A and 3B show data
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Meanwhile, the program furnishing medium according to the present invention
may be a medium for furnishing a computer program, in a computer readable form, to
a general-purpose computer system capable of executing a variety of program codes.
There is no _particular limitation to the configuration of the media, including recording
media, such as CD, FD or MO, or to the transmission medium, such as networks.

The program furnishing medium may give a definition of the relationship as to
structural or functional cooperation between the computer program and the furnishing
medium in implementing the functions of the preset computer program on a computer
system. Stated differently, by installing the computer program on the computer system
through the furnishing medium, cooperative actions can be realized on the computer

system to realize the operations and effect similar to the other aspects of the present

invention.



recording and/or reproducing device of the present inventyP8. & %o5oWs a
tree structure for illustrating the encryption processing fo#’a ey such
as a nedia key, for the information recordi ng and/ or reproduci ng devi ce of
the present invention. Figs.5A and 5B show an instance of a key renewal
block (KRB) used for distributing nmedia keys to the recordi ng and/ or
reproduci ng device according to the 189resent invention. Fig.6 shows an

i nstance of distribution and an instance of decryption processing

enpl oyi ng a Kllief 6bjRVR|, foHies aﬁﬂ%va’hﬁfgeé ofehié prdseit invenlioni wilbbeedmen

recording and/or reproducing device. Fig.7 is a block diagramfor
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20 device gccording to the present invention. Fig.8 illustrates the
generai@gﬁgl‘a‘@ngéy unique to a disc, usable in the information recording
and/ or reproduci ng device according to the present invention. Fig.9 shows
an i nsBarefedcriptivar aff thedmmdngs ocessing a key unique to a title, usable in
the information recording and/ or reproduci ng device according to the

present i nyeatjiQn, bidck didemi WoRing A A0SR SROSHRS ioTrARfoRnklienk key,

usable in the” information recordi ng and/or reproduci ng device according to
the presen

 deoryprranipiRElbr Rpradirs deics o DR aR i RNy ng & medi & Key in the
' nformation Friges(?&r\d:i:u;‘ 2aBn ds/hg\rzv E:lg ar ?ggocridir}?g processing flow of the information
recording and/or reproducing device of the present invention.

Figs.3A and 3B show data reproduction processing flow of the information
recording and/or reproducing device of the present invention.

Fig.4 shows a tree structure for illustrating the encryption processing for a key,
such as a media key, for the information recording and/or reproducing device of the
present invention.

Figs.5A and 5B show an instance of a key renewal block (KRB) used for
distributing media keys to the recording and/or reproducing device according to the
present invention,

Fig.6 shows an instance of distribution and an instance of decryption processing
employing a key renewal block (KRB) for a media key in the information recording
and/or reproducing device.

Fig.7 is a block diagram for iflustrating the encryption processing in data

recording processing employing a media key in the recording and/or reproducing



device according to the present invention. Fig. 12 shows | G f a
format of a key renewal block (KRB) used in the set of in O%%%%é%z@o@
recordj ng and/ or reproducing devices of the present invention. Fig. 13
illustrates the structure of a tag of a key renewal block (KRB) used in the
set of information recording and/or reproduci ng devices of the present
invention. Figs. 14A and 14B illustrde renewal processing of the key
renewal block (KRB) in the recording and/or reproducing device and the

r ecor diiéviceadéardiy b the presdntiaventiomnber of the key renewal bl ocks (KRBs)
in the the recording and/or reproducing devices of the present invention.
Fig. 15 is g ' LLust i ldigy. ogabdé rifl the t he
recordi ng glr%ﬁ gﬁ“rgferg%’g%}c %n%]eaj\[/l?@eéﬁ? %@H@iﬁ?vi@rﬁi\}g’lt ion. 29 Septenber
2004 21 . Figs. 16A and 1 illustrate . a recordiy I um i | ur al
nu nbermtf@n?gtéo‘i’( %POF@W%%%HI WPE%&‘{C%Q?WCFI af:ﬁ%rcﬁﬁg g($ 17§ E%@%’grg‘aﬁ%% and/ or
reproduci ng device of the present invention and storage processing of

cont ent encFig® sbiowy an ikstance gligeneratingiang prosessing adteykaniqpefeialitltl ock
(KRB). Fig. 17 is a flow diagramfor illustrating the processing of

encr y phdaie Rythe Aefoketiop sestrdatt andidigeplueimg daney@cobdingho (idiesentd t he

processing of storing the content 1in the recording and/or reproducing
deVicehR%nﬁBﬁ present invention. Fig. 18 is a flow diagramfor illustrating
t he processing of encryption by a key acquired using the key renewal bl ock

Fecor ding ai:bh Teproacitae, b generiingy 20dch: SRl dRioh ol g8 By and
19B illustrate the renewal of the key renewal bl ock ghKeRBzeszﬁn(:){n%%nﬁon.
information recording and/or reproducing device according to the p
Fig.11 is a block diagram for illustrating the decryption processing during data
reproduction employing a media key in the information recording and/or reproducing
device according to the present invention.
Fig.12 shows an instance of a format of a key renewal block (KRB) used in the
set of information recording and/or reproducing devices of the present invention,
Fig.13 illustrates the structure of 2 tag of a key renewal block (KRB) used in the
set of informatioﬁ recording and/or reproducing devices of the present invention.
Figs.14A and 14B illustrate renewal processing of the key renewal block (KRB)
in the recording and/or reproducing device and the recording media holding a plural
number of the key renewal blocks (KRBs) in the the recording and/or reproducing
devices of the present invention.

Fig.15 is a flow diagram for illustrating the renewal processing of the recording

and/or reproducing device of the present invention.



in the recording and/or reproducing device according to tfeg t&ﬁﬁé}tzom

I nvention. Figs.20A and 20B illustrate renewal processing of the key
renewal block (KRB) stored in the recording nediumin the recording and/or
reproduci ng device according to the present invention. Figs.21A and 21B

i lustrate the processing of deleting the key renewal block (KRB) stored
in the recording mediumin the recorzling and/ or reproduci ng device
according to the present invention. Fig.22 is a flow diagram for

i1l ustrati rijgs NEATRIMEVER iIRIAErated Rldoedingaediasi heldims a phitel kembeeofthel bl ock

(KRB) in the recording and/or reproducing device according to the present

. tion. 29 ¢ 2 PR _ . gy ti
the prisSasurwg BRCETaTEBE g pichindjon shhrilp Al AL APRIRGBE dellcetie B 20
(KRB) and the processing of storing the gcontent in gg]ebre or di ng.and/ or
r epr odhe iphgsend e enbloacask HPTAFCE O PRSI @gfé%tcnh%%’l) . Yaﬁﬁ%a%ﬁl' a flow

diagramfor illustrating the processing of decryption by a key acquired

usi ng tghe Heylatepkenretdvead bR RB)I the processing of reproducing the
content in the recording and/ or reproducing device according to the present

i nvention. pibigsg %ﬁ‘govgggag%%ﬁf@fﬂlufs{rgﬁﬁ #d prdcRsinblofeht i bythelasa

recordi ng processin e copylng contr I ng processing in the

Figs. ASACiGRd sBis theber roeRa e BEREPRAd P s SohE AR RE e AR
processing and the copying controlling processing in.the recording and/or
r epr odudhe geetadingand{et teprpducing denicopledieRressnEdRY S
Fig.18isa flow diagram for illustrating the processing of encryption by a key
acquired using the key renewal block (KRB) and the processing of reproducing the
content in the information rec‘ording and/or reproducing device fthe present invention.
Figs.19A and 19B illustrate the renewal of the key renewal block (KRB) stored
in the recording and/or reproducing device accordiﬁg to the present invention.
Figs.20A and 20B illustrate renewal processing of the key renewal block (KRB)
stored in the recording medium in the recording and/or reproducing device according
to the present invention.
Figs.21A and 21B illustrate the processing of deleting the key renewal block
(KRB) stored in the recording medium in the recording and/or reproducing device
“according to the present invention.
Fig.22 is a flow diagram for illustrating the renewal and deletion processing for

the key renewal block (KRB) in the recording and/or reproducing device according to

the present invention.



Fig.27 is a block diagram show ng the structure of procezgjg&Jt $0bH
executing the data processing by a software in the recordin r
reproduci ng device according to the present invention. Best Mde for
Carrying out the Invention Referring to the drawi ngs, the present invention
IS now explained in detail. Fig. 1 is a block diagramshow ng the
structure of an enbodi nent of a reco?%ing and/ or reproduci ng device 100
according to the present invention.. The recording and/or reproducing

devi ce 100 Figd3usesflaw diaguaid tort ilustratise theperceasisy of zocrigrtionPbrsa keyovi ng
Picture Experts G oup) codec 130, an input/output I/F (interface) 140 29

Septe'ﬂf&lﬁll' i i ' R aRAGhOhfocRBinerdfetorid theaduartypt | on
pr ocessi él%%gé}l %g&éﬁgﬁ%%ﬂl{l?gag_iwy marrfs))?y) 160;g a C?PU central

processi unit) 170,, a nmemqgry. 18 nd I r.qdi b wm rface (1/F)
o0t on B reSsring ol raoautint HraliE sdhrRERG P Braal Mbel 02F &' LI
110. The input/output 1/F 120 receives, digital si gnalfs f or m. ng, var, ous
cont ent , suﬁlﬁ.szss piflovudiagras fer dinsratipgdbe arecessingnti desryplaen Biddk e, to
out put the received signals over the bus 110. The input/output I/F 120

al so_rgepindushhgitickesranara ek (KRS barnd thklfrdcessing pltreprelwinmtties to
out si de.” The MPEG codec 130 MPEG decodes the MPEG encoded data, supplied

U Rl A S e i b b 14

whi |l e ncodi ng ita pplited from I nput/output 1/F 140

o UL e e SR st e RS e AR
f Lgn?;;id %ggg;ilelgtc’on%r% lFlj.Illé %lqogers(s)gl]goilljlt t%edreebo;d?ngl a?ldgt?rnlgelp?gc/h(ljci:i%igt elv)lceconver t
according to the present invention.
| Figs.26 A and 26B are flowcharts for illustrating the data reproducing processing
and the copying controlling processillg m the recording and/or reproducing device
according to the present invention.

Fig.27 is a block diagram showing the structure of processing means in
executing the déta processing by a software in the recording and/or reproducing device
according to the present invention.

Best Mode for Carrying out ’Fhe Invention
| Referring to the drawings, the present invention is now explained in detail.

Fig.1 is a block diagram showing the structure of an embodiment of a recording

and/or reproducing device 100 according to the present invention. The recording

and/or reproducing device 100 includes an input/output I/F (interface) 120, an MPEG

(Moving Picture Experts Group) codec 130, an input/output I/F (interface) 140



anal og signals into digital signals, which are output at § G C
130. The input/output I/F 140 also DA (digital/anal og) c%ﬁ?}ggﬁ&r&?g?t al

signals fromthe MPEG codec 130 by the AID-DJ A converter 141 into anal og
signals which are output to outside. The encryption processing neans 150
Is formed by, for exanple, - a one-chip LSI (large scale integrated
circuit), and encrypts or decrypts tB2 digital signals, as content,
suppl i ed over the bus 110, to output the resulting data again over the bus
110.  iMehmivs bfan AND and DEdroRrter 4 bsichgptiapoceSdngmemts 150raRAM o a
one-chip LSI but 29 Septenber 2004 24 may also be fonned by various

sof t 1| i firgu | I si ng
reans BorE R B I (R ope g A e
ROM 160 nenorizes, a lLeaf, ke evi ce key. i nher.ent ch of . plural

r ecor dRREFdiRA B dREY IBtasH AL ITR il arepprdingimediug) 193 Thean puigere
recordi ng and/ or reproduci ng devices, and a node key as a device key

co- owlatericpnpéctedloveradndildg. and/ or reproduci ng devices or by plural
groups of recording and/or reproducing device. The CPU 170 executes

Pr ogr aims St PhE it/ GufRIF 1 2038cdicediitapihali fonhliy WikSas curdest, §36h and

the encryption processing means 150. The nmenory 180 1s e.g., a non-
or - soniETRRy ettt Bhagt i SHIARR SR MHsREs PR ol Ref BRI 12C o
Gat &, YPHBEPUSLOor The GRGRUERI EEG st ies lietal D Euh AVeD (hEBam 105
to output the so read-out digital data over the bus 110. The recording
medi urd 1hterdwpet #80signals fouonisidees THeeMIPBGE abdec 130 MPEG-decodes the
MPEG-encoded data, supplied over the bus 110, to output the decoded data to the
input/output I/F 140, while MPEG-encoding digital signals supplied from the
input/output I/F 140 to output the encoded signals over the bus 110. The input/output
I/F 140 includes an A/D-D/A converter 141. The input/output I/F 140 receives analog
signals, as content, supplied from outside, to A/D (analog/digital) convert the received
analog signals into digital signals, which are output at the MPEG codec 130. The
input/output I/F 140 also D/A (digital/analog) converts digital signals from the MPEG
codec 130 by the A/D-D/A converter 141 into analog signals which are output to
~ outside,
The encryption processing means 150 is formed by, for example, a one-chip LSI
(large scale integrated circuit), and encrypts or decrypts the digital signals, as content,

supplied over the bus 110, to output the resulting data again over the bus 110.

Meanwhile, the encryption processing means 150 is not limited to a one-chip LSI but



data, provided over the bus 110, to the recordi ng nedi um di ng
thereon. Meanwhile, the program and the devi ce key may a%;g%e tgﬁl%%rg?% I n
the ROM 160 and in the nmenory 180, respectively. The recordi ng nmedi um 195
I s, a medi um capabl e of nenorizing digital data, including optical discs,
such as DVD or CD, magneto-optical dissc, magnetic disc, nmagnetic tape or a
sem conduct or nenory, such as RAM | #%t he present enbodi nent, the

recordi ng nmedi um 195 is renpvable with resgg_ct to the recording nedium

i nt er f By aboJdeptfermed ovarioas sefivarataadr accombingeh togsthesy 4heo be

enclosed in the recording and/or reproducing device 100. Referring to the

f I owchasifigefationdss pdcessing dfeaalbydthe ddfbwalat confiaantonavilpbeegpbiingdon the

recordi ng medi um and the data reproducing processing fromthe recording
medi umy l%éécﬁlgﬂtl ecordi ng and/ or reproducing device of Fig. 1, are
herei nafter ex%] ained. In recording the content of digital signals from

ccor dance VHIEHROKE 16D Sdenaeess loat Kosn, Tedeier ke MFremaieard oLmBFel ne

content of digital signals (digital content) are sent e.g. over an |EEE
(1 nst i ragordnig didéot répraducing dEvizes ooto eaclEafpheal gioup39f reevridatg bud/oro t he
| nput/output I/F 120, the input/output I/F 120 at step S201 receives the

di gi t afepiphEn ,deﬁéa%g hh&t A6®S REY as ta0d SHEP by IdocowhE ibyesludldicbatdiagnt ent
over the bus 1 to the encryption processing neans 150." The encrypfion

2 0 Ry PR Bl RSN S bIGuRRA YR o RERRERT, Y,
e ot BU 0 excontss programs Stbrod n 4 emory 180 o control & .. the MPEQ
codec 130 and the encryption processing means 150. The memory 180 is e.g., a non-
volatile memory for storing programs run by the CPU 170 or data required for
operation of the CPU 170. The recording medium interface 190 drives a recording
medium 195, capable of recording and/or reproducing digital data, to read out or
reproduce digital data from the recording medium 195 to output the so read-out digital
data over the bus 110. The recording medium interface 190 also furnishes the digital
data, provided over the bus 110, to the recording medium 195 for recording thereon.
Meanwhile, the program and the device key may also be stored in the ROM 160 and
in the memory 180, respectively.
The recording medium 195 is a medium capable of memorizing digital data,
including optical discs, such as DVD or CD, magneto-optical disc, magnetic disc,
magnetic tape or a semiconductor memory, such as RAM. In the present embodiment,

the recording medium 195 is removable with respect to the recording medium interface



recarded via recording nediuminterface 190 on the record ]%gﬂb' 95
(S203) to termnate the recordi ng processing. As the st?hg;ge oérll%oj.
protection of digital content in case of transmtting the digital content
bet ween equi prment i nterconnected over | EEE 1394 serial bus, 5 CDTCP (Five
Conpany Digital Transm ssion Content Protection), incidentally referred to
as DTCP, is provided by five conpani @ inclusive of the Assignee conpany
(SONY 29 Septenber 2004 26 Corporation). In this DICP, when non-copy-free

di gi t aj9@o ”Tﬁ@tr_ebérdiﬁgrlﬁéﬁilﬁﬁdl95bﬁia‘§/e§1@o%é feAER3Ed daViheefocof @itigPared/at
authentication is perfornmed prior t0 data transm ssion to check as to

whet he the. c control information, used for copy control, can be
handl e{fpgé(rigg%\gl%ym?hoquransm ssion side then encrypts the digital content
and sends the so encrypted content, with the _receici)t shggaé hen decyypting

t he encrypt Befamigg: i theolowsharte of Kigs 8., dht At and BB, ate Z8ePRABE on and

reception, based on the DICP standard, the input/output I/F 120 on the data

recei ppreiegsingtorstirpreSafdinganedivies ahd ehe daty pdprdduciaptmotesvey fitdne th&EE1394
serial bus to decrypt the encrypted content in accordance wth the DICP to -

o1 o0os S r BT iR PR o AR BPlept U RASR TN Qe LT ik dre R Ul

co- gereralainrth o PErnatad s fontrRh pBdhdel sighats ot M e BRILS e RHARE, uoeq

for encryption, is transmtted over the | EEE1394 serjal bus. The receipt

si de dasdypns WBatheresoydingprapepsing incasnosdancawithghe flovkehart ebkigad Aas

therel ;érfonned. That is, when the .content of digital signals (digital content) are sent e.g.
over an IEEE (Institute of Elccﬁical and Electronics Engineers) 1394 serial bus to the
input/output I/F 120, the input/output UF 120 at step S201 receives the digital contenf,
supplied thereto, to output the received digital content over the bus 110 to the
encryption p_rocessing means 150.-

The encryption processing means 150 at step S202 executes the encryption
processing on the digital content received to output the resulting encrypted content
over the bus 110 to the recording medimﬁ interface 190, The encrypted content is
recorded via recording medium interface 190 on the recording medium 195 (5203) to
terminate the recording processing.

As the standard fﬁr protection of digital content in case of transmitting the
digital content between equipment interconnected over IEEE1394 serial bus, 5SCDTCP

(Five Company Digital Transmission Content Protection), incidentally referred to as

DTCP, is provided by five companies inclusive of the Assignee company (SONY



More correctly, according to DICP, an initial value of t rgggz il ag
I ndi cating the change tuning of the key used in encrypti %tgﬁ%e I gi '?gl

contenf is included in the encrypted content. The receipt side nodifies
the initial value of the key contained in the encrypted content with a
timng of a flag simlarly contained in the encrypted content to generate
a key used for encryption to decrypt 26he encrypted 29 Septenber 2004 27
content. However, this may be thought to be equivalent to the encrypted
cont enCorporitan)i nin ahkePTICR, when wiri-oopy-Tieer digitab contertthis frankouited, t hi s
understanding is used. It should be noted that an information version of

the DTEErsiaRfer | ng?&ﬁgeﬁ%‘éiﬂlﬁgalbgiu ti@ﬁﬁ&?%?}ﬁ&ﬂ&ﬂé& {4:9td alata

Transm ssion Licensin m’ni strator). e processing of recording the

content of anal o i gnal s from out si on the .recqrding nedi 1 | S now
bl o MBSO th ek to SyHeRactiar it A fortr conpT SEomh el hed Tob Reke of

t he anal og signals (anal og contentg are sent. to the input/outﬁltg] 1L/ F 140,
t he i npantroltgmt b¢ hendled correntlyy FThe transsussien side thevaeneryptinthendigitale

i nput/output |I/F 140 then proceeds to S222 to A/ D convert the anal og

cont entoftenit AAd sendd Arew éiq(c%pt@ﬂ/éoﬁm,eﬁvi@rthéééceﬁpt dids thegpdéanptia; tHegi t al

signals (digital content). e digital content is sent to the MPEG codec

130. AIéné efﬁ@ta‘.ﬁgﬁteﬁgﬁ%&ﬁ%&ﬁg&%i s MPEG encoded, that is encoded by

MPEG conpressi o e res enco data is sent over the bus 110 to
the encryptign processi ng neans ,150. Subsequently, . at s . S224 .ang 5225,
t he processi g@ ‘g‘?tﬁ‘i FQFSIP%S%%@HQd‘?CGPH%a %gﬁe‘gt%%éh%ﬂam&t do;{ﬂﬁi g. 2A
is performed. That is, the encryption processi ng bY t he encryption
pr oces sipng/omspnt I/F5020 orethec datadreanipt tside abstap SAQ1 gresiyps dlie everaned i s
recorded on the recordi ng nedium 195. The recordi ng processing is then
content over the IEEE1394 serial bus to decrypt the encrypted content in accordance
with the DTCP to output the resulting plaintext content subsequently to the encryption
processing means 150.

The encryption of the digital content by DTCP is executed by generating a key
changing with time and by employing the so-generated key. The encrypted digital
content, inclusive of the key used for encryption, is transmitted over the IEEE1394
serial bus. The receipt side decrypts the encrypted digital content, using the key
contained therein.

More correctly, according to DTCP, an initial value of the key and a flag
indicating the change timing of the key used in encrypting the digital content is
included in the encrypted content. The receipt side modifies the initial value of the

key contained in the encrypted content with a timing of a flag similarly contained in

the encrypted content to generate a key used for encryption to decrypt the encrypted



term nated. The processing of reproducing the content re §§,q t
recordi ng nedium 195 and outputting the reproduced cont?ng{ sngtl%éi pg? or

anal og.content is explained with reference to the flowharts of Figs.3A
and 3B. The processing of outputting the 29 Septenber 2004 28 content as
digital content to outside is executed as the reproduction processing
conforming to the flowchart of Fig.3&7 That is, first, at step 5301, the
encrypted content, recorded on the recording nedium 195, is read out by
the recomtéinhg Hewewen thisteay bechodaght enbie cagqupvalent gy thehentnyptad contenthe
encryption processing neans 150. The encryption processing neans 150 at

step S@&?taﬁﬁ%igéégk% g(%m}e%ﬁdgf?%@ﬁ.e@he‘?@wréﬁhl ﬂl%“fb‘lﬂok?ﬁﬁgf flasunderdiacdingiing

medi um 1 nter e resulting decrypted data is sent over the

120 oubst sl o ekt hatcan intorimatopdisPor ot the RFCH HHBadt tbe, o

processing. In outputting the digital content over the |EEE 1394 serjal
bus, t#aequirgsliby eny person fremDTLe (Rigitel Ssommissiond drensing AHERINSERIOEh wi t h
a counterpart device, in accordance with the DICP standard, as descri bed

. above. The Mheyrbeeksiit of fekotdifig thd eonkeac oY Rhalognipralafiom ostdite oni thet al
content. In reproducing the content recorded on the recordi ng nedi um 195

and - opt oG hififin rl@grfgqﬁﬁg?ﬁ:}ﬁ%@dﬂwi J‘??ﬁé\?gﬁ td3h& vt io?‘Fi%.thE

reproduci ng “processing co ng tot art of Fig.3B is executed.
That i at ,steps 5321 .and $322, the prpcessing.simlar tg that, in steps
5301 aMhSIin,CoeRtot tecnalos Sim@fse@@a GReCQUERY) e ek 1 B P pe
obt ai ned bX the encryption )

I/F 140, the input/output I/F 140 at step S221 receives the analog content. The

| mput/output I/F 140 then procéeds to $222 to A/D convert the analog content by the
enclosed A/D-D/A converter 141 to form content of digital signals (digital content).
The digital content is sent to the MPEG codec 130. At step S223, the digital
contentis MPEG encoded, that is encoded by MPEG compression. The resulting
encoded data is sent over the bus 110 to the encryption processing means 150.
Subsequently, at steps S224 and 5225, the procéssing similar to that performed
at steps S202 and S203 of Fig.2A is performed. That is, the encryption processing by
the encryption processing means 150 is executed and the resulting encrypted content
is recorded on the recording medium 195. The recording' processing is then
teﬁninated.
The processing of reproducing the content recorded on the recording medium

195 and outputting the reproduced content as digital or analog content is explained

with reference to the flowcharts of Figs.3A and 3B. The processing of outputting the



processi ng means 150, is sent over the bus 110 to the M The
MPEG codec 130 at step S323 MPEG decodes, that is expandsEgé ?ﬁg&g?%l%t%gf
content, to output the expanded content to the input/output I/F 140: The

I nput / out put 29 Septenber 2004 29 |I/F 140 at step S324 D/ A converts the
digital content, MPEG decoded by the MPEG codec 130, by the encl osed Al D
D/ A converter 141, to form anal og coffent. The MPEG codec then proceeds to
step S325 where the input/output |I/F 140 outputs the analog content to

out si deomtent esndigitak cohtent épr autsidei snexeouterd asrife rpsodwrifon PraesssMbdT

di stributing keys necessary for the recording and/or reproducing device of

Fig.1 &@nffo?ﬁﬁﬁg g?"thé flpiRABR RS AN Thaf {QFirsheatr<e€p 800 thaveaérypted or

exanpl e, a nmas . key or a nedia key, to réspective equipnent, is now

commontog s FRe B g tecotdeSRETRIY (5, i fhe oSy RaRE oot AbE R AARR 11

manuf acture thereof, The nmaster km S ar@eferably conmon to all Vi ces
used i Wterfpee (89, andenipptovemthehasehh0 tothe epspiidipracssang&eaopdt to
each recording nediumand is recorded in the recording nmediumat the tine

of manuf act he érveymiidn pteteabing, mebes 15dia dtey SBORF dearypfs tire enerypéebr di ng
medi umto another. However, fromthe constraint associated with the

manuf a&éﬁt’éwg st@ieﬂi%‘ﬂs fr t}x@ eréc%?@ihgi DRANRA! #ierfhEe 19801 dhdk §He TRASuIRAE

realistica change romone group nade up of plural recording nedia
cor r espiurtapieg i 5 ST e (RGN DI r B OB A g A G AR TR e
anot her. The follow ng description is centered about an jinstance of
r enewi Hiputiostputddy £20 uipuisthe digital peateatio quisidate tpminay the Lpraduehion i ed
for distri bu.t i ng or recording these keys to or on a device not

processing,

In outputting the digital content over the IEEE 1394 serial bus, the input/output
I/F 120 at step S303 undértakes authenticatioﬁ with a counterpart device, in
accordance with the DTCP standard, as described above. The input/output I/F 120
then encrypts and transmits the digital content.

In repfoducing the content recorded on the recording medium 195 and
outputting the reproduced content as analog data to outside, the reproducing
processing conforming to the flowchart of Fig.3B is executed.

That is, at steps S321 and S322, the processing similar to that in steps S301 and
S302 is carried out, whereby the decrypted digital content, obtained by the encryption
processing means 150, is sent over the bus 110 to the MPEG codec 130.

The MPEG codec 130 at step $323 MPEG decodes, that is expands, the digital

content, to output the expanded content to the input/output I/F 140. The input/output



having a master key recorded or a recordi ng nedi um not hayg i key
recorded. 29 Septenber 2004 30 Fig.4 shows a key distrib%%? ﬁaﬂﬂ&Q&ﬁ4
configuration in a recording and/or reproducing device in a recording
system enpl oyi ng the present system The nunbers 0 to 15 shown in the
bottomrow of Fig.4 indicate respective recording and/or reproducing
devices. That is, the respective | eal®s of the tree structure shown in
Fig.4 correspond to the respective recordi ng and/ or reproduci ng devices.

The r BB atesteleBB24 /B ¢envkbtsahe diptal icortent, MPEE detoded by thoMEPE]y
I nclude stored therein keys (node keys), assigned to nodes fromown | eaves

to theand L%ﬂ}sl‘?y %ﬁg&{;?ﬁ?ﬁ% Dﬂis\tﬁioﬁ{reﬁ&e?%l ﬁB@oh*ﬁPﬁnd#@%%oﬁfenrt.h The

respective own at the bottomo 1'g.4, represent

| eaf ke ssigned to the,respectj vices .0 0,15 ] t he keys from
the + oG g% ek Boesat & BamiioSatbre e amictuhns HE 1uovEnl o &1
1 being node keys. In the tree structure, shown in Fig.4, the device 0, for

exanpl analogmsntent to eafsiddtoytexiiade dneirepyddudteys pr@EISINEO0, KO and KR The
device 5 owns KO0101, K010, KO 1, KO and KR, while the device 15 owns

K1111, Kil11Th&ldonfishratich I6R diddrithiRitg ke h¥cdsBafleYbr e QbcOrding mddoe

indicated in the tree of Fig.4, with the tree configuration being of

wel | - efl-1] . I | i ces
oy be BRPEFdabitid BEEEYTEREChRED, BByt Salfion " hY e, BRGFOfRY | 72
may di ffgr ffpgmthatl shown therein. The recordi ng and/ or .reproducin
devi cdBeAmRy fpxsxample.amastes keyrara megiakey, £p Jespecive qaupieeebds 8% he
recordi ng and/ or reproduci ng devices of.variable types o

explained. The master key is a common key in the present system, owned in common

by plural devices and recorded in the devices at the time of manufacture thereof. The
master key is preferably common to all devices used in this key distribution system.
The media key is a key proper to each recording medium and is recorded in the
recording medium at the time of manufacture thereof. Ideally, the media key differs
from one recording medium to another. However, from the constraint associated with
the manufacturing process of the recording medium, the media key may more
realistically be changed from one group made up of plural recording media to another.
For example, the media key may be changed from one lot corresponding to a
production lot of recording media as one group to another. The following description
is centered about an instance of renewing these keys. However, the present invention
may also be applied for distributing or recording these keys to or on a device not
having a master key recorded or a recording medium not having a media key

recorded.



enploying a variety of recording nedia, such as DVD, CD, g Stick
29 Septenber 2004 31 (tradenmark). Moreover, it may be pr%%%%%%ggﬁg? %t a
vari ety of application services co-exist. The key distribution
configuration shown in Fig-4 is applied to this presupposed co-existing
“configuration of different applications. In the systemwhere these variable
devi ces and applications co-exist, tB® portion surrounded by a dotted |ine
in Fig.4, that is devices O to 3, is set as a group enploying one and the
sane r ecor dFig4shdivsma kdyatistribertidavdondigubatiomig awgcoodingiand/eprreppodubing ned by
the dotted line, processing operations, such as encrypting comon content

to be fepprritedrddping @fs%ﬁh?ﬁﬁ Olr??fe%frﬁ"ﬂi;eg?:ﬂégelﬁ FREGA! TR nHiféré 0 ©orson,

or outputting paynment data o e Ina'simlarly encrypted formto
a provider .or 0 settl Nt . or gani zati on. nmay bg ex t ed L me.
The or nedR i DarRep fowi i e fndiBits 1Bredidive dBY ouf ARAKN SRRk or
fromrespective devices, such as the content provjders or settlemené

or gani gavicess Thakisc thesrespectiyiedeawss ofghe trep stmghue showaan &ig.A corresapd form
with the portion surrounded by a dotted line in Fig.4, that is the devices

0 to 3to e fesPEOHNS re%o?diﬂ%&indmmpfodﬁciﬁgldhvigéﬂuDS exist in the tree
structure of Fig.4. It should be noted that the node and | eaf keys may be

super vi sed thareg@él%thx%l A&k 6 &5 tlgé’e ti;[?qc-:scﬂi 1ﬁaﬁﬁﬁcﬁﬁ%§gtﬁﬁﬁ;ﬂ§n§ §hdiGle Or on

the group basi's e providers or ttlenent organi ransmtting

o SRS oot el B Lok RS R o5,
managenment center, provider or by the settlenent organizations. As may be
seen f pradetemninedtingislduee, dadi leakkeys of theotespertigr beis. o0t 1111,
shown at the bottom of Fig.4, represent leaf keys assigned to the respective devices 0
to 15, with the keys from the top key to the keys entered in second nodes from the
bottom KR to K111 being node keys.
In the tree structure, shown in Fig 4, the device 0, for example, owns the leaf
key K0000 and node keys K000, K00, KO and KR. The device 5 owns K0101, K010,
K01, K0 and KR, while the device 15 owns K1111, K111, K11, K1 and KR. Although
only 16 devices of 0 to 15 are indicated in the tree of Fig.4, with the tree configuration
being of well-balanced lefi-right symmetrical structure in four rows, more devices
may be entered in a tree, while the number of rows in the tree structure may differ
from that shown therein.
The recording and/or reproducing devices, included in the tree structure of

Fig4, are comprised of the recording and/or reproducing devices of variable types

employing a variety of recording media, such as DVD, CD, MD or Memory Stick



29 Septenber 2004 32 keys KOO, KO and KR as node keys. . By €xplRbdringg4t his
node key co-owning configuration, it becones possible to furnish e.g., a
common nmaster key only to the devices 0 to 3. For exanple, if the co-owned
node key KOO itself is set as a master key, a conmmon nmaster key can be set
only for the devices O to 3 w thout executing new key forwarding
operations. Mreover, if a value Enc3{ K00, Knaster) obtained on encrypting
a new master key Kmaster with the node key KOO is distributed over the

net wor(tradeneask). t Morester édnay be presuppdised) thetdi varetpoif wppheatiay sesce to 3
are able to decrypt the cipher Eric (KOO, Knaster) to obtain the master
key K » | : ﬁ%ﬁ 061 GRfveh dat Biegopt idﬁglj nt@RBfgypt i ng
Kb wit ESI.%LI :‘\@??Vt}%y Sielﬁtleigpggﬁal?ona e?ttlg]?n ti neq%oiplr%?ptlgt hat c?hte@keys owned
by the device 3, that.is KOQ11, .K0O0l,,.K00, KO and.KR were anal yzed by an
aggreé%rSFuRRPéga&ofe’Hﬁﬂng 89’%‘%%%‘?58{1 O?ﬁéﬁg&ﬂt(%’pgcgﬁ%gsequent ly needs to be
separated fromthe systemin order to protect data transmtted or received
in the systeln (e sustent wheee tessecesiable degices rpd applications qonexivbddiskeys
K001, KOO, KO and KR must be renewed to new keys K(t)00 1, K(t)00, K(t)O
and K(gorBon'sesRfgidedtya dobiedeind BsEig 4 rthnett deyscsiss 3D sotassngtdupd to

the devices 0, 1 and 2. Meanwhile, K(t)aaa denotes that it is a renewed key

of a 6115161' lggﬂ?@oﬁé %Pdﬂhg S%ﬁaﬁ%b?@%&eﬁ?@n‘) r Pp AL Mvies @eﬁ&ié&ﬁgttb Jitite

r enewa ai ned. of .a key Ts executed by“storing a
e Gl S TS S o A SO P 1
table to the devices 0 to 2. 29 Septenber 2004 )
content to be forwarded from a provider, forwarding a master key used in common,
or outputting payment data of content fee in a similarly encrypted form to a provider
or to a settlement organization, may be executed at a time. The organization
responsible for data transmission and reception to or from respective devices, such as
the content providers or settlement organizations, execute the processing of forwarding
data in a lumped form, with the portion surrounded by a dotted line in Fig.4, that is the
devices 0 to 3, as a group. A plural number of such groups exist in the tree structure
of Fig4.

It should be noted that the node and leafkeys may be supervised in a centralized
fashion by a sole key management center, 6r on the group basis by the providers or
settlement organizatidns transmitting or receiving a variety of data to or from the
rgspective groups. In case of, for example, key leakage, the node or leaf keys are

renewed by the key management center, provider or by the settlement organizations.

As may be seen from Fig.4, the four devices 0 to 3 of one group own common



33 The key renewal block (KRB), shown in Fig.5A is for

data-of a data structure in which renewal is possible onﬁ§ﬂ§%ﬁa$%%%§g%ices
in need of renewal of node keys. The bl ock data shown in Figs.5A and 5B
are formed with a viewto distributing a renewal node key of the generation
t to the devices 0, 1 and 2 of the tree structure shown in Fig.4. As may
be seen fromFig.4, the devices 0O and?l are in need of K(t)00, K(t)O and
K(t)R as renewal node keys, whilst the device 2 is in need of K(t)001,

K(t ) 00keyy ®0D, k0 ad KR assnodmbeps. nody wapjeitingsthindwsle; key ro-amBIE Fi g.
5A, plural encrypted keys are contained in KRB. The encrypted key at the

bot t oy tiBAC it(HEERNES pokéiblPRurnibhi Sgi, & commvavabstepltey onkeyo Kie ) 001,
encrypted by the' | eaf key KO0O10 owned by the device 2, so that the device

2 is apl y h c . A6 &SI 0

ot ai naeties 387 YR bOBpRRCIORL TR e holhel KOS BBl f i Ret R4 nbMigt
encrypied keys Enc(K(t)001, K(t)00Q) jn_ the secgnd yow fromthe bottom of
Fi g. SHEGATIRIQEINSHIdEY crl bﬁisﬁémilb\’ of Eﬁg)of@ i@gﬂam FEREUINZ DLV i | ar
sequence of operations, the encrypted keys EncéK(t)OO, K(t)0) in the
secondkepfofwanding ppofatiohg. Mormveheif ateslug fe (K00 gKweaster)ertdamgdnatie key
K(t)O, whilst the encrypted keys EnC(K(t)0, K(t)R) in the first row from

top of efih§pti ' OHbiBRkeHK 0@1s dRaibwtedicnes tRe and 1,
t he noggérgggééo%%ﬁégﬁq% be rS%eér?e\{?vieﬂé%héld(tl S gﬁls%/ K(St)OO,1 K(t)0 and K(t)R

oS B A B SR R s ks
AL RN AL R I e ST 0 (O
Enc (Ka, Kb) indicate data obtained on encrypting Kb with Ka.
Ifitis revealed at a certain time point ¢ that the keys owned by the device 3, that
is K0011, K001, K00, KO and KR were analyzed by an aggressor (hacker) and
disclosed, the device 3 subsequently needs to be separated from the system in order
to protect data transmitted or received in the system (group 6f the devices 0 to 3). To
this end, the node keys K001, K00, K0 and KR must be renewed to new keys K(t)001,
- K(1)00, K(t)0 and K(t)R, respectively, while these renewed keys must be transmitted
to the devices 0, 1 and 2. Meanwhile, K(t)aaa denotes that it is a renewed key of a
key Kaaa with a generation: 1.
The processing of distributing a renewal key is explained. The renewal of akey
is executed by storing a table formed by block data termed a key renewal block (KRB)

shown for example in Fig.5A in a network or in a recording medium and by sending

the table to the devices 0 to 2. -



of Fig.5A are decoded to give a renewal node key K(t)0 angg Sé}ﬁerﬁ oek ed
keys Enc(K(t)0, K(t)R) in the first row fromtop of Fig. 5A"are decrypted
to give K(t)R In this manner, the devices O to .2 are able to acquire the
renewed keys K(t)R  Meanwhile, indices in Fig. 5A denote absolute
addresses of the node and | eaf keys used as decoding keys. If renewal of

t he node keys K(t)0 and K(t)R in the33opnost row of the tree structure
shown in Fig.4 is unneeded, whilst only the renewal of the node ley KOO is

needed, theTkekeyeorswhl Blbok KKREIBsheownfh Fig 58, imfotmedias bloak datatafizbut e
the renewal node key K(t)00 to the devices 0 to 2. The KRB shown in Fig.5B

b | . t - ; , Ffied
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group Oor a ne umils to be i stributed. As

a specified instanc Lt is assuned_that , the vices 0 tp 3.in t.he group
shown %?Aeaﬂe%tt Sl(}?i‘ ﬁl"HaFS%Q.“Zl &?glgﬁsgﬁg‘“&l ggr?’éﬁ l?lé“c‘gmﬂhﬁ WY ﬁ% and
that a new common master key K(t)master is needed, At this tine, data

Enc ( K(diptrikiitingyasemewal nodekey oé thogenerstignt tnihealenions o hand 2 efithedtearast er
key K(t)master using K(t)00, which is a renewed node key KOO conmon to the

devi gt shows il FiL A AWkAY 18 0 froht PiglAahKiRyieg anid | Fr@irbioedBy LN s

distribution, distribution as"data not decrypted by an equi pnent of the

the medh SRR KRB0 RIOR o yrRBEATRYPERY, st 167 BG83 T plechat ™

obt ai rR(HRORaR (S0 R0 kpnd KR aphewal nadefpromber 2004 35 medi a key

(tymedia ajt% ?shf)\ivrxrle inptl(icia rIgR]E%-of Fig.5A, plural encrypted keys are contained in KRB.
The encrypted key at the bottom row is Enc (K0010, K(t)001). This is a renewal node
key K(t)001, encrypted by the leaf key K0010 owned by the device 2, so that the
device 2 is able to decrypt the encrypted key by the device’s own leaf key to obtain
K(t)001. Moreover, using K(t)001, obtained on decryption, the encrypted keys
Enc(K(t)001, K(t)00) in the second row from the bottom of Fig.5A can be decrypted
to give the renewed node key K(t)00. In a similar sequence of operations, the
encrypted keys Enc(K(t)00, K(t)0) in the second row from top of Fig.5A can be
decrypted to givé a renewed node key K(t)0, whilst the encrypted keys Enc(K(t)0,
K(t)R) in the first row from top of Fig.5A can be decrypted to give K(t)R. As for the
devices 0 and 1, the node key K000 is not to be renewed. It is only K(t)00, K(t)0 and
K(t)R that are needed as renewal node keys. As for the devices 0 and 1, the encrypted

keys Enc(K000, K(t)00) in the third row from the top of Fig.5A are decrypted to obtain

K(t)00. Similarly, the encrypted keys Enc(K(t)00, K(t)0) in the second row from top



To summarize, the processing at the respective devices ma lnAed as
follows: 1. The respective devices check the index part O%;?ﬁg&é %Pgﬁbe
apprized of the structure of a tree sent with the KRB. 2. The devices
decrypt the cryptotext using the uppernost one of node (live) keys not
renewed by the KRB (in the present instance, KOOO for the devices 0 and |
and KOO10 for the device 2) to acquﬁﬂe the renewed node key of the parent
of the node in question, 3. The cryptotext is decrypted, using {he renewed
node key FigdAageidecodeto givenadenpwakbnrdy key K0 padetie @impgﬁd kp¥s node

I n question. 4. The above sequence of operations is repeated to acquire the
r enewe BnoOkIE )8 M (IR ) inf the fi#pewWidin mﬁﬁm&gg&e déappted te.givd K (gBnelmt i on

of the KRB represents the version of the such that, by using a | arger

val ue ! ASpRERHA' LBNcD  9RTFSRA! pe S Bafle! Al Rl eyBYicRy ©f an

exanpl ;" conpari’son a e degre newness | f

the repewal of K(t)O0 and E?E)AR I s not needed, K(1)00 can cQ- owned, by the
devi ce fé‘f'}n"il}l.fl,% CW%&-E qrde R&ptlp \ BN éﬁ&‘%ﬂ%}ﬂﬂgﬁe kpySHSCehat
is, if, when the devices 1 to 3 formone group enploying a given recording

medi unas theodiagdteysng data is encrypted using the media key transnitted
using K(t)00, the data so encrypted can be rendered not accessible from an

equi pment  ofif §&i@u£tdﬁhegfda%me8%UK@t)98an@eKmR infthe IBPRidst ¢ald of tha trBeugh
the devices 0 to 2 co-own K(t)00, using e.g., Fig.5B, the 29 Septenber 2004
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to 2 dggé epci, tlt'lcr:] le<e§r‘ ?glxa%al block (KRB) of Fig. 5B may be used to distribute the renewal
node key K(t)00 to the devices 0 to 2.

The KRB shown in Fig.5B may be used in case a new master key to be co-
owned by e.g., a specified group or a media key unique to a recording medium is to be
distributed. As a specified instance, it is assumed that the devices 0 to 3 in the group
shown by a-dotted line in Fig.4 are using a certain rccordingl medium, and that a new
common master key K(t)master is needed. At this time, data Enc(K(t), K(t)master),
obtained on encrypting a new common renewed master key K(t)master using K()00,
which is a renewed node key KOO common to the devices 0 to 3, is distributed along
with the KRB shéwn inFig.5B. By this distribution, distribﬁtion as datanot decrypted
by an equipment of the other group, such as device 4, becomes possible. The same
may be said of the media key.

That is, the devices 0 to 3 are able to decrypt the aforementioned cryptotext,

using K(t)00 obtained on processing KRB to obtain the master kéy K(t)master or the



cryptotext, using K(t)O00 obtained on processing the KRB, {9casdiil®obhe
media key K(t)nedia at the tine point t. Fig.6 shows, as a %ﬁocessi ng

i nstance of obtaining the nedia key K(t)nmedia at a tine point | as
proposed in a senior patent application of the present Assignee (JP Patent
Appl i cation 2000-105328), the processing of the device 2 which has

recei ved, through the recording nedidédm data Enc(K(t)00, K(t)nedia) which
has encrypted the new comon nedia key K(t)nedia using K(t)00, and the KRB

shown md&ibeyKlﬁt)metdiﬁat@$i$1wrpdiﬂth.at, as shown i-n Fig.4, the four devices 0
to 3 encircled in a dotted line are included in a certain recordi ng and/ or

rebasa ror TRty e RS AEIRIRSAITIAaY Bkt TR SR I,

or dec E{%st'he content on the recording nediumin case the device 3 is

r evok ‘the nedi a key assigned fromone recording nediumto another is
used, with the aid of a key renewal block (KRB) and a device ke nmenori zed
by t helr eEe despgcting/devices hedkahagndev pag. of theaKiRBrao \beodpprheeddel/ tloe 2,
there are safely stored the | eaf key KO0010, assigned only to itself, and

node kawscthfOdf a KRR selPvaitidiKRB t he respective nodes 001, 00, 0 and R
fromthe |leaf key up to the root of the tree. The device 2 has to decrypt

e O PR B R T Sy O bR SR AL
Wt tisasHeddy e IR Bdin fharesey ibsinnck d e 19rsbe deispes D and ARl ho.
node key K(t) 00 of the node 00, and finally to decrypt the cryptotext
-wi th tiee thedewice) @adquiresthe gendreed nodakepbithepanamte fitby nodoircqiestioat e t he
3. The cryptotext is decrypted, using the renewed node key, to acquire the renewed
node key of the parent node of the node in question.
4. The above sequence of operations is repeated to acquire the renewed node key of
 the uppermost node of KRB.
' Meanwhile, the generation of the KRB represents the version of the KRB, such
* that, by using a larger value of the generation to represent the KRB of later origin, by
way of an example, comparison may be made of the degree of newness of the KRBs.
If the renewal of K(t)0 and K(t)R is not needed, K(t)00 can be co-owned by the
devices 0, 1, 2 by employing the key renewal block (KRB) of Fig.5B. That is, if, when
thé devices l-to 3 form one group employing a given recording medium, the recording
data is encrypted using the media key transmitted using K(t)00, the data so encrypted

can be rendered not accessible from an equipment of some other group, such as device

4. Specifically, although the devices 0 to 2 co-own K(t)00, using e.g., Fig.5B, the



medi a key K(t)_media. The nunber of times of cal cul ati onsyg §./ as
the depth fromthe leaf, to the node for encrypting the %r%g?ﬂé Eé?%l@g&'

i ncreased. That is, volum nous calculations are needed in a |large system
where there exist a |large nunber of recording and/or reproduci ng devices.
The data encryption and decryption processing nodes enploying the so

cal cul ated and acquired nmedia key aré6hereinafter explained. Referring to
t he processing bl ock diagramof Fig.7, an instance of the data encryption
pr ocesmiedia kegdUftpdastyr ahthesiime yrtinohisperecestsd g dnstaresd fitthiasthte irethe
recordi ng and/ or reproducing processing for a recording nedium is

expl ai P@d&rdﬂ:@gﬂm@gﬁgﬁ QIeh MY/ d HIRP KIEC e gfog&e@o [*Y) ae@:g@t fi5e hbgyeredi a

key by the ting processing based on own KRB desScCri bed above.

2"t oot ban OBkt R Srinadhg RIEn o BEUPRL AR Rl ey 0

record' nmedi um 702 as an optical disc. If the disc I D has already been
r ecordgﬂglnﬂtbadtﬂtcﬂlmepcsnfﬂead out. If otherwise, a disc ID 1701 is
generated by e.g., a random nunber generation nethod sel ected at random or

pr edet er mi NPy 6ishblie, &NE piickSifg MhaarssbNebtairEap shd BRdid hey Bi(Bendda 4701 so
generated is recorded on the disc. Since only one disc |ID suffices for the

di so. its e c ] Th
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' h di g. k i | D. .As Lfied method f
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results obtained on inputting the nedia key and- the disc IDto a hash

f unct i wough ithy racgrdingmediugi, ghate Enciii)th Ie/(t)medla) which has encrypted the

new common media key K(t)media using K(t)00, and the KRB shown in Fig.5B.

It is assumed that, as shown in Fig.4, the four devices 0 to 3 encircled in a
dotted line are included in a certain recording and/or reproducing system. Fig.6 shows
the processing in finding the media key needed for the recording and/or reproducing
device (device 2) to encrypt or decrypt the content on the recording medium in case
the device 3 is revoked and the media key assigned from one recording medium to
another is used, with the aid of a key renewal block (KRB) and a device key
memorized by the recording and/or reproducing device.

In a memory of the device 2, there are safely stored the leaf key K0010,
assigned only to itself, and node keys K001, K00, KO and KR of the respective nodes
001, 00, 0 and R from the leaf key up to the root of the tree. The device 2 has to
decrypt the cryptotext with the index of 0010, in the KRB stored in the recording

medium of Fig.6, with an own leaf key K0010, to calculate the node key K(t)001 of



‘as shown in Fig.8, or a nmethod of an instance 2 enpl oyi ngs,, ' ni que
key, only a needed data length froma 160-bit output, 9$§§§n%%§%oH
inputtjng data generated on bit concatenation of the nedia key and the
disc IDto the hash function SHA-1, as defined in FIPS (Federal

| nf or mati on Processing Standards Publications) 180-1. Then, a title key, as
a recording specific key, is generatéd in the encryption processing nmeans
150 (see Fig.1l) at randomor by a predeterm ned nethod, such as a random

nurber tigenede 00 dnto decrypt dicdeitypeotet gethethatiadek i001e ukmg the sdhealdiukeed02.
From a conbi nation of the disc uni gue key, title I’<ey and the device ID or

gl o '}o‘}%lénﬁﬁe%éﬁo&@{(g}’ﬁ(éeﬁo ofhd fi H@Mo,fﬂ?d {iﬂ?lllg%’ deEryit 'tHé‘e key,

atitle uni enera enera I Ng un|
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- (in case of not limting the r epr oduci ng equi pnent) or the device unique
key (imedisskeyoK (i mediagThéraumbpr ofitivics of keloulatnshie itasisedaxctheatepth
enpl oying the block cipher function, as shown in Fig.9, or the nethod of

the i nfbalGRe Zeaf ! M MDdefort é}f‘c%ﬁ{ég MBI Ak Kby RnintréadededEhidal a
. length froma 160-bit output obta on in uttlng data generated on bit

devi ce ‘?&%hiﬁﬁu%é@éﬁ%fﬁﬁgmvﬁqedﬁl'@% wlg%%%sﬁﬁﬁbSﬂbﬁéa%%ﬁﬁg%fafg%ﬁ%%% devi ce
uni queé case of limting the. reproducjng key) to the R{ggh fuynction
SHA- §ecmﬂmg‘e@d/w reprodrging devisgsnniice data nfrdaypoan cind Heeagpieduci ng

equi pnent neans rendering reproduction of content data stored in the
r ecor dpregessing unodessmlbeingthy so talcal asqrband heqhireabmedisckeygaredidrgmafiter
explained.

Referring to the processing block diagram of Fig.7, an instance of the data
encryption processing executed by the encryption processing means 150 and the
recording and/or reproducing processing for a recording medium is explained.

- The recording and/or reproducing device 700 acquires the media key by the
- calculating processing based on the own KRB described above.

The recording and/or reproducing device 700 checks whether or not a disc ID
as the identification information has already been recorded on e.g., a recording
medinm 702 as an optical disc. If the disc ID has already been recorded, the disc ID
is read out. If otherwise, a disc ID 1701 is generated by e.g., a random number
generation method selected at random or predetermined at the encryption processing

means 150. The disc ID 1701 so generated is recorded on the disc. Since only one disc

ID suffices for the disc, it may be stored e.g., in a lead-in area.



In the foregoing explanation, the disc unique key is genej 4 hhe
media key and the disc ID, and the title unique key is ge%geér‘pg? %&?Pomthe

di sc umique key, title key and the device IDor fromthe title key and the
deyvi ce unique key. Alternatively, the title unique key may directly be
generated fromthe nedia key, disc I? title key and the device ID or

devi ce uni que key, w thout using the &isc uni que key. Still alternatively,
a key equivalent to the title unique key ma Be generated fromthe nedia
key, disc | bhgracendengiand/eerapoodicing devies i79é then gererptss adisnY0IIUSHSYy t he
title key. Referring to Fig.7, the ensuing processing is explained. Froma

bl ock asmg, theansdiadey i Ingnd thesdipalid! etk hspetifigdnuothed fortgermrating the byt es
of the block data, I1nput as data for encryption, and fromthe previously

gener afjfd Mi@‘!rlglt(% fa‘?ﬁ?cgb%)fgﬁ indtAReM é&ﬁ%ﬂgﬁeg f e'ﬁ%é’ulftéjébtﬁﬁfe@/cﬂ% ir@iﬂ%%ﬁg bl ock

data, I's gen OWs an i ns generating t key.

Fig. 10 shows.two instances of generating a 64-bit block k froma 32 bit
bl ock Giomedinkey and fiq dise {Dgo ahash Rinetign eﬂlélOVH’ﬁ%h@’éik‘l‘?I%% oty
upper side, uses a 64-bit cipher function, with a key length being 64
bi'ts, #a®shewnhnddig.8noi amethaddf animstameet 2 efipboyihgcis asdisd uanheakesy

Sept enber 2004 40 bit constant, concatenated together, are input and

encryph eeded dath fehgth flohea UB0BiEoliRMt, Estatddedn irﬁ)’utﬁi_‘l}% datd phedratadheni on,

to forma block key as the result of the encryption. e instance 2 uses

e o5 i aRertE et e 0 1 4 Bttt SR oo
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| Then, a title key, as‘ a recording specific key, is generated in the encryption
processing means 150 (see Fig.1) at random or by a predetermined method, such as
a random number generation, to record the so generated title key on the disc 702.
From a combination of t_he disc unique key, title key and the device ID or a
coﬁbinatibn of the disc unique key, title key and the device unique key, a title unique
key is generated.

For generating the title unique key, there may be used the method of the
instance 1 employing the results obtained on inputting the title key and the disc unique
key, the device ID (in case of not limiting the reproducing equipment) or the device
unique key (in case of limiting the reproducing key) to the hash function employing
the block cipher function, as shown in Fig.9, or ’the method of the insténce 2

employing, as the title unique key, only a needed data length from a 160-bit output

obtained on inputting data generated on bit concatenation of the media key, disc ID



in the foregoing, the instance of generating the disc uni hk) e
uni que key and the bl ock key has been expl ai ned. Alternd%?sgﬁ§¥b?%@b%lock

key may be generated wusing the nedia key, disc ID, title key, block seed
and the device ID or the device unique key may be used from bl ock to bl ock
to generate the bl ock key, w thout %gnerating t he di sc uni que key or the
title unique key. Wen the bl ock key - I's generated, block data are
encrypted,. usi ng e ,.so generated block key.. As shown in the bottaom part
of Fi g?u?g thdevica Bn(}nrﬁm notﬁlémtlﬁlg g repRasIcEE eqHipBiend) oF Bie dxdRpl e, 8,
of the block data, inclusive of the block seed, are separated (sel ector

1608) , uniquiedeety (neicage efitimiting dhe réproduting kewhetherhash GatationpSHAL hes
trailing data are encrypted. Meanwhile, the nunber | to nunmber 4 bytes, as

the bl gefinsfaIFIPS q800L! Igﬁsﬂw'hﬂe} RfnifAd il%Fﬂ%%Eg?&ﬁaﬂé %ﬁg%p-gﬂgnpﬁféﬁhs dat a

as from the-nunber mtl byte, separated by the ecto encrypted in
accordance mith the .encryptio | gorithm preset on the,.encrypti.on

pr o eSS ARRroMs ioR O doutent dard Soresh ik igcerprdtne Pt PBpJspibls only
encryption standard) provided for in, for exanple, FIPS 46-2, may be used.

29 SeptewBpeciiodsempduping ¢miipyent processing, the content is encrypted, on
the bl ock basis, by a bl ock key generated based on the generation-mnaged

nedi a key o tHeoitegsing exphmagiohOtheediss ualie key isheneraed ¢ord thesedin Fi 0.
11 shows a bl ock di agram showi ng t he processing of decrypting encrypted

Con e SANED DB SRR ot AR e
Lﬁfgtrjgi(%g@)‘i ﬂ'fegti%vléggpgéj@:c %ﬁletﬂﬁgt@gﬁﬁfd &%C(fevtige 1’1:1|11 lslé e§z.° (t)ém%tigiefy(:
the title unique key may directly be generated from the media key, disc ID, title key
and the device ID or device unique key, without using the disc unique key. Still
alternatively, a key equivalent to the title unique key may be generated from the media
key, disc ID and the device ID or the device unique ID, without using thé title key.

Referring to Fig.7, the ensuing processing is explained. From a block seed,
corresponding to separated leading number 1 to number 4 bytes of the block data,
mput as data for encryption, and from the previously generated title unique key, a
block key, as a key for encrypting the block data, is generated.

Fig.10 shows an instance of generating the block key. lFig.lO shows two
instances of generating a 64-bit block key from a 32 bit block seed and a 64 bit title
unique key.

The instance 1, shown on an upper side, uses a 64-bit cipher function, with a

| key length being 64 bits, for each of an input and an output. The block seed and a 32-



key and the disc ID, a title unique key is generated fro ' j que
key and the title key, and the bl ock key is generated fp%émgﬁ%%hﬁ%t#ghkey

and the block seed as read out fromthe recording medium The bl ock-based
encrypted data, read out fromthe recording nmedium 702, is decrypted,
using the bl ock key as the decrypting key. In the encryption processing in
recordi ng content data on a recordi ngd9redi um and in the decryption
processing in reproducing the content data fromthe recording nmedium as
descr i bdoabane, concatedateddogethsr,aat inplunnd ehayptcd msingthrmgle trigueley f or
encrypting or decrypting the content then is generated based on the so

cal cul a4 ﬁ&eﬁ%ﬁ‘ itRisk@phQ fudbhish, 1098 4 bRIck kdyadt the rabaly fdke ehtRgflion.

i nstance, t configuration of generating a Key used for encrypting or

e
d i . d b . I aj i .
used for endisibrmpeenerR BB EReHa TR Rt RS Th0% Y hueplfal o
based not on the nedia key but on a master key co n.to the plu a.g)
r ecor dkeygangtheblock émcb@r@miga@@atedégg@theaa@fémp@ét% Yhdgliands 1@% it

recordi ng and/ or reproduci ng device, 29 Septenber 2004 42 acquired from
t he KRButpli¢herdladntinctedas 6dibitseyudd ad hieedpliving baly neversd, bigsthezeafi r ed

fromthe KRB, nay al so be applied as keys used for encrypting and

decr ypid ata. By enploying the key renewal block (KRB) as
descri Se‘?gfo%\e/tg%qﬂ?a?ge%ossi ble to furnish the renewed key only to the

| i cenced authgntic device, .sq that, b sing the so furnighed ke it is
possi bl e toiréﬁ'te‘r heEURE tggm‘g‘?ﬂ“se QW%FPSJ%@S%%WH%?%%PG%Q%&%ate a
key used_ for decrypting the contents read out fromthe recording nmedium

In t hea%ﬂlﬁebl@ékﬂﬁeg&hﬂatghem explagtedhnAltematively, Khe binckikeyaayibsageneratadi ch

only one key .
using the media key, disc ID, title key, block seed and the device ID or the device

unique key may be used from block to block to generate the block key, without
generating the disc unique key or the title unique key.

When the block key is generated, block data are encrypted, using the so
generated block key. As shown in the bottom patf of Fig.7, the leading number 1 to
number m bytes, m being, for example, 8, of the block data, inclusive of the block

‘seed, are separated (selector 1608), without being encrypted, while the number m+1
data up to the trailing data are encrypted. Meanwhile, the number 1 to number 4 bytes,
as the block seed, are included in the non-encrypted m bytes. The block data as from
the'number m+1 byte, separated by the selector, are encrypted in accordance with the
encryption algorithm preset on the encryption processing means 150. As the
encryption algorithm, the DES (data encryption standard) provided for in, for example,

FIPS 46-2, may be used.



renewal block (KRB) is stored in one recording nmedi um andydig erh?grzom
acquiring the renewed key. An illustrative structure in whi plural key
renewal blocks (KRBs) are stored is explained. In this case, each of the
encrypted contents data recorded on the recording nediumis adapted to
have the informati on based on which it is possible to identify fromwhich
KRBs on plural key renewal blocks KRBs the nedia key used for encrypting
the contents data has been generated. The KRB may be stored not onléﬁi n the

recor di ng megileabuve pabesssing, thewmient is efcrypted ewtiredilogk basisoby abledduci ng
device. The nenory neans for storage in the key renewal block (KRB) of the

oo He0heahia HhGR 061 6L DM it Rl ABGIRNRY 6r BlOSK Secd,aofdsrias | on,

such urrng accessin g mediunt such as on |oading the
recordi ng nmedj um on t he rﬁcordi ng and/ or reproduci ng device, the KRBs on

t he ﬁ&r@ddnﬁgeﬁ%%nrdmm HHRr i eved, and the KRB of the |atest version
-newer than that the device holds, if, anﬁ, is supstituted for the KRB the
devi ce hol dig. Aosteayvs =bloek digramshowing the preesamgot dasrypiing 6RARPIY a key
renewal block (KRB). A version 1201 is an identifier indicating the version

of t he ket ERSYRIePIRAK réddfBing baie Rl of tiprodesingitke sodberypiéd tatper s of

t he hierarchi ca%l%tree for a device which is the destination of

R R R e o i e P

Part Exphiand v eetongna s, Ticclpaudivyengbe ki e P oboBe Rt " sar a
- which is an encrypted version of a node for renewal. The tag par Eitﬁgm S
a tag lagemid liendist BB, paitlet umique &extis gontratedofonethe dise unagne key an
title key, and the block key 1s genefated from the title key and the block seed as read
out from the recording medium. The block-based encrypted data, read out from the
recording medium 702, is decrypted, using the block key as the decrypting key.
In the encryption processing in recording content data on a recording medium
and in the decryption processing in reproducing the content data from the recording
medium, as described above, a media key is calculated based on the KRB. The key
for encrypting or decrypting the content then is generated based on the so calculated
media key or other identifiers.
In the above-described instance, the configuration of generating a key used for
encrypting or decrypting the content data has been.explained. Alternatively,. the key
used for encrypting and decrypting the content key may also be generated based not

on the media key but on a master key common to the plural recording and/or

reproducing devices or adevice key unique to the recording and/or reproducing device,



key and the node key stored encrypted in the data part. T |
inparting this tag is explained with reference to Fig. 1%?3%112?1&2%%\5 an

i nstance of forwarding the key renewal block (KRB) explained with
reference to Fig.5A. The data is shown in a table on the right side of
Fig.13. The top node address included . into the encrypting key at this tine
Is a top node address. In this case,4%he top node address i s KR because
there is contained the renewed keﬁ K(t)R of the root key. The Enc(K(t)O,
K(t) R) acquitdtk fropp dherdeRBr diheomedinekey;amgster kgykery thes davicg kgyopet sonas

i ndicated by arrowin a hierarchical tree showm on the left side of Fig.

13. Thgequited febahathe SKRIBC(KAY )A1b b( é}?}ﬂied hyi Reystusad! foveendgptingosid i on

wWith respect to the previous data. If there is or there is not any | ower

| ayer ?@érgpégrgfﬁ%%%%ﬂr_g%gprt he tag for the given data is set to 0 or 1,

respectiv esented as {left(L) tag, right(R) tag). Since

there is dafa on the left side of e u nost, ro ta Enc(K(t)O0, 29
Sept enber 2@@@1@1@1111 )Ry, Teﬂﬁ@a]f_{’ﬂ)&b (%ﬁﬁé) aﬁé%ﬁfﬁ?‘? ajqiece 1t i§ BA08SIbLE 1o
data on the right side of the data Enc(K(t)0, K(t)R), the Rtag is 1. In
si mi | ato foanishrthe tdreweadeyaordy sethd licenzkd adtenticodesices o fhathyauslag she ol umm
and a tag colum shown on the |lower side of Fig. 13. Returning to Fig. 12,

the KRR, fighidHed iyt g)r/i& gaésismb%ngaﬁoé b SoffeaHoHige teeoddinghe&iunoBt fo

si gnat ure execute ~e.g., a ke nagenent center, a contents provider
The abvieranlet bREDHE ool 8 RRBuS RRE ol FoltbetrBEGi e Bleltint &b,
bl ock MEiabg Ve SOBBEHratian, Fueh abrsbaoedHe oPn EREINBAL AV HGROBBERREHEY or t he
key renewal bl ock (KRB)
renewal block (KRB) is stored in one recording medium and used for acquiring the
renewed key. An iilustrative structure in which plural key renewal blocks (KRBs) are
stored is explained. In this case, each of the encrypted contents data recorded on the
recording medium is adapted to have the information based on which it is possible to
identify from which KRBs on plural key renewal blocks KRBs the media key used for
encrypting the contents data has been generated.
The KRB may be stored not only in the recording medium but alsomn a niemory
of the recording and/or reproducing device. The memory means for storage in the key
renewal block (KRB) of the recording and/or reproducing device is of an overwritable
conﬁgﬁration, such that, during accessing the recording medium, such as on loading
the recording medium on the recording and/or reproducing device, the KRBs on the

recording medium are retrieved, and the KRB of the latest version newer than that the

device holds, if any, is substituted for the KRB the device holds.



I s explained. Referring to the block diagranms of Figs. 14 nd_14B to
the flowchart of Fig.15, the configuration of storing plzl?r‘g?pq?ég@erlzgﬁﬁgml

bl ocks, (KRBs) in the nmenory of the recording and/or reproduci ng devi ce,
and the processing of storing the latest KRB in the menory of the

recordi ng and/ or reproducing device, that is the processing of renew ng
the key renewal block (KRB) stored i #3the recording and/or reproducing
device, are hereinafter explained. Fig. 14A, shown on an upper side in Fig.
14, shows t R 2 shewpaitgpicabfdrhetlodadieygenetvat hinckd KR ). ng. werdiomnd Zhl t he
recordi ng and/ or reproducing equi pnent. Specifically, Fig. 14A shows the

state jnanig if?crqﬂhfcagig%i tr[;lg Q%Yﬁbnm%%oﬁé%e% blb&k SRR THe depth

recordi ng and/ or repro evi ce in which two ‘key renewal

bl ocks RBs) 142 1422 are red.in a.recordi dium 1420Q. . The KRB

ot or eadsOlhahe auBrbemaF dnibrs ol B, BistRioRip B dordos #1801 EOaRPLg iy e

Sept enber 2004 45 renewal block (KRB) 1411 of a version Ti, whilst the
KRBs sdestawtion of disstibntiongf theskiyunengwabblack (KRE) A datapainier d2R3 pramty 1421
of a version T 1, and a key renewal block (KRB) 1422 of a version T2,

whi ch {esthiegieitionl v dAi8 pHRfis kel renbival BRKIERB), Rehilseditagpdiiter 120wre are
stored contents 1431, encrypted using a nedia key generated fromthe key

I : F T t [
rod a 1A L EbplFE pthice P25 RIS e BRHjckR"SF e e IR MRARE w10 @
When the recording nedi 1420 is | d.on.the recording and/or .
repr odﬁ}gpﬁ@red@%l?%@‘@gfllgﬂ? Hét%llé%rit égag Z’Pﬂ&r datavdhichas a‘I& Fa@é@g?‘ﬁﬁe?sé?n t he
key renewal blocks (KRBs) it holds, in accordance with the flowhart of
Fi g. 150f a node for renewal.

The tag part 1207 is a tag specifying the position relationship between the leaf
key and the node key stored encrypted in the data part. The rule in imparting this tag
is explained with reference to Fig.13, which shows an instance of forwarding the key
renewal block (KRB) explaiﬁed with reference to Fig.'S A. The data is shown in a table
on the right side of Fig.13. The top node address included into the encrypting key at
this time is a top node address. In this case, the top node address is KR because there
is contained the renewed key K(t)R of the root key.

The Enc(K(t)0, K(t)R) at the uppermost row of the encrypting key is at a
position indicated by arrow in a hierarchical tree shown on the left side of Fig.13. The
next data is ENC(X(t)00, K(1)0), lying at a lower left position with respect to the
previous data. If there is or there is not any lower layer data for a given data, the tag
for the given data is set to 0 or 1, respectively. The tag is represented as {left(L) tag,

right(R) tag}. Since there is data on the left side of the uppermost row data Enc(K(t)0,



At step S1501 of Fig.15, the recording and/ or reproduci ngzgjggit%%&reads
out the versions as the generations of all key renewal bl Gc & S) Stored

in the. recording nedium 1420 to find the |atest version. In the instance
of, Fig. 14A, the key renewal block (KRB) 1422 of the version T2 is of the
| at est version. At step S 1502, the recordi ng and/ or reproducing device

1410 conpares the degree of newness *f the key renewal block (KRB) stored

in the menory in the recording and/or reproducing device (such as nenory
180 of KEDR), the Ldaghe0) dlewevarraince thetedsmecdataiongtheaaghtsida od the dai ect ed
at step 51501, that is a key renewal block (KRB) 1422 of the version T2.
I n t hi Ene(ded0, KAIR),ithe RaghkRB, drkhailadmbnasn, thetapeaos setfor a datinsd as never ,

t he program noves to step 1503. If otherw se, the program skips the steps
S 1503 4 4 ' ; : ssing. In the
st antoRopp  EPLGTRE] o dtod BoliutP ok B EIOREE JHBRAIRISEY U2, o1 00 T
| that is stored.in the recordi and/ ar reprodugi ng . deyi ce 1410 and the
key renewal REHHHIENE Y(KﬂB) leih@%ﬁl]gtf?@n%ﬁ élﬂﬁefr%xﬁ(i@"%gv\g%et HEAER IS an
first-stated bl ock. Thus, the programnoves to step S 1503. At step S

1503, electroniesighitne ekedited byre.goh kelyanaragesnerRBterc hedatends provider
renewed, can be decrypted wth the | eaf key or the node key owned by the

recor doPg scfldeht bARTPAMEIN GhilaVheeistddd hdhay refewhBlORYMRBOETh! ocks

(KRBs) are sequentially decrypted, by the own | eaf key or the node key, as

oLP! % BBl e AR FESAGRA R RO SutE Ve ERLE B B P o
exanpl rGénelés(raEI)b?gék &R}:&SI Fs or:f?coitssJ(e%ybyKa(J} z)tu%merilﬁc key renewal block issuing concern.

A first embodiment of the renewal processing for the key renewal block (KRB)
is explained. Referring to the block diagrams of Figs.14A and 14B and to the
flowchart of Fig.15, the coﬁﬁguration of storing plural key renewal biocks (KRBs) in
the memory of the recording and/or reproducihg device, and the processing of storing
the latest KRB in the memory of the recording and/or reproducing device, that is the
processing of renewing the key renewal block (KRB) stored in the recording and/or
reproducing device, are hereinafter explained.

Fig.14A, shown on an upper side in Fig.14, shows the state prior to the loading
of the recording medium on the recording and/or reproducing equipment. Specifically,
Fig.14 A shows the state in which a sole key renewal block (KRB) 1411 is stored in a
recording and/or reproducing device 1410, and in which two key renewal blocks

(KRBs) 1421, 1422 are stored in a recording medium 1420.

The KRB stored in the recording and/or reproducing device 1410 is a key



obt ai nable. This verification processing is perforned by WAV t her
or not an encrypting key decryptable on direct appli cati%%éﬁtyﬁlﬁgzgﬁvﬁ | eaf

or node key the recording and/or reproducing device holds is stored in an
i ndex part of the key renewal block (KRB) shown for exanple in Fig.5. |If
it is verified at step S 1503 that the | atest KRB schedul ed to be decrypted
can be decrypted using the |eaf key4ér the node key held by the recording
and/or reproducing device 1410, the program noves to step S 1504. If

ot her vienewal ok (GRBY 144i pSa tveesish APl , SvHibA4he K RBstoredeint heeqordogssi ng.
At step S 1504, the key renewal block (KRB) 1411 of the version T 1, stored

in t r f | r | i rel newed,
usi ng T g el S o R o e
1420 det step S.15 . a. resul the KRB s ed in the
recorgﬁﬁﬁﬁémjjI%PEGW@FﬁBHﬁi@CQﬂH"WQT EXTY1 key renewal bl ock
(KRB) 1412 of version T2, as shown in Fig. 14B. The ﬁrocessi ng of recording

content s dalmtherectrdinguediimd 420dthenes be stored contantsl il AL serrpptedapingiuci ng
device shown in Fig. | is now explained with reference to the flowharts

of Fi 98 mddid kekb BeAdydtel frofh HeS RE(irBAewAUbIICK /(KR BY uEithe veesibAcT L6dnd of
Fig. 16A, shown on an upper part’in Fig. 16, holds a key renewal bl ock

( KRB) f ' . t . t record
tho_err bl 45 Bhbeldd oghe & Bl e Smere b BT, ey RS bl L BE 0
1620, m?}}?ﬂ? recqrd a key renewal block (KRB) 1621 of version Ti, and
conte e YEFS}PR dd- based on the nedia key generated fromthis key
renewal block (KRB) 162. 1. ‘ , i

' When the recording medium 1420 is loaded on the recording and/or reproducing

device 1410, the device performs renewal processing for the key renewal blocks
(KRBs) it holds, in accordance with the flowchart of-Fi'g. 15.

At step S1501 of Fig.15, the recording and/or reproducing device 1410 reads
out the versions as the generations of all key reneﬁﬂ blocks (KRBs) stored in the
recording medium 1420 to find the latest version. In the instance of Fig.14A, the key

-renewal block (KRB) 1422 of the version T2 is of the latest version.

At step S1502, the recording and/or reproducing device 1410 compares the
degree of newness of the key renewal block (KRB) stored in the memory in the
recording and/or reproducing device (such as memory 180 of Fig.1) to the latest KRB
on tﬁe recording medium 1420 as detected at step S1501, that is a key renewal block
(KRB) 1422 of the version T2.

In this comparison, if the KRB detected from the recording medium is newer,

the program moves to step S1503. If otherwise, the program skips the steps S1503 and



Fig. 17 shows the processing flowin recording. the conte t he
recordi ng medium The respective steps of the flow of Fig£§§?£§P§$%@aﬁ
expl ai ned. At step S 1701, the recording and/or reproduci ng device 1610
geperates a nedia key fromthe key renewal block (KRB) 1611 of the version
T2 held by the recording and/or reproducing device 1610 itself. The
recordi ng and/ or reproducing device 1610 is perform ng the processing of
renewi ng. t he key renewal block (KRB) of Fig. 15, when the recordi ng nedi um
1620 i 813Qhtnterminate he prosessitpgai ned previ ously, such that the | atest one
of the key renewal blocks (KRBs) in the device and on the recording

medi um her el the ikstunccoR R, 1ALt s B2 Iaspieasival bRAGA KRB ) 1KRB)ofofervi@nsi on
T2, is stored in the device nenory. At step S 1702, the contents data are

encr ypt - 1 i 2 | r ' [ | ecut ed
- aeoor AORaE SihrRis Mool ARy pr B naRE Rl I AREREIR) rdofder
Fig.7. ,The a are su quently recgrded on t recqs di ng medi um
1650, 1ock SRRED LI PE e version 1o & BFVEE ﬂ%%ﬂ%ﬁwﬁﬁ%tagﬁ%ﬂ%nﬁimsn&q he
recordi ng nmedi um 1620, the version as the generation information of the key

r enewal priogoark oeRB) tovaité 81503, acquired the nedia key used in encrypting the
contents, here the version T2 of the key renewal block (KRB) 1611, is

recorded on Ahstepr$ic0Rditng veritied v A&REr bAnastRAAIENTKRBL Behéduled o) ed
contents. The version as the generation information of the key renewal

ook e U R AL B PR ET Eotig °
managere il e chuiel aed wih, (hey conlepts, data, ang Sgretipgis form
sequentially decrypted, by the own leaf key or the node key, as explained with
reference to Figs.4 to 6, to verify whether or not the node key of the new version of the
updated generatién information 7, for example, K(t)00, or the root key K(t)R, is
obtainable. This verification processing is performed by verifying whether or not an
encrypting key decryptable on direct application of the own leaf or node key the
recording and/or reproducing device holds is stored in an index part of the key renewal

block (KRB) shown for example in Fig.5.

If it is verified at step $1503 that the latest KRB scheduled to be decrypted can
be decrypted using the leaf key or the node key held by the recording and/or
reproducing device 1410, the program moves to step S1504. If otherwise, the program
skips the step S1504 to terminate the processing.

At step §1504, the key renewal block (KRB) 1411 of the version T1, stored in

the memory of the recording and/or reproducing device 1410, is renewed, using the



The recording and/ or reproduci ng device 1610 then at ste ' ts
whet her or not the key renewal block (KRB) of the sane v2%5| %§g§9?ﬁ§f used
in generating the nmedia key has been stored in the recordi ng nedi um 1620.
If the block is stored in the recording nedium 1672, the step S 1704 is
skipped to terninate the processing and, if otherw se, the program noves .
to step S 1704. At step S 1704, the Agcording and/ or reproduci ng device
1610 records the key renewal block (KRB) of the sanme version as that used
i n genkatesti KRR m@mim thaeacordingr metdiven U4 Orasndstatted atkteprSE)0lof Ashe
version T2, on the recordi ng nedi um 1620, 29 Septenber 2004 49 to finish
the regsull g KRE 8&séd ih Ble rebSrding bodos réfitbduciBy ddvicabplBipiptesdtag, the

encrypted contents data, obtained on encryption with the nmedia key -acquired

fromt I vaj l 3] t . bl ock ( KRB)

requi rgg‘%’ 6?5%%%15@8?%6@@ %5@%%@@%&@&?@%45?&?@% perform ng the,
contents encrypting processing, can be recorded on the recoydi di um
1620, as showe prRcessing ob recorfling penieatsiag on thesesa mgﬂl%@{l%?dn%%nrtﬁe
reproduci ng devi ce of reading out from the recording nediumthe contents
dat a ersyordingdandier reprodecikig eolveashosd: inddigd smavhexplamabwithueif¢rabte key
renewal bl ock (KRB), and recorded in this state, is now explained. using a

f'OV"Chﬁdﬂwgﬂo&EHm%%fF s. ’0AP16BL8H 17, the recording and/or reproducing
devi ce reads out the vetrsion as the generation information of the key

renewal bl ogk (K desi,gned for .generati apsbedia k i
ercrypted + RorOrtbs ncych oo RisitiE 2EVAiR, [tp S5FEE 1B SHaWALST pfl tbper
generation infornation of the key renewal bl ock (KRB) correspon(iji ng to the
r especPastan dugiénheldsa keyorenemal bleck i RB) H6di @hviegsian k4. amd; yp GFB&GS
exanpl e, the _

to encrypt the contents to record the encrypted contents in a recording medium 1620.

In the recording medium 1620, there are recorded a key renewal block (KRB)
1621 of version T1, and contents 1631, encrypted based on the media icey generated
from this key renewal block (KRB) 1621.

Fig.17 shows the processing flow in recording the contents data on the
recording medium. The respective steps of the flow of Fig.17 are now explained.

At step 81701, the recording and/or reproducing device 1610 generates a media
key from the key renewal block (KRB) 1611 of the version T2 held by the recording
and/or reproducing device 1610 itseif.

The recording and/or reproducing device 1610 is performing the processing of
renewing the key renewal block (KRB) of Fig.15, when the recording medium 1620
is loaded thereon, as explained previously, such that the latest one of the key renewal

blocks (KRBs) in the device and on the recording medium, here the key renewal block



af orenent i oned dat a managenment file. At step S 18 0 2, t nd/ or
repr oduci ng devi ce detects, fromone or nore key renevvalhfb $%@§£§é{2g%£

stored.in the recording nmedium such a one having the sanme version as that
of, the generation information read out at step S 18 0 1, and decrypts the
key renewal block (KRB) to generate %lgrredi a key. The recording and/or

repr oduci ng device then at step S1803 reads out the contents data fromthe
recor di djumto ,gscrypt t he ead-,out contents data based 29 Septenber
2004 5 PhecTRidy k@)ﬁt%}'@ﬂéﬂé CHCHCC IREROYY. 1802 to use the so decrypted
- data. The contents data stored in the recording nmediumcan be reproduced
by the aboveimterB8i302the Tontents dwtaset enéryptddy based om thismedia kgyadrior
reproduci ng devices ofthe present invention is configured so that the
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hol di ng pl ey ren avi ng plural dlfferent

enerations o i tored in .t Q ther rd|

and or cxBpnthwelRened Hng” Ao ot SBiuen Y PR BETPREE, ne
contents on a recording nedium the |atest usabl e key renewal bI ock (KRB)
i s det seeardirg wmedivne lélaguﬂwhan@begptﬁcb@-atnnsw@mgeth@re;w@fpt@cﬂaéon@@bwm ng

and/ or reproducing device or on the recording nedium and a nedia key, for

exanpl eéhe récaditiyi featlituno 162M ethieadeesionkay ther gaesratdion infen(afida) of die kepr age
in the recording medium The key renewal block (KRB) which has acquired
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recording medium 1620 in association with the encrypted contents. The version as the
generation information of the key renewal block (KRB), similarly to the auxiliary
information of conténts, such as title key, is recorded in the data management file,
constituted as a management file correlated with the contents data, and stored in this

form-on the recording medium 16290.

The recording and/or reproducing device 1610 then at step S1703 inspects
whether or not the key renewal block (KRB) of the same version as that used in
géneraﬁng the media key has been stored in the recording medium 1620. If the block
is stored in the recording medium 1672, the step S1704 is skipped to terminate the
processing and, if otherwise, the program moves to step S1704.

At step S1704, the recording and/or reproducing device 1610 records the key

renewal block (KRB) of the same version as that used in generating the media key,

here the key renewal block (KRB) of the version T2, on the recbrding medium 1620,



in the recording nedium In newy recording the contents recordi-ng
medium the contents are encrypted, using the nedia key %g§%ﬁ?§@gggggsed
on the |l atest KRB held by the recording and/or. reproduci ng device and by
the recording nmediumat such tine point. Thus, if the KRB of the old
version used in contents encryption at the tinme of nmanufacture of the
recordi ng nmedi um has al ready been stbted in the recordi ng nmedium a KRB of
a new version is issued by the key renewal processjng executed by 29

Sept enfigeliinishdlie sacording preyessnmgbihertontents data. Py thelabove pranessiags thenent
organi zation, as the illicit equipnment is revoked, as already expl ai ned

W th rajeystedechterdts ata, db@antedon ¥eyidh With theffodipkedac@it€hfidm the

subsequently stored on the recordi ng nmedi um are encrypted based on the

medi a j w [ . | I ed
ol el y i FRAMIEREDS S S ire bRl R KR R e YRl
decryptign and repr,duction by the revoked equi pnment. The foregoi

descr i19€ Qﬁreﬂﬁgeémﬂméap@if%am&tﬁ@ CREENER ERCTYRHAS ITOCEHHMD with
an instance of enploying the nedia key as a key for encryption. However,
t he kagcbutedanr thepteicording emedienh 1920, s skBBn iandfigdléd be e.g., a master key
common to plural recording and/ or reproduci ng devices or a device key

uni que to eﬂﬁé‘ﬁ)rdﬁ!&&%ﬁ%@?ﬂ%ﬁ&@ﬁﬁﬁ%%{g@t r8tuéisl r&éinl% BErHAY ;T%Sut f¥breover,

t he key renewa may be ap key renewal for a nmaster key or
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processing for
using a flowchart of Fig.18.

At step S1801, the recording and/or reproducing device reads out the version
as the generation information of the key renewal block (KRB) designed for generating
a media key which has encrypted the contents data to be reproduced. The version as
the generation information of the key renewal block (KRB) corresponding to the
respective contents data on the recording medium is written in, for example, the
aforementioned data management file.

At step S1802, the recording and/or reproducing device detects, from one or
more key renewal blocks (KRBs) stored in the recording medium, such a one having
the same version as that of the generation information read out at step S1801, aﬁd
decrypts the key renewal block (KRB) to generate a media key.

The recording and/or reproducing device then at step S1803 reads out the

contents data from the recording medium to decrypt the read-out contents data based



renewi ng the key renewal block (KRB) may al so be perforrr?b i oi nt
of the recording and/or reproducing processing. A secon e%é%?lgﬁ%@ogf t he

renewal processing for the key renewal block (KRB) in the recording and/or
reproduci ng device is now expl ained. The processing of renew ng the key
renewal block (KRB) in the recording gnd/or reproducing device 29 September
2004 52. and on the recording mediumis explained in Fig. 19 ff Figs. 19A

and 19B show the,processi of r Lng the key,renewal ;hl o KRB), in the
Fecor aPRana iR KBl GEaRRI A St SLEVS Byse e LdasiubiRsdp o sPRERG

| oadi ng of the recording nmediumon the recording and/or reproducing device.
Speci f datd stored-imthegacetding medinmtcand d reprpdadedabys thecabiasie prosessang.bl ock
(KRB) 1911 1is stored in a recording and/or reproducing device 1910 and in

whi ch two kahusemewst of ifforfitesion fERSEHidEaild/ ol@podicing Hevieds bithepeededg or di ng
medi um 1920. The KRB stored in the recordi ng and/or reproduci ng device 1910

s a k | bl 9 f ISl ored
n ¢ et Gonfighfe oAt e tlest el HeRbRE Bigp IR IRRE) G SUERrFh S0,
T3." It, should.be noted  that, of the versions, T3, T d Ti, .T3 is the

| at est theeFesdingmedipmeho olorel ey ﬁ@neWﬁﬁb&%s@ﬁﬁ),tW%cmm ng
medi um 1920, the contents 1931, encrypted using the nedia key generated

f r om t difftrent generatibnbbouedrs{dtRBnd isssteteat indhe ikamorshef theaecoidmyg ardiioum 1920
is loaded on the recording and/ or reproducing device 1910 and accessed by
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recording medium, the latest usable key renewal block (KRB) is detected from the
plural KRBs stored in the memory of the recording and/or reproducing device or on
the recording medium, and a media key, for example, is acquired from the latest key
renewal block (KRB) for storage in the recording medium. The key renewal block
(KRB) which has acquired the media key used in encrypting the contents is newly
stored in the recording medium. |

So, the KRBs of plural versions can be stored in the recording medium, the
contents encrypted with the media key acquired from the different KRBs can be stored
in the recording medium. Innewly recording the contents on a recording medium, the
contents are encrypted, using the media key calculated based on the latest KRB held
by the recording and/or reproducing device and by the recording medium at such time
point. Thus, if the KRB of the old version used in contents encryption at the time of

manufacture of the recording medium has already been stored in the recording

medium, a KRB of a new version is issued by the key renewal processing executed by



the KRBs on the recording nedium 1920. The | atest versi omd '
version T3 1is newer than the key renewal bl ock (KRB) 19?¥j%?;§ﬁ%%@2§£ion
T2 stored in the recording and/or reproducing device 1910. So, the KRB
stored in the recording and/or reproducing device is renewed, using the
key renewal block (KRB) 1922 of the version 29 Septenber 2004 53 T3. As a
result, the key renewal block (KRB) 18111 of the version T2 stored in the
recordi hg and/ or reproducing device 1910 is replaced by a key renewal bl ock
(KRB) thekeyomanagement ¢enter, provileridr theesdt@Brehooeganizatibr, neche dilicd

and/ or reproducing device is newer than any of the KRBs stored in the

r ecor dieggigmeitiStevdkednaliRiy LRpRERPH iBefRend AETEL Bond P AiHUREY Hiche

time of ‘accessing the recording um Fi gs. 20A an concept

of rec | KRB b he, regording and/ or reproduci ng device agn the
record ?{r%gll})rﬁ%(? g ﬁ;}féﬁﬂgsug Bﬂ%ﬂﬁmt@ﬁg °§&bf‘ ge‘iﬂf Big WSEF‘HQ@” fi Snglfyp&*degﬁggor di ng
medi um on_the _recording and/or reproducing device. Specifically, Fig.20A
shows PHdbsmaedls keynasqHredfrom she E%RBewfeﬂw neéb oeksipRABRL 2an bei acqpiimeded i n
a recording and/ or reproducing device 2010 and in which tw key renewal

bl ockss¢leRBby the2iithaiied eauépiatar, €Bud Bnibling fhecafidinmgioreef 489PRtn afide KRB

stored in the recording and/ or reproduci ng device 2010 is a kéy renewal

bl ock {&RBHuEHR KR th¥ SEwd : eas the KRBs stored in the recording
medi um 2020 are f!lﬁkey ?V:%%&a%locﬁﬁ(KRB) 2021 of version T | and a key
2022 of .ver

eneel sl RSN RSt L B SR g S i
being E:ggngc!tﬂ)ens E}ﬁth an instance of employing the media key as a key for encryption.
‘However, the key for encryption, renewed by the KRB, can also be e. g., a master key
common to plural recording and/or reproducing devices or a device key unique to each
information recording and/or reproducing device. Moreovér, the key renewal by KRB
| may be applied to key renewal for a master key or device keys, in the same way as key
renewal for media keys.

. Inthe above-described embodiment, the renewal procéssing of the key renewal
block (KRB) is performed at a time point of loading the recording medium 1620 on
the recording and/or reproducing device 1610. Alternatively, the processing for
renewing the key renewal block (KRB) may also be performed at a time point of the
recording and/or reproducing processing.

A second embodiment of the renewal processing for the key renewal block

(KRBY) in the recording and/or reproducing device is now explained. The processing

of renewing the key renewal block (KRB) in the recording and/or reproducing device



In the recordi ng nedi um 2020, the contents 2031, encrypt ' di a
key generated fromthe key renewal bl ock (KRB) of versiogﬂyl,kgggﬁgggggd.
When the recording nmedi um 2020 is | oaded on the recordi ng and/ or
reproduci ng 29 Septenber 2004 54 device 2010 and accessed by the recording
and/ or reproduci ng device 2010, the recording and/ or reproducing device
2010 retrieves the KRB of the |atest ¥Yersion of the KRBs on the recordi ng
medi um 2020. The | atest version is T2, which version T2 is ' older than
the keyndediothe rasosdingredlynpeexpbiinedén ¥ig.494h T3 stored in the recording
and/ or reproduci ng device 2010. So, the key renewal block KRB 2011 ofthe

version T3 ilﬁéﬁﬂ@@{ ded 19B thew the Pracadinge dif yehef it the kayreaviwal bldik key

renewal bl ock (KRB) 2023 of the new version T3 is added on the recording

nmedi um : - recof di [ Ok noduci ng deyi ce.of. t he
or esent b it BB dinb Bt (LBRR ML BT D Fid, SOA T Fiieching
which i;s not the. |latest versiqn on the recording diumis del eted.

Fi gs. 21%adiRg © é@h@%{%gcmﬁaaﬂn on thel EacoRging: ARd/ o nEcpreduKng devicee
recordi ng medi um by the recording and/or reproducing device. Fig.21A shows
t he st dipscpli¢ally, tfog.l8Adihogvscthetshwte ie edrich agotekisyuranesval bdock ECRBYi I8 land/ or

repr oduci ng device. Specifically, Fig.21A shows the state in which a sole

key reney@red9s kedokdiBy: add/ok rl | i i ng
v co oy i Qe fodolclint aRdiot reprothiRiitideviod [DE0 ANAIRAIAR L9 KeFReoHal ¢

2123 a | e T ding nedium 2120 The. K ded on the

recor d:bz%c%] lgr%sb Z%? g’dltldcﬁﬁ%‘!eg%@’i%ggg%g669?%%&@37%“?@\@? bl ock (KRB) 2111
f ti I i on, whil st the KRBs, st djin the . ,

oF any OPtT O KRB Sstored in tlhesrecor ing ansd/gr %grodlugmg ceiewce 1910 is 4 key

renewal block (KRB) 1911 of version T2, whereas the KRBs stored in the recording
medium 1920 is a key renewal block (KRB) 1922 of version T3. It should be noted
that, of the versions T3, T2 and T1, T3 is the latest version, with the version T1 being
the oldest. |

In the recording medium 1920, the contents 1931, encrypted using the media
key generated from the key renewal block (KRB), is stored.

‘When the recording medium 1920 is loaded on the recording and/or reproducing
device 1910 and accessed by the recording and/or reproducing device 1910, the
recording and/or reproducing device 1910 retrieves the KRB of the latest version of
the KRBs on the recording medium 1920. The latest version is T3, which version T3
is newer than the key renewal block (KRB) 1911 of the version T2 stored in the
recording and/or reproducing device 1910, So, the KRB stored in the recording and/or

reproducing device is renewed, using the key renewal block (KRB) 1922 ofthe version



recordi ng medi um 2120 are a key renewal block (KRB) 2121 Bf sepednshenodd , a
key renewal block (KRB) 2122 of version T2 and a key renewal bl ock (KRB)
2123 of 29 Septenber 2004 55 version T3. It should be noted that, of the
versions T3, T2 and T 1, T3 is the latest version, with the version Ti
being the oldest. In the recording nmedium 2120, there are stored contents
2131 encrypted using the nmedi a key é@nerated fromthe key renewal bl ock
(KRB) of the version T I. Wen the recording medium 2120 is | oaded on the
recor di Bg Ana/resultsiivediyciengwab black (KRB) 19:13 aftthervecsiodi 1) storeid umtkd 20 i s
accessed by the recording and/or reproducing device 2110, the recording
and/ or rgcepd@guaidiar fprodecihg devRéeS 1@ 1&?&plab€d1§%| ke?f' refkwalkBRckT’RRByed i n

encrypting contents data and which is not the late one on the recordi ng
medi u es of Figs.21A, 21B, the key renewal bl ock
(KRB) ”&g%gffﬁ%]ﬂ%&\%err %ﬁz Is detected as bei ng the KRB satisfying the
condition tﬁ cardi ng .and/ or reproduycing device 2110 del etes the

det ect ed ke{TIh e forgfldn the recpyding andios sepro dppmgdavierisasnes fhan @ay a and
which is not the atest one on the recording nedium 2120. As a result, the
t her e of ther KB®rsdwtdrednintthe recording mgdium dhemeMMERB iestisesd ﬂﬂjhe\mad:minlm%

(KRB) 2121 of the version Tl used for encrypting the contents and e key
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aresult, the recording area I ng nedi

LBl B GuE R Bs bYERoh ENRl  R STg B

poi nt of | pading the recording nmediumon the recording and/or reproducing
devi cdCCORUBEMEdHNNY  when the | oadi ng

Fig.20A shows the state prior to loading of the recording medium on the
recording and/or reproduciné device. Specifically, Fig.20A shows the state in which
a sole key renewal block (KRB) 2011 is stored in a recording and/or reproducing
device 2010 and in which two key renewal blocks (KRBs) 2021, 2022 are stored in the
recording medium 2020.

The KRB stored in the recording and/or reproducing device 2010 is a key
renewal block (KRB) 2011 of version T3, whereas the KRBs stored in the recording
medium 2020 are a key renewal block (KRB) 2021 of version T1 and a key renewal
block (KRB) 2022 of version T2. It should be noted that, of the versions T3, T2 and
T1, T3 is the latest version, with the version T1 being the oldest.

In the recording medium 2020, the contents 2031, encrypted using the media
key generated from the key renewal block (KRB) of version T1, are stored.

When the recording medium 2020 is loaded on the recording and/or reproducing



of the recording nmediumon the respective device is dete 0
reads out and 29 Septenber 2004 56 executes the KRB reng%i ‘E%Q%gggﬁﬁg
program stored in a ROM 160 or in a nmenory 170. This processing sequence

i s, explained in accordance with the flowhart of Fig.22. At step 52201 of
Fig.22, the recording and/or reproducing device retrieves all KRBs on the
~recordi ng nmedi um and conpares the | at¥st one of these KRBs and the version
(generation) of the KRB stored in recording neans in the recordi ng and/or
repr odéleving A1) ead adcessask by vhesiconsding eandfier epredugingodayicen@oile, theii shed
wi thout doing anything. If the latest KRB on the recording nmediumis newer

than t lrecdtdihg And/oe réfoditinB ikl 2010 pRfietsiRKRBYOLhe 1hftat PERUIAGT MOVeES
to step S2202, where it is “verified whether or not the | atest KRB

schedu f . pt |.D t he. |-paf [ ode
key he}t@é’%@%én rt @%g%?‘?{ég %h%ﬁgﬁ%@?r 0 u“’cﬁég“ %8‘@?‘@%‘.5 a‘?ﬁll%gl, ‘Persélé)ﬁgl;%l ai ned
with reference to Figs.4 to 6, .the ke enewal A hl ocks, (KRBs) are.

sequentf é?ﬁ‘ffif rifstay, rang; hln@k@%ﬁB&@@lérof{a@ Yﬁé@ﬂ(%s %Fféjfbt}' thee
recordi ng and/ or reproducing device itself, to verify whether or not the

node kegcarflingmdierrepesdicing dewice B0E 0.So, ehekedregenal black K RBf 2 Iitedfithe t,
such as K(t)00 or the root key K(t)R can be acquired. This processing of

verifi ¢afdiofn Ti3SisGRESIERE &p&e%c&aﬁﬁgmmezm. AE a%&ullt,gﬂglfe R ﬁé@%wﬁg key

that can be decrypted on direct appfication of the own y t he

o Blod kB BT ol e 13 BGRB8 b 000" L
schedul ed t R/Igreeogreeir‘]ﬁnmﬂ(lje Il'Je%io?(?mg and/or reproducing device of the present invention,
the KRB used in encrypting none of contents data and which is not the latest version
on the recording medium is deleted. Figs.21A and 21B show the concept of deleting
the unneeded KRB on the recording medium by the recording and/or reproducing
device.

Fig.21A shows the state prior to loadiﬁg of the recording medium on the
recording and/or reproducing device. Specifically, Fig.21A shows the state in which
a sole key renewal block (KRB) 2111 is stored in a recording and/or reproducing
device 2111 and in which three key renewal blocks (KRBs) 2121, 2122 and 2123 are
stored in the recording medium 2120. |

The KRB loaded on the recording and/or reproducing device 2110 is a key
renewél block (KRB) 2111 of any optional version, whilst the KRBs stored in the
recording medium 2120 are a key renewal block (KRB) 2121 of version T1, a key

renewal block (KRB) 2122 of version T2 and a key renewal block (KRB) 2123 of



29 Septenber 2004 57 the leaf key or the node key owned fysdh&,k&0864i Ng
and/ or reproducing device is decryptable, the program noves to step S2203.
I f otherw se, the skip S2203 is skipped to finish the processing. At step
S2203, the KRB in the recording and/ or reproducing device is updated, using
the |l atest KRB on the recording nedium as explained wwth reference to
Fig. 19, to finish the processing. O3t he other hand, if at step 52201 KRB
in the recording and/ or reproducing device is newer than the |atest KRB on
t he re¥owsithd3nmedt shouldHe potod that, ofthe versiams E1,6R2 8add4., T4 issthedats2004,

the KRB in the recording and/or reproducing device is recorded on the

reCO"dif@ﬁidﬁ%dﬂfiﬂﬂﬂﬁﬂﬂ&gﬁﬁﬁﬂ[@@idgﬂ&l@d]&éﬁS to step S2205. At this step S2205,
it is verified whether or not there is any unneeded KRB on the recording

medi um The RB. i KRB whi ch, i s . nhot d for encrypting
- any cont ent It HEHEEOEANE R An a0, helF e ol upRG AT mery p EATHA e
| at est .KRB qn t he recorgi ng medium |f any such KRB exists, the program
moves e Bedis keyogrnarated frem the kekrenewaldoek EKRE)wffhayersiendhd t o fini sh
the processing. If there is no unneeded KRB at step S2205, the step S2206
i s ski pped Whenthe sécorting mediorsXiZids IFded valtheieckREsgiandidieeprrtuctigg
and/ or reproducing device, recording of the new KRB on the recording

medi unygvide dql16t 4AA AL r%%srg_iﬂﬁl‘_ﬁg&ﬁﬂm KRB fig %Z?és@@d edﬂe@ar@iﬁgi 4/ gRy be

realized as discussed a processing of recording contefts data on
the recordihng nmedi um h recoy.di n nd/ or reprodyci.n evi ce shown in
Fi'g. 1 TsCURAETRANR A K0 e BBl G pred iRBRHR SO paTioves a ke

renewal block (KRB) not used in encrypting contents data and which is not the latest

one on the recording medium 2120. In the instances of Figs.21A, 21B, the key
renewal block (KRB) 2122 of the version T2 is detected as being the KRB satisfying
the condition. The recording and/or reproducing device 2110 deletes the detected key
renewal block (KRB) not used in encrypﬁng contents data and which is not the latest
one on the recording medium 2120. As aresult, the there are recorded on the recording
medium 2120 the key renewal block (KRB) 2121 of the version T1 used for encrypting
 the contents and the key renewal block (KRB) 2123 of the latest version T3 as shown
in Fig.21B. As a result, the recording area of the recording medium can be used
effectively.
The three sorts of the KRB renewal processing, as explained with reference to
Figs.19, 26 and 21, may be executed e.g., at a time point of loading the recording
medium on the recording and/or reproducing device. Specifically, when the loading

of the recording medium on the respective device is detected, a CPU 170 reads out and



58 flowchart of Fig.23. At step' 52301, the recording an j Ng
devi ce generates a nedia key fromthe KRB held by the d%ﬁ@ﬁﬁe&?}‘i@%

step S2302, the contents data -are encrypted based on this nedia key. As
the specified method for encryption, the nethod in accordance with the
above expl anation nmade with referenc% to Figs.7 to 11 may be used. The
encrypted contents data are recorded 8n the recordi ng medium At this
time, the version (generation 1) of the KRB used for generating the

encr ypexeronthel{BB renewiat procsssinggaogiam ploredune &Qiylg heRiPTiR AGPHPEY |y t o
t he recording generation nunber or the title key, shown in Fig.7, the KRB

ver si om70gerﬂhtsapimksiﬁgxse@eﬁc%q@raqﬂainbd i adabalamesagehetic flowehant whi ch
there is stored the information pertinent to which data constitutes which
title. 4he above processing, the encrypted contents data and the KRB
i nf or natMon necessary for reproducing the informati on nmay be recorded on

the recordi med] nwhile, in.the engryption af cpntents .and or age
of the encr %ﬁ&fd) $m ]e%/fglg% tﬁﬁée?@ém& Oﬁ&nraav%géﬁmq GAEYR "gi or age
of the contents by a newer key may be pronoted by detecti ng t he | at est

avai | aKIRBken the nevalirty mediviikKRB) congrarehtheklatest non efdhesd s phekBe
stored on the recording nediumor in the nenory of the recording and/or

repr odygisiteh (eaticfftidn )56t The TR BON0PAE i1y Pddordinichaeslad h e RRovdidpeshd/or the
recordi ng medi um using the encryption key obtained on decrypting the | atest

et o N1 R Ser e b PR AL R R0
doing anything.

If the latest KRB on the recording medium is newer than the KRB in the
recording and/or reproducing device, the program moves to step $2202, where it is
verified whether or not the latest KRB scheduled to be renewed can be decrypted using
the leaf key or the node key held by the recording and/or reproducing device. That is,
as explained with reference to Figs.4 to 6, the key renewal blocks (KRBs) are
sequentially decrypted, using the leaf key or the node key held by the recording and/or
reproducing device itself, to verify whether or not the node key of the new version,
with the renewed generation information 7, such as K()00 or the root key K(t)R, can
be acquired. This processing of verification is carried out by checking whether or not
an encrypting key that can be decrypted on direct application of the own leaf key or
the node key is stored in any index in the key renewal block (KRB) shown for example
in Fig.5.

Ifitis verified at step S2202 that the latest KRB scheduled to be renewed using



fromthe recording nedium by the recordi ng and/ or reprodug ' S
now explained with reference to the flowhart of Fig. 24%A$%§%§%érg§g%l,

the recordi ng and/ or reproduci ng device reads out the version (generation)
of the KRB generating a nedia key which has encrypted contents data to be
reproduced. The version (generation) of the KRB corresponding to the
respective contents data on the rec@fding nediumis witten in, for

exanpl e, the aforenenti oned data nanagenent file. At step S2402, the

r ecor dilrglemfidegror thermstleckeyg odaed by fhiends oodimgsandyoa repedoting Hevik&Bs
stored on the recordi ng nmedi um and which has the aforenentioned version
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recordjng and/or reproducjng deyi t 403 read t the content
Gata 1 oAb REARr R e 207 B K0 Fhersear e s eB R BIRED on
the media key generated as descri bed above. Meanwhi|e, in the processing

for dedeviseiingpdatedcisingrthe fatastdEBBeon the tavordinganediung asseiplainediwitk al so
possi ble to detect not only the key renewal block (KRB) stored in the

menor yreferdte toFie91 RO fiand the pﬁ-g(ggsgﬂiggi ng device itself, but also the key
renewal bl ock (KRB) stored in the nenory of the recording and/or

reproduci ng gyl Sﬁlekgﬁﬁhgifa?g’%c%ﬁb lhmsl‘gﬂﬁeefeﬂ)?ﬁngr i For Bi“g(%d fi t with

that of the encrypti “the co being re uce
encr ypPHEeEYEE el JeHORRHen i 1950 HoEaBrlt ke POBEMENEES 9004 60
renewal bl ock (KRB). .

step S2204. :

At step S2204, the KRB inthe recording and/or reproducing device is recorded
on the recording medium. The program then moves to step S2205. At this step 52205,
it is verified whether or not there is any unneeded KRB on the recording medium. The
unneeded KRB is such a KRB which is not used for eﬁcrypting any contents data
stored on the recording medium, and which is not the latest KRB on the recording
medium. If any such KRB exists, the program moves to step S2206 to erase the KRB
from the recording medium to finish the processing.

If there is no unneedéd KRB at step S22035, the step S2206 is skipped to finish
the processing. Renewal of KRBs in the recording and/or reproducing device,
recording of the new KRB on the recording medium and deletion of the unneeded
KRB from the recording medium may be realized as discussed above.

The processing of recording contents data on the recording medium by the

recording and/or reproducing device shown in Fig. 1 is explained with reference to the



Thus, with the set of information recording and/ or reproQgpgéﬁhgﬁybg@§,
according to the present invention, keys of plural generations or versions
can be-stored in a recording nediumin an environnment where plural key
renewal blocks (KRBs) wth different generations, that is versions, are
used-t oget her. Moreover, when the r%gording and/ or reproduci ng device
accesses a recording nedium a newer "RKey is stored on the recording
nediunh mQLIe %ﬂg latest KRB is stored fromthe recording mediumin the
nenor yIOWCHAR Gidds8di ng and/ or reproduci ng device itsel f, and any unneeded
key is deleted fromthe recording nmedium A recording and/or reproducing
devi ce havi AgstepkSIB (e tles rdcbadingrndiiBepssducing devitdgenaratesdi mgdiaskiyum i s
able to record the new KRB on a recording medium even in case of not

recor diyBgh GRIKRAR1G8Y The &@viwﬁgelthgt%ggésg_ﬁ,tﬁ'b%ﬁfén@@da& atbEn&t§Pred<RB can

be increased. By this”processing, new recording nedia may be stofed in the
recordi ng ,and/ or reptoducin evi ce .gne after, another and, .in rgcording the
ot o, b g s BB ke, 04 U5 55 BE 1BeE, £ SriamitRt e LG by
the | atest KRB stored .then in the recording and/ or reproducing device and
i n t heagcosdantenyithethic above explaationavade grithraferpncade gs 7teddr mawparedi um
was produced at a renote past tinme point, wth the KRB pre-stored on the

r ecor digegl. "EHe ¢hchgited contehe@htn Lk decordetim BB ecsidingdnedivnhe Atethds di ng
and/ or reproducing device is also old, the probability is high that a new

KRB bey; eﬂnea&cr%hggéﬁ&'i&l Q%f‘t' ERRB t&géd g&fgégl\'e/:?eggg @l'a%cgafgéd e6fitentd V- SO,

t he confi guration e present 1nventio a rec Ing systemin
which it ,is 29 tentriﬁr 2004. 61 fect'vellé{&)&ss'ble to,.prevent .illicit
a0 ta¢ & 0

dupl i c5t318R 1860 B, megiy; g et TR6PTHRE SEDPIRA or
st ¢ lgltlnqggr é)rs thgl‘il}glleik%?rf sih%r\]m?gaalé‘ ig,.s7t, tlgetl Ie(I{E? Ergrr;ti(ino (ngegara%io%c)) Fljﬁla{; l?ehrtecorded
in a data management ﬁle in which there is stored the information pertinent to which
data constitutes which title. By the above processing, the encrypted contents data and
the KRB information necessary for reproducing the information may be recorded on
the recording medium.

Meanwhile, in the encryption of contents and storage of the encrypted contents
on the recording medium, encryption and storage of the contents by a newer key may
be promoted by detecting the latest available key renewal block (KRB) from the key
renewal bldcks (KRBs) stored on the recording medium or in the memory of the
recording and/or reproducing device itself and by encrypting the data to be stored in
the recording medium using the encryption key obtained on decrypting the latest
detected available key renewal block (KRB).

The processing of reading out the contents data, recorded as described above,



owner of such data). Moreover, since the present inventi |
configuration in which any unneeded KRB, that is any K H%%%%§%§§Pg¢
encrypting the contents data and which is not the |atest one of the LRBs
stored on the recording nmedium is deleted fromthe recording medium it
I's possible to save the recording capacity of the recording medium In the
above-descri bed enbodi ment, the expl @&ation has been made nmainly in
connection with the instance of using the nedia key as the encrypting key.
Al t er nfioiny ehy, rechediagangdtunn dykehe resveding ayd/oheepiRluciyg desmebas aovast er
key comon to plural information recording devices. The key renewal by the

KRB Meplalil RRNGBRILACE (1@ (ASLIRI bEFiLs42a device key in Lhe same way as
ey. | enbo

a nedi a n the above-describe ment, the key renewal bl ock (KRB)
is renewed ,when sing e.q., the TOC (tabl e-of-~contents f.th

recordi ng n@ﬁisgerﬁ Sﬁ&gﬁ tk‘ﬁgec‘ﬁgm a%‘ffor B%R:Tg’ H‘“t’ﬁé%%%?%%ﬁém}ré%ﬁ H%S%é‘io on

the recording and/ or reproducing device 1910. The key renewal bl ock (KRB)
may al @anl@éam@rbevféthemlg gaocedinigaymetia keyoulvich hag eneipted eentants data pdi nt  of
recording or reproduction. It should be noted that, for protecting the

benef i be edprodace@PYhe 9bksi hefdtio)TtRE KR Bicbriegpunding 13 thé esxpeetiveevi ce
to control the copying.of the contents. That is, for recording the contents

Cont ong SERLLAE oHRtk tiFordthe e NERERIGNah B, 160 R WS Ele  h6s 62

contents that is allowed for copying. Wien the contents recorded on the
r ecor dfi®ig MABAZIRTEA2r epr oduced and output, it is necessary to evade
illicit copying of the output contents at a later tine.

At step S2402, the recording and/or reproducing device finds out such a one of

the KRBs stored on the recording medium and which has the aforementioned version
number (generation ¢) and, using this KRB, generates a media key in accordance with
the procedure explained with reference to Fig.6.

The recording and/or reproducing device at step S2403 reads out the contents
data from the recording medium and dccrybts the data so read out based on the media
key generated as described above.

Meanwhile, in the processing for decrypting the cipher data stored on the
recording medium, it is also possible to detect not only the key reneﬁval biock (KRB)
stored in the memory of the recording and/or reproducing device itself, but also the
key renewal block (KRB) stored in the memory of the recording and/or reproducing
device itself and which has the version number coincident with that of the ehcrypting
key for the contents being reproduced, and to decrypt the cipher data stored in the

recording medium using the encrypting key obtained by decrypting the detected key



The processing of the recording and/or reproducing devi cex®§edréfbek 2004 Whi ch
the contents recorded or reproduced as control is managed as to the
copying of the contents is explained with reference to the flowchart of
Fi.gs.25 and 26. First, in recording the contents of digital signals from
outside on a recording nedium the recording processing in accordance with
the flowhart of Fig.25A takes placé. Here, the recording and/or

repr oduci ng it %Oo,shomm in Fig.l is explained by way of -an exanple.
Wien t Fneviidaek BRB)i gital signals, (digital contents) are fed over
e.g., a, |EEE1394 serial bus to an input output IN 120, the input output

I /F 120 redhueeswitinahei gttel ifonneatibs @cohng landfbe rpprnghring Rievicazyes to
step S2502. At step S2502, the input output I/F 120 verifies whether or not

t he di gi : ' [ i | ' e

cont ent e GO ETERE S EER LK, 1y FL L NP deRb R ol Ferd O e Ord hen
the plaintext contents are fed to the ipput . oytput I/F | t si ng

t he abUVBIREPHGBHEF  an %V%W%ﬁg’ﬂgﬁep%#i Syl Jfﬁ’i"é%sl @%S?or
copying. It is assuned that the recording and/or reproducing device 100
conf or wath diff@eapgeamerations; uhesist hersionec ercsiusey fogetisroMensoweni when ke DTCP.
The DTCP provides for 2-bit EM (Encryption Mde Indicator) as the copying

cont r okddording MdoRatpRIdubhiz 8OFite abtésRes hhrecomlg Medilin, EVhewsr #8Bis B
indicating that a value |ying 29 Septenber 2004 6 ahead of it is a binary

nunmber ind) cnt . R , If
e <StOTRE o thel 8L EHAE Taddifitn, WARICHR IR KB (S BRIEH (ESpte rEOGKERE
copyin No- snorge-copies). . I.f the EM is,10B, it indicates.that it is
o P vethet i 48 e FEEmARY o bectae OB e/ dnproducing degir isselt ad £hE. £
Is 11 B, it indicates that

unneeded key is deleied from the recording medium.

. A recording and/or reproducing devi;:e having a KRB newer than any KRB
stored inthe reéording medium is able to record the new KRB on a recording medium
even in case of not recording contents data, so that the speed of migration of the new
KRB can be increased. By this processing, new recording media may be stored in the
recording and/or reproducing device one after another and, in recording the data, the
data are encrypted and recorded using media keys calculated by the latest KRB stored
theén in the recording and/or reproducing device and in the recording medium, so that,
even granting that the recording mediwm was produced at a remote past time point,
with the KRB pre-stored on the recording ﬁedimn being extrlemely old, or the KRB
stored in the recording and/or reproducing device is also old, the prpbability is high
that a new KRB be used at data recording time, thus assuring higher data security. So,

the configuration of the present invention provides a recording system in which it is



the contents are inhibited for copying (Copy-never). If t | S ~hhg! uded
In a signal supplied to a signal sent to the input out put%%%&%%?bgﬁd t he

EM is Copy-freely or Copy-one-generation, the contents are verified to be
al,l oned for copying. If the EM is No-nore copies or Copy-never, the
contents are verified to be not allowed for copying. If the contents are
verified at step S2502 to be not alldved for copying, the steps S2503 to
S2504 are skipped to finish the recording processing. So, the contents are

not reefifedtiselyrpdssitde caprevent ilﬁeitrd@PﬁbﬁﬁicﬁlgoﬁE@Halpfbﬂ&tedB copySERD shelp02,
the contents are determned to be all owed for copying, the " program noves

to steps 4S9 r i I . . of

F} g. 2Aa§ he{l_ ﬁp{égrﬁfﬁge@ﬁgﬁﬁ cart?l_] azttlgpdslﬂ)@féﬁ%ﬁ{a gﬁlgggﬁﬁéllzﬁ%gf&? éf%{%%f%%?gzesz i ng
o] encr ely) cryption processing.neans Is carri oyt an

the T e%’h‘ﬁérﬁ’ S“gﬁéﬁeﬂﬁt 3@0@8 Plarftac Hf%i“élg HEENERNPIPY dlic‘riglff@mw 195 to
finish the recording processing. Meanwhile, the EM is contained in the

di gi t aimn Sihgelanny sumeeded KRB} that i puy KRB e msed fa2 enanygtingtthe coheemds gi t al
contents are recorded, the EM, or the information indicating the copying

cont r olhtagh b ivhii¢h isafotdRe $atk b QM i
Sept enber 2004 64  DICP, e SR d R ?r%e@ftﬂ% I?%r%%?tala@ldﬁ?ems.

By and i Lon-i ndi.cati na. the Copy-one-generatian i
recor d(ei%i@&%ﬁrgmglg n@é@@%h}e@f‘ﬂﬂr\m%?%%@S o9 gasvegtﬁg ﬁf’%%’%mﬁ Ca(p(?cgp’ |°5\\7$J“? or
further copying. ,In recording the contents of the anal og signals from
out si d&cqﬁ’}é‘gﬂg@éw-ng processing in accordance with the flowchart of
Fig.25B is {)erformad. The processing :

n the above-described embodiment, the explanation has been made mainly in

connection with the instance of using the media key as the encrypting key.

- Altematively, the encrypting key renewed by the KRB may also be a master key
common to plural information recordihg devices. The key renewal by the KRB may
also be applied to a master key or a device key in the same way as a media key.

In the above-described embodiment, the key renewal block (KRB) is renewed
when accessing e.g., the TOC (table-of-contents) of the recording medium at a time
point of loading the recording medium 1920 on the recording and/or reproducing
device 1910. The key renewal block (KRB) may also be renewed when accessing the

-recording medium at a time point of recording or reproduction.

It should be noted that, for protecting the benefit of the copyright owner of
contents, it is up to a licenced device to control the cépying of the contents.

That is, for recording the contents on the recording fnedium, it is necessary to

check whether or not the contents is allowed for copying and to record only the



of Fig. 25b is now explained. Wen the contents of anal ogE§gRahser0802l 09
contents) are sent to the input output |I/F 140, the input/output I/F 140
at step 52511 receives the analog contents and proceeds to step S2512 to
verify whether or not the so received analog contents are allowed for
copying. The processing of check at step 52512 is perforned based on

whet her or not a nacro-vision signalﬁ%r a Cavs- A (Copy Ceneration
Managenment System Anal og signal is included in the signal received by the
i nput / ceangentsithat sadlovieafori eopyinge Vékemthevéaitentssiegorded an the hecordingnal
which, if recorded on a video cassette tape of the VHS system proves a

noi se. rhbdiune Ere%ie?ﬂ?dudeg ahdl %httﬂﬁ Git ishdcB§sasy B adeSTRIMESD g bPhe out ut

i nput/output I/F t he anal’og contents are verified té bé not al

for copy, the CGVB- A signal denotes the CAVs signal used in
copyi ng O@E%WP@I ]ﬁgefﬁ%‘?tm signals and which is applied to the copying

control of the anal og nals. The A signal denotes that the contents
are Copy- frel%hemsmgo %srréwximgmd/oaqwoqimg deviegof Fig. 1anavhechthea
signal is included in the signal received by an input/output 1/F 140, and

t he CO\dmtersisgrabrdtehot esprodoyed healontl i€apanayed- genenthei pyinpef2the
Sept enber 2004 65 analog contents are verified to be allowed for copying.

1T the (e 1§b knéife\@ﬁﬁ?éfcrgfdy M owdifit 6??1%%%2{3&@'65 are verified

to be not al or copyi ng no macro VI Si on nor CQGVG- A signal
I s containe thelnut/ ut pu theaalo l.qnal s are erlfled
to be allo dr#%in Frsiopiing B¢ Bilents,oF gl i€ BBl Qylifd Fovp B Sortie,

52512 not _to be allowed for copying, the steﬁs S2513 to S2516 are Skl pped
to ter inadiuan.ithe reeerding pigcpsvng i perprdance with the flowchart of Fig.25A takes

place. Here, the recording and/or reproducing unit 100 shown in Fig.1 is explained by
way of an example. When the contents of digital signals, (digital contents) are fed
over e.g., a, IEEE1394 serial bus to an input output I/F 120, the input output I/F 120
receives the digital contents at S2501. The program then moves to step S2502.

At step S2502, the input output I/F 120 verifies whether or not the digital
contents received is allowed for copying, That is, if the contents received by the input
output I/F 120 are not encrypted, (as when the plaintext contents are fed to the input

~ output I/F 120 without using the above-mentioned DTCP), the contents are verified
to be allowed for copying.

It is assumed that the recording and/or reproducing device 100 conforms to
DTCP and executes the processing in accordance with the DTCP. The DTCP
provides for 2-bit EMI (Encryption Mode Indicator) as the copying controlling

information for controlling the copying. If EMI is 00B, B indicating that a value lying



Thus, in this case, no contents are recorded on the recor4 | 195.
If it is verified at step S2512 that the anal og contents %g%ﬁﬁﬁﬁﬁggpgted
for copying, the program noves to step 52513. In the steps 52513 to 52516,
the processing simlar to that at steps S222 to S225 of Fig. 2B is
perfornmed, whereby the contents are converted into digital data, MPEG
encoded, decrypted and recorded on &he recording nediumto conplete the
recordi ng processing. If, in case the CGV5-A signals are included in the

anal ogiplsast i€ 895U hilber, 1Fe BN LA BY ! e Yiflerk DSreTaodragt ent s

are to be e recéording I um -A signals are”al so

recordegd on t ording.nediu l,n this ase, the informtdo
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No- nore-copies to prohibit further copying and recorded in this form This,
howev e¢Qpyiing idio-wwire-dopiesy  rlfl thei ENdespl@g, itningdicages dpatniti isalkavaed dor " The
Copy- one- generation copy control infonnation is recorded w thout

converggping enlhiomEe | EopyRieSfoncbation )s wihdfshself tas ENOFigUN B, ¢oipidesites thht t he
contents recorded on a recording medium are reproduced and out put as 29

Sept e 3R FLoBIE Tt Qe eL ooy, (e feproduerng T
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carried out, whereby the encrypted contents read out fromthe recording

medi unl 0% anddbdEMbys Copy-dresty pt Copyponegesiragomehe songmts ora verifiedeo

decrypted digital contents are sent over the -bus 110 to the input/out put

| /'F 128 allowed for copying. If the EMI is No-more copies or Copy-never, the contents are
verified to be not allowed for copying.

If the contents are verified at step S2502 to be not allowed for copying, the
steps S2503 to S2504 are skipped to finish the recording processing. So, the contents
arenot recorded in tlﬁs case on the recording medium 10.

If, at step $2502, the contents are determined to be allowed for copying, the
program moves to step S2503. The processing similar to that at steps S202 and S203
of Fig.2 A then is carried out at steps $2503 to S2504. That is, the processing of
encryption by the encryption processing means 150 is carried out and the resulting
encrypted contents are recorded on a recording medium 195 to finish the recording
processing.

Meanwhile, the EMI is contained in the digital signals supplied to the input
output I/F 120 and, when the digital contents are recorded, the EMI, or the information

indicating the copying controlling state, as does the EMI, such as embedded CClin the



The input/output I/F 120 at step S2603 checks whether or poteftlighdizgns a
contents supplied thereto is allowed for copying subsequently. That is, if,
for exanple, the EM, or the information indicating the copying
controlling state (copying controlling information) as does the EM, is
not contained in the digital contents sent to the input/output I/F 120,
the contents are determ ned to be al |%wed for copying subsequently. If the
copyin%écont[olling i nfonnati on, such as EM, is contained in the digital
cont ent3TERp alsa recordnd along withuhe digital contmtsthat is if EM is recorded

I n accordance wth the DTCP standard during contents recording, and the

EM (recor d@i i larks, thedforidaRnyindidagingaht €us/-ane-geatritivnne det orded
al l owed for copying subsequently. If the EM is No-nobre copies, the

conten ta?tﬁ? rc%ng&.ts%fﬁﬁ ﬁ%ﬁqr%gcoﬁqs%dcﬂvﬁ%&% a?]%@%’l g&g{,i\hrﬁ}ég gﬁﬂgfg{g lj)é d By and

| ar ge, e copying co ormation, Suc IS
not Copy-one-Ceneration nor Copying-never. The reason is.that the EM of

t he cOpy-oﬁe-rsé Bgithe contenth of the ana ﬁgnabcﬁpm ﬁb\tﬁlqlﬁaot%ﬂcﬁeﬁer DEopi es,
whi |l st the 29 Septenmber 2004 67 digital contents having the EM of

Copy- ngwecesaing inatccordamcd edthothet fhewclearoo fiF g2 5 Besiperforiied. sTheé pranessingi s not
valid if arule is adopted in a systemwhich states: "The '

copy- OREFYLN8had h ) ) B iofAnhD rs@@t?d]@' aldg diiént§ paveer si on
to No- nnf?%- cgg{? egﬁe%g%xﬂgﬁmgﬁgsﬁl\%ﬁmrg copi egs". If%at éstep 52}6)303,. t he
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digital .contents to outside_to termninate the reproducin [ ocessi ng.
J analog contents and proceeds to step r§25 15 to verify whether or ot the so recefved

- analog contents are allowed for copying.

The processing of check at step S2512 is performed based on whether or not a
macro-vision signal or a CGMS-A (Copy Generation Management System-Analog)
signal is included in the signal received by the input/output I/F 140. That is, the macro-
vision signal is such a signal which, if recorded on a video cassette tape of the VHS
system, proves a noise. If such signal is included in the signal received by the
input/output I/F 140, the analog contents are verified to be not allowed for copying.

Moreover, the CGMS-A signal denotes the CGMS signal used in copying
controlling digital signals and which is applied to the copying control of the analog
signals. The CGMS-A signal denotes that the contents are Copy-free, 'Copy-one-
generation or Copy-never.

Thus, if the CGMS- A signal is included in the signal received by an input/output

I/F 140, and the CGMS-A signal denotes Copy-freely or Copy-one-generation, the



If, at step S2603, the contents are found to be allowed f C I n
subsequently, the program noves to step S2605 where the:?%%%gﬁxh%%094lT
120 outputs the digital contents to outside in such a foramas to prohibit
its subsequent copying, in accordance wth the DICP standard, to term nate
t he reproduci ng processing. That is, if, for exanple, the copying
controlling information, such as recasded EM, is No-nore copies, or if in
a given system there is set a rule running: "the Copy- one-generation copy

cont r OhhélBgtdgéﬁ%Hst d Pificd fo%lﬂﬁ?ed‘fdr%ﬂ%iﬁﬂ@@ Y S SCOMBCANRn ATdEROREPI €S

but is tre -nore coples” and the recorded under this
condition i s Copy-one-generation, t. ont ent. s ar.e t al d for further
copyi n .Opgél}e‘fq{eﬁ?erﬂﬂhg%ﬁlgﬂas qre I’l’eﬁl%dgf)?@&(g %@e‘f #ﬁoc,raq%pﬁ ient i cati on
with respect to counterpart devices, in accordance with the DT
standards. If nomacrotmisionsignal ner &{GMeudrsgnalds gentained Hetheg MPEHEUHWE ce
conformng to the DICP standard, the digital contents are encrypted and

out put Iim] 4 thelapald dgalk aké Qerifibd th de ik forcepgirged on the recording
medi um are reproduced and out put to 29 Septenber 2004 68 outside as anal og
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52611 to 52614, the essi sim/lar o that at .steps 21 to S324 of
Fig. 3BOPY¥INget &9tRBES25 Thi §?§fﬁ pFSKIPRESbR tergnats the B%Ofﬂcfﬂ@@f&s%%‘%g and
D/ A conversion of the encrypted contents are carried out. The resulting
anal og Thms; antlss aase, necwimvents aye tdvordedon feerenerding |mednon 185. st ep 52615,
the input/output I/F 140 is verified as to whether or not the contents
suppl i ed ther et gs sbfifiedadt! fep SPS19URRe the BhakpPybigntsare avamtlbwed fort he

copying, the program moves to step S2513. In the steps S2513 to S2516, the
processing similar to that at steps $222 to $225 of Fig. 2B is performed, whereby the
contents are converted into digital data, MPEG encoded, decrypted and recorded oﬁ
the recording medium to complete the recording processing.

If, in case the CGMS-A signals are included in the analog signals received by -
the input/output I/F 140, the analog contents are to be recorded on the recording
medium, the CGMS-A signals are also recorded on the recording medium. In this
case, the information representing the Copy-one-generation is converted, by and large,
into No-more-copies to prohibit further copying and recorded in this form. This,
hov;.rever, is not valid if a rule is adopted in a system which states: “The Copy-one-
generation copy control information is recorded without conversion to No-more-
copies, but is handled as No-more copies”.

If the contents recorded on a recording medium are reproduced and output as



copying controlling information, such as EM, is not co-rgegesadbérdrobhe
recorded contents, the contents are determ ned to be enabled for copying
subsequently. If, during recording of contents, the copying controlling

i formati on, such as EM, is recorded during recording of contents in
accordance wth, for exanple, the DICP standard, and the information is
Copy-free, the contents are deternind® to be enabled for further copyi ng.
On the other band, if, for exanple, the copying controlling information,
such digital covntertsero outsidep the reprodpicitg poocdsking in sacgovdancey sitnthe her e
Is set a rule running: "the Copy-one-generation copy controlling

i nf or milovthas of §GL G idpériemhed.C IheehiRicessih® ofdFiFIER, ¢PRbRSeplhined.

treated as No-nore copies” and the EM recorde under this condition is

d

Copy- oge- (i t og. C . s ] f | owed
Fortuf Bt sai Tl o (b SR P Pioh e Rt o S Rler A fES3 %y P
anal og ntents supplied 29 Septenber 2004 4 69 to the.inpyt/output I/F
140, seiﬁlg-h"’a‘%;s eatFied gut. wehareby the engrypted sioptsnts readeuicepr. the 18eHURE ar e
recorded along with the contents, with the CAGVs- A signal s being Copy-

f r eel ymedmmaisadagdeddnatie arrypliete procsdinguinsansié66isp that biee eleabyipted f or
copying. If the CQGAV5-A signals are Copy-never, the anal og contents are

det ennypgehl tonbteAAPLGH Mft11§&&vimt§ﬂmﬁguﬁaaw IJF 12@t step 52615, the

contents are determned to be enabled for copying subsequently, the

o 00 A gy oS ERTAPI AL 43 A0 SRS 0 It e

rept Odggétie?l?s supplied thereto is allowed for copying subsequently. That s, if, for example,
the EMI, or the information indicating the copying controlling state (copying
coniro]l:ihg information) as does the EMI, is not contained in the digital contents sent
to the input/output I/F 120, the contents are determined to be allowed for copying
subsequently.

If the copying controlling information, such as EMI, is contained in the digital
contents supplied to the input/output I/F 120, that is if EMI is recorded in accordance
with the DTCP standard during contents recording, and the EMI (recorded EMI) is
Copy-freely, the contents are determined to be allowed for copying subsequently. If
the EMI1s No-mofe copies, the contents are determined not to be allowed for copying
subsequently.

By and large, the copying controlling information, such as EMI, as recorded,

is not Copy-one-Generation nor Copying-never. The reason is that the EMI of the

Copy-one-generation is converted during recording into No-more-copies, whilst the



processing. On the other hand, if, at step 52615, the cor%gaélé SRS 2004
determ ned not to be enabled for copying subsequently, tTHe program noves
to step S2617 where the input/output I/F 140 outputs the anal og contents in
a manner of not allow ng for subsequent copying to termnate the
reproduction processing. That is, if, for exanple, the copying controlling
I nformati on, such as recorded EM, B§ No-nore copies, or if, in a given
system there is set a rule running: "the Copy- one-generation copy

control i. i nformation J,s orded without conyersign.to - I q:. copi es
bur 1 <t contetts Raving: e BECes Coniiriaiar ast SO db S ot M ERRRE D Fon,
such as EM, recorded under this condition, is_ Copy-one-generation, the
cont enmedim. Fhis, hbwewex; is not validiifisruledp gdopted Sva system whiphy Sakesut The F 140
appends e.g., macro-vision signals or CGVs-A signals indicating Copy-never

to t hegghrbons-gensiaion dopydehivl iffopmaesn lid fgrerdédwithsut corSieontterilesr 2004
70 outside. IT the - A signals recorded are Copy-never, the contents

are no 1 r conyi . S0, the input/output I/F 4 outputs
the co Oglﬁtc?ﬁ?eg’ Bhffs'iﬂgfgeagg%)g V\nb{&%plae?al og contents, after converting the
CGVB- A signals to Copy-nhever. By recording or reprodugin tents.as the
contents argé(f’érﬁtﬁblslpi@%cﬁﬁec‘i%wwg,ama e E@lﬂfﬁdbghgﬁb@b@,ge‘gﬁg}'sc%é’% ble to
prevent the copying outside the range allowed for the contents (illicit

copyi ngybsedjnentiiytheprgsaminbeksse gteprds Odiwlnre the inpnt/ontputdd” b0 evipwésl not

only by hardware but also by software. For exanple, although the _
encry piHeOfigha PEGREhitdo SRS t%%ﬂﬂ%te%e&éﬁﬁlﬁlﬁﬂlg’iﬁr&%giﬁgl i ng/ decrypting

LSI, it may al so be arranged by

If, at step S2603, the contents are found to be allowed for copying subsequently,
the program moves to step $2605 where the input/output I/F 120 outputs the digital
contents to outside in such a form as to prohibit its subsequent copying, in accordance
with the DTCP standard, to terminate the reproducing processing.

That is, if, for example, the copying controlling information, such as recorded
EMI, is No-more copies, or if in a given system, there is set a rule running: “the Copy-
one-generation copy controlling information is recorded without conversion to No-
more-copies but is treated as No-more copiés” and the EMI recorded under this
condition is Copy-one-~generation, the contents are not allowed for further co.pying.

So, the input/output I/F 120 effects reciprocal authentication with respect to
counterpart devices, in accordance with the DTCP standards. If the counterpart is an
authentic dévice, herein the device conforming to the DTCP standard, the digitgl

contents are encrypted and output in this form to outside.

If the contents recorded on the recording medium are reproduced and output to



a configuration in which the programis executed by a gengs gépt&Hb&0904
conputer or a one-chip mcro.-conputer. If this sequence of processing
operations are executed by software, the programform ng the software is
install ed on a general -purpose conputer or a one-chip m cro-conputer.
Fig.27 shows an illustrative structure of an enbodi nent of a conmputer on
which is installed the program executBng. the above-descri bed sequence of
operations. The program rmay be pre-recorded on the hard disc 2705 or on the

ROM 27Bﬁtsi&§a§aﬂ£6§%hfeﬂt§]%ﬁé Hiprohédion ?i&e@sﬁgmlf@:ﬁm@ toahedldwellart t he
program may be transiently or permanently stored (recorded) in a renovable

recor di_ng-: hum 2710 h_as a.flo S € . ' ead
oniy. mekEigTen Epefanned ofiepiReding PR S48 b ol sRPAnGERE b LS 2FLE T2,
magnetic_disc or on a sem cgonductor nenory.. Such re _vagl e recording
medi unt@32014nthe precespiagsiminstothanat Sée%S%bl ekt igpgBas pey plwﬂl ed
package software. Meanwhile, the program may be installed on a conputer

f rom t Mhaskothe readuiiti dngdptiemIRBERdscedagandDrd donverdicilof theanstyptedd over
a radio patﬁ to the conputer froma downl oading site via an artificial

satel | pheieharad gg}rgﬁzzfeo@am %a’rﬁatﬁﬁlgbf{r@?(ggg@ﬁsﬂeﬁ&,mﬁfe&wm fHeStpliGobipat

conput ef over a ca hrou suc as I nternet. The conputer
i s abl @Ftﬁ@ecei ve the so transferred- programby a conmmunication unit .

2708 t O ‘all the programon a built-in hard disc 2705. The conmputer has
a built-in CPU (central processing unit). To the CPU 2702 .is .connected an

i nput / out puiAtistep 824458, tieimputioutpus Ik d40751venified, ag senvelarthes or metthe
contents supplied thereto are enabled for subsequent copying. For example, if the
copying controlling information, such as EMI, is not co-recorded in the recorded
contents, -thé contents are determined to be enabled for copying subsequently.

If, during recording of contents, the copying controlling information, such as
EMLI, is recorded during recording of contents in acobrdance with, for example, the
DTCP standard, and the information is Copy-free, the contents are determined to be
enabled for further copyiﬁg.

On the other hand, if, for example, the copying controlling information, such
as recorded EMI, is No-more copies, or if, in a given system, there is set a rule
Mng: “the Copy-one-generation copy controlling information is recorded without
conversion to No-more-copies but is treated as No-more copies” and the EMIrecorded
under this condition is Copy-one-generation, the analog contents are determined to be
not allowed for further copying.

For example, if the CGMS-A signals are contained in analog contents supplied



by a user acting on the input unit 2707, such as a keybo ,
through the input/output interface 2711, the program stgérgg%%’t?\rﬂ?%gﬁ%\/l

(read-pnly nmenory) 2703 is executed accordingly. Alternatively, the CPU

2702 loads a program stored in the hard disc 2705, a programtransferred
from"a satellite or a network, received by a communi cation unit 2708 and
installed on the hard disc 2705, or program read out fromthe renovabl e
recordi ng medi um 21. 10 | oaded on a drive 2709 so as to be installed on the

hard dj sg .270 on M andem. acgess [ f tAl on.
Thus, S eaB B R TIA Eheh D BUBE R cORMRE b cfftths afe CHFE™A
described flowchart, or in accordance with the configuration of the bl ock
di agr asignalssee reenrded elang with thepontents: with ghe QGMS—&%@% §INESAPYs vi a
e.g., input/output interface 2711 froman output unit 2706 formed e.g., by

an LCOfrebiyathehnaloisdighald Arednesnied subStueatlydo bpeashledforcomungddther , for

“transm ssion fromthe conmmunication unit 2708 or recording on the hard

disc 2 gl t ' 1§ d ' t

pr ocesSRISLh SR dtplCor hfor Mnaldk dofert SRtenREU 1o BELAMIATE
out ‘a variety of roaessing operations are not necessarily processed
chrono?%@ﬂ@&ﬁpgﬂi CH"¥equence stated in the flowchart, but the processing
al so may include processing carried out in parallel or batch-w se, ;such as
paral | el prH;essitey S2615; she contaptharardaseimamed tohbe mnaglednipacapying
processed by one conputer or by a plural nunber of conputers in a

di st r i SuleeuéiNitheprobtEmith O30S 20 15avheretheinpueougshtIF Mlidirexidyut ed
by a renote conputer. '
outputs the analog signals, supplied thereto, by way of terminating the reproduction
processing.

On.the other hand, if, at step S2615, the contents are determined not to be
enabled for copying subsequently, the program moves to step S2617 where the
input/output I/F 140 outputs the analog contents in a manner of not allowing .for
subsequent copying to terminate the reproduction processing.

That is, if, for example, the copying controlling information, such as recorded
EM], is No-more copies, or if, in a given system, there is set a rule running: “the Copy-
one-generation copy controlling information is recorded without conversion to No-
more-copies but is treated as No-more copies” and the copying controiling
information, such as EMI, recorded under this condition, is Copy-one-generation, the
contents are not allowed for further copying.

So, the input/output I/F 140 appends e.g., macro-vision signals or CGMS-A

signals indicating Copy-never to the analog signals to output the resulting signals to



In the present enbodi nent, the description has been made JBSdpiemie 2004

I nstance in which the block for encrypting/decrypting the contents is
formed-by a one chip encrypting/decrypting LSI: However, the contents
encrypting/ decrypting block may also be realized by one software nodul e
executed by the CPU 170 shown in Fig.1l. The present invention has so far
been el ucidated with reference to ceain preferred enbodinents. It is
however apparent that the present invention can be nodified by the skilled

art i sapufaids AFHIRSCCMS A sigHbRrbéordedaraCopracenbtici comtsts are hotallavwes scope
not departing fromthe purport of the invention. That is, the present

i nvent kone has _been. di ' ' | td ehistde, alshghence
the. scbpausftier RBVisie SR bl P BGRBLTAP bolicrieSid Sbishfe Bthe
clainms wi thoyt being construed 29 Sept 2004 .73 in . a limting fashion.
| ndust Wilth anglpg centsints, after ﬁoﬂﬁ‘@t%‘ﬁ§ﬁ%ﬁe@g”ﬁeslg?ﬁlﬁgﬁ’r@pé’ﬁm?‘ée&or di ng and/ or
repr oduci ng devi ces, according to the present invention, the key renewal
bl ocks ( KRBB)y rbestiditg; rirepaiducitigf domtents agthesonténsnarcaantralled ionsopmnghe

stored on the recording nmedium while the |atest key renewal block (KRB)

can bead kRl A, R10pERiBI 18 pREVERE thd dopys outeiad dorrangedllowed for
ev Int

r epr oduci ng Ice. In e processing of storing contents on a recording
medi u t he | a%se@g. sabl mne of a plural nunber of KRBs stored in the
meror y Ut COHEN{SIUCH; /or reproducing device and on the recording
mediumis detected, and_an encryption key, such gs a di keﬁ gj S
acquired fr diketshoveadessnibrmequentengt ppRIabgns Ay Pefer REGP yk]@{/, t he
contents are encrypted and newly stored i .
hardware but also by software. For example, although the encryption processing
means 150 may be arranged as encrypting/decrypting LSI, it may also be arranged by
a configuration in which the program is executed by a general-purpose computer or a
one-chip micro-computer. If this sequence of processing operations are executed by
" software, the program forming the software is installed on a general-purpose computer
or a one-chip micro-computer. Fig.27 shows an illustrative structure of an embodiment
of a computer on which is installed the program executing the above-described
sequence of operations.
The program may be pre-recorded on the hard disc 2705 or on the ROM 2703
as a recording medium built into a computer. Alternatively, the program may be
transiently or permanently stored (recorded) in a removable recording medium 27 10,
such as a floppy disc, CD-ROM (compact disc read only memory), MO (magneto

optical} disc, DVD (digital versatile disc), a magnetic disc or on a semiconductor

memory. Such removable recording medium 2710 may also be furnished as a so-



on the recording nmedium The key renewal bl ock (KRB) mhicﬂgaﬁﬁmﬁgg%b@gd
e.g., the nedia key used for encrypting the contents is new'y stored on
the recording nedium So, in newy recording the contents on the recording
medi um encryption is perforned using the nedia key cal cul ated based on a
newer KRB. Thus, if the KRB of the old version used in contents encryption
at the tine of manufacture of the regordi ng nedi um has been recorded on
the recording nmedium the KRB of a newer version, issued as the illicit
_equi pnme IS Pevoke whereby the encrypted contents acquired fromthe KRB
of the 4R C-can be acquired solely by the authorized equi pnent
can subsequently be stored in the rerrding medium th engbl i t he
el i mi nat i onMsenwddley phe prognem mayr beuastalad p @r@lﬂ@%kgﬁoggﬂg‘ea[i}g%er 2004
74 equipnent. in the systemof the information recording and/or
r epr oduehtigneétd véiaesableaeosdimg nieditihe Tl seansmitted mivieon, radiogatst thel y new
recordi ng nedia may be store I n the recording and/ or reproduci ng device

one a dée Bﬁ'f%?tﬁlgﬁl Qngﬂvev)i}gbagdgrﬁg Eﬁg?glgt %15 egﬁfgl%fal {NElIHe Bradi@al Ghydligd an

recor sing nedia atest KRB stored then in the
recordi ng ,and/ or reproduci evice and in the.recordi medi u sq that,
even 39@%@%&5%9{ tianamy e oyt P RRRIER P Ve ﬁ@ﬁﬁﬁ@&%ﬁ%ﬂ?@%& PEY tine
point, with the KRB pre-stored on the recording nedium being extrenely old,
the msobatsindtt y The bowputdrats ablecto kRBive theetp dransbered oMLY ite, so
that the contents nmay be encrypted using an encrypting key of a newer

ver si Giomsniddtoncenit 208 ab imNiall e progrpmesed builove hhiddisprdiides a

recording systemin which it is effectively possible

The computer has a built-in CPU (central processing unit). To the CPU 2702
is connected an input/output interface 2711, over a bus 2701. If a command is input
by a user acting on the input unit 2707, such as a keyboard or a mouse, through the
input/output interface 2711, the program stored in the ROM (read-only memory) 2703
1s executed accordingly. |

Alternatively, the CPU 2702 loads a program, stored in the hard disc 2705, a
program transferred from % satellite or a network, received by a communication unit
2708 aﬁd installed on the hard disc 2705, or a program read out from the removable
recording medium 2110 loaded on a drive 2709 so as to be installed on the hard disc
2705, on the RAM (random access memory) 2704, for execution.

Thus, the CPU 2702 performs the processing conforming to the above-
described flowchart, or in accordance with the configuration of the block diagram

described above. The CPU 2702 outputs the processed results via e.g., input/output

interface 2711 from an output unit 2706 formed e.g., by an LCD (liquid crystal



to prevent illicit duplication and propagation of data prgjgﬁﬁggm9n004
copyright, such as notion pictures or nusic, for exanple, duplication

agai nst the intention of a copyright owner. Wth the systemof the

i nf ormati on recordi ng and/ or reproduci ng devices, according to the present
I nvention, as described above, the keys of plural generations and
different versions can be stored on the recordi ng nedium such that, when
the device accesses the recording nedium a newer key may be stored on the

recor d&i@ﬁlﬁi%@r ﬂoﬁrsggégﬁi ﬁgﬁﬁgﬁ@nﬂﬁoﬁt ﬂbﬁﬁ ti¢ eBihEnic866A Ao 2788ligim t o

t he nmeno or reproducli ng device itself and noreover
an unneeded key [s, delet fromthe recording nedium The recordi ng and/ or
r epr odtvéP 8@@ﬂ%€hﬁ5$ﬂﬁﬁ%g@58eptenber 2004 4 75 a KRB newer than any KRB
stored on the recording mediumis able to record the new KRB on the
recordi ng nkdhowhddeanted thatyin ¢ predentspesifinatione therpregessmgsteppstatinged of
m gration of new KRB is increased such that progressively new KRBs are

st or ediRhrbpfh GEQEREbr NG ESRphRR 16 drky it dendiriety ofMprovevsing operatides
recordi ng, gfa%ta isglgéncrypt ed aﬁd recoruggd usi ng theﬁ?rfedi a key cal cul ated by

the |l atest ., KRB stored on recor-dimg: i L gt | d/ or
repr odd&EHT, n%cg@ﬁ%rély p%%??é?& g@é)ﬁl%hg%“}% g%ﬁglghgé Sr% |du1ﬁ1ﬁl\/\é/a§8g{cogﬁg%@nat a
renote past tipge point, wifh the KRB pre-stored on.the recprding di um
boi ng RmTesessNEHAlE0 My NGl demIoeeSIEL TR 19 B%%\“&Pﬂfgb%ﬁgﬂ&ser duci ng
device is also old, the probability is high that a new KRB is used at data
r ecor dasyparallekprdcessing es procegsingdhean sbyaeti ty of the encrypted data.

The program may be processed by one computer or by a plural number of
computers in a distributed fashion. The program may also be transferred to and
executed by a remote computer.

In the present embodiment, the description has been made mainly on an
instance in which the block for encrypting/decrypting the contents is formed by a one~
chip encrypting/decrypting LSI. However, the contents encrypting/decrypting block
may also be realized by one software module executed by the CPU 170 shown in
Fig.1.

The present invention has so far been elucidated with reference to certain
preferred embodiments. It is however apparent that the present invention can be
modified by the skilled artisan by correction or substitution of the embodiments within
the scope not departing from the purport of the invention. That is, the present
iﬁ_vention has been disclosed in the perspective of illustration and hence the scope of

the present invention should be defined in light of the claims without being construed




Therefore, with the configuration of the present inventi
recording systemnay be constructed in which the illici ?jbd%ﬁ{%e?izg%
(duplieation against the intention of the copyright owner) of data
protected by copyright, such as notion pictures or nusic, maybe prohibited
effectively. Mreover, unneeded KRBs on the recording nedium that is the
KRBs not used for encrypting the conf®nts data and which are not the

| at est one of the KRBs on the recording nedium are erased fromthe

recordj J}I]m | ioh hus saving the recording capacity of the recording
medi u%hrkg gﬁ?ﬁ%ﬁé‘? 2004 Y 76 CLAIMS 1. An information recordi ng device

for recordin he.i nf.ormati on on a recording nedium conprising: nenory
nmeans quﬁlstféﬂqd'ﬁﬁigl%%ﬂb‘ae key unique to each node of a hierarchical tree
structure having a plural nunber of_ such informatjon rec%;}gi n rﬁideVi ces,
operating al thesystem aef the |Tafgrmesiony seearding aB4(er TS 98 VEESr di ng
device, said nenory neans also holding a key renewal bl ock fornmed as

r enewahcdeRilingt @F A0S peédent inamtion abt deysiengwal bledst (KRBsphaving pbirel key
and the | eaf key; and encryption neans for decrypting the key renewal bl ock

? ﬁc ; g?@ﬁf%%g%frj%%{é?%tgéns émérsgﬂﬁ é;% He' @RS K5y rdRedingane &iin kekilpthy i ded

. 1 recordin evice to calculate an~encrypting key used
roans. BRSS! ieperiad bats (KBERcoart bF dakem oSE M PRufF dh T @bl AEERLE" R
o st mmcondingadion oo dsingdeice. T the processing of storing confents SR ' "9
recording medium, the latest usabie one of a plural number of KRBs stored in the
memory of the recording and/or reproducing device and on the recording medium is
detected, and an encryption key, such as a media key, is acquired from the latest KRB.
Using the so acquired latest media key, the contents are encrypted and newly stored
on the recording medium. The key renewal block (KRB) which has acquired e.g., the
media k.ey used for encrypting the contents is newly stored on the recording medium.
So, in newly recording the.contentsl on the recording medium, encryption is performed
using the media key calculated based on a newer KRB.
Thus, if the KRB of the old version used in contents encryption at the time of
manufacture of the recording medium has been recorded on the recording medium, the
KRB of a newer version, issued as the illicit equipment is revoked, whereby the
encrypted contents acquired from the KRB of the new version that can be acquired

solely by the authorized equipment can subsequently be stored in the recording

medium, thus enabling the elimination of decryption and reproduction by the revoked



recordi ng nmedium the | atest usable key renewal block fr

bl ocks stored in said recording nmediumand fromthe keyogiﬁﬁﬁgﬁﬁﬁﬁggi
storedsin said nmenory neans of the information recording device itself,

sai d' encryption neans encrypting the data to be stored on said recording
medi um usi ng the encrypting key obtained on decrypting the detected | atest
usabl e key renewal block. 2. The inf@4nmation recording device according to
claiml1l wherein said encrypting key is one of a naster key common to the
pluraltbgﬁg{gﬁtlon recordi ng devices, a device 29 Septenber 2004 77 key
unlque ach information recording device and a nedia key set so as to be

uni que to each, i nformati recardi I evesayt di ng
devi ce accofithg %@t‘?ﬂla’?ﬁgh g %@%§&§@n§ -H?%n Eélg{:d(?)j'régligrzg device is
configured for executing the processing of witing.the test ﬁ%gﬁg‘i one
of t headaeydingriowhs phdsenkinventorIORIESaINPLY BEWIEP “H%H?

renewal block stored in the nenory neans of the information recording

devi ce; d%ﬁé {,(o %&lﬁi/cf Mhdiﬁ% dedics onk aftenseotheand iescording the datp,
renewa he key renewal block stored in the nenory neans of t he

i nfor recordl I biahevatesb KRR i s
not asnﬁﬁf“eg B &G© &ﬁ?ﬁ%@g‘g ISE&JS %@EEE%T%@%#%?%UM I’eeSCOI’dI ng
device according to claim1 erein ald i nf or r eis
conf i giosed flem BxibearroRin “@pseg%rg g dGapd Tid A s REPEAhEmaRHkES |2
of the key renewal bl ocks stored on said recordin dg ngdl um an t he k

r enewako thdtpewers pramihg that the recomsting medianovas produce raFrﬁtrPHW ¢ Dast

device itself, on the recording nedium in case the |atest usable ke

renevay, bl OGHeH thd mg*e-_rs%l%\_ﬂ&in ﬂl@fé@ordﬁxgrmddmnthemgrem;nqhéaﬂé,me t he
i nfor tloh recording device itself and the | atest
probability is high that a new KRB is used at data recording time, so that the contents
may be encrypted using an encrypting key of a newer version. So, the configuration
of the present invention provides a recording system in which it is effectively possible
‘to prevent illicit ‘duplication and propagation of data protected by copyright, such as
motion pictures or music, for example, duplication against the intention of a copyright
owner.

With the system of the information recording and/or reproducing devices,
according to the present invention, as described above, the keys of plural generations
and different versions can be stored on the recording medium, such that, when the
device accesses the recording medium, a newer key may be stored on the recording
medium, a newer KRB may be stored from the recording medium to the memory of

the recording and/or reproducing device itself and moreover an unneeded key is

deleted from the recording medium. The recording and/or reproducing device having



key renewal bl ock is not as yet. stored on the recording spgl e
I nformati on recordi ng device according to claim1l wherein salpgéﬁrl]%e?igoggy S

- configured as a renewabl e key and, in a renewal processing of said
encrypting key, a key renewal block encrypted using a key including at

| east a | ower |ayer node key or a |lower layer leaf key is distributed to
an information recordi ng device as a7feaf to be supplied with said
encrypting key; 29 Septenber 2004 78 said encryption neans in said

-1 nfor MR8 b GRTEIUyIRRERGof &FGH HicTectitingridvihiingbledy recundihe sevi t h

sai d renewal node key;” acquiring said renewal node key by encryption

pr ocessi of . said key renewal block: Inf ai d encrypting key
based R8 theamqréﬁ&@ﬁaml eH%f%?%%%ie%%wnﬂqﬂbn recordi ng device
according to claim1 wherein said encryptjng keﬁ .S l%?soci at ed 1wi tpva
ver si on nunBeythaspe¢kofaigration ofingw mereased sueh that BIOEPEeY 850 duci ng
device for reproducing the information froma recording nmedi um,

CoNpr i RiRYS 2FE FRI¥d RRHR Fe¥orfplgtindion repoeuking devigae Moreews, Modatd! a
hi erarchical tree structure having a plural nunmber of such information

o or OB B R PRk, ARLr RS RNERE 1R R e ey eneual
one. of Kit Stud qeeiheameorime mesrimay n sper e g FEIShEARC Gy Rk RyRe, PTC!
the key renewal block decryptable using at |east one of theﬁﬂqgﬁhﬁﬁg and
t he | eThukayvepribthetedoiding mediimiasmaofiaeed ARISERIF RSt time pot,

KRB pre-stored on the recording medium being extremely old, or the KRB stored in

the recording and/or reproducing device is also old, the probability is high that a new

KRB is used at data recording time, thus assuring higher security of the encrypted

-data.

Therefore, with the configuration of the present invention, such a recording
system may be constructed in which the illicit duplication (duplication against the
intention of the copyright owner) of data protected by copyright, such as motion
pictures or music, may be prohibited effectively. Moreover, unneeded KRBs on the
recording medium, that is the KRBs not used for encrypting the contents data and

which are not the latest one of the KRBs on the recording medium, are erased from the

recording medium, thus saving the recording capacity of the recording medium.



device to calculate an encrypting key used for decryptin §|€P | at a
stored in said recording nediunm said encryption neans gZ§r E)%%Qpﬂ%

ci pher. data stored in said recording nediumusing the calcul ated
encryption key; said encryption neans detecting, in the processing of
decrypting the cipher data stored in said recording nmedium the one of the
key renewal block stored in the 29 Segtenber 2004 79 recording nmedi um and
"the key renewal block stored in the nmenory neans of the reproducing device
itself, which has a version coinckgg ith the version of the encrypting
key of the content to be reproduced; I'd encryption neans executing the

decrypting processing of the cipher, data gtored .on the,recordin di um
usi ng khén cindegmationyreceydimig: devied fwraq%ﬁwgdgéég W%ﬂ%@@%‘?‘%gqﬂﬁgf%e
detected key renewal block. 8. The information reproduci ng device

accor dihadiuine, eddprisingwherein said encrypting key is one of a naster key
common to the plural information recording devices, a device key unique to

the -infor ”Bnh'bﬁibrﬁz‘?ﬁé%ﬁlgg%ﬂggiﬁcf%@bgf%%ﬁﬁﬂﬁ@ﬁ@a\éh%deﬁ affieta@chial tieH que to

each information’recording e Informati on reproduci ng devi ce

according to claim7 wherein sai.d i,nfgrmati.on recordjng. devi i

cont | GURIEATAARE AT TEbEF 05 SWeL fHERBAIGH FSSORgIEe R e SPEREE 35 one
of the key renewal bl ocks stored on said recordi n&ﬂm&di um and_t he key

r enewdeavés, cnid stloabliey nnique tegoacly infumation xeserdingoleraes.ciiid &IPahg
device itself, in the nenory neans of the recording and/or reproducing
devi centigeldlso ilivldage at Rey |@heshl Blsabl forined aenenewab kegk siosagd elakey

renewal block stored 1n the recording nmediumand the |atest key renewal
block J&irifiabfe u¥ink ot 1B nb BFHHE ngﬂg‘%y ANRAAS 184t KehS ahgcor di ng
encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in said information recording
device to calculate an encrypting key used in encrypting data to be stored in said
recording medium,; said encryption means encrypting the data to be stored in said
recording medium using the calculated encrypting key,;
said encryption means detecting, in encrypting and storing the content for said
recording medium, the latest usable key renewal block from key renewal blocks stored
in said recording medium and from the key renewal block stored in said memory
means of the information recording device itself; said encryption means encrypting
the data to be stored on said recording medium using the encrypting key obtained on
decrypting the detected latest usable key renewal block.

2. The information recording device according to claim 1 wherein said encrypting key

is one of a master key common to the plural information recording devices, a device



and/ or reproducing device itself. 10. The information re Spﬁ% | ) ce
according to claim7 wherein said node key 1is configuregfas %h?gﬁgﬁg | e
key and, in a renewal processing of said encrypting key, a key renewal
bl,ock obtai ned on encrypting a renewal node key using a key including 29
Sept enber 2004 80 at least a |lower | ayer node key or a |lower |ayer |eafkey
is distributed to an information re@drding device as a leaf to be supplied -
with said encrypting key; said encryption neans in said information

r ecor dk&g uByie eo eadleinfonaatibe reendingddevigekayd annediatlesyy vett $o saitd beenewal
node key; acquiring said renewal node key by encryption processing of the
key re I H I : | Ld encrypting key based on the
acquir{ehg1 gﬁ@&%@ﬁﬁ%ggﬁ%géﬁI§%¥%¥#gg?ﬁ?%rnation repr oduci ng devi ce according
to claim_7 wherein said encrypting key.is associated with a wersi.on nunber
as t he3gerer mipERation soeadmgflevier aggordinedorleiin WeESHY FHg WG an
information recording device adapted for recording the infonnation for a
r ecor disvgrding devicsizicdnfighedifat executingdhe prapedsing od wikisigihedatgstieabla ey

uni que to each node of a hierarchical tree structure having a plural

nunmber oRf oFUCDLED re Wil IAGCKsCROF M RPs AR tesadin@aRdath dthelledvreaewahd a

| eaf key unique.to each infornmation recording device, said nethod
conpriging: ,a step.of detecting.t f ewal
b1 ok Distly et e mpBbY bieAgs dabe AiGRnalRR elorttip deyfeeuss Mo BT |
said menory, neans. of _.the jnfonnatiqn,recordi device itself; t of
decr yprqqeggménadummss cstusahle kR)éWP@?‘ﬁg%é@‘ﬁHS& R,i(eﬁfe%éa‘ﬁ‘@ block

stored in the memory means of the information recording device itself and the latest

key renewal block is not as yet stored on the recording medium.

4. The information recording device according to claim 1 wherein said information
recording device is configured for executing the processing of writing the latest usable
one of the key renewal blocks stored on said recording medium and the key renewal
block stored in the memory means of the information reéording device itself, on the
recording medium, in case the latest usable key renewal block is the key renewal block
stored in the memory means of the information recording device itself and the latest
key renewal block is not‘as yet stored on the recording medium.

5. The information recording device according to claim 1 wherein said node key is
configured as a renewable key and, in a rencwal processing of said encrypting key, a
key renewal block encrypted using a key including at least a lower layer node key or
a lower layer leafkey is distributed to an information recording device as a leafto be

supplied with said encrypting key;



detection step, using at |east the node key or the |eaf kgy (ggérgbér?roggi d
I nformation recording device, to calculate the encrypting ﬁ y used In
encrypting the data stored in said recording nmedium and 29 Septenber 2004
8] 'a step of encrypting the recording data for said recordi ng medi um
using the cal cul ated encrypting key, to store the encrypted data on the
recordi ng. medium 13. The infonnatiof8recordi ng nethod according to claim
12 wherein, in case the detected |atest usable key renewal block is the

key renewal g4l Qﬁﬁrﬁ%@@%&dﬁstﬁﬁsﬂﬂnﬁfﬁinnﬂ@@ﬂ&e@érdﬁﬁ@ deicenfedeivingr gheor di ng
device itself and the |atest key renewal block has as yet not been stored

in th - (] ' | ' executes the processing of
Wit ﬁegl{cmﬁﬁ%?gg@M@%ﬁ@%a@%ﬁ%ﬁq@ﬁ%o@%ﬁ%ﬁ ecordi ng medi um 14. The
~infonnation recqrding nethod accordjng to claim12 whergin, . in case {he

det ect ed |aa%muga@%éea@yalr v BY 6BRIYPEHORPEORESH! f kgy seme®abred in
the recording nmediumand the |atest key renewal block has as yet not been
storedlbokided nenory neans of the infonnation recording device itself,

sai d detection step executes the processing of witing the | atest key

renewal bl Osehcﬁlati]@gisgi tgg)gggi bafed 88 thd aécﬁﬁfai teRwatneagdikeg. device

itself. 15. An I nfOrmation cing nethod Tn an information”recording
devi c te for recording the informatipn for,a recordin i each
of 5 gi-arak HEprmationsReStiing datCtaictrAnato hkel iy Bt S e Rali 07
hi erarchical, tree structure having the plural, respective information

r ecor df Agserigtedewith geraasionuamberasths geantptn fermalion. uni que to each

i nformati on reproduci ng device, said nethod conprising: a step of acquiring
the vétsiAn infonnaton aeprdduring rieviget fog répdiiomgt e adiormation from a

recording medium, comprising:

memory means for holding a node key unique to each node of a hierarchical tree
structure having a plural number of such information reproducing devices operating
as leaves, and a leaf key unique to eagﬁ information reproducing device, said memory
means also holding key renewal blocks each formed as renewal key storage data
decryptable using at least one of the node key and the leaf key; and

encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in said information reproducing
device to calculate an encrypting key used for decrypting the cipher data stored in said
recording medium,; said encryption means decrypting the cipher data stored in said
recording medium using the calculated encryption key;

said encryption means detecting, in the processing of decrypting the cipher data

stored in said récording medium, the one of the key renewal block stored in the



bei ng reproduced, stored in a recording nedium a step of | e one
of the key renewal block stored in the recording 29 Sept e%%g%”p?%%ﬁggg‘i.'

medi um and t he key renewal bl ock stored in a nenory nmeans of the
reproduci ng device itself, which has a version coincident with the version
of the encrypting key of the content to be reproduced; a step of
generating an encrypting key by decrypti on processing of a key renewal

bl ock as detected by said detection step; and a step of decrypting the

ci pher réadrdingd AicRuhNadd éhed REP reidveal BidLkMdtetng thBancaRpenatat eficiypting
key. 16. The i nfonnation reproducing nmethod according to claim215 wherein

one of TamodnEie, ARy SEEE ol Has RLRERGH Bein@iat i thg ABriBhCRE 50T g

device itself, in case the |atest usable,  key renewal block is the key
r enewakFnelypégdeyr efthe content te be rwr@guﬁ@@n saifl amerypHen meanssxepRing the wa)
bl ock is not as yet stored in the nenory neans of the information

r ecor didegrygeitigogroctsehg of e civher datr s@tddonrthe sechndngmadidimcspag ithe of
recording the information, said recording nmedium having stored therein, as

R i A e R e R G e e e g

navi ngOloSt ur al nunber of i nformati on recording or  reproducing devi ces
operating as |eaves, and a |eaf key unique to each_ informatjon recording
or repBodiibengfarmation, repeidvging dayce ansondingdo slaimefwtherein sard euyyBING node
¥ key is one of a master key common to the plural information recording devices, a
device key unique to the information recording device and a media key set so as to be
unique to each information recording device.
9. The information reproducing device according to claim 7 wherein said information
recording device is configured for executing the processing of writing the latest usable
one of the key renewal blocks stored on said recording medium and the key renewal
block stored in the memory means of the information recording device itself, in the
memory means of the recording and/or reproducing device itself, in case the latest
usable key renewal block is the key renewal block stored in the recording medium and
the latest key renewal block is not as yet stored in the memory means of the recording
and/or reproducing device itself. |
10. The information reproducing device according to claim 7 wherein said node key

is configured as a renewable key and, in a renewal processing of said encrypting key,

a key renewal block obtained on encrypting a renewal node key using a key including



of a lower layer. 29 Septenber 2004 83 18. The informati [

medi um according to claim 17 wherein said key renewal bf%gaﬁﬁgﬁ%gggg?ated
with a version nunber as the generation information, 19. A conputer program
fQr “executing on a conputer systemthe information recording processing in
an information recordi ng device which holds a node key unique to each node
formng a hierarchical tree structurd&0Ohaving plural such information
recordi ng devices, operating as | eaves, and a | eaf key unique to each

i nf or ngfleast 4 106@T $ayed ndd ke or alcwehiaghr legfieyds digeabiridabrmtinbornoation
recording nedium ‘said programincluding: adetecting step of detecting

the r oePiitl Yol Y al R Do B BRE UMM B0l sk hermmory mean

of the infornmgtion recording device.ijself, a decrypting step .of decrypting
the det ect etRIfla@REYPUeRINEaNsein sakkiplonpatien rgeor died’é‘feeEF%'idm:&i Zlbe usi ng
at | east one of the node key and the | eaf key provided in the information
r ecor dem@yptingdey dnerysted witt eaid henenalypde lkey;key used in encrypting the
data stored on said recording nedium and a step of encrypting the

recordi ng dﬁé@iﬁ‘ﬁ safd ForlcRaPhalo e é%%@&p?&%ssiﬁ@%ﬂtﬁbim tepEwad found

In said decrypting step to store the ed*recording data™ on the
recordi?@)% medium 20. A conputer programfor executing on a conmputer system
the in }ﬁaﬂl n reproduci ng processing in a information reproduci ng device
hol di ng a node key wunique to each node formng a hi erarcihi %al tree
structure hescalptingesagl enenypting key based on the acquired renewal node key.

11. The information reproducing device according to claim 7 wherein said eﬁcrypting
key is associated with a v.ersion number as the generation information.

12. Aninformation recording method in an information recording device adapted for
recording the information for a recording medium, said information recording device
holding a node key unique to each node of a hierarchical tree structure having a plural
number of such information recording devices, operating as leaves, and a leaf key |
unique to each information recording device, said method comprising:

a step of detecting the latest usable one of the key renewal blocks stored in the
recording medium and the key renewal block stored in said memory means of the
information recording device itself; |

a step of decrypting the detected latest usable key renewal block, at said
detection step, using at least the node key or the leaf key held in said information
recording device, to calculate the encrypting key used in encrypting the data stored in

said recording medium; and



29 Sept enber 2004 T 84 information repr oduci ng devi ces ?zﬁg |
| eaves, and a | eaf key unique to each information repro um%tééng%\g?gg} and

whi ch decrypts the cipher data stored in the recording nedium said
programincluding: a step of acquiring the version information of an
encrypting key of the content to be reproduced, stored on -a recording

medi um a step of detecting a key regewal bl ock having a version coincident
with the version of the encrypting key of the content to be reproduced,

fromthe key sfe?‘@%lacryﬁﬁ?% lthe SRrBihgl dath Ter §5995%1%m¢1mzﬁnﬁmg1&é<ey

renewal bl ock store e menory ~nmeans of the infofmation recording
device itself, a st f generating an encrypting key hy: | on

pr ocesgii‘lﬁﬂfats?d F%@Rﬁﬁgﬂﬁ&g@vﬁ?%hs%ﬁmwﬁsﬁﬂé c?rhﬁ-gea{ 02%‘31%3@%%‘5 Step; and a
step of decrypting the cipher data stored on the recording nediumysing the
gener al 2d Eremfpunagon sscording mathadk aseradingntor eleingl Syvheseing &n case fiscor di ng
the information on a recording nedium each recording device conprising:

Menory derafed 14kt ixabll g renbrakblkel idthe g réeved blociosteref insthbimeraonhi cal

tree structure having a plural nunmber of such information recording
devi ce r @t - : ' AR v N iRsEBEALN
recordﬁlﬁéﬁggﬁljéééglfgé}lgélﬁie?}é%?)fl&lﬂngél%gk&g{tsseo %ﬁ%gzﬁgg@i rer%z\[/lval | ock each
fornmed as renewal ke torage data decryptabl e i ng _at, | east one .of the
node k&Y YShaof peeh Te%e‘?; nEFY mgﬁnﬁé‘g‘% said dég"ccrt&‘& $t58 XU, Wenewal
bl ock formed as renewal key o . )

processing of writing the latest key renewal block in said recording medium.

14. The information recording method according to claim 12 wherein, in case the
detected latest usable key renewal block is the key rencwal block stored in the
recording medium and the latest key renewal block has as yet not been stored in the
memory means of the iﬁfonnation recording device itself, said detection step executes
the processing of writing the latest key reﬁewal block in said memory meéns of the
- information recording device itself.

15. An information reproducing method in an information recording device adapted
for recording the information Afor a recording medium, each of a plurality of such
devices holding a node key uniqile to each node of a hierarchical tree structure having
the plural respective. information recording devices operating as leaves, and a leafkey
unique to each information reproducing device, said method comprising:

a step of acquiring the version information of an encrypting key for the oontent
being reproduced, stored in a recording medium;

a step of detecting the one of the key renewal block stored in the recording



29 Septenber 2004 85 storage data decryptable using at |ep8i, Q63004 he
node key and the | eaf key provided in said information recoghing device to
cal cul-ate an encrypting key used in encrypting the data to be stored in
sai d recordi ng nmedium said encryption neans encrypting the data stored in
said recording nediumusing the cal culated encrypting key; and renew ng
means for conparing, in accessing th@zrecording medi um the version of a
key renewal block stored in the recording nediumto that of the key renewal -
bl ock medmes yd thekey franewali block starediing denery meges fof thadeproduging i ng

t he key renewal block of the new version on the recording nedium if the

key regevet it@éHP%h]ij,ih Rdi& vélﬁiﬁéch%ﬁéianﬂ with fige ¥@%idLoLUR! eldrpstinskey 6f 1 n

the nenory nmeans of the recording evice itself, and the key renewal bl ock
of the,new ver jon s net as yet stored on the recording nmedium 22. The

i nf or Nt F%ﬁ%ﬁ&‘? ﬁe@rﬂg\}‘?eéé according to claim2l wherein, if the |atest
usabl e one of the key renewal bl ock is _the key renewal blocks storged on the
recording fedemmisgenersiing ancencrypting &exely deqENRilon P5eteHHE AbE K&Y yet
been recorded in the nenory neans of the recording device itself, said

renew regeRRA ook ad detetird byasAdtdetdeion egevaid bl ock in the nenory neans of
.the recording device itself. 23. The information recordi ng device according

to claim 21a%@§f&e§gbﬂn%§g§ herﬂ%%ﬁﬁéaidr:gl %ﬁéoﬂﬁﬁ%%édiﬁﬂ?%i%g%@ of

t he key renewa ocC St n a recor um not used

encryptin content,data stored on said recording nedium and which is
not th%cn%?@ewmﬂg#ﬁ% recordi ng medium and del etes the detected key

renewal bl ock fromthe recording nedium 29 Septenber 2004 | i
16. The information reproducing method according to claim 15 wherein said detection

step executes the processing of writing the latest usable one of the renewal blocks in
the memory means of the information recording device itself, in case the latest usable
key renewal block is the key renewal block stored in the recording medium and the
latest key renewal block is not as yet stored in the memory means of the information
recording device itself.
.17. An information recording medium capable of recording the information, said
recording medinum having stored therein, as key renewal blocks having different
configurations, a plural number of key renewal blocks, each obtained on encrypting
a renewal node key contained in each node key unique to each node forming a
hierarchical tree structure having a plural number of information recording or
reproducing devices operating as leaves, and a leaf key unique to éach information
recording or reproducing device, using a key including at least a leafkey or a node key

of a lower layer.



IV n 86 24. The information recording device according tg;g%ﬁ?ﬂ&§§004
wherein, in encryption and storage processing of the conten or said
recordjng medi um said encryption means detects the |atest usable one of
.the+*key renewal blocks stored in the recording nediumand the key renewal
bl'ock stored in the menory neans of the information recording device
itself and, using the encryption key83cquired by decryption processing of
.the detected | atest usabl e key renewal block, undertakes to encrypt the

data t @8beThst iﬁf@ﬁnﬁtﬁbﬁ&é@brﬂﬁ%iﬂbdﬁlﬂnmoﬂ@ﬂn g2f cleie iTfwhereir eaidr kepr di ng
devi ce accordi ng to claim 21 erein sai d encrypting key is one of a

master @&%te‘ﬁt Wid'a vé}ER) hB aete] Qat‘i’ﬁi’ Irff8mation. devi ce

key unlque o gachk ormat i1 on recor |ng ev ce nedi a ey set so as
to ﬁ gge to each |nfor¥at|on recordi ng devi ce %a "E‘S r%formatlon
recordﬂ FPEWUIRIC BFRFTAB! €08 CKBFHTEL ORnarTAPYIET YR ey NfPuNARR | gur ed
as a renevvabl e key and, in renew ng the encrypting key, key r enewal

bl ock nd:n(ndn@jpmcemngymtamwﬁnnmrhm&aﬂecnndiagl«hww Wdukh)hoc]tds hezade kel udi ng
one of a node key of a lower |layer and a | eaf key of a |ower layer is

di striBHIRE (@ ddef nbBE OfoFRiihg " rgeRirehidl 4R GaulfurkBaliagf pmme el to be

furnished with the encrypting” key; said encryption means in sal

" CH PRSP R 0
encryp} Ifg%ngg%n br%zggdlgg c&er\]gcc aa% ukvrh?c records thg Olgl ormz%;lon on a recordlng
medium, said program including:

a detecting step of detecting the latest usable key renewal block from the key
renewal blocks stored in the recording medium and the key renewal block stored in the
memory means of the information recording device itself;

- a decrypting step of decrypting the detected latest usable key renewal block at
said detecting step using at least one of the node key and the leaf key provided in the
information recording device, to calculate the encrypting key used in encrypting the
data stored on said recording medium; and

a step of encrypting the recording data for said recording medium using the
encrypting key as found in said decrypting step to store the encrypted recording data
on the recording medium.

20. A computer program for executing on a computer system the information

reproducing processing in a information reproducing device holding a node key

unique to each node forming a hierarchical tree structare having the plural such



29 Septenber 2004 87 27.. The information recording devi [ to
claim 21 wherein said encrypting key is associated mﬁthjéﬁygﬁgﬁ%%zggﬁber
as the generation information. 28. An information reproducing device for
reprioduci ng the infonnation froma recording nmedium each information
reproduci ng device conprising: nenory neans for hol ding a node key uni que
to each node of a hierarchical tree 8tructure having a plural number of
such information reproduci ng devices operating as |eaves and a |eaf key
uni queirtformatibnirmpordweingdeviegs opemwting aicleaves, andi allenfkeyyuniqaans eatko
hol di ng a key renewal blocks fornmed as renewal key storage data

decr ypilﬁ%h‘ﬁl&%hn&ipﬁgd\%(ﬁﬁﬁ deQite, %%\Pﬁigpggforggﬂcérﬁ%dcig}i& baad stepyd if{REYP! i on

nmeans for decrypt e key rene ypt abl e using at east one

of thernod -ke\é and the,l eaf ke pr vided in each information reproducing
devi cetF9T EREIRP AN $7Id REQE A L15@9g'used in encrypting data to be -
stored.in said recording nmedium said encry&li on neans de?({féﬁti ng the data

stored in saistepr eesquinig theswirsion infirmptioneofcan endrapting key esgnieny; and
renewal neans for conparing, in accessing the recording nedium the version

of a kaybé¢ hcéd, asbredtc £ deddidingemediigndi ng nediumto that of the key
renewal bl oc owned by the reproducing device itself, and for witing the

oncval i obta of Betcktfie s1Y HEEHEPBlodk hafink 3RS AL ithiclE, (Y
the neYryartpEihe Syt ki pFYE ParfoBhtq he TrendhifeotriBuEKey sievpe
i nfonnati on reproducing device according to claim28 wherein, if the |atest
29 Sepbloskestoredin the recording medium and the key renewal block stored in the memory
means of the information recording device itself;
-a step of generating an encrypting key by decryption processing of the key
renewal block detected in said detecting step; and
a step of decrypting the cipher data stored on the recording medium using the |
. generated encrypting key.
21. Aan information recording device for recording the information on a recording
medium, each recording device comprising:
memory means for holding a node key unique to each node of a hierarchical tree
structure having a plural number of such information recording devices operating as
leaves and a leaf key unique to each information recording device, said memory means
also holding a key renewal block each formed as renewal key storage data decryptable

using at least one of the node key and the leaf key;

encryption means for decrypting the key renewal block formed as renewal key



88 usable one of the key renewal bl ocks stored on the r | ham and
the key renewal block owned by the information reproduczgﬂﬁgvﬁggy?g%glf S
the key renewal block stored on the recording nedium and said |atest key
renewal bl ock has as yet not been stored in the nenory nmeans of the

i nfonnation recording device itself, said renewing neans wites said

| at est key renewal block in the mem)r%ﬁ nmeans of the information
reproduci ng device itself. 30. The information reproduci ng devices

accor distayage datadenrgptablecusiing at leiast oemefithe nodedkey aed i keafkeypsoddedof t he
key renewal blocks stored in the recording nmedium not used in encrypting

any of i egiddnforsiaitnTeen@thPdevisd tb E4eaiats MeﬂagPﬁﬁg dke? usld dhendrgpting t he
es e ae

| at est one on the recordi ng medi um and del et ected key renewal

bl ock fyo recordi:n g . 31. Fhe.in ' i ng:.devi.ces
coor o I Thig 18 i Pt RO Ripd ool s kbt iRl el fiite
processji ng of decrypting the cipher data stored in said. recordi hg nedi um

t he onéat# stored prgaid speardingomeduum peingnth §a§ﬂ§a@é SOy PIEng E%r?en(ﬂg medi um
and the key renewal block stored in the recording and/or reproducing device
i tself, andrehéwhghasas foecsinparing)inacdessingthehetdrdivemeidampthetveesion
encrypting key of the content to be reproduced; said encryption neans

execut g keh§eHeRaYBIbLE o?é&ﬁp&@ireeor&ﬁgemahﬁh%%atmﬁe RéPreagwanbldek

e

recordi ng lumusing the encrypting Kéy obtained by the processing of
d ti t.egcted, k | ,bl.ock., : W ti [
dovi oo0 vtk P 15 BB BOEE cdevicd swettome it WRsRIeERie KoL, FaRhpet, " "

master key conmon to the plural informatign re,%ordi ng 29 Seﬁgf er &1004 89.
block of the new version on the recording medium. 1f the key renewal block of the

new version is the key renewal block stored in the memory means of the recording
device itself, and the key renewal block of the new version is not as yet stored on the
recording medium.

22. The infonnaﬁon recording device according to claim 21 wherein, if the latest
usable one of the key renewal biock is the key renewal blocks stored on the recordigg
medium and the latest usable key renewat block has not as yet been recorded in the
memory means of the recording device itsélf, said renewing means writes the latest
key renewal block in the memory means of the recording device itself.

23. 'fhe information recording device according to claim 21 wherein said renewal
processing means detects such a one of the key renewal blocks stored on a recording
medium, not used for encrypting any content data stored on said recording medium
and which is not the latest one on the recording medium, and deletes the detected key

renewal block from the recording medium.



devices, a device key unique to each information recordi ng, e 63064
nmedi a key set so as to be unique to each information recording device. 33.
The information reproduci ng device according to claim28 wherein said node
key+= is configured as a renewabl e key and, in-renew ng the encrypting key,
a key, renewal block obtained on encrypting a renewal node key by a key at
| east including one of a node key of86a | ower |ayer and a | eaf key of a

| ower layer is distributed to an infonnation recording device of the |eaf

i nt end24d. {Thémfonmatish eetoniing ddhaceaccordirigip clasy 2 1sahdreancimyendryptio®ans in
said informati on recordi ng device receiving the encrypting key encrypted

using Lhe sf@r’&g@ﬁho%’ﬁﬁg\g? tlgff‘ggﬁféﬂl‘ﬂifb'f REiE A cdrdinganetniadsaidkecryption

encrypting th ey ren to cal cul ate sai'd encrypting kKey based on

the acquir ren node .key. 3 The information reprodugin .ce
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version nunber as the generation information. 35. In a recordjng ar
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hi erarchical tree structure having a plural nunber of such information
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‘recording device, said device being adapted for recording the information
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25. The information recording device according to claim 21 wherein said encrypting

key is one of a master key common to the plural information recording devices, a
device key unique to each information recording deviée and a media key set so as to
be unique to each information recording device.
26. The information recording device according to claim 21 wherein said nodé key
is configured as a renewable key and, in renewing the encrypting key, a key renewal
block obtained oﬁ encrypting a renewal node key by a key at least including one of a
node key of a lower layer and a leaf kéy of a lower layer is distributed to the
information recording device of the leaf intended to be furnished with the encrypting
key,

said encryption means in said information recording device receiving the
encrypting key encrypted using the renewal node key; and

acquiring said renewal node key to calculate said encrypting key based on the

acquired renewal node key.
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renewal block is the key renewal block stored in the nenory ‘neans OP th
information. recording or reproducing device itself and the key renewal

bl oek of the new version has not been stored on the recording medium the
witing of said key renewal block of fhe new version on said recording
medi um 36. The encrypting key r enewd® g nethod according to claim 35
wherein said renewing step further includes a step of undertaking, in case
the | a@sThedaformation re¢ording deeigeasoending kst doitn 2d rwhergimnsnid SDETHEEY di ng
medi um and t he key renewal bl ock owned by the information recording or

r epr odpsy fadiew]46d Withed Versfort fankeyad fieavsleratidipikfoshaied on said
recording medium and the |atest key renewal block has as yet not been
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encr yprecegdingymedivan eagh pformation: srRIPAYCIS c{éivéﬁerﬁ‘?%gp]\‘/\ﬁ@gei n said renew ng
step further includes a step of detecting such a one of the key renewal

bl ocks st onetnory héensfocholdimga nedé key umque trseath nodgerfadtieragchingl temt ent
data stored on said recording nmediumand which is not the | atest key

renewa . i . . ) e @ e .
e o D R o e Toarum 36, A comput &
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medi uninasss lag holdtwe akksy demepyal blpcks formed as renewa key storage data

decryptable using at least one of the node key and the leaf key;

encryption means for decrypting the key renewal block decryptable using at
least one of the node key and the leaf key provided in each information reproducing
device to calculate an encrypting key used in encrypting data to be stored in said
recording medium; said encryption means decrypting the data stored in said recording
medium, using the caiculated encrypting key; and

renewal means for comparing, in accessing the recording medium, the version
of a key renewal block stored in the recording medium to that of the key renewal block
owned by the reproducing device itself, and for writing the key renewal block of the
new version in the recording medium, if the key renewal block of the new version is
the key renewai block stored in the memory means of reproducing device itself, and
the key renewal block of the new version is not as yet stored on the recording medium.,

29. The information reproducing device according to claim 28 wherein, if the latest



each node formng a hierarchical tree structure having a igslé)?é uBgs of
I nfonnation recording devices operating as |l eaves, and a’le I‘ﬁey uni que

to each information recording device, said conputer programincluding: a
detection step of detecting the latest usable key renewal block of the new
version of the key renewal bl ocks stored on the recording nediumand the
key renewal block stored in the menBfy nmeans of the recording or
reproduci ng device itself, and a renewal step of undertaking, in case the

| at estusablsione af theHeykepewahbledkstitored on the resokdingriendinan apidobie layor ed i n
a menory nmeans of the information recording or reproducing device itself
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versi Brock s oazllje on gEgéor}Sin?]%EH{Em, and said latest key renewal block has as yet not
bgen stored in the memory means of the information recording device itself, said
renewing means writes said latest key renewal block in the memory means of the
information reproducing device itself.
30. The information reproducing devices according to claim 28 wherein said renewal
means detects such a one of the key renewal blocks stored in the recording medium,
not used in encrypting any of content data stored on said recording medium and which
is not the latest one on the recording medium, and deletes the detected key renewal
block from the recording medium.
31. The information reproducing devices according to claim 28 wherein said
encryption means detects, in the processing of decrypting the cipher data stored in said
recording medium, the one of the key renewal blocks which is stored in the recording
medium and the key renewal block stored in the recording and/or reproducing device
itself, and which has a version coincident with the version of the encrypting key of the
content to be reproduced; said encryption means executing the decrypting processing
of the cipher data stored on the recording medium using the encrypting key obtained
by the processing of decrypting the detected key renewal block.

32. The information reproducing devices according to claim 28 wherein said

encrypting key is one of a master key common to the plural information recording
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devices, a device key unique to each information recording device and a media key set
so as to be unique to each information recording device.
33. The information reproducing device according to claim 28 wherein said node key
is configured as a renewable key and, in renewing the encrypting key, a key renewal
block obtained on encrypting a renewal node key by a key at least including one of a
node key of a lower layer and a leaf key of a lower layer is distributed to an
information recording device of the leaf intended to be furnished with the encrypting
key;

said encryption means in said information recording device receiving the
encrypting key encrypted using the renewal node key and acquiring said renewal node
key by encrypting the key renewal block to calculate said encrypting key based on the
acquired renewal node key.
34, The information reproducing device according to claim 28 wherein said
encrypting key is associated with a version number as the generation information.
35. In a recording or reprodu;:ing device including a node key unique to each node
foﬁnjng a hierarchical tree structure having a plural number of such information
recording devices, operating as leaves, and a leaf key unique to each recording device,
said device being adapted for recording the information on a recording medium, a
method for renewing an encrypting key comprising:

a detection step of detecting the latest usable one of the key renewal blocks

stored on the recording medium and the key renewal block stored in the memory
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means of the recording or reproducing device; and
arenewal step of undertaking, in case the latest version of the key renewal block
is the key renewal block stored in the memory means of the information recording or
reproducing device itself and the key renewal block of the new version has not been
stored on the recording medium, the writing of said key renewal block of the new
version on said recording medium.
36. The encrypting key renewing method according to claim 35 wherein said
renewing step further includes a step of undertaking, in case the latest usable one of
_the key renewal blocks stored on said recording medium and the key renewal block
owned by the information recording or reproducing devicé ifself is the key renewal
block stored on said recording medium, and the latest key renewal block has as yetnot
‘been stored in the memory means of the information recording or reproducing device,
the processing of writing said latest key renewal block in the memory means of the
recording and/or reproducing device itself .
37. The encrypting key renewing method according to claim 35 wherein said
renewing step further includes a step of detecting such a one of the key renewal blocks
stored in the recording medium, not used in detecting any content data stored on said
recording medium and which is not the latest key renewal block on the recording
medium, said renewing step also deleting the detected key renewal block from the
recording medium.

38. A computer program for having a computer system execute encryption key
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renewal processing in an information recording or reproducing device for recording
or reproducing the information for a recording medium, holding a node key unique to
each node forming a hierarchical tree structure having a plural number of information
recording devices operating as leaves, and a leaf key unique to each information
recording device, said computer program including:

a detection step of detecting the latest usable key renewal block of the new
vefsion ofthe key renewal blocks stored on the recording medium and the key renewal
block stored in the memory means of the recording or reproducing device itself; and

arenewal step ofundertaking, in case the latest version of the key renewal block
is the key renewal block stored in a memory means of the information recording or
reproducing device itself and the key renewal block of the new version has not been
stored on the recording medium, the writing of said key renewal block of the new

version on said recording medium.



