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SI GNALLI NG | N ELECTROVAGNETI C | DENTI FI CATI ON APPARATUS
FI ELD This invention relates to el ectronagnetic
w0 denvyBicat i on systens, for exanple of a typePCDGBRINP00735
referred to as radio frequency identification (RFID)
SIGNALERG ﬂ?‘ﬂL%TﬁQfMEﬁﬂVETIB?)?W@Kﬁ‘IWA‘W §US
or operating such systens an evices. In particular,
enbodi nents of the invention relate to active
transponder tags, networked reader devices, and
signal ling schenes suitable for conmunications over
FIELD the wirel ess interface between such tags and readers.
BACKGROUND RFI D apparatus are a type of automatic
Thereiny pritjopaciaten te ygp@mag@,uc adengfietiionpyeipingefomesarspledd a type
coll ecting, nmonitoring and tracking systens. Known
commoniy pefsrraf toRkd fadive fagudnsy udentifipatsei (RFIDAYstems) daralest fagsse in
(transponders), although not always in the sane
RFID sPRéMPrdad et Sioteopdratthd Suéh Nyitbak U4l deRRsPONUE particular,
capabl e of returning a response’ to a stinulus froma

emboding&?sd@fr théjﬁlgI fiffon fepRStoV \S\lﬁ'i/?ﬁéréﬁgfrﬂge;@%b Irln&%rgﬂie r%(%?%&ices, and

ource and so respon _ _ _ ckscattering

signalling %flge?/%eggs{lﬂ%ﬁ'g Ifcggpfer{}@%}l%aglégl 8{’?@3@6(:\1:6/#8]'%?%6&%?%0? between such tags

transmtter for communicating with reader devices over
and readgtise ajr interface and therefore usually al so includes

a power source and mcrocontroller. As advances in

active tag design enable the mass production of higher

performance tags at | ower costs, active tag technol ogy
BACKGR®@DUKP expected to be depl oyed nore widely in all

types of

RFID apparatus are a type of automatic identification system and, as such, provide
means for collecting, monitoring and tracking systems. Known types of RFID networks use
“passive” and “active” tags (transponders), although not always in the same network. A
“passive” tag is a miniature transponder capable of returning a response to a stimulus from a

reader device. Passive tags tend not to have a power source and so respond with energy from

backscattering or by harnessing electrical induction effects in antennae.

An “active” tag relies on its own transmitter for communicating with reader devices
over the air interface and therefore usually also includes a power source and microcontroller.
As advances in active tag design enable the mass production of higher performance tags at
lower costs, active tag technology can be expected to be deployed more widely in all types of
RFID networks. In more sophisticated deployments active tags can be programmed to enable

aspects of their function to be defined by the user, typically an RFID network administrator.
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RFI D networks. In nore sophisticated depl oynents
active tags can be progranmed to enabl e aspects of
wo b@inf3wnct i on to be defined by the user, typPCHIGBR004/000735
RFI D network admi nistrator. Applications for RFID
AR R0 AR EITTROYInGIAgy VAL I fthy HRMEMAEY. Legt i
ip%cl ude al Ir manner o@%gﬁt%%arﬁi cy iggent [ Fﬁlc?gplgﬁg& applications
. C Ltoring,..tracking and renote .sen
include 2 iR er; Wb ey ddprlfRERtcle B FOBR AR Bacpg dud gmote
. and other assets. As this technol ogy has devel oped,
sensing %pagc RanhaPPIGH With P@a%ﬁtw%l% Do iR Pk ngly
broadly, to refer for exanple to such apparatus and
met hods enpl oyi ng a consi derabl e range of frequencies
of the electromagnetic spectrumin wreless
Aso sl nieclatalagys hasSeevélopede xpleem Tahal® IreqhelceW Mddi Béen used
sets out typical frequencies which may be encountered:
increasink®p b@oakily, TRI féferOfor! &affp®NG6 subh RbhaaRik tardNFheBRAO CndlI6fng a
requency ranges Even the ranges 1ndicated above are

« consider@MERhHey QN ?ﬂlac{%%ﬁcigg: I QW?%: 'né‘ié’cttf Qﬁ%p@f?cd soeuuth, N Bfeless

construed as t1ng. eac eéquency range

i ndi cated above, .c in.frequencies tend to he . .
communi@fipie 7° o PG TRbe' D Ll S Sl 08 Dulsh) Reguepies which
unl i censed spectral bands, standards, |oca
may be engoinderst; on or other criteria. Low frequency
applications often use 125 kHz or 134.2 kHz; high
frequency applications often use 13.56 MHz; UHF
applications tend to enploy 433 MHz, 463 MHz, 868 Mz,
e Q1 B MHZ 0 956 MHZ ;—aRd-—-m-crowaveapplicat ions - oo
TERM QY REEERENGGE 2 45 Gz or 5.8 Gz. . FREQUENSGY

person will appreciate that any suitabl e range

| Medium EreqUSREY ances, embodi ments of the pPeYEH 1N BAt i on

Low Fre@@ncgspondi ng to one or nore of the3gxepnbaoy kHanges :
in Table 1 (or any conbination) my be used with b
— i —of—t-he—present—H-Aventi-0f—t-A—SORB— e e |

may enpl oy frequency ranges outsid

High and Very High Frequency | 3 MHz to 300 MHz
Ultra-high Frequency 1300 MHz to 2 GHz
Microwave 2 GHz to 6 GHz and beyond

o e g — - T ———

“Table 1: Terms of reference in RFTD art and associated frequency ranges

Even the ranges indicated above are exemplary only for RFID applications and should
not be construed as limiting. Within each frequency range indicated above, certain
frequencies tend to be selected, for example, based on the availability of unlicensed spectral
bands, standards, local legislation or other criteria. Low frequency applications often use 125
kHz or 134.2 kHz; high frequency applications often use 13.56 MHz; UHF applications tend

to employ 433 MHz, 463 MHz, 868 MHz, 915 MHz or 956 MHz; and microwave

-2 /
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those indicated in Table 1 and which are stil
suitable for w rel ess comruni cation. Increasingly,
WORl0Dogg3wd | cati ons require |arge and di verse PCT/GB2007/000735
popul ations of tags, often deployed in wth high tag
applicati@NEjpidafl§ dsd 0049 89H HeY.8 (AR SIJwaRE 4 Bkilia® plis¥n will agpreciate
evol'ving scenarios. As tag performance and the nunb
- [ t iNGreases to _meet.t e
that any Qb0 AbP DS SBRALE RS ool 95, "Bl RRR BRI PR B PR L (o
0St. 0 roduction dgwn at acceptable |evels for, |arge
any ot dBF Dy HoiEe! Bt GRS D0l (e HEESbrpvention” 1 some
. i nvention seek to provide inproved el ectromagnetic _
circumstpept grRpediricnls of\ae Biegont apignpen mayudnaplpy feqperpyadnges|tside
networ ks, including active tags, reader devices, and
those indecateriini Tedid bandpwhichaod filkwithlblblfer Wirelesd coniminstdtame
comuni cati ons between tags and readers in RFED
net wor ks. SUVMARY According to an aspect of the
present invention, there is disclosed a nethod for
B6Qaghbiy R FD AP1iEb f Tl 3 |
%1 ! aagg iE¥rbib l;b%gﬁ@ rlé?g‘é ARl %Fdél}ég% o{f ags, often

t ransponders net wo edder units

ceiye.Go i cat i fromsaid transponders, the .
deployed BEFUK HGHEE Crfet BB 567y B! ERLEPERISY Syt gopnprios.
eq.code datg 1zi\s based on transitions between a hi gg and
As tag PETIPIWANGE GHA h BEGPE HoURe oS SEPRATEF: 1) (08P oFFTPasep Ry Teglcthese
ones of a plurality of bitconbinations of binary
demandSnurb@é@rge%mrqaslaeb/rgifﬁceh tageati the eperf predittior doivned acceptable
del ays between signal transitions. Preferably, each
levels foshrgt gealediepkiymensd del ay conpri ses a del ay between

consecutive high signal states, hi the disclose

enbodi nent each predeterm ned delay indicates a

t wo- bi t

Embodiments of the present invention seek to provide improved electromagnetic
identification systems, and particularly improved RFID networks, including active tags,

reader devices, and communication protocols suitable for air interface communications

between tags and readers in RFID networks.
SUMMARY

According to an aspect of the present invention, there is disclosed a method for
signalling in an RFID network comprising active transponders and networked reader units
deployed to receive communications from said transponders, the method comprising:

employing amplitude shift keying to encode data as based on transitions between a

high and a low signal according to a scheme in which respective ones of a plurality of bit
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conbi nation of binary nunbers. The duration at a high
signal state is preferably less than or equal to the
waleroanysm of the shortest predeterm ned del ay Pet/aBeew7/000735
hi gh signal states. In the disclosed enbodi nent the
combma‘f’i@ﬁﬁbf Bihaff n@m’ﬁé@ ereq hanahitied at ﬁlﬁéelﬁ ﬁféﬂléﬂ&nﬁﬁé@ g&%js between
fromone of the foll ow ng ranges: to 10
d 25 to 15 rrs . Still nore preferably t he
Slgna'ltréguraggon of a high signal state is about 20 ns. hi the
di scl osed enbodi nent, the shortest predeterm ned del ay
bet ween hi gh si gnal st ates is greater than 20 ns.
Preferable at |east first and second of said
Bspfetpbbe ragrlh saiddeyedstsrmained delay ragmpsiseh aoldhesr boiyveshmonsecutive
hal f the duration of the shortest interval h one
high sigeaitstedésmbmthef disdose aroatidenttdach greapttrhmedtdel:geindicates a two-bit
conprise different durations sel ected respectively
combinatib@bTf biery @mgRss. 18 to 38 ms ; 32 to 52 ms ; 48 to 68
ms and 62 to 82 ns. hi another enbodinent, a first,
second, third and fourth of said predeterm ned
interval s are respectively about 28 ns; 42 ns; 58 ns

bl atish Gl B P@?ﬁ%ﬁ@gﬂe%@@a P pal g hdugation of
na Prefe ly said nchroni sati on si )

the Shoﬂé%}%ﬁ#é%@l%d&%y ‘?%Wﬁ?%}éla plearlatatesy I%fhep@ﬁgeged egphodjment the
nmore preferably, one or nore of said pul ses conprises

duration of phigh signghsliatess atvelueselested Sonveltsatfitee follbOOnarmhg8080%0 5 us;
Typically intervals between pul ses conprise a period

30 to 10 @f; dnelt 2feteri S5. 8iill AOranmrefefidil the@inadtiondyarti iy eignanthte is about
novel features of the invention will be set forth in

20 us. part in the description which follows, and in part
W || becone apparent to those skilled in the art

In the disclosed embodiment, the shortest predetermined delay between high signal
states is greater than 20 us. Preferable at least first and second of said predetermined delays
differ from each other by about half the duration of the shortest interval. In one embodiment
first, second, third and fourth delays comprise different durations selected respectively from
the ranges: 18 to 38 us; 32 to 52 us; 48 to 68 us and 62 to 82 us. In another embodiment, a
first, second, third and fourth of said predetermined intervals are respectively about 28 ps; 42

ys; 58 ps and 72 ps.

In the disclosed embodiment a synchronisation signal is applied ahead of said data signal.
Preferably said synchronisation signal comprises a predetermined plurality of pulses. Still

more preferably, one or more of said pulses comprises a high signal state for a period
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upon exam nation of the follow ng and acconpanyi ng
drawi ngs or may be | earned by practice of the

w0 paogrgd3en. BRI EF DESCRI PTI ON OF THE DRAW NGS FOI/G&2007/000735
better understanding of the present invention and as

between E/I\/lglo :ﬁﬁ&‘@b@ 5. SBFRallB YntBS a GV &5, .u‘i‘slteQ cEhbBS a %gl]t;cﬁi; 5 ¥etween 50

now be rade, " by way of exanple only,

and 70 Mg_ccorrpanyi ng drawi ngs, in which: Figure 1 shows an
exenpl ary RFID network; Figure 2 shows an exenplary
mesh network organi sation; Figure 3 shows a reader
devi ce according to an enbodi nent, of the present i )
Additeme] efvantaggy and noveh fpbures podsdgeeniiqe REdebesset dienhy fmepart in
according to an enbodi nent of the present invention;

the descptian whihsiebows,aandeinppart wilibssage aprekade thoseuskilledein the art
according to an enbodi nent of the invention; Figure 6

upon exsigwsion dfaghet follogpanded acaapdivivg Uavdnge obagayT®et ledfned by
the invention; Figures 6A and 6B show respectively

practice 8K@ARRAMosYNChroni sation and data encoding signal s;
Figure 7 shows a general nessage for use in

comuni cati ons between tags and readers; Figures 8A-8G
show a plurality of exenplary tag nessage package
formats; Figure 9 shows a generalised nessage package
structure for further potential tag classes; and

mriee 5 B B BB P Bescr P o

For a better understanding of the present invention and as to how the same may be
carried into effect reference will now be made, by way of example only, to the accompanying
drawings, in which:
Figure 1 shows an exemplary RFID network;
Figure 2 shows an exemplary mesh network organisation;
Figure 3 shows a reader device according to an embodiment of the present invention;
Figure 4 shows a message package structure according to an embodiment of the present
invention;
Figure 5 shows a response message package structure according to an embodiment of the
invention;
Figure 6 shows a tag transponder according to an embodiment of the invention;
Figures 6A and 6B show respectively exemplary synchronisation and data encoding signals;
Figure 7 shows a general message for use in communications between tags and readers;

Figures 8A-8G show a plurality of exemplary tag message package formats;
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Fig. 1 shows an exenplary RFID network according to an
enbodi nrent of the present invention. The network has a

w@ o34 nt erface 100 including an a appl i cat P@IGB2007/000735
server 120 for running an application program a

Figure 9rsBad8h JabMRsdd Iﬁ&%ageaﬁ’&ék%%e@\}%{cgiﬁé B fRfthd, MQP%%glasses; and

tags 104, at |east sone i are "active".

_ Jat o _ | g f
Figure 12 Egﬁp&?gﬁ?e%%éﬁgyﬂesst A9 ﬁlelpi%gce%glg e(t? ga’goééﬁa or

ucts or other as 'mal s or
humans, or conbi nati ons thereof. The reader network
102 can be any hardwired or wirel ess network capable

of being organi sed to support physically distributed
DETAH?%%EB?%£@@§%@Nranged to receive data fromthe tags 105

over the air interface 112, and to relay this
i nformati on back to the control interface 100, as w ||
be explained in nore detail hereinafter. Whereas in

Figh\shows an dkerffikly REIDVWSS I 8eudedifig 8 8n BRbo@NWAY 8f the present
configured to send nessages to tags and instead act as

invention. © T8k Y8tvRIHk Yad W E&irdl %ﬁtemslgg)ﬁﬁilglgﬁ?aa%laﬂ%&liitcl i&ﬁf&ﬂr/er 120 for

present enbodi ment each rea a ona
. 1 ai es of ;. nmessa o.tags 105 in.its
runing §EAPpBEALA bR, SlaF FRRRHE 1 ahd Aoulgiiot R iponder tags
exenpl ar eader network 102 in Fig.. 1 is organised
104, at 1?%%3%1? o ngc 219 1358V e 186 Aulperqus ApHyidupldags 1(pqare geployed, for
range of known, and future, network organisations nmay
exampleen productagr ether dssaik oineals pr hursanse axiemineations kheréadr
exanpl e the nmesh network organisation shown in Fig. 2.

Fig. 3 shows an exenplary reader device 103 according
to enbodi nents of the present invention. The reader

ThOJcARAREIVESES 18D cBF bR eGPV REA  ARLANADBRDE being
receiver circuitry. The RF nodule is coupled to a

s\ SEOEAROH ATy e RERB AL 200, 9B, FEGETR
105 oo SR TRLERAL S B . aPhab Bl it St 08 100
as will be explained in more detail hereinafter. Whereas in conventional RFID networks
readers are not always configured to send messages to tags and instead act as receive-only
nodes for messages from tags, in the present embodiment each reader 103 can additionally
send certain types of messages to tags 105 in its field via the air interface 112. Although, the
exemplary reader network 102 in Fig. 1 is organised linearly, a skilled person will appreciate

that a range of known, and future, network organisations may be used as the backbone of the

reader network, for example the mesh network organisation shown in Fig. 2.

Fig. 3 shows an exemplary reader device 103 according to embodiments of the
present invention. The reader 103 comprises an RF module 300 having an antenna and

receiver circuitry. The RF module is coupled to a microcontroller 302. The microcontroller

-6-
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In use, the RF nodul e 300 receives anal ogue radio
frequency signals transmtted fromtags wthin

we@bdogoedswe radi o range of the reader and convePCBHGBR@3©00735
signals to digital data by nmeans of known

302 has?R&deR94E- 4 QlEidal r‘é-ﬁ@it@%lﬁl# C}Heﬁi% 3@% ge IL{ Ef‘sz)ﬁgltdependenﬂy

nmodul e 300 al so i nclu fers

. 1. eue.inpbound nessages from tags.ahead, Qof

connect U b o B S R Bre TR R PRk G 0 St
m crocontrol l er 302 can access control information
residing either locally (wwthin the m crocontroller)
or in the nmenory 304. The mcrocontroller uses this
bontes dhe iRAT mrodalei YW regeivem analp guehadice figgnenop e gtaisotransmitted
hi particular the mcrocontroller 302 controls the

from tagpvathes sffagivefratliagamngessiabe scader arelceinvess fHepsmiphas RPdigital data
recei ver 300 and the processi ng of reader network

by mearl¥ESSRGSS raﬁ@l@gﬁ{@ﬂ)-cﬁigﬁiﬂ cARErsRInARBEh AR THNRFNEHUAE K00 also
interface 308. In this enmbodi nent thei ndi cator

. . . ! . | .
nctade A bp e 88 A |4 Yol BB D ol e o
.reader, network 102 i ut tically, scal e so that
processif 2 AL G sen bRl 0L adlF it oo figdlr ik dbre conto

. 102 al so allows the application programto
informatiqresidggasihipr dorats dwithishe migrganiralfes) onjivtheHagrapiyr304. The
di rect nessages to individual reader nodes. In this
microcoipiiled iugemthiy corite] sifommasivastv kostrbbthettaadeampkiatians. om particular
programto address and direct nessages to all nodes

the micrbOhtmillet G0Qr@upsis(ihelisedesdin®lofnag esesiflRs il h RS RS Ihe RF
sent over the reader network may be bound for the

receiver 300 khg &ld 98cdkifg o2 réa%@ldﬁétweﬂgﬁle&fafg&oﬁgéiv&p fom? B%f%fag%i onto,

or tags 105. General network archrftectures capa

' ege rout | iteria wll.be to.,a ..
e P RREAS AP LAAIG, LB 2RI M iy o
LEDs wl?lgﬁ Imcay%leelllség ,%vl?efre ggsﬁlecliﬁg Eﬂd?cnaterrsetgt%g%? fc’h’e reader.

The reader network 102 is automatically scalable so that readers can be added as
desired. The reader network 102 also allows the application program to individually address
reader nodes 103, and therefore direct messages to individual reader nodes. In this
embodiment it is also possible for the application program to address and direct messages to
all nodes 103 or to groups (subsets) of nodes 103. The messages sent over the reader network
may be bound for the application 120, a reader node or nodes 103, or a tag or tags 105.
General network architectures capable of su;;porting these routing criteria will be known to a

skilled person.



"command nessages” and "response nessages". Fig. 4
shows an exenpl ary nessage packet structure suitable

wo ooo7om3wend nessages transferabl e through t heP@E&B2007/000735
network. Wth reference to Fig. 4, the command nessage

TRC keldet NEWORS 1@2heaeREs RAGL b Xdssb TR f;;bl‘ﬂﬂubﬁl €messages,
message is a command message, a further fie

“commainﬁ ?%g@garfdh‘f‘e HH&%es%gg ytes in a data section of

age, or nore turther fields 406 including

net wor k addressing informati on such as reader node(s)
ID and if appropriate tag IDor nmultiple tag IDs , a
field 408 indicating the cormand type, a data field
Figot shoves 4 @treunamorsae Preketovestard suiighls for epmiyad messages
command nessage packet and the relative sizes of

5  transferapdy thoorghf ihel rdademintehivorki t Wih! defedemertd Higr 4,ethaninemond message
t he application, nessage configuration, network

packet ilgkes Ia&hahdleilpoﬁl’tdl 400 icatlipeth widdedze ang coRhidhe n®issage, a further
di fferent command types supported by the reader

field 404‘1%?1‘?&{1}?% gh%%m‘?ﬁﬂek o@@?&&@ﬂl 4 &]atQ Qécttm e BBssh @ one of more further

application(s) but pically 1nc es, for-éxanp

s il Eﬁaorl@%g%%sss? 03 P LR B

. tion; th (RSSI Set
appropna-‘r‘é?é%g ﬁ or @1{1 %qq%élpg qe caa%ngék(le g@ﬁ%}la{ld type, a data field
Criteria; Set Baud Rate and Get Version information.

10 410, an(t@n?}@ﬁlgsg,urs 4eR. dke @pra‘ﬁab:ngj@t af thpagonpikad upesgqtgp Fardret and the
Sl eep support so called "speak when spoken to"
relative sipgsl ofcativonfeldd withit ytpeillafepembiar catmple @preabpkcasionhmessage
t hat comuni cations fromtags are mnimsed or

configurgidr)nekioet olahRELSNAId déRleess a tag is specifically
addressed by a reader. Speak when spoken to

applications are inportant for exanple where the
depl oynent has high tag densities, |oca

The number and nature of different command types supported by the reader network

15 102 will depend in particular on the application(s) but typically includes, for example: Get

Tag Data; Tag Wake Up; Tag Sleep; Network Reset; Set Mode; Set Address Information; Set

System Information; Measure Signal Strength (RSSI); Set Receiver Gain; Set Alarm Criteria;

Set Report Criteria; Set Baud Rate; and Get Version information. Commands such as Get Tag

Data, Tag Wake Up and Tag Sleep support so called “speak when spoken to” applications.

20  This type of application operates such that communications from tags are minimised or

eliminated altogether unless a tag is specifically addressed by a reader. Speak when spoken to

applications are important for example where the deployment has high tag densities, local

legalisation precludes ord{nary levels of beaconing or tag battery life needs to be extended
beyond normal bounds.

25
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| egal i sation precludes ordinary |evels of beaconing or
tag battery life needs to be extended beyond nor nal
whownese3f g. 5 shows an exenpl ary response pacRE€r/GB2007/000735

structure, for response nessages transferabl e through

Fige 5 eBERE ACxanflaryVrbéhohsd YabBGCsthRifrbd for redpdfise messages

response packet includes a header portion 502

iHadi j i's r e e i el d
tansfer{ g R e RdPD RORERS, PR IRORSERAS 2 aie et pacte
- of ,the nessa a f.ield 506 including network
1ncludesa%é1re%c§e§ i &?‘?‘ﬂs 7 %‘ilf%ﬂlgsglfﬁn%ag?oﬁfe? gispf’?)seomessage’ a field 504
... .equivalent informatjon, a field 508 indicating the
mdwam}ggilﬁ gHEEer §fhwtesdn plgtageeton pidha nessreeaniield 50Asruluding network

512. The overall length of the message and the | ength
addressigg dnfoondtiagusugh ias modé(st He ov arivivakent inddrdmtinit hifield $08nindicating

depend for exanple on the application, nmessage
the responsef typey attigdatan@dna1k, ah@aniisakdem 5and BleabeerallNength of the

nunber and nature of different response nessage types

messageS BiRP Hel RAglYaddnordtRRARRIonNEE WRT ¥aribde ALRY %ﬂﬁ%oﬁu%q depend for

typically includes at |east response types

: f ' t l.icatj.on nm gh

exampi SYPRORS SSATTRACS b WL, LG, AERLFRLAD LA
the response type field 508 replicates that of the
command type field in the correspondi ng command. For
exanpl e in_the case of a response nessage to a "Cet

Hhggnumahtes and gaiwenel diffesent sepenssemesspee fiipeh gupported by the reader

identical to the command type field present in the

networki §&etkyc vaprelnd  typieHygenclifiess at dedsi naspomse e ifet A supported
i ndicates that the response nessage packet contains

commarie | for anicld 8leaafplientiérh enibRo eﬁfe@b@dre@bntsae ﬁ%ﬁﬁ%ﬁﬁ%{&t the

command nessage mthis enbodi nent the tag data fie

conen S Aok R S BN8cE 1 ERFEARIEGHE i
correspoﬁgﬁlx %Bﬁlin?arﬁdf F &@X%Hl%keoi%%ﬁe 1c::aose %if girgs%lc)n%nnqesasgéeetr() ah‘aC\J(étnIgag Data”
command, the response type field is identical to the command type field present in the issued
command message. This combination of fields indicates that the response message packet
contains relevant data from the tag probed by the corresponding command message. In this
embodiment the tag data field contains the entire contents of the message packet from the
relevant tag to its reader, albeit after conversion from analogue to digital and after having

been packaged in to the larger reader network message by the components of the reader.

Exemplary tag message packet content is described hereinafter with reference to Fig. 7.

Fig. 6 shows a tag transponder suitable for use with embodiments of the present
invention. The tag has a microcontroller 602, an external programming interface 604, a

plurality of peripheral devices, such as sensor devices 606 and counter devices 605, a power

-9.
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been packaged in to the | arger reader network nmessage

by the conponents of the reader. Exenplary tag nessage
w@2amRe93eont ent i s described hereinafter w th Pef/eB2wC©00735

to Fig. 7. Fig. 6 shows a tag transponder suitable for
supply 6@89311&\]!1 b8 2 9IRAY] ARNSRET trdnbeei R 836 e | 56‘9’ Efbtvﬁcfé'a witl'n b&8@llator

a mcrocontroller 602 an external programm ng

610 and! a[H ehEALEs 4 1y Et‘hlg r{xéé(ntoﬁlepﬁﬁlcﬁ) it ZHrang {\%% 2 fresqlﬁ%ﬂcy of

as sensor evi ces counter evil ces

uch as_a battery,
433.92 BP0 S SRudy 20 858 e et o i Bo g depaeaprdgd By the
and an antenna 612. in this enbodinment, the RF circuit
periphergls 4d Fopgola¢ods fPF eenitoking b1 oppmatmps FReh asbyiktieg pndscheduling
stores the unique identity of the tag, tag data
messages destingd dobihe trérelepaetivotie raltananelc ontr edditageohtnsl code may be
controlling tag operations such as building and
stored inScloegluhémey e gsagRsoddagbilgem2f or the reader network.
Alternatively, or in addition, control code may be
stored in a local nenory of the m crocontroller 602.
hi general, the tags deployed in a given network may

1S tive and passive tags,, an :
e L G %fsactwe and
. Jmy b o ted The erlpheral devi ces typicall
passive ﬁaﬁ% "Wg i 7 aﬁ%‘fee‘fag%g% ke SPRSoE sppabigies mMaehe ?‘Fi@’oétﬁd The
spect of t he external environment or |ocation or
penpher@vcgmce&@mlgﬁllﬁ(gnqlgdq eo pagroreperipheraiptapableefesensieg an aspect of
peri pherals include a nunber of different sensors and

. the extemmeliatrarontesnt oedocafibie o @uattedplyiag t6 elgotagd. f Bér exeaifdé chere the

the nunber of transm ssions by the tag or the nunber
peripherdls ih¢10@S admpadel | FFUli EEreBE RERbrOin P tHIteP@SViRRCTRE doSinters can
activated. In this enbodinent a plurality of different

record for €RaMpR thémﬂfxﬁ’éf'o‘#%nﬂﬂﬂs@ﬂfbggh% t%é;BIEtBF Elﬁ]ra]glr & ﬂﬁ%sl a particular

Suppo S conmmunicatron o
sensor oD LD {SEAREES FTALL B, SOULEL ISMLCES irrent cenor

provided and the air interface protocol supports communication of tag data relating to the

plurality of sensors and the counter devices simultaneously. In practice, sensor types may
include two or more sensors selected from a temperature sensor, a location sensor (GPS
receiver or the like), a movement sensor (accelerometer or the like), a vibration sensor, other
mechanical sensors (such as a latch), a tamper circuit, a chemical sensor, a biological sensor,
a biometric sensor, a seismic sensor, proximity sensor, magnetic sensor, force sensor, strain

sensor, humidity sensor, position sensor, rotary sensor, light sensor, pressure sensor etc...

Exemplary embodiments with two or more sensor functions include:
Tags with movement and tamper

Tags with tamper and temperature
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include two or nore sensors selected froma
tenperature sensor, a location sensor (GPS receiver or

wae b@7/995¢) , a novenent sensor (accel eroneter oPCT/B82007/000735
like), a vibration sensor, other nechanical sensors

Tags with é?g%aﬁcagfoﬂfe@emand farkgepper circuit, a chem cal
sensor, a biological sensor, a bionetric sensor, a
seism c sensor, proxinmty sensor, nagnetic sensor
force sensor, strain sensor, humdity sensor, position
sensor, rotary sensor, |i

, i ght sensor ressur
e el e SRR el bR e TR RG A 3SR peson
' functiqns i nclude: Tags with novenment and tanper Tags ..
will readily hpreaiateethatameonsisiersdleamumlest o siffFren 1gﬂg—whera{ combinations
accl eroneter and tanper The exanpl es and conbi nati ons
can be sudpBrté@tintlndiapdetot corhkeinhtionistinvviaugdwa, tkdel, fad, Hheg, sonor more
will readily appreciate that a considerabl e nunber of

sensor tygéi {165 &RineroH the apadhRbiesdpptiesdngat i ons can be
upported, including sensor conbinations involving
two, three, four, five, six or nore sensor types,
dependi ng on the application or applications. h this

exanpl e the RE_transceiver circuityr ' f]
I Bt PSR G AT 4SERes ooy S 1% Yonhidiie o dh e i3 92
in nost countries. The tags typically also conmply with .
MHz, whigh lis Ry sHcqnegd bwowoaﬂ%ﬂ%%@er%aﬁy%ﬂﬁ%tgg”%‘iomply with
ot her enbodi nents a tig may support transm ssion to
well knowreFEEadey TRt GBrdnd 1S Tatequingmeéntaq e milier i sihodsmans adps may
proxi mate to those indicated, in the ranges of Table

support fansBfisdicil@Lthe Gl Ratwogld 0D fat any firefpemyendicaed, oripgopimate to
each tag 105 can be programmed to transmt for exanple

those inc?garﬁﬁ%%giﬁ%teréﬁ%égﬁg T%%%‘ (l)’?:gi ihdMcarosaibsnatishs bf fuel Wegtier@lies. The or
, ng to predetermned timng
each tagsl%g e %Spro grgr%/n?erd tg %%ﬁgnit for example at predetermined regular intervals,
at irregular or random intervals, according to predetermined timing sequences, and/or based
on frequency hopping algorithms. Further, or in addition, tags may be programmed to
transmit in response to being addressed by a reader, and in certain embodiments to transmit
only in response to such an address (so called “speak when spoken to” configurations). In
certain embodiments a tag can respond to a reader after predetermined delays and this may be
used as a mechanism for assigning transmission slots to a plurality of tags in the field of a

particular reader. Such techniques have particular application in deployments involving high

tag densities.

In this embodiment aspects of tag functionality, and particularly peripheral functions,
can be programmed by a user via the programming interface 604. Such programmability 1s

particularly useful in for example sophisticated remote sensing applications. For example
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on frequency hopping algorithns. Further, or in
addition, tags may be programmed to transmt in

w0 e®poyse t 0 bei ng addressed by a reader, and P@I/GB2007/000735
certain enbodiments to transmt only in response to

where the WedboRAInREE 8 ISmb&RusRLdnSst, a SRRk b‘éﬁ'tﬁé‘grﬁﬁ%rtgtasgﬁd an alert (or

configurations) hi certain enbodi nents a tag
[ ] X I
et RN K 80981} Bl AU BLTHARAELAY S of
mperaf ST S a8y B L al ek tosor
particul ar application in deploynents involving high )
may be pragraguned {9 seid femperitye detfowhem the B8 e ctithink qealgin geographic
functionality, and particularly peripheral functions,
area. In enothbreembaimantywdictrya taglisdndesiasbivinetrioregsanntancpe programmed
interface 604. Such programmability is particularly

with codd$ edputsehtatii @ bf @xavinhas SRERIt6 ehpddyethe'seAFr EAS @AGthBYexample, a
appl i cations. For exanpl ewhere the sensors include a

tag withtaetgﬁ?&?g#é %e&%F,S}Qﬁmidﬁy ts@&ogaﬁh B s RO YEATT R R 5988nfed to

al er regular readings) In response to

red rm.ned, t erature conditions,or a.specific
send prefE GO0 o EIRERLY "eu§ Hinsh 08 AP ey foment s
... Wth GPS | ocation sensor and a tenperature sensor
Wlthmaﬁﬁﬁopt%“ﬁ‘? &fmed to send tenperature data when the
tag is within a certain geographic area. In another
enbodi nent, where a tag includes a bionetric sensor it
can be programmed with codes representative of
Thagregramalisg lintkethoe 6@ pplally itdiedessenset. swiRhasieuheor suitable
exanple, a tag with a tenperature sensor, humdity

alternativeedSde, dEFeRNERS UhCex3GASOpro Eﬁﬁmﬁlﬁg RARHHAWRIWhRhSBE Giser can
pressure data only if the tenperature neasurenent and

o . S . i qur
program %g‘ﬁeég%ﬂﬁﬂé tt%gr %@%ﬁ%&& ﬁ{q@ré g 8%\56%%5155{ 9{)0'%%%11'%;@ Y reader
network. ﬂqcalllééglea%ivg elbo in‘i’c\alrmltst, Ctﬁe ?a{grp%g értafnmqlrlg ici{%értfiac:tél 6%4 may include an RF

recetver module capable of operating at a different frequency to the main RF module 609 of
the tag (for example so called “dual band” tags). In this case it is possible to program tags, or

to re-program them, remotely, i.e. through the reader network.

In general, any suitable modulation technique may be used over the wireless interface
112 between the tags 105 and readers 103. In this embodiment, amplitude shift keying ASK
is used (with a modulation depth of 90%).

Fig. 6A illustrates a synchronisation signal suitable for use by tag transmission
circuitry, and Fig. 6B shows an exemplary data encoding scheme. Synchronisation
information 650 is required because the wgreless channel between the tag and reader is

asynchronous. A reader receiving the synchronisation information detects the synchronisation
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alternative device, representing an externa

progranm ng i nterface via which the user can program
waspeots4of the tag directly, nanely w thout PCT/GB2007/000735

necessarily programm ng via the reader network. In

1nformat%rf & ngt inﬁﬁ:aﬁ(gﬁ’%@ WEH $o st rdadth mgpfl Qrﬁmtg%é&ggtﬁéfﬁge The

rmy i ncl an RF recel ver e ‘capa

synchrm%g)eg{oﬁ E%ﬁla{l?n 1% g. s%:%see?]tcbafr {hgg%ﬁggq% Stsalg a‘f | reealeﬂfa{lj gircuitry to a
I.n thjs .case it is passible to program

suitable %?g% S Iyl Ty o BBediFAEethe S ey | SyRChgoni oy gignal is a
the reader network. In general, any suitable

predeterppgined|sggucnac pERHAGSy d%ach-a% thyefitss secandend thied wymobrasssation pulses
interface 112 between the tags 105 and readers 103. In

652, 654, 1666 hevdbo dimadon of 260k taude sabsetjtierk dylan@f ASKub.s Adsettageously,
(with a nodul ation depth of 90% . Fig. 6A illustrates

this syn@hiSWREMGTORERREE QUptihiSakhes v r_g@bb&w‘%@x{ #1982 Dyhdt @9reader, while
transm ssion circuitry, and Fig. 6B shows an exenpl ary

o e me. Synchronisation information 650
m1n11msﬁlxgt w&ggﬂﬁmﬁﬁﬁ )

use the wirel ess channel between the

ngﬁ ﬁﬁ%tgagdseéﬂle? an nChﬁ'iag% %:EI‘EQCB’&% fngggoqnﬂrggs%nwsc engeh which
nchr onj sationinformatjon as an |ndicatiaon of when
transmlt%¥ 8 pereisdnygT Hhethererds 2hispshpi/E stalgh of e RF pulse). Each of
synchroni sation information is also used by the reader
the fourtnyssiblei twordigit reoodiinegions iof aiasrapdt anea aseir¢pabdentegabna different
level. In this enbodi nent, the exenplary
delay behyehpinéss @xieaiplal gleddy ties Pr edeties tvoelikis eauditton are as
pul ses. Each of the first, second and third
illustrateaYREMIONI sati on pul ses 652, 654, 656 have a duration
of 200 ns and a subsequent delay of 60 ns.
Advant ageously, this synchroni sation schene optim ses
the range between a tag and a reader, while mnimsing

+hn nmnn_r —cona

Nibble = | Delay (x, us) "f ' ﬁ'ﬁie /23 RF on time (ms) | Effective Baud Rate
bytes (ms)

00 28 4416 1.84 41666.66

01 42 5.520 1.84 33333.33

10 58 6.624 1.84 27777.77

11 72 7.728 1.84 23809.33

Table 2: Exemplary data encoding parameters

With reference to Table 2 it can be seen that the disclosed embodiment uses 20 us RF
pulse durations with intermittent delays selected from 28, 42, 58 and 72 us, in dependence on
the two-bit combination to be transmitted. Most power is consumed during the high signal
state of the pulses. The high signal states of 20 ys are optimized to maximize dynamic read

range and minimize power consumption. With reference to Fig. 6B it can be seen that by

-13 -




10

15

20

25

Fig. 6B illustrates an exenplary data encodi ng and
conpression schene which transmts 2 bits per del ay

W@ e007i09930d her words 2 bits per on/off sw tch oPCT/B820RF000735
pul se). Each of the four possible two-digit

selectiong&ffﬁi: '&@faityQ B§t|v&f%€n é)ﬁfsesS HRNGHhONE S aADE WsEPIFLEEY g )a/x%%’ 5 ugnce of

I fferent del ay between pul ses. Exenplary de

binary nllgfrtﬁb{rgbllllgéﬁg gﬁﬁ?%%ﬁégggre%%{emn% Pegf}lli/rg glz gglgsrr@tzt%r: (%%clﬁ%tr}; ‘?ot géj capable
of esner T L B e b b S b i S5 e 5

durations with intermttent delays selected from 28,
Advantag@pslgg tha displosers ,datianm@@g@@d@qh@@eowtimiéeq @ata phroughput without

conmbination to be transmtted. Most power is consuned
unduly repiringgart wreluby gmydicgted|sigtbing soierhdre pul ses. The hi gh

signal states of 20 ns are optimzed to maxim ze

dynam c read range and m ni nmi ze power consunption.

Wth reference to Fig. 6B it can be seen that

AR Yl?&lgg&érj fﬁg RY reb GGl %@Ei‘@@seﬁ] déﬂfﬁ%@%&%g@ﬁ%ﬁﬁaeﬂstics

can pbe used to transmt ny sequence

. nunbers. REID |ications.preferab require.th
depencing 81185 Bropiles PR D'+ PR R abhd Btk Bgamgor cxampte
. plII| ses Wth decay tines of less than 1 1 ns and attack
relative pulsgauidgh tends o deckgrse math trepsayssigadtiansg, andise 1§ thecreseiger is far
data encodi ng schene optim ses data throughput w thout

from theutag ($ay merputhen 360 am) thad uhy deloypiiicoatativielyilgnaichinpgred with the
schene. At the reader, the RF receiver circuitry

delays of hearipgmlly teagmactedsigiafn@h thé dbthec hardaaihenithé resiver is close to
dependi ng on the properties of the radi o channel

the tag (safkBint B8 #9GhanshidedCart ERE8dencl OmdCHRMRLEived &lcllysVRay be
pul se wwdth tends to decrease with transm ssi on

iU R S R O . T85O 88000 v

varying %e%ggﬁt%g 13211%%5 Vgi}t{éuftht% achieve. The disclosed embodiment solves this

problem by providing readers configured to process the encoded signal by determining
corresponding delays based on sampling between the rising edges of adjacent pulses. In this
way, the sampled duration turns out to be a better approximation of the approximation of the
delay in the originally transmitted signal and this means the RFID network can work reliably
in more diverse deployments.

A skilled person will readily appreciate that other suitable modulation techniques may
be used in different embodiments of the invention, for example FSK QBPSK, BPSK and the
like. Further aspects of the wireless tag-reader protocol are defined herein below with
reference to Fig. 7. Aside from synchronisation information, tag message packets tend to
include: a header 702 indicating the message is a tag and its length; a tag class field 704

(which may also indicate a tag type within a class and/or a particular mode of operation), a
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del ays of the originally transmtted signal. On the

ot her hand, when the receiver is close to the tag (say
wowaoniose3® 5 n) the pul ses are broadened and t hBCT/GB2007/000735

recei ved del ays may be significantly shorter t han t he

tag uquerlﬁ‘ﬁé'ﬂit%%d dsh 24k 7160 %ﬁ?e@&%@élﬁn afg he gn gractice the
I sta n ces f

det ecti on OVGI‘ varyl ng reader - tag

Vi i sckosed nt
overall 1P GERE KB tdind RO OBE \ PGl B0 S g0l Bug agarao or
encoded f nal by deternrnrng correspondi ng del ays
exanple g dhgitag §1asSinpl i ng bet ween the rising edges of adj acent
pul ses. In this way, the sanpled duration turns out to
be a better approxi mati on of the approxi mation of the
delay in the originally transmtted signal and this
mean¥ht header liiforetivorik usahtovashicve helablerel synebioRisation and to
di verse depl oynents. A skilled person will readily

identify @RPtypei ﬁl@%&”&%& AANRS 161stH 3D 11480 d WndtHeP exh @G bfl W rmation
nay be used di fferent enmbodi nents of the invention,

typ1ca11y 1851u§ @ a%gr @?Fe]ﬁfe(mmﬁf éﬁs%fjgéa@gn 1 rtg Flfﬁ ag%éﬁglral the header

pects o e W relress tag-reaaer

here erence to 1.
mfma’frorlo% PEGHE P Pulieah %e%ﬂrfa}rgna{f r%eﬁsagrsgnﬂegggla i w@%egessary
tend to include: a header 702 indicating the nessag
power. The igfqragtigndn fhetag é]r“?@% Relddndigyes ¢ glags pf @gdntpozrhlewhectﬁg falls
may al so indicate a tag type within a class and/or a
from a phaplitycefl ag olasdes, shchofserdass dnyingapradetemiigeds periptiera| adpabilities

706, a data field 710, and error checking information

and hencél? tagl mepyage tfowent wittecavaspanding @ngt fielod. UpeionElss ape tag class
and configuration of the various fields within it wll

field can%ﬁ@é&d ad@fioSt Q@hﬁo@fﬂtﬁbﬂ esutcﬁgis GPAEDe o-ﬂ}ﬁod},@ 388" where relevant,
information is used to achi eve paCket | evel

mode of S%g&%r Hnl ﬁlatth oé}ngl&gm% fhgin% t\l%[ u%l'i% sy %ucf{bb%eséﬁgg which is

ts Ieng

assigned beI'ore eployment for example during manufacturing. The data field contains tag
data from the peripherals, which is not user definable as well as tag data which is user
definable, as will be described in more detail below. The error checking information is used
for packet verification and validation, and may be implemented for example as a 16-bit LRC
calculated by linear addition of all relevant bytes. A skilled person will appreciate that the
precise tag message packet structures defined herein are exemplary only and for example that
some fields are optional and certain “header” or “field” information could feasibly be placed

elsewhere or omitted altogether in some embodiments.

Fig. 8A-8G shows a plurality of exemplary tag message packet formats, each message
packet having a different structure corresponding to the tag class from which the message

originates.
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typically included in the header is repetition rates
for beaconing tags. In general the header infornmation

w0 ami7iye3at es and optinm ses decodi ng of nessageBCEGH2007/000735
avoi ds usi ng unnecessary power. The information in the
tag class field indicates a class of tag into which
the tag falls froma plurality of tag classes, each

RR-ELRA DPHLOR BLeRbeL e Ber RLErA S30RPHI Ll o
102, s oI PR, 88 o e S o 712

) and, where relevant, node of operation hi this

This tag aisergiernapketitney bagpnbifir guemplp in siteations wihersythe tagisuequired only
whi ch is assigned before deploynent, for exanple

to providkutagnglentficHt@mat wirden greddtesnitad aitinebtdncsnt Annscatple dabhdlding
fromthe peripherals, which is not user definable as

mmawg%ﬂkMyﬁg,tag data which is user definable, as wll be

escribed in nore detail below The error checking

information is used for packet verification and
val i dation, and may be inplenented for exanple as a

-bit LRC cal cyl,ated,by, |inear addition of all
VR Birtnen Syt e ML Rimel ipeghbter Whekrt QPe it @ sy header
tgg preci se tag nessage packet structures defi ned )
702, tag g %Ffﬁog%tl%w’é%ﬁﬂgﬁya Held 108y 2 setantield 7l RAaand e checking
. fields are optional and certain "header" or "field"
informatjonf dkZratl dhiscesa¢ dhef tagsilisisyinfremption dutliedtee thak ak agrredetermined
omtted altogether in sone enbodi nents. Fig. 8A-8G
portion oftiowagalatal fisldlid dged of repue BRI “aiR)agbaghiatsis agemfiad ¢k counter that
formats, each nmessage packet having a different

incremerftd BARIHNE et BARGNH, NBth® thiiEhdiRga $hidSge Hh QD dﬂ”t%r%@, tléis is in

the nmessage originates. Wth reference t0 Figure ,

fact am aél%%éorfta%g ﬁ?&ﬁl@ %% t}%atgg fik -é}rc?és{vlh%% ig bﬁ’zﬁtsé{d f::il)é pP%ﬁ%%@f the battery

tag class”intor

life and, optionally, error correction information 712.

With reference to Fig. 8C, a further tag message packet (for tag class 3) has a header
702, tag class information 704, a tag ID field 708, a data field 710, aﬁd error checking
information 712. In this case the tag class information 704 indicates that at least a portion of
the tag data field 710 is used to convey user defined data of some type. The application

program is capable of decoding the user defined data.

With reference to Fig. 8D, a further tag message packet (for tag class 4) has a header
702, tag class information 704, a tag ID field 708, a data field 710, and error checking
information 712. In this case the tag class information 704 indicates that at least a portion of

the tag data field 710 is used to convey a user defined identity code from the tag.
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This tag nmessage packet may be sent for exanple in
situations where the tag is required only to provide

wo 2@7iogksmi i ficati on under predeterm ned circunBCHOB2®7/000735
An exanple is building access applications. Wth
reference to Fig. 8B, a further tag nessage packet
(for tag cl ass 2) has a header 702, tag class

AP AL R A P
702, tag Gl é%EmaH&a 9{% Fith ' ”fr@fH% 2 S48 38 218 e s cheghaing

) report on ag which is estl mat ed by a counter _

informationaf 12 nék éhiemage hlgt ¢lags infeemptien (/P4 rBdicetss tRdtedetermined
than being a true age based on tine, this is in fact a

portions g aberiag dhtaafieldi 711G erarssedf tot tmveagréddtentyal penypliced) dasa (P.
limted in practice by the battery Iife. Wth

DATA) hef as@fefink® dat0(USKER BATHN.t Bk #@@h@i% YagemBRGKEH have user
(for tag class 3) has a header tag cl ass

: 7
defined TRATHCE ‘éféﬁﬁﬁ‘%.f%% R #%?%9%%5‘* 8 PR Gl e rom
ta ass.information n at at |east a
ataghavf:}}ﬁ%té:e%l@ewurm%nstoﬁﬁn %P%f’ré?@?gg sed to convey
user defined data of sone type. The appl i cation
programis capabl e of decoding the user defined data.
Wth reference to Fig. 8D, a further tag nessage
Vhistc kedereridedio HiagSls |laaisther) tap arssagheadet (70228 tlags @) lss 9 header
information 704, a tag ID field 708, a data field 710,
702, tag atabs dnfommatitie FRENg thn fDr field i 708, d1dhta Ifield M6, s@b errbhehecking
tag class information 704 indicates that at |east a

informatiAr 1120N 1P khit REsd 8@ @atdask '1ﬁfo‘f{mZt1<91 784 qﬁ(ﬁgaﬁeQ 115 IhYEQeteéfmined
user defined identity code fromthe tag. Wth reference

portions é? gl@stg% )dQEla%ég f7t11! 2%‘2{ Psetdqg c'g'ﬁ*?’e?}ﬂ@aﬁa %%%( Blst (aﬁla el 9 peripherals

(P1 DATA and P, DATA). The peripheral data from either peripheral may itself have user

defined elements. For example this tag class packet might be employed to send data from a
tag having a temperature sensor and a GPS location sensor. An example of peripheral data
having user defined elements is where a user has programmed the tag only to report
temperature exceeding a predetermined temperature threshold. In this type of packet the tag
class information may be supplemented with tag type information which indicates, for
example, that the tag has two sensor functions and is operating in a mode supporting (e.g.
temperature and GPS sensors). Either type of peripheral data, on both, may have user defined

elements.

With reference to Fig. 8G, a further tag message packet (for tag class 7) has a header

702, tag class information 704, a tag ID field 708, a tag data field 710, and error checking
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702, tag class information 704, a tag IDfield 708, a

data field 710, and error checking information 712. In
wo kiog/ogmse the tag class information 704 i ndi CBECEEBRIWAN00735

predeterm ned portions of the tag data field 710 are

informatié8eP X O LE QY @YsPiRAGE &l148s riﬁﬁag%ﬁr%)rp hei ahaidaba tl(é?-plrgz‘lgﬂ_e@nined

user defined data (USER The peri phera at a

and
portions {Jﬁ?hse' t%.g %latfa f{gﬂ/ 91638 lks%?ft%)n Qgﬁwfe?ba:ey% ﬁr%ﬁnotg}lgsg 51{1(? éeaclggg %8%}elg3rals,

g message pac 0°sen

framag t ving a.t rature sensor and a use
and wser gl Bllenfirt el Bl oFres BHGE! PO o Spplove o send
further tag nessage packet (for tag class 6) has a .
data fronyafaghavipg 2 cheguied] 801, TRBPPratensnT dndA user [dgfnatde ideafifcation
708, a data field 710, and error checking information
code. As7t&ord, rthd kigsclesssBeltihpay &g subplsmentefl dryfgi type 70#brmation which
i ndicates that predeterm ned portions of the tag data

indicatesf & €kakiblle, ah& tHe @8k hes 6 ARNensRt RnftidMhidd [Sbp@ithg in a mode
second peripherals (P1 DATA and P2 DATA). The

supporth%g ﬁiéﬂgﬁp_@lchgﬁ’ﬁ 1 B3 §d QfgaEeJehflﬂ?[aﬁ‘? 8‘55513 %11 %: 8bf wWHAVE user

er “defined el enents.” For exanpl e ass

ck m e.enpl.gyed to..send .dat.a from a.ta
definabid BEHY Juf o RBEE e s uE REEE 2 3lsP i Laprgp ofined
An exanpl e of peripheral data having user defined
elementsg| eppnt's s where a user has programmed-the tag only
to report tenperature exceeding a predeterm ned
tenperature threshold. In this type of packet the tag
class information may be supplenented with tag type
Wit esferat¢eoin pudiietian todiigadewhichehows anguhematid agpredeatatiag of a
has two sensor functions and is operating in a node

generalised PRAEAsk PAcKe® s@uctiu@NBE Rathef BoRRtal GHScRENRS,Af Svill bElabpP&Ent that
type of peripheral data, on both, may have user

the tag &%@Ag%‘iﬁcﬁét%@ﬁé?ﬁé used in embodiments of the present invention is capable of

supporting a number of multi-peripheral tag designs by virtue of a plurality of predetermined
tag message packets provided with one or more fields defining the tag class from which the

message originates, and optionally also a tag type or mode within that class.

Fig. 10 illustrates by means of an exemplary process chart how tag data is conveyed}
from the tag to the application program in embodiments of the present invention.

At 1000, the tag microprocessor initiates a tag message send process. For example,
this may be in response to a reader inquiry or it may be under a type of beaconing regime
known in the RFID arts. At 1010, the microprocessor builds a message packet of a suitable
type based on the tag class. In this example it is assumed that the tag message packet will
adopt a format 1012 corresponding to a predetermined tag class from the number of possible

tag classes (see Fig. 8) and extends to a total of packet length of 64 bytes. Relevant system
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Wth reference to Fig. 8G a further tag nessage
packet (for tag class 7) has a header 702, tag cl ass

w0 ndooroyssd on 704, a tag ID field 708, a tag dae@r/GBedod000735
710, and error checkinginformation 712. In this case

informatifonel (13%n@! t8S 8ath 1006 (REIAM 7195411)!1&‘31 §ah &8d tuté‘éiftdeﬁned data as may
pr edet er m ned portlons of t e'tag data field 710 are

be approi)f‘%%asers%gﬂ}égyfr tﬁe t errr_nd'r?t an%nm e&%ﬁsgg %gct,k herc%glg‘tructed

I nabl e da or exanp

: ck ht be e oyed to. ata froma tag
a°°°rdmg]é(vi %‘e? gl’i‘éer??%%ﬁl rﬁr@%ﬁi’érpmf’ tg% faglogus &raBSfB%S@Pn circuitry
definabl e identification code. As before, the tag
includingthg F p$c@|lqyornaéx§l the g adraneanitnd 102§ qu)p'@le air interface 112 to
i nformati on which indicates, for exanple, that the tag
areader 3 a two sensor function and is operating in a node
supporting a specific chem cal sensor (say a gas
sensor) and tanper sensor with a user definable tag ID
code. Data fromeither or both peripherals may also

AV uge e iRt fé&@i@eﬂh%r@ h?ességc-]: ﬁcﬁ&faﬁﬁ G&sdeR it as necessary to

particular to |g a sc natlc

convert it ?%1 ﬁ@é@.ﬁ | B 1te%1 ﬁ'gx?r? ggtr@h t ﬁ%iﬁ%@égsg(%:%fo tZlg reﬂer J&qnl builds a

par ent t hat the tag nessage packet schene used in
reader ns K1 FrRRISe G DS Rackrle&Bnt BIFENL TBHer Beldgplapagkelr of similar
supporting a nunber of nulti-peripheral tag designs by
Construcmrk)tl@éwn Auptagribin & yeader pifé doretransnishiaragyardls pagder network
packets provided with one or nore fields defining the
to the apphAcptohalX dfrthencodtiat intetfecab(0s &ge tids boildiag @soceanthe reader uses
optionally also a tag type or node within that class.

the apprEI?] te JBadel | deSkorRt REMBY nBAE RimaN 1632 Rleakiy. B‘) 0\91%515 in this
art how tag data is conveyed fromthe tag to

embodinfeRP ﬂcSﬁ:Io’rﬁ@s ﬁ{eocg%g{g %%6%5919&' 153045 0 erftil?& Pr&S F(Slfof the reader

|nvent|on tag nlcroprocesso ini

SSsa I 0OCesSsS e .
network se sTRE A4S e or message packe{ to e%pﬁéatlon program in accordance

with the reader network backbone communication protocol.

Further it will be apparent that the described embodiment is useful in particular with
tags having multiple sensors and the like, and which also permit user definable data to be
programmed. The user definable data can be either independent of the peripheral function(s)

or for controlling one or more aspects of the peripheral sensing or reporting functions.

In summary embodiments provide, among other things a functionally rich and
versatile tag-reader communications protocol, capable of scalable deployment to support a
wide range of current and future applications. At the same time embodiments described here

achieve high data throughput and interoperability, whilst minimising power consumption.
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this may be in response to a reader inquiry or it may

be under a type of beaconing regine known in the RFID
W@R03/099380 1010, the m croprocessor buil ds a neBGEG82007/000735

packet of a suitable type based on the tag class. In

this exanple it is assuned that the tag nessage packet

w Il adopt a format 1012 corresponding to a

ng%ds%pfefd%flﬁéia& LG a)a{eftﬁ Jvﬂﬂfe Fegoﬁag e ﬁééc%éd what is

asses (see FHi exten t

consider BB R Rbs SaDUhER SRR '?ﬁgfp hE Ea%eaf‘ogﬁalg the

def i ned. dat t
inventiom;,J ?dge:niq\ﬁ:ge !Eifr)]lgéhqéma a ﬂan{t%tq@&a prg%éjfa A slggsr %r? methods
constructed accordingly. The tag nessage packet 'S

d1sclosedprmﬂusj@@sqrmtlpn@fathmm wed rearhodineritonThesectkiliedyin the art will
i ncluding the RF oscillator and the antenna and

recognisd ttanshe irnvedtiddA6s aveoad hmgaiof dpplieations dén Iyt different types of
reader 103. At 1030 the reader receives the tag

remote iAESITRUED AakELInB O BGAREESNS, an@ IhACGE TpMoMithéhts may take a
convert it from analogue to digital format. The

wide rangé 6F H{%lglﬁ?c%ﬁ&%r Wﬁﬁ?ﬁt%pgﬁ ﬁgq% n%%@lnblgﬁt&x%s c ﬁaa Qfeﬂned in the

response or a general rea

acket mlar co truc 103 and
sppended GIaiBE: ; PO §Ramlendies GRHGE ooy P ChE o) Gh Togmer afessset
r eader netvvork to the application 120 of the_control
managenjeit, e PEEeBal1 GrAnagRRentySYPPlYi IchiiRg MFeswnentt pad r piggess control
uses the appropriate reader network fornmat nessage
applicatidisrinatariv 08 Aelds o€ opérgtiorbjuohrschdistrizlhinedieath odlitasn thome, office
i ncorporates the tag nessage packet 1034 in its
and othet€ntirety. At 1040, the reader network sends the reader
net wor k nmessage packet to the application programin
accordance with the reader network backbone
conmuni cation protocol. Further it wll be apparent
that the described enbodi ment is useful in particular
with
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tags having multiple sensors and the |ike, and which
al so permt user definable data to be programed. The
wa@s@r/ogsit nabl e data can be either independentP@f/GBR@®7/000735

peri pheral function(s) or for controlling one or nore
CLAIMS@Spects of the peripheral sensing or reporting

functions. hi summary enbodi nents provide, anong ot her

things a functionally rich and versatile tag-reader

comuni cati ons protocol, capable of scal able

depl o nt .t o support i de r e of, current and
L A el Sipvipgaling e an AR, aCiavaR Sompss By rdfiponders and
descri bed here achi eve high data throughput and
networked, teadeh 8piphideployed \hireestvenPommuBicadonso said transponders, the
consunption. Those skilled in the art will appreciate
method ¢omgirising: | e t he foregoi ng has described what is
considered to be the best node and, where appropriate,

efiphBlindREBEtuaE SR KTl tOEntR day BiMel AR, trdnbiEioh HBEMeEP B high
should not be limted to the specific configurations

) ol L T 0 ) .
o0 O o e orh b B TR RSt b oty of b
combmaéglgﬁoc?f; iéf?xlgr ngr%l%érgéﬁe;&é}esﬁ@%{; ?ﬁh gﬁ{/egeég rp%«?(gelter anr?eg c?glays between
. identification, data and sensor applications, and that
signal tryngilioBshodi ment s may take a wide range of nodifications

wi t hout departing fromthe inventive concept as

defined in the appended cl ai ns. For exanple, the

i nvention has applications in all manner of asset
2. Amanathetredt sigpdlisonal inmelamg ehewherel ppdly seidapiedetermined delay

managenent and process control applications in various
comprisdsia@leth; vweRdorbeANvSHEGh sRsal Agest ri al , medi cal,

mlitary, hone, office and other.CLAVMS: 1. A nethod

for signalling in an RFID network conprising active

transponders and networked reader units deployed to

recei ve conanicaLions fromsajd transponders, . the.
3. A method of signalling as in any preceding cia1m, wherein eac predetcermmed delay

indicates a two-bit combination of binary numbers.

4. A method of signalling as in any preceding claim, wherein the duration at a high
signal state is less than or equal to the duration of the shortest predetermined delay between

high signal states.
5. A method of signalling as in any preceding claim, wherein the duration of a high

signal state is a value selected from one of the following ranges: 40 to 5 us; 30 to 10 us; and

25 to 15 us.
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met hod conprising: enploying anplitude shift keying to
encode data based on transitions between a high and a

wo ow789gmal according to a schene in which respenGBY@®7/000735
ones of a plurality of bit conbinations of binary

6. ANHIRBRE So i Endi iR 88k L8 p?e%e&'ihéf&zﬁﬁﬂtwl%&ﬁech@ T4 of a high
del ays between signal transitirons. 2. A nethod of
- ' ' s in claiml, wherein each said
Mgnﬂsu%é%ﬁ@%%*%ﬁ%%d del ay conprises a del ay between
consecutive high signal states. 3. A nethod of
signalling as in any preceding claim wherein each
predeterm ned del ay indicates a twg-bit conbination of
7. Agpptheq of sighdfiag ag in munRTesrdEnSoTlaig), GYerein typ shortest pagrptermined
preceding claim wherein the duration at a high signa
delay betsteant bighsignabstateh asngreateetiara®0 o t he durati on of the
shortest predeterm ned del ay between hi gh signal
states. 5. A nethod of signalling as in any preceding
claim wherein the duration of a high signal state is
. 3 e f ' .
S AR SRR L ) 095l U AL kg i of

i e T 500 BRSO 19,0l s WBEDGfh B e s

. met hod of signalling as in any preceding claim

mterval. yherein the shortest predeterm ned del ay between high
signal states is greater than 20 s. 8. A nethod of
signalling as in any preceding claim wherein at |east
first and second of

9. A method of signalling as in any preceding claim, wherein first, second, third and

fourth delays comprise different durations selected respectively from the ranges: 18 to 38 pus;

32 to 52 ps; 48 to 68 us and 62 to 82 us.

10. A method as in claim 9, wherein a first, second, third and fourth of said predetermined

intervals are respectively about 28 us; 42 us; 58 us and 72 us.

11. A method as in any preceding claim, wherein a synchronisation signal is applied

ahead of said data signal.

12 A method as in claim 11, wherein said synchronisation signal comprises a

predetermined plurality of pulses.

13. A method of signalling as in claim 12, wherein one or more of said pulses comprises a

high signal state for a period between 100 and 300 us.
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sai d predeterm ned del ays differ fromeach other by

about half the duration of the shortest interval. 9. A
woredonoghsad signalling as in any precedi ng cl ai P¢T/GB2007/000735

Wherein first, second, third and fourth del ays

conprise different durations selected respectively

fromthe ranges 18 to 38 ns; 32 to 52 ns; 48 to 68 ns

14 A@ﬁf@t}ﬁ% Jr%i 81l ‘rAn [@t\«?ﬁ’é?elﬁgnﬂef\/a@ ﬁ'éJWegn pWRES Efprise a

first, secon d and fourth of sa
|ntervals are respectively about 28 nms;
Imn°d0P5§g83 %g1ns afid 72 ms. 11. A nmethod as in any
preceding claim wherein a synchronisation signal is
appl i ed ahead of said data signal. 12. A nethod as in
claim 11, wherein said synchronisation signa
15. F@ﬁwﬁﬁﬁ§@§bhmpR§HBméWﬁﬁhé@nBMﬂngl|ty of pulses. 13. A
nmet hod of signalling as in claim 12, wherein one or
transreisgbn sacahspethpleyingoappliteds shifhikghingi gieahs ataitel ftorencode
a period between 100 and 300 ns .14. A nethod of

transmis§ibf) Aatk bb&d @Strad3itfdndbEwkédn a\M},Qfﬁidrh Tofit ﬁgﬂeﬂ |a§ccﬁ*@'h§@@ 2] scheme
pul ses conprlse a period of between 50 and 70 ns .

in Whlch’%@sg%gﬁ%\’&lets ¢ a néﬂﬁraﬁgf 5@&0’&%%‘&%@ 5P gﬁﬁ?ﬁh@b?{s are transm1tted

nsSm ssi on ans enpl oyl ng anplitu
nsn1 si on data based on

de t
anﬁRX$$BE’|% ﬁ?ggg%ﬁé nc%mﬁpéﬁaéﬁﬂm'o? ow si gnal accordi ng

to a schenme in which respective ones of a plurality of
bit conbi nations of binary nunbers are transmitted as
different predeterm ned del ays between signa
transitions.
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