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Method for registering a mobile radio in a mobile radio

network

Description

The invention relates to a mnethod for registering a
mobile radio in a mobile radio network, to 2z computer
program product, to an ID token and to a moblle radio

systerm.

On the basis of the GSM standard, a mobile radio is
registered in a GSM mebile radio network using the
international mobile subscriber identity (IMSI). The
IMSI is stored'in the subscriber identiéy module {SEM\.
The IMSI identifiss the home location rasgister (HLR) in

which +the registration needs to be effected. Th

®

registration based on the UMTS standard and other
mobile radio standards is also effected. in a similar

mannex.

UsS 2007/0294431 A1 discloses a method for managing

t
i
€2

digital identities which reguires user registration.

In addition, token-based authenticaticon methods are
known from US 2001/004545% Al and US 6 257 486 Bi, for

example.

Further token-based authentication methods are
disclosed in the patent applications DE
10 2008 000 £67.1-31, DE 10 2008 040 416.0~31 and

DE 10 2008 042 262.2-31 from the same patent applicant,

these being unpublished at the time of ITiling.

The invention is based on the object of providing an
improved method for registering a mobile radi in a
mobile radio network, & computser program, an 1D token

and & mobile radio system.
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The obijects on which the invention is based are each
achlieved by means of the features of the independent
patent claims. Embodiments of the invention are

specified in the dependent patent claims.

According to embodiments of the invention, a mobile
radio 1s regilstered 1in a mobile radio network using at
least one attribute stored in an ID token, wherein the
ID token 1s associated with a user, with the following
steps:

the user 1s authenticated to the ID token, a fi:

-y
o
t

computer system 1s authenticated +to the ID tok

6

oken,
successful authentication of the user and of the firs

I’J
H
1

computer system to the ID token is folilowed by the
first computer system effecting read access to the at
least one attribute stored in the ID token wvia the
mobile radio network, the at least one attribute 1s

used for the registration.

Embodiments of the invention are particularly
advantagecus because the regilstration of the mobile
radio does not reguire a SIM card but rather reguires
an ID tToken assoclated with the user, said ID token
pessikbly being an identity document, particularly an
electronic identity card, belonging to the user, for
example. IL the user has such an ID ftoken, there i3
thus no additional regquirement for a SIM card in order
To reglster the moblle radio of the user in the mobile

radio network. There is therefore also no longer the

1

C

Hh

technical, legistical and Zfinancial complexity 0r

producing, personalizing and distributing the SIM cards

to the users. A further particular advantage is that a

recentl added user, i.e. a “subscriber” can
r

L
immediately register his mobile radic in the mobile
radio network without having to wait for a SIM card to

be supplisd.

Embodiments of the invention allow cne or more of the

attributes stored in an ID tfToken to be read by the
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first computer systen,. the connection between the ID
token and the first computer system being able tc be
set up via the mobile radio network, particularly the
Internet. The at le=ast one atiribute may be a statement
regarding the identity of the user associated with the
ID token, particularly regarding the “digital identity”
of said user. By way of example, the first computer
system reads tThe attributes family name, first name,
address, in order to forward <these attributes to a
second computer system, for example a2 mobile radio
network component -of tThe mobile radic network,
particularly a central database or a home location
register (HLR).

According to one embodiment of the invention, the
attribute stored in the ID token is an identifier. The
identifier may be in a Lform such that 1t explicitly
identifies the user and additionally a home location
register relevant to this user in the mobile radio
network. In particular, the identifier may be 1in the
form of a globally unigue identifier (GUID): by way o

example, the ildentifier may be an IM3I.

In this context, a “home location register” is
understood to mean any network component of a mobile
radic network which 1s used for registering mobkile

radics in the mobile radio network.

In this context, the process cf “registering” a mobile
radic in a meobile radio network 1s understood to mean
any process in which the identity of a user of the
mobile radioc 1s communicated to the moblle radio
network, so that the user 1s reglstered using his
mobile radio az an active subscriber who can make or
receive voilce calls, for example, can send or recelve
messages and/or can use other services provided via the
mobile radio network, such as downloading data via the
mobile radio network.
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The ID token may be a portable electronic appliance,
e.g. in the form of what is known as a USRE stick, or
may be a document, particularly a value document or
security document.

Aecording teo the invention, z “document” 1s understood
to mean paper-based and/or plastic-based documents,
such as identity documents, particularly passports,
identity cards, visas and driver’s licenses, veahicle
registration certificates, vehicle registration
documents, corporate identity cards, health cards cor
other ID documents, and alsc chip cards, means of
payment, particularly banker’s cards and credit cards
or other credentials which incorporate a data memory

for storing the at least cne attribute.

Embodiments of the invention are fThus particularly
advantageous because the at least one attribute is read
from a particularly trustworthy document, for esxample
an official document. The invention thus allcws a
particularly higb level of <trustworthiness for ths
conveyvance of the attributes asscociliated with a digital
identity, accompanled by optimum data protection with

extremely convenient handling.

Accerding to one embodiment of the invention, the filrst
computer system has at least one certificate which is
used to authenticate the first computer system to the
ID token. The certificate contains a statement
indicating those attributes for which the first
computer system has read authorization., The ID token
uses this certificate to check whether the first
cemputer system has the reqgquisite read authorization
fcr the read access to the attributs before such read
access can be performed by the first compu,“r system.
According to one embodiment cf the invention S
computer system sends the at least one attribute rsad

from the ID token directly to a second computer system.
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By way of example, the second ccmputer system may be a
moblle radio network component of the mobile radio

network, which component effects the registraticn.

nvention, thes

i.ul..

ording to one empodiment of the
butes read from the ID token arse ftransmitted from

the first computer system ZIirst cf z2il to the mobile

+h

radio of the user.

Aocording  to cone embodiment of the invention, the
attributes read from the ID token are signed by tThe
first computer system and are then transmitted to the

mobile radic. The user of the mobile radio is thus able

P

e

to read the attributes, but without bkeing able to alter
them. Only atfte clearance by the user are the

attributes forwarded from the mobile radic to the

second computer system.

According to one embodiment of the invention, the user
is abkle To augment the attributes with {further data,
for example with attributes which are reguired Zfor
providing a service which the user reguires and which
neads To be provided via the mobile radic network,

prior to their being forwarded.

Accoxrding to one embodiment co¢f the inventiocon, the
mobile radio 1s a mobile telephone, particulariy &
smart phons, a personal digital assistant having a

mekile radio interface, a portable computer having

o

mobile radio interface or another portable =electronic
appiiance, such as & digital camera, having a mobile

radio interface.

According to one embodiment of the invention, the
identifiers, such as the IMSIs of the users, are stored
in & database. The zt least one attribute which iz read
from the ID token is used to access the database in
ocrder To read tThe identifier assocliated with the use

from the database. The identifier also identifies the
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nome location register which 1s relevant to the user.
The mobile radic of the user is then registered 1in this
home location register which is relevant to the user.
The user i1s then able to use his mobile radioc to make
or receive any calls via the meobile radic network or to
use the meobille radio network for other purposes, such
as for downloading data or other online services, such

as using the Internet.

According to one embodiment of the invention, the
database zlso stores the telaphone number assoclated
with the user. The at least one attribute 1s thus used
to read not cnly the identifier but also the telephone
number zssociated with the user from the database. This
telephone number 1s then transmitted tTo the home
location register, identified by the identifier, which
i relevant tTo the user, where it 1is stored at lezst
for the pericd of time for which the mobile radio is
registered in the moblle radio network. Alternatively,
the telephone number can be stored permanently in the

home location register which is relevant to the user.

A particular advantage in this context 1s that the
telephone number does not nesed to be prescribed by the
operator of the mobille radic network, but rather the
uger can determine his telephone number himself
provided that <the desired telephone number has not
already been allocated. The telephone number desired by
the user 1s input into the database and/or the relevant
HLR and is stored, as a result of which it is then
stipulated for further action. The telephone number can
be registered in the database and/or the relevant HLR
by the user, for example using an Internet platform

provided by the operator of the mobile radio network.

ccording to one embodiment of the invention, a Ifirs
jdentifier is stored in the mobile radico of the ussr.
Database access is used to read a second identifi

i

from the database, the kev used for the database acce

n
w
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pocket, particularly a wallet. In
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i

being the at least one attribute read from the ID token
of the user. The first and second identifisrs are then
comparaed with cone another on the nstwork. If the two
identifiers match, the mobile radio is registered in
the home location register identified by the first and

second ldentifiers which is relevant to the user.

According te one empodiment of the invention, the at
least one attribute which is storsd in the ID +token is

an identifier which explicitly identifies the user, and

also the home location register which 1s relevant to
the wuser in the meobile radio network. By way of

example, the identifier is in the form of an IMSI. The

H

irst computer system transfers the identifier read
from the ID tftoken to the relevant home location
register, which is didentified by the identifier, sc
that the mobile radic of the relevant user can be

registered by this home location register.

According to one embodiment of the invention

t

n

]

communication between the mobile radic and the ID

O

kean

3

t
is effected contactlessly, particularly using an RF

I
cr near fleld communication (NFC) standard. Preferably,
the range of the communication method used for the data
interchange between the mobile radic and the ID token
iz in the reglon of fewer than 50 cm, particularly in
the region of no mores than 3¢ cm. The date interchange

T

etween the mobile radio and the ID to

et

erl using radic
signals, particularly on the basi

m

of an RIFID or NEFC
o)

standard, has partlicular handling advantages for the

usexr.

By way of example,

@

O
mobille radio, the user does not need to remove the ID

token from the poecket, since this is not necessary for

communication by means of radic signals. On account of
the short range of the communication method used for
the data interchange, there 1s the simulitaneous
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assurance that the communicstion is not effected
between the mobile radic of the wussr and the ID token

e
of another user who is close by.

Alzo digsclosed is a

computer program product having instructions wi

be executed by a computer system f

performing a method according to
a

computer program product m

that particular modules are executed by the first
= -l WJ:‘-"’L‘
computer system and other modules are exscuted by the

In a further aspect, the invention relates o an

b

-
-

token, such as an identity document, particularly an

)

electronic identity card, having a protected memory
arega. for storing at least one attribute, means fo
authenfﬁcating & user assoclated with the ID token to
he ID token, means for authenticating a first computer
system tTo the ID toksn, means f

O
nnection to the first comp

{0
-4
n
!
n
1
o
=}
<4
'_i
o
©f

connection, whereln a necessary prersgulsite for the
reading ¢f the at least one attribute from the ID token

by the Iirst computer system i1s the successful

system to the ID token, and wherein the at lsast one

attribute is able to iddentify & home location ragis

ter
in a mobile radio network
In a further aspect, the invention relates to a moblie
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radio network, wherein the read access can pe pericrmed
after the user and the first computer system have
authenticated themselves fo the ID token, and means for

using the at least cne attribute for the registration.

According to one embodiment of the invention, the ID

ot

oken has means for end-to-snd encryption. This allows
r

the connection between he ID token and the £1

ot

computer system to be sst up via the moblle radio of
the user, since the user cannot make any changes to the
data transmitted via the connection on account of the

end-to-end encryption.

Embodiments of the invention are explained in more
detail below with reference to the drawings, in which:

Figure 1 shows a block diagram of an embodiment of an
ID token according teo the invention and a
mobile radio system according to the

invention,

Figure 2 shows a flowchart for an embodiment of a

nethod according to the inventicon
f

Figure 3 shows & UML diagram for an embodiment of a
method according te the invention,

Figure 4 shows & plock diagram  for a further

g
embodiment of an ID token according to the
invention and a mobille radio system according
to the invention,

Figure 5 shows a block diagran for a further
embodiment of an ID token according to the
invention and a mobile radio system according
tc the invention,

Figure 6 shows a block diagram  for a further
embodiment of an ID token according to the
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invention and a mobile radic system according

to the invention.

Elements of the embodiments below which correspond to

one another are dencted by the same reference symbols.

Figure 1 shows a moblle radic 100 belonging toc a user
102. The mobile radic 100 may be a portable computer,
such as a laptop or palmtop computer, a personal
digital assistant, a mobile telecommunication
appliance, particularly a mobile telephone, a smart
phone, or the like. The mcbile radio 100 has an
interface 104 for communicating with an ID token 106,
which has a corresponding interface 108. The interface
104 may be a radioc interface, particulardiy an RFID or

NFC interface.

In particular, the ID token 106 may be a document,
particularly a wvalue document or security document,
such as a machine-readable travel document (MRTD), such
as an electronic passport or an electronic identity

card, or a means of payment, such as a credit caxd.

The mobile radio 100 has at least one processor 110 for
executing program instructions 112 and also a moblle
radio network interface 114 for communicating via &

116. The mobile radio netwcerk may
be a GSM, UMTS, CDMA 2000 network or a mebile radlo

mobile radlio network

network based on another moblle radio standard, such as

3GPP Long Term Evolution or 4G.

The ID token 106 has an electronic memory 118 having
protected memory areas 120, 122 and 124. The protected
memory area 120 is used for storing a reference value
wnich 1s reguired for authenticating the user 102 to
the ID token 106. By way of example, this reference

value is an identifier, particularly what is known as &

personal identification number (PINY, or i1s relerences

P}

data for a biometric feature of the user 102 which ca

=
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be used for authenticating the user to the ID token
106.

The protected area 122 1s used for storing a private
key, and the protected memory area 124 1is used for
storing attributes, for example from the user 102, such
as his name, place of residence, date of birth, sex,
and/or attributes which relate to the ID token itself,
such as the institution which produced or issued the ID
token, the wvalidity periocd of the ID token, a passport

number or a credit card number.

Alternatively or in addition, the memory area 124 may
store an identifier which explicitly identifies the
user 102 with whom the ID token 106 i1s associated. The
identifler may also ldentify & network component 150 of
the moblle radio network 11€. This network component
150 prompts or performs the registraition of the mobille
radio 100 in the mobile radic network 116. In
particular, the identifier may be 1in the form of an
IMSI. In particular, the identifier may be in the form
of a multi-digit number, with predetermined digits in
this multi-diglt number forming an HLR number which

identifles the HLE which is relevant to the user 102.

The electronic memory 118 may also have a memory ares
126 for storing a certificate. The certificate contains
a public key which i1s associated with the private key
stored in the protected memory area 122. The
certificate may have besn produced on the basis of a
public key infrastructure (PKI) standard, for example

on the ¥X.50% standard.

The certificate does not necessarily need to be stored
in the electronic memory 118 of the ID token 106.
Alternatively or in addition, the certificate may also

be stored in a public directory server.
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The ID token 106 has a processor 128. The prccessor 128
is used for executing program instructions 130, 132 and
134. The program instructions 130 are used Ifor user
authentication, i.e. for authenticating the user 102 to

the 1D token.

In the case of an embodiment with a PIN, the user 10

B

inputs hnis PIN, for the purpose of authenticating
nimself, inte the ID token 106, for example viea the
mebile radio 100. As a result of execution of the
program instructions 130, the protected memory area 120
is then accessed in order to compare the input PIN with
the reference value stored therein for the PIN. If the
input PIN matches the reference value for the PIN, the

yser 102 is deemed authenticated.

Alternatively, a biometric feature of the user 102 is
captured. By way of example,‘to this end the ID token
106 has a fingerprint senscr or a fingerprint sensor is
connected to the mobile radio 100 or integrated

therein. In this embodiment, the Dbiometric data

captured from the user 102 are compared with the
biometric reference data stored in the protected memory
area 120 by virtue of execution of the program

instructions 130. if there i1s a sufficien

ot

match
hetween the blometric data captured from the user 102
s

and the biometric reference data, the user 102 1is

ot

{

deemaed authenticated.

The program instructions 134 are used for execut
those steps of a cryptographical D

authenticating an ID provider computer system 136 to
tne ID token 106 which relate to the ID token 106. The

cryptographical protocol may be a challenge respons

@

protocel based on & symmetric key or an agymmetric ks

<

pailr.

N

By way of example the cryptographical  protoccl

impiements an extended access control method, as is
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specified for machine-readable travel documents (MRTD)
by the internaticnal awiation authority (ICAC). By
successfully executing the cryptographical protocel,
the ID provider computer system 136 authenticates
itself to the ID token and thereby verifies i1ts read
authorization to read the attribute stored in tThe
protected memory area 124. The authentication may alsc
be reciprocal, i.e. the ID token 106 then also needs to
authenticate itself to the ID provider ccomputer system
136 on the basis of the same or a different
cryptographical protocol.

The program instructilons 132 are used for  the
end-to-end encryption of data transmitted between the
ID token 106 and the ID provider computer system 136,
but at least of the attributes read by the ID provider
computer system 136 from the protected memory areaz 124.
For the end-to-end encryption, it is possible to use a
symmetric key which is agreed between the ID token 106
and the ID provider computer system 13€ when the

cryptographic protocol ls executed, for example.

As an alternative to the embodiment shown in Figure

=
5] ~

the mobile radio 100 can use 1ts interface 104
communicate with the interface 108 not directly but

ather via a reader for the 1D token 104, which rezader
is connected to the interface 104. This reader, such as
what is known as a class 2 chip card terminal, can also

be used to input the pin.

The ID provider computer system 136 has a mobile radic
network interface 138 for communicating via the moblle

radic network 116 or with a network component of th

=
mobile radic network 116, particularly via what is
known as the backbone or the core network of the mobille
radic network 11¢é. The ID provider computer system 136
alsc has a memcry 140 which stores a private key 14Z
from the ID provider computer system 136 and alsc the

relevant certificate 144. By way of example, this
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certificate may also be a certificate based on a PEI
standard, such as X.508. “

The ID provider computer system 136 also has at least
one processor 145 for executing program instructions
146 and 148. Executicon of the program instructions 146
executes the steps of the cryptographical protocol
which relate to the ID provider computer system 136.
Overall, the cryptographical protocol 1s thus executed
by virtue of executlion of the program instructions 134
by the processor 128 in the ID token 106 and by virtue
of execution of the program instructions 146 by the

processor 145 in the ID provider computer system 136.

The program instructions 148 are used for implementing
the end-to-end encryption on the ID provider computer
system 136, for example on the basls of the symmetric
key which has been agreed between the ID token 106 and
the id  provider computer system 136 when the
cryptographical protocol was executed. In principle, it
is possible to wuse any method inherently known In
advance for agreeing the symmetric key for the
end-to-end encryption, such as Diffie Hellman key

exchange.

The ID provider computer system 136 1s preferably
located in a specially protected environmant,
particularly in what is known as a trust center, as a
result of which the ID provider computer system 136, in
combination with the need for the user 102 to be
authenticated <o the ID token 106, forms the trust
anchor for the authenticity of the attributes read from
the ID token 106,

According to a further embodiment of the invention, the
ID provider computer system 136 may alsc form an

integral part of the network component 150.
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The network component 150 may be in the form of a home
location register or the network compenent 150 may be
designed to interact with the home locaticn register of
the mobile radic network 116 in order to perform or

prompt the registration of mobille radiocs.

The network component 150 has a mobile radic network
interface 152 for connection to the mobile radio
network 116 or to another network component of the
mobile radic network 116, particularly via what 1Is
known as the backbone or the core network of the mobile
radic network 116. Particularly the communication
petween the network component 150 and the ID provider
computer system 136 can be effected via the backbone or

the core network of the mobile radio network 116.

4

n addition, the network component 150 has at least one

T

rocessor 154 for executing program instructions 156.
Execution of the program instructions 156 registers the
mebile radic, for example, 1in the mobile radlic network
116 using the at least one attribute, or  the

registration is initiated thereby.

The process for registering the mobile radio 100 in the

mobile radio network 116 is as follows:
1. The user 102 is authenticated to the ID token 100.

The user 102 authenticates itself to the ID token
106. In the case of an implementation with a P

the user 102 does this by inputting his PIN, for
example using the mobile radioc 100 or a chip card
terminal connected thereto or integrated therein.
By executing the program instructions 130, the ID
token 106 then checks the correctness of the input
PIN. If the input PIN matches the reference value
storad in the protected memory area 120 for the
PIN, the wuser 102 i1s deemed authenticated. A

similar process can be used when a blometric
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feature of the user 102 is used to authentic him,
s

escribed above.

o)

The ID provider computer sygstem 136 is

acthaenticated to the ID token 106.

To this end, a connection is set up between the ID
token 106 and the ID provider computer system 136
via the mobile radio 100 and the mobile radic
network 116. By way of example, the ID provider
computer system 136 transmits its certificate 144
to the ID token 106 wvis this connection. The
program instructions 134 then generate what 1s
known as a challenge, 1.e. a random number, for
example. This random number is encrypted with the
public key from the ID provider computer system
136, which 1is contained in the certificate 144.
The resulting cipher is sent from the ID token 106
to the ID provider -computer system 136 via the
connection. The ID provider computer system 136
decrypts the cipher using its private key 142 and
thus obtains & random number. The random number is
returned to the ID token 106 by the ID provider
computer system 136 vlia the connection. By
executing the program instructions 134, the ID
token checks whether the random number received

from the 1D provider computer system 136 matche

63}

the originallv generated random number, 1.e. the
challenge. If this is the case, the 1D provider
computer system 136 1s deemed authenticated to the
ID token 106. The random number can be used as a

symmetric key for the end-to-end encryption.
The at lzast one attribute is read

When the user 102 has successfully authenticated
himself to the ID token 106, and when the ID
orovider computer system 136 has successiully

authenticated itself to the ID token 10€, the ID
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provider computer system 136 is provided with read
authorization to read a, a plurality of or .all the
attribute(s) stored 1in the protected memory area
124, On the basis of an appropriate read command
which the ID provider computer system 136 sends to

the ID token 10¢ wvia the connection, the reguested

attributes are read from the protected memory area
124 and are encrypted by virtue of execution of
the program instructions 132. The  encrypted

attributes are transmitted to the ID provider
computer system 13¢ via the connection and are
decrypted by the ID provider computer system by
virtue of execution of the program instructions
148. As a result, the ID provider computer system
136 obtains knowledge of the attributes which have

been read from the ID token 106.

These attributes are sigmed  by the ID previder
computer system using its certificate 144 and are
transmitted to the network component 150 via the
mobilie radio 100 or directly. This informs the
network component 150 about the attributes which
have been read from the ID token 106, as a result
of which the network component 150 can use these
attributes to register the mobile radioc 100 Iin the
mobile radio network 116 or can prompt the

registration using the attributes.

The need for the user 102 to be authenticated to the ID
token 106 and for the ID provider computer system 136
to be authenticated to the ID token 106 provides the
necessary trust anchor, as a result of which the
network  component 150 can  be  certain  that  the
attributes of the user 102 which are communicated to i1t
by the ID provider computer system 136 are correct and

not corrupted.

Depending on the embodiment, the order of the
C

authentication may be different. By way of example
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provision may be made for the user 102 to have to

u!

authenticate itself to the ID token 106 first, Iollowed
by the ID provider computer system 136. Alternatively,
it is fundamentally possible for the ID provider
computer system 136 to have tc authenticate itself to
the ID token 106 first, followed by the user 102 only
thern.

in the first case, the ID token 106 1is designed such
that it is enabled only by input of a correct pin or &
correct biometric featurs by the user 102, for example.
Only this enabling allows the program instructions 132
and 134 to be started and hence the ID provider

computer system 136 to be authenticated.

in the second case, the program instructions 132 and
134 can actually be started even when the user 102 has
not yet authenticated itself to the ID token 106. In
this case, by way of example, the program instructions
134 are designed such that the ID provider computer
system 136 can perform read access tTo the protected
memory area 124 for the purpose of reading of one or
more of  the attributes only when the  program
instructions 13C have signaled the successiul

authentication of the user 102 too.

For the purpose of registering the mobile radic 100,
the mobile radio 100 can use 1ts network interface
to send a signal 101 tc the mobile radic ne
for example. It 1s even possible to send thi
101 when the mobile radio 100 is not registered 1n the

mobile radio network 116.

The signal 101 is processed by the network component
150 of the mobile radioc network 116 by virtue of the
network component 150 directing a reguest 103 to the ID
provider computer system 13¢. On the basis of this
reguest 103, the ID provider computer system 136 reads

sast one attribute wvalue from the ID token 106

=

at
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after the ussr 102 and the ID provider computer system
136 have been authenticated. The ID provider computer
system 136 then responds tec the reguest 103 with a
message 105 which contains the at least one attribute
value and the signature therecof. Thiszs message is
received by the network component 150 or ancother
netwoerk conpcenent of the moblle radio network 116 and
is used to register tThe mobile radio 100 of the user

10z.

The communication between the ID token 106 and the ID
provider computer system 136 can also be effected
before the mobile radio 100 is actually registered via
the moblle radio network 11e. By way of example, this
is done by virtue oI a temporary identifier being
aillocated to the mobile radio 100 on the basis of the
reception ¢f the signai 101 by the moblle radio network
116, saild tempovary identifier besing used for the
communication with the mobile radio 100 wvia the mobile
radic netwerk 11¢ for as long as the moblle radio 100

ig not yel registered.

Figure Z shows an smbodiment of a method according to

The process for registering the mobile radio 100 of the
user 102 using his ID token 206 i1s as follows, for
example: in step 200, the user authenticates himself o
the ID tcoken. This can be done by virtue of the user
using a keypad on the mobile radio to input his PIN,
which 1s fransmitted from the meobhile radic wvia the
interface thereof to the interface of the ID token. If

the authentication of the user to the

b

D token was
successful, a connection is st up between the ID token

and the ID provider computer system in step 202.

This is preferably a secure connec

t
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on
the bzsis of what 1s known &s - a SsSecure messaging

method.
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In step 204, the ID provider computer system 1s at
least authenticated to the ID token via the connsction
which was set up 1in step 202. In addition, there may
alsoc be provision for the ID token to be authentlcated

to the ID provider computer system.

When the user and the ID provider computer system have
been successfully authenticated to the ID token, the ID
provider computer system receives from the ID token the
access authorization to read at least one of the
attributes. In step 206, the ID provider computer
system sends one or more read commands for reading the
required attributes from the ID token. The attributes
are then %fransmitted by means of end-to-end encryption
via the secure connection toe the ID provider computer

system and are decrypted therein.

The attribute values which nave been read are signed DY
the ID provider computer system in step 208. In step
210, the ID provider computer system sends the signed
attribute values to a network component. The attribute
vaiue(s) ~an  be ftransmitted wvia the mobile radio
network. Blternatively, the ID provider computer system
is part of the network component, which means that no

transmission 18 necessary.

The signed attribut

18]

values reach the network component
either directly or via the mobile radio. In the latter

e user may have the opportunity to take note of
the signed attribute values and/or Lo augment them with
further data. Provision mav be made for the signed
attribute valiues to be forwarded, possibly with the

added data, from +the mobile radio to the network

i o

component only following clearance by the user. This
provides the greatest possible transparency Lor the

user in terms of the attributes sent from the ID

o

provider computer system to the network component.
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In step 212, the moblile radio 1s then registered in the
mobile radioc network by the network component using the

attribute values read from the ID token.

Figure 3 shows a further embodiment of a method

according to the invention.

To register his mobile radic 100 1n the mobile radio
network 116, the user 102 first of all authenticates
himself to the ID token 106. When the user 102 has been
successfully authenticated to the ID token 106, the
mobile radio 100 sends a signal to  the network
component 150 of the mebile radio network vilia the
mobile radlio network 116 in order to signal to the
mobile radic network that the mobile radio 100 needs to

be registered in the mobile radio network.

The network component 150 then sends a reguest fo the
ID provider computer system 136. This request can be
sent by the mobile radic network 11€. The reguest can
also be communicated directly from  the nstwork
component 150 to the ID provider computer system 136,

particularly if the ID provider computer system 136 is

a

an integral part of the network component 150.

On the basis of the reguest received from the network
component 150, the ID provider computer system 136
authenticates i1tself to the ID token 106 and directs a
read request tTo read ons or more of the attributes to

-

the ID token 106.
Rssuming priocr successful authentication of the user

r

102 and of the ID provider computer system 136, the ID
token 106 responds to the read reguest with the desired

attributes. The ID provider computer system 136 signs

t

¢

the attributes and sends the signed attributes to th
s}
W

e
mobile radio 100. Following clearance by the user 102

=

on the moblle radio 100, the signed atiribubtes are the

transmitted to the network compenent 150. The natwork
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component 150 then prompts the registration -of the
mobile radic 100. |

Figure 4 shows an embodiment of a mobile radio system
acceording to the invention with a database 158. The
database 158 contains at least one database table 160
which stores an explicit icentifier and a telephone
number for each registered user of the mobile radio
network 116. To read the identifier and the telephone
numper of the user 102, knowledge of at least one
attribute wvalue 1is regulred, sald attribute value
needing to be read from the ID token 106 ©f the user

102 by the ID provider computer system 136.

The database 158 has at least one processor 162 for
executing program instructions 164. Executicn of the
program instructions 164 allows access to the database
table 160 in order tc use the attributé valiue read from
the ID token 106 of the user 102 to read the identifier

and the telephone number of the user 102.

The identifier explicitly identifies not only the user
102 but also a home location register which 1s relevant
to the user 102. In the embodiment under consideratlion
here, the mobile radio network 116 has a number I of
home location registers HLRL, HLRZ, ..., nﬁLRi, e

HLRI.

The identifiers stored for each of the registered users
of the mobile radio network 116 in the database table

160 may be in the form of IMSIs, for example.

To register the mobile radio 100, the process in the
case of the embodiment under consideration here is such

that at least one attribute valuse 1s read from the

-

I
token 106 by the ID provider computer system 136 afte:

N

the user 102 and the ID provider computer system 136
have authenticated themselves to the ID token 1086, fo

example as described above witnh reference to Figures 1
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2 and 3. The ID provider computer system 136 then sends
the message 105 with the attribute wvalue to the
database 158. By executing the program instructions
164, database access is then performed using the
attribute value 1in order to read the identifier

sociated with the user 102 and the telephone number

u
0}

of the user 102 from the database table 160 using the
attribute wvaluse as a key. The database 158 then sends a
message 107 in order to communicate this identifier and
the telephone number of the user 102 to the mobile
radio network 116. The message 107 is received by the
home location register identified by the identifier,
and said home location register then registers the

mobile radic 100.

Figure 5 shows an alternative embodiment in which the
identifier is stored in a memory 166 in the mobile
radic 100. By way of example, this identifier can be
input into the mobile radio 100 by the user 102

manually, so that it is stored in the memory 166.

Alternatively, <the identifier «can be automatically
written to the memory 166 in the mobile radic 100 using
an over the alr {(OTA) technigue

As an addition to the embodiment shown in Figure 4, the
mobile radic 100 performs the registration by sending
the identifier stored in its memory 166 to the database

158 via the mebile radio network 1160.

The database table 160 in the embodiment under
consideration here stores only the identifiers but not
the telephone numbers. By contrast, the telephone
numbers of the registersd users are stored 1in local
datapases of the individual home location registers.
Figure 5 shows the database 168 of the home location
register 1 by way of example, said database storing tThe
telephone numbers of those registered users toe whom the

home location register 1 is relevant. These telephone



=
on

[N

5

Ll
N

_24‘_

numbers can be accessed using the identifiers of the

relevant users.

In the embodiment under consideration There, the
processor 162 in the database 158 1s additiona.ily used
te execute program instructions 170. By executing the
program instructions 17G, a check is performed to
determine whether <the identifier received Ifrom the

mobiie radic 100 is identical to the identifier rea

Q.

from the database table 160. Only if this is the cas

It

does the database 158 send the message 107, otherwilisse

the registration 1s rejected.

The process for registering the mobile radio 100 in
this case is thus as follows:

The mobile radio 100 sends the signal 101 to the mobile
'rédio network 116, the signal 101 in this embodiment
bearing the identifier stored in the memory 166. The ID
provider computer system 1326 reads the at least one

attribute wvalue from the ID token 106 when th

M
jo
0
(o
[
—
=
o

and the Il provider computer system 138 have
authenticated themselves to the ID token 10&, as
explained above with reference to Figures 1 to 4. The
ID provider computer system 136 then sends the messags
105 with the attribute value to the database 158.

By executln

o]
ot
o
D

ke

r

158 reads the ildentifi
database ©Lable 16

addition, by executing the program instructions 170,
the database 158 checks whether the identifier recelved
from the mobile radio 100 matches the identifiesr yead
from the database table 160. Only 1f this is the case

does the database 158 send the message 107, as a result

of which the registration can take place 1n the
relevant home location register, such as the home
locaticn register L. The relevant Thome location

1

register uses the identifier as & key Lo accsss its
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local database 168 in order to ascertain the telephone
number of the user 102. The regilstration 1is tThen
performed in the mobile radio network for The telephone

number ascertained in this manner.

Figure 6 shows a further embodiment of a mobile radic
system according to the invention. In this embodiment,
the identifier, that is to say the IMSI, for example,

of the user 102 is stored as an attribute values in the

protected memory area 124 of the ID token 106,

To register the mobile radio 100, the process is then
such that the ID provider computer system 136 reads the
identifier from the ID token 106 when the user 102 and
the ID provider computer system 136 have authenticated
chemselves to the ID token 106, in a similar manner To
the embodiments described above from Figures 1 to 5.
The ID provider computer system 136 then sends tThe
message 105 with the identifier, sald message peing
received by the home locaticn register identified by
the identifier in the mobile radio network 116, such as

the HLR1. The relevant home location register effects

{

database access to its local database 168 in order to
use the identifier contained in the message 105 to
ertain the telephone number of the user 102, said
telephone number then being used to register the mobile
i

o 100,
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Patent Claims

1. A method for registering a mobile radioc in a

mobile radio network using at least one attribute
stored in an ID token, wherein the ID token is
associated with a wuser, having the following
steps: '

the user is authenticated to the ID token,

a first computer system is authenticated to the ID
token,

successful authentication of the user and of the
first computer system tc the ID token is followed
by the first computer system effecting read access
to the at least one attribute stored in the ID
token via the mobile radio network,

the at least one attribute is wused for the

registration.

. The method ag claimed in c¢laim 1, wherein the

first computer system is authenticated to the 1ID
token using a certificate from the first computer
system, wherein the certificate <c¢ontains a
statement indicating those attributes stored in
the ID token for which the first computer system

iz authorized for the read access.

. The method as claimed in claim 2, wherein the ID

token checks the read authorization of the first
computer system for the read access to at least

one of the attributeg using the certificate.

. The method as claimed in one of claims 1, 2 and 3,

having the following further steps:

the at leagt one attribute read from the ID token

is signed by the first computer system,



10

15

20

25

30

35

the at least one signed attribute is transmitted
from the first computer system to a second computer
system, wherein the second computer system is
coupled to the mobkile radio network in order to

perform or initiate the registration.

. The method as claimed in c¢laim 4, wherein the

second computer system 1is a mobile radio network
component of the mobile radic network.

. The method as claimed in claim 4 or 5, wherein the

at least one attribute read from the ID token by
the first computer system is sent to the mobile
radic, from where it is forwarded to the second

computer system following clearance by the user.

. The method ag claimed in claim 6, wherein the user

can augment the attributes with further data prior
to their being forwarded to the second computer

system.

. The method as c¢laimed in one of the preceding

claims, wherein the mobile radio 18 a mobile
telephone, particularly a smartphone, a personal
digital assistant having a mobile radio interface,
a portable computer Thaving a mobile radio
interface or a portable electronic appliance, such
as a digital camera, having a mobile radio
interface.

. The method as claimed in one of the preceding

claims, wherein database access to a database
which stores identifiers is performed, wherein
each of the identifiers identifies a home locaticn
register, wherein the identifier of a home
location register asscciated with the user (HLR 1,
HIR 2, ... HLR i, ... HLR I} is zread from the

database using the at least one attribute zread
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from the ID token authenticated by the first
computer system, and wherein the mobile radio is
registered in the home location register identified

by the identifier read from the datzbase.

10. The method as claimed in claim 9, wherein the
database stores the telephone numbers of the

UusSers.

11. The method as claimed in one of the preceding
claims, wherein a first identifier is sgtored in
the mobile radio, and wherein the user has an
associated second identifier which identifies a
home location register, and wherein the at least
one attribute is used to check whether the firsgt
identifier is the second identifier, and wherein
the registration is effected in the home location
register identified by the first and second
identifiers 1f the first and second identifiers

match.

12. The method as claimed in one of the preceding
claimg, wherein the at least one atiribute is an
identifier which identifies a home location
register, wherein the mobile radio is registered
in the home location register identified by the

identifier.
13. An ID token having

- a protected memory area for storing at least one
attribute,
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14.

15.

16,

means for authenticating a user associated with
the ID token to the ID token,

means for authenticating a first computer system
to the ID token,

means for setting up a protected connection to
the first computer system via a mobile radio,
wherein the first computer system is able to read
the at least one attribute wvia the protected

connection,

wherein a necessary prerequisite for the reading
of the at least one attribute from the ID token
by the first computer system 1is the successful
authentication of the user and o¢f the £first
computer system to the ID token, and wherein the
at least one attribute is able to identify a home

location register in a mobile radio network.

The ID token as claimed in c¢laim 13, having
means for the end-to-end encryption of the
connection for protected transmission of the at

least one of the attributes to the first computer

system.

The ID token as claimed in c¢laim 13 or 14,
wherein it is an electronic appliance,
particularly a USB stick, or a document,

particularly a value document or security

document.

A mobile radio system for registering a mobile
radio in a mobkile radio network using at least
one attribute stored in an ID token , wherein the
ID token is associated with a user, having
means for authenticating a first computer system
to the D token,
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17.

18.

means for performing read access for the first
computer gystem to the at 1least one attribute
stored in the ID token via the mobile radio
network, wherein the read access can be performed
after the user and the first computer system have
authenticated themselves to the ID token,

means for using the at least one attribute for

the registration.

The mobile radio system ag claimed in claim
16, wherein the first computer system has means
for signing the at least one attribute, and
having a network component which is degigned to
receive the at least one signed attribute from

the first computer system.

The mobile radio system as claimed in claim
17, wherein the network component has a database

, wherein the database stores identifiers,

"wherein each of the identifiers identifies a home

location register in the mobile radio network,
wherein read access to an identifier associated
with the user can be performed using the at least

one attribute.



