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-1-* METHOD AND APPAATUS FOR | NI TI ALI ZI NG A DEVI CE Wob topy
BACKGROUND -OF THE | NVENTI ON Field of the Invention The”
present invention relates to a systemfor controlling the 5 rebooting of a
devi ce such as a conputer. Backgr ound Comput ers and

si'm | ar devices may require significant tinme to reboot or initialize

t henmsel ves when powered-up or otherwi selestarted. 10 Conputers that mnust
receive |l arge anounts of data over a comuni cation |ink (such as a
network) may ®RIFHODERAND GRPARATUS|RORS INITIALDRZING dhPFEMLEE i f t he

comuni cation link is slow or congested due to other traffic on the

link. For exanple, an inexq?@é%' @g_a_mti%téﬁ :@EWELHION'[O a network may
receive its operating syste € S-as we 15 application
prograns and ot her data froma server coupled to the network. This
type of conputer may be referred to as a "network-booted

Field of the Invention

The present invention relates to a system for controlling the

5 rebooting of a device such as a computer.

Background

Computers and similar devices may require significant time to

reboot or initialize themselves when powered-up or otherwise restarted.

10 Computers that must receive large amounts of data over a
communication link (such as a network) may experience greater delays
when rebooting if the communication link is slow or congested due to
other traffic on the link. For example, an inexpensive computer coupled
to a network may receive its operating system and related files as well as

15  application programs and other data from a server coupled to the
network. This type of compﬁter may be referred to as a "network-booted
computer” and does not require a disk drive or other mass storage device
for storing an operating system, application programs, and the like.
Thus, each time the computer is rebooted, the operating system and

20 related files are transmitted from the server to the computer across the
network. The operating system and related files may be large in relation
to the available transmission capacity of the network. The time required
to transmit the operating system across the network is further increased if
the network already has a high traffic volume or if multiple computers

25 are rebooted at approximately the same time.



conputer” and does not require a disk drive or other nass storage device
for storing an operating system application progranms, and the Iike.

Thus, each tinme the conputer is rebooted, the operating systemand 20
related files are transmtted fromthe server to the conputer across the
network. The operating systemand related files may be llarge in relation.
to the available transm ssion capacity of the network. The time required
to transmt the operating systemacross the network is further increased if
the network already has a high traffic volune or if nultiple conputers 25
are rebooted at approxi mately the sanme t@ne.

-2- For Fexéexaihgle, @ typiial delALhAn WeBHofiRE A% dtbrB-booted

net wor k- boot ed conputgr natﬁsllﬁbe appﬂgxi mraltel y ZOg%O secgn(})soov\?len t he
network i s notcomputeranagést gsbxematdlp 208w y&bhdb%&dtﬁ@ﬂ@ﬁ@ﬂl@ﬂs%& not
rebooted at the sanme tinme. However, as network traffic |evels

i ncrease, the cortgestddnand Dthert hevarksibodted 'coagnsterdafe REEFINBted'REHd Ne
network is congested or several conputers are rebooted at the sane

time, the timesame tizheotiawever, aparetivork araffioleudle indreyse) ehe edlfsctingti nut es.
In certain situations, if

time also increases. For example, when the network is congested or
several computers are rebooted at the same time, the time to reboot a’
particular computer may be several minutes. In certain situations, if
network congestion is severe, a time-out mechanism may cause the
computer booting procedure to fail. In this situation, the user must

10 reboot the computer again and wait for the operating system and related
files to be transferred across the network. Thus, the time required to
reboot such computer systems is unpredictable.

During operation of a computer or similar device, certain errors or

other faults may occur that require rebooting of the computer or device.

15  This type of rebooting may be referred to as a "warm reboot" because the
computer is already powered-up. In these situations, the operating
system is already stored in the computer as a result of the initial booting
of the computer. However, known systems perform a reboot similar to
an initial boot by causing the entire operating system and related files to

20  be transferred again to the computer. This repeated copying of the
operating system and related files increases the time during which the
computer is unavailable and increases the traffic on the network.

Other known systems use a non-volatile memory such as a Flash

Read-Only Memory (Flash ROM) to store the operating system and

25 related files in a network-booted computer. Since the Flash ROM is non-

volatile, the operating system and related files are not reloaded when the



networ k congestion is severe, a tinme-out nmechani smmy cause the
conput er booting procedure to fail. In this situation, the user nust 10
reboot the conputer again and wait for the operating systemand rel ated
files to be transferred across the network. Thus, the tine required to
reboot such conputer systens is unpredictable. : Duri ng
operation of a conputer or simlar device, certain errors or ot her
faults may occur that require rebooting of the conmputer or device. 15
This type of rebooting may be referred to as a "warm reboot"” because the
conputer is already powered-up. In these3situations, the operating

System s al r &3ghers OFASHIHEA! Mo SURYFRISHROM sl Al A% dl] al booting

of the computef. However, known systens per are ar to

nitial boot lpurpeusiHddiieeqid FRshPROM) HUaddHESREny el Fbd Rid&sm! © 20

be transferred again to the conputer. Thi's repeated copying o

oper ating systAxeasdembay ¢RAM).e Furtherersesthebe RASFERAM i syatetd sdbdibe

conputer is unavailable and increases the traffic on the nétwork.

O her known ssiditienaksoftwarmto opdatd theneomentssafcthedfash RGMhand require

Read-Only Menory (Fl ash to store the operating systemand 25 "rel ated

files in a’netadstiionabeentrebeipcritry, fai qulﬁagﬁh&sjpdmwh ofrthe-Flash

vol atile, the ocgerati ng systemand related files are not rel oaded when the
ROM. The additional software and control requirements for a computer

system using Flash ROM increases the cost and complexity of the system.
It is therefore desirable to provide a system for quickly rebooting a
computer without requiring the additional cost and complexity associated

10 with systems using Flash ROMs.



- 3- systemis rebooted. However, Flash ROM systens require special -

pur pose hardware (the Flash ROM in addition to conventional Random

Access Menory (RAM). Furthernore, these Flash ROM systens require
additional software to update the contents of the Flash ROM and require 5
addi tional control circuitry for controlling the operation of the Flash .
ROM The additional software and control requirenents for a conputer
system usi ng Fl ash ROM i ncreases the cost and conplexity of the system

It is therefore desirable to provide a systemfor quickly rebooting a
conputer w thout requiring the additiona-cost and conplexity associated 10

\M'4th systems using Fl ash ROVMSSUMMARY OF THE INVENTION
-4 - SUMRRY O THE TNVENTTON. —

Enbodi ments of the Eﬁﬂﬁﬁﬁinein"ﬂé’%mth@'ibr@éé?l\fiiﬂﬁeﬁiéﬁ{?rsmdfeoé system f&Ontrol i ng
the rebooting of a device such as a"conputer. Wen a warm reboot is

triggered, thecoritysilitgOthePfedvotif of dTHEVRBIsHEh f48la E@hpieri When & wiieh her a
valid copy of the operating systemand related files are already
stored in a nerebopt devtfiggeted, tthe invemtise provides sy fileefaniéat €6r determining
5 whether a valid copy of the operating system and related files are already
stored in a memory device in the computer. The system avoids
reloading the entire operating system if a valid copy of the operating
system is already stored in the computer. The system does not require
the additional cost and complexity associated with systems using Flash
10 ROMs. This is particularly important in cost-sensitive devices such as
network-booted computers and other network-booted devices.

An embodiment of the present invention provides a system that
reboots the computer using the operating information stored in the
memory device if the memory device contains a valid copy of the

15  operating information. If the memory device does not contain a valid
copy of the operating information, then the computer is rebooted by
reloading the operating information into the memory device.

Another aspect of the invention determines whether the memory
device contains a valid copy of the operating information by calculating a

20 checksum for the operating information stored in the memory device
and comparing the checksum to a previously calculated checksum.

Another feature of the invention reboots the computer by
reloading the operating information across a network coupled to the
computer if the memory device does not contain a valid copy of the

25 operating information.



reloading the entire operating systemif a valid copy of the operating
systemis already stored in the conputer. The system does not require
the additional cost and conplexity associated with systens using Flash 10
ROVsE. This is particularly inportant in cost-sensitive devices such as

net wor k- boot ed conputers and ot her network-booted devi ces. An
enbodi nent of the present invention provides a systemthat reboot s
the conputer using the operating information stored in the menory
device if the nmenory device contains a valid copy of the 15 operating
information. If the nmenory device does nef-contain a vaI i d copy of
the operating informatjon, then the conputer is reboote r el oadi ng
t he operating infor nﬁ&td‘-‘éa‘qrrﬁsﬁ’eﬁh@ f thehBFerdion eqpies a snapshot OfAHBﬂHBFecbspect

of the invention determ nes. whe he. menory. devi ce contains a
valid copy of t g’ﬁéi‘atp %lr?lﬁf‘hizﬁ‘éﬁt I‘Eﬁ?t’@éll ip thgPREIOZY ARYIC: hecksum f or
t he operating inf or t he arl ng

d
the checksumto a p THT %;éjg;gﬁnkﬁ imept gﬁ&ﬁ%iﬁmnhon pmVldeS%r’]’AﬂB?

oper at i ng i nf ﬁréaéfeﬁﬁﬁﬂa%???? B8 FabAe BBt R tans ok BYifihuteRt and (e
TenDry devi g dpestleF GAAHIE of eXhith g PRY Obrddlinoddper at i ng

i nfornmati on.



- 5- A further aspect of the invention copies a snapshot of

initialized data back to an initialized data location in the nenory
devi ce. A particul ar enbodi nent of the invention provides an
operating system based on the JAVATM progranmm ng | anguage environment
and 5 a conputer capable of executing JAVA program codes. :

- 6- BRI EF DESCRI PTI ON OF THE DRAW NGS The
present invention is illustrated by way of exanple in the fol |l ow ng

drawi ngs in which like references indi caée simlar elenments.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example in the
following drawings in which like references indicate similar elements.
The following drawings disclose various embodiments of the present

5 invention for purposes of illustration only and are not intended to limit
the scope of the invention.

Figure 1 illustrates an exemplary arrangement of multiple
computers and multiple servers coupled together in a network
environment.

10 Figure 2 illustrates an embodiment of a network-booted computer
capable of utilizing the teachings of the invention.

Figure 3 illustrates a particular embodiment of a server capable of
communicating with various computers and servers coupled to a
network.

15 Figure 4 illustrates an embodiment of a configuration used to store
data in a memory device.

Figure 5 is a flow diagram illustrating an embodiment of a
procedure for booting a computer.

Figure 6 is a flow diagram illustrating an embodiment of a

20 procedure for warm booting a computer.
Figure 7 illustrates an embodiment of a Read-Only Memory (ROM)

contained.in a computer.



The follow ng draw ngs di scl ose various enbodi rents of the present 5

I nvention for purposes of illustration only and are not intended to limt
t he scope of the invention. Figure 1 illustrates an exenplary
arrangenment of nultiple comput ers and nultiple servers coupled
together in a network environnent. 10 Figure 2 illustrates
an enbodi nent of a network-booted conputer capabl e of utilizing the
t eachi ngs of the invention. Figure 3 illustrates a particular
enbodi mrent of a server capabl e of comuni cating with various
conputers and servers coupled to a -Tmetwork. 15 Figure 4

Il lustrates an enbodi nent of a configuration used to store data in a
menory devi ce. F|gurégglﬁngﬂgﬂggﬁﬁluEEﬂQQhiI | ustrating an

enbodi ment of a edure for ng e ure
6 is a flow diagr am'Ilh lcorvé]ﬂgn‘éetéﬂegréﬁﬂ}“ﬁﬁﬂ? 65 gﬁ)rﬂb n%’i‘%fé’é’&ﬁi’@c’ff{fr war m
ggg'él_ 89” 3 K/g%:é;??m provide %mQrQI%HSné#sgrgﬁh%ﬁfe ednven 1891I Q%e%]:ar,a

those skilled in the art will appreciate that the invention may be practiced
5 without these specific details. In other instances, well-known methods,
procedures, protocols, components, and: circuits have not been described
in detail so as not to obscure the invention.
Embodiments of the present invention are related to a system for
controlling the rebooting of a device such as a computer. For example,
10 when a warm reboot is triggered, the system determines whether a valid
copy of the operating system (OS) is already stored in a memory device in
the compﬁter. If a valid copy of the OS is stored in the memory device,
then the system uses the existing copy rather than unnecessarily copying
the entire OS and related files from a remote location. In the example of
15  a network-booted computer, the invention may significantly reduce the
| time required to reboot the computer. Furthermore, the invention may
reduce the traffic on the network caused by copying the entire OS and
related files across the network.
Although particular embodiments of the invention will be
20 discussed with reference to a network-booted computer, those of ordinary
skill in the art will appreciate that the present invention may be utilized
with any -type of device, including non-network-booted devices. The
teachings of the invention may be applied to any device receiving
operating information or other data from a source or a communication
25 link that may become congested or otherwise limit the rate at which

information is communicated to the device. The congestion on the



-7- DETAI LED DESCRI PTI ON The
follow ng detail ed description sets forth nunerous specific details to
provi de a thorough understandi ng of the invention. However, t hose
skilled in the art will appreciate that the invention nay be practiced 5

W t hout these specific details. In other instances, well-known nethods,
procedures, protocols, conponents, and circuits have not been described '
in detail so as not to obscure the invention. Enbodi nents of the
present invention are related to a system.for controlling the
rebooting of a device such as a conputerg-For exanple, 10 when a marm
reboot is triggered, the systen1detern1nes whet her, a valid ﬁ

t he operating WIGQBPW linlamayaby astesubidfi othgr ﬁéﬁ%ﬂ?"‘ﬂ@gl%f}lenhn or

conputer. If a _valid copy s stored in th nory. devi ce,
then the systeld %ggaftheoéﬁ?%{mﬁngfaéW f0qk mPH&hoghﬁéﬁ?glém fobeopyi ng
t he entireOS dre gr@flle fromare %ﬁﬁgt on.. L.n the exanple of

15 a networ k- (%‘FEB O E R S Wﬁecqnl’ﬁ‘élﬁ‘l“f FW‘FEE&@I I8@duce the

time required tQ rgg C}I thﬁ conputer. Furthernore, the invention may
reduce the trafFIH P ﬂ% etwork caused by copying the enti re OS and

related files acr 0sgiblie MRNAL es an xemplary AHAGALAAL LG

enbodi nents of the entT Oon w ussée ce to a

g et A e
devi ce, includeAgirBafeit! VR retROrk 40 iHeNdes 2 paiP®f servers 12 and 14 coupled
to communication medium 16. Servers 12 and 14 may be capable of
storing and distributing operating information, such as an operating
10  system, to network-booted devices coupled to the network. Computers
18, 20, and 22 are also coupled to communication medium 16 and are, in
this example, network-booted computers. Network 10 may be any type of
network using any type of communication protocol. Furthermore,
communication medium 16 may be any type of wire, cable, or other
15 medium capable of transmitting data. Alternatively, communication
medium 16 can be a radio-frequency or infrared communication system
for transmitting signals and data between various computers, servers,
and other devices. " Although communication medium 16 is shown as
being coupled to multiple devices, in alternate embodiments
20 communication medium 16 is a single point-to-point éommunication
link between, for example, a computer and a server.
Servers 12 and 14 shown in Figure 1 are capable of receiving and
distributing data across communication link 16. Similarly, computers 18-
22 may be any type of computer system including a network-booted
25 computer. A network-booted computer is generally a relatively simple

device that receives its operating system and related files from a server



teachings of the invention may be applied to any device receiving
operating information or other data froma source or a comuni cation 25
link that may becone congested or otherwise |linmt the rate at which
information is communi cated to the device. The congestion on the
comuni cation link my be a result of other data flowi ng:on the link or
the capacity of the link relative to the amount of infornmation to be
transmtted (e.g., a slow communication link transmtting a | arge

anount of data). 5 Figure 1 illustrates an exenpl ary arrangenent
of multiple corrput ers and mul tipl e-gervers coupl ed toget her in a

net wor k envir.o net wo 10 incl udes a vers and 14
coupl ed W Hlt §tr}e6W°ﬁ}érd| OpsTaidng §X§t§ml§ngﬁagi%fﬁgef Bay abI e

%%er ating 10 ”%;1%«2%%53? setedteih e 2B capBr Bk, MEOETEBRA o1 1ot he netvork.

t :

and are in P e drhg ?*eﬁqc%%pﬁ?%ﬁ* REDATSITRUE o
an e o i .

Furthormore, 2% CARUHRICE AELARCIAL (EXARRES of SRERLGER PeRIGh IR warl o

or other 1% ngghiQ &ﬁagﬁme% A inkhAR8 W pidcBbodP6tapAblesndtdcuaihg,

comuni cati on m 16 can be a radio-frequency or infr red
comuni cati on fEhfHons to é&ftrdlrt&@&?érhhﬂﬂ of iconghistear?d. datreetvoirkenaterfddel Ous

conputers, servers, and ot her devices. At hough conmuni cat i on medi um
16 i s shown as28 is coupled between processor 26 and network communication
medium 16, and provides a mechanism for coupling computer 24 to a
network. A Read-Only Memory (ROM) 30 and a Random Access
10 Memory (RAM) 32 are coupled to processor 26 and are capable of storing
information used by processor 26. ROM 30 stores information necessary
to boot (or initialize) computer 24 at power-up. This boot information
may include a basic set of instructions for establishing communication
with a network through network interface 28. The boot information may
15 also include instructions for initializing the components in computer 24
and requesting the loading of an OS and related files from a server
coupled to the network. As discussed in greater detail below, RAM 32
stores the OS and related files as well as other data and variables used by
processor 26.
20 Computer 24 shown in Figure 2 also includes a keyboard 34, a
video display 36 and a pointing device 38. These devices are shown in
Figure 2 as being coupled directly to processor 26. Alternatively, keyboard
34, video display 36, and pointing device 38 may be coupled to an
interface or other mechanism that is coupled to processor 26. Note that

25 computer 24 does not include a disk drive or other long term storage

device, a printer, or separate Input/Output (I/O) ports. To minimize cost



bei ng coupled to nultiple devices, in alternate enbodi nents 20

comuni cation nedium 16 is a single point-to-point conmunication i nk
bet ween, for exanple, a conputer and a server. Servers 12 and 14
shown in Figure 1 are capable of receiving and di stributing data
across communication link 16. Simlarly, conputers 18- 22 may be any
type of conputer systemincluding a network-booted 25 conputer. A

net wor k- boot ed conmputer is generally a relatively sinple devi ce t hat
receives its operating systemand related files froma server

-9- coupled to the network. The operdfirng systemand related files may

b | ; " . ’ ] . o
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Read-Only Menory ( a Random Acce
5 across the network from a server. Although the embodiment of
computer 24 shown in Figure 2 does not include a disk drive, printer, or
I/0 ports, those skilled in the art will appreciate that alternate
embodiments of a computer may include any or all of these components.
In a particular embodiment of the invention, network-booted
10 computer 24 uses an operating system based on the JAVATM
programming language environment developed by Sun MicrosystemsT™
Inc. of Mountain View, California. Sun, Sun Microsystems, the Sun
logo, and JAVA are trademarks or registered trademarks of Sun
Microsystems Inc. in the United States and other countries. JAVA is an
15  object-oriented and architecture-neutral programming language
environment. Thus, while other computer languages must be compiled
for a particular processor, JAVA programs are interpreted such that a
single JAVA program may be used with a variety of processors.
Alternatively, JAVA programs may be compiled using a just-in-time (JIT)
20 compiler. The JIT compiler converts the JAVA code to the processor's
native code shortly before the compiled code is needed by the processor.
JAVA programs and JAVA-based operating systems may be executed on
any.computer platform that supports a JAVA virtual machine (the JAVA
virtual machine executes JAVA byte-codes).

25 Figure 3 illustrates a particular embodiment of a server capable of

communicating with various computers and servers coupled to a



10 Menory (RAM 32 are coupled to processor 26 and are capable of storing
I nformati on used by processor 26. ROM 30 stores information necessary

to boot (or initialize) conputer 24 at power-up. This boot information

may include a basic set of instructions for establishing conmunication

with a network through network interface 28. The boot information may 15
al so include instructions for initializing the conponents in conputer 24
and requesting the loading of an OS and related files froma server

coupled to the network. As discussed in greater detail below, RAM 32

stores the OS and related files as mell—a$ ot her data and vari abl es used by

processor 26. n2Bwork. The SQXBHLET %b&nﬁchstéw?ﬂfﬁ&ﬂfgcl udes 2

keyboard 34, a vi deo di splay”36 and ‘a pointing device
devices are Sh:@ﬂ[pﬂlﬁérs by traﬂrﬁiﬁlﬂg?arﬁf ré@'nﬁﬁgclﬁ‘f'@ﬂrﬁ&ih&'\ %@Fésls%hte%éwﬂﬁﬁssor
26. Alternatively, keyboOard 4, video display 36, and pointing device

38 may be coupdéditionadly, the setvetrahﬁgacsem@ru@@ﬁﬁatlmcfbﬁausﬁtﬁbhﬁéh tos coupl ed
to processor 26. Note that 25 conputer 24 does not include a disk drive

or other | ongcomputeroandether servees/cotpled tprthetrestwook. SRiestired
| nput/ At pg t %éo?ma%?(;r: ?nayT?ncrlTJSEI: rgpéfatfr?gs tsystems and related files, application
programs, and other files used by the server or other computers coupled
to the network.
The components shown in Figure 3 are provided by way of
example, and certain components may be deleted for a particular
10 implementation of the invention. Figure 3 illustrates a system bus 40 to
which the server components are coupled. A processor 42 performs the
processing tasks required by the server. An Input/Output (I/0) device 44
is coupled to bus 40 and provides a mechanism for communicating with
other devices coupled to the server. A ROM 46 and a RAM 48 are
15 coupled to bus 40 and provide a storage mechanism for various data
stored and used by the server. Although ROM 46 and RAM 48 are shown
coupled to bus 40, in alternative embodiments of the invention, ROM 46
and RAM 48 may be coupled directly to processor 42.
A video display 50 is coupled to bus 40 and displays various
20  information and data to the network administrator or user of the server.
A disk drive 52 is coupled to bus 40 and provides for the long-term mass
storage of information. A keyboard 54 and pointing device 60 are coupled
to bus 40 and provide mechanisms for entering information and
commands to the server. A printer 56 is coupled to bus 40 and capable of
25  creating a hard copy of information generated or stored by the server. A

network interface 58 is coupled between bus 40 and network



-10- and conpl exity, these conponents are not typically included in a

net wor k- boot ed conputer. Instead, the conputer downl oads its _operating
systemand related files across the network froma server. Simlarly,

t he conputer downl oads application prograns and other data 5 across the
network froma server. Although the enbodi nent of conmput er 24 shown
in Figure 2 does not include a disk drive, printer, or 1/ O ports,
those skilled in the art will appreciate that alternate enbodi ment s of
a conputer may include any or all of thesg, conponents. In a

particul ar enbodi nent of the invention, network-booted 10 conputer 24

uses an oper at ;agreyaicaibRasedian id)eNW?}_Niﬁ\terfach%mg?%l anguage

envi ronnment devel oped by Sun M crosystens|err untai n View,

Cal i fornia. Sumechdfidvhfof3yfistéfring ffoBAtion betWRBA: thRNSErVAVARA! Sther
trademarks or registered trademarks of Sun M crosystens Inc. 1n the

United States dedicestmid computérsscoupd tb hetwork TondBiudidatidn /I¥HEEmMANS!
architecture-neutral progranm ng | anguage environnment. Thus, while

ot her conputer | angliigee 4rilhistixes anpeinisstiiment offaotorffigaamtionWsed Wy acessor,
JAVA progranms are interpreted such that a _single JAVA program may be

used with @ vacompypter tpstoreskata in a memoty tdeviet 6% tdcpted Mithiprthgr ams may be
conpiled using a just-ip-time (JIT) 20 conpiler. The JIT conpiler converts
the JAVA code EQMmprden dbegopfigyration of she data shiewsHorFigyure éfrepeesents

conpiled code is needed b he processor. JAVA prograns and JAVA-based
operating syst8hg H?é?l%g"ec éﬁ‘ﬂaé@rbﬁﬁfmemoré(r@e"é%t epyRes of dethat
supports a JAVA virtwual,. machi ne thﬁ JAVA vi rtual chi ne executes
JAVA Dbyt e- code¥)}OWBgn Figure 2 gre for dllustration purpeses-onlyy N reRFeserbeBENENt

of a server Cangigleoéet of data types. Additionally, the size of the various memory

10  regions in memory device 62 are not drawn to scale. Those skilled in the
art will appreciate that various configurations may be used to store
various types of data in memory device 62. In a particular embodiment
of the invention, memory device 62 is a RAM.

As shown in Figure 4, memory device 62 includes various

15 memory regions (64-76) for storing various types of data. The memory
regions 64-76 do not have fixed boundaries or fixed sizes. Instead,
memory regions 64-76 are established during booting of the computer to
store the necessary operating system information and other data.
Memory region 64 of memory device 62 contains Read-Only Data. This

20 = Read-Only Data may include the operating system instructions (e.g.,
machine code) and other data that is not changed during the operation of
the computer. To prevent accidental modification of these system
instructions, the data is marked as read-only. Marking the data as read-
only may be accomplished by a Memory Management Unit (MMU) or

25  similar mechanism for managing a memory device. A MMU may be

located in a processor or a separate component of the computer.



comuni cating with various conputers and servers coupled to a

network. The server of Figure 3 may communi cate with ot her conputers
by transmitting and receiving informati on across the network.

Additionally, the server may store information for distribution to
conputers and other servers coupled to the network. This stored 5

I nformati on may include operating systens and related files, application
progranms, and other files used by the server or other conputers coupled

to the network. The conponer shown in Figure 3 are provided
by way of exanpl e, and certain conp nent s may be deleted for a

particular 10 | WDMéﬁmAijfde Qte0d2 hi38 inBMRIYs! ABmOFY gﬁ)n?’éé thaiSidrithes @

system bus 40 to I ch the server corrponents are coupl ed. A processor
42 performs thRead-WriteTagef#iedIDh &S KFhissRead-#Wriky Iiikialised \Ddta iy

| nput/ Qut put (I/O device 44 I's coupled to bus 40 and prOV|des a
mechani sm f or fresludeiveaiabdes shd other data that is initialized during the compilation
of the operating system or during the initial booting of the computer.

5 The Read-Write Initialized Data may include, for example, the addresses
of peripheral devices or the default values associated with peripheral
devices. The Read-Write Initialized Data may be updated during
operation of the computer.

Memory device 62 also includes memory region 68 that contains
10 Uninitialized Data. The Uninitialized Data may include the initial
operating system stack segment, and variables or other data that do not
have values assigned during the initial booting of the computer. During
the initial booting and subsequent rebooting of the computer, memory
region 68 is set aside by the memory manager in the ROM for future use
15 by variables and other data. During operation of the computer system,
variables and other data may be added to or removed from memory
region 68.
Memory device 62 also includes memory region 70 that contains
Snapshot data. The Snapshot data includes a copy of the Read-Write
20 Initialized Data (stored in memory region 66). As discussed in greater
detail below, the Snapshot data is created after the initial booting of the
computer system and may be copied back to memory region 66 during
subsequent rebooting of the computer system. Although Figure 4
illustrates the Snapshot data stored in memory device 62, the Snapshot

25 data may, alternatively, be stored in a separate memory device.



ot her devices coupled to the server. A ROM 46 and a RAM 48 are 15 coupled

to bus 40 and provide a storage nechani smfor various data stored and
used by the server. Although ROM 46 and RAM 48 are shown coupled to
bus 40, in alternative enbodinents of the invention, ROV 46 - and RAM 48
may be coupled directly to processor 42. ~ Avideo display 50 is
coupled to bus 40 and displays various 20 information and data to the
networ k adm ni strator or user of the server. A disk drive 52 is
coupled to bus 40 and provides for the |ong-term nass st orage of

I nformati on. A keyboard 54 and pointing-dévi ce 60 are coupl ed to bus

40 d i d ' . . ' commands to

the server. A print gy Heiof n2otdiins CREIBLEE VARE: haed BBETENCS [ N

hard copy of Iﬁb&@ﬁﬁbﬁp&tﬂﬁﬂﬁ{ﬁ&ae@inﬁwgﬁ%mr H%Fdﬁﬁré/cﬁ{tairéd ina network
p net wor

interface 58 i s coupl ed betwe bus 40 an

o s o SKHAORl g 1 41 SERASISER R SRS e
devi ces and compatlatesi fmugHchiimiendtgtegidn 64 GRLNGE; diri OSinBRIEMEEIGm value
5 may be calculated for both memory regions.
In an embodiment of the invention, checksum values are
calculated for memory region 64 (Read-Onl};' Data) and memory region 66
(Read-Write Initialized Data). Alternatively, checksum values may be
calculated for memory regions 64 and 70 (Snapshot data). The checksum
10 values are calculated upon completion of the initial booting of the
computer. During subsequent rebooting of the computer, the checksum
values stored in memory region 72 are used to determine whether
memory regions 64 and 66 contain data that matches the data stored in
those regions during initial booting of the computer. Those skilled in the
15  art will appreciate that various prbcedures may be used to calculate the
checksum values. Furthermore, various numbers of checksum bits may
be used based on the level of confidence desired by the user or system
administrator.
Memory device 62 also includes memory region 74 that contains
20  device memory for direct memory access (DMA) and memory region 76
that contains the heap. Although the device memory for DMA is
illustrated as one memory region, alternate embodiments may include
several different memory regions.
Figure 5 is a flow diagram illustrating an embodiment of a
25  procedure for booting a computer at power-up (also referred to as "cold

booting") and testing for subsequent boot triggers. At step 80, the



Figure 4 illustrates an enbodi ment of a configuration used by a 5 conputer

to store data in a nenory device 62 located within the conmputer. The
configuration of the data shown in Figure 4 represents one possible
configuration of nmenory device 62. The types of data shown in Figure
4 are for illustration purposes only, and represent one possi bl e set
of data types. Additionally, the size of the various nmenmory 10 regions in
menory device 62 are not drawn to scale. Those skilled in the art

wi |l appreciate that various configuratidfs may be used to store

various types of data in nenory device 62. In a particul ar enbodi ment

of the inventicompwenos podeved-aipbadr caldebdeddd. At step 82, a ROM iafthen in Figure
4, menory device 62 includes various 15 nenory regions (64-76) for
storing vari owomppies (oftenaeferratdo mertbey'boot ROMYgperforid-vagiods not have

fi xed boundaries_qr fixed sizes. |nstead, menory regi ons 64-76 are
est abl i shed dl}mtk?élwkﬂﬂ Ainasionshe Thespinibielization funstions intledecdsdear y
operating systeminformation and_ ot her data. Menory regi on 64 of

menory devi ce BXXERYa glcﬁéé!&l@ﬁ%ﬁlq}ht@d imitialization pédhe oneyobat a may
e g o L0 AP AL SO0 £l may B RS oS o,
dath 1o mar ked D RIREIe PR or B B BRI
At step 84, the operating system and related files are transferred, for
example, from a server to the computer across a network. The transfer of
the OS and related files may be initiated when the boot ROM requests a

10  copy of the OS from the boot server. Since the OS and related files are
typically large (e.g., 4 Megabytes or larger), the time required for this
initial transfer of the OS and related files will vary with the level of
network traffic and available network resources. The OS and related files
may include the kernel, class files or object files, networking code,

15  windowing and graphics code, device drivers, fonts, graphic images,
icons, help files, and similar files used during the operation of the
computer. As the OS and related files are transferred to the computer,
the memory manager establishes the various memory regions 64-76
(Figure 4) as needed. In a particular embodiment of the invention, the

20  entire OS and all related files are transferred at the same time. In
alternate embodiments of the invention, the primary OS files are
transferred when booting and the remaining files are transferred
periodicaII); or as needed.

After the OS and related files are transferred to the computer, step

25 86 of Figure 5 creates a copy of the Read-Write Initialized Data, stored in

memory region 66, and stores the copy (or Snapshot) in memory region



only may be acconplished by a Menory Managenent Unit (MWJ) or 25 simlar
mechani sm for managing a nenory device. A MMJ may be | ocated in a
processor or a separate component of the conputer.

- 13- Menory device 62 al so includes nenory region 66 that

cont ai ns Read-Wite Initialized Data. This Read-Wite Initialized Data
may I ncl ude variabl es and other data that is initialized during the
conpi | ation of the operating systemor during the initial booting of
the conputer. 5 The Read-Wite InitialLzgd Data may include, for exanple,
t he addresses of peripheral devices or the default val ues associ ated
Wi th peripheral0. This 8rapshest.is Tised Rhathg\subsequent rebdoteg bbilre c@ypleer,

updat ed duri ng operation of the conputer. Menory device 62
al so incl udes aediscyssecgbelowo®ithhedferene 40 Figuk® 6. Uni niti al i zed Data. The
Uninitialized Data nmay include the initial operating system stack
segnent, and vari abbEp & calchistesiatcheckeumamluefor the meavaryvisigiens assi gned
during the initial booting of the caonputer. rin the initial booting

and subsequentStPEBgoerReast-Qrig Rajadragion 5@3%;@ ;T‘hg SnapshatgPata Gegion Adi
B b B L B e 02 o o™
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data at this stage of the initialization procedure. As discussed above, the
Read-Only Data contains the OS code and other data that does not change
during the operation of the computer. A single checksum value may be
10 calculated for both memory regions 64 and 70, or separate checksum
values may be calculated for each region. At step 90, the memory regions
storing the OS and the Snapshot (regions 64 and 70) are marked as read-
only by the memory manager. Marking regions 64 and 70 as read-only
prevents accidental modification of the data stored in the regions. Thus,
15  steps 88 and 90 both provide protection for the data in memory regions 64
and 70. If a particular computer does not have a memory manager for
marking memory regions as read-only, the checksum values calculated
in step 88 will provide a mechanism for determining whether the data in
region 64 or 70 has changed since initial booting of the computer.
20 Step 92 of Figure 5 determines whether a cold boot was triggered.
A cold boot may be triggered by the user of the computer or by the OS
upon detection of a significant error or fault. If a cold boot trigger is
identified at step 92, the procedure branches to step 82 and repeats the
cold boot procedure. If a cold boot is not identified at step 92, the
25  procedure continues to step 94 to determine whether a warm boot was

triggered. A warm boot may be triggered by the user of the computer or



Snapshot dat a.

The Snapshot data includes a copy of the Read-Wite 20

Initialized Data (stored in nenory region 66). As discussed in greater
the Snapshot data is created after the initial booting of the
conmput er system and nmay be copied back to nmenory region 66 during
subsequent rebooting of the conputer system Although Figure 4

detail bel ow,

Illustrates the Snapshot data stored in nenory device 62,

data nmay, alternatively, be stored in a separate nenory device.

- 14-

subsequent rebooting to determ ne whet he

particul ar nmenby yhe &8 apohsdetedtich ofas eparaioaddisek THEwsat ﬁ@af&i’ a
cal cul ated for each nmenory region 64 and 66, or a single checksu

Menory region 72 cont ai $ Checksum Val ues used during
? the data contained in a

val ue

t he Snapshot 2

5

5

may be cal cul awedmf oottt hctieating a prgdefised sequence of keys.| ThatDSawgdi ment  of

t he i nvention,

Al ternatively,

5

10

15

20

~ checksum val ues are cal cul ated for menmory region 64
(Read- Onl y Dat jggend wammr hootdfithe OScdetects an(dRearpiNe weitktbtR@M aednDat a) .

checksum val ues nay be cal cul ated for nmenory regions
64 and 70 (Snaptemdpt daagyessTwrmepped snemory.

If a warm boot is not triggered at step 94, the procedure returns to
step 92 to test for a cold boot trigger. If awarm boot is triggered at step 94,
the procedure continues to step 96 where the warm boot procedure is
performed. This warm boot procedure is discussed below in Figure 6.

In an embodiment of the invention, a warm boot is triggered each
time a user logs out of the computer. The warm boot after logging out
resets the computer system by clearing the stack and other variables to
provide a "clean” system for the next user (i.e., no remaining state
information from the previous user). By using the procedures discussed
below in Figure 6, the warm booting procedure is performed quickly such
that the next user is not required to wait during a lengthy cold boot
procedure.

Figure 6 is a flow diagram illustrating an embodiment of a
procedure for warm booting a computer. Warm booting refers to the
rebooting of a computer without powering-down the system. At step 100,
the procedure calculates a checksum value for the memory regions
storing the OS and the Snapshot (regions 64 and 70). As discussed above,
a single checksum value may be calculated for both memory regions, or
separate ch;cksum values may be calculated for each region. Step 102
compares the checksum value (or values) calculated at step 100 with the
chécksum value (or values) of the current data stored in memory regions

64 and 70. If the checksum values are do not match at step 102, then the



10 values are cal cul ated upon conpletion of the initial booting of the
conputer. During subsequent rebooting of the conputer, the checksum

val ues stored in nenory region 72 are used to determ ne whet her

menory regions 64 and 66 contain data that matches the data stored in
those regions during initial booting of the conputer. Those skilled in the

15 art wll appreciate that various procedures nay be used to calcul ate
t he checksum val ues. Furthernore, various nunbers of checksumbits
may be used based on the |evel of ggnfidence desired by the user or
system adm ni strator. Menory device 62 al so includes

menory regi on ploddifireBrahahéSto’sle qglitS%e?&?H{é{cBR{ babt SChd ®IM Mteﬁ?cess
(DMA) and nmenory region 76 t?lat contai ns the heap. Although the

device menory bk midinhtched checkblSyalaes indiRa@NEhARHY ¥r bBEH BF méthbey nat e
enbodi nents nmay i ncl ude several different nenory regions.

Figure 5 is a ftegiondiédgiradr70 Iconsdindhvalgd @p cordugdedrelata.oTharetbre, Rhodaed!r e
for booting a conmputer at power-up (also referred to as "cold

booting") and irshésegregions vasrofusn rellmbupon ivglien sebatirsg epe 8mputer and

5 acold boot is performed. As discussed above, the cold boot procedure
causes the entire OS to be transferred to,the computer, for example, from
a network server.

If the checksum values match at step 102, then the procedure

continues to step 106 where memory allocated by the memory manager is

10 released. If checksum values are not supported by the computer, then the
procedure relies on the marking (read-only) performed by the memory
manager at step 90 in Figure 5. In systems that do not support checksum
values, the warm boot procedure begins at step 106.

As mentioned above, step 106 of Figure 6 releases memory

15  allocated by the memory manager. For example, the memory allocated by
the memory manager may include heap 76 and device memory for DMA
74. By releasing these memory resources, the memory manager is able to
reassign the memory. to other variables and data during the warm boot
procedure. The memory is released by sending a signal to the memory

20 manager indicating the release of the memory resources.

At step 108 of Figure 6, uninitialized data in memory region 68 is
cleared from memory device 62. All uninitialized data is cleared except
the data currently being used by the computer to perform the warm
reboot procedure (e.g., the current stack being used by the computer).

25  This step clears the data for use by the computer after rebooting. Step 110

copies the Snapshot Data (memory region 70) back to memory region 66,



- 15- conputer is powered-up or cold booted. At step 82, a ROMin the
computer (often referred to as the "boot ROM') perforns various .
initialization functions. These initialization functions include device

di scovery, device initialization, and initialization of the nenory 5
nmanager or MMJ. The initialization functions may al so include :
determ ning the boot server for the booting device. At step
84, the operating systemand related files are transferred, for

exanple, froma server to the conputer ggggss a network. The transfer of
the OS and related files may be initiated”when the boot ROMrequests a 10

copy of the OShbreby idjflabiag!theesxigting ReRGWtie IdBakRed 9@l G iR thees are
tyBiycaIIy | ar ge (?yg.%iﬂz I\/ggabyt es I:)gr Iargerl), thea time required for this

initial transfeevidusiyetdd®dBithpshbbDath.f iMlsedistidskd \edbye MHeSAHAhbe YRita Of
network traffic and avail abl e network resources. The OS and rélated files

may include t hrepkesents the biade of nhemooy regioad6 mirediateBt afekinigacode, 15

wi ndowi ng and graphi cs code, device drivers, fonts, graphic images,

i cons, hel p fihasdingaafithe avinputer. | Thusisay thwalidgot berrapeecdtiatnirofneniery

computer. As the OS and related files are transferred to the conputer,

t he menory2nad8gim 6 israplaceskby e Snapshet Desanry r egi ons 64-76

(Flaure @) as needtftep Tl2"ofigure 8 reloads the boot parameters obtained from the
ROM in the computer (if the ROM supports boot parameters). These boot
parameters are used to select optional behavior such as turning on
debugging procedures or identifying the first program to run after

10  booting. :I'he boot parameters may include the debugging level or the

name of the first program to be run after booting.

Step 114 communicates with the server across the network to
obtain any additional information necessary to complete the warm reboot
procedure. This additional information may include an option flag

15 (indicating that an optional behavior has been selected), network
addresses, or the names of network servers. This additional information
is small relative to the size of the entire operating system and related
files. Typically, the time required to transfer the additional information
is a fraction of a second and does not create any significant increase in

20 network traffic flow. Step 114 is optional and may not be required for
certain systems.

When the warm boot procedure of Figure 6 ends, the overall
operation shown in Figure 5 branches from step 96 to step 92 to test for a
cold boot trigger. When the warm boot procedure is completed, the

25  computer system resumes normal operation under control of the

operating system. It is not necessary to create a Snapshot of the Read-



20 entire OS and all related files are transferred at the sane tinme. In
al ternate enbodi nents of the invention, the primary OS files are
transferred when booting and the remaining files are transferred

periodically or as needed. After the OS and related files are
transferred to the conputer, step 25 86 of Figure 5 creates a copy of .the
Read-Wite Initialized Data, stored in menory region 66, and stores
the copy (or Snapshot) in nenory region

- 16- 70. This Snapshot is used during subsequent rebooting of the
conput er, as di scussed bel ow wi t T 4%ference to Fi gure 6.

o P 2 RS PRI B Ok LSRN R0 Bty g o1 10
LTt ) Ry gl 70 5l M8 S OB Sy,
data at this stagfopPhebéiBatytd calchlb ICRBCIRARK AW ofhatker@itthaheyy: the
regions as read-only because these operations were performed during
5 initial booting and are unaffected by the warm boot procedure.

As described above with respect to Figure 6, instead of transferring
the entire operating system and related files, only a small amount of data
is transmitted over the network to the computer. This procedure
minimizes network congestion and minimizes the time required for the

10 system to reboot. Since the operating system and related files are already
stored in the computer's memory device, the warm boot procedure uses
this existing data unless it is determined to be invalid or corrupted. If a
user desires to have the operating system and associated files reloaded
over the network from a server, a cold boot procedure can be initiated by
15 cycling the power to the computer.

Figure 7 illustrates an embodiment of ROM 30 contained in
computer 24 (shown in Figure 2). ROM 30 may include memory
management code 120 for allocating and controlling memory resources.
These memory resources may include RAM 32 contained in the

20 computer. ROM 30 may also include basic instruction code 122 and
network communication code 124. Basic instruction code 122 is used by
processor 26 during the early stages of booting, before the operating
system is loaded into the computer. Network communication code 124 is

used by processor 26 to communicate with network 16 through network

25 interface 28. Those skilled in the art will appreciate that other



Read-Only Data contains the OS code and other data that does not change
during the operation of the conputer. A single checksumvalue my be 10
cal cul ated for both nmenory regions 64 and 70, or separate checksum

val ues may be cal cul ated for each region. At step 90, the nmenory regions
storing the OGS and the Snapshot (regions 64 and 70) are nmarked as read- -
only by the nenory manager. Marking regions 64 and 70 as read-only
prevents accidental nodification of the data stored in the regions. Thus,
15 steps 88 and 90 both provide protecippn for the data in nenory regions
64 and 70. If a particular conputer does not have a nmenory nanager
for mar kinforonetion,ydategand soatinesatyole ytoréd én REek3W forvaseuby the

cal cul at ed in step 88 will provide a nmechani smfor determ ning

whet her t he datanputer. region 64 or 70 has changed since initial booting
of the conputer. 20 Step 92 of Figure 5 determ nes whether a cold
boot was tri ggered.The above deseriptions and\exemples idjesteate the appligadengi t he
conputer or by the CS . upon detection of a significant error or fault.
If a cold bootthFrlF‘éf@E'FmPstO a ComHUéI@hF‘P‘#Pléa tgra §€§ﬁ°39?né HECHVEHRar e

oot 15 noP | AR IRGYSISB g Tmler! fiep sercgs ShedarubHb Rom Aderver St cp o
o, determine Wael ok, APl RO0k Be prosent b HE6S Tray UK LR b°

situation where it is desirable to minimize initialization or rebooting
time. For example, the invention may be used in a computer system to
avoid reloading an entire operating system or other data from a disk

10 drive, CD-ROM drive, or other storage device. Similarly, the invention
may be applied to any peripheral device that may require a significant
time period to initialize, such as a video monitor. By using information
already stored in the computer's memory, the computer is not required
to reload the existing information, unless that information is invalid.

15  Additionally, the invention may be used in a situation where a slow or
congested communication link exists between the computer and the
source of the information. Even a small amount of information may
take a significant period of time to be transmitted across a
communication link having a small available bandwidth. In this

20 situation, the present invention may be utilized to minimize the time
required to reboot the computer.

The above procedures and systems may be implemented in a

computer s-oftware product stored on a medium readable by a processor.
Such a medium may include any type of magnetic, optical, or electrical

25 storage medium including a diskette, CD-ROM, memory device, or

similar medium. The computer-readable medium may include various



-17- by the OS upon detection of an error condition. The user may

trigger a war m boot by activating a predefined sequence of keys. The
CS may trigger a warmboot if the OS detects an attenpt to wite to
ROM or an attenpt to access unmapped nenory. 5 If a warm

boot is not triggered at step 94, the procedure returns to step 92

to test for a cold boot trigger. If awarmboot is triggered at step 94,

t he procedure continues to step 96 where the warm boot procedure is
performed. This warm boot procedure is discussed belowin Figure 6.

In an enbodi ment of the invention, a warmboot is triggered each 10 tinme a

user logs out of the conputer. The warm boot after |oggi ng out resets
t he corrputer system by clearing the staeR2and ot her variables to
provide a "clean" systemfor the next user (i.e., no remaining state

i nformation frsequenseprafvinstrsictions andBythesiinfprtasion forituplamentitg dbed
below in Figure 6, the warm booting procedure is perfornmed quickly such 15
that the next ps@qedlgeﬁ@ndrsyq@m%@e&cab@dmb%rgn ng a | engthy col d boot
procedure. Figure 6 s a flow gramillustratin
enbodi nent of a Fr %‘F‘o@éoﬂh%’ CWEFIRPBB'& 8@”@&%#{}&1’{ bge W/%!eﬁﬁtﬁﬁéth}’hg
refers to the eﬁegtln ut er, V\1thou ovverln -down the
system At st eﬂ‘%o""kl R e;?lrt) Rafticpiar emba WaRhd for the
menory regi ring the OS Snapshot . (re nd 70).
As di scuss 88§/chbedsar érf %W@oée%ﬂggg%s&ﬂ%\%ﬁ ?}&@’ g’ée gﬁ?ﬁﬁ?’é‘?@% ®or both
menory regi Onshrrﬁi the scope of the invention. Those skilled in the art will recognize

that the invention may be embodied in other specific forms without

departing from its spirit or essential characteristics. References to details

of particular embodiments are not intended to limit the invention as

10 defined by the appended claims in view of their full scope of equivalents.



separate checksum val ues may be cal cul ated for each region. Step 102
conpares the checksum val ue (or values) calculated at step 100 wth the 25
checksum val ue (or values) of the current data stored in nmenory regions

64 and 70. If the checksum values are do not match at step 102, then the
-18- procedure branches to step 104 to performa cold boot of the
conput er. The m smat ched checksum val ues indicate that one or both of
menory regions 64 and 70 contain invalid or corrupted data.
Therefore, the data in these regi opg_cannot be relied upon when
rebooting the conputer and 5 a cold boot is perfornmed. As discussed
above, the cold boot procedure cagggsiMbe entire OS to be transferred
to the conputer, for exanple, from a network server. | f

t he checksum vihSis radaiefedhis:st ep 102, then the procedure conti nues
to step 106 where nenory allocated by the nmenory manager is 10 released.

| f checksum val ues are not supported by the conputer, then the

1 1. A method for rebooting a computer having a volatile memory
device capable of storing operating information, said method comprising
the steps of:

rebooting said computer using said operating information stored
in said memory device if said memory device contains a valid copy of
said operating information; and

rebooting said computer by reloading said operating information

into said memory device if said memory device does not contain a valid

W 0 NNy o W

copy of said operating information.

1 2. The method of claim 1 further including the step of
2 determining whether said memory device contains a valid copy of said

3 operating information.

3. The method of claim 2 wherein the step of determining
whether said memory device contains a valid copy of said operating
information includes calculating a checksum for said operating

information stored in said memory device and comparing said checksum

G B W N

to a previously calculated checksum.

1 4. The method of claim 1 wherein said operating information
2  includes an operating system for controlling the operation of the

3 computer and data utilized by said operating system.

. “!lll[l_lﬂlﬂ T



procedure relies on the marking (read-only) perfornmed by t he nenory
manager at step 90 in Figure 5. In systens that do not support checksum

val ues, the warm boot procedure begins at step 106. As

menti oned above, step 106 of Figure 6 releases nenory 15 allocated by the
menory manager. For exanple, the nenory allocated by t he nenory
manager may i nclude heap 76 and device nenory for DVA 74. By

rel easi ng these nmenory resources, the nmenory nmanager is able to
reassign the menory to other variables and data during the warm boot
procedure. The nmenory is released by sending a signal to the nenory 20

manager indicating the release of the nenory resources. At step
108 of Figure 6, uninitialized data in negory region 68 is cl eared
fromnmenory device 62. Al uninitialized data is cleared except t he

data curreptly bei ) Thedn&thodn6f €aimut whetdinpaid Sfepstaie pasaforined in I eboot
procedure (e.g., the current stack being used by the conputer). 25 This

step cl ear2 thesplaise fooan evenbirigderirg tptitebiootihgesf saideohipwger.St ep 110
copi es the Snapshot Data (nmenory region 70) back to nenory regi on 66,

1 6. The method of claim 1 wherein the step of rebooting said

2  computer by reloading said operating information further includes
3 reloading said operating information across a network coupled to said
4

computer.

1 7. The method of claim 1 further including the step of copying a
2  snapshot of initialized data back to an initialized data location in said
3 memory device if said memory device contains a valid copy of said

4 operating information.

1 8. The method of claim 1 further including the step of clearing

2  uninitialized data from said memory device.

1 9. The method of claim 1 further including the step of releasing
2 memory locations allocated by a boot ROM memory manager in said

3 computer.

1 10. The method of claim 1 wherein said memory device is a

2 - Random Access Memory (RAM) device.

1 ~ 11. The method of claim 1 further including the step of marking

2 said operating information stored in said memory device as read-only.

I g



-19- t hereby replacing the existing Read-Wite Initialized Data with
t he previously stored Snapshot Data. As di scussed above, the Snapshot
Dat a represents the state of nenory region 66 imediately after
initial booti ng of the conputer. Thus, any invalid or corrupted data
in menory 5 region 66 is replaced by the Snapshot Dat a. Step
112 of Figure 6 rel oads the boot paraneters obtained fromthe ROM in
the conputer (if the ROM supports boot paraneters). These boot '
paraneters are used to sel ect optional behavior such as turning on

debuggi ng procedures or identifying the first programto run after 10
booti ng. The boot paraneters may include the debugging | evel or the

nane of the first programto be run after booting. Step 114
conmuni cates with the server across the~ ?n@t‘work to obt ai n any
additional information necessary to_co ete t he war m r eboot

procedure. This addi?i di n‘ieﬁh@% @atclaim hayhenedn s aperapngomieimagtion is

(indicating that an opti onal en sel ect ed),, network

addr esses, glo ODFARERE SYSiear faawc\ 9@@@51& #mregmmmsdangw%r mat i on

is small r atlve to th cf af the entire 0@ tlng ET\{ tlal%nd rel at ed
files. Typital gr;vupﬂgmpi SRidi GOIP ST P SARRRIE QiRXCGHHNE RL0853 at i on
is a fracti ion g(; ‘?as second and does not create any significant increase in
20 network tr ‘? ¢ flow Step 114 is optional and may not be required for

certain systens. When t he warm boot procedure of Figure 6
ends, the overall operation shown in Figure 5 branches fromstep 96 to
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Snapshot of the
3 a mechanism configured to reboot said computer using said
operating information stored in said memory device if said memory
device contains a valid copy of said operating information; and

4

5

6 a mechanism configured to reboot said computer by reloading said
7  operating information into said memory device if said memory device

8

does not contain a valid copy of said operating information.

1 14. The apparatus of claim 13 further including a mechanism
2  configured to determine whether said memory device contains a valid

3  copy of said operating information.

15. The apparatus of claim 14 wherein the mechanism configured
to determine whether said memory device contains a valid copy of said
- operating information includes a mechanism configured to calculate a

checksum for said operating information stored in said memory device

g B W N =

and compare said checksum to a previously calculated checksum.
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- 20- Wite Initialized Data because the previously created Snapshot in
menory region 70 is not affected by the warm boot procedure. Simlarly,

it is not necessary to cal cul ate checksum val ues or mark certain nmenory
regi ons as read-only because these operations were performed during 5
initial booting and are unaffected by the warm boot procedure.

As descri bed above with respect to Figure 6, instead of transferring

the entire operating systemand related files, only a small anobunt of data
is transmtted over the network to the conputer. This procedure

m ni m zes network congestion and mnimzes the tine required for the 10
systemto reboot. Since the operating syskémand related files are al ready
stored in the conputer's nenory device, the warm boot procedure uses

this existilng data u§l g%e dppdranieselsiniag wheddth badeddrp fiferG8ich Pié%ﬁto a
user desires to have the opérating system and associ at ed files retoaded

over the né& woa ketwonk g0 seloadrsaid dp@kﬂd@@@ifoﬁh@ﬁ@ﬁtﬁc@oﬁaéhﬁ%étﬂbtrk ghed by

15 «cycling the power to the conputer. Figure 7 illustrates an
enbodi ment of KAV B®npoteraf sed memory devicedber n@cdrhong vlaHdFddgigr 6f ZAid ROM
30 may include nenory managerrent code 120 for allocating an

control i n¢ neihmlgatmmﬁarmtlon These nenory resources nmay include RAM
32 contained in the 20 conputer. ROM 30 may al so include basic instruction

code 122 and net wor k communi cati on code 124. Basic instruction code
122 is useq by rocessor 26 during the early stages of booting, before
t he operati‘ng %gst apparahiteet flaim ki inglest meckanism

comuni cat i,on code 12 proc 26 to comunicate with

networ k 164 hr SHHIBYHE rCI?P.}’Sa sf‘ﬂ?%qté{fémi’@ (ggaéa brek tegniipitializedrdatyj | |

appreci ate 3t haltocgﬁgﬁ in said memory device if said memory device contains a valid

4  copy of said operating information.

pd

18. The apparatus of claim 13 wherein said memory device is a

2 Random Access Memory (RAM) device.

19. The apparatus of claim 13 wherein said computer uses an
operating system based on the JAVA programming language

environment and said computer is capable of executing JAVA program

= W N

codes.

20. A computer software product including a medium readable by
a processor, the medium having stored thereon:

a first sequence of instructions which, when executed by a
processor, causes said processor to reboot said computer using operating
information stored in a volatile memory device in said computer if said

volatile memory device contains a valid copy of said operating

N & G oW N

information; and

I



-21- information, data, and routines may be stored in ROM 30 for use
by the conput er. The above descriptions and exanpl es
illustrate the application of the invention to a conputer coupled to a
network and receiving an 5 operating systemand related files across the
network froma server. However, the teachings of the present invention
may be applied to any situation where it is desirable to mnim ze
initialization or rebooting time. For exanple, the invention may be
used in a computer systemto avoid rel oading an entire operating
systemor other data froma disk 10 drive, CO-ROMdrive, or other storage
device. Simlarly, the invention may be applied to any peripheral
device that nmay require a significant time period to initialize, such
as a video nonitor. By using informatiam7- al ready stored in the
conputer's nenory, the conputer is not required to reload the existing

informatiog, unless iddhd RqRieRBE b Mndtudtiby@hiBich] Whefddidchapbyy t he
invention may be used in a situation where a slow or congest ed

conmuni cat9on grbeéssex,i Glused SdidgsidcbiOr ¢ MEBIR saihébrhpater by reladieg wfidt he
information. Even a small anount of information may t'ake a significant

period of 10i nopesatingtinforsmatior dniacsaidsvalatile meawonyudeviat ipsaid wilatidyi ng a
smal | avail able bandwidth. In this 20 situation, the present invention my
be utilizadd tonemoryideyicchdoes net contain epalidecbptyvof sdid atperidng onput er .

The above Er ocedures and systens nmay be inplenmented in a conput er
sof t war e pZodinfomnatiest.on a medi um readabl e by a processor.

21. The computer software product of claim 20 further including a
third sequence of instructions which, when executed by a processor,

causes said processor to determine whether said memory device contains

B W N

a valid copy of said operating information.

22. The computer software product of claim 21 wherein the third
sequence of instructions further causes the processor to calculate a

checksum for said operating information stored in said memory device

= W N =

and compare said checksum to a previously calculated checksum.

23. The computer software product of claim 20 wherein said
operating information is an operating system based on the JAVA

programming language environment and said computer is capable of

B W N =

executing JAVA program codes.



Such a nedium may include any type of nmagnetic, optical, or electrical 25
storage nediumincluding a diskette, CO-ROM nenory device, or
simlar nmedium The conputer-readabl e nedi um may incl ude vari ous

-22- sequences of instructions and other information for inplenmenting
t he procedures and systens descri bed above. From t he above
description and drawings, it will be understood by those skilled in
the art that the particul ar enbodi nents shown and 5 descri bed are for
purposes of illustration only and are not intended to limt the scope
of the invention. Those skilled in the art will recognize that the -

I nvention may be enbodied in other specifag-forns w thout departing

fromits spirit or essential characteristics. References to details
of particul ar MEDHPPEANR APRARATUS nFRR JENITEALIZING tADEVERHti on as 10

defined by the appended cl ai “Ahgﬁéh%% 813%15@5{65%%&‘?6 of equival ents.

A system is provided for rebooting a computer having a volatile
memory device capable of stofing operating information. The system
5 reboots the computer using the operating information stored in the
memory device if the memory device contains a valid copy of the
operating information. The computer reboots the computer by reloading
the operating information into the memory device if the memory device
does not contain a valid copy of the operating information. The system
10  determines whether the memory device contains a valid copy of the
operating information by calculating a checksum for the operating
information stored in the memory device and compares the checksum to

a previously calculated checksum.

This Sheet Has B Been
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-23- CLAI V5 What is clained is: 1
1. A nmethod for rebooting a conputer having a volatile nmenory 2 device
capabl e of storing operating information, said nethod conprising 3 the

steps of: 4 rebooting said conputer using said operating
information stored 5 in said nenory device if said nenory device contains
a valid copy of 6 said operating information; and 7 rebooti ng

said conputer by reloading said operating information 8 into said nenory
device if said nenory device does not Ettain a valid 9 copy of said.
operating informtion. 1 2. The f@thod of claim1 further

i ncl udi ng t @ep f 2 determ ning whether said nenory device contains a
val i d copy T oper?\tzi ng i nformatign. 1 3. The met hod of
claim2 wherein the step off determining 2 whether sdi& nenory device
contains a valid copym_ﬁasuj_gwati ng 3 informatidn includes cal cul ating
a checksum for said operating 4 ijnformation stored i/n said nenory device

and conparing said checksum 5 td a previously calculatgd checksum
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1 4. The nmethod of claim 1l wherein said operating information 2

i ncl udes an operating systemfor controlling the operation of the 3
conputer and data utilized by said operating system

-24 - 1 5. The method of claim 1l wherein said steps are perforned
in 2 response to an event triggering the rebooting of said conputer. 1
6. The nethod of claim 1 wherein the step of rebooting said 2 conputer by
rel oadi ng said operating information further includes 3 reloading said
operating information across a netwggk coupled to said 4 conputer. 1
7. The nmethod of claim1 further includipg the step of copying a 2

snapshot of initialized data back to angnitialized—date—hocation in|SRjd 3
menory device if said nenory device contgins a valid copy|of said 4 |[=—
operating information. 1 8. The, net hod of} clai m{1 fukther (;)
including the step of clearing O - .
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2 uninitialized data fromsaid nenory devi ce. 1 9. The net hod of
claim1 further including the step of releasing 2 nenory |ocations

al l ocated by a boot ROM nenory manager in said 3 conputer. 1 10.
The nethod of claim1 wherein said nenory device is a 2 Random Access
Menory (RAM devi ce. 1 - 11. The method of claim 1l further including
the step of marking 2 said operating information stored in said nenory
devi ce as read-only. -25- 1

12. The method of claim1 wherein said opgeating information is 2 an
operating system based on the JAVA programm ng | anguage 3 environnent and
said conputer is capable of executing JAVAé)rZ)gram 4 codes.

FIG. 4 S
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1 13. An apparatus for rebooting a co

nputer having a volatile 2

menory devi ce capable of storing operating information, conprising: 3

a mechani sm configured to reboot said conpute
information stored in said nenory device if s
a valid copy of said operating infornatiﬁg' a
configured to reboot said conputer by re gdi
i nformat i Ogei salLd nenory device i '
contain a ?Eﬂzzfgog; of said operati
apparatus of clarm I3 further includixg_a
determ ne whet her said nenory device cont

ki NS

r using said 4 operating

aid nenory 5 device contains
nd 6 a mechani sm

ng said 7 operating

¥enory device 8 does not

it i on. 1 14. The
anism 2 configured to
a valid 3 copy of said

t he mechani sm configured 2
contains a valid copy of s&

operating information. 1 n
o G2l Bl

a¥a! /221 (0

nmechani sm conf i gurfed—to Tatcotrate—=a—=

eck
[~

s-ofjcl ai m 14 wherein
t @héaid renBfy devi ce
lonltincludes a
sum for said operating

information stored in said pesory—device

previously cal cul gted checsum paM performs Various
Initialization Functions

and conpare said checksumto a
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-26- 1 16. The apparatus of claim 13 wherein said conmputer is
coupled to 2 a network to reload said operating information across said
network to 3 said conputer if said nenory device does not contain a valid
copy of said 4 operating information. 1 17. The apparatus of
claim13 further including a mechanism 2 configured to copy a snapshot of
initialized data back to an initializédédata 3 location in said nenory
device if said nenory device contains a valid 4 copy of said operating

I nf or mat 1 18. The apparatusyof claim 13 wherein said nmenory
devi ce iFiG. @ndom Access Me - devi ce. 1 19. The
apparatus of claim 13 wherein sai dvcoprputef uses an 2 operating system
based on the JAVA programm ng | anguage
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3 environnment and said conputer is capable of executing JAVA program 4
codes. 1 20. A conputer software product including a nmedi um
readable by 2 a processor, the nedium having stored thereon: 3

first sequence of instructions which, when executed by a 4 processor,
causes said processor to reboot said conputer using operating 5
information stored in a volatile nenory jce in said conputer if said 6
vol atil e nmenory device contains a valid copy of said operating 7

i nf ormati on; -27- 8
a second sei53225_057instructions whi ch, when executed by a 9 processor,
causes sai d processor to reboot said conputer by reloading said 10
operating information into said volatile nmenory device if said volatile
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11 nenory device does not contain a valid copy of said operatlng 12

i nf or mat i on. 1 21. The conputer software product

further including a 2 third sequence of instructions which,
by a processor, 3 causes said processor to determ ne mhetr
device contains 4 a valid copy of said operating informatid
22. The conputer software product of claim21 wherein the tH
of instructions further causes the processor to calculate a
for said operating information stored in said nmenory device

er
n.
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and conpare

said checksumto a previously cal cul ated checksum 1

Z5. 11E

comput er software product of claim20 whdrein said 2 operating

| anguage onviTEAMRR. AaRGReErBK IR O, TR RahBEraec HevECRYLTTTy S

cuting JAVA

program codes. ABSTRACT OF THE DISCLOSURE

A system is provided for rebooting a computer having a volatile

memory device capable of storing operating information. The system

5 reboots the computer using the operating information stored in the

memory device if the memory device contains a valid copy of the

operating information. The computer reboots the computer by reloading

the operating information into the memory device if the memory device

does not contain a valid copy of the operating information. The system

10  determines whether the memory device contains. a valid copy of the

operating information by calculating a checksum for the operating

information stored in the memory device and compares the checksum to

a previously calculated checksum.
(Fig. 5)




