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characteristic that is measurable and can thus be used as a basis for subsequent
verification. According to this approach tokens are manufactured and measured in a

set way to obtain a unique characteristic. The characteristic can then be stored in a
computer database, or otherwise retained. Tokens of this type can be embedded in the

20 carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match,

Within this general approach it has been proposed to use different physical effects.
One physical effect that has been considered in a number of prior art documents [1-4]
25  is to use laser speckle from intrinsic properties of an article, typically in the form of a
special token, to provide a unique characteristic. According to these techniques a large

area, such as the whole of a special token, is illuminated with a collimated laser beam
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matching signature held in the master database. If there is no match, the article is
considered to be counterfeit. If there is a match, then the article is considered to be

genuine.

[n many applications, for example those relating to national security, civil
documentation or high volume branded goods, the number of signatures stored in the
master database may be very large. The number of entries may be perhaps millions,
tens of millions or even hundreds of millions. For example, this would be the case if

the scheme is used for passport or driving licence verification for a populous country.
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In one particul ar experinment, calcul ations indicated
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gi ven pieces of paper matching to within a stated
error threshold. However, during trials, matches of
this quality were in practice being observed severa
times per day. This indicated that the characteristic
signatures were not entirely random and contai ned a
conmponent of



i nformati on which was constant from one sheet of paper
to the next. Subsequent investigations reveal ed that
WO b@opaaer gives rise to an artefact signal whPCHGB2005/002989

responsi ble for the increased ghance of a random
incorrect match between pieces of paper. Therefore, in
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20  depends upon the orientation of the scanning beam with respect to the paper surface.

Following a review of the paper making process, the applicant currently believes that
the artefact signals derive from the screens used to remove water from paper pulp
during a drying process [6, 7, 8, 9, 10, 11, 12, 13]. Such screens are typically formed
using a wire mesh having regular spacing. Whilst such screens are typically designed
25  in an attempt not to leave any visible markings on the paper, it appears that the screens
still impart a significant imprint to the paper during the ordinary paper manufacturing
process. The applicants believe that the artefact signals they are able to detect are due

to the imprints imparted by the screens.
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such predetermined characteristic signatures. Additionally, to obtain the class

20  signature, paper can be scanned anywhere on its surface. This helps reduce the need

for accurate registration of an article being scanned with a scanning beam.

Hence, according to a first aspect of the invention, there is provided an apparatus for
analysing an article made of paper or cardboard placed in a reading volume. The
apparatus comprises a scanner for scanning an article with an optical beam, a detector
25  arrangement for collecting a set of data points from signals obtained when the beam
scans the reading volume, and a data acquisition and processing module for
processing the set of data points so as to determine whether the article possesses a

predetermined class signature that identifies articles of a known generic type from the
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Predetermined class signatures may be provided in a database that can be remotely
located or included in a hand-held reader. Since the apparatus uses class signatures,
the database can be relatively small. The predetermined class signatures can also be
encrypted for enhanced security. By matching class signatures to predetermined class
signatures, apparatus incorporating this feature can provide initial security screening
of articles made of paper/card according to manufacturer/machine etc. For example,
the apparatus can indicate to an operator that an article is not made of US passport

paper, not made of UK banknote paper etc.
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scanning of the beam in the reading volume. Scanning entails relative movement
20  between the beam and the reading volume. Use of a linear scan is beneficial as it is
mechanically simple and relatively inexpensive to implement. A linear scan is also
useful where the orientation of imprints that give rise to a class signature is
predetermined (for example, where paper is always cut in a particular way with
respect to the screen on which it is manufactured). Linear scans are generally
25  relatively fast when determining a class signature, since the set of data points that is

generated only requires minimal processing in order to extract that class signature.

For various other embodiments different ones of the data points are obtained by
rotational scanning of the beam in the reading volume. For these embodiments, there

is no need to accurately position articles when reading a class signature as subsequent
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The method according to this aspect of the invention may further comprise method
20  steps for performing one or more functions/operations that may be implemented or
provided by the apparatus according to the first aspect of the invention, herein

described.

The apparatus according to the first aspect of the invention may be used to implement
the method according to the second aspect of the invention. For example, the
25  apparatus according to the first aspect of the invention may be used to verify
authenticity of an article by performing a method of analysing the article. The
apparatus may be used to check whether a particular article has an expected class

signature. For example, it may be expected that a perfume box has a class signature



descri bed. The apparatus according to the first aspect
of the invention may be used to inplenent the nethod

wa@ewoendilmy to the second aspect of the inventiPCT/GBR05/002989
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exanpl e, the apparatus accordipg to the first aspect

of the invention may be used to verify authenticity of

an article by performng a nmethod of anal ysing the

article. The apparatus may be used to check whether a == |
paferived| fsom any piggfacthyignad mrising deare dincinzpyint Of g srctangular grid with

Fo l.e, it may.be e t f
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| S ahgfts RS SlcHetrtiBaptiCsia!-dafebgnat ures that derive
fronf conpl ex-shaped 1 nprints. For exanple, class

signatures may derive frominprints that are
heMorestraptd, apasatus neqyebe used fo Mwomew exfornpdiion that is deliberately

appar a may b ed recover infqrmation that i

o R TyBo R o DY BB e PR SRE Gy patem. Sich a pattern

| ML Db ge &iBbRACTEY Ekﬁﬂ;ge pﬁltf+1ﬁ{aﬂ.on SHEN b@.x@@t;\}c?erdntgom the class
d or e, y be

need not be visible. Xanp I nformation ma

10r ecipnatwed whichnistdneodddamso giegpaptiibye walyi afha bespeke ectech used during

into the paper by way of a bespoke screen used during
paBPerAMMactittr e. According to a third aspect of the
invention, there is provided a screen for

man L 1Ag p - ar ty cl e : 8 Gl ee
Cor bt B0 RaBAPRpelt of IEAPLMGH bk Cis R Folbreen for
conhamgifisotetitgoa i papar br aaldbspdkaticlapr Tid sqra¢h eompticesaa plurality of
paper or cardboard article for providing a . ,
pr edenRyhamarEce | ardcoafigiad e Empahe DesROE impagt paffern to a paper or

R ROk BTN RBARE o YOS TSR R e

ar tarfitle asBei§ of @ kpoWH igdeerit tgpee dEfieeyciden sl forlths Seliberate imparting of
signature. The screen is a bespoke screen that

pr op dreBrintip thartricigrio 8 ppkavidert predeierminest ¢lasstsignapusenihe screen
'N s a bespoke screen that provides imprints whose pattern is not currently found in

screens used in the paper making industry. Such bespoke screens may further provide

20  complex-shaped imprint patterns.

As indicated, this aspect relates to the deliberate imparting of an imprint to the article
so as to provide a predetermined class signature. The screen may be any means that
imparts a desired imprint to the paper or cardboard during or after it is manufactured.

For example, the screen can be a perforated surface or may be composed of plates,

25  wires efc.

A conventional screen comprises elements that are spatially arranged so as to impart a
periodic imprint pattern to the paper or cardboard. By using a periodic pattern, a scan

to determine the class signature can be performed anywhere on the paper. Such a



screens used in the paper naking industry. Such
bespoke screens may further provide conpl ex-shaped

WO aeiondiipatterns. As indicated, this aspect rRCHGB2005002989
the deliberate inparting of anjinprint to the article
so as to provide a predeterm ned class signature. The
screen nmay be any neans that inparts a desired inprint
to the paper or cardboard during or after it is
nePEQse JmpENt paterax alsp | REOVides the daanpeighs mathga strong frequency
PeL S B HeR it S AT SO hor TBcRS: SATRE B RL: B RLESecrduES
et C. conventi onal” screen conprises elenment’s that are
spatially arranged so as to inpart a periodic inprint

paThemkns howehe Nepae possidilitydaidkinBypddRilp patteimed iso@ess to take
pattern, a scan to determ ne the class signature can

be apeantage mfdthariyymiatiag sifechto sapey. 2 spaisl apedulasigneof the surface
5. PoigoerErahEs LD Rybleah B HuctBit Bghe gfebts b

detection using FT or other analysis techniques. There

| S TiheWBMEI nRIdaRtibA endYydRSised kd Encold dakietd as B&CdxabipYe, binary data
patterned screens to take advantage of the inprinting

ef bilet Spetiad orndulatian spayt forlexamalel By pravidst to lsecasigrdatacesing chirped
structure of the paper foll.ow ng a.,variety of . .
Fumtlin. et @)GherbpuBiby dobpiile piddion, phase shift keying
ND G AR, SBfYeqRendiShittt k@iﬁg;%gdﬁaﬂﬁ{a such as, for

exanpl e, binary data bits tial nodul ati on may, for
exanpl e, by provided to encode data using chirped
10npdilieampant pattepeqangnedrpeipisicoynptaxdhhpesi &iar exeamile, tasighemetric shapes

nodul ati gn, .phase shift keyi.ng nodul ati.on, or
T SRS RRRS Ry Y 26 YBHOUS PREV I TR of vty may be
Carinéd?’?&ﬁféart@bﬁv%rfﬁﬁlﬁﬁle REScy BHpoRRIRkSan artefact si élg.l. Use of

asymmetric shapes such as stars, hearts etc. or sha
hawionplexamndtiple v freqiengy degpeeentsffos yalasst signaterg beognition makes

i ncorporated to provide nultiple frequepcy . conponents

| neopiine duer a6t BeS firiasei e rBr e DA glBARes that can be
15f r egugRsxgconponent s for class signature recognition

rrakeg{?g?opyi ng harder and al so i ncreases the nunber of

possi bl e class signatures that can be recogni sed.
One or more bit sequences may also be encoded into the paper or cardboard by using

the imprint pattern for encoding. This provides numerous possibilities for
incorporating information into the paper or cardboard. For example, information
identifying a manufacturer, the machine the paper was made on, encrypted
20  information relating to the expected class signature etc. can be encoded within the
paper itself. Moreover, as previously indicated, this information can be robustly and

invisibly stored.

According to a fourth aspect of the invention, there is provided a method of making a
paper or cardboard article including a bespoke imprint pattern. The method according
25  to this aspect of the invention comprises using a screen according to the third aspect

of the invention to impart a bespoke imprint pattern.



One or nore bit sequences may al so be encoded into the

paper or cardboard by using the inprint pattern for
wepmetiaige This provides numerous possi biliti eBCT/GB2005/002989

i ncorporating information intgithe paper or cardboard.

For exanple, information identifying a manufacturer,

t he machi ne the paper was nade on, encrypted
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aspect of the invention conprises using a screen
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10 bemows bibsrguenden infa theqaperonseibeaidt s, the i nprint
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15 Fi @#h&SimplResfraoeedbomntsScoubd BsddSith b9 PEIdRSes r photodiodes.

cl ass signature and optionally also a unique
c hantagmisdidstector spyppenantse suchhas aldatentoronraytraniiedlse baysedealthough

made u iscrete detector .conponents in the form of
o 5 RuREackhp BiedioR oS intir SEREEN B 1
signature is to be detected.
From initial experiments which modify the illumination angle of the beam on the

article to be scanned, it also seems to be important in practice that beam is incident
20  approximately normal to the surface being scanned in order to obtain a characteristic
that can be repeatedly measured from the same surface with little change, even when

the article is degraded between measurements.

It can therefore be advantageous to mount the source so as to direct the beam onto the
reading volume so that it will strike an article with near normal incidence. By near
25 normal incidence means 5, 10 or 20 degrees. Alternatively, the beam can be directed
to have oblique incidence on the articles. This will usually have a negative influence

in the case that the beam is scanned over the article.
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or 2D bar co his case, the data
ac ghheteristic signature with a one-way function, i.e. using an asymmetric encryption

20  algorithm that requires a private key. This acts as a barrier to an unauthorised third
party with a reader, who wants to read fake articles and print on them a label that
represents the reader's scan according to the encryption scheme. Typically the bar
code label or other mark would represent a cryptogram decipherable by a public key,

and the private key would be reserved for the authorised labellor party.

25 A database of signatures, such as the predetermined characteristic signature or a class
signature, may be provided. The data acquisition and processing module may be
operable to access the database and perform a comparison to establish whether the
database contains a match to the characteristic signature or class signature of an article

that has been placed in the reading volume. The database may be part of a mass
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signature obtained by reading.@n article that has been
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generally compacted fibrous sheet materials, such as paper and cardboard.

Various embodiments of the invention allow it to be ascertained whether an article has
20  been tampered with. This is possible if adhesively bonded transparent films, such as
adhesive tape, cover the scanned area used to create the characteristic signature. If the
tape must be removed to tamper with the article, e.g. to open a packaging box, the
adhesive bonding can be selected so that it will inevitably modify the underlying

surface. Consequently, even if similar tape is used to reseal the box, this will be
25  detectable.

By paper or cardboard we mean any article made using a wood pulp process. The

paper or cardboard may be treated with coatings or impregnations or covered with
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is used to rcseal the box, this wll be detectable. By

10paper paskaging dbeadablopradeigis any article nade using a
wood pul p process. The paper or cardboard may be
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spray-on transparent coating, for exanple. The

invention is consjdered to be particularly useful_ for

papere Brertiongpenrtowns fdentifisation i ericles 9t Bwprety ofsdiffgrent types,
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15 packaging, and optionally the packaging may be sealed in a tamper-proof manner.

Alternatively, the packaging may be an appendage to the article, such as a tag secured
with a connector that cannot be released without being visibly damaged. This may be
especially useful for pharmaceutical products, cosmetic goods and perfume, and spare

parts for aircraft or land or water vehicles, for example.

20 In summary, the characteristic signature or class signature can in some cases be
obtained from something ancillary to a vendable product, such as its packaging, and in
other cases obtained from the object itself, such as from surface structure of a
document, or a vendable product. The invention may find many practical
applications, for example to control grey market importation or counterfeiting. For
25  such applications, portable readers could be used by customs officers or trading

standards officers.



passports, intergovernnental treaties, statutes,

driving licences, vehicle roadworthiness certificates,
waeyeoeritl fi cate of authenticity 2. any docunmePCT/GBr005/002989

traci ng or tracking purposes, _£.9. envel opes for nai

systens 3. packagi ng of vendabl e products 4. brand

| abel s on desi gner goods, such as fashion itens 5.

packagi ng of cosnetics, pharmaceuticals, or other . |
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signature can in sonme cases be obtai ned from sonet hing
ancillary to a vendabl e product, such as its
packagi ng, and in other cases obtained fromthe object
itself, such as fromsurface structure of a docunent,
or a vendabl e product. The invention may find many
practical applications, for exanple to control grey
mar ket inportation or counterfeiting. For such
appl i cations, portable readers could be used by
custons officers or trading standards officers. The
characteristic signature or class signature can be
encoded as a digital signature for nost applications.
Typical sizes of a digitally encoded characteristic
signature with current technol ogy would be in the
range 200 bits to 8k bits, where currently it is
preferable to have a digital signature size of about
2k bits for high security. The class signhature may be
encoded using fewer bits than the characteristic
signature since it



provides a | ess secure nechanismfor identifying
articles. The digitally encoded signatures nay
wo h@aweilves be encoded using an encryption PCT/GB2005/002989
al gorithm BRI EF DESCRI PTI ON OF1FHE DRAW NGS For a
better understanding of the invention and to show how
the sane may be carried into effect reference is now

TRERTRY NRYCRIPPIGRROP TrPe DIEARARQIPANYI Ng drawi ngs in
wh ; vi ew of a reader
apparatus enbodying the invention; Figure 2 is a

scRermat battepemspstinding of & mhentiongambw shew el it same may be
vol unme qof the reader apparatus is sanpled n tinmes by
sc S dngretiach rrisreace Barava 81068 dyi way pf gtarepls to sheaaccompanying

bl . 4. diagram of the functional conponents
of SFRABELETRILE,

paratus; Figure 4 is a perspective
vi ew of an enbodi nent of a reader apparatus show ng

511 Figend BITWchbRAi siffé Gleteor reRieRaSaPRIPEhGodYBISRE flvelfon;

view of an alternative enbodi nent 'of the reader
appar atus; Figure 6A shows schematically in side view
an Fagure 2nigtd y@emetigipstpestivandershowing hew rthedeading volume of the

' N kon. b d . di [ | light |
corrial el i AL B BR e o Tonsaecbeom Snds
schematically in plan view the optical footprint of a

f uFigies 3aistebloak isvigerhdROdiAEtam 6R1hY SR onhD CoRpbRARCES the reader
enbodyi ng the invention in which directional detectors

ar @PPAEES:i n combination with localised illumnation
wWith an el ongate beam Figure 7A shows data a set of

dat [ £ i ngl hot odet ector after .,
10717 KB 48 B AARR P Sl SR O bGP ot B showine it
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1gure 5 is a schematic perspective view of an alternative embodiment of the reader

apparatus;

Figure 6A shows schematically in side view an alternative imaging arrangement for a

15  reader embodying the invention based on directional light collection and blanket

illumination;

Figure 6B shows schematically in plan view the optical footprint of a further
alternative imaging arrangement for a reader embodying the invention in which
directional detectors are used in combination with localised illumination with an

20  elongate beam;

Figure 7A shows data a set of data points taken from a single photodetector after

linearisation with the encoder signal;

Figure 7B shows a FT of the set of data points shown in Figure 7A;



respect to a scan direction; Figure 8B shows how the
wavel ength of a strongest FT peak varies with angle as

w@apenldis2 rotated with respect to a scan dir ece€DGB2005/002989
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a rotary scanning apparatus for determning a class

,nature from an rtlcle nad er or, c dbo
5 IS oIt FObP SRl PRl clon SoiRG s Fgdeof Figure 1
th 14A and 14B
togg{ ﬁ%ﬁﬁ‘fﬂ?ust ?&{%‘?ﬁ&?‘%%f%%gr e el 2 cl ass

signature is neasured froman article using a rotary
s c Aigueen OB lshdmem theqﬂtomdetﬂctqreiata ofeBiguie YA eft¢blinerisation with the
flow al agra oW n w_an .apparatus according to an
pn HeéTd f’laB]ll?h 8r ates; andFi gures 16A
to 16G schematical ly show vari ous bespoke screens

enpagyd PEC shewd Meedid QPF%FGA‘MEEQ&Q@QB'SBW%CEMM ® the average

is & schematic side view of a reader apparatus
enmboeli ng the i nvention.

Figure 11 is a flow diagram showing how a characteristic signature of an article is

generated from a scan;

Figure 12 is a flow diagram showing how a signature of an article obtained from a

scan can be verified against a signature database;

Figure 13A shows a rotary scanner for use in a rotary scanning apparatus for

determining a class signature from an article made of paper or cardboard;

Figure 13B shows a lid for fitting to the housing of the rotary scanner shown in Figure
13A;

Figures 14A and 14B together illustrate a flow diagram showing how a class signature

is measured from an article using a rotary scan and authenticated or recorded;

Figure 15 is a flow diagram showing how an apparatus according to an embodiment

of the invention operates; and



The optical reader apparatus 1 is for neasuring a
cl ass signature and a characteristic signature from an
WwW@eabol@a1y not shown) arranged in a readi ng vol BeEEGB2005/002989
the apparatus. The reading volye is fornmed by a
readi ng aperture 10 which is a slit in a housing 12.
The housing 12 contains the main optical conponents of
t he apparatus. The slit has its mgjor_extent in the x_ .
di Figstes obp4( de el 6Ch sehempticallyi shavh wagpusrvbagppke prigens embodying the
prh&&h(gl opti cal conponents are a | aser source 14 for
genera ﬂhg a coherent | aser beam 15 and a detector
arrangenent 16 made up of a plurality of k
phot odet ector el ements, where k = 4 in this exanple,
| abel  ed 16a, 16b, 16¢c and 16d. The | aser beam 15 is
focused by a cylindrical lens 18 into an el ongate
focus extending in the y direction (perpendicular to
the plane of the drawing) and lying in the plane of
the reading aperture. In an exanple prototype reader,
the el ongate focus has a major axis dinension of about
2 mmand a mnor axis dinmension of about 40
m cronetres. These optical conponents are contained in
a subassenbly 20. In the illustrated enbodi nent, the
four detector elenents 16a.. .d are distributed either
side of the beamaxis offset at different angles in an
interdigitated arrangenent fromthe beamaxis to
collect light scattered in reflection froman article
present in the reading volune. In an exanple
prototype, the offset angles are -70, -20, +30 and +50
degrees. The angles either side of the beamaxis are
chosen so as not to be equal so that the data points
they collect are as independent as possible. Al four
detector elenents are arranged in a conmon plane. The
phot odet ector el ements 16a..d detect |ight scattered
froman article placed on the housing when the
coherent beam scatters fromthe readi ng volune. As
illustrated, the source is mounted to direct the |aser
beam 15 with its beamaxis in the z direction, so that
it will strike an article in the reading aperture at
normal incidence. Generally it is desirable that the
depth of focus is large, so that any differences in
t he
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article positioning in the z direction do not result

in significant changes in the size of the beamin the
Q@b@no1@i2 t he readi ng aperture. In an exanpl e PCT/GB2005/002989
prototype, the depth of focus_jgs approximately 0.5 mm
which is sufficiently |arge to produce good

results. The paraneters, of depth of focus, nunerica
aperture and morkin% di stance are interdependent,

r ' wn trade off between spot size

and depth of focus. A drive notor 22 is arranged in

R e R e N e

ot RS opfRADN fead@Sagpafihial B0fobYnehf\Ringl 4 EMSs AfhatubB @ndlhai dhBracteristic
notor 22 thus serves to nove the coherent beam

| i sigreating from ahearticlel (moé shown) areaged inea resditigriphape of theeapparatus.

10..so that the beam 15.is scanned |n directiopn . .

¢ TR rerEs iR T YAREage Sporiie B Ryia: p LS @ bousing 12

S| FEEnSdL NG ths B8 MBid Sptichl IBIRhR M theddpphilafis! PELSit has its

to have a cross-section in the xz plane (plane of the

dr smajargktenb &t thesx dinedtionr(ede inset taenimtherdrpwing). diheqirincipal optical
oherent beam

readi ng volune in a plane normal to the
i . EompeRenfioats) 3 e PO 1A gL iEFRETeRng 2 GbGIRNG [RSeryaeam 15 and a

\rM.G? e&8r APRIEER: 160maR upb@faayﬁﬁli%f oftlgﬁsrlxpolqtgedeir’;cgtrﬁ)sgfeﬂ{en%,zwhere k=

cause the coherent "be 15 to s
di #fietlenexpapleslabéliddhibar &éhgilog and |l GdeTherldesr bamhilSris 6dcused by a

the drj tor .22. Fi is included to jl!luystrat )
(e Ak [ 057, P 2L unchCedule LILUSUIALS o
e | e. e :

P E%%biaﬁ?loggwgfﬁ@%%}d;gﬁﬁng F%n@ghé] ggﬁ{e feadiin Sagerture. In an

sanpl ed' n ate beam acr

i t exdihplegaoplypegegqiiesithe eloagaé foduwe Havaunaidr hds dimd@sim of about 2
as it is scanned, al ong.the readi ng aperture_under

ac FRIGNG 2 FHET gxis fmpsiqnepl bouh @ igpmefes. ddpsscntical components
SR AT RRIFsdpb 2t SRUETYRSFRLE BoAiER e g cteto

t 0 cbaphdrect 651D ae! distiibetad bitledr sideeofIth bednt kois DfR&t dt liefferent angles

drive is scanned along the_slit. Consequent I%, a. )
seduemciigdigiated arepngamens; fiew the d@py postieocallsel light scattered in

par PACApR T bh Shicd Bkl B i Kbk 4R BB prototyve, he
an Esspeigéede SeOUL0ce3Mind1+SR UBgrPes. Mhe aafiedikitied sile of the beam
. fafxiesr grr;t cﬁc;sgr? Séo as not to be equal so that the data points they collect are as
independent as possible. All four detector elements are arranged in a common plane.
The photodetector elements 16a..d detect light scattered from an article placed on the
housing when the coherent beam scatters from the reading volume. As illustrated, the

source is mounted to direct the laser beam 15 with its beam axis in the z direction, so

that it will strike an article in the reading aperture at normal incidence.

Generally it is desirable that the depth of focus is large, so that any differences in the
article positioning in the z direction do not result in significant changes in the size of
the beam in the plane of the reading aperture. In an example prototype, the depth of

focus is approximately 0.5 mm which is sufficiently large to produce good results.



as the coherent beam scans the reading vol une. Al so
illustrated schematically are di stance marks 28 forned

wortbheilunder si de of the housi ng 12 adj acent tPET/6B105/002989
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10 along the x direction, i. the scan direction. An
exanpl e spaci ng between the ma%(ks in the x-direction

is 300 mcronetres. These marks are sanpled by a tail

of the elongate focus and provide for |inearisation of

t h'éhfd @amrrieters hef Remthradcfocus), nuasericsl dgsturé ed workimgr distance are

deI el ow. Th asure erfornmed b

1 ,peﬁﬁ Hpgan én@‘? wxlgaa; p%flhbqt\geedl spot size a¥1d depth of
d| fogﬁgl onal detector arranged to collect light from
the area of the marks 28 adjacent the slit. In an
alternative enbodi nent, the marks 28 are read by a

dedi drateadoten 2? de arrarget fire thedetusiap AR fopgrolvRlidPlihed@kcdnfiing motion
par% of the optics, subassenbly 20, Encoder
enft theopHes %ﬁem‘?bﬂ%@ é@ sa#eblabéaamgﬁ 26 gx otf@a@eﬂ@%@emhcated by

F 00
N (r)]{a \ e‘fﬁ% ase(—j[\P% 'Pi@}{ cuse d A%tkléset%tr{lﬂr%[)tg 80 %ntﬁc;c)%)hnearly in

an cheph Qﬁmd@dmet@f theTxbﬁilﬂg)dpérﬁlréllgn@ thaf tHeeBedn18 it RBanned in a
PI C ADC as an extra detector channel. Typically,

| néwﬁc‘rﬁloédmé%&r%ﬂ tosthp majqroass efithe a]@agatg lfWUﬁgSmh@the coherent beam

gg?l)ﬁ i 9&%@&&%{3@ " ggg%culg qézlﬁ%? Eecrécl)ngdsleﬁ‘f 180413 xﬁcﬂ S(plane of the

shatdvwang)nhst bemielllematled Sasta E&Morl@@ tl‘i@"lré%ﬁm' Sstuh® in a plane
order to detect the small est ny rinted featur es

t haermad jo the gohersaiheany, he.gn éhemime fth@kmsmg wwal] intwigich the reading

t
OB B 0 BB A PSP 5 o smote
s 0 may Aifieenttpartd OPte At At @LERE Snddk a@tﬁinaof@ﬁé &H@e th¥br 22.
the k det ectors. One or nore of the sets of data

points can then be anal ysed using the techniques
dedigurpdds petleded: to Westeatoraeplingeprovided by isgmaing and isfa schematic

ma nat.ure i.s found the

o kit e LB TBURPEE Bl S04 RO R B scoming o
Si @lvdighethedin 4da6ssi iNdThE u@blidy pbsitichs oPURS BSLHLEE 1a¥er B¥am as it is
alternatively, a finer resolution scan may be nade.
Thiseanged glangnthp aeading apeytune andareactipe of ee duvels spresented by the

S| %ﬁﬁtcéﬁt %ectanglebsorgurr]nbte?e% Hoag %vhlc gsra]w.rantplljer &n grea 0% Pength T and width 'w'.

Data collection is made so as to collect signal at each of the n positions as the drive is
scanned along the slit. Consequently, a sequence of k x n data points are collected
that relate to scatter from the n different illustrated parts of the reading volume. Each
detector k thus has an associated sequence of n data points obtained at different times

as the coherent beam scans the reading volume.

Also illustrated schematically are distance marks 28 formed on the underside of the
housing 12 adjacent the slit 10 along the x direction, i.e. the scan direction. An
example spacing between the marks in the x-direction is 300 micrometres. These
marks are sampled by a tail of the elongate focus and provide for linearisation of the

data in the x direction, as is described in more detail further below. The measurement



characteristic signature. For exanple, with an exanple

m nor di mension of the focus of 40 mcroneters, and a
w@e@n/olamyth in the x di recti on of 2 cm n=500PCTGBLIVG/002989

2000 data points with k = 4. Ajtypical range of values

for k x n dependi ng on desi r ec securlty | evel , article

type, nunber of detector channels "k' and other

factor pect to.be 100 < k x n <.10,000., It has

IS BB Gy PAGHORH)PhodFgistoR ol Sh ibisd tsop directional detector
el D chuBdfint RUER UL ARRSIS Aol B sl'S
t hrough handling, printing etc. In practice, with the

priat ai yyhematise eritmditaés, the rmdrks @ i mdad Syti‘laiedicbt%d encoder
total nunber of |independent datapoints, i.

shesnitar/ drteatgro madulep A d at 4 perta él&@ptl%ﬁo B\}bamegrbly '20. Encoder
5 Se@rﬂftﬂext/%?tlac%# #lgsh u‘é@: o D! %ﬁ% yeta%gs Ee%%%ﬁlgr we DAVeE used an

I ag ram

C ONBidiI MED D sammodﬂa@@t mam@ar@ﬁ mcuéréaqlgmbﬁﬁn;igdiloae gED) and
connected to a progranmabl e interrupt controll (P

3ophqﬁ¢dﬁﬁ§tprai¥he|r@ e signal i ked2 Bito The Pdet ADCo as an extra detector
% of the detector nodule 16 are connected
6}&938 “respective electrical connection lines 17a...d
to an anal ogue-todigital converter (ADC) that is part

of T hiealRyl Gnpfnted Batitek AroGlET bhI sapkr & e RAnhhas
1 cglﬂne?{s tghe mar ker fp;adl ng deltfagct o@ml% to tﬁe PIC n@g process

10 SOha\leta perlodidily of M@Y@ﬂ@bdﬂtﬂw@tmmm 50 lumo rSamplﬂigeszhe data points

D550l B RES ARE-5RE B il SURSAE N o s it
a5 SO 8 (5P ol S R s o

al perforat 4 wweift lmlt&elE&“welgbbbm% initiaf kédnge pbtafleyhCeia Bt BRry 90 pm
used, for exanple a q|%§rsonal di gital assistant (PDA)
or OﬁSQj@d‘Pféﬁ’t tedpopilata thgpte I @atarnoints forphek iptegipgs. PAn@ 4r more of

15 Co(ﬁﬁeéﬂels I) é c%nqﬁ‘énabg%’alf s%d de?%‘g tRY) %:cﬁrﬂgﬁ:e%f eﬁg?ogd below to

efmning a s gn

f r dBteirhiae $ies cl@sfs sifbtirolMmitgateR td @etchds Bignith® i €6 8M6URE Spparatus
16a. d. The PC 34 has access through an interface

comtydhanowelgl measredhe Hpige clagmyeristic sighaturtanfabeindividual article,
may be resident on the PC 34 in nenory, or stored on a

dr iSYlﬁsehGS{tﬁf%r altgrﬁa%rvgﬁf L\ﬁﬁlaryresélﬁlt?ondﬁar? g’x%%/%e%)adg? Yhis scan can be

used to measure the characteristic signature, or both the class signature and the

20  characteristic signature. For example, with an example minor dimension of the focus
of 40 micrometers, and a scan length in the x direction of 2 cm, n=500, giving 2000
data points with k = 4. A typical range of values for k x n depending on desired
security level, article type, number of detector channels 'k' and other factors is
expected to be 100 <k x n < 10,000. It has also been found that increasing the number

25  of detectors k also improves the insensitivity of the measurements to surface
degradation of the article through handling, printing etc. In practice, with the

prototypes used to date, a rule of thumb is that the total number of independent data



be renote fromthe PC 34 and accessed by w rel ess

comruni cation, for exanple using nobile tel ephony
wa@enslooas2 or a wirel ess | ocal area network (LAMT/GB2005/002989

combi nation with the internet.,Mreover, the database

40 may be stored locally on thé PC 34, but

periodically downl oaded froma renpte source. The

dat abase 40 contains a |library of previously recorded

c| RedRts gl kehmshewld be SO0 er mogfhét givesn adeaptably dvghasecuniydevel with

t he dat abase 40 only contains a

Il%alé(feyv {yﬁg}i’g@g?m ned cl ass signatures. The PC 34

i's programTed so that in use it accesses the database

AOFighfs P hosloek é?ch@ﬁﬁﬁ@rdia“g@dinfo‘i’ tB$ hiaflibs ohpbR&ts bh he reader

dat abase 40 contains a match to the signaturé of th

ar aneradus. The nioder 3de goqiegtsd do arpmgnmmebldumtgrruptl qormoller (PIC) 30

5 { o el ik e EicH 27 & SRS SoPOfD et A i il 16 are
NMDghnREted Stﬁro'ugh E&PEEMRIeIEQFi ol Bt HBH tlﬁﬁ% hg Q.QH 38 Irar?? %Elgo gue-to-

may be omtted fromsystens that are to be use
fi éigdaboomlvmer\(ADC)fthm ivpart 6f thatPlO ﬁOpHrsmﬂz&salecﬁﬁ@U tennéction line
tive view. of .the reader ar at us

iR RaRE ook apaci (8T oo,k AC 25 il be understood that
;ngtlc?ﬁ] %p%ﬁréie%Qqﬁlﬁg eISGI el i ﬂ&ee@f &, %\“n‘ij %Bltnbgﬁnon with, electrical

I cal ocatlona 2 i's also apparent an
10 pr tivk<d &thef RIC PO $d tnterfacmy vath aptischa compatedi(PEN 34 aktduph a serial
a fixed (ﬁ_gétlon In relafion to the reading aperture

10 Comject | ThsR¢ SttanawRaapsieskion pea fanien-ohy an gliernatsie to a PC,
o A 2 ey K oA lgh e e

| ooataedediddieéds eleaisenies utihaThd BEC SMend @ 30fcollB&ively form a data
article can be posjtioned | n the reading aperture 10
wh@RBYEHOR ARd BOCPSSING e 3¢ donsdetermining @ signatirepf the article from

15aNG L sfep bAEKE bofdls &?Pﬁgftﬁ [Hé: debedtors' 164, . &k IJCO 4 h%s acegss through

articles wt a we corner, such as shee

papelinteffasspandcion BBt ardd&b@d&CIdB}m@(aﬂgieﬂﬁtdB@Qée@ méAy be resident on
docurrent feeder could be prqovided to ensure that the

ar thePle 3f1inssmosy, %@r@o@m drighthereph rAlmpba therdetabase 40 may

appar | 8eF8 15w, AN n t r mat. f.or

do (F:b %me n l&?‘es %gfriilnglre sl% ri?’ h \(I)\%I@c%cﬁ ?%F% %g rdvg‘(g)lgéus nen ??m%ﬁaé’é’é‘né‘?ﬁ example

sy sikigs mobile RRPKAY RErvices or a wireless local area network (LAN) in
20  combination with the internet. Moreover, the database 40 may be stored locally on the

PC 34, but periodically downloaded from a remote source.

The database 40 contains a library of previously recorded class and characteristic
signatures. In a variant upon this embodiment, the database 40 only contains a library
of predetermined class signatures. The PC 34 is programmed so that in use it accesses
25  the database 40 and performs a comparison to establish whether the database 40
contains a match to the signature of the article that has been placed in the reading
volume. The PC 34 may also be programmed to allow a signature to be added to the

database if no match is found. This mode of use is reserved for use by authorised



boxes, an alternative would be to provide a suitable

gui de hole, for exanple a rectangul ar cross-section
whedoe/ofan2 accepti ng the base of a rectangul ar POKRGBR008/002989

circul ar cross-section hole ng3 accepting the base of

a tubular box (i.e. cylindric box). A physi cal

|l ocation aid 42 is provided where the reader apparatus

1 checks both class signatures and characteristic

siugaatand sy Hdomaitted fronhiystemsdhairaze torbd wsed finy et fiedhaxclusively for

equi val ent need not be present in variants of the

re‘ﬁ&‘éF ?%& 1 which only performa check for
cI ass signatures. Figure 5 is a schematic perspective

&f4 139 patd #)Qét%tv'léﬁ?oﬁﬂ'@ ehdBEHpahavy Mwing 1@@a@éma1 form. The

app ratus I ntended for screening batches
artiousingsl2 aiﬁkiesht—e)mped readlngapemurodOatr@@\nd@yoA pbgeucal doratien aid 42
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a static eam 15 as the article
paﬁﬁ:@ﬁorﬁ aidt h2 is an\viky dormbef ta ﬂglt—aﬁlgk baslest 1hew]mc]15he sorner of a
generated by a |l aser source nged fixed jin

14
poéwurmm 196 PRekA SR B FAPEYO }005@3 15 enyyres fhat dhe samp pat of the
%ise S Béﬁ%}c?sg&&ﬁed bea Jegcﬁﬂg 'ag%rdrg 18 v&(}ﬂ:&&ve? 1(:férneeds to be

uc:| ng enci T -11ke near=< mat e eam t

10t r ¥RIn&d.I A sifisle Znglerteadke0or éduiealedisi stffiiait f610a1t1bk3s w1th a well-
fI oor) to pass over the conveyor belt 44 at a he|

' hrdefingseqosnsy, sush @3 shestsiof garer 1 HRsHoEs b sasdseang paek a&lng boxes.

height 'h' to scan over the reading area 10'. The beam

([::): 2‘88& %%%Eﬁto HBY R deS %‘Iﬁltvrdeh xﬁh{ Cl:ﬁa@rthé %rtgtrl]ee placement was

uce |ntegral erica ens

extcensitag. iFar teramypledithiee appapatug eogd ﬁbﬂodua:rqd comvtehtional format for
| ntegral cylindri cal | ens). AI t hough only one article
s dowwent scenngrs, phejeceniprs OF idgewpent RBAnageieY GusieBY. For packaging

158I rﬁog?sgl A bh C%uﬁeb \éﬁéﬁg? E’%&‘B&” %@Qe _llg)le, for example a

succ on as ey pass eam

f unetthefddr eeNIReGRMtIRIOfor tah&ptiﬁ)gl ieyhate @ﬁ?asﬁtangtﬁdtetrox or a circular
apparatus are simlar to those of the stand-al.o

r e atess-sapiini hale for gecepiing g brsg efrebulpoRex (i Wé/haﬁwl box).

di fference of substance is that the article is noved

rat R%ﬁlygigaquloéaﬂgn LRSHS 1sRERTed Wht AR rehr AFNELAL € checks both class
signatures and characteristic signatures. However, this feature or its functional
20 equivalent need not be present in variants of the reader apparatus 1 which only

perform a check for class signatures.

Figure 5 is a schematic perspective view of an alternative embodiment showing a
reader apparatus 1' intended for screening batches of articles. The reader is based on a
conveyor belt 44 on which articles of packaging can be placed, only one article 5
25  being illustrated for simplicity of representation. A reading area 10' on the article 5 is
scanned by a static laser beam 15 as the article 5 passes on the conveyor belt 44. The
laser beam 15 is generated by a laser source 14 arranged fixed in position beside the

conveyor belt 44. The laser source 14 has an integral beam focusing lens (not shown)



the desired relative notion between scan beam and
article. It is envisaged that the conveyor-based
w0 e@detelecan be used in a production |ine or WaPEnGBI@®35/002989
envi ronnent for populating a at abase with
cl ass/ characterisation signatures by reading a
succession of articles. As a control, each article may
be scanned again to verify that the recorded si ghat ure
cafoor lpeoduieinigfa pmcililtﬂdesnaaocrbltimbwddmam that Watelwinsthstzedigection (i.e.

neareuh i e o o, Bn OET T croavtg” Bt o 4f ST ) thereby
appld&did wWRA Bk a?tfic%ec‘ 3l & {FGE hab 8l Bgelath'éer@éiﬁﬂ% area 10". The

appar at us” t hat was based on POS equi pnent conponent
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| nc OC& ar ea EXCI

posigdifat erticlesdRaibgreoavésed abhi @oainky i guceaidnds mey p@salthrough the
system which is instead based on directional detectors

t hheang % ect 1ight only fromlocalised areas in

combi nati on with excitation of a nuch larger area.

rrg.glr efugéaioﬁglox\@ né rF:S 61} ﬁl%l éo%vé n%% Yeagé(f’ z?;#)%ﬁnﬁnare similar to

rng arrange a read

101 NYRRE bPtheWwhindaldrie rb@c‘fee d?phﬁ’atdd (ﬂ@ﬁlﬁbdﬂrﬁﬁhéﬂ #@®bte. The only difference
col l ection and bl anket illumnation wth a coherent
begﬁsubAt@ngcp isé@at@]@q wteleris mgvedsater By &g Ipser beam, in order to generate

e SarsE B &t et Bei BB 38 oniy°

coI I ect l'i ght from correspondi ng adj acent strips in

t hat [seaiisaged elatitile coiviehorriRbel pader ¢an B gwdemZa pﬁ)’ﬂ&&lon line or
cylindrical microlens is arranged to collect

S| gwéﬁhomﬁ% newienEent Her rPepingng detebass. wnhe Cé’c}‘;p{éhzémtensatlon
I l | fﬁ% ﬁ“g §¥1 rgag é]he% 58n Q)lf %I‘cl}é\g t&s Ql @o?x saﬁh artlcle may be

e rea I'Ng vol ume

t h%chﬂﬂeﬂ sbdiaté Oefy that et @daysgemrsichbey&iddl This lc@tlild be done
of localised excitation and |ocalised detection ma

y
al swithhbvasistems apsratiggan suiss.Or Opp gysten dBosgiowhich each article passes
zﬁcﬁchget. ﬁg%H z.ganmnéJ L& ¥is&We L Eﬁle%pe}t Ip%iant oF24% Qﬁbgf, or usmg a reader

apparatus that was based on POS equipment components.

20  The above-described embodiments are based on localised excitation with a coherent
light beam of small cross-section in combination with detectors that accept light signal
scattered over a much larger area that includes the local area of excitation. It is
possible to design a functionally equivalent optical system which is instead based on
directional detectors that collect light only from localised areas in combination with

25  excitation of a much larger area.

Figure 6A shows schematically in side view such an imaging arrangement for a reader
embodying the invention which is based on directional light collection and blanket

illumination with a coherent beam. An array detector 48 is arranged in combination



I magi ng arrangenent for a reader enbodying the
i nvention in which directional detectors are used in

w@oewbionati on with localised illum nati on with BET/GB2005/002989

el ongate beam This enbodi nent y be considered to be

a devel opnent of the enbodi meft” of Figure 1 in which

directional detectors are provided. In this enbodi nent

three banks of directional detectors are provided,
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20  approximately 1/m, where m is the number of subdivisions of the excitation strip,
where m = 3 in the present example. In this way the number of independent data
points can be increased by a factor of m for a given scan length 1. As described further
below, one or more of different banks of directional detectors can be used for a
purpose other than collecting light signal that samples a speckle pattern. For example,
25  one of the banks may be used to collect light signal in a way optimised for barcode
scénning. If this is the case it will generally be sufficient for that bank to contain only

one detector, since there will be no advantage obtaining cross-correlations when only

scanning for contrast.



PIC 30. Figure 7A shows data a set of data points
taken froma single photodetector 16a. . .d of the

wo edotelof Figure 1 after linearisation with tPEr/GB2005/002989
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encoder signal. The point nunﬁg* of the x-axis

corresponds to data points sa ed froma standard A4

sheet of paper placed in the reading volune and

scanned by the coherent beam Figure 7B shows a FT of
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appear ed at

wavelength can be used to provide a class signature that can discriminate between

papers made on different meshes.

The wavelength of the FT peak is found to depend upon the direction in which the
paper is oriented with respect to the coherent beam scan direction. For example, the
first paper sheet yielded a peak wavelength of 422 um when scanned in the “portrait’
orientation, and a peak wavelength of 274 um when scanned in the ‘landscape’
orientation. Additionally, one side of the paper often gives a stronger FT peak than
the other side. We believe this to be due to the stronger surface corrugations arising

on the side of the paper which was in contact with the mesh during the paper's

manufacture.
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after autoclaving, its wavel epgth was found to have
reduced by 1.7%from 426 nmto 418 nm W attribute

this to shrinking of the paper fibres upon drying out
fromthe steam Visual inspection of the paper showed
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IS programTed to nove at speed v.Step A2 is a data

ac Gigwee 8Bahowt &pwdhi wageleigtic bf thh straggestcTl peakt waniss withatgle from

each of the
as the paper is rotated with respect to the scan direction. The wavelength of the

strongest FT peak is pretty much constant at around 408 pm as the angle is rotated
20 from 0° to about 10°. We find that the peak in the FT corresponding to the class
signature is best detected when the scanning laser direction is within approximately
+10° of the long axes of the surface ripples coming from the fabrication mesh. This is
because the projection of the elongated laser spot (approximately 2mm long) becomes

comparable to the spacing between ripples once the rotation angle exceeds about 10°.

25  Figure 9 is a flow diagram showing how a class signature is measured from an article

and authenticated or recorded.

Step Al is the initial step during which the scan motor is started. The scan motor is

programmed to move at speed v.



phot odetectors is acquired approxi mtely every | nms

during the entire length of scan. The tine interval
whedwoernizanpl e points is At. Sinultaneously, PE¢EGB2005/002989

encoder signal is acquired as 4 function of time. It

is noted that if the scan notor has a hi gh degree of

i nearisation accuracy (e.g. as would a stepper notor)

then an encoder signal need not be acquired. The data
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Step AS is a FT step in which an FT amplitude spectrum Aui) of the Fourier
20  Transform of a,(i) is calculated. This step is performed in the PC 34 under computer
program control by application of a fast Fourier transform (FFT) to individual of the k
sets of data points. Optionally, an averaged FT amplitude spectrum can be calculated

from respective of the k individual amplitude spectra.

Step A6 is an identification step in which the value of i which maximises Ay(i),

25  excluding i=0 (the DC component), is identified. This index, Ipeat, 1S identified in the

PC 34 under computer program control.



PC 34 under conputer programcontrol.Step A7 is a

calculating step in which the wavel ength associ at ed
wowaok/oiqenk is determned in the PC 34 accor di POI/GB2G08802989

equation | psa] =2 p/(ipeakX voAt). The peak wavel ength

| peak is then used as the class signature. Step A8 is

a decision point. If an article is having its class

signature recorded the next step will be Step A9. oL )
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Figure 10A shows raw data froma single one of the _

phetbige i theglatabawA0, ugtilbg mafeh ip deurdrio oithin g predefinedireor margin.,

ar [ Nk ensi | L .arbitrary units .
1505 3002, 3o 08, B ERB Gt Aatrip L MRl paper type, if

hi ghgis foad eIfinb wediehidd aryae fnaanthd PB4 mapptichali{Seek to extend a

search to other databases. Optionally, a message stating that no match is available

D=

may be displayed. Optionally, whether or not any class match is found, the PC 34
may subsequently seek to perform an analysis to determine whether a characteristic
20  signature from the article matches a predetermined characteristic signature in order to

attempt to uniquely identify the article.

Figure 10A shows raw data from a single one of the photodetectors 16a...d of the
reader of Figure 1. The graph plots signal intensity [ in arbitrary units (a.u.) against
point number n (see Figure 2). The higher trace fluctuating between I = 0 - 250 is the
25  raw signal data from photodetector 16a. The lower trace is the encoder signal picked

up from the markers 28 (see Figure 2) which is at around I = 50.
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shows the photodetector data gfy Figure 10A after

linearisation with the encoder signal. In addition,

the average of the intensity has been conputed and
tracted fromth intensity values. The processed
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phot odet eCtors i s acquired approxi mtely ever
dudigittpatioreisencrelydhdt érgtamectigitisdion sSiemd it ap;ﬁmds:lonslstéﬂitqr
encoder signal is acquired as a functlon of tine.

R s %u?ﬁa?ap)amae s

thgghelrét&gﬁbmsaagchlgn of the data may not be required.
The data is acquired by the PIC 30 taking data from

the ADC 31. The data points are transferred in real
ti ftepfBloin ¢ WetapoguisBionosterhdurg glhichAhe @pheﬂllmtehsyty dtheach of the

dat i,nt.s._cou st ored Pl C
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Fuithensoen mater hed ubigh Jegres afdiriendsitias achaacy (etg salsommlkl a stepper

Fr S e iR S MR ey Bl it dhsgelithazuired by the
fr oI 30 Gkifg 842 Rom the ADC 31. The data points are transferred in real time from
the PIC 30 to the PC 34. Alternatively, the data points could be stored in memory in
the PIC 30 and then passed to the PC 34 at the end of a scan. The number n of data
points per detector channel collected in each scan is defined as N in the following,
Further, the value ay(i) is defined as the i-th stored intensity value from photodetector
k, where i runs from 1 to N. Examples of two raw data sets obtained from such a scan

are illustrated in Figure 10A.

Step S2 uses numerical interpolation to locally expand and contract a(i) so that the
encoder transitions are evenly spaced in time. This corrects for local variations in the

motor speed. This step is performed in the PC 34 by a computer program.
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conpression
now described.

Step S6 is an optional step in which a smaller ‘thumbnail’ digital signature is created.
20  This is done either by averaging together adjacent groups of m readings, or more
preferably by picking every cth data point, where c is the compression factor of the
thumbnail. The latter is preferred since averaging may disproportionately amplify
noise. The same digitisation rule used in Step S5 is then applied to the reduced data
set. The thumbnail digitisation is defined as ti(i) where i runs 1 to N/c and ¢ is the

25  compression factor.

Step S7 is an optional step applicable when multiple detector channels exist. The
additional component is a cross-correlation component calculated between the

intensity data obtained from different ones of the photodetectors. With 2 channels
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Step S8 is amgk/ips = ichis to conpute a
sinple intensity av Sigﬁﬁ% Ege(,g i cative of the
signal intensity di$t [ ﬂzﬂhis may be an over al
average of each of & nean Yal u for the different
detectors or an average for each detector, such as a
root nean square (rns) value of ak(i). If the

r ,side of .no

d etﬁlgugé St 8k %ro%g-{r;(ﬂ'gqutgoni e %f.ﬁern sri?elik‘)/tglgﬁgaélge é)focgﬁsl% [ cteristic

i ncidence as In reader es

f orsigatlespiadéscbeditBetiEy.may be used. The intensity

val ue has been found to be a good crude filter for

material type, since it is_a sinple indication of

ovetten $8 isednpther patianal stap) whisligh freeampiite @ lsinple intensity average value

indicative of the signal intensity distribution. This may be an overall average of each
of the mean values for the different detectors or an average for each detector, such as a
root mean square (rms) value of ai(i). If the detectors are arranged in pairs either side
of normal incidence as in the reader described above, an average for each pair of
detectors may be used. The intensity value has been found to be a good crude filter for

material type, since it is a simple indication of overall reflectivity and roughness of the

20  sample. For example, one can use as the intensity value the unnormalised rms value

after removal of the average value, i.e. the DC background.



sanpl e. For exanple, one can use as the intensity
val ue the unnormalised rns value after renoval of the
wa®sagaival ue, i.e. the DC background. The si gP@r/GB2005/002989
data obtained from scanning amsarticle can be conpared
agai nst records held in a signature database for
verification purposes and/or witten to the database
the signature to extend the

to_add a new record 0 )

exf 3t %%W#%@ tined rfﬁ@w SECIPUIEAIATH Ele Gl bACPIDIR Agajest records
t hegk g ' | i el

opt D2 PR Bl P B PR plph &by B 1 o database to
St adil St escorbufhhgiigiapateteetiond the@riRehg dithigase. -

cross-correl ation coefficients obtained in Step S7 and "

t he average val ue(s) obtained in Step S8. _
Al Ael%%@qt%@ﬁ%ecmdév lincladaibe digis) sigeatute btainegin Step S5 as well as
t ; o s ¢ .
R L e S T T e

t hyrdnal, | the @Bssaoffelatiofl adoeffasents bbtited &2 Stdp 87f hikWihe average
di agram showi ng how a characteristic signature of an

ar VRlgpE) obtainedein Blepn®® Alematesly,btheyibambhails mgsi brsstoged on a
predeternmined chagracteristic si.gnature database. In a
i feecets e of Beoonm pRimied 5ot Btd ssesefings g the gt Of the data
segnech@mhg!tRe fhuR¥ndlsyBh amdrrdadbRe, the full set of
characteristic signature data. However, to speed up
the verification process, the process preferably uses

10t h&'ighwalllels & Hawb B shnvipg dwet eadbiaragtenstice sigoatutehef an article
co te verage values cross-correl ation e
cog’gfail%l eﬁfrg aasgarh%w l&ee‘é%rﬁ]%ea&m e? Pﬁdstﬁfrplgﬁg%@ﬁCtWStﬁ"?lgnamre
t hetafabiet step of the verification process, which is
to scan an article according to the process descri bed
above, i.e. to perform Scan Steps SI to S8.
Verlnfe smpleoinpbeaentayion; theedatahyen coitld shmply thersarghed to find a match

tyr | uat h nber of t,chi bi t
pertasgh of e i sUF HE Rpb R Sonfln By el Toyspese we the
151 s wegific&fbnt ﬁ&%ﬁﬁﬁs?&)@esfs OprefREAbYy SisésN iRl SRR r’churﬁf)neﬁfraleand pre-
e

scanned area. The value of/ is determ ned and then t

t huwtsening besrdran thaicempyied exverngrevatess andrarersreomelation coefficients as
rratchi&% bti)tds. Thi s
now Criped.

Verification Step V1 is the first step of the verification process, which is to scan an

article according to the process described above, i.e. to perform Scan Steps S1 to S8.

20  Verification Step V2 takes each of the thumbnail entries and evaluates the number of
matching bits between it and t(i+j) , where j is a bit offset which is varied to
compensate for errors in placement of the scanned area. The value of j is determined
and then the thumbnail entry which gives the maximum number of matching bits. This

is the 'hit' used for further processing.

25  Verification Step V3 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital

signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared



is the "hit' used for further processing. Verification
Step V3 is an optional pre-screening test that is
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stored for the record agai nst_gyhe scanned digital
signature. In this pre-screen, the ins val ues obtained
in Scan Step S8 are conparedagai nst the corresponding
stored val ues in _the da éabase record of the hit.

" HRgRIns @erc@rrsmoeémgrw yplopein tBe daisbaserrgeqrd of i Bt The it s
r el%ga%&}i Zn ﬁﬁﬁ{e?gﬁféﬁ xg‘i? rféofeéb%u\feﬁe[ \Q"v‘afﬁ'eQ g&‘not agree within a

prede range I'e™I's ejecte

Nopredéinieti ir@ithe( Thearticlerp thed rfested bEadd-0dtifRidqPe.\(BmPNE Verification
issue fail result). Verification Step V4 is a further

opBten V4 angrissug faibremilily test that is perfornmed before
anal ysing the full digital signature. In this

pr o r gef.f |

Ob?eﬁﬁgagx%ﬁ Stéggfﬁl 1% ‘Zfﬁrt%?}' Jé:?ggcld d)%] sc@rsﬂn% gesﬁg‘lflfc’ 151 erformed before
COhriBvsRp e Rdl &gﬁm@lgnwr@ g8 tm@pﬂetsere@ﬁttﬁ@ 8Rs-EEEtihnQboefficients
the hit. The "hit' is rejected from further processi ng

i f obthimed insPesst Sto SZ mmerdea@msbﬂle@o@moudmg storetbvalues in the

g A

Vetiokd-6atd @bnt RPNt AE rlob Sagﬁ:efvﬁ'tﬁm raefﬁ'éhéﬁned range. The artlcle is
Optionally, pre-screeni ng maybe based upon the result

of then rgjetted ke nen-yeaed éregnmmroeVenfmanbn Séepl \561 afd (ﬂsud/&ll result).
Isfé%t?gg | grrs:f sgfnq‘%g%llglsrﬁapyégo ‘éf gge 5 Cgltst é'm gcle s class signature.

correspondi ng stored values in the database record of

t heyehifitatiobhSteh W3 1§€h@rrﬁﬂn%ﬁpﬁh&ﬁdbe%vgaﬂﬂérs%an&h@@al signature
is split into n blocks of g adjacent bits on

depbtatnod igivgnmEtep, ST amsl thelverrespanding storéd t/zdu@an thé datkbase record

1 ORI S B g RS ) S B o acen
ar ®ith BB (BRI U a8, 'I‘§tth&1€%ré31q}kb1%0%ér%%&n di, '?%1&%!1 b 8luk For g is 4
the stored digital Si ghat ure

n urhép tm‘lcalrﬁa]@h iforgk i9i4t makingypicallyel 6U:htsqder bk)cbr @hd: @k bits are then
qual sone presdefined.threshol.d thresh o
BTG EREECRF A SBETROtng bR gt Lifuferet LEat yBREHe A ). If

Va'th@mﬁrﬁﬁet@f Hﬁaﬁ&{ing 8itd Fithibihs blokli€ ?ﬁg&? dr EQfal & Sodk pre-defined

bl ocks. This whol e process is repeafe
threshold zy.sn, then the number of matching blocks is 1ncremented A typical value
for ziyesn is 13. This is repeated for all # blocks. This whole process is repeated for
different offset values of j, to compensate for errors in placement of the scanned area,
until a maximum number of matching blocks is found. Defining M as the maximum

number of matching blocks, the probability of an accidental match is calculated by

evaluating:

(M)—' ZS 1 SIZ WIlC

w=n—-M



different offset values of , to conpensate for errors

in placenent of the scanned area, until a maxi num
woewsbetelef mat chi ng bl ocks is found. Defini ng MEEBR18/002989

maxi mum nunber of matching bl ogks, the probability of

an accidental match is cal cul ated by eval uati ng: where

s is the probability of an accidental nmatch between

any two bl ocks (which in turn depends upon the chosen

vawheregfis zhe probalibiynyf anveqeidentab mataibeatwedn angt totei bigeks (which in

bl pcks_an i S, the probabilit f. M or re.bl ocks
e g ags B ZnPsyR RS Zpeadr s M B o Ruehige blocks
CORRPH(IMYis RhPFoBabiit mt&%&e%&g%&&g&&f&ﬁ&u {The value of
different objects of simlar materials, €.g. a nunber
of s sisadeserofingualpe comdparingeblpeksewithinfbe datachasadronofscasAf different
k ag,d z threshold-~, we find a typical .value of s is

50. biegtp o H’émfj’& pterialss e AIHIMNSE Py SGaRE e BRRSS Socumentnetc. For the
pr el 4y gt L¢h g = f . / .
PR KPS Yo R P o S e Aot il 0, df iy ak bis

| s veecattisely dideperident, alténoprobdbilityaksdry heuld @eé 8€0.01 for zy,qm0=13.
channel s and al so correl ati ons between adjacent bits
i n Thaéachihgbwe digd aigher valyp empiricely isshreeusgiod correlations between the

typi al i hec el around 31

SRR SRRl B SPanRluRAPSE S MR TG Bhiock cue oo
10whdinite tixprespetiwiiii stypichiescaibba BREEoLHHped yields atdtdl 314 matching

pi ece of paper. Setti n% M=314, n=510, s - L for the

abdlackeogatiadefabpupeker 9T 51Q blagks, whyn e¢mpared agrinit Hieadata base entry

ma f . v Verifigati.gn St.ep V6. i.ssues. a result .

or o ittt blps, o Shbbe A0 19 e Bp s tion ives o

obtpgdbabiity 6f Medccidestal inaRh SEep'V5 may be used in a

pass/fail test in which the benchmark is a pre-defined

probability threshold. In this case the probability

t hriESHIGRIPTIBFD 1Y isies grregly ofithe verjfiqatien syasessniThe probayility result

be i abka.. t evel chosen.b he ,.
15usé)}%.ta‘{%rdt glr ﬁ{l ?géétfo)ge E%lﬁe%gr 0 t]ﬂ%l {llie)\é Pod 8 ﬁaé&/}/eﬁé i’ which the

outheni¢hniaek idepresRiinedpdbsilifyi thencd. I8 Vgl case ithd®obability threshold

raw formas the probability itself, or in a nodified

f ormAgYIRS B at &l lavelviy thersysteine oy maycbenmtvetiable perametatsehat a level

/ %?18&];1:1%;‘[?? 8éner.e13fffeelln11t%iy, TR ;%H%ab%ﬁty %slaﬁrmay be output to the user as a

cl assi
confidence level, either in raw form as the probability itself, or in a modified form

20  using relative terms (e.g. no match / poor match / good match / excellent match) or

other classification.

It will be appreciated that many variations are possible. For example, instead of
treating the cross-correlation coefficients as a pre-screen component, they could be
treated together with the digitised intensity data as part of the main signature. For
25 example the cross-correlation coefficients/class signatures could be digitised and
added to the digitised intensity data. The cross-correlation coefficients/class signatures
could also be digitised on their own and used to generate bit strings or the like which
could then be searched in the same way as described above for the thumbnails of the

digitised intensity data in order to find the hits.



It will be appreciated that many variations are
possi bl e. For exanple, instead of treating the

w@ewssiaor rel ation coefficients as a pre-screePCT/GB2005/002989
conponent, they could be treatgd together with the
digitised intensity data as part of the main
signature. For exanple the cross-correl ation
coefficients/class signatures could be digitised and
ad%aweﬁﬁgnalﬁ@rqlat%g) # linegssranner iy whichritle article is scanned in one

B R R R i e L R
bi heed td BE8ligedling dohif@lléﬁf‘éxfahregﬂﬁhéibfer}ﬁﬁx&ﬁ @@@taﬁfbﬁ ner which

in the sane way as described above for the thumbna
of odneonasghis irestrictiontoyrssarmngialt possibleodictetionsds howdlesdnibed.
hits. The above exanples related to a |inear scanner in
which t article is scanned.in one direction only. In

S oubiplse LEANhaYS sliplety SERRRE 10§ o iiain. &t Lamnipd appstatus for
| MREtbAinRRtal @4 sigRRBASHEA aRrtfld SRGo1 e
and repng%l?ci bSI glgﬁrmnner. R rotary g‘%%fnﬂn&g?r %ng{g%egﬂd The scanner
ov &P oomeprisehiasscarebead 1A% mtatbhly swamtednig sehdusingsHiObl Ehe scan head

di tions i now descri bed. Figure 13A shows a rotar
s iy P08 of B1GEERS ot A LR drRRo g e IR0 06. The
de&&aﬁng’mﬁsag&m g %}wa}yaﬁvéﬁl%m.a”! cle made of
paper or car dboar d. e Sscanner conprises a scan

head 102 rotatably nounted in a housing 110. The scan
10 he Higut® P3B shavwsumlid R for ditting @tthe howimg 10, fadjaaceatned 100 shown

|t . le 106. T tati i s
opét istge EDED 1B 12 Ghririens dah g0 gorten g day g an arcuate slot
shqws dafihddihdréfh, F e drbddid 8Ot 154 LiRedd léﬁ'agﬁg Joljf I@g@irggms the angle

rotary scanner 100 shown in Figure 13A
cogé.i &ethiserhbatimentc theponite slot 122 sitdetids gnanglerof 220%€ This allows

slot 124 defjned therein. The arcuyate slot 124

cutisisar hsmf L{ﬂdp S8 OVEE BPRFP iRy, §7%§@ﬁf%es PF 1 arcy thugjsampling all
ISen'%QgéiHEBHentﬁﬁ@ls%?Hﬁtﬁgéﬂ. ot 124 subtends an angl e of

270. Thi I

This allows the 'scan head 102 to scan over
approxi mately 270 degrees of an arc, thus sanpling all
posdienbtarp staaningtdppastusfshpive ipdiigures TAA andt BBy can be incorporated

scanni ng appar atus sho in Figures 13A and 13B can_ be.

! naBP SO R e i e Pen e P paas gravigsly described. In

I NRA a8 4R8I 11822 BRR RN UsppafBl sy H8RA IPRBlackd by the rotary
version of Figures 13A and 13B, whilst the data processing apparatus is

20 reprogrammed to implement the method described below in relation to Figure 14.

There are two principal advantages of this embodiment. Firstly, there is no need to
know the relative orientation of the paper and the scanner, since the fit between the
observed set of spectra and the database of paper types can be done for different
starting angles, until a match is obtained. This means that the scanner can be dropped
25  down anywhere on the paper surface and a class signature reported. Secondly, a
greater level of security is provided, since the class signature can now be composed of
a combination of features taken from different scan directions. For example, the

transformed set of data points forming the class signature could be used to pick out
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systemis replaced by the rotary version of Figures
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reprogrammed to inplement the yethod described bel ow
inrelation to Figure 14. There are two princi pal
advantages of this enbodinent. Firstly, there is no

need to know the relative orientation of the paper and
t HBe §¥adivERct peripdisition of AireCtHEPiE 8iFsh BEudpseApelhersepmple would

SPh&E golr ?&?tgl%n% h& alqu[e? %?%&a@%neag %ﬁgl%elir% pogsaré}%glh bsl%.gg W So identify a

for erent 's ng ang
ObliexXapsithl mkddh Hf ABERE pdivididityeand chanRhisEaNibR Hs@RREFesh of the
down anywhere on the paper surface and a cl ass

si spmeg periedicdort ed. Secondly, a greater |evel of

security is provided, since the class signhature can

now he o) f copbinatign af features taken .

bl PP et IR A BN Bjoct 8 M5 b 3 bass signature
t r anaéaRheR dronehn MiclakmgRabilbsdhf hid RethédiRatell 88 corded.
signature could be used to pick outthe two distinct
periodicities of a rectangular mesh structure. Another
ex8tepI Rl dbe dnitiel step duingrwhislk thenssammider is fstarted.aflhe sean motor is
symmetry of,a nmesh, such as to identify a hexagona
neg}:?gaarr%ge%}wﬂvep FPEdiei ty and distinguish it froma
square nmesh of the sane periodicity. Figures 14A and
14Btéporptifardatd hdgnisitednestep tlu@yg ohadr B8 opHeMifGndi§tdach of the
class signature is neasured froman article using a

r ophetpdefeciprsanm dequined enprosimately sverny dony dsing the entirRllerigth of scan.

the initi duri whi th t [ . .
St e dine e SRb sBP POy i gt i e cagdersignal is
V. aShBRdRR ol ﬁn@io%a&fan@&q%uss?&t?cgglaﬂhﬁﬂe G 'nﬁtgoms%gﬁgfﬂ Regree of

optical intensity at each o phot odetectors i
ac duearesdtiom prouxdicynie. gl ag vendd g steppercontor) ghenhem eswbdder signal need not

I th of . The ti, i nt | het ! .
poitht BapiEecRy Ancereofer SiERRlaTSY DF e Uridh BEACP G Ivhpw the position
?ﬁ%ﬂbé&g iRt {09EdskQ viddd 6rf'tH%‘HdeP|20t %@%cr?mf the slot 124.

Mg bgFo
e scan notor has a high degree of l|iInearlsa
ac dliheainta i§ ecquired dyvbePIC A0 stkapppdata frotnothy ATHE A1 .dFhe data points are

ﬁg&?agg{eggégp EaFlétbg)glg q’&g?tél@[bﬁﬁgé:% SSPK@?” ogﬁltgll%gﬁ\r/el}il tgg gllta points
could be stored in memory in the PIC 30 and then passed to the PC 34 at the end of a
scan. The number n of data points per detector channel collected in ¢ach scan is
defined as N in the following. Further, the value ay(i) is defined as the i-th stored

intensity value from photodetector %, where i runs from 1 to V.

Step R3 is a return scan head step. The scan motor is reversed to reset the scanning

mechanism to its initial position in preparation for a subsequent scanning operation.

Step R4 is an optional linearisation step. If performed, this step applies numerical
interpolation to locally expand and contract (i) so that the encoder transitions are
evenly spaced in time. This corrects the set of data points for local variations in the

motor speed. This step is performed in the PC 34 under computer program control.



encoder nodul e 106 passes markings provided on the |id
120 adj acent the slot 124. The data is acquired by the
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are transferred in real time hxomthe PIC 30 to the PC
34. Alternatively, the data points could be stored in
menory in the PIC 30 and then passed to the PC 34 at
the end of a scan. The nunber n of data points per
delter R8is arhiitirdisation stepcat edhi¢hrio Bfehtoszsem is defined as
Nin the followng. Further, the value a ) is defined

asq,the (.-t h st.ored.i ntensi V, e.f.rom phot pdet ect o

< SERBEE P YR8 TSRS b he e o’ P QREP P16k Fhote scan.
heqghsetk BR) & (iF SR TRA Fond B=if-8Y & 58AT i@ &k &3&f. AsNRdicated above
scanni ng nmechanismto its initial position in

prepenadckion wiibi'Figurs 8BS ald stenild cosspondgo approaimaiely 188 epthe arc of
R4 is an optional linearisation step. |If perfornmed,

t hihg seandgr- appl i es numerical interpolation to locally

expand and contract ak(i) so that the encoder

tr i b | i egri [ i . .
tnSRB R 3%, BT @Y AR YBROATET. fnblERe s ind BAPEE She Fourer
nmoTeinsfopaed byhs salstlard) Thizestépois petfointed iehEECHY wHide Eomputer
conputer programcontrol.Step R5 is an initialisation

st BY9SEA Gpiteoh by @pplicatien of pfasidieuriestransiomen (FFT) te indiyidypl of the k
whi S, Of t ' I rom t.he
wnsr oL 8ER By bR OB P B8 SRR R el ctated
| =fflemDrespértive tlPlthé@ keingividie dmphtide RPédal @duRbRVRipld detectors be
connection with Figure 8B, A should correspond to

approyideddn dhg scponestheafh d 03y Begguse 108 thecshorfer seqgergss RY ditg used in

a FT.stepcin whi i FT | j tude spectrumB .)_ of ..
et bR 8 €7 R disPdet 487 1RRTREDU Tty Bl ggar scan
| S Ne@Edt¢¥8,urlder béttaiPCordétichBOBE sEIOIipt@Fa PR class signature
control by application of a fast Fourier transform

( FEamthe paftendi vi dual of the k sets of data points.
Optionally, an averaged FT anplitude spectrum can be

calgul gted fr g tive:. 0 ek indi v dual. - .
Cosfil et L AARSRER AP o S8 Yt Vhn masimises 510
pr extldeidgiiA0 tthe DECasgsnehiy,ad iddaBfieBeTriy $@1eRf i,5,06s identified in the
shorter sequences of data used in each transf;orm t he

FT Bse¥kendsr eorppyarpgapconies i nt ense than for the

| i near scan.

Step R9 is a step at which the root mean square (r.m.s.) value of By(i) is determined.

Calculate the r.m.s value of By(i), using:

1 i=2Ai Nz
ms= \/2Ai T g(B" )

For a given angular scan ¢ we find the maximum peak height in the amplitude

spectrum and divide it by the r.m.s. value of the amplitude spectrum. We call this
ratio the peak significance, since it tells us how much higher the peak is than the rest
of the spectrum. Peak significances below about three to four mean there is no clearly
defined peak. Peak significances above about four indicate a well defined peak. If the

peak significance is above about three to four, we measure the wavelength at the



Nevert hel ess, under certain conditions, the set of
spectra forma good class signhature for the paper.
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of i which maximses Bk(i), exgj.uding z=0 (the DC
conmponent), is identified. This index, ipeak , is
identified in the PC 34 under conputer program

control. Step RO is a_step.at which the root nean )
sqeraite of therpeak.) Ifithe peakoyensfisance 1sdeysdhan Fhoyt theeg tedpun we discard

the .ry Vi i.ng:. J = . For | ven
arggical AR Syl % o e W dig B Siaplec o fgh of peak
amaidletbeh agefdt o) ualichidi b dke partddf thBerd whkfe a WallURfined peak
of the anplitude spectrum W call this ratio the peak

si gribthi Thigpéot fi e Plast Bgnaturg Soribay spanohd papgner t he

peak is than the rest of the spectrum Peak

oL Pl SRS SO Hlash RS, Bt R Bl e o of e
abawblifudslof &H&ét@@%@st Peiehd tHeahgHReicPgRKruch fto ter A8 Kalue of the

significance is abové about three to four, we neasure
t hemplitade epeptimat Atdhestkyrnignifiesint pesk qodie. sebd irt the gogullar range 0 —

ot 38 9rS R ST eak ek e Rac ot cdeefera PaLOR freen,ocusing
ar %nttf?é@rcﬁﬁgﬁ p'e|9k BloRt tRz&b RPretd, FRARK sHANEHS TR G/avelengéh of this

against f, but limted to the parts of the arc where
welpkakdes b rfenctipaakf anglest g\ rotighly @instant eaveerdie of 1488 9um is found, -

S e S B VRS R S ShE Sot o caat
th j ' e .
oy e My RR S A LM ESAIRRAESa is de

Speled /oon(andle) pegedtionif g Wavelonigthpsake wan directiasaried)
the angul ar range 0 - 15 degrees, w th weaker peaks

appearing. around 45 degrees_and 90 degrees, Focusing
on %15{;(? 1SGTAL fetBRING) StPe 1{%6 1340 R e ynsh s, cafsulpigdeangdstored.
shows the wavel ength of this peak as a function of
anQig RTY fsAHINr¥mER WAYE! i h&eRbnA@S MM is
found, which f cgrrlr[lrs {h;gteﬁ{:bltaass Si 1gnat uFe ?or thi s sheet
of paper. The slightly upward curvature
Step R12 is a loop testing step which causes step R6 to be performed again unless iy =

N. Ifip =N then step R13 is performed.

Step R13 is a global peak data point determining step at which i, the value of iy

which maximises the ratio B(ipeqr/rms) is determined.

20 Step R14 is a calculating step in which the wavelength associated with Ipeak 18

25

determined in the PC 34 according to the equation Mpea=21/(ipeax v At). The peak

wavelength Apek is then used as the class signature.

Step R15 is a decision point. If an article is having its class signature recorded the
next step will be Step R16. Whereas if an article is being authenticated by a
measurement of its class signature the next step will be Step R17. The PC 34 is

programmed to determine which step follows step R15.



in the dependence of wavel ength on angl e which can be
seen in Figure 8B is due to the |/cos(angle)

w@e@emedlion of the wavel ength as the scan di r er€T/682005/002989
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varies. Step ROis a ratio dejgrmning step. The
ratio B(ipeak/rms) is calculated and stored. Step R 1
is an increnmenting step at which i0 is increnented.

St is a l.oop tesiing step which causes step R6 .
DoSBa Risis bisd ot S0hne & ShrodatigB- Accaid SpEPESRG Eistass signature

st 3 | .gl oba k .

dad B8 ot “SoREte B et BY 0% bibe? s8RV BG 34 in the
of databasbi40n Mhxi ditsbase HbemiRbieOreBotddEasdatdd™bmi the optical reader
determned. Step R 4 is a calculating step in which

t hapnesates eagtid ks geqosd amayitieh sequeclk ¢rorypéade priongd fransmission
th P% 4 according to the equation v At). The peak

waver ﬁéﬁﬁml peak is then used as the class signature.

Step R 5 is a decision point. If an article is having

Itsg isSd i r X | :

St TR B iy ae HREY AR ARG e PER #drhpdh e with al
autehigies irctheakdtabyseat Oppatilr matehtis Gfunitts withass pradgfivddwr®r margin.

the.n ep w |l Step, R17. The PC 34 is ) )
or JUF G e diinteys e, Beaht EY:dose ntion Pihecnatghing paper type, if
5. | ' I ' re.

conf B B Jrio PuRHED Aydt Mblnepe AApEOARALY ek b extend o
as searclatedihien databbsss r Optidmailyph rhdseageayating thatSic® iebhby available

the PC 34 in the datahase 40. The dat abase 40 nmay be

r eﬁ%ﬁygﬁ’%/é%le&fide dOPWmﬁt/h%(h%fg?l‘u Aot ag¥ gEass Ay st %gndj,,the PC 34
an r.el I or.i ..
by S RERAE, BRK (I RBER R ahaGE Ry BB ot o characteisti

v esigngiungframcthea ssick gatahasraepreddianihed3chaprgpistieSighf#@akn order to
wth all entries.in the database 40, until a match is

f odHEMPHIoMnEgRely IdeHfR theraiddet error margin. The PC 34
t hen displays the record entry description for the

T K Dl e RO i

extodhite iavesmnopetatsot her dat abases. Optionally, a
nmessage stating that no match is avail abl e

Step Al is the start of the process. The process is under the control of the PC 34.

Step A2 is a step of positioning an article to be analysed in a reading volume. This

step can be performed manually or automatically. For example, a sheet feeder may be

20  used to position paper/cardboard articles in the apparatus reading volume or a hand-

25

held scanner can be placed on the article.

Step A3 is a step of scanning the article. [n one embodiment this involves moving the
beam with respect to the article using a linear scan. However, a rotary scan of the type

hereindescribed may be used to perform this step.

Step A4 is a step of measuring the scan position relative to the reading volume.
Information relating to the position of the scanner over the time period of the scan is

recorded. This step is performed by the PC 34 monitoring the scanner position by



may be displayed. Optionally, whether or not any cl ass

match is found, the PC 34 may subsequently seek to
w@esbotenian anal ysis to determ ne whether a  PCT/GB2005/002989

characteristic signature fromghe article matches a

predeterm ned characteristic signature in order to

attenpt to uniquely identify the article. Figure 15 is

a di.agram show ng, hqw an parat us according to o
anFesct Ao R aSrlieg Bfeeicn 1300 dbeaLICSP BVARTithe sean i in
t heroptaakt of the process. The process is under the

control of the PC 34. Step A2 is a step of positioning

an article to be analysed in a reading volunme. This

st 8tepcah ive dgierchlectiod stapndiainigywldich shet eref dstlpoihts h@rsequentially
exaggllet, a.s ee% {$%der. mag? bﬁ@used to_ position

pap ey qBady St of date peiutsitipng fhe detsstoral arsd pescariaged by the PC 34
5VOoLEIg I . can be placed on the

articl ggasa?eag%{/i%a S Sgtiif%%ntg'canni ng the article. In

one enbodi nent this involves noving the beamw th

r eSprpci6tie a hecasistionl sepiSiThg BC Ilineatdes Sh@Ret bOWRN Qointd prior to
rot,aary scan of the type. hereindescribed nmaybe used to
pe PF%%TH“%’}% 4 %8 p“‘.lg‘@%(’é?) bRpising fegrelalive fmenstred rosiion isformation
SC %Btaﬁﬁ:a'at gt@ﬁ? Ar4q}) %dd\f tflé) %ett B?dé&g ?gfn%nﬁ%eﬁ ggg%sélﬁ%@flt consecutive

Information telating to the position o

ov@atat préntsiinehpaet a¢ ajuallyspasediviibSrespeptdefne dPipdsition of their
10st eE l.s.gerfor d by the PC 34 nonitoring the scanner
poSFHFHOM R figc¥at a fromthe encoder/decoder 19

via the PIC 30 whilst the scan is in progress. Step A5
. , . i st q
5 S & SOUbASH A8 REPEU BN I0 PR Gho et P o e

poi nts are sequenti a

poiamersgddr senof etadefitet msFRBeorthtRsrarayRmag ey W dsbe t&provide a
34 and. stoyed as an averaged set of data points. Step

A6 tfagsigrme $¢ SPTBsiag @ps orpare pealisi neari ses the set
of data points prior to determning a class signature

by sui NS 1181Ves! Rbdr¥éni L LEion 4nf or nat i.on
obtained at step Ad téﬂgrglg%fc f’i‘g? E?‘g{é#é?of%a%ggﬁ%ﬁdﬁt@aks of the
15 n tronsferm tfourghiustep tfasre dhresiendddd wederive a digital signal. This digital

signal is used as the class signature.

Step A9 is a comparison step. The class signature is compared to a database of

predetermined class signatures stored in the database 40.

Step AlO is a decision step. If no match for the class signature is found in the
20  database 40, the apparatus proceeds to step Al11. Otherwise, where a match is found

for the class signature, the apparatus proceeds to implement step A12 in order to

verify the characteristic signature.

Step All is a rejection step at which the apparatus can alert the operator of the
apparatus that the class signature of the article has not been recognised. The operator

25  may subsequently decide how to act upon this notification.



data points in the set are equally-spaced with respect

to time or position of their acquisition during the
w@eaa/0163tep A7 is a transformstep. The PC 34 p@pGBe®sm02989

fast Fourier transform (FFT) tg.the averaged set of

data points. An FFT, or other transform may be used

to provide a transforned data set conprising one or

o SiRUEEL I 5 a5 B AReirB eyt ebolsfisih Aebhutve Hih A po my comprise
i NsRpEsr d%?erfi‘ﬁrﬁné Q%Fﬁﬁ&%ﬁﬁfédsti@aﬂﬁ% b R ol @skAbed>iIV8 However,

This digital signal is used as the class signhature.

St ppoA® searchingothp aniabane 41 fop allTdharactesisiic siggataies i thesdatabase to
conpared tqQ a dat aﬁﬁie of &redeterm’ ned cl ass

si GAEPHF & therprastred shameicrisficparaiiraghe 8L gancselest msubset of the

deci.si . A I janature is

5B R Ryl AGiBLAN 0o SOR 338 SIBEHYfy e or o
st et fo.thmbasuvddseharasteeistic sighmineh Addifistany, ihahistei®odiment, the
class signature, the apparatus proceeds to 1 nplenent

st SpPARIUD cansg tareFanSelet daja paiats ohtainedidaring thecscan to derive both
S| m%?“‘l%§9ﬁter%ti|°tslé‘aﬁrésej ection step at which the

appar a can a opérator of the apparatus that
the class signature of the article has not been

r e SognA 5213.andther dgedidi Qep. Yo IaHIE LR et dhiradiRE ktetesi @ire is found
0 .act uFon this notification, Step Al 2 is a step of

to,
104 e i theidarabase40s Higrappriaius proceedsitg sigp uyld  as Thsosibed elpoveny

conprise steps of determning a characteristic

¢ o S0g) H1E 15 e iah TR RN S ORI, DU Ehorshf onatures e
si gaaighised At thivestéptvabiate indicis OIRRLEnd Hay RcBBaFef @fample, an

characteristic signature, the PC 34 can select a
suldsdication ihab the erppedearbnand castele chasr besni walidlynidentifissd may be

to g B+ %'\{1 search for tch to .
t SRR o 4oL E e UBpk A SR it ol FR G e setvated,
15i n éhiasdesideddi ment, the apparatus can use the sane
sets of data points obtained during the scan to derive
bot h the class and characteristic signatures.
From the above detailed description it will be understood how an article made of
material, such as paper or cardboard, can be identified by exposing the material to
coherent radiation, collecting a set of data points that measure scatter of the coherent
radiation from the material, and determining a class/characteristic signature of the

20  article from the set of data points.

It will also be understood that the scan area is essentially arbitrary in terms of its size
or location on an article. If desired, the scan could be a linear scan rastered to cover a

larger two-dimensional area, for example.

Moreover, it will be understood how this can be applied to identify a product by its
25  packaging, a document or a ticketed item of clothing, by exposing the article to

coherent radiation, collecting a set of data points that measure scatter of the coherent



Step Al 3 is another decision step. If no match for
the characteristic signature is found in the database
wdosthdiappar at us proceeds to step Al 1 as deBCT/GBe@s5/002989
above. Step Al 4 is a step thajsis reached if both the
class and characteristic signatures are recogni sed. At
this step various indicia or actions may occur. For
exanpl e, an indication thz%t t he, paper/ car dboard .
ar f4 tl@nrfggn BRBRSiG sirveirse qldhs fiticiee andrdgtemriningsp Flassédharacteristic
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reF1 a%tg&re}({af?ﬁﬁémg{é%ti vg} @g@@%ﬁ?ﬁﬁfg gsired. Fromthe
above detailed description it will be understood how
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cardboard, can be identified by exposing the nmateri al
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ool g ertoab SR Gion, Hopet et aiher Gha 2ciigden unstabl
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the article to coherent. radi.ation, collecting a set of

d ataé"eﬁt&}%tkg chatag erﬁg‘g%%mg‘& 5?3%% sigp 11 fhg response data.
coherentradi ati on fromintrinsic structure of the

ar tA Glreher adtiritlehedsitdihBdcan v £& ?@{)é}ﬁfr 6f balibdard, for example, is
signature of the product fromthe set 'of data points.

Fr dmadesivgbobanddetansparenioseable. 8. adhesivestimpe)alver the scanned area. The
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focus of the coherent beanm) will not be catastrophi
t o chhractsyisticmgnabue verificatipn desgr ade its performance by
i ncreasi ng the accidental match probability. The

appgy @etsgébeldsaby\?éf ¢ r%ett)clijesrtmaa 3 err]nsbtodgeﬁeg rag teql)JpSara\lltgsr clleasgéngcril gpeciﬁcally

to implement the invention. In other cases, the reader will be designed by adding

appropriate ancillary components to an apparatus principally designed with another
20  functionality in mind, such as a photocopier machine, document scanner, document
management system, POS device, ATM, air ticket boarding card reader or other

device.

Figure 16A-G show bespoke screens according to various embodiments of the
25  invention. The screens can be used in a standard paper-making process. Imprints may
be provided to provide a desired class signature. Such imprints may incorporate one-

dimensional or two-dimensional pattern variations. The patterns imprinted may be



giving a stabl e gradual degradation in performance
rat her than a sudden unstable failure. In any case, it

w0 200sionqil2 to performa self test of a reader, P€TY6B2M®§/002989
pi cking up any equi prent probl.ggs, by perform ng an
autocorrelation on the collected data to ascertain the
characteristic mninumfeature size in the response

o PRt Vb Eriaga otV B & 05 asBoL D fap in order to
boRgkRe iHaPRSRARG Het Rahe (&i8d %@F@g zé@n{,@&g?es PR patil,

scanned area. The adhesive is s

sufficiently strong that its renmoval will destroy the
unggélyin surface structure which it is essential to
pr a48 PEWOoKe Sgpensican be gegdrte renlacestradardeperanaking screens.
sSignature verification scan. As described above, the
reader may be enbodi ed in an apparatus desi gned

Spédirfous ddchyiques atbhmarseials foh akingestidead aft woll RBRéwn in the art (for
cases, the reader will be de3|%gsd by addi ng

apSr&ppleases rafsesnceal6) te bl3dhned these maynlsadsarsed i bespoke screens.

Pn'r :,@ ieg%hcﬁlx,a%?%ing %agr obgg%?deeﬁ?sﬁ%ﬁ}rrﬁsfe %Pag%l:%ag ﬁrﬁ%@ Igﬁ ﬁt@jn’less steel,

i nidragesent system POS device, ATM air
ti cket boarding card reader or other device. Figure
1016A- G show bespoke screens according to various
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i nprints may incorporate onedi nensiona
t wdodiimerigisbdig¢ctioat(y-exis).v Spacatigomps of hegupatyt syaosl individual wires

i mpri,nt ed may. riodic wt eriodicity that is
| cole2hce PRF AR el ol Pl sotecari loston (swie) ransverse
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conponents of the pattern. The bespoke screens can
us exprponers ph Heefinst dimetdiod. [iagber hasao fepqaeatcgensiponts @Ule second

t echni ques..an terials for ki ng screens are_wel |
Rty R it Sqrmireagiahgite e Spitag g Awes phpiew] 64 and the
[1ak&nﬁﬁﬁghﬁaﬁﬁﬁeﬁﬁ%kéu%g.be used for bespoke screens.

For exanpl e, screens may be nade using wires, plates

etc., formed of stainless steel,
20  Figure 16B shows a bespoke screen 170 according to an embodiment of the invention.
The bespoke screen 170 comprises a grid of wires 171a-n spaced at regular intervals
173 in a first direction (y-axis). Spaced groups of wires 172a-n are provided at regular
intervals 174 in a second direction (x-axis) transverse to the first direction. The
groups of wires 172a-n provided in the second direction are spaced according to a
25  chirped pattern in which the spacing between the individual wires in the group

increases linearly.

The imprint left by this screen thus has a single frequency component in the first
direction. It also has a spread frequency signal in the second direction which derives

30  from the chirped spatial modulation applied to the wires in the groups 172a-n, as well



pol ynmer materials etc. Figure 16A shows a bespoke
screen 160 according to an enbodi nent of the

WO pwefidion. The bespoke screen 160 conpri ses aPQr/iGo2@6/002989
wires 161 a-n spaced at regul gs.intervals 163 in a
first direction (y-axis). Spaced groups of regularly
spaced individual wires 162a-n are provi ded at regul ar

in s 164 in a secand, direction . (x-axis

tr o8 WR0denty SorbaSent HRVEH Mokt 1 soocin 17 ehraenthe ercmps in tho
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10 het ween the individual wires in the group increases
i ; | ' l.eft by . this screen thus has a
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accordi ng to an enbodi ment of the i nveﬁﬁjgtﬁ.g Q]F%gr packing of the

be¥peki (8 gwan 1880 conprises a grid of wires 18la-n

spaced at regular intervals in a first direction

(y-axis). Various groups of wires 182a-n are provided

at By gmebiaiy thetigrd/Bbguchfcdniboa &teﬁ%'ml ol B6L

(x-axis) transver se.cﬁlt O%f'hé’ﬂ% i TSt diT ectgipgﬁ&%éléfaézme of a group
of wires having the spacing of the group 182¢ can be detected. This can be used to

20  encode a binary signal. Other group inter-wire spacings may also be provided to

enable the encoding of a sequence of binary digits or byte. As is well-known, such

bytes can be used to encode various information.

Figure 16D shows a bespoke screen 190 according to an embodiment of the invention.
25 The bespoke screen 190 comprises a grid of wires 191a-n spaced at regular intervals
193 in a first direction (y-axis). Spaced groups of wires 192a-n are provided at regular
intervals 194 in a second direction (x-axis) transverse to the first direction. The wires

192a-n in the groups are spaced according to a sinusoidally varying pattern.



one such group may have been placed, in this

enbodi ment a group 182c incorporating a nore closely
wWeawketigr oup of wires is provided. i The i nprPeil/GiBedos/002989

by this screen has a single frgguency conponent in the

first direction. It also has a three conponent

frequency signal in the second direction. The first
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encodi ng of a sequence of binary digits or byte.
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i nformati on. Figure 16D shows a bespoke screen 190
according to an enbodi nent of the invention. The
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15Spatial nodul ation applied to the wires in the groups
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the inter-wire spacing 206. The first component in the second direction reflects the

20 spacing 204 of the groups of wires 202a-n and the second the inter-wire spacing 205.

Figure 16F shows a bespoke screen 210 according to an embodiment of the invention.
The bespoke screen 210 comprises a plate 201 comprising a plurality of cross-shaped
perforations 202 spaced in a regular two dimensional pattern. Such a screen may be

25  formed by etching or punching a sheet material.

Figure 16G shows a bespoke screen 220 according to an embodiment of the invention.
The bespoke screen 220 comprises a plate 221 comprising a repeating pattern of
perforations 222, 224 spaced in a regular two dimensional pattern. The pattern

30  comprises a repeating sequence of alternating groups of circular perforations 222, 224



to be applied to paper by appropriate spacing of the
Wi res. Figure 16E shows a bespoke screen 200 according
wo eooani@nbodi mrent of the invention. The bespokPCHCB2@H/002989
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The inprint left by the screen 220 has a frequency

conponent deriving fromthe grid interval 223 plus a
woreroe/ooanpl ex response ari sing fromthe groupsPOf/GB2005/002989

perforations 222, 224. Such a_j.esponse can be measured

and used to prOV|de a class signature for

paper/ cardboard articles made using the bespoke screen

220. It will be appreciated that the inprints made by

t NBEFERENXCESed screens are all anenable to functional

anal ysis to determne a class signature, using Fourier

transforns or other kinds of transform analysis. It
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[12] US 2004/0011491 [13] WD 2004/ 020734CLAIMS 1. An
apparatus for analysing an article made of paper or

w@andboar pl aced in a readi ng vol une, conpri SPCIYGBa005/002989
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15

20

25

scanner for scanning an articlg.wi th an optical beam
a detector arrangenent for collecting a set of data
poi nts from signal s obtai ned when the beam scans the
readi ng vol ume, wherein different ones of the data
poﬁhﬂi&ﬂ%late to signals obtained at different tines
during the scan; and a data acquisition and processing

nogul e I j . |t t .
deter i ztr\]fg agﬁe{é'?lﬁlg ?gljt %’gb]as\lr?’?i agiieiémgg gglgé ?g 2391%& ot caflibdard anced ina
prﬁg@hgwanmﬁgc@hpﬁﬁngignature that identifies articles

of a known generic type fromthe intrinsic properties

of the @&sqanpirdor seannihg an pivigleavithsaepticrbbesnt, wher ei n

the data,acquisition Qcessi n ule.is.operable. .
Lo anal §SBECHH BireReRfs RETRCL T oTHER afinih e Sitaalsiobtined
|t wheR HR Biant bRS 1 &B@ihﬁ R untd, RS AFfdr&li RS bY fheCdata points
periodic variations in the intrinsic properties of the

ar tdlage to signalsiotdaingpatrdatfersnidimes| dairing thepsca| aaidm 2,

wherei n t.he dat.a,acquisSition and,prqcessin dul e | )
oper abl 42 AaYRYES dndprackeing mpdle 1 pyAcatIng e tshpt fga points
r eg8lhd tPfletaniBé BB AR! arlitl8 POSsRLsR 2RPdeRmiRd s g%h@ture that
poi nts and conpare the nmeasured class signature to one

or identiBesmrtces eff mknoach gadnags type droat the exrinsib propertiesiof the article.
mat ch between the neasured class signature and a

predeterm ned class signature indicates that the

ar i ¢l e1hs 1pfarkti oDQHH 1 CwhetBE ¢ i i i

mat ched prggggernfned class gﬁgﬁi?ﬁggaiﬁgnﬁﬁé&iﬁg&mﬁngnmduk
appappdralie o6 analysepthe setl bfidatalpminty td detbheine odrgdter $i o@itains class
an encoder/detector, nmpdul e for, neasuring the relative

posSIEPRYFF iformEon EifRH ke Ok preiodicriappiions i thegnirmeicrapprties of the
andticle,

3. The apparatus of claim 1 or claim 2, wherein the data acquisition and
processing module is operable to derive a measured class signature from the result of
a mathematical transform applied to the data points and compare the measured class
signature to one or more predetermined class signatures, wherein a match between the
measured class signature and a predetermined class signature indicates that the article

is of the generic type associated with the matched predetermined class signature.

4, The apparatus of any preceding claim, further comprising:

an encoder/detector module for measuring the relative position of the beam
and the article during the scan; and

wherein the data acquisition and processing module is further operable to
linearise the set of data points prior to determining a class signature by using relative

measured position information obtained from the encoder/detector module to modify



wherein the data acquisition and processing nodule is
further operable to linearise the set of data points
w@erioenidie2 det ermi ni ng a cl ass si gnature by usiPQI/GB2005/002989
rel ati ve neasured position infgymtion obtained from
t he encoder/detector nodule to nodifythe set of data
points in order to ensure that consecutive data points
in the set are equally-spaced with respect to tinme or
podietsebnf ditatpogits iraorfer $0 ehome dhat icogsechigvesdam pofnts Ththe set are
apparatus of any precedjng claim wherein the data
acg‘ma@?fﬁwﬁd %@* f&%@&tete ST ROSECR of thefr aegyigition wahe scan.
to determ ne a characteristic signature fromthe set
of data points, the characteristic signature being for
di 8t i ngUhs hipparaius difv huehu pkecading ctlaim, f whereit fiRr dah tdcghieBion and
of the sanme generic type. 6. The apparatus of any
5 pr Brosasshig medilleds fprtberapsrablectojdeterming accharastssistic signaspre from the

the ard i j [ A to the Yoo

e Setnt b Do R D ehitlsd Byl P BiilpeRiuing jndividual
ThaﬂEMﬁ&ﬁﬁﬁUﬁmﬂﬁﬁdﬁyommeﬁﬁﬂéQﬁwﬁb%ﬁﬁ].Mherein the

scanner is operable in a linear scanning node. 8. The

apparatus of any one of clainms 1 to 6, wherein the
scanner erable in a rptary.scanning, node. .9. The,
apBar at db8 SBPEAGE BF abbabeb i Lhi TREFE e BHEnSE aimperies of the
10i S afd | I @brin®s RFQhesd tbhqueb?F)aﬁert WL ASHRE REMECLE ordinary
at near normal incidence. 10. The apparatus of any
pr eerayfastyriog gkavesswher ei n t he det ect or arrangenent
includes a plurality of detector channels arranged and
configured to sense scatter fromrespective different
parft s Ofl"h%ﬁpélﬁt_%ﬁl'o‘fgmy r&8Bing Iohaim! ReheRIR MALUAnG is operable in a
claim 10, erein the data acquisition and proceSS|Rg
nmodinkay scenrfngmpds. operable to average a plurality of
sets of data points collected fromthe plurality of
detector channels and to determ ne the class signature

fran t henRuepaaasotiatPorReff clbdms £ 148! \gﬁ’é}eiﬁfth@&%h%ea if\Gberable in a

an article made of paper or cardboard, conpri si
rotary scanning mode.

15

9. The apparatus of any preceding claim, wherein the scanner is configured to

20  project the beam towards the article at near normal incidence.

10.  The apparatus of any preceding claim, wherein the detector arrangement
includes a plurality of detector channels arranged and configured to sense scatter from
respective different parts of the reading volume.

25
11.  The apparatus of claim 10, wherein the data acquisition and processing module
is further operable to average a plurality of sets of data points collected from the
plurality of detector channels and to determine the class signature from the averaged
data set.

30



placing an article in a reading volunme; scanning the

article with an optical beam collecting a set of data
w@eionos1iz om si gnal s obt ai ned when the beam scBCEGBR@®S5/002989

readi ng vol unme, wherein differgnt ones of the data

points relate to signals obtained at different tines

during the scan; and processing the set of data points

to, determ ne whether the article possesses a

pr Hdet efmmsiaed ofiaaalysing gm attickemadeaf pagenvricidbsardy ¢anmrising:

of a k AR fromthe intrinsic properties
of the@?@?gﬁg%ﬁ%&%Egadrl‘%gt\‘%ﬂn%f claim 12, wherein
pr OCeSSsoamih@ﬂle%ﬁic_l@évitﬁah%pﬁ@dl'BEém,COWDV' ses anal ysing
the set of data points to determ ne whether it

cont ai neollertingsa sit @i detarpeints frormsigaainobtaitied athien ¢heoobeam scans the

periadic variations.in the intrinsic properties of the

5 o ki Vol Sheiadiernb possiofithe dass ppingraieea tosignals obiained at
wheirRidit Bmes 8aRioNte siig; skt of data points conprises
deriving a neasured class signature fromthe result of
a mat hepmtéssial the sat of datm @y ite deteAninb evi@deien (HROArAES possesses a
and 8 nlgﬁri(ga t he neasyred class signature to one or
moP¥ %F BeelAisrignatire thet idepiifigs ardales qffrcknsivn genesie gipe from the
befrvern: siferlBANYREAHiElass Signature and a
predeterm ned class signature indicates that the

10article is of the generic type associated with the
malighed red tgrogi p?gd cl ass signature. 15. The net hod
of 13y Ghemsthog ofjctaim 2, whenein pragessingrthe eetpafidetangpints comprises
e [ he,rel ati v.e: [ty f 1 beam and the .
ar £t et o B WEROR defitlle Pong ol gpos signature
daindorpmition sndbeatioe of geribdicevapiatidiign She B RicHroNA&Y oF Y article.

using the relative nmeasured position information to
nodi fy the set of data points in order to ensure that
15 COMg ec ut LGS set are equal | y- spac _
i h T ouhe BeABBFPAR 12 of bl tan Fhorelihuf e iechl o poins
ducompyidehelesiciag. a hfeasutb® chilst Rpfakite &M BRErRMhit Ul Whithematical
e

12 to 15, fuyrther conprising JJI‘ ocessing th
transform applied to the data points and comparing the measured class signature to

one or more predetermined class signatures, wherein a match between the measured
class signature and a predetermined class signature indicates that the article is of the

20 generic type associated with the matched predetermined class signature.

15, The method of any one of claims 12 to 14, further comprising:
measuring the relative position of the beam and the article during the scan; and
linearising the set of data points prior to determining a class signature by using
25 the relative measured position information to modify the set of data points in order to
ensure that consecutive data points in the set are equally-spaced with respect to time

or position of their acquisition during the scan.

16.  The method of any one of claims 12 to 15, further comprising processing the

30 set of data points to determine a characteristic signature from the set of data points,



set of data points to determ ne a characteristic
signature fromthe set of data points,wherein the
wW@b@saotier i stic signature is for distinguishi nBCT/GB2005/002989
i ndividual articles fromother_articles of the sane
generic type. 17. The net hod b?z'any one of clainms 12
to 16, wherein the intrinsic properties of the article
are inprints inparted to the paper or cardboard during
anwhereinrthe yharadietistic tsiphiatuge Briocdistngulshinglin@ivitebhhmecled from other
any one of clainms 12 to 17, wherein scanning of the
arﬁlélle%o’%@lﬁ‘ﬁﬂmgé@eﬁlﬁﬁmm ng a linear scan. 19. The
nmet hod of any one of clains 12 to 17, wherein scanning
of the article conprises performng a rotary scan. 20.
They met ThédlnR{hodrdf 28H@nebf ElhthdTE2 &214, QvHePein BRIMRfinSIc operties of
projecting the beamtowards the article at near nor rmP
5 i nthedartiels. a@1imprings imphded ¢ theyapere opfeanlbadrdsdiurihg en ordinary
20 fufrther conprising collecting a plurality of sets
of TG ACHBPHPOFSom a plurality of detector channels
arranged and configured to sense scatter from
respective different parts of the reading vol une. 22.
Thé3.net fbe mxfthas of any2dne dfickiver 12 doif7j sihaginaswanaigg g the article
the plurality af sets of data points collected from
thgorgpla%eﬁlpfartfémﬁflgagf‘%%tsﬁ?n'channel s to provide the data
1pset subsequently used to determ ne the class
signature. 23. A screen for manufacturing a paper or
cafflboaftie and¢thad ef amhenebficlaimes $2nedn, odefein s@sniag of the article
plurality of_ elenments arranged and configured to
inﬁ%WPn%FVSQSEfB’@R‘Eg?WPWﬁFaIbattern to a paper or
cardboard article for providing a predeterm ned cl ass
signature that identifies the article as being of a
kn@an gdhemathdd/pLany?dne dhelainey E21o 09, cdndirt¥ingSprojecting the beam
wher ei thge inprint pattern is periodic.25. The screen
150f t‘b‘f’%fﬁ% @“&ﬁrg%téfeam} WeidgReS: npri nt pattern
I ncor porates spatial nodul ation provided according to
one or nore of the foll ow ng schenes: chirped
noQal at iThe, methpd bf pry oadiof ictaymsd ub a0, dicthe MPMiptisidg collecting a
n'Ddllﬂ ation pha?e shift keying .
plurality of sets of data points from a plurality of detector channels arranged and

configured to sense scatter from respective different patts of the reading volume.

20
22.  The method of claim 21, further comprising averaging the plurality of sets of
data points collected from the plurality of detector channels to provide the data set

subsequently used to determine the class signature.

25 23. A screen for manufacturing a paper or cardboard article, wherein the screen
comprises a plurality of elements arranged and configured to impart a bespoke imprint
paitern to a paper or cardboard article for providing a predetermined class signature

that identifies the article as being of a known generic type.

30 24.  Thescreen of claim 23, wherein the imprint pattern is periodic.



nodul ati on, and frequency shift keying nodul ation. 26.
The screen of any one of clains 23 to 25, wherein the

w0 pgsiontiipatt ern encodes one or nore bit sequePCEEBRIVEN02989
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t he paper or cardboard. 27. A pethod of naking a paper
or cardboard article includi n@ggg bespoke i nprint
pattern, conprising using the screen of any one of
claims 23 to 26 to inpart the bespoke inprint pattern
to the article. 28. A paper or cardboard article

conpri sj a bespoke inprint pattern for providing a )
cl gg‘s sJ'FE% %ﬁrmneoflfofg@lm Hopt ﬁwh?@en@ the imnring patteys incorporates spatial

be i n [ : aper or .
ot pRyaqL ML ol Wore & ind MEIRABE sfémes: chirped
pahdodulatibs, supér-perividivity. mSdhlatibae applivde AodeRt@AOFKAe shift keying
article of claim28 or claim29, wherein the inprint
pafmodplatipn, apd diegagney skift keying megdulationr car dboar d

article of any one of clains 28 to 30, wherein the

imprint pattern incorporates spatial nodul ation

pr g8l dedhas&esoMNaylde @/ @ladths PPN fwHel8n MR hPWnD Pattern encodes
schenes: chirped nodul ation, super-periodicit

o @0¢ oft ke, bitsegréncevimtorbd phparicopgrdpdrade shift keyi ng

nodul ati on, and frequency shift keying nodul ation. 32.

The paper or cardboard article of any one of clains 28
t0231, Wkl of RRkIHFPS | r imori
bit sequences into tﬂt?é)({ %%Hgé ?ﬁﬁ%@%%?(gg%gggﬁgg@ﬁﬁgn%ﬁ%% imprint
of pafteaiLy edmyrisang using dhe sereete ob hinpape of elaimarX3bwar@ to impart the
substantial ly as herei nbefore described wth reference

to E‘T‘P@EF ggprg\?t pﬁ?m%g, eEiiCle14B 15 and 17 of the

acconpanyi ng drawi ngs. 34. An apparatus for anal ysing

an article nmade of paper or cardboard placed in a

r ed8i ng Ay glapere os ulasttwatd atticle @smpsesiep nbdfespaked anmirtbpsaitern for

with reference to Figures 1.to 6B, A and 13B of the
ac g&%§H§iaﬁgasa F]gm.tH gijfcj)r 1dsent1fy'1:ng tge artilcise asai)e onging to a known generic
type.

29.  The paper or cardboard article of claim 28, wherein the imprint pattern is not

visible.

30.  The paper or cardboard article of claim 28 or claim 29, wherein the imprint

pattern is periodic.

31.  The paper or cardboard article of any one of claims 28 to 30, wherein the
imprint pattern incorporates spatial modulation provided according to one or more of
the following schemes: chirped modulation, super-periodicity modulation, amplitude

modulation, phase shift keying modulation, and frequency shift keying modulation.

32.  The paper or cardboard article of any one of claims 28 to 31, wherein the

imprint pattern encodes one or more bit sequences into the paper or cardboard.



35. A screen for manufacturing a paper or cardboard
article substantially as herei nbefore described. 36. A

woreihoth1iof naki ng a paper or cardboard arti cl ePCT/GB2005/002989

10

15

i ncludi ng a bespoke inprint pgﬂ{ern substantially as
her ei nbef ore descri bed. 37. ATpaper or cardboard
article substantially as herei nbefore descri bed.

33. A method of analysing an article made of paper or cardboard substantially as
hereinbefore described with reference to Figures 9, 11, 12, 14A, 14B, 15 and 17 of the

accompanying drawings.

34.  An apparatus for analysing an article made of paper or cardboard placed in a
reading volume substantially as hereinbefore described with reference to Figures 1 to

6B, 13A and 13B of the accompanying drawings.

35. A screen for manufacturing a paper or cardboard article substantially as

hereinbefore described.

36. A method of making a paper or cardboard article including a bespoke imprint

pattern substantially as hereinbefore described.

37. A paper or cardboard article substantiaily as hereinbefore described.



